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AHOTALIA

Kasmipuyk €Bren BanentuHoBuu «JloCHIKEHHST METOJIB TECTyBaHHS
0e3neKy MporpaMHOro KOAy Ta IX aBTOMATH3AIIisI».

JHumiomHa po6ota 3a cnewianbHicTIO 125 «KibepOe3neka» ckiagaeTbes 3
TEKCTOBOI YaCTUHH, 1110 MiCTUTh 4 po3ainu, 80 c., 17 puc, 4 tad.

O0’eKkT — aBTOMATHU3aIllsl TECTYBaHHA O€3MEKH MPOrpaMHOro 3abe3MeyeHHs Mija Yac
po3pobku Ha mnatdopma Kubenetes.

[IpenmeTr nocmimkeHHs — 3aco0M aBTOMAaTH3allii MPOIECY TECTyBaHHS O€3MeKH
IPOrpaMHOTI0 3a0€3MEUYCHHS B MPOIIEC] PO3POOKH.

Meta poOOTH — BHBYCHHS METOIB TECTYBaHHS OE3MEKH IMPOTPaAMHOTO KOIy Ta
po3poOKa pireHHs s aBToMaru3aiii Ha miatdopmi Kubernetes.

Mertonu nOCHIKEHHS — aHaji3 JiTepaTypHUX pkepen Ta iH(opmaniinux WEB-
pecypciB y IOCHiKyBaHId 00JacTi, MOPIBHSAJIBHUN aHaI3 BUMOT JI0 aBTOMAaTH3allii
TECTiB O€3MeKH MPOrpaMHOTO KOIY.

Y mii IUImIoMHiIM  poOOTi po3TisAmaeThcs BHOIp 3aco0iB  aBTOMAaTH3allii
IpoIeCy TECTyBaHHS O€3MEeKH MPOTpaMHOro 3a0e3MeyYeHHs B IMPOLeci po3pOOKH.
3anpornoHOBaHO pillleHHS aBTOMaTwu3allli 3 BUKOpUCTaHHAM omneparopa Kubernetes.
[Iporpamue 3abe3neuennss Kubernetes Operator npusHadeHe s aBTOMaTH3allil
poOOTH THCTpYMEHTa CcTaTUYHOro aHamizy oOesmeku Spotbugs. Kmacrep Kubernetes
OyB pPO3rOpHYTHMH IUIAXOM CTBOPEHHS TECTOBOTO CEPENOBUINA I PO3POOKHU

IPOTrPaMHOTI0 3a0€3MEUYCHHS Ta TECTYBAaHHS PO3POOJICHOTO PIIICHHS.

TECTYBAHHS, IIPOTPAMHE 3ABE3IEUEHHS, THO®OPMAIIIMHA
BE3IIEKA, ABTOMATU3ALIA, PO3POBKA, OITEPATOP.



ABSTRACT

Yevhen Kazmirchuk, "Software code security testing methods and their
automation research".

Thesis on the specialty 125 "Cybersecurity" consists of a text part containing
4 sections, 80 pages, 17 figures, 4 table.

The object is to automate software security testing during development on the
Kubenetes platform.

Subject of research - means of automating the process of software security
testing in the development process

The purpose of the work is to study the methods of software code security
testing and to develop a solution for automation on the Kubernetes platform.

Research methods - analysis of literature sources and information WEB-
resources in the research area, comparative analysis of requirements for automation
of software code security tests.

This thesis considers the choice of means to automate the process of software
security testing in the development process. Automation solutions using the
Kubernetes operator are proposed. Kubernetes Operator software is designed to
automate the static security analysis tool Spotbugs. The Kubernetes cluster was
deployed by creating a test environment for software development and testing of the

developed solution.

TESTING, SOFTWARE, INFORMATION SECURITY, AUTOMATION,
DEVELOPMENT, OPERATOR.
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3AT'AJIbHI BUCHOBKH

[Tin yac HanmucaHHs atecTaliiHoi pOOOTH OYJI0 CTBOPEHO 1 MPOTECTOBAHO B
KUTTEBOMY LUK [13 1HCTpyMeHT Juist aBToMaTH3alli TecTyBaHHs Oe3neku 113 3a
nonomoroto omnepatopa Kubernetes. B pesynbraTi 0ysn0 OTpuMaHo TOTOBUM 10
BUKOPUCTAHHS 1HCTPYMEHT JIJIi aBTOMAaTH3allii TECTYBaHHs OE3MEeKH MPOTrpaMHUX
nonatkiB Ha tiatdopmi Kubernetes. Takox Oyno CTBOPEHO CEpeIOBHIIE
pO3pOOKK TpOorpaMHOro 3a0e3rnedyeHHs Ha OCHOBI J[PKEHKIHCAa Ta MPOTECTOBAHO
omeparop Kubernetes.

Meroro nmanoi pobotu Oyino mpoaHandi3yBaTH TpoOJeMy aBTOMAaTH3allii
TECTIB O€3MeKH MNPOrpaMHHUX JOJAaTKIB Ta CTBOPUTU €(DEKTUBHUN IHCTPYMEHT
aBromaru3ailii Ha 6a3i matdopmu Kubernetes.

B xoz1 BUKOHaHHS TUIUIOMHOT poO0TH OyJIM MPOBEICH1 HACTYITHI J1i:

— OTJISiJ] )KUTTEBOTO LUKITY IPOTPaMHOT0 3a0€3MeYeHHS;

— BpaxOBaHO MICIIe TECTyBaHHA B TIpolieCi PO3POOKHM MPOrPaMHOIO
3a0€e3MeUeHHs;

— TECTyBaHHS O€3MEKM BBAXKAETHCA YACTUHOIO TPOLIECY PO3POOKHU
OE3MEeYHOT0 MPOrPaMHOTO 3a0e3eUeHHS;

— BUKOHAHO aHaIi3 Mpo0JieM aBTOMaTH3aIlli TeCTyBaHHS O€3IeKu B IpoIieci
SDLC;

—BpaxoBano miarpopmy Kubernetes, 1ii cTpykrypy Ta  poOoui
XapaKTePUCTUKH;

— IOCITDKCHHST ~ oreparopchki  gocmikeHHs  Kubernetes sk 3acid
aBToMaTH3aiii TectyBanHs Oe3mexu [13;

— HagaHHs wiatgopmu Kubernetes;

—onepatop Kubernetes, po3poOneHuii s aBToMaTu3armii  poOOTH
CTaTHYHOTO IHCTPYMEHTY TecTyBaHHs Oe3mneku [13;

— onepatop OyB po3ropHyTuii Ha miatdgopmi Kubernetes;
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— CTBOPEHHSI CEPEIOBUINA PO3POOKU MPOTPAMHOTO 3a0e3MEUYEHHsI Ha OCHOBI
iHCTpYMeHTY Jenkins;

— TECTyBaHHS pOOOTH CTBOPEHOrO0 oOlepaTopa B MpoOLECT PO3POOKH
MIPOTrPaMHOI0 3a0e3MeYCHHS;

—3p0o0JICHO BHUCHOBKM Ta HaJlaHO PEKOMEHJallli II0JI0 MOJaJIbIIOro

BJIOCKOHAJICHHSI pOOOTH oreparopa.
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