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AHOTALIA

Knenuk Oner Bononumuposud «JlocnikeHHs! piBHS €(EKTUBHOCTI Cy4YaCHUX
CHCTEM 3aXUCTY KOPIIOPATUBHUX MEPEXK B MPUBATHUX CTPYKTYpax».

JHumiomHa po6ota 3a cnewianbHicTIO 125 «KibepOe3neka» ckiagaeTbes 3
TEKCTOBOI YaCTUHHU, 1110 MICTUTH 4 po3ainu, 88 c., 7 puc, 8 Tadi.

OO6’€eKkT — mpolec CTBOPEHHSI KOMIUIEKCHUX CHCTEM 3aXUCTYy KOPIOPATHUBHUX
MEPEK.

[IpeameT moCHiKEHHS] — METOJIH 1 3aCO0M 3aXUCTy KOPIIOPATHBHUX MEPEK.

Merta poboTu — aHami3 NUIAXIB BIPOBAJKEHHS YW MIABULIEHHS €()EeKTUBHOCTI
CHCTEM 3aXUCTy KOPIIOPATHUBHUX MEPEK.

Mertonu AOCHIKEHHS — aHalli3 JITEpaTypHUX JpKepen Ta iH(opMaiiiHux
WEB-pecypciB 3 TemMHu IOCHIKEHHS, MOPIBHSUIBHUN aHali3 BUMOT /0 MOOYIOBH
KOPIIOPAaTUBHUX MEPEeX, ICHYIOUUX pIllleHh Ta 3aco0iB 3aXUCTy, MaTeMaTUYHUN
amapart Teopii IMOBIpPHOCT!I.

Y po0oTi pO3rIITHYTO MHUTAHHS 3aXHMCTy 1HGOpMaIlii BiJ] HECAHKI[IOHOBAHOTO
JOCTYIy, BJIOCKOHAJEHHS CHUCTEM, Ta BUKOPUCTAHHS ICHYIOUMX TEXHOJIOTTYHHUX
pitmeHb. Y poOOTi BUKOHAHUH aHaJi3 MOTOYHOTO CTaHY 3aco0iB 3axucTy iHdopmalii
B Mepekax. Po3risHyTi iX mepeBaru Ta HeJoJiku. Takox Oyiaud po3rIsIHYTI OCHOBHI
TUIIA aTaKk Ha MEpexXi, 3 MULII0 PO3YMIHHS MPUHIMITIB iX Jii, 1 MOOyI0BH SIKICHOT
CHUCTEMH 3aXHCTy Mepexk. Takoxx B poOOTi OyB BUKOPHUCTAaHMI MaTeMaTUYHHUH arapar
Teopii IMOBIPHOCTI IS BU3HAYCHHS T[OPYIICHHS KPUTHYHHX BIIACTUBOCTEH

iHpopmarriitHoro akTuBy Ha ocHOBI CVSS.

IHOOPMAIIIMHA BE3IIEKA, MEPEXI, TEXHIYHUU 3AXUCT,
[HOOPMALIA, ATAKH, 3ACOBU 3AXUCTY, CTPYKTYPA 3AXUCTY.



ABSTRACT

Oleh Klenyk, "Modern systems of corporate networks protection in private
structures efficiency level research”.

Thesis on the specialty 125 "Cybersecurity" consists of a text part containing
4 sections, 88 pages, 7 figures, 8 table.

Object - the process of creating comprehensive security systems for corporate
networks.

The subject of research - methods and means of protection of corporate
networks.

The purpose of the work is to analyze ways to implement or increase the
effectiveness of corporate network protection systems.

Research methods - analysis of literature sources and information WEB-
resources on the research topic, comparative analysis of requirements for building
corporate networks, existing solutions and means of protection, mathematical
apparatus of probability theory.

The issues of protection of information from unauthorized access,
improvement of systems, and use of existing technological solutions are considered
in the work. The analysis of the current state of information security in networks is
performed in the work. Their advantages and disadvantages are considered. The main
types of attacks on the network were also considered, in order to understand the
principles of their operation, to build a quality system of network protection. The
mathematical apparatus of probability theory was also used to determine the violation

of the critical properties of the information asset based on CVSS.

INFORMATION SECURITY, NETWORKS, TECHNICAL PROTECTION,
INFORMATION, ATTACKS, MEANS OF PROTECTION, STRUCTURE OF
PROTECTION.
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3ATI'AJIbHI BUCHOBKH

B aumiiomHiil po6oTi Oyno BHUpIIEHO 3aBJaHHS aHAII3Y Ta Kiacu@ikarii
3arpo3 y KOMIT IOTePHHX Mepexkax. Takoxk Oylo po3risHyTO METOJ 3arajibHoi
ominku BpasznuBoctet CVSS. Kpim Toro, IOCHIKEHO METOAM 3aXUCTY
KOMIT'FOTEpHUX MEpEeX Ta HAJAaHO PEKOMEHAAIii MIOAO0 iX BIPOBAKCHHS B
KOMIT FOTEPHY Mepexxy. BcTaHOBIEHO, 10 ICHYHOYl METOAM 3aXUCTy HE MOBUHHI
3aCTOCOBYBATHUCS TOOAWHIN, a g TOOYAOBH SIKICHOI CHUCTEMH 3aXUCTY CIiJT
BUKOPHCTOBYBATH KOMIUIEKC pilleHb. Takox Oyl0 OmMcaHo Migxix [0
npoeKkTyBaHHS cucteMu [T-0e3nekn KoMIaHii Ta 3amponOHOBAHO IJIaH JAiH 100
IHIUACHTIB y cdepi Oe3nexku. BpaxoByrouu mnepeBaru Ta HEAONIKA 3aco0iB
Mepex)eBoi Oe3MeKkd Ta peKOMEeHAAmil Moa0 MoOYIOBH KOMILIEKCHOI CHUCTEMH
Oe3nekn Mepexi, Oylo 3MOJENbOBaHO cucTeMy Oesmnexku wmepexi. [loTim 3a
JIOTIOMOTOI0 MaTEMaTUYHOTO arapaTy Teopii WMOBIpHOCTEHl Oyiu po3paxoBaHi
HMOBIPHOCTI MOPYIICHHS KPUTUYHUX BIIACTHUBOCTEH Il 1HGOpMAIIfHUX 3HAYEHD

Mepexl.

[TpoBeneHo MOPIBHSAJIBHHUM aHATI3 JIOKAJBHOI MEpPEXi MiANMPHEMCTBA 0 Ta
micIisl BIPOBA/KEHHS 3aX0iB 3axucTy. [loka3zaHo, 1m0 3amponOHOBaHA CUCTEMa
iHbopMaIIiitHOT Oe3leKkn Mae Miclle 4Yepe3 3HIKCHHS IMOKa3HUKIB WMOBIPHOCTI

MOPYIIEHHS KPUTHIHUX BIACTUBOCTEH 1H(GOPMAIIIMHIX aKTUBIB.
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