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YIPABJIIHHA IHOOPMAIIMHOIO BE3NEKOIO
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HYBRID ATTACK RISK ANALYSIS
Bohdan Sakovych’, Maryna Zharikova?
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Abstract. The paper reflects on various hybrid threats and attacks spreading all
over the earth. The proposed method is able to assist the representatives with the
forbearance of mentioned dangers and combating such kinds of attacks.

Keywords: hybrid attack, hybrid threat, critical infrastructure, machine learning,
random forest, decision trees, Bayesian network.

Anomauia. L{a cmamms gucgimuoe cmyninb 2iOpUOHUX 3a2PO3 Y CYUACHOMY C8Imi
Ma NPONOHYE Memoou iXHb020 3an0bieaHHs MA NONEPeONHCEHHA Y MALlOYMHbOMY.

Knwwuoei cnosa: cibpuona amaxa, Kpumuuna iHGpacmpykmypa, MauluHHe Ha-
6YaHHS, MOOETb GUNAOKOBUX TIiCi8, depesa yxsanenHs piuiens, mepesxci baiieca.

Introduction. The contemporary world is inundated with numerous risks and
dangers, especially in wartime. This unprecedented Russian invasion of Ukraine
has disclosed a plethora of cynical Russian attacks unseen for ages, such as civil
infrastructure imperilment, encroachment on residential areas and shopping malls,
gas stations and critical infrastructure (Cl) objects in particular. The threats can be
simultaneous and of different kinds, e.g., cyber threats and air raids. Such threats
are known as hybrid attacks and are considered to be quite tricky to deal with. For
this reason, it is rather vital to foresee and preclude upcoming attacks.

Literature review. As stated in [1, 2] the hybrid threats represent hostile,
subversive activities, and diplomatic, military, economic, and technological
methods used in a designed manner either by state or non-state doers to
achieve specific goals, while still remaining below the threshold of officially
proclaimed war.

Generally, such threats are concentrated on undermining the defence and
integrity of a country. Therefore, the EU is devising stated risk assessment
methods to properly inform aimed forces about emerging risks of threats. The
aim would be to estimate the extent of hybrid threats and forward them to early
warning systems and risk assessment mechanisms. Cyberattacks-wise [3], they
are extremely wired these days. They can evoke quite lugubrious ramifications,
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such as electricity blackouts, disruption of a plant ecosystem, and even atomic
explosion prompted by block overheating. Nevertheless, the Council of the
European Union informs that terrorism imperils government stability and
endangers national security systems around the globe [4]. Thus, there is a strong
necessity to timely react to such kinds of imperilments and preclude dire
outcomes despite the fact that a lot of regulations and significant actions have
already been made to increase resistance to hybrid threats.

Model description. Fortunately, artificial intelligence and machine learning
have a major role in the world problem solving, from information technology
up to biology and medicine issues. The disparate models and algorithms can
solve nearly any issue and generate the optimal solution. Several of them are
decision trees, Bayesian networks and Random Forest. The decision tree is a
supervised learning method that is utilized for both classification and regression
goals. They are aimed at constructing a model that predicts the certain value of
the set by learning defined rules derived from data usage. Trees can be viewed
as normal tree-like structure, but upside down as its root is located on the top of
the tree. The tree increases in depth as more rules are defined which makes the
model more accurate. Subsequently, random forests train several decision tree
classifiers on different subsamples of a dataset and utilize averaging scores to
improve prediction accuracy and preclude overfitting. Ultimately, Bayesian
networks portray the probabilistic graphical models of an uncertain area where
each node matches an arbitrary variable and each edge represents the tentative
liability for the corresponding variables [7—10].

Contribution of this work. The main contribution of this work is to deliver
a novel method of analysing the risk of hybrid attacks in comparison with
related ones. The proposed risk analysis covers all three main phases of the
crisis management cycle such as pre-crisis, response, and post-crisis. As a
result, the risk is divided into potential, active, and post-crisis risks, which
allows decision-makers to make more informed decisions at every phase of the
crisis management cycle.

Risk analysis within the crisis management cycle. We propose a crisis
management cycle that is adapted from [11] and divided into three phases such
as pre-crisis, response, and post-crisis. The main characteristics of risk in the
context of this paper are that it is dynamic and spatially distributed. As for the
first one, we presume that for any spatial location, risk will change depending
on affecting of hybrid attacks (HA). For the latter, we suppose that risk can be
assessed for each area of the territory or for each vulnerable object, which
provides its spatial reference.

The subject of risk analysis in the proposed framework is the assessment of
the chance of losses as a result of the involvement of the targeted object in the
HA. Thus, risk originates from the interaction of hybrid attacks and targeted
objects, such as infrastructure, communities, governments etc., affected by this
attack and comprises the following dimensions: the likelihood of HA
occurrence; characteristics of the targeted object such as object vulnerability,
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potential damage, and speed of recovery; the availability of the object for the
actors who created the attack. Subsequently, risk assessment can be represented
as a combination of the following components: assessment of the likelihood of
an attack occurrence L; threat potential assessment T; availability of targeted
object for actor A; the vulnerability of targeted object V.

Conclusions. The comprehensive approach to support risk-informed
decisions at all phases of the crisis management cycle is proffered by bonding
relevant tools to prevent, counteract, and recover from the impact of hybrid
attacks in a coordinated manner. The division of risk into potential, active, and
post-crisis risk allows making decisions corresponding to each of the three
phases of the crisis management cycle. Representing risk as a spatially
distributed process allows us to highlight the most vulnerable areas that require
priority attention.
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Abstract. Described the origins of computer viruses and presented their types ac-
cording to the degree of influence. Given the notion of computer viruses. Analyzed the
names of computer viruses, what can be clearly divided into several groups: names of
computer viruses by place of origin, by date of activation, by action, by number of bytes,
by characteristic text, visual effect, by author, etc.

Keywords: computer viruses, Worms, Stoned virus, Marijuana virus, Israeli virus,
Dinamo virus, Pakistani virus, Lehigh virus.

Anomauia. Onucano noxo0xiceHHs KOMN TOMePHUX 8ipYCié ma HagedeHo iX euou 3a
cmynenem enaugy. Poskpumo nonsmms “xomn tomepnuti gipyc”. Ilpoananizyeano nazeu
KOMN t1omepHux 8ipycig, AKIi MOJMCHA UYimMKO pO30iiumu HA KilbKa 2pyn: HA36U
KOMN 1omepHUX 8ipycié 3a micyem noxX00dceHHs, 30 0amoio akmueayii, 3a i€, 3a Kilb-
Kicmio baiimis, 3a XapakmepHum MeKCmoM, 6i3yanbHuM eqheKkmom, 3a aemopom moujo.

Knrwuoei cnosa: xomn’'romepui sipycu, gipyc WOrms, sasanmaoicysanvruii 8ipyc
Stoned, eipyc Marijuana, Izpainbcokuii eipyc, sipyc Dinamo, Iaxucmancekuil sipyc,
sipyc Lehigh.

The user of a modern personal computer has free access to all resources of
the machine. This opened up the possibility of a danger called a computer virus.
I set myself the following goal: to determine what computer viruses are, how to
fight them, which programs work better and more effectively, how to protect a
device from viruses.

Computer viruses cause damage in billions of dollars each year, causing
system critical errors, shutting down large sites and web applications, destroy-
ing or modifying files, and increasing response time.

Viruses pose a threat even to users protected by antivirus software, because
they can bypass the system of blocking and protecting the program itself. Vi-
ruses are also used by hackers to infiltrate the security systems of some web
systems to obtain or destroy certain information.

Viruses act only by software. They usually attach to the file or penetrate
inside the file. In this case, the file is said to be infected with a virus. The virus
enters the computer only together with the infected file. To activate the virus,
you need to download the infected file, and only then the virus begins to act
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independently. Some viruses become resident (permanently in your computer’s
RAM) when you run an infected file and can infect other downloaded files and
programs. Other types of viruses can cause serious damage immediately after
activation, such as formatting the hard disk.

Computer virus — a type of malicious software that can be embedded in the
code of other programs, areas of system memory, boot sectors, and distribute their
copies through various communication channels (Fig. 1, 2, see the video [13]).

Depending on the location the viruses can be divided into network, file,
boot and file- boot. Network viruses are spread on various computer networks.
File viruses are implemented mainly in executable modules, i.e. in files with
COM or EXE extensions. Boot viruses are introduced into the boot sector of the
disk (Boot sector) or into the sector that contains the boot program of the sys-
tem disk (Master Boot Record). File boot viruses affect both files and boot sec-
tors of disks [6, 11].

According to the degree of influence the viruses can be divided into the
following types:

1. Safe, do not disturb the computer’s operation, but reduce the amount of
free RAM and memory on disks, the actions of such viruses are manifested in
any graphic or sound effects.

2. Dangerous viruses that can cause various computer malfunctions.

3. Very dangerous, the impact of which can lead to the loss of programs,
data destruction, erasure of information in the system areas of the disk [2].

In more than 80% of computer crimes investigated by the FBI, hackers en-
ter the attacked system via the global Internet. This process can be automated
by a virus called a network worm.

Worms are viruses that spread on global networks, infecting entire
systems, not individual programs. This is the most dangerous type of virus, as
the objects of attack in this case are the information systems of the state scale.
With the advent of the global Internet, this type of security breach poses the
greatest threat, as it can affect any of the 40 million computers connected to this
network at any time (Fig. 3, 4, see the video [3]).

Fig. 1. Computer Virus Fig. 2. Computer Virus Fig. 3. Virus Worm
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Names of computer viruses (Fig. 5). Conditionally, they can be classified
as follows according to the following common features:

1) Place of residence:

1. Bootable.

2. File.

3. Boot-file.

4. Network.

2) Level of effects:

1. Relatively safe. £

2. Dangerous.

3. Very dangerous.

3) Algorithm features.

1. Invisible viruses

2. Retroviruses

3. Worm-viruses

4. Trojans Method of infection.

1. Residents

2. Non-residents [10].

Mostly the names of computer viruses in modern Ukrainian are borrowed
from English, as they have English names, and in Ukrainian they exist as literal-
ly translated words or phrases.

Specialists and ordinary PC users make a literal translation of such names
into Ukrainian, very rarely giving malware adapted Ukrainian names. Excep-
tions are viruses created by Ukrainian-speaking or Russian-speaking users,
which retain in their names the concepts familiar to such users.

Fig. 4. Virus Worm

' EEEEEEEN

Fig. 5. Rating of the most common computer viruses
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Analyzing the names of computer viruses, they can be clearly divided into
several groups: names of computer viruses by place of origin, by date of activa-
tion, by action, by number of bytes, by characteristic text, visual effect, by au-
thor, etc.

Names of computer viruses by date of activation. A separate group of virus
names consists of programs that are named after the date when they are activat-
ed. For example, the name of the virus Black Friday is motivated by the fact
that if the time of work with infected software falls on Friday the 13th, then
infected files are destroyed. Another name for this virus is Friday the Thir-
teenth [11], Fig. 6.

The Stoned virus is so called because when you boot the system, the text
“Your PC is now Stoned’ is simply displayed, after which the work continues
(Fig. 7, see the video [1]).

EA 03 00 ©O O7 £9 92 00 00 31 02 00 C8 £4 00 EO

n 03
00
BB 00 03 0o oF
>/ BE BE O3 BF
33 DB FE €1 €D 13
20 ©9 73 20 oL ©F 77 2
> 99 29 30 00 0O 00 OO <
20 00 00 00 06 00 06 G
> 30 00 00 00 00 00 06 00 06 90 of
00 00 00 00 00 00 00 00 00 0O 00 00 00 00 00 00 .

Fig. 6. Friday. The Thirteenth logo Fig. 7. Stoned virus

The name of the Marijuana virus is motivated by the phrase Legalize Ma-
rijuana! which pops up when booting the infected system [11] (Fig. 8).

PIPEMO (KTFY] - CRIAMPIOM ITY

i
PIMAMO (MIFY) S ICFRIAMPION 1Y
~ ~
DIMEMO (MTFV) - CIYAMPION TTY

PIMEMO (KTFY) - CITEMPION TTY

TEAMPTON TTY

Fig. 8. Marijuana virus Fig. 9. Dinamo virus

The Israeli virus (also known as Jerusalem) was first detected at the
University of Jerusalem (lsrael) in 1987. It is well known in the history of
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computer virology for the fact that at one time its spread for the first time
became a pandemic among computer systems [10, 5], Fig. 9.

The Jerusalem virus is one of the oldest computer viruses. It infected files
in the MS-DOS operating systems that were standard at the time. After DOS
operating systems were succeeded by newer types of operating systems, the
Jerusalem virus became largely obsolete. The virus also infected executable
programs repeatedly until they became too large to run on a computer. Other
variants of the Jerusalem virus included additional marginal effects, such as
cryptic slogans that would populate the command line interface. Some versions
of the virus would apparently restrict the operation of programs during certain
days of the week, such as Saturday and Sunday [12].

Dinamo virus displays the phrase: Dinamo (Kiev) — champion !!! — hence
the name. Bye! virus name also motivated by the text that follows when booting
the system (Fig. 10). The most well-known of these viruses is the Viennese
virus. It is one of the first primitive viruses to be discovered in Vienna. When
downloaded to computer memory, this virus infects all com programs.

The Pakistani virus (Fig. 11), developed by brothers Amjat and Basit Alvi
in 1986, was discovered in the summer of 1987. The malware was supposed to
punish local pirates who steal software from their company. The program listed
the names, addresses and telephone numbers of the brothers, and this is the first
stealth virus (virus-invisible) — when trying to read the infected sector, it
substituted its uninfected original [6, 11].

o o, e oty | & v
Wy e ) e oy 1 SRl Movion Sbtutveiod
co— ol be ool 1oty rasiens Baey o
MY i3 of n Do Vet e {

&\‘D g ,f,;g- %

‘ MG thent \ ‘ o

Fig. 10. The Pakistani virus Fig. 11. Types of viruses

The Lehigh virus. Its name is associated with the name Lehigh University
(USA), and it was launched in November 1987. Before Thanksgiving 1987, a
microcomputcr virus infected several hundred floppy disks at Lehigh University
in Bethlehem, PA. The virus was a particularly destructive one; it copied itself
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from disk to disk at least four times and then destroyed the contents of the
original disk. Each of the copies that were made then went on to do the same
thing. This, and the fact that Lehigh University has hundreds of Zenith
microcomputers spread all around its campus, on which students shared
programs in the form of floppy diskette libraries,proved to bc a rather volatile
combination, particularly with Thanksgiving break rapidly approaching. At the
time of the viral infection, Lehigh operated approximately 10 microcomputer
labs, each one containing an average of between 10 and 15 PCs [4, p. 107].

Within a few days, the virus destroyed the contents of hundreds of floppy disks
from the library of the university’s computer center and students’ personal floppy
disks. About four thousand computers were infected during the epidemic [10].

References

1. 500th Video: Virus. Boot Stoned. URL: https://youtu.be/kfk4g0iPv74.

2. Cracking: Reversing and Malware Analysis Training Articles. 2012. 60 p. URL:
http://index-of.es/Cracking/Malware%20Analysis%20Training_2011_12_Articles.pdf.

3. Malware: Difference Between Computer Viruses, Worms and Trojans. URL:
https://youtu.be/n8mbzU0X2nQ.

4. Kenneth R. van Wyk. The Lehigh virus. Computers & Security. Vol. 8. Issue 2,
April 1989, pp. 107-110. doi: https://doi.org/10.1016/0167-4048(89)90064-3

5. Malwarebytes. URL: https://www.malwarebytes.com/computer-virus.

6. Norton. URL: https://us.norton.com/internetsecurity-malware-what-is-a-computer-
virus.html.

7. Pet’ko Lyudmila. Developing students’ creativity in conditions of university //
Research: tendencies and prospects: Collection of scientific articles. — Editorial Arane,
S.A. de C.V., Mexico City, Mexico, 2017. P. 272-276.

8. Pet’ko L. Multicultural upbringing of students and the formation of professional-
ly oriented foreign language teaching environment // Perspectives of research and devel-
opment: Collection of scientific articles. — SAUL Publishing Ltd, Dublin, Ireland,
2017. P. 164-170.

9. Pet’ko L. V. Teaching of students’ professionally oriented foreign language writ-
ing in the formation of professionally oriented foreign language learning environment //
Economics, management, law: innovation strategy: Collection of scientific articles.
Henan Science and Technology Press, Zhengzhou, China, 2016. P. 356—359.

10. WEBROOT. URL: https://lwww.webroot.com/us/en/resources/tips-articles/
computer-security-threats-computer-viruses#:~:text=A%20computer% 20virus%20is%
20a,kind%20that%20makes%20you%20sick.

11. What Are The Different Types Of Computer Viruses? Uniserve. URL:
https://uniserveit.com/blog/what-are-the-different-types-of-computer-viruses.

12. What Does Jerusalem  Virus Mean? Technopedia Dictionary.
URL: https://www.techopedia.com/definition/27875/jerusalem-virus

13. What is a Computer Virus | Tech. URL: https://youtu.be/Ip-uSNZJiwY.

14. What is computer virus? What are various types of viruses? URL:
https://www.wired.com/2009/11/1110fred-cohen-first-computer-virus/.


https://www.sciencedirect.com/journal/computers-and-security
https://doi.org/10.1016/0167-4048(89)90064-3
https://www.webroot.com/us/en/resources/tips-articles/computer-security-threats-computer-viruses#:~:text=A%20computer% 20virus%20is%20a,kind%20that%20makes%20you%20sick
https://www.webroot.com/us/en/resources/tips-articles/computer-security-threats-computer-viruses#:~:text=A%20computer% 20virus%20is%20a,kind%20that%20makes%20you%20sick
https://www.webroot.com/us/en/resources/tips-articles/computer-security-threats-computer-viruses#:~:text=A%20computer% 20virus%20is%20a,kind%20that%20makes%20you%20sick

14 36ipnux me3 oonogioeti IN Mixcnapoonoi
Haykoso-npaxmuynoi kongepenyii, IBIT 2022

YK 004.9:378
IHOOPMAIIMHA BE3IEKA
Inna I'aspunenko, Cogpia Kopaxina

Xapkiecokuil nayionanvHuil ynisepcumem paodioe1eKmpoHiKu,
M. Xapkie, Ykpaina

Anomauin. 3i cmpiMKum 8npoBad’CeHHAM HOGIMHIX IHGOPMAYTIHUX MEXHONO02I Y
6ci cgpepu OistibHocmi 36inbUYEMbCs | KibKicmb YiHHOL iHopmayil, 6i0 6e3nexu Kol
sanedcams nausadxcausiwi peui. Inghopmayitina Oesnexa 6 Oauuil 4ac € aKmyanbHOIO
2any3310, OCKIIbKU € Hegl0 EMHOI YACMUHOK YCRIXY YNPAGIIHHA OI3HECOM, 3aNnOpPyKO
PAYioHANbHO20 800CKOHANICHHS 6CIX 83AEMONOS A3aHUX npoyecie. Memoro yiei cmammi €
00CNiONHCEH s axNCIUBoCmi IHGhopmayitiHoi Oe3nexu.

Knwuoei cnosa: ingopmayiiina besnexa, 36epicanna ingopmayii, ingopmayiini
mexHnonoeii, besnexa, Inmepnem.

Abstract. With the rapid implementation of the latest information technologies in
all spheres of activity, the amount of valuable information, the security of which depends
on the most important things, is also increasing. Information security is currently a
relevant industry, as it is an integral part of the success of business management, a key
to the rational improvement of all interrelated processes. The purpose of this article is to
explore the importance of information security.

Keywords: information security, information storage, information technologies,
security, Internet.

VY cydacHOMY 0i3HEc-cepeOBHINI, ¢ TEXHOJOTiI Ta KOMYHiKamii po3-
BHBAIOTHCS 3allaMOPOWIMBUMHU TEMIaMH, 3aXUCT iH(popMauii crae e Bax-
nuBimMM. Y 3axucti iHdopMmanii BUSBIEHHS pU3MKIB Oe3nell Ta 3arpo3 iH-
(dhopmamiifHuM aKTHBaM 1 KOHTPOJIb BIJKPUTHUX TOYOK Yy CHUCTeMi MOTpeldy-
I0Th CepHo3HUX 3ycuib. BecraHoBineHHs iH(popmariiiHol Oe3mekn Ta 3a6e3-
MedYeHHs 0e3MepepBHOCTI KOHTPOIIO 3aIE€KHUTh Bijl HAJEKHOTO BCTAHOBIICH-
HS BIANTOBIJHUX NMPUHIMIIIB O€3MEKN Ta NMPABUWIHHOTO BU3HAYEHHS MPOIIECIB
yIpaBJIiHHS.

Ha pa3i, Hama nepsxaBa Bosiojie 6aratumu iHGopManiiHUMH pecypca-
MU, 5IKi, 0€3yMOBHO, NOTPeOYyIOTh SIKICHOTO YIIPaBIIHHS Ta 3aXUCTY, 1100
MaKCHMaJIbHO €(QEeKTUBHO BHKOPHCTOBYBATH iX JUIS 3a/JI0BOJICHHS IOTpeO
KpaiHu Ta CycmijabcTBa. IcCHYe TpH BuaM iHpopMaliiinoi 6e3neku, siKi BKaza-
Hi Ha puc. 1.
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Indopmaniiina Irdopmanifina Indopmaniiina
6eanexa ocobyu beanexa cycnizibeTBa Geanexa fepikasn

Pucynok 1 — Buou inghopmayitinoi 6e3nexu

3 mi€l TOYKM 30py MiArOTOBKA €KCHEPTiB B OpTraHi3allisax 3 iHPOpMAIHHOT
Oe3IeKN € HeBiJ €MHOI0 Ta BAYKIMBOIO YaCTWHOI HaliOHANBHOI iH(opMamiitHO1
Oe3neku.

daxiBIli 3 yIpaBIiHHA TaKOi OS3MEKH 31aTHI BUPIIITYBATH 3aBJaHHI TEOpE-
THYHOTO Ta TPAKTHUYHOTO XapakKTepy, mo Oe3rmocepenHbO IMOB’s3aHi 3 ycima
acriekTaMu 3axucTy iHpopMarii. [liqroToBka Takux npodecioHaNiB CIIUPAETHCS
Ha OBOJIOJIHHS CyYaCHHUMH TEXHOJIOTISIMU, (pyHIAaMEHTaJIbHUMHU Ta IMPUKIAJ-
HUMH HAayKOBHMH IWCIMIUIIHAMH, IO JO3BOJIUTH MaiOyTHIM poOOTONABIIM
JOCKOHAJIO 3HATH KOHCTPYKIIIO Ta NPHHIUNH (PYHKIIOHYBaHHS CyYacHHUX
KOMIT FOTEPHUX CHUCTEM Ta MEPEK, OPTraHi30BYBaTH €JICKTPOHHUI JOKYMEHTOO-
0ir, IPOEKTYBATH CUCTEMH 3aXUCTy iHpOpMaIlii Ta cucTeMu ynpapiiHHS iHO-
pMaIiifHO 6E3MEeKOF0 TOMIO.

Bsaram, cucrema ympariiHHS iHpopmarniiHow Oe3mnexoro (Information
Security Management System) — 1e yacTHHa 3arajbHOT CHCTEMH YIPABIIHHS,
o 0a3yeThesl Ha aHalli3i PU3HKIB, pealizallii, KOHTPOIIO, CYIPOBOAY Ta BIOC-
KOHAJICHHS 3aXO0[iB B o0nacTi iHdopMariitHoi Oesmeku. CucTeMy CKIamaroTh
oprasizauiiiHi CTpyKTypH, MOJIITHKA, Jii 3 IUIaHyBaHHs, 000B’SI3KH, MIPOLEAYPH,
MIPOIIECH 1 PECYPCH.

OCHOBHUMH IUTAMH 1HPOPMAITIITHOT Oe3IeKH €:

— KoH(pieHIi#HICTh iHPOpMAILIi, TOOTO HEOOXiTHICTE 0OMEKEHHS TOCTY-
Iy 70 iHpopMmaIii HEBHOTO Koja 0cif;

— HEMOXIIUBICTh HECAHKI[IOHOBAHOTO JOCTymy 10 iH(opMarii, ToOTO
3HaHHS KOHQi1eHniHOT iHpopMalii TpeTix ocio;

— mUTicHICTH iH(OpMarii Ta MOB’A3aHUX 3 HEIO MPOIECIB (CTBOPEHHS, BBE-
JICHHsI, 0OpOOKH Ta BUBEJICHH);

— JOCTYIHICTE iH(popMalii, TOOTO MOXIHUBICTE 3a0C€3MCUUTH JIFOASIM
CBO€YACHNUH 1 Oe3MepemKoAHNN T0CTyM A0 iHpOopMaIlii, o iX I[iKaBUTH;

— MiHIMIi3aIlis pU3UKIB iHGOpPMamiiHOI OE3MeKH MUITXOM BIPOBAKCHHS
KOMIIEHCAI[IHHUX 3aX0/IIB;

— 00JIIK YCiX TpOIEciB, OB’ A3aHUX 3 PU3UKOM.
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Bunyckauku 3 KBaumiQikalli€o criermiamxicta 3 oprasizamii iH(popmariiitHol
Oe3reku MOXXyTh 00ifiMaTH KepiBHI mocaau B JlepaBHiil cIyX0i criemianbHOTo
3Bs13Ky Ta 3axucTy iHdopmaii, Ciyx061 Oesnekn YkpaiHH, a TakoXX B OopraHax
3aXUCTy KOPIOPATUBHOI Ta OaHKIBCHKOI iH(pOpMaLIil, a TAKOXK TaKi mocaau: ¢axi-
BeIlb 3 INTaHb OPTaHi3allil 3aXucTy iHpopMaIlii 3 00MEKEHUM TOCTYIIOM, EKCIIEPT
3 CHCTEMH KOH(]IIEHIIHHOCTI, eKCIEpT 3 OpraHi3auii 3axucTty iHdopMarii Ta iH.

Ajxe, 3 pO3BUTKOM TEXHOJIOT1H, IITyYHOTO iHTENEKTy Ta iH(opMaLiHHUX
CHCTEM 3pOCTAOTh 1 IXHiI “TeMHi cTopoHK” — Kibeparaku Ta “Bipycu”. Sk i 6io-
JIOTi4HI BipyCH, KOMIT'IOTE€PHI “BipyCH” TaKOXX MYTYIOTb 1 pO3BUBAIOTHCSI.

3 1987 poKy BOHM NPOHUKIN B CUCTEMY 1 BIUIMBAJIM Ha JiaHi B Hiil: BOHU
“3’imamm” pmaHi, mudpyBamu iX, MiApOOILIIM, MaHIMyTOBaIW HUMH. Hampwu-
KJIaJ, Bipyc, KU KOIIIOE Ballli JaHi 10 KiHIA Micusg Ha nucky “C”, abo Bipyc,
SKUH nepeBaHTaxye npoiecop Ha 100%.

Hactynauii Benukuii cTprOok y mMyTamisx craBcs y 2012 pomi: mosBa Bi-
pycy “ivchetoo” a6o “icon”, sikuii ¢izudyHo criamoBaB xopcTki aucku. CNN
BU3HAJA Bipyc “HaiiHeOe3nmeyHimmm”,

UYeprosa MyTarlis Ta po3BUTOK Kibepartak cranmacs HemoxasHo — WannaCry
a6o Petya. Bipyc nmpocmaBuBcs He THM, 10 H(pyBaB JaHi Ta BUMaraB OiTKOTHH,
a tuM, o B 2017 poui 3aKpHB TPEeTUHY OAHKIBCHKOI CHCTeMH KpaiHu. Takox i
BiaKOMIIaHii, METPO, Me/lia-XOJIMHI Y, TaJly3eBl KOHLEPHU Ta BEJIUKI Kopropauil
3azHamy 1e. Karactpodu takoro mMacmrady MokHa Oyino O YHUKHYTH, SIKOU KOM-
naHii Ta iXHi cHiBpOOITHUKH JAOTPUMYBAINCS OCHOBHUX MPaBUII KiOEpririeHu ta
kibepbOesneku. [Ipote “He3HaHHS” He 3BUIBHSE Bijl BiIIOBIIaJIBHOCTI.

HeoOxinawmii piBeHb iHMOpMAaLiHHOT Oe3NMeKH 3a0e3MeTyeThCsl KOMILICKCOM
MOJITHYHHUX, EKOHOMIUYHHUX Ta OpraHi3allifHUX 3aX0/iB, CHPSMOBAaHMX Ha 3aIlo-
OiraHHs, BUSBJICHHS Ta YCYHEHHs CUTYalii, (haKkToOpiB i Jiif, IKi MOXYTb 3aB/a-
TH IIKOIW a00 3aIIKOAWTH peaiizalii iHdpopMamiiHuX mpaB, moTped Ta iHTe-
peciB aepkaBu Ta ii rpomaasH. Tomy, iHpopManiliHa Oe3meka Hamii — 1e Jayxe
Ba)XJIMBA CTYMNIHb 3aXHINEHOCTI iHPOpMAIIHOTO cepeloBHIIa, KUl 3a0e3me-
4ye YMOBH JUId (QYHKIIOHYBAaHHS HE3aJIC)KHO Bill MOXKIIMBHUX 1 pealbHUX BHYT-
PILIHIX 1 30BHIMIHIX 3arpo3.

Ingpopmauyiiini oxcepena
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JIO MUTAHHSA YIIPABJIHHSI IHOOPMALIMHOIO BE3IEKOIO
ITPU OPTAHI3ALII AEPOMEJIUYHOI EBAKYAIIII

Anamonin I'ypruk, Imumpo Aouenxo

Incmumym depircasnozo ynpaeninnusa ma HAyKoeux 00c1ioicens
3 yuginvnozo 3axucmy, m. Kuie, Yxpaina

Anomauia. B pobomi 3anpononosano nposecmu ananis ingopmayitinoi 6e3nexu i
KOMMNIEKCHe GUGYEHHS CMAHY 2apanmill 3a0e3neueHHs 3axXucmy iHgopmayii npu opeaui-
3ayii aepomeouuHoi eeaxyayii 3a HACTIOKAMU 3ACMOCYBAHHA MEOUUHUX NOGIMPAHUX
cyoeH 6 pailoni 6006020 3ACMOCYBAHHS HA emanax MeoudHol esakyayii NOpaHeHux, uu
HAOAHHI OONOMO2U 2POMAOAHAM 8 30HI Hao3euyatiHoi cumyayii (HC) nio uac nixeioayii
nacniokie HC.

Knrwuosi cnosa: ingpopmayitina 6e3nexa, aepomeouuna eeaxyayis, 60€HHI 0ii, Hao-
36UUAIIHA CUMYAYIs.

Abstract. In the article, it is proposed to conduct an analysis of information securi-
ty and a comprehensive study of the information protection guarantees state in the or-
ganization aeromedical evacuation following the consequences of the use of medical
aircraft in the area combat use at the stages of medical evacuation of the wounded or
assistance to citizens in the zone of an emergency situation (ES) during the liquidation of
the consequences of an emergency.

Keywords: information security, aeromedical evacuation, military action, emer-
gency situation.

[icns 3amymieHHs: B poO0Ty MPOEKTY CHCTEMHU aepOMeINIHOT eBakyarfii [1]
TiZHO MIPOSBISIOTH ceOe MpoTAroM 8 POKiB BiiHU Hamiol JepskaBu migpo3minm
CrenianpHoro apianiiiHoro 3arony (CA3) Jlep:xaBHoi ciy:x0u YKkpainu 3 Hax-
3BUYAMHMX CUTYyalill MpH 3aIy4eHHi A0 JTiKBiamii HACTiAKiB BeICHHS BIHCHKO-
BHX Jill y HaceJleHNX IMyHKTaX Ta Ha TEPUTOPIfAX, IO 3a3HAJIM BIUIMBY 3acC00iB
ypaxenss [2, ct. 8, m.4].

CA3 BHUKOHYIOTH HOJBOTHI 3aBIAHHS JUISI SKOMOTa IIBHIKOTO NMPHOYTTS
MeAWYHHUX OpHraj] aBiamifHUM TPAHCIIOPTOM A0 Miclsd HaJI3BHYaWHOI CHUTYyaril
(HC) abo Benennst 6oioBuX il ad0 0OCTpiTy TOIIO, 3 MOAATBIINM HAaZaHHIM
BUYACHO{ METUYHOI JOTTOMOTH Ha MiCIIi MOAil Ui OOPTY 3aTy4e€HOr0 MOBITPSHOTO
cynna (I1C) mix yac TpaHCTIOPTYBaHHS IOpaHEHUX a00 XBOPHUX (MOCTPAXKIAIHX )
Y 3aKJIaJil OXOPOHH 37I0POB’sI.
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VY 1mux yMoBax AisUIbHICTH (DaxiBI[iB MEIUYHUAX OpHUraja Ta MiJICUCTEMHU Me-
JIUYHOTO 3aXKUCTy B €NMHIN NepkaBHiil cucTeMi nuBiibHOTO 3axucty (€CL[3),
BPaxOBYIOUH JIOCBiJ 3apyOiXKHUX KpaiH, HEMOJIJIMBO YSIBUTH Ie i Oe3 BiAmoBi-
JTHOTO OCHAINCHHS 1X MiAPO3/LIIB iIHHOBAIITHUMH 3aco0aMu — MEIUYHAMU 0€3-
MUIOTHUMU JiiTanbHUMH anapatamu (briJ1A).

BpaxoBytoun BHUIlle BUKJIAJCHE, BCE II€ B TEPMIHOBOMY IOPSIIKY BUMAarae
CYTTEBOTO, OUTBII YBa)KHOTO CTaBJICHHS N0 MPOOJieM, IOB’S3aHUX 3 iHPOpMa-
iiTHOIO OE3IeKO0I0, IEePII 32 BCE IO CTOCYETHCS 3aXHCTY Bill HECAHKIIIOHOBAHO-
TO JOCTYITy TIPH 3aCTOCYBaHHI MEIUYHUX IMIJOTOBAHUX i OE3MUIOTHHX JiTalb-
HHX amapariB y 30Hax OOHOBOr0 3aCTOCYBaHHS Ha eTamax MEAWYHOI eBaKyamii
MOPAHEHUX, YM HaNaHHI qomoMoru rpomansHaM B 30HI HC min yac mikBigariii
Hacmiakie HC, i 1x 6e3meuHoi eBakyallii 3a Mexi [UX 30H.

B ymoBax BeieHHS BiliHM € HEOOXiTHICTh HaJaBaTH OCOOJHBOIO 3HAUCHHS
BIOCKOHAJICHHIO i BIIPOBA/DKEHHIO 1HHOBaIIiHNX 1H(OpMaLiiiHUX Oe3IeKOBHUX
TEXHOJIOTiH 1 HaJ0aHk CBITOBOTO JIOCBiAY VISl PO3BUTKY CUCTeMH iH(opMarlii-
Hoi Oe3nexu [3] Ha BCix eTamnax 3axo0JliB OpraHizailii aepoMeanIHOI eBaKyarlii 3a
JUISL TIPUXOBAHOTO BUKOHAHHS MOJLOTHUX 3aB/aHb.

SkicHe, cBO€YacHE 1 JOCTYNHE 3MiHCHEHHS aepOMEIMYHOI eBakyaiii B
MOBCSIKICHHUX YMOBaX BIHH Ta B IpoIeci JKBimamii MeINKO-COIlialbHUX
Hacmigkie HC TpyHTYeThCS Ha MIXO[i, IO BPaXOBY€E PH3UKH YMOB 1 yIpaB-
JIHHS, TOB’s3aHI 3 BUKOPHCTAaHHAM iH(OpMAliilHUX OE3MEeKOBUX CHUCTEM 3
METOK0 HEJOMYIICHHS MOPYIICHHS KOH(IACHIIHHOCTI, MUIICHOCTI, aBTEHTH Y-
HOCTi 4M JOCTYHHOCTI iHdopmamiiiaux pecypci [4] mpu HamaHHI eKCTpeHOT
MEJIUYHOI JOIIOMOTH.

B HUHINIHIX yMOBaX HEMOXJIHMBO OOIMTHCH 0€3 yJOCKOHAJIEHHS CUCTEMH
yIpaBITiHHS 1HPOPMAIIHHOIO OE3IeKOI0, SIKa BBAXKAETHCS YCIIIIHOK iHHOBAIII-
€10 SIK JUIA 3a0e3MeYeHHs] aepOMEANYHOI eBaKyanii, Tak 1 AJIsl HaJlaHHS eKCTpe-
HOI MEZIMYHOI IOTIOMOTH B LILIIOMY.

3 MeTo10 po3poOKH iHHOBAIIHUX CHCTEM YNpaBiiHHA iHQopMaliiiHOO
Oe3mnexoro npu opraxizauii kepyBanHs menuuHuMmu I1C 10 3amaHoro Micis
il YaC BUKOHAHHS MOJIBOTIB 1 TOYHOTO ¥ O€3MEeYHOT0 MPOXOHKEHHS 10 3a]1a-
HOMY MapuipyTy B PY4YHOMY YU B 3allpOrpaMOBaHOMY PEXHMi, 32 I[UM Ha-
IPSIMKOM y PO3BHHEHHX KpaiHax 3iHCHIOIOTHCS IMOCTIMHI CHCTEMHI IOCIHi-
moxenns [5, 6].

3aBasgku cucteMi iH(opMmariiiiHoi 6e3meKn € MOXXIIMBICTE MaTH iHpOpMa-
LI ITPO PU3HKH, SKi JONOMOTaI0Th NpUiiMaTH (axiBIsIM ONTHMAJIBHE PillICHHS,
SIKe MaKCUMaJIbHO €()EKTUBHO MOCHpPHsIE€ BU3HAYCHHIO NOAAIBLINX il 3 METOIO
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MOPSITYHKY MOpaHEHUX ab0 MOTEPHUIMX B CKIAJHUX YMOBaX BOEHHOT'O CTaHY
YM B yMOBax HeBU3Ha4yeHOCTI rpu JikBigauii HC BiamnoigHo.

3narHicts Meanunux [1C orpumyBatn B Macmradi peajbHOro 4acy iHgo-
pMAIIiF0 PO PU3UKU POOUTH iX KUTTE3NATHUMU JIJIsl OpraHi3alii i MPOBeACHHS
acpoMeIUYHOI eBaKyallii Ha eTarmax MeJUYHOI PO3BiIKH, HaJAHHSA JOIOMOTHU
mopaHeHuM Ta roctpaxkaaniuM B HC i mpu momryky Ta pATyBaHHI MOPaHEHUX 1
MOCTPaKTAIHX.

OTxe, cucTeMa yIrpaBIiHHs iHQOPMAIIIIfHOIO OE3MEeKOI0 B YMOBaX BiiHU Ta
HC namae MOXNHBICTB IiJ] Ji€F0 30BHIMHIX AecTabii3yrounx (akTopiB OimbIn
HaiHO 3a0e3MevyBaTH 3aCTOCYBAaHHS IIJIOTOBAHUX 1 OE3MIIOTHUX JITaTbHUX
armapaTiB y paMKax BUKOHaHHs 3aBJIaHb B IHTepecax MEIMYHOro 3a0e3redeHHs
B yMOBax BiifHHU Ta JIiKBigawii i1 HACIiIKIB.
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HETATUBHUII BILUIUB IHOOPMALIIMHOI TPONATAHIN
TA 3AXUCT BIJ HEI II1J] YAC BIf{HU

Miana Isanosa, Auna Kneoa

Komynanonuit 3axnad “Xapkiecoka cymanimaphno-nedazoziuna axademis”

Xapkiecvkoi o6nacnoi paou, m. Xapkie, Ykpaina

Anomauia. YV pobomi posenaHymo npobnemu  CYChinbcmea 8  yM08ax
ingopmayitinoi gitinu. Buceimneni ocnoemi 3azpo3u ma cnocobu MaHinyI08aHHs,
oesingpopmyeanns cycninecmeda. Budinenwni ocnoewi yini, memoou i 3acobu 6itiHu
ingopmayiero. Haseoeni pakmopu ma Hedonixu iHQopMayiiinozo npocmopy oepicasi,
AKI  6nauearomsy Ha  iHgopmayiuny nponazandy. Pozensimymo O0CHOGHI achekmu
IHGOpMAYTIHUX B0€H, ONUCAHO NPIOPUMEMHI HANPSIMU MA BANCTUBL KPOKU Op2aHie
671a0u 6 2ay3i OepIHcasHol iHpopmMayitinoi ROTIMUKU.

Knrwwuosi crosa: ingopmayiiina besnexa oeparcasu, HAYIoHATbHUL THOOPMAYIUHUL
npocmip;, mema, mMemoou i 3acobu iHpopmayitinoi eiiHu, HGOpMayitiHi 3a2po3u;
iHghopmayitino-ncuxonoziyHuil niue; ingopmayilni pecypcu.

Abstract. The article examines the problems of society in the conditions of infor-
mation war. The main threats and methods of manipulation and disinformation of society
are highlighted. The main goals, methods and means of information warfare are high-
lighted. Factors and shortcomings of the information space of the state that affect infor-
mation propaganda are given. The main aspects of information wars are considered,
priority directions and important steps of authorities in the field of state information
policy are described.

Keywords: information security of the state, national information space; purpose,
methods and means of information warfare; information threats; informational and psy-
chological influence; information resources.

VY Ham yac Tema iHGOpMaiiHOT MponaraHy Ta 3aXUCTy BijJl HEraTUBHUX
iHpOpMaliHUX BIUIUBIB € JIy)Ke aKTyaJbHOI, OCKUIbKH, BiliHa 1H(OpMaLi€ €
OJIHIEI0 13 OCHOBHHMX Ta HailHeOe3neyHimux BuAiB 30poi. [Hpopmamis —
MacoOBHH BIUIUB, SIKUI € 3aco00M iH(GOPMyBaHHS JIONEH, IPU 3IUX HaMipax €
KIIFOYOBUM aCIEKTOM MaHIITyJTIOBaHHS CBiJOMICTIO Ta MO€E TOCATTH OYAb-SIKHX
[Tl 3HUIEHHS Ta YCYHEHHSI KOHKYpPEeHTa, a00 HaBiTh po3naiy BilHH.

Indopmaniitna BiiffHa mociabiioe MopaibHI Ta MarepialbHI pecypcu
NPOTUBHHKA, IPOIAryl0Yd HEraTHMBHUH BIUIMB Ha CBIZOMICTh CYCIIJIbCTBA B
eMOIIHHIH Ta i7eonoriynill ramy3sx. Maninyssuis iHGopMalli€ro € CKIIaT0BOI0
YaCTHHOIO 1JIC0JIOTIYHOT CyTHYKH. BiliHa iHpopMamielo HAHOCUTh pyHHYBaHHS
MICHXOJIOTIYHOTO CTaHy CYCIIJbCTBA, 3a MaclmTaboM 1 3a 3Ha4eHHsSM piBHa, a
1HKOJIM 1 IepeBHIIy€ HACIiIKN 30pOHUX BiiH.

[Mutanns iHpopmamiiHOi BIMHM Ta  3aXMCTy Bi  HETaTUBHHUX
iHQOpMAaIIfHAX BIUIMBIB TPHUBEPHYJO BEIMKY yBary 0ararboX HayKOBIIIB.
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Bemukuii BKJam B pO3KpUTTS Iiei mpobiemu 3pobumn  B. bamaGin [1],
1. Bamomiko [2], M. Bacunenko [3], O. ['op6ans [4], O. dydac [5], 5. XKapkos
[6], O. Kyp6aH [7], A. ®icyn [8] Ta ixmi.

MeTtoro poOOTH € BHUCBITICHHS IliJici, METONmiB 1 3aco0iB BeJCHHS
iH(popMaIiiHOI BiitHU.

AmHani3yroun pi3Hi KOH(MJIIKTHI cHTyalii 3 aKTUBHMM BHUKOPHUCTaHHIM
iHpOpMaIiHMX BIffH MOXHa NPOCTSKUTH I€BHY MeETy Ta 3aBIaHHA,
HacamIiepe[ € TOCHJICHHS AaKTHBHHX OOWOBHX [iff; JOMIHYBaHHS MiX
KOHKYpPYIOUMMH KpaiHaMH IIUIIXOM aKTHBHOTO BIIMBY Ha Taly3i yHpaBiiHHA,
MONITHKY, (iHAHCIB, EKOHOMIKM KpaiH, SKi CcTaau 00’ €KTOM arpecii;
MiATIOPSAKYBAaHHS KPaiHN MUIIXOM MaHIITYJIAIIT CBiTOMICTIO TPOMAJISH.

IHdopmariiina BiffHa BUCBITIIIOE TIOAaHy iH(OPMAIIIO OKPEMUM 00’ €KTOM
Yd TOTCHIIAHOK 30pO€r0, BHTiAHOK HiLTO. [HpopmamiiiHa 30pos €
CYKYITHICTIO CIieliayli30BaHiX METOIB 1 3ac00iB, SIKi BUBOAATS 13 JIaly OKpeMUit
eleMeHT ud iH(opMmariiiny iHdpacTpykTypy 3aragoM. OCHOBHOK [i€r0 Iri€l
30poi € crnoTBopeHHst abo OJIOKYBaHHS MPUHHATHX IHQOPMAIIHHUX AAaHUX 1
MPOLIECIB PILIEHb CYNPOTHBHUKA.

HaBenemo ¢axropu Ta HeJoMiKu iHGOPMAIIIHOTO MPOCTOPY JIepIKaBH sIKi
BIUIMBAIOTh Ha iH(OpMAIifiHy NpomaraHgy: MOHOIONI3amis iH(popMamiifHOL
ramy3i; 3aJeXHICTh JKeped MacoBoi iHGopMmarii Big nepxaBu  abo
3alikaBIeHHX o0ci0; oOMexeHa CBOOOJAa BHUCIOBICHHS BIIACHOI JIYMKH
JKYpHAJICTIB; He piBHAa 3a e(QEeKTHBHICTIO iH(opMariitHa cTpykTypa OiLTBII
PO3BHHEHUX KpAiH Ta THX, [0 TIIbKK MOYAJIN CBIilf PO3BUTOK.

Mertonu i 3acobu BeaeHHs iH(OpMaLiiHOT BiifHN 3 4aCOM YIOCKOHATIOOTh-
Cs1, THM CaMHM OpraHizailisi 0e3nexku iHPOpMAIiiHOTO MPOCTOPY YCKIIATHIOETHCSL.
Ha cporoasimHiil 1eHs MOKHA BULIIUTH TaKI OCHOBHI METOU:

— OJIOKYBaHHSI CHCTEM 3B SI3KY 1 TEJIEKOMYHIKaIliii;

— nesindopmarris;

— MaHIiMyJIIOBaHHS;

— HaBIIOBaHHS;

— IpoTaraH/a;

— nuBepcudikarisi F(pOMajChKOi TYMKH;

— 3aJIKyBaHHS;

— IICUXOJIOTIYHHH 1 ICUXOTPOITHUH THCK;

— HOMIMPEHHS YyTOK.

OcHoBHUMH  3acobaMu  iHpopMmamiiHOI BIHM €.  CIIOTBOPEHHS,
MIPUXOBYBaHHA iH(OpPMAIlii; BiABONIKAHHSA YBarW HEBAXKIMBHM BiJ CYTTE€BOTO;
KiJIbKiCHE 301TbIIIEHHSI TIOBIIOMJIEHB SIKOTOCh TIEBHOTO BHILY.

VYeci mi 3aco0u MOXKHA {HTEPIPETYBaTH B Pi3HUX THIIAX TEKCTOBHUX, Bileo-
YH ay/1i0TIOB1TOMJICHb.

JesindopMmariiss y CYCHUIBCTBI  3IIHCHIOEThCS PI3HUMHU  criocoOamu:
3aMOBYYBaHHS; ONPWJIIOAHEHHS HeNPpaBauBoi iHpopMarii; noexHaHHs HEHKOBUX
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i mpaBIWBHX (PaKTiB; HOZAHHS BUITAAKOBUX MOiH SK CHCTEMAaTHIHHX i THIIOBUX;
BUCBITIICHHS (DaKTiB, sIKi OyJIM O/iep KaHi 13 HeHaAIHHUX JKepell; 3MiHa aKIEHTIB
y nojaHHI iH(poOpMaii; BiIBEpTaHHS yBaru CyCHUIbCTBA BiJ| BaXJIMBUX IOIN
BEJIMKOIO KUIBKICTIO JPYrOpSJHUX; aKTUBHE BHUKOPUCTAHHS CJiB-TIOAPA3HUKIB;
HaBilTyBaHHs SIPJIMKIB Ta BUKOPHCTAHHS LITAMIIOBaHUX (pa3; MaHIITyJrOBaHHSI
TPariYHUM YM HETaTHBHHUM 3MiCTOM, 3aJIIKyBaHHs BiiCHKOBHMH, €KOJIOTTYHUMH,
€KOHOMIYHMMH MPOOIIEeMaMH TOILO.

[Hopmaniiiamii BIUIMB 3a JOIIOMOTOI0 300pakeHb, Bimeo3amuciB abo
ayaio3amnuciB  3MIHCHIOETBCS y TaKWH CHOCIO: ONPHIIOJHEHHS YpPUBKIB
MUHYJIOPIYHHX 3allUCiB MpO Mmonii sKi BigOyBayJMCsA B IHIIMX KpaiHaxX [UIA
MOKa3y aKTyaJbHUX HOBHH Y JiepaBi iH(popMamiiHOi arpecii; CIIOTBOpEHHS
3ammcy, SKUi Hece NMpaBAWBUI KOHTEHT, ISl MaHIMYJIATUBHOTO TOBIIOMJICHHS;
BUpI3aHHS SIKMXOCh (DParMEeHTIB Ul CIIOTBOPEHHS 3MICTy; MiIMiHA Y Bigeo
O3BYYEHHS, IIEpEKIaxy TEeKCTy, SKHH He OyB IpOTOJIOMIEHHM; MiAMiHa
iHpopMmaii Ha Bizeo 4u GOTO JyIsl BIACHOT BUTOJIH.

3abesneueHHs iH(GoOpMaIliiiHoi Oe3meku — il Ta 3aXxoaW CyO’ €KTiB
iHpopMamiiHOi Oe3meKH, sIKi CIpsSMOBaHI Ha IOCSATHEHHS CTaHY 3aXHUINEHOCTI
JKUTTEBO BAXKITUBUX 1HTEPECIB OCOOUCTOCTI, CYCITINIBCTRA Ta JACPIKABH.

MoyKHa BHIITUTA TakKi HANpSIMKUA 3aXHUCTy I1H(GOPMAIHHOrO MpocTopy
JIepIKaBH:

1. Haganssa iHQopMariitHoi Oe3meku: CTBOPEHHS 1 PO3BHTOK Taiy3ei
JIep>KaBH, SKi HECYTh BIAIOBINAJbHICTh 3a iH(opMauiiiHO-TicuXiuHy Oe3nexy
HaCeJICHHS; TTOKPAICHHS JAEeP>KaBHUX PETYIIOI0YNX OPTraHiB, 10 KOHTPOIIOIOTh
iHpOpMamiHHUN TPOCTip Aep)KaBH; CBOEYACHE pearyBaHHS W YCYHEHHS
indopmailii, ska Hece 3arpo3y; YperyjIOBaHHs pPoOOTH 3aco0iB MacoBoOl
iH(popMarii, BHIABHHUIITB, TeJepaIioopraHizaliii, momirpadiYHAX MiAMPHEMCTB;
TPUTSATHEHHS 10 BiMOBiJAIBHOCTI 0CI0, SKi B3a€EMOJIIOTH 3 iH(MOPMAIIHHUM
MPOCTOPOM Ta MPOMNAryTh a00 1e3iHPOPMYIOTh CYCHIILCTBO.

2. Po3BUTOK 1 3a0e3MeYeHHs 3aXUCTy JCPKaBHOTO iH(POPMAIiHHOTO
NPOCTOPY:  CHPHSAHHA  PO3BUTKY Ta  MOMyJspu3amii  HaliOHAIBHOTO
ay/ioBI3yalbHOr0, TEKCTOBOTO KOHTEHTY; HaJaHHS JIOIIOMOTH JJIsi SKICHOTO
(hyHKIIOHYBaHHS paJiOMOBJICHHS Ta TeneOaueHHs NepKaBH; CTUMYIIOBAHHS y
MiABUIICHHI MEAia-TPAaMOTHOCTI HAceJeHHs, HamaHHs iH(opMmarii Bif
npodeciinux kazpiB Mexpia-cepu 3 BHCOKMM pPIBHEM KOMIIETEHTHOCTI;
CHPUSHHS HaJaHHIO JOCTOBIpHOI, 00’€KTHBHOI Ta OmNEepaTHBHOI iH(popmamii
HaCEJICHHIO, SIKE POKMBAE HA TUMYACOBO OKYIIOBAHUX TEPUTOPIsIX.

3. IIpo3opicTe 1 BIOKpUTICTH BIIAAW TIEpe] TPOMAASHAMH JIEPXKABH:
HaJaHHS TPOMaJsTHaM JIep>KaBH iHGopMaIllii Bi BiaIy Mpo AisUTbHICTH OPTaHiB,
CIpHUsHHS eQEeKTUBHIM cHiBIpali 3 >XypHajicTaMH Ta 3aco0aMH MAacoBOi
iHpopMaNii; 3amy4eHHs CyCHiIbCTBA 0 NMPUHHSATTS pIllIeHb OpraHaMu BIAIH;
JorioMora y (opMyBaHHI KyJIbTYPH CYCITUILHOT TUCKYCIi.
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4. ®opmyBaHHS MO3UTHBHOTO MDKHAPOIHOTO IMI/DKY IepKaBH: HaIaHHS
akTyanpHOI iH(OpMAaIii Mpo AepkaBy Ha MDKHAPOIHIN apeHi; CHpUSHHSI
PO3BUTKY IyOsivyHOi JuIuiomarii, KyibTypHOi Ta wLU(pOBOi; CTBOpPEHHS
MIPOJYKTUBHOTO (DYHKLIOHYBAaHHs B3a€MOJil OpraHiB BJIaiM 3 TPOMAICHKICTIO;
BUSBJICHHS Ta TPOTHMAISL TPOTH MPONAaraHIMUCTCHhKOI iH(opMarii nepikaBu-
arpecopa; akTMBHa B3a€MOJIisl 3 JIaclopol0 JEep)KaBH CTUMYIIOBAHHS TiCHOI
CHIBIIpalli Ta BIPOBA/PKCHHS €(QEKTUBHHMX 3aXOMiB; NPHHHATTA Yd4acTi y
MDKHApOIHHX KYJIbTYpHUX 3aX0JaX Ui IMpPEACTaBICHHS 1ISHTUYHOCTI Ta
HalliOHAIBHOI KYJIbTYpH.

TakuMm YUHOM, Ha CHOTOJHI iH(OpMaIliiiHa BillHA Ma€ BEJHMKHU BIUIMB Ha
CYCIUIBCTBO Ta JiepkaBy. BIPOJOBX POKIiB IpPOMaJCHKICTh aHa3ye Ta Hajaae
peKOMEeHAaIii, TMOB’s3aHi 3 MPOTHIIEI0 iH(QOpMaIiitHUX 3arpo3, 1 crpuse
iHpopMariiHiii Oe3meri nepkaBu. CHuparoylch Ha BHUILNECKa3aHE MOXKHA
BHIUTATH TaKi 3aXOAW: aHaJi3 MaTepialy Menia Ta BHABICHHS HETPaBIUBOL
indopmarii; HagaHHA OpraHaM BIagH PE3yJbTATH MOHITOPHHTY; 3a0XOYCHHS
CYCHIIbCTBA JI0 BHUKPHUTTS Je3iH(GOPMYI0U0i, MaHINyIATHBHOI iH(OpMaLIii;
HaJaHHSA CYCIUIBCTBY TIpaBAMBOI iHpopMamii Ta po3BiHUAHHA (QeEHKiB;
aHaNi3yBaHHSA JOCBiAy IHIIMX Jiep)KaB, IOAO TPOTHIIi HETaTHBHUM
iHpOpMAaIIHIM BIUTHBAM.
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TEHAEHIIIT PO3BUTKY HOPMATHUBHO-ITPABOBOI
BA3H1 YKPAIHU Y CO®EPI KIBEPBE3IIEKHN

3opana leanyca®, Andpiii Isanyca’

1 . o o« . . . . .
Jlvgiecokuii deprrcasnuil ynisepcumem enympiuinix cnpas, m. JIveie, Ykpaina
2JTvsiscoKuii deparcasnuii ynieepcumem Ge3nexu HeummedianipHocmi,
M. Jlveis, Ykpaina

Anomauia. Ilposedeno ingopmayiiinuil aHaniz HOpMamMueHo-npagosoi basu Yxpa-
inu y cgpepi 3axucmy ingpopmayii. Bemarnoeneno, wo 6 Yrpaini na cbo200Hiumiil OeHb He
6 NOGHILL MIPI Pe2laMeHmo8aHo HeoOXIOHICmb ma NOpPs0OK 3axucmy iHgopmayii' y npu-
6aMHOMY CEKMOPI eKOHOMIKU. 3anponoHoeano po3pooumu HOPMAMUGHUL OOKYMeHM,
AKUL OU BU3HAYUE HeOOXIOHICMb 3aXUCMY THHOPMAayil NPUSAMHUX NIONPUEMCIE CEPMU-
Qixosanumu opeamizayiamu, AKi Maroms 00cei0 pobomu y cghepi mexuiyno2o ma npo-
2PAMHO20 3aXUCmy iH@opmayii, 3 Memoro NOKpaujeHHs pigeHb Kibepbesneku 8 Yxpaini.

Knrwuoei cnosa: nopmamusno-npasosa b6asa, 3aKoH, Kibepbesneka, saxucm iHgpo-
pmayii.

Abstract. An information analysis of the regulatory and legal framework of Ukraine
in the field of information protection was carried out. It has been established that the need
and procedure for information protection in the private sector of the economy is not fully
regulated in Ukraine today. It is proposed to develop a normative document that would
determine the need for information protection of private enterprises by certified
organizations with experience in the field of technical and software information protection,
with the aim of improving the level of cyber security in Ukraine.

Keywords: regulatory framework, law, cyber security, information protection.

Ha cporomHimHi# 1eHb, B epy OYpXJIMBOTO PO3BUTKY HMU(POBUX TEXHOIO-
il Ta NOCTIHHOTO BUKOPHUCTAHHS 0a3 J]aHUX, BCE OUIBII aKTyalbHHM CTa€ IH-
TaHHA 3axucTy iHpopmarii. [I{opoky KiIbKicTh aTak Ha 00’€KTH KPUTUYHOI iH-
(hopMariifHOT CTPYKTYpH SIK IIPUBATHOI TaK i Aep»aBHOi (GopM BIIaCHOCTI 3011b-
IyIoThes. SKo B YKpaiHi MUTaHHS 3aXHCTy iHQOpMAIil IepKaBHUX IHCTUTY-
il € perinaMeHTOBaHO HOPMATHBHO-TIPABOBUMH aKTaMH, TO 3aXHCT iHpopMarli-
€10 Ha MPHUBATHUX IINPUEMCTBAX, A€ Y4acCThb JEPXKaBU BIJICYTHS, HE PETYIIIOETh-
cs B IOBHi# Mipi. ToMy HE0OXiHO TIPOBECTH AETANBHIIINI aHAIi3 HOPMATHBHO-
ro TMpaBoBOro Housst YKpainu y cdepi 3axucty iHpopmallii 3 METOIO BUSBICHHS
HE3aXHUIIEHOTO iH(OpMAaIiifHOTO MPOCTOPY Y MPUBATHOMY CEKTOPI €KOHOMIKH
KpaiHH, Ta 3alpOIIOHYBATH CUCTEMY 3aX0/iB CTOCOBHO HOTO yIOCKOHAJICHHSL.

VY nmamexomy 1992 poui y nHamiiii xpaiHi Oyno mpuitHATO 3akoH YKpaiHH
“TIpo indopmariiro” [1], ssKuii perysroe BiIHOCHHH OO CTBOPEHHS, 30UpaHHs,
oJlep>KaHHA, 30epiraHHs, BUKOPHCTAHHS, MTOIMINPEHHS, OXOPOHH, 3aXHUCTy iH(OP-
Mmanii. JlaHnii HOpMaTHBHUI aKT TOBOPUTH MPO Te, IO KOXKEH Ma€ MpaBo HA iH-
(dbopmariiro, mo mnepeadavac MONIIMBICTh BUILHOTO OJIEP)KaHHS, BUKOPUCTAHHS,
HOIIUpEeHHs], 30epiranHs Ta 3axucTy iHdopmarlii, HeoOXiqHOT s peanizauii cBoix
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npaB, cBOOO/I 1 3aKOHHMX iHTepeciB. Peaizaris npasa Ha iHopMallilo HE TOBHH-
Ha TIOPYITYBaTH TPOMAJICHKI, TOJITHYHI, EKOHOMIi4Hi, COIliaJibHi, JYXOBHIi, €KOJIO-
TiYHi Ta iHII 1paBa, cBOOOAM i 3aKOHHI IHTEPECH IHIIHMX IPOMAJISH, paBa Ta iH-
TepecH IOpUINIHIX ocib. Y cr. 7 3akoHy [1] cka3aHo, 1o mpaBo Ha iH(opMarito
OXOPOHSIETHCST 3aKOHOM, a TAKOX TEIIO JICp)KaBa rapaHTye BCiM cy0’ektam iH(DO-
pMamLiitHAX BiAHOCHH PiBHI IpaBa i MOXIIMBOCTI JOCTYITY A0 iH(pOpMAITii.

[Hmmit mpaBoBwHii akT [2] perysroe BiTHOCHHH y cdepi 3axucty iHdopmarii
B iHpopMamiiiHuX, eNeKTPOHHHX KOMYHIKaIiifHHX Ta iH(opMariitHo-
KOMYHIKaliiHNX cucreMax (fami — cucrema). 3TiHO IbOTO IPABOBOTO aKTy
00’eKTaMH 3aXHCTy B CHUCTeMi € iH(popmarlis, mo o0poOIsteThesl B Hil, Ta Tpo-
rpaMHe 3a0e3leyeHHs, sKe NpH3HAUYeHO il o0poOku i€l  iHdopmarii,
cy0’€KTaMH BiTHOCHH, TIOB’SI3aHUX 13 3aXHCTOM iH(opMalii B CHCTEMAaX, €: BOJIO-
JinbLi iHpopMalii, BIaCHUKHA CHCTEMH, KOPUCTYBaui, CHELiaJbHO yIOBHOBaXe-
HUH IEHTpaJbHUI OpraH BUKOHABYOI BIIAAM 3 NMHTAaHb OpTraHi3amii CHeliaJbHOTOo
3B’SI3KYy Ta 3aXMCTy iH(popMauii i MmiANnopsAKoBaHI HOMY perioHaJIbHI OpraHu.
BrnacHuk cuctemu 3a0esnedye 3aXHCT iHPOpMAIi B cHCTeMi B MOPAAKY Ta Ha
YMOBaX, BU3HAYECHUX Y JOTOBOPI, SIKMH YKIAJAEThCS HUM 13 BOJOJUIBLIEM 1HPOP-
Marii, SIKIIO iHIIe He nepeadadeHo 3aKoHOM. BiacHUK cucTeMu Ha BUMOTY BOJIO-
IineIlg iH(OpMarii Hagae BIOMOCTI MO0 3aXKCTy iH(popmaliil B cuctemi. [Ipo-
TSATOM TIepiomy Aii MPaBOBOTO PEXHMMY BOEHHOTO CTaHy B YKpaiHi Ta IIecTH Mi-
CSLIIB Micis HOro MPUIMHEHHS YK CKacyBaHHS BOJIOJUIbLI iHpopMalii — BIacHH-
KU (meprkateni) nepikaBHUX iHQOPMAaLiHAX pecypciB MOXKYTh YKJIaJaTH TOTOBO-
PH MIPO TEXHIYHE aMIHICTPyBaHHS BIATNOBIAHMX PEECTPIB 3 IHO3EMHUMHU KOMITa-
HisIMH, OpraHi3alisiMH — IOCTaYIbHAKaMHU TIOCIYT 3 HaJJaHHS XMapHUX PecypciB
(HamaBayaMM XMapHHUX IOCIYT), YTBOPEHUMH BiJIIIOBIZHO J0 3aKOHOAABCTBA iH-
X Jep)kaB, Ta/abo iX 3apeecTpOBaHUMH (aKPETUTOBAHUMH a00 JIeralli30BaHU-
MH) BIAMOBIZHO 70 3aKOHOAABCTBa YKpaiHu (DiisiMu, PEJCTABHUIITBAME Ta 1H-
OIMMHU  BiTOKPEMJICHUMH ITIAPO3IIIaMA 3 MICIIE3HAXO/DKEHHAM Ha TepUTOPii
VYxpainu B nopsiiKy, BcraHoiieHoMy Kadinerom MiHicTpiB YKpaiHu.

BrnacHuk cucreMu Hajae KOpUCTYBaveBi BIIOMOCTI MO MpaBHia i peXXuM
poboTu cuctemu Ta 3abe3nedye oMy JocTyn Ao iHpopMalii B cucTeMi Biamo-
BIJIHO JI0 BU3HAYEHOTO MOPSIKY JOCTYyIy. BiacHUK cuctemMu, sika BUKOPUCTO-
BYETBCS Il 00poOKu iH(opMaIlii 3 iHIIOI cucTeMH, 3a0e3Meuye 3aXUCT TaKol
iHpopManii B MOPSAAKY Ta HA YMOBaXx, II0 BU3HAYAIOTHCS TIOTOBOPOM, SIKHI yK-
JIaJla€Thesl MK BIACHUKAMH CHCTEM, SIKIIO iHIIIE HE BCTAHOBJIEHO 3aKOHOJIABCT-
BOM. BiacHuk cuctemm, sika BUKOPHCTOBYETHCS IJisi 0OpoOku iHdopmarii 3
IHIIIOT CHCTEMH, TTOBiIOMJISIE€ BIIACHHMKA 3a3HAYCHOI CHCTEMU TIPO BUsIBICHI (ak-
TH HECAHKI[IOHOBAHUX il 11010 iH(QOopMaIii B cucTeMmi.

VY crarti 9 [2] cka3aHO, IO BiAMOBINAJBHICTE 32 3a0€3MICUCHHS 3aXUCTY iH-
¢dopmariii B cucteMi MOKJIAIAETHCS HA BJIACHUKA CUCTEMH. BIacHMK cucTeMu, B
SIKilt 00pOOIISIIOTHCS JieprkaBHI iHpopMariiiHi pecypcn abo iHpopMaltis 3 oOMexe-
HHM JIOCTYIIOM, BUMOTA LIOJIO 3aXKCTY SIKOi BCTAHOBJIEHA 3aKOHOM, YTBOPIOE CIIy-
xO0y 3axucTy iHpopMalli abo mpu3Ha4yae 0cid, Ha SKUX MOKIATAeThes 3a0e3Ine-
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4eHHs 3axucTy iHdopmarlii Ta KoHTposto 3a HUM. [Ipo cipobu Ta/abo aktu He-
CaHKI[IOHOBaHUX Hilf y CHCTEeMi IIOMO ACp>KaBHUX iH(OOPMAIIMHIX pecypciB abo
iHdopmarii 3 0OMEKEHIM JOCTYIIOM, BUMOT'a IO/I0 3aXUCTY SIKOI BCTAHOBJICHA
3aKOHOM, BIIACHUK CHCTEMH TIOBIIOMJILE BiAMOBITHO CHEiaIbHO YIIOBHOBAXCHUIA
LHEHTpaIbHUI OpraH BHKOHAaBYOI BJaAud 3 NUTaHb OpraHizamii creniaTbHOro
3B 513Ky Ta 3aXHCTY iHpOpMaIlii ado miAmopsIKoBaHUI HOMY perioHabHAI OpTaH.

3akoH Ykpainu “IIpo ocHOBHI 3acany 3abe3neueHHs KibepOesneku YKpainu”
[3] Bu3HAawYae mpaBoOBi Ta OpraHi3aIliifHi OCHOBH 3a0€3IIeUeHHS 3aXUCTy JKHUTTEBO
Ba)KJIMBUX IHTEPECIB JIIOAMHY 1 TPOMaJISHAHA, CYCHIJIbCTBA Ta JEPKaBH, HalllOHa-
JBHUX iHTEpeciB YKpaiHu y KibepnpocTopi, OCHOBHI LN, HATIPSMH Ta MPUHINATIH
JIep>KaBHOT MONITHKU Y cdepi KibepOe3neKkH, MOBHOBAKEHHS JICPKAaBHUX OPTaHiB,
MIIPHEMCTB, YCTAaHOB, OpTaHi3alliid, 0ci0 Ta rpoMaIsH y Lii cepi, OCHOBHI 3aca-

[IpaBoBy ocHOBY 3abe3mnedeHHs KibepOesmnekn YkpaiHu cTaHOBiATE KoH-
CTUTYLIsI YKpaiHu, 3akoHH YKpaiHH 100 OCHOB HalliOHAJILHOT Oe3IeKH, 3acal
BHYTPIIIHBOI 1 30BHINIHBOI MONITHKH, EJICKTPOHHUX KOMYHIKaIlif, 3axXHCTy
JiepkaBHUX 1H(GOpPMALIHUX pecypciB Ta iHpopMalii, BUMOra IOJO0 3aXUCTY
SIKOT BCTAHOBIJICHA 3aKOHOM, IeH Ta iHII 3akoHM Ykpainu, KoHBeHIIiA mpo Ki-
OCp3I0YMHHICT, 1HI MIDKHAPOIHI JOTOBOPH, 3rojila Ha 00O0B’S3KOBICTh SKHX
HaymaHa BepxoBHoro Pamoro Ykpainm, ykasu [Ipesunenra Ykpainu, akta Kaoi-
Hery MiHicTpiB YKpaiHH, a TakoX iHII HOPMAaTHBHO-NPABOBI aKTH, LIO MPUK-
MAarOThCsl HA BUKOHAHHS 3aKOHIB YKpaiHH.

JlepkaBHO-IIpUBATHA B3aEMOIS y cdepi KibepOe3neknu 3aCTOCOBYETHCS 3
ypaxyBaHHSIM BCTaHOBJICHHX 3aKOHOJIaBCTBOM OCOOJMBOCTEH MpPaBOBOTO pe-
JKUMY II[0JI0 OKPEMHUX 00’€KTIB Ta OKPEMHUX BUIIB TiSUTBHOCTI.

KoHTponb 3a JOTpIMaHHAM 3aKOHOJABCTBA MU 3/IMICHEHH] 3aXO0/iB i3 3a-
OesneueHHs1 KibepOesneku 3ailicHIOeThess BepxoBHoto Panoro Ykpainu B mo-
psnky, Bu3HaueHoMy KoHcTuTy1ieto Ykpainu.

Sk GaumMmo 13 aHai3y HOPMAaTHBHO-IIPABOBOTO TIOJISI 3aXUCTY iH(pOpMAIil
Ha CHOTOJHINIHIA JeHb HE B TOBHIM Mipi periaMeHTOBaHO caMy HEeOOXiIHiCTh
3axucTy iH(poOpMalil NMPUBATHUX MiJNPUEMCTB, IO CTBOPIOE 3arpo3y Halliid
HalioHaNBHIM Oe3neni. ToMy NPONOHYETHCS PO3POOMTH HOPMATHBHHUIL NOKY-
MEHT, SKHi OW BH3HA4YMB HEOOXIJHICTb 3axHCTy iH(popMmanii mpuBaTHUX MiAm-
pHEMCTB cepTr(iKOBAaHNMH OpraHi3alisiMH, sIKi MaloOTh OCBiJ poOoTH y cdepi
TEXHIYHOTO Ta NPOrPaMHOTO 3aXUCTy iH(pOpMaIlil, 0 3HAYHO MOCHINTh PiBEHb
KibepOe3nexu B YKpaiHi.
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METO/JIA TECTYBAHHSI HA IPOHUKHEHHS BEB-TOJATKIB
Mapzapuma Kywnipyk, Banenmuna Awyk, Tapac Penemuno

JIvsiscoKkuii Oeporrcasnuil ynisepcumem 6e3neKu HeummeoianbHocmi,
m. JIveie, Ykpaina

Anomauia. Poszensinymo meopemuuti, HAyKO8O-MemoOOUYHI mda OpeaHi3ayiiHo-
@YHKYIOHAbHI OCHOBU MECMYB8ANHS HA NPOHUKHEHHS 6e6-000amKig. Busnaueno cyuachi
nioxoou 00 YNpasninuaA iHyuoeHmamu ingopmayitinoi besnexu. Haseoeno memoouuni
nioxoou 00 GOpMy8aHHs KOHYenyii YOOCKOHANEHH MemOOUKU agmoMamu308aHo20
mecmy8anus 6e0-000amKi6, 011 3a0e3neyeHHs BUCOK020 DIeHA Oesneku i MiHimizayii
tLMogipHOCMI NOMUNIOK abo 300ig 6 pobomi npoepamu. 3anponoHosani memoou npoge-
OeHHsL MeCmy6aHHA HA NPOHUKHEHHA MOJICYMb BUKOPUCTOBYBATMUCL NPU pO3podyi ma
TeCmy8aHHi HOBUX CUCTEM 3aXUCTY THPOPpMAYil, a MAKOXHC OYIHIOBAHHI eheKmuUeHoCmi
ma 600CKOHANIEHHI 8JiCe ICHYIOUUX CUCTEM.

Knrwuosi cnosa: eeb-0ooamox, bOe3nexa, mecmy8aHHsi HA NPOHUKHEHH:, 6e0-
cepeepu, amaxu, 6pa3Iu8oCHi.

Abstract. The theoretical, scientific-methodical and organizational-functional
foundations of penetration testing of web applications are considered. Modern
approaches to information security incident management are defined. Methodical
approaches to the formation of the concept of improving the methodology of automated
testing of web applications are presented, to ensure a high level of security and minimize
the probability of errors or failures in the operation of the program. The proposed
methods of penetration testing can be used in the development and testing of new
information protection systems, as well as in the evaluation of the effectiveness and
improvement of already existing systems.

Keywords: web application, security, penetration testing, web servers, attacks,
vulnerabilities.

[Muranus 3axucty iHbopMalii 3aiiMae NPOBiHE Miclie B POLIEC] MPOEKTY-
BaHHS, CTBOPEHHS Ta BUKOPUCTAHHS Cy4acHUX iH(popMmamiiHux cucteM. O qHIM
13 METO/IIB MEPEBIPKH 3aXUIIEHOCTI iHpOpMAILlii € TECTYBaHHS Ha IPOHUKHEHHS.
Tect Ha MPOHWKHEHHS (NIEHTECT) II6 CUMYJIAILIA aTaku Ha CHCTEMY, 3 METOI0
BUSIBJICHHSI BPa3JIMBOCTEW MpH peasibHOMY Hamazi. [1i yac TecTyBaHHS BH3HA-
YaeThCs, SIK CUCTEMa BiJjpearye B pasi aTtakH i Ky iH(pOpMallilo MOKHa OTpHMa-
TH B CHCTEMI.

TecTyBaHHS Ha MPOHUKHEHHS JI03BOJISIE BUSIBJIATU HEJOMIKH Yy cdepi iHPo-
pmauiitnoi 6e3mneku (IB) i3 morsLy CTOPOHHBOTO cIlocTepirada, He BpaxoBaHi
IIpU po3poOI MONITHKK OE3NEeKH; pO3KpUBATH BHYTPIIIHI 1 30BHIIIHI cipoOn
npoHUKHEHHS B iH(opMmariiiHy cuctemy (IC) it 3anobiratu im. TectyBaHHS Ha
IIPOHMKHEHHSI MOX€ BHSABUTH, HacKiIbKH Oe3mneni IT-cucrem 3arpoxye araka 3
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0OKy XaKepiB, 3TTOBMHICHHUKIB, TOIIO, & TAKOXK YX 3IaTHI 3aX0au Oe3NeKd B 1a-
HUH gac 3abe3neuntn [T 6e3nexy. BoHO PpOBOIUTHCS 3 METOIO BHUSBIICHHS PH-
3UKy Oe3MeKH, KU Moxe OyTH NPUCYTHIM y cucTeMi. TecTyBaHHS Ha IPOHUK-
HEHHS 3a3BMYal OLIHIOE 3[]aTHICTh CUCTEMH 3aXHUILATH CBOT MEPEXKIi, TPOrpamH,
KIiHIIeBI TOYKH Ta KOPHCTYBadiB BiJ 30BHINIHIX ab0 BHYTpilIHIX 3arpo3. Bono
TaKOX HAMaraeThCsl 3aXMCTHTH 3aCO0M KOHTPOJIO Oe3leku 1 3abe3nedye Juiie
ABTOPU30BaHU JOCTYII.

TectyBaHHS € HalOITBII MIMPOKO BHKOPHCTOBYBAHUM i €(pSKTUBHUM ITif-
XOZOM ISl 3a0e3MedeHHs SKOCTI Ta HaJAiHHOCTI IMpOrpamMHOro 3a0e3neyeHHs,
BKITIOYarOuM BeO-mo7aTku. OMHAK BeO-TOMATKH AYKE BIAPI3HIIOTHCS Bif Tpa-
JULIHHOTO HPOrpaMHOTO 3a0e3MedYeHHs, OCKUIPKM BOHM BKIIIOYAIOTH B cede
TUHAMIYHE CTBOPEHHS Ta iHTEPIIPETaIlilo KOIy, a TAaKOXK peati3amifo KOHKPET-
HOTO PEXKHMY B3a€MOJIii HA OCHOBI HABIraI[IfHOT CTPYKTYpH BEO-TIpOrpamMu.

Kibep3mounHmi mpu 3710Mi BeO-CalTiB 3a3BHUall BUKOPUCTOBYIOTH BPa3iIu-
BOCTI BeO-0aTKiB, 10 MPAIIOIOTh HA cepBepi ado eKCIUTyaTyIoTh AEAKi Bpas3-
JIMBOCTI OmepauiiHoOl CHCTeMH, Ha SKii MpamioroTh i noaatku. TecTyBaHHS
Oe3rexy HeoOXiHE IJIs JOJATKIB HAMpIZHOMAHITHIIIHMX cdep 3acTOCYBaHHS:
3BHYAHUX BeO-IOJATKIB; MOJATKIB 3 BAYKIMBOIO KOMEPIIHHOI a00 KOH(}IICH-
IiitHOIO 1H(OpPMAIli€r0; PI3HUX TUIATIKHUX CHUCTEM, [Ie pU3UK BTpaTH iHpopMa-
Ii1 MOXE OIIHFOBATUCS 3HAYHUMH (DIHAHCOBUMU BTpATaMH; JAOMATKIB 3 IMiJBH-
MICHUMH BIMOTaMH JI0 IIiTICHOCTI; COIiaTbHUX MEPEexKi.

CyuacHi BeO-IOIaTKH BHKOPHCTOBYIOTh OaraTOpiBHEBY apXiTEKTypy, He
peaizaiisi po3nOAUIEThCS 110 PI3HUX IIapax i 3amyCKaeThesl HA PI3HUX MalllH-
Hax. 3 uiei mpuunHK, MO0 NMepeBipUTH 3arajibHy MOBEAIHKY BeO-10/JaTKiB, MOT-
piOHI HACKpi3HI METOAM TeCTyBaHHS. be3yMOBHO, MPOBIBIIN MOBHUI UK TEC-
TyBaHHA Oe3neku, He MoxHa 6yt Ha 100 % BIeBHEHMM, IO cHcTeMa € abco-
nroTHO OesnevyHoro. OJHaK Te, IO BiJICOTOK HECAHKI[IOHOBAaHUX IMPOHUKHEHb,
Kpaaikok iHpopMarii i BTpaT JaHUX OyAe B pa3d MEHIIUM, HiK Y THX XTO HE
NPOBOJIMB TECTYBaHH: Oe3NeKH, rapaHToBaHo [1].

Knacudixamiero BpasnuBocTeil Bed — moaaTkiB 3aiiMaeTses Koncopitiym 3
6e3nexu BeO — nonatkiB WASC (Web Application Security Consortium). 3riz-
HO JaHuX odiniiiHoro Be6 — caiity Koncopuiymy WASC, BiH npezacTasisie co-
0010 HEMMPUOYTKOBY OPTaHi3aIliio, MO CKIAJAETHCS 3 MIXHAPOJIHUX SKCIEPTIB,
(daxiBiiB 3 iHpopMariiiHoi Oe3neku Ta 6e3neku mepexi [aTeprer [2]. KoHcop-
niymom WASC 15 po3po0iieHO crierianbHui TOKYMEHT, B IKOMY OIMHCaHa Kila-
cucikauis BpaziuBocteil BeO — noparkiB — WASC Threat Classification. 3rigHo
nokymenta WASC Threat Classification, Bpa3nuBocTi BeO — A0AATKIB MOIIA-
I0THCS 32 HACTYIIHUMHM €TaMH )KUTTEBOTO IUKITy TIPOrPaMHOT0 3a0e3nedyeHHs [2]:

— eTal INPOEKTYBAaHHS — OXOIUTIOE BPA3JIMBOCTI, SKi MOXYTb 3 SIBUTHCS
BHACJIIIOK ITOMIJIOK y TTPOEKTYBaHHI B0 — T0JaTKa,
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— eTam peaiizamii — OXOIUTIOE BPA3JIMBOCTI, SKi MOXYTh 3 SBHUTHCS 4Yepes3
TIOMUJIKH ITiJ1 4ac peajizalii KOMIIOHEHTIB BeO — J0/aTKa, HAPUKIaa — Hallu-
CaHHs POTPaMHOT0 KOAY;

— eTal POo3rOpTaHHs — OXOILIIOE BPA3JIMBOCTI, SKi MOXKYTh BUHUKHYTH i1
Yac HaJAIITyBaHHS BeO — jo1aTka o poOOTH, HANPUKIIAL — HelPaBUIbHA KOH-
¢irypauis BeO — cepBepa;

3axuleHicTh BeO — JOJATKIB BijJ aTak 3JIOBMUCHHUKIB 3aJ€)KUATh BiJl TEXHO-
JIOTi# Ta KOMIIOHEHTIB, SIKi BUKOPHUCTOBYIOTHCS IIPH MOOYIOBI BeO — TOJATKIB, a
TaKOX BiJ] MOXKJIMBUX BPa3JIMBOCTEH y ITMX KOMIIOHEHTaX. ICHYIOTH pi3Hi Kia-
cudikarii Bpa3TUBOCTEH, KOXKHA aTaka depe3 Bpas3INBICTh Ma€e CBOi OCOOIMBOC-
Ti, ale MPHYMHA BHHUKHEHHS BPa3JIMBOCTEH — MOMMJIKHM IPH MPOEKTYBaHHI,
peaitizarii Ta 3aCTOCYBaHHI KOMITOHEHTIB Be0 — JOAATKiB, OT)KE BHHUKAE HEOO-
XiHICTh MOIIYKY Bpa3lMBOCTEH Ta pearyBaHHS Ha iHQOPMAIIO MPO BHUIAAKU
ix 3HaiinenHs. SIk B YkpaiHi, Tak i B IHIIMX KpaiHax CBITY OpPraHi30BYIOTBCS
KOMaH/IM pearyBaHHsI Ha Ha/[3BU4aiiHi mofii y kibepoesrneri, 1o CKIaaaloThes 3
EKCIIePTIB Ta JOCIIHUKIB.

Iupokuit BuOip 3aco0iB 103BOJISE MPOBOJUTH MOLIYK BPa3IHBOCTEH, P O-
Te e(DEeKTHBHICTD iX BUKOPHCTAHHS 3aJIOKHUTh BiJl alTOPUTMY Aii, 32 SKUM He-
00X1THO TIPOBOAWTH IeH MOIIYK. ANTOPUTMH Iiif TIpEACTaBICH] Y BUTIIIL CIIe-
HiaTbHUX METOAHMK, SIKi OXOILTIOIOTH MIMPOKE KOJIO MUTaHb KibepOe3neku, Takux
SK TECTYBaHHs 3aXHIICHOCTi (i3MYHOrO cepenoBHIIA, OC3IPOTOBHX MEPEK,
onepamiiHux cucteM, 50 MepeKeBOro obIaHaHHS Ta iH. TakuM YHHOM, HE00-
XiJTHI JOJATKOBI BUTpPATH Yacy Ha aHANi3 ICHYIOUMX METOAWK Ta OOpaHHS THX
CKJIaJIOBHX, SIKI MIIXOASTH AJIsl TECTYBaHHS BeO — jonarkiB. ToMy BUHUKA€E He-
OOXiZHICTh Y PO3pOOII TaKoi METOJNKH TECTYBaHHS Ha IPOHUKHEHHSI, sIka Bpa-
XOoByBasia 0 MI>KHApOJIHI JIOCSITHEHHsI y TECTYBaHHI BeO — JIOJIATKIB Ta MicTHIIA
nepestik MOXKJIMBUX 3aC00IB TECTYBaHHSI.
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OPT'AHIBALISI ONEPATUBHOI'O YIIPABJIIHHSI
KIBEPBE3IEKOIO KOMITAHII

Map’ana-Mapia Muux, Pocmucnae Tkauyk, bozoana ®@eouna

JIvsiscokuii Oeprrcagnuil ynieepcumem 6e3neKu HeummeoianbHocmi,
M. Jlveis, Ykpaina

Anomauia. Y pobomi posensaoacmuca npobiema cmeopents ma inmezpayis SeC-
urity Operation Center 6 komnauiax. Onmumizayis inghopmayitinoeo 3axucmy cucmem
ma OUHAMIUHO20 PO3GUMKY THpacmpykmypu bisnec-npoyecis. Paxo6020 peazyéanhs
Ha [HYUOeHmu ma ix po3ciioy8anHsi.

Knrouosi cnosa: Security Operation Center, SIEM, xomnanis, ingpopmayiiinuil 3a-
xucm.

Abstract. The work examines the problem of creating and integrating Security
Operation Center in companies. Optimization of information protection systems and
dynamic development of the infrastructure of business processes. Professional incident
response and investigation.

Keywords: Security Operation Center, SIEM, company, information protection.

B Vkpaini 32 ocTaHHI pOKH B pa3u 30LIBIIMIIACS KUTBKICTh Kibep-aTak sK B
KOPIOPAaTHBHOMY CEKTOpi TaK 1 B JAEp>KaBHOMY, a CaMi 3JIOBMHCHHKH OO€IHY-
I0ThCsl y I0Ope opraHi3oBaHi rpymny, siki MalOTh BiJIIOBIIHE TEXHIYHE OCHAILIEH-
Hi. He pigko 3aMOBHHMKOM TaKHX aTak € CIIELCIYXOM BOPOXKOI JepiKaBH sKi
MarTh Y CBOEMY PO3IOPsIKEeHI OaraToMiIbiHOHHI OIOIKETH.

Cy4acHuii po3BUTOK iH(pOpMaLiHHUX TEXHOJIOTIH Ta riobaiizallis nepexo-
Iy pi3HuX cdep isUTbHOCTI y XMapHi TEXHOJIOTIi croHykae ¢axiBuiB y cdepi
KibepOe3neKkn akTHBHO MPAIfOBATH HaJl CTBOPEHHSIM €IMHHUX LIEHTPIB KOMILICK-
CHOTO BHPIIICHHS MPOOJIEM 1010 pearyBaHHs Ha KibepaTaku Ta iHIII iHITHICH-
TH, sIKi TIOB’s13aHI i3 HECAHKI[IOHOBAaHUM IPOHUKHEHHSIM Ta BHTOKOM iH(popma-
1i1, a TAKOXXK MOXJIMBICTIO IIBU/IKOTO PEaryBaHHS Ta MOAAJBIIOr0 PO3CIIiTyBaH-
HS HOUAEHTIB. Ha Ham morisi onTUMallbHUM DILIeHHSIM Ul BUPIIICHHS Ta-
KHX 3aJ1a4 € CTBOPEHHS IIEHTPY MOHITOPHUHTY Ta OIEPaTUBHOTO pearyBaHHS Ha
Kibeparaky, KUl JOOMOKe IPOTUCTOSATH aTakaM B PEKUMI peaIbHOTO Yacy, a
TakoX GaxoBo ixX po3ciiTyBaTH.

SOC (Security Operations Center) — 1eHTp, OCHOBHUM 3aBIaHHSM SIKOTO €
KOHCOJIiIaIlisl BCIiX MOJIN 3 Pi3HUX CHUCTEM, MPOBEACHHS KOHKPETHUX aHAIi3iB
JUIA TIOTIEpPE/DKEHHS 1HKeHepiB 3 KibepOesnmekn mpo iHmuAeHTH. Buxonmsum 3
orpuManoi iHdopmarii, imKeHepum 3 KiOepOe3mekn IPOBOIATH Kibep-
po3CiiTyBaHHs, MO0 BUKIIOYUTA MOXKIUBICTh MOBTOPEHHS 1HITMACHTY, IO B
MOAAJBLIOMY MiHIMI3y€ BTpaTH IPH MOBTOPHUX HeOakaHuX moaisx. SOC — me
esomontist CERT (Computer Emergency Response Team) — 1ie komaH i iHxe-
HepiB MiJArOTOBJICHI AJIsl pearyBaHHsS Ha pi3HI Ta HECTaHAApTHI CHTYyalii,
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OB ’s13aHI 3 KOMIT IOTePHUMH TeXHOJOTisMH. KIiF0uoBOIO BIIMIHHOCTIO Bif
CERT € BUKOpHCTaHHS HOBITHIX TEXHOJIOTIH aHAJITUKH Uil ONEPATUBHOTO
PO3YMIiHHSI TOTOYHOI CHTyalii B KOHTYpi iH(opmauiiiHoi Oe3neku KOoMIaHil.
Security Operation Center (SOC) o3Hauae cucremy, po3po0iieHy Ta o0y 10Ba-
Hy Ha ocHoBl SIEM (Security Information and Event Management), sika npu3-
HaueHa Juisl 300py Ta 30epiraHHs KypHaJIiB i3 IPUCTPOIB Ta OJATKIB JUIs IJIU-
Ooxoro aHami3y Ta Kibep-po3ciimyBaHHs iHUMAeHTIB. B nanuit wac SOC, siki
cTBopeHi Ha 6a3i SIEM, momomararoTe KOMITaHiSIM BHIIIyBaTH KIIOYOBI 3a-
Baanns [1]:

— 30mpaTn Ta 30epiraTi Jor-haiiny B €TMHOMY CXOBHIILI;

— BU3HAYATH aKTHBHICTb B MEPEXi MiANPHUEMCTBA, T4 CUTHANI3YyBAaTH KON
BOHA IIEPEBUIIYE JO3BOJICHI TapaMeTpH;

— BUKOHYBATH aHaJIa3 CITiBBIIHOIICHHS MOAiN MK Kepenamu iHdopmariii.

Ha eramni po3BuTKy KommaHii, 301/bIeHHs1 00csATiB Gi3HEC-IPOLECiB, po3-
LIMPEHHS Ta PO3TaTy)KeHHS 1HPPACTPYKTYpH HACTAIOTh HEOOXIIHI epeayMOBU
st ctBoputd SOC. BracHuku 6i3Hec-mpolieciB Ta iH(QPACTPYKTYpH, MarOTh
OyTu 00i3HaHI PO BUKIMKH, LIO MOB’s3aHI 3 PU3MKaMH MOBS3aHUMH 3 iH(pOP-
MaIliifHoI0 0e3IMeKor0, Ta 3arpo3aMu Juis Oi3Hecy.

SIK11o KepiBHUITBO KOMIIaHii MPUALIsie 0COOIMBY yBary akTyajJbHUM IIOT-
pebam Ta BUMOraM B Oi3Hec-TIporecax Ta PO3KHUTKY iHPPACTPYKTypH, TO CIIJ
PO3TISIHYTH TUTaHHA Tpo cTBopeHHS SOC y BIATIOBIAP Ha iCHYIOUI PH3UKHU
OB’ s13aHi 13 KibepOe3neKoro.

Burparu iHBecTOBaHI KOMMIaHi€l0 B KibepOe3reKy Bke B CEpeIHbOTPHBA-
T IepCIIeKTHBI ONPaBAYIOTH 3aTPaTH, aJUKE CHPUSIOTH IiIBHIICHHIO e(eKTH-
BHOCTI SIK CAMHUX MIJICHCTEM, TaK 1 MPOLECIB MMOBS3aHKUX 13 3aXHCTOM BiJl HECAH-
KI[IOHOBaHOTO TMPOHHMKHEHHS, JONOMAraroTh ONTHUMI3yBaTH Ta 3aXHUCTHUTH SIK
Mepexi Tak 1 Mporecy B HUX. 30UIbIICHHSI BUTPAT TAaKOK MOXKE O3HA4YaTH, II0
koMmaHisiM motpibuo creoputu SOC [2].

Creopenns Enterprise SOC ayxe akTyaibHe, 0COOIUBO KOJIA YHCEIbHICTh
cniBpoOITHUKIB NiepeBuILye 11 sTcoT oci6. Taki KommaHii, sk npaBUIO po33oce-
pemKeHi y pi3HHX MicTax Ta KpaiHax. OT)e NMpH HAasSBHOCTI BHCOKOI IiHHOCTI
iHpopMarii IKy HEOOXITHO 3aXHINATH, BEIHMKOI'O CIIEKTPY CIIOCO0IB 11 3aXHCTY,
LIMPOKiil TepUTOpiaNbHiil CTPYKTYpi Ta 0araToYMCENLHOCTI NMPALiBHUKIB — L€
nepii nepexyMoBu aist crBopenHs BiaacHoro SOC. OcHoBoro Oynb-sxkoro SOC
CKJIAIAF0Th HACTYIHI KOMIIOHeHTH [3]:

— HepcoHaJ — IH)KEHEepH, aHATIITUKH, TUPEKTOP;

— 0asza — HabopW CHiBBiIHONIEHb, HOPMH 1HITMICHTIB, MOJIEIi OMOBIIIIEHHS,
6a3u 3HaHB MPO Pi3HI 3arpO3H Ta BEKTOPH aTaK;

— [poIlecH — TMPOIEeIypH aHaJi3y IHIWACHTIB, pearyBaHHs, 3BITHOCTI, €c-
KaJarii Ta mpoTHIii iIHIIUACHTIB,;

—3abe3neueHas — po3mimerHs SOC, SIEM, iHCTpyMEeHTIB MOHITOPHHTY
MIPOYKTUBHOCTI, CXOBHII TMOJIN, IHIUACHTIB, Jinen3ii Ha cuctemy SIEM Ta
JIOaTKOBUX MOYJIIB.
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Jus Benmmkoi xoMmasii, sika xoue modymysatu Enterprise SOC 3 “Hyns”,
TaKe BIPOBAPKCHHS MOXXE 3alHITH JOCUTH TPUBAJIMU 4ac i 10 TOro x 0e3 ra-
paHTI# y KiHIIEBOMY ITO3UTUBHOMY pe3yibrati. [Ipobiemu B Oyap skomy 3 eie-
MeHTIB (mepcoHai, 6asa, mpolecy, 3a0e3MeUeHHs ), MOKe 3HaYHO 3HU3UTHU ede-
ktuBHICTH SOC, a B OKpeMHX BHIIaJIKaX 3BECTH 3aTpauyeHi pecypcH Ta Yac Ha
HiBeub. Tomy Oi3Hec mocTae nepes AIJIEMOIO CTBOPIOBATH CBOIO KOMaH.y (0B-
rOTpUBaja NEPCIEKTHBA) UM HaliMaTh (axiBiLiB 3 KiOep3axucTy.

Ha mam norusign, y Takiit curyanii, BipoBamkeras SOC-as a service noro-
MOX€ 3HM3WTH PH3UKH TNOBS3aHI 3 OE3MEKO00, IO3BOJNUTH 3aIlyCTUTH MOHITO-
PHUHT TOIi#, HAZACTh 3MOTY IIPOBECTH (axOBY EKCHEepTH3y, KOMaHIYy Ta 0a3y.
IIpu Bukopucranni SOC as a service, BUPIOIYEThCA KaJpoBa MpodiiemMa, 3amoB-
HeHHA KoHTeHTOM SIEM, po3poOka mporieciB B3aeMoIii Ipy BUSBIICHHI, aHATI31
Ta NPOTUIl Ha IHIMACHTH — BCi 3aBOaHHS IEPeXoaaTh 10 ayrcopcupy. [locra-
YaJbHUK IOCIYT BpaxoBye creun@piky kommanii i BHyTpimHi BuMoru. s
KOMIIaHI{ sKi HamamroBaHi Ha ctBopeHHs Enterprise SOC, B paMKax JOBroT-
pHBaioi CHiBIpali HAiOUIBII ONTUMAJIBHUM BapiaHTOM, MOXe OyTH, BIpOBa-
mkennst Hybrid Security Operations Center, 1m0 nependayae BUKOPUCTAHHS
SIEM, siKy nocTa4ajbHUK IOCIYT 3a0Mpa€e Ha aJMiHICTPYBaHHS Ta ONTUMI3YE 11
mix 3amoBHHKA. Hybrid BapiaHT Takox BHpilIye 3aBJaHHS IIBHIKOTO MHOIIYKY
KOMaHI! MOHITOPHHTY, IO Ja€ KOMIIaHil OiNpIIe yacy Ha IOIIYK Ta MiATOTOB-
Ky BJIACHOTO MEPCOHAITY.

BrpoBamkenns Security Operation Center Ha miIIPUEMCTBI JO3BOIISIE Mi-
HIMI3yBaTH peai3alilo MOKJIMBHX 3arp03 Ta BHPIIIye HU3KY MPOOIIEM MOBs3a-
HUX 3 iHPOPMALiHHO0 0e31eKO0I0, IO Aa€ 3MOTY:

— KOHTPOJIFOBATH CTaH iH(opMaliiiHoT 6e3neku;

— MoHiTOpHUTH noil iHpopMmaliitHol 6e3neky;

— IPOBOJIUTH ayIUT Aill KOPUCTYBAYiB;

— BIICTe)KYBaTH Ta YIPABIISITH BPa3IMBOCTSIMH;

— YIPpaBJISATH IHIMACHTaMU 3 iHPOpMaIiiHOT Oe3neKH;

— IPOBOJUTH KOHTPOJIb 32 JOTPUMAHHSIM 3aKOHOJIABYMX aKTIB;

— BIIPOBQXKYBATH Kpallli Mi>KHAPOIHI MIPAKTHKH.
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AHAJII3 PU3UKIB IH®OPMAIIMHOI BE3NIEKA
IT HNIAITPUEMCTBA

Anopinu Jlazyn, Ackonvo Hebenvcokuil
Hauyionanvnozo ynisepcumemy “JIvgiscoka nonimexnixka” m. JIveie, Yxpaina

Anomauia. Posenanymo cnocobu oyinxku pusuxie IT nionpuemcmea. Ocobausa
V8aza 36epmaemvCs Ha UPAXOBYBAHHS 8APMOCMI AKMUBIE, HAAGHUX 3A2PO3 | 8PA3IUBO-
cmetl Ha emanax oyinku pusuxie. Hasedeno nepenix Oiil 0151 3MEHWEHHs CIYNEeHs HAs6-
HO20 DUBUKY.

Knruoei cnosa: inghopmayiiina besnexa, oyinka pusuxy, 3a2po3d, akmuu nionpu-
eMcmea, 8pasnusicme.

Abstract. Are considered the ways of assessing the IT risks of the enterprise.
Special attention is paid to calculating the value of assets, existing threats and
vulnerabilities at the stages of risk assessment. Also is given a list of actions to reduce
the degree of existing risk.

Keywords: information security, risk assessment, threat, enterprise assets,
vulnerability.

CyuacHi Meronu oOpoOKku, nepenaBaHHs Ta 30epexeHHs iHdopmarii
CHPUSIIOTH TIOSIBI 3arpo3 1 PU3MKIB, OB SI3aHUX 3 MOXIIMBICTIO BTPATH, MEpeK-
PY4yBaHHS 1 PO3KPHTTS JaHUX, SIKI BHKOPHCTOBYIOTHCS Ha MiANpHEMCTBaX. To-
My 3a0e3nedeHHs 1HQOpMAaIiifHOT Oe3MeKn KOMIT IOTEPHHX CHCTEM 1 MEpex €
Ba)XXJIMBUM €TaroM PO3BUTKY iH(OPMAIIfHHX TEXHOJOTIH.

CrouaTKy BapTO 3a3HAYUTH, IO TPH PO3DISAI NMHTaHB iH(opMariitHol
Oe3rmekn, 30KpeMa pU3HKIB peaisalii 3arpos3, MoTpiOHO 3BEpHYTH yBary Ha Ha-
SIBHICTD JIBOX MPOTHJIC)KHUX CTOPIH 31 CBOTMHU LUIAMH: aTaKyIOUUX, SKi XOUyTh
oTpuMmaru, abo 31aMaTH KoHQiAeHUiiHY 1H(OopMaLlito; 3aXUCHHKIB, SIKI XO4yTh
3a0e3NeUnTH HEMOXIUBICTh BTpaTh iHopmarii. [lutanas pm3ukiB iHpopma-
iHOT 0€3MeKH, K MPaBUII0, CTOCYIOTHCS il 3aXUCHUKIB.

HezanexHo Bi KOHKpETHHX BHIB 3arpo3 iHdopMarlliiina cuctema 3a10Bo-
JbHSAE NOTpedn ii KopucTyBauiB, SKIO 3a0€3MEeUyIOThCS TaKi BIACTHBOCTI 1H-
¢dopmarii, SIK JOCTYIMHICTh (MOXKIIMBICTD MPOTATOM IIEBHOTO Yacy OTPHUMATH
iHpopMaito), mimicHICTh (YHUKHEHHS HECAHKI[IOHOBAHOI 3MiHH iH(opMaIlii),
KOH(IIEHIIHHICTh (YHUKHEHHSI HECAHKI[IOHOBAHOTO OTPUMAaHHS iH(opMarii).

Jus IT mipnpueMcTs 3arpos3u iHGopmaniitHoi Oe3nekn MokHa KilacHQiky-
BaTH 32 Ha3BAaHWMH BIIACTHBOCTSIMHM iH(popMarii, Ha sIKi BOHM HampasiieHi. 3a-
rpo3a BiZiIMOBa B OOCIIyrOBYBaHHI (JIOCTYIHICTb) CTBOPIOIOTH CHTYAIlii, KOJIH
neBHi aii abo OnOKyroTH pocTyn Jo aesikux pecypceiB IT miampuemcrsa, abo
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3HIKYIOTH X Tpane3faTHicTh. BimMoBa B 00CIyroByBaHHI OUITXOM OJIOKYBaH-
HS JOCTYILY JIO0 Pecypcy Moke OyTH IOCTiHOI0 a00 THMYacOBOIO. 3arpo3H 3Mi-
HM a00 crnoTBOpeHHs iHpopmanii (IUIICHICTD) MPU3BOAUTH A0 IOPYIIEHHS il
sKocTi a00 MoBHOro 3HUIIEHHS. Ll 3arpo3a Moke OyTH 3aiiCHEHa HaBMHCHO
3JIOBMHCHUKOM, a TaKOXX B Pe3yNbTaTi 00’ €KTUBHUX BIUIMBIB 3 OTOUYIOUOTO
cepenoBuina. Ll 3arpo3za ocoOMMBO akTyajbHA JJIsI KOMIT IOTEPHHX MEPEex 1
cucreM TenekomyHikaniid IT mignpuemcra. 3arpo3u OTpUMaHHS KOMEPIIHHOT
iH(popMatii HEMOBHOBKCHIMH 0co0aMi (KOH(IICHIIIHHICTE) CIIpsAMOBaHI Ha
PO3roJIONIeHHs ceKpeTHOI iHpopMaii. 3arpo3a nopyueHHs KOH(iAeHIIHHOCTI
BUHMKAE IIPH OTPUMaHHI HECAHKI[IOHOBAHOTO JAOCTYITy 10 3aKpUTOi iHpopMarlii,
1o 30epiraetbest i 00pobiseTses Ha IT miampueMcTBi.

Ominka pm3ukiB iHpopMamniiiHoi Oe3nexu [T migmpueMcTBa BU3HA4Yae Ta
OLIIHIOE PU3MKH /IS aKTHBIB, Ha SIKI MOKYTh BIUIMHYTH KiOepaTaku. CIIOYKTKY
MOTpiOHO BU3HAYMTH BHYTPIIIHI Ta 30BHIIIHI 3arpO3H; OIIHUTU iX MOXIUBHUI
BIUTMB Ha KOH(]IIEHIIIHHICTh, IUTICHICTH 1 TOCTYIHICTh JAHUX; OWIHUTH BUTpa-
TH, TIOB’s3aHI 13 3MIHOIO JaHUX. Maroun Taki JaHi, MOXXHa aJanTyBaTH 3aCO0U
KepyBaHHs iH(opMarlliiiHoro Oe3mexoro IT mimnpueMcTBa Ta 3aXHMCTOM JaHUX
BIJIOBITHO 10 (paKTUIHOTO PIBHS CTIHKOCTI 10 PU3UKY KOMITaHil.

Jnst oniHKM pHU3MKIB iH(pOpMaIiifHOi Oe3mekn NOTpiOHO, B MepIly 4epry,
BU3HAYMTH Ta PO3CTABTE NPIOPUTETH aKTHBIB: CEPBEPH, AaHI KIIIEHTIB, KOH)i-
JCHIIHHI TOKYMEHTH HapTHEpiB, KOMepIiiiHi TaeMHUIN. OCKUTBKH TeXHIYHUI
NpaliBHUK MOXXE HE MPaBMWJIBHO PO3YMITH LIHHICTh aKTUBIB JJsi Oi3HECy, TO
CIMCOK. aKTUBIB Y3rOJKYETBCSI 3 KEPIBHUILITBOM 1 O13HEC-KOPHUCTYBayaMu.

Ha npyromy erami BU3Ha4aloTh 3arpo3H, SKi pO3IIISTHYJH paHimie. 3arpo3u
BU3HAYAIOTHCSI TAKOXK BPA3IMBUMHM MICIIMU. Bpa3nmBocTi MOXXHa BHSBUTH 32
JIOTIOMOT'OI0 aHali3y, MPOLEAyp TeCTyBaHHS Ta OLIHKH iH(popMaliitHoi Oe3re-
KU, ay/IMTOPCHKHX 3BIiTiB, TECTyBaHHS Ha MPOHUKHEHH, 0a3y TaHUX Ypa3jHnBO-
creit NIST, maHux mocTadaibHUKA Ta aBTOMAaTH30BaHHUX IHCTPYMEHTIB CKaHY-
BaHHs BpasznuBocTeil. Hampuknan, sIKIO BM HE HMOBIJIOMUTH MPALiBHHUKIB IPO
HeOe3MeKy HATHUCKAaHHS TOCHJIaHb EJIEKTPOHHOIO MOIITOK, BPasjMBICTh Bil
¢immHry 3pocrae.

HacTynmHuM KpoKoM € aHaJli3 eIEMEeHTIB KepyBaHHS Ha €Talll IUIaHyBaHHS
JUTS 3MEHIIEHHS WMOBIpHICTI TOTO, IO 3arpo3a BHKOPHCTAE BPa3NMBICTh. Tex-
HiYHI 32CO0M KOHTPOJIIO MOBHHHI BUKOHYBATH IMU(PYBAaHHS, MEXaHI3MHU BUSB-
JICHHS BTOPTHEHb, pilieHHA A ineHTH(ikamii Ta aBreHTH(]iKamii. HetexHiuHi
3ac00M KOHTPOJIIIO BKIIOYAIOTHh MOJITHKY O€3MeKH, aAMiHICTpaTHBHI Aii, (i3md-
Hi Ta €KOJIOT1YHI MEXaHi3MHU.

Ha ocranHpOMy eTami noTpiOHO BU3HAUUTH HMOBIPHICTD IHIMAEHTY 1 HMO-
BIPHICTB TOTO, 1110 BPa3JUBICTh MOXe OyTH BUKOPUCTAHA, BPAXOBYIOUN THIT Bpa3-
JIMBOCTI, MOTY)XKHICTb JKEpea 3arpo3u, HAsBHICTb PI3HUX €JIEMEHTIB KEPYBaHHSL.
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Bci eranm ominkm pm3uKiB iHpopManiiiHOi 6e3neku [T minmpuemctBa 30-
OpakeHo Ha puc. 1.

Threats Vulnerabilities

Pucynok 1 — Emanu oyinku pusuxis ingpopmayiiinoi 6esnexu

30KpeMa OLHIOIOTh HACIIIKU IHIUACHTY JUIS BTPa4€HOro abo MOLIKO/IKe-
HOTO aKTHBY, a caMe IPH3HAYCHHs aKTHBY Ta OIEpaLliii, sSKi 3aexarh Bil HbO-
0, 3HAUYIIICTh aKTHUBY JJIsI OpraHi3alii, YyTiauBicTh akTUBY. [l KOXKHOT mapu
3arpo3a/BpasiuBICTh MOTPIOHO BKa3aTH PiBEHb HEOE3MEKHU I CHCTEMH 1 MOX-
JIMBICTH TOTO, IO 3arpo3a BHKOPHCTAE BPA3IUBICTh, NPUOIU3HY BaPTICTh KOXK-
HOTO 13 3aXO0JiB, JOCTATHICTh NTOTOYHMX a00 3aIJIAHOBAHUX 3ac00iB KOHTPOJIIO
Oe3rnexy iHPOpMaIiHHOT CUCTEMH ISl YCYHEHHs a00 3MEHILICHHS PU3HUKY.

BukopucToBytoUH piBeHb PU3UKY, HABEIEMO TEPEiK JIiil, HEOOXITHUX JUIs
HOro 3MEHILIeHHSL:

— BUCOKHH — CTPATETiI0 KOPUT'YBAJILHUX A1l pO3POOIISIOT SIKHAWIIBUILIE;

— cepelHii — BUIpaBHI 3aXOJM MOTPIOHO PO3POOMTH 3 BpaxXyBaHHIM
BIUTHBY PU3UKY;

— HU3bKHMH — BU3HAYAIOTh, YU NPUIHATH PU3HK, YH 3aCTOCYBATH JUCILIHUII-
JIHAPHI 3aX0.IH.

OCHOBHUMH BHCHOBKaMH POOOTH € Te, 0 OCHOBOIO KibepOe3meKku € mpo-
[ECH YIPABIIHHS PH3UKAMH IIIIPUEMCTBA Ta OI[IHKA PU3UKIB iH(OpMAIli HHOT
Oesnexu. Lli mporecH CTBOPIOIOTH OCHOBY aOCOJIIOTHOI cTpaTerii yrnpaBiiHHS
iHpOopManifHO OE3MeKOr, HAJAIOYH BIAIMOBINI HA IHTAHHS, SKi 3arpo3d Ta
BPA3JIMBOCTI MOXYTh 3aB/aTH (piHAHCOBOI MIKO/IM Oi3HECY, & TAKOXK SIK IX MOX-
Ha TIOM’ SIKIITUTH.
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CHUCTEMA YNIPABJIHHS IHUUMJEHTAMU
IH®OPMALIHOI BE3NEKH

Cuixcana Opunuk, Banenmuna Awyx, Mapia Hasumxka

JIveiecoKuii Oeprcasnuii ynieepcumem de3neKu HeummeoianpbHocmi,
M. Jlveie, Yrpaina

Anomauia. Posenanymo meopemuyti, HAYKOB0-MemoOuuHi ma OpeaHizayitiHo-
@DYHKYIOHAbHI 3aCcadu NPOEKMYBAHHS CUCEMU YAPABIIHHA THYUdenmamu ingopmayiii-
Hol' Oe3nexu. Buznaueno cyuacHi nioxoou 00 ynpaeiiHHs iHYuOeHmamu iH@popmayitinol
besnexu. Hageoeno memoouyni nioxoou 00 ¢popmysanus KOHyenyii ma cmpykmypu ae-
MoMamu306anol cucmemu YnpasiiHHs IHYyuoeHmamu iHgopmayiinoi desnexu. 3anpono-
HOBAHO Npoyedypu NJIAHYEAHHs | peazy8anHs HA THYUOEHMU MA HABeOeHO OCHOGHI YLl
VIPAaBRiHHA IHYuOeHmamu ingpopmayitinoi be3nexu.

Knwuoei cnosa: ingopmayitina besnexa, inyuoenm ingpopmayitinoi 6esnexu, cuc-
mema ynpaenints inyudeHmamu ingopmayitinoi besnexu.

Abstract. The theoretical, scientific-methodical and organizational-functional princi-
ples of the design of the information security incident management system are considered.
Modern approaches to information security incident management are defined. Methodical
approaches to the formation of the concept and structure of the automated information
security incident management system are presented. Procedures for planning and respond-
ing to incidents are proposed and the main goals of information security incident manage-
ment are given.

Keywords: information security, information security incident, information security
incident management system.

CrOTOZHI TeMN PO3BUTKY Cy4YacHHX iH(OpMAamifHUX TEXHOJOTiH 3HAYHO
NepeBepIlye TEMIT PO3BUTKY PEKOMEH Ialliii Ha HOPMaTHBHO-NIPABOBHX ITiICTABaX
BIATIOBITHUX JOKYMEHTIB IIOJJO CHCTEMH MEHEPKMEHTY YIPaBIIIHHS iHIMACHTA-
M iHdopMariiiHoi 6e3nekn. HagiTe Haiikpama iHdpactpykrypa iHdopmariiinoi
0e3rexky He MOKe TapaHTyBaTH BiACYTHICTh BTOPTHEHb UM iHINMX IIKiIJIWBHX,
370BMUCHUX Jii. Cucrema ympasiiHHs iHpopmaniitHolo Oesmnekoto (CYIB) €
YaCTHHOIO 3arajibHOi CHCTEMH YIIPABIIiHHS, 3aCHOBAHOI Ha OLIHIOBaHHI Oi3Hec-
PU3UKY JIJIsl CTBOPEHHSI, BIPOBAKEHHS, €KCILTyaTarlii, MOCTIHHOTO MOHITOPUHTY,
aHayi3y, MiATPUMKH Ta BIOCKOHaJCHHS iH(popmariitaoi 6e3mexu (IB).

[HOmpeHToM y cucremi 3axucTy iH(poOpMaIii BBaXKaeTbcsi HeOaxkaHa (He-
crofiBaHa) mois abo HHU3Ka MOMAIN y CHCTeMI 3aXHCTY, AKi MOXXYTh IIOCTaBUTH
i 3arpo3y Oi3Hec-omepariii Ta 3axuct neBHoi iHdopmarii. [IIBuaKicTh, 3 KOO
OpraHizamiss MOKe IJCHTU(IKYBaTH, aHAII3yBaTH, 3amo0iratv IHIUACHTaM 1
pearyBaTu Ha HUX, OOMEXHTh 3aB/aHi 30MTKH Ta 3MEHIIUTh BUTPATH HA BiJTHO-


http://conferenc.its.kpi.ua/proc/article/view/71042/66191
http://conferenc.its.kpi.ua/proc/article/view/71042/66191
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BieHHs. Lleit nponec BUABICHHS, aHAI3y Ta BU3HAUCHHS BiIIOBiIl opraHi3amii
Ha IHOWICHT KOMIT IOTEpHOi OC3MEeKM HA3WBAETHCS YIPABIIHHS iHIUACHTAMH.
JIronu, pecypcu Ta iHQPACTPYKTypa, IO BHKOPHUCTOBYIOTHCS JJIsI BUKOHAHHS
i€l GyHKIIT, CTAHOBJIATH MOMKJIMBOCTI YIIPaBIiHHS 1HIMICHTaMU.

3maTHICTE KOHTPOJIOBATH iHIMICHTH — I 3/aTHICTH 3a0€3IeYnTH KOHT-
POJIb IHIMICHTIB KOMII'I0TepHOI Oe3nexky. BoHa nependavae cTBOpeHHsS KOHT-
POJIBHOI KOMaH/U ISl YIPaBIiHHS 1HIMIeHTaMu Oe3neku. Kpim 1poro, s 31a-
THICTh Tiependadae BU3HAYEHHS IPOIECY, SKOTO CIiJ JOTPUMYBATHUCS, Cepen
MOJITHK 1 IPOLEYpP, PO3MOILTY poJiei 1 3000B’s13aHb, HAsIBHICTH BiAMOBITHOTO
oOnanHaHHs, 1HOPACTPYKTYPH, IHCTPYMEHTIB 1 JONOMDKHHUX MarepialiB, a Ta-
KOX HAasBHICTh KBaNi()iKOBAaHOTO TEPCOHANY, BU3HAYCHOTO 1 MiATOTOBICHOTO
JUIsl BAKOHAHHSA POOOTH Y BUCOKOE()EKTHBHOMY PEXHMI.

[Iponenypu MiIaHyBaHHS 1 pearyBaHHS Ha IHIUACHTH, TOIl YK CITaOKOCTI
CHCTEM 3aXHCTy iH(popMamii MOBHHHI OYTH YiTKO BH3HAYCHI 1O BHHUKHCHHS
IHIUACHTY 1 cxBasieHi kepiBHuITBOM opranizamii. ISO/IEC 27001 — ue mixHa-
POIHMIA cTaHIAPT Ui yIpaBiiHHA iH(pOpMaIlliiHOK Oe3mekoro. Llei cranmapt
JICTAJIHO ONMCYE BCi BUMOTH JIO CTBOPEHHS, BIPOBAXKEHHS, 00CIyroByBaHHS
Ta MOCTIHHOTO MOJINIICHHS CHCTEMH YIpPaBIiHHA iH(popMaIiiiHoo OGe3neKoro,
siKa, Y CBOKO 4Yepry, CIpsIMOBaHAa Ha JOMOMOIY OpraHi3aiisM B Oe3MCYHOMY
3aiiicHeHH] X istbHOCTI 3 iH(OopMaiitHoi 6e3neku.

ISO/IEC 27001 Bumarae Bij MEHEKMEHTY:

— CHCTEeMaTH4YHO BMBYATH PHU3MKM iH(opmauiiiHOT Oe3rneku oprasizarii,
BPaxXOBYIOYH yCi MOKJIMBI 3arpO3H Ta BPa3JIHBi MiCIIS;

— pO3pOOIIATH 1 BUMAaraTd BHKOPHCTaHHS CKJIAIHOTO HaOopy 3aco0iB
yHIpaBiIiHHA iHQOpPMAIiHOI0 Oe3MeKor0 Ta/a00 iHmuX (OpM YIIPaBIIHHSI PU3U-
KaMmH (TaKkuX SIK YHUKHEHHS pU3UKy a00 nepen0aueHHs pPU3NKY) JUIsl BUPIILECHHS
THX PU3MKIB, SKi BBAKAIOTHCSI HEMPUHHITHUMH;

— NPUHHATH BECh MPOLEC YIPABIIHH I 3a0€31eYeHHs TOro, 00 KOHT-
poJpb iHdopmaniiiHOT Ge3rnekn 3a0BOJbHAB NOTpeOU opraHizaii B iHdopma-
iliHiN Oe3meni Ha MOCTIMHIN OCHOBI.

EdekTuBHICTh npoliecy cucTeMy yHpaBIliHHS iHIUIEHTaMH iHopMartiitHo1
0e3MneKn 3IeXKUTh BiJl KOOPAMHAIIMHUX il BCix oci0, mo OepyTh Oe3nocepe-
HIO YYacTh; JOCTYITHOCTI MOXIIMBOCTEH JUII OTPUMAHHS Ta aHaNi3y iHdopmarii,
TIOB’5I3aHOI 3 IHIUJIEHTOM; ONIEPaTUBHOCTI Ta MMPABMIBLHOCTI OTPUMAaHHUX PE3YIIb-
TaTiB. BOockoHameHHS KOXKHOTO 3 X MOKA3HUKIB 3HAYHO IiABHIIYE €(EKTHB-
HICTh BCHOTO MPOILIECY i, B CBOIO YEPry, AO3BOJISE po3ALTYy iH(GopMaIliiHOl 6e3-
TIeKH OpraHizalii JocsArTH OUIbII 3HAUYHKUX Ta ePEKTUBHILINX PE3YNIbTATIB.

OCHOBHI BUMOTH [I0 TIPOIECY YNpaBIiHHA iHIHMACHTAMH iH(OpMaIiitHOl
Oe3mexw, ki MictaTbes B cranmaprax ISO/IEC 27001 ta ISO/IEC 27002 Bxiiro-
Yal0Th, Y CBOIO YEPTy: PO3IIO/ILI BiANOBIJAILHOCTI Ta pO3pOOKH MEBHUX IpoLie-
Jyp 11010 poOOTH cuCTeMU (TIpoleciB); iHGOPMYBaHHS PO IHIMJICHTH Ta ypa-
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3MUBOCTI iH(pOpMAaIiitHOi Oe3rekn; iHPOPMYBaHHA TPO OIIHKU Ta MPHHHATTS
pimeHs 1o iHnuneHTax 1b; Biltouae pearyBaHHs Ha IHIMICHTH, BUTAT IEBHHX
YPOKIB 3 HUX Ta 30ip CBITYCHB.

[MpunymenHs, mo iHIUAEHT BiIOYBCS B OpraHizalii, HIOBHHHE 0a3yBaTHCS
Ha TaKUX TPHbOX OCHOBHHX €JIEMEHTax: iH(opMmallis mpo iHIHMICHT MPUXOAUTH
OJTHOYAcHO 3 Jekinbkox jukepern; IDS curnanmizye Bxke mpo Gararopa3oBicTb
NEeBHUX TOMil; aHami3 >KypHambHuX (aiiniB aBTOMaTH30BaHO! cucteMu (AS)
HaJa€ OCHOBY VIl BUCHOBKY PO MO>JIMBICTB 1HIIMICHTY.

J10 OCHOBHUX I1iJIel yIpaBIiHHS iHIMACHTAMH BiTHOCHTBCS:

— HajaHHs iHQOpPMAIIiT, 0 JO3BOJUTh ONTUMI3YBaTH MPOICCH iATPUMKH,
3MEHIIUTH KIIbKICTh 1HIIUIEHTIB;

— 37aro/keHa o0poOKa BCiX iHIIMICHTIB Ta 3aIUTiB 00CIYyrOBYBaHHS;

— BIJIHOBJICHHSI HOPMaJIbHOT pOOOTH CHCTEMH B HAHKOPOTLINHI TEPMiH;

— MiHIMi3aIlisl BIUIMBY iHIIMJCHTIB Ha MPANE3JaTHICTh OpraHi3aiii;

— 30CEepeMKCHHST PECYPCIiB MO0 MiATPUMKN HAWOUIBIN Ba)KIMBHUX HATIPS-
MKiB CUCTEMH.

VYrpaBiiHHA {HOIUICHTOM, LI JOCHTh BaXKJIMBHH NPOLEC, KU MOJATaE y
3a0e3MedeHH] oprafi3amnii MOXKIIMBOCTI CIIOYAaTKy BHSBHUTH IHIUACHT, a 3rOA0M
3a JIOMIOMOTO0 TPABUIILHO O0paHKX 3ac00iB MiATPUMKH, SKOMOTa IIBUIIIC BH-
PIINTH [l HIMICHT. AJie XOJCH CIOCIO 3HIKEHHS PU3UKIB iH(GOpMAIiiHHOT
Oe3meKu He 371aTeH 3aXUCTHTH Bl BHHUKHEHHS B iIHGOPMAaLiHHOMY CepeIOBHIIIL
MOJIH, SIKi HECYTh IIOTEHIIHHY 3arpo3y AisUIbHOCTI NEBHOT opraHizariii.
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KEPYBAHHS BE3NEKOIO IHTEPHETY PEUEN
HA OCHOBI IHAEKCY JOBIPHA

Vasna Ianosux’, Cepeiii Kymac LT apac bpuu 2

1YKpai‘ch<0i' akademii opykapcmea, m. JIveie, Yxkpaina

2 . o o . . .
JIveiscokuil depricasnuil ynigepcumem 0e3nexu HeummeoiaibHocmi,
M. JIveis, Ykpaina

Anomauia. Ilpucmpoi loT 3a 0onomozoio xmaprux mexunonoeii 3oupaomo eeiuye-
3HY KIIbKICMb YIHHUX OQHUX, 3HAYHA 4aCuHa aKux 3depicacmocs 6 xmapi. /logipa mixc
npucmposimu loT ma ixwimu Oanumu eusrHana ocHogoio cmeopents cucmemu loT. ITiok-
JIIOYEeHHA 00 Ni003pinux npucmpois Inmepnemy peueil Modce CMAHOBUMU 3A2PO3Y OA
nocaye i pobomu cucmemu. Tomy Oyoice 6adNCIUBO aHANIZY8AMU MA Kepy8amu iHopma-
yiero npo 008Ipy 018 NPUCTPOIB, A MAKOXHC Hadagamu iHPoOpmayito npo 008ipy THWUM
npucmposmM abo Kopucmysauam, AKUM 60HA NOMPIOHA.

Knrwwuosi crosa: Inmepnem peuetl, 6esnexa loT, 0ogipa, ynpagiints 008ipuor ik-
dopmayiero; inoexc dogipu.

Abstract. 10T devices use cloud technologies to collect a huge amount of valuable
data, a large part of which is stored in the cloud. Trust between loT devices and their
data is recognized as the foundation of an loT system. Connecting to suspicious loT
devices can pose a threat to services and system operation. Therefore, it is very
important to analyze and manage trust information for devices, and to provide trust
information to other devices or users that need it.

Keywords: Internet of things, 10T security, trust; trust information management;
confidence index.

[HTEepHEeT peueil — ogHA 3 HAWOULTBII CTPIMKUX Y PO3BHTKY TEXHOJOTIH Y
cBiTi. [IpucTpoi iHTEepHETY pedell Bxke BUKOPUCTOBYIOTHCS y 0araTtbox raiyssix
JISUTBHOCTI JTFOIMHY, BKJIFOYAIOUX TaKi KPUTUYHI raiysi, Ik €HepreTHKa, 0Xopo-
Ha 3/10poB’sl Ta BilicbkoBa raimy3b. [ TnOoka iHTerparis IMX NpUCTPOIB JOMIOMa-
rae JIIOJSM IIBHJIKO Ta eEeKTUBHO BUPINIyBaTH OaraTo mpoOiem, MOJIETINTH
BUKOHAHHS CKJIaJIHUX 3aBJIaHb, BUBUJIBHUTH JIIOJICBKI PECYpCH Uil BUKOHAHHS
OUTBIII BaXJIMBHUX 1HTEJIEKTYaIbHHUX 3aBlaHb. B MallOyTHROMY IJIAHYETHCS TIO-
JaJbIINHA PO3BUTOK TEXHOJIOTIH IHTEpHETY pedeil, OLnbIl rimboka iHTerparis B
yci cdepr AisIIBHOCTI JIFOJMHM Ta BUKOHAHHS 1HTEJIEKTYaJbHUMH MPUCTPOSIMA
Bce OLIBII CKIIAHNUX Ta BAKIMBHUX (PYHKITi.

Jnst 6e31poToBOi mepenadi JaHUX OCOOJMBO BAXIIMBY pOJb B 1MOOYIOBI
[HTepHeTy peyeil BifirparoTh Taki XapaKTePUCTHKH, SIK €pEeKTUBHICTb, BiMOBO-
CTIHKICTb, aJJalITHBHICTh, MOXKJIMBICTH caMoopranizarii. OCHOBHE 3aIliKaBJICHHS
B 1iboMy ceHci npenacrasise cranaapt [EEE 802.15.4, mo ynpasmnsie qoctynoM
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JUIL opraHizamii eHeproe()eKTHBHIX IEPCOHAIBHUX MEpeX, 1 € OCHOBOIO IS
TaKuX MPOTOKOIIIB, sk ZigBee, WiFi, Bluetooth, 6LoWPAN.

[IpoTe, HE3BaXKatOUM Ha BCi MepeBard, AKi iHTEPHET pedeld MPHUHOCHTH Y
oOYT JIFOTUHM, BiH TaKOX Hece y co0i cepiiosHi 3arpo3u. Yepes BEINKY pO3Io-
BCIO/DKEHICTh IHTEPHETY pedeil Ta BaXXIMBICTh (YHKIIH, SIKi BUKOHYIOTh TIPH-
ctpoi IoT, cepa inTepHeTy peueit mpuBadtoe Bce OiNbIe yBard 3JI0BMHCHH-
KiB. BTpy4anHs y poOOTYy iHTENEKTyadbHHX HPUCTPOIB MOXKE NPHU3BECTH [0
(hinaHCOBUX 30WTKIB, SKi HapaxoBYIOTh MinbsApau nomapiB CIIIA, abo HaBiTh
HECTH 0e3M0CepeIHIO 3arpo3y IS KUTTS JIIOCH.

BcraHoBIeHO, 110 32 IOOMOT'0I0 IPUCTPOIB IHTEPHETY peueil Bxke BiOyI0-
cs1 Garato iHIMICHTIB iHQOpMaLiifHOT Oe3IeKH 3 OTPHUMaHHIM HECaHKI[IOHOBaHO-
ro JIOCTYIly 3JIOBMHUCHHUKIB JI0 MEPCOHAIBHUX JaHHUX. Uepe3 BHCOKUI CTYIMiHb
iHTerpailii B XUTTS Ta MOOYT JIFOJCH, Il MPUCTPOi MAOTh JOCTYI J0 BEIUKOTO
o0csry mepcoHanbHOI iH(opMarii. A depe3 HU3BKUIA PIBEHb 3aXHIICHOCTI TIPH-
ctpoiB [oT, 11 iHpOpMAITist MOKE TIOTPAITUTH J0 3TOBMUCHHKIB YH KOMITIAHIH, SIKi
MOXYTh BUKOPHCTOBYBATH ITI0 1H(OPMAIIIIO TS BIIACHUX TTOTPEO.

Cremnianictu OWASP BmsHaummm 10 ocHOBHUX mpobieM iH(opMariiitHoi
Oesneku, noB’s3aHux 3 JoT, o0 SKMX BIJHOCHUTBCS: HE3axXWIIEHWH BeO-
iHTepdeiic, HemoCTaTHIM MexaHi3M aBTEHTH(]iKarii/aBropu3arii, He3aXHIIeHI
cepBiCH Mepexi, BICYTHICTh MK(PYBaHHS NpHU Iepenadi JaHuX, MOPYIICHHS
KOH(DIACHIIHHOCTI, HE3aXMIIEHHIH XMapHHUH 1HTepQenc, He3axUILeHUH MOOLIb-
Hui iHTepdeiic, HemocTaTHs KOHIryparis Oe3neku, HEHaJildHEe NporpamHe
3abe3mneueHHs], ciadka (izuuna O6e3mexa. KoxkHa 3 1ux mpo0eM MiCTUTh J0/1a-
TKOBI BPa3JIMBOCTI, SIKI 3PEIITOI0 MOXYTh MPU3BECTH 10 Mojudikawii abo BH-
TOKY maHux [1].

Jis 3abe3neueHHs 3aralbHOTO PiBHA iHPOPMAIIHHOI Oe3MeKH MPH BUKO-
puctanHi 00’ekTiB [HTEpHETY peueii Oyap-sIKOro MpU3HAYCHHS MOXKHA BHIIUTH-
TH YOTHPH OCHOBHI CKJIaJI0Bi:

— Oe3meka 3B’s3Ky (3a JOMOMOTOI0 TEXHOJIOTIH MU(pyBaHHS 1 MEpeBipKU
CIPaBXKHOCTI);

— 3aXHCT TPHUCTPOIB (3a0e3MeYeHHs IIITIICHOCTI MPOrpaMHOrO KOXy, Ha-
MPUKJIIA IMIJIIXOM KPUNTOrpadivgHOTo i JIICaHH);

— KOHTPOJb NPUCTPOiB (HEOOXiIHICTH BCTAHOBJIEHHS IMaTdiB Ta mependa-
4yeHHs ‘“‘Oe3reKku 3cepenuHu” — BOyZOBaHOI (YHKIII OHOBJIEHb “NO MOBITpIO”
(“over-the-air”) va mpuctposx);

— KOHTPOJb B3a€MOil B Mepexi (mepioguyHi MOHITOPHHT, CKaHYBaHHS Ta
aHAJIITHKA MEpeXi Ha IpeaAMeT aHOMaJIill Ta 3arpo3).

VYuikaneaum ais [oT € Te, mo npuctpoi (Hampukian, BOYJOBaHI JaTIHKH)
MOBUHHI po3mi3HaTH iHmI npuctpoi. Came 1ie 3MEHIye HMOBIpHICTh NPOHUK-
HEHHS 4y>KOpiJTHOTO Tina B cucremi. [lnis 3abe3neuenns iHpopmaiiiHoi Oe3nexu
Ha MOYTAKOBHX €Tanax “CIIIKYBaHHS 3 4y>KOPiIHHM MPUCTPOEM MO>KHA BBEC-
TH TaKe NOHATTS sK iHAeKc NoBipH (trust index) mis npuctpois [oT [2].
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[HIeKc ToBipM MPSMO TPOTIOPIIIHHNI TOCTOBIPHOCTI JKEpena 3 TOUYKU 30py
CX0)KOCTi. UUM BHIIHIA MOKa3HUK JOBIpH, TUM OLIBIINE IAHCIB U CHCTEMH, IO
JlaHi HaJliayTh BiJ aBTopr3oBaHoro npuctporo loT abo mkepena. Ha mamoHky
MpenCTaBICHHI aTOPUTM MEPEBIPKH ISl i AKITFOYCHHS B cucTeMy (puc. 1).

Dediniuja OHoB/EHHA
no4aTKoBOi 6a3080i 1iHil
6a3080i /i Hii I ' XapaKTepucmk
iHAEeKCy [OBip1 piBHA MoAeni
DediHiuja 6a3osoi
NiHii XapaKTepucTuk
piBHA Mmogeni

| BeeAieHHA HaCTyNHWX
XapaKTepUCTUK PiBHA

BiacTexeHHA
NOTOYHUX
XapaKTepucTK
piBHA Mo Jeni

Hu3bknit

. p OUHI0BaH HA MOTOYHMX
- {.’

i msu XapaKTepUCTUK piBHA 3

[08ip1

nonepesHiMM1 AaHN M1

Bucokuit
fﬂ,o Mepeki=] iHaekc
BoBipM | Tak

Binblue noporosoro
3HA4EHHA

Pucyrnox 1 — Aneopumm nepesipxu 6esnexu

SKmmo iHmeKc NOBipH HMKYE TIOPOTOBOTO, TO BIATIOBITHO MIPHUCTPIA HE 3MO-
&Ke 3Haxo[uTHCs B Mepexki. Crctema nepecnpsiMoBye Tpadik 3 MPUCTPOIO Ha cep-
BiC, KU aHAJII3Y€ BiMOBIIb 1| HAMATAETHCS 310paTH OLIbIIIE JaHHUX PO HATA,

i mani HATXOIATH O MiJCHCTEeMH OS3MEKH, i BiH OHOBJIIOE MTApaMEeTPH Xa-
PaKTEpUCTHUK PiBHA ISl BUBYEHHS Ta aHANI3y aTaky a0o 3ynuHse 11 Ha Tepuomy
K erami. BiAmoBigHO, /Ui 3JIOBMHCHHKIB Oyze He Jierko KomiroBaTH fai. Lle
BiIOyBa€ThCS 3 Ti€l MPUYHMHY, IO CKIATHICTH PiBHA 30UTBIIYETHCS, 1 CTAE BaXKIe
BJI3TH B cHcTeMy ab0 CTBOPUTH XHMOHI XapakTepucTHku. Hampukiazn, xapakre-
pucTHKH (i3UYHOrO PiBHS, TaKi K HanpaBieHHs Ha aboneHTa(angle of arrival) B
6e31poToBOMY 3B’s3Ky. [IpuiiMau OTpHMae IaHi, MPOrPaMHO BU3HAYUTH iX He-
MOXJINBO. Bynb-gKnii 37T0BMUCHUK HE 3MOJKE TPUIYMATH TaKi XapaKTepPHCTHKH,
JIOKH BiH HE BUKOPHCTOBYBAaTUME TaKe K 00JIaIHAHHS YM MiCIIE3HAX OJKEHHSI.

Taxuii anropuTM MOXKHa 3aCTOCYBATH JJIsl 3MEHIIEHHS WMOBIPHOCTI CITy-
¢inra. CructeMa 3MOKe MPOAHATI3yBaTH MEPEXy Ha HASBHICTD “UyXUX’ TpH-
CTpOiB Ta BOEperTH ii BiJ 37I0My, HE JIO3BOJHUTH 3IIOBMHCHUKY NPOHWKHYTH B
Mepexi Ta 3abe3neunTs iHpopmaniitHy 6e3neky iHdopmariitaoi cuctemu loT.

Ingpopmauiiini 0xncepena
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JOCJIKEHHS METO/IIB 350PY IH®OPMAIIII
3A JIOIOMOTI' OO KIBEPPO3BIJIKH TA COLIIAJILHOI IHXKEHEPII
3 METOIO MOJIEJTIOBAHHS JI1i1 3JIOBMUCHUKA

Inna Haciunuxk, Opecm Ilonomaii, Tapac bpuu

JIvsiscokuii Oeprrcagnuil ynieepcumem 6e3neKu HeummeoianbHocmi,
M. Jlveis, Ykpaina

Anomauia. Onucano memoou 300py iHghopmayii 3a OONOMO2010 Kibeppo3gioKu ma
CoYianvHoi iHJHCeHepii.
Knrwuoei cnosa: coyianvha indicenepis, kibepposgioka.

Abstract. Methods of gathering information using cyber intelligence and social
engineering are described.
Keywords: social engineering, cyber intelligence.

Maibke momHs KoMmaHii y ramysi xidepoesmeku Tta 3MI mOBiZOMIISIFOTH
HOBHHH TIPO YCIIIIIHI KibepaTakd, CKIaIHICTh Ta MACINTA0H SIKUX 3POCTAIOTh.
Takox BapTO 3a3HAYUTH L0 OCHOBHUM KOMITOHEHTOM JUTs OyAb-AKO{ yCTiIIHOT
aTaKu € po3BilKa.

3araiom, po3BiJlka CIIUPAETHCS Ha KOMIUICKCHHUI Ha0ip METOIIB 1 IPOIIeCiB
1 He TOBHHHA BBa)KATHCS OOMEKCHOIO iHPOPMAIIi€T0, [0 XapaKTEePH3YeE IiTb Ha
TEXHOJIOTIYHOMY piBHI, HaIIPUKIJIaJ, BAKOPUCTOBYBaHE anapaTHe 3a0e3redeHHs
ab0 BepcCisi KOMIIOHEHTIB MPOrPaMHOI0 3a0e3MeYeHHsS. 3JIOBMHCHHUKH TaKOXK
MparHyTh 310paTH AeTai, OB’ s13aHi 3 (PI3MYHHUM MICIIE3HAXOKSHHSIM JKEPTBH,
HOMepamu Tene(OHIB, IMEHaMH JIFOJeH, SIKI MpamioloTh Yy IJILOBUX
opraHizauisix, Ta IXHIMH €JEKTpOHHUMH aapecamu. HacmpaBai Oynb-sika
YacTMHA 3HaHb MOXe OYTH BHKOPHCTaHa JUIS PO3POOKH IPOTPaMHOTO
eKCIIONTY 200 BHSBIICHHS CIIA0KMX MiCIb Y 3aXHCHHUX CHCTEMaXx.

Ha xanp, po3BuToK IHTEpHETY, PO3NOBCIOJUKEHHS OHJIANH-COIiaIbHAX
MEpeX, a TaKOX PO3BUTOK CEpBICIB JUIS CKaHyBaHHS IHTEJIEKTyaJlbHUX
NpUCTpOiB 1 By3:diB [HTEepHETY pedeil mpu3BOAATH A0 BHOYXY JKepen, sKi
MOXYTh 3pPOOWTH €Tall PO3BIOKH IIBUAIINM, JErmuM 1 epektuBHIimmM. e
TAKOXX MOXK€ 3aI00IrTH KOHTAKTy 3 )KePTBOIO a00 OOMEXUTH HOTO TPHUBAIICTB,
II0 YCKJIaTHUTH PAaHHE BHABICHHA Ta OJOKYyBaHHSA CIpoO po3Biaku. Taxmm
YUHOM, JOCTI/DKEHHS €BOJIIOIII METOJiB, IO BHUKOPHCTOBYIOTHCS IS
KiOeppo3BiIKKM, € HAA3BUYAWHO BAXKIMBUM JJISI PO3TOPTaHHSI YU PO3POOKH
e(eKTHBHHX 3aX0JIiB IPOTHIII.

[IIo6 mpoumocTpyBaTH HaWBaXIMBIIII METOOM  KiOeppo3Biikm Ta
300pa3uTH X EBOJIOWII0, MH MOXEMO IX YMOBHO NpOKIacuQpiKyBaTH,
po30uBIIM HA 4 KOMIOHEHTH:
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— comiaybHa iHKeHepis: rpymye Meronu 30opy iHpopmarmii, mo0 BBeCTH
JIIOIMHY B OMaHy a00 MepeKOoHaTH 11 MOBOANTHCS Oa’kaHUM YHHOM.

— IHTEpHET-PO3Bi/IKa: TPYIYE METOJH, 1[0 BUKOPHCTOBYIOTH 1H(pOpMAILito,
sKa € 3araJbHOJOCTYIHOIO B IHTepHeTi, BKiIIOYaoun 0a3u JaHUX, AOCTYITHI
yepes IHrepHer.

— 30ip iH(poOpMaIiil 3 OTOYEHHS: TPYIyE METOIU ISl 3100yTTs iH(popMmarii
Ta IHTEPECIB 3 KPYTy CHIJIKYBaHHS JKEPTBH Ta JOTHUYHUX JI0 Hel aKTHBHOCTEH.

— IHII KaHaJIWM: TPYIy€ METOMH, M0 0a3yloThCI Ha OTPUMAaHHI
HEHaBMHCHO 37HTOI iH(opMaIlii kepTBH Tpo camy cebe.

KoxxeH kiac BiOmoBiZae 3agaHOMY “‘CTYIEHIO B3aeMOJil” 3 JKEpTBOIO, i3
BHU3HAHHAM TOTO, HACKUTBKY TICHIM Ma€ OyTH 3B’SI30K i3 JpKeperoM iHdopmartii
U 1ineit posBimku. Hampukian, mo0 4uTaTé eKpaH KOMII'IOTepa, MOTpiOHO
OyTH TOPYY 13 )KEPTBOIO, OT)KE MOTCHIIIHHO MaTH (Di3UUHY B3a€EMOJIII0, TOMI K
CKaHyBaHHS ii KpyKy B3aeMoJil Moxe 3ailicHIoBaTHCS Bignaneno. Kpim Toro,
JesKi TMOoOIYHI KaHaJlM BHKOPUCTOBYIOTH BHUMIPIOBaHHS, LI0 Tependayae
¢i3uuHy ONM3BKICT A0 1T (HANpHKIAn, AJs BUMIPIOBaHHS 1HTEHCHBHOCTI
eJIESKTPOMArHiTHOro 1mojst abo TeMmIepaTrypu JDKepena Tema), TOAl SK
OTPHMaHHS JaHUX i3 COLIaJIBbHOI MEpeXi He BHMarae B3aeMOJii 3 aKTHBOM,
SKUM Kepye abo BOJIOJIi€ cama jXepTBa.

[omo MeTomiB mpoTHIil KiOEppo3BiAmi, TO Ie, MEpm 3a BCE, METON
CIPSMOBAHWN Ha HAaBYAHHS Ta IIiJBUIIECHHS O0i3HAHOCTI KOPUCTYBAdiB IIOIO
3HIKCHHS ©(eKTUBHOCTI COIiaNbHOI iHKeHepil abo 3amoOiraHHsS BUTOKY
koHpimeHmiitHOT iHpopMarii. i1 1BOro HEOOXiAHO MPOBOAWUTH IOCTIHHI
KaMITaHil ayJUTy Ta MOHITOPHHTY 3aralbHOMOCTYIHOI iHpopMamii B [HTEepHETI.
3MmiHa mapagurMu BiAOyjacs, KOJU pO3poOKa KOHTP3axXO[iB Mepeuuia 3
PO3TJSILY TMEPEeBaKHO TEXHOJIOTII, a He JIIOAUHM. llepina XBUJISL CTOCYETHCS
PEaKTUBHMX 3axXOJiB MPOTUAII Ta Mae Ha MeTi NpsMe pearyBaHHS Ha NEBHY
TEXHIKY PO3BiJIKM, HAIpUKIaJ, CKaHyBaHHS abo0 mpociyxoByBaHHs. OCTaHHS
TEHJICHIIIS CTOCYETHCS MPOAKTMBHUX 3aXOIB MPOTHIi: y IIbOMY BHIIQIKYy
3JI0BMHCHHKY TOCTIHHO 3aBa)KalOTh a00 MEPEeIIKOKAIOTh, HAIIPUKIA, IIISIXOM
HaBMHCHOTO TIOIIMPEHHS JaHUX, [0 BBOASATH B OMaHY.

Orxe, 9k MM 0aunMo, B Halll 4ac IMPOTPecylOTh OE3KOHTaKTHI METOAN
KiOeppo3Binku, 1 1 TOro 1mo0 MiHIMI3yBaTW pPH3MKH IOTpPAIUISTHHS
nepcoHaibHO! iH(opMalii A0 PyK 3JI0BMHCHHMKIB MM ITOBHHHI JIyXe€ YiTKO
PO3YMITH Ili pU3UKH Ta CIIIKYBATH 32 CBOEIO KiOEPTiri€HO0.

Ingpopmauiiini 0xncepena
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AHAJII3 MOTHUBAIII IOPYIITHUKIB BE3NNEKHA TH®OPMAIIIT
B EJIEKTPOHHOMY KYPCI HABYAJIBHOI'O CEPEJOBHUIIA

Opecm Ilonomait, Onvea Menvuwukosa

JIveiscoKuii Oepircagnuil ynieepcumem 0e3neKu HCummeoianvnocmi,
M. Jlveis, Yrpaina

Anomauia. Onucano OCHOBHI Munu NOPYUHUKIE iH@OpMmayiliHoi be3nexku enexkm-
POHHO20 KYPCY HABUANIbHO20 Cepedosuuyd 3aKnady euwjoi oceimu, 3 mouku 30py ix mo-
mueayii.

Knrwwuoei cnosa: besnexa enekmporHo20 Kypcy, OUCMAaHYiliHe HA8UAHHS.

Abstract. The main types of information security violators of the electronic course
of the educational environment of the higher education institution are described, from
the point of view of their motivation.

Keywords: electronic course security, distance learning.

[Mopyurauk — e ocoba, siKka MOMUIIKOBO, BHACHIZOK HEOOI3HAHOCTI, Iijiec-
MPSIMOBAHO, 32 3]IUM YMHUCJIOM 200 0€3 HhOTO, BUKOPUCTOBYIOUH Pi3HI MOXKIIH-
BOCTi, METO/IM Ta 3acO0M 3AilicCHIIA cipoOy BUKOHATH OTepallii, sKi pU3BeIU
ab0 MOXyYTh NPU3BECTH JI0 MOPYIIEHHS BIACTHBOCTEH iH(pOpMaIii, 1o BU3HAa-
YeHi IOJIITHKOI0 Oe3MeKH.

MeToro mopyImHuKa MOXe OyTH:

— OTpuUMaHHs HeoOXiHOI iHdopMalii y moTpioHOMY 00cs3i;

— MaTH MO>JIMBICTh BHOCHTH 3MiHM B iH(pOpMamuilHi MOTOKHK y BiANOBiJ-
HOCTI 31 CBOIMH HaMipaMmu;

— HaHECeHHs 30MTKIB IUIAXOM 3HHIICHHS MaTepiaJbHHUX Ta iH(opMarliii-
HHX LIHHOCTEH.
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[opyurHUKY MOIIAIOTECS HA IBI OCHOBHI TPYIH: 30BHIIIHI Ta BHYTPIiIIHI

(TaGmus 1).

Tabnuys 1
Moodens nopywinuka 3a MOMueoOM HOPYUIHUKA
Mopens BHYTPIIIHBOTO TIOPYIITHHKA
. . Mortus PiBens 30uT-
Kareropist mopymHukis .
MOPYITHUKA KiB
TexHiyHMIA TepcoHaN TXHITHHIH a/iv1- M1, M2, M4 1+2+4=7
HiCTpaTop
OCHOBHIH M1, M2, M4 142+4=7
. aaMiHicTparop
Tlepconan, sikuii 06¢cIyro- —
BY€ TEXHIYHI 3aCO0H AAMIHICTPATOP
Y HaBYaJILHOTO M3,M4 3+4=7
BIAITY
3aBimyBad M1, M3 1+3=4
Kopucrysaui AC Kaheapn
JIeKaH M1, M3 1+3=4
KepiBHuKH pi3HUX PiBHIB aZMiHiCTpaTop M2. M3. M4 2+3+4=9
0CaI0BOI iepapxii BeO-cepBepy T
CriBpoOITHHKH MiAPO3IiTiB
PO3pOOKH Ta CYIpPOBO- MpaiiBHAKA M1, M3. M4 143+4=8
JUKEHHSI IPOTPaMHOro 3a- Biminy T3I T
Oe3nedyeHHs
Moyienb 30BHIIIHBOTO HOPYIITHHKA
BinsigyBaui (3ampoiieHi 3 AeSKOTro IpUBOIY) M2, M3 2+3=5
CriBpoOiTHHKH 3aKOpAOHHUX CIIECTYX0 abo M2. M3 2+3=5
ocoOu, K1 JII0Th 3a IX 3aBJaHHIM i
Xaxkepu M2, M3 2+3=5

Cepen BHYTPINIHIX MOPYITHUKIB MO’KHA BHUIHTH TaKi: KOPUCTYBadi CHC-
TEMH; MEPCOHAJ, M0 OOCIyroBy€ TEXHIYHI 3acO0OHM; CHMIBPOOITHUKH BiIIiJIiB
pO3pOOKH Ta CYNPOBOKEHHS MPOTPAMHOTO 3a0€3MEUCHHS; CIIBPOOITHUKU

ciry>x0n Oe3neKH; KepiBHUKH Pi3HUX PIBHIB Ta M0CaI0BOI i€papxii.

Cepen 30BHIIIHIX MOPYIIHUKIB MOJKHA BUAUIUTH TaKi: KII€HTH (IIPEICTaB-
HUKHW OpraHi3aiiif, TpOMaasHN); BiABiTyBadi (3alpoleHi 3 SKOTo-HeOydb MpH-
BOJly); XaKepH; 0coOH, SKi BHIIAJIKOBO a0 HABMHUCHO MOPYLIMIM HPOITyCKHHUH
pexxuM (0e3 MeTH nmopymmTH Oe3rnexy); OyIb-sKi 0coOn 3a MeXaMHi KOHTPOJIbO-

BaHOI 30HU.

MosxHa BUAUIUTH TaKOX TP OCHOBHMX MOTHBH MOpymieHb (M — MOTHB

MOPYIIHHKA):
— Ge3BimnoBiganpHICTh (piBeHB 3arpo3 — 1);
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— caMOCTBepLKeHHS (piBeHB 3arpo3 — 2);

— KOpHUCJIHBHIA iHTEepec (piBeHb 3arpo3 — 3);

— mpodeciiiauii 0608’30k (piBeHB 3arpo3 — 4).

[Ipu mopymeHHsX, BUKIANKAHAX O0€3BiAMOBINANBHICTIO, KOPUCTYBAY Mijec-
npsiMOBaHO ab0 BHMIAJAKOBO BUpoOIIsie pyiiHyroul [ii, sIKi He OB’ A3aHi mpoTe 3i
37MM yYMHUCJIOM. Y OUIBIIOCTI BHIIQJIKIB 1€ HACNiZOK HEKOMIIETEHTHOCTI abo
HenOanmocTi. Jleski KOpUCTyBadi BBAKAIOTh OJCPKaHHS JOCTYILY O CHCTEMHHX
Ha0OpIB JaHUX 3HAYHHUM YCIIXOM, 3aTiBalOUM CBOTO POAY TPy 3apaju caMocCT-
BEpIPKEHHS a00 Y BIIACHUX 04aX, abo B 04ax KOJIer.

[opymenns 6e3nexu iHpopmarii exexrporHoro kKypey (EK) HaBganbHOTO
CEepelIoBHIIA MOXKE OYTH BHKIMKAaHO KOPUCIHMBUM IHTEPECOM KOPHCTYBadiB
JTAHOTO HABYAJBHOI'O CEPEeOBHUINA. Y IOMY BHIAAKY BiH Oyae IiiecpsiMoBa-
HO HaMaraTHcsi MOJOJIATH CUCTEMY 3aXHCTY JJISl HECAHKLIOHOBAHOTO JOCTYITY
no inpopmanii B EK.
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BAKJ/IUBICTBb ITIPOBEJEHHS IT-AYIUTIB
B YMOBAX CbOI'OJIEHHS

Ieop Hoposcniin, Bikmop Omenxo, Hamanin Jlysceyvka
Hauyionanvuuii ynieepcumem “JIvgiecoka nonimexuixa”, m. JIveis, Yxpaina

Anomauia. Onucano eadxciugicms npogeoenus IT-ayoumis. 3asnaueno ocHogHy nepe-
sazy IT-ayoumy. Hagedero ocroeHi npuuunu Heooxionocmi npogecitinozo ayoumy IT.

Knwuoei cnosa: I[T-ayoum, ayoum ingopmayiinux mexnonocii, nepesazu IT-
ayoumy.

Abstract. The importance of conducting IT-audits is described. The main
advantage of IT-audit is indicated. The main reasons for the need for a professional IT-
audit are listed.

Keywords: IT-audit, information technology audit, advantages of IT-audit.

Jns cniBicHyBaHHsI Oyab-sKoi oprasizamii i I KOHKYpYBaHHS 3 IHIIUMH
mianpueMcTBaMu, HEOOXimHO iHBecTyBaTH B “iHopmariiiiai TexHomorii” [1],
SIKi 320€3MeUyI0Th JOCTYITHICTb, IUTICHICTD 1 KOH(DiAeHIIHHICT qaHuX [2].

Barato opranizamiii BUTpadaroTh 3HAYHI CyMH Ha iHPOpMaLiliHI TEXHOIO-
ril, irHOpyrOuM pu3uKH KibepOesmeku. (s 3HMKEHHS [IUX PU3UKIB KYIIBII OJI-
HOTO pillleHHs] HelocTaTHRO. HeoOXiHO BUOYAOBYBATH CTpaTeETiio Kibep3axuc-
Ty 3a JOIIOMOT'OI0 CTBOPEHHSI KOMITIEKCY BHYTpilmHiX IT-koHTpoutiB, sIKi Bpaxo-
BYIOTb HE TIJIbKHM TEXHIYHI aclleKTH, ajie i opraHi3aliiHi Ta aJMiHICTpaTHUBHI.

Orysin iHdopMmauiiiHOi 6e3rnekn BKpall BaXIMBUE Ui OyAb-IKOTO Oi3He-
Cy, OCKIJIbKH BiH J1a€ 3MOTY IepeKOHATHCs B ToMy, 110 IT-cuctemu i npouecu
NPAIIOIOTh MapajelbHo i3 CHCTeMaMH Ta mpoliecamu iHGopManiiHOi Oe3neKH,
3 OIJIsSIy Ha Kpalli CBITOBI NPAaKTUKU Ta CTAHIAPTH JUIA MiHiMi3alii pu3uKiB
6i3uecy [3, 5].

31 3pocTaHHAM BHYTPIIIHIX 1 30BHIIIHIX 3arpo3, IT-cucrema 0i3HeCy Moxe
IiiaBaTHCs MOTEHIIHHNM pru3nkaM. Lle ogHa 3 OCHOBHUX NPHYMH 3711 HICHEHHS
igBecTHLii B nociyru IT-ayaunty.

IT-aynur oxomiroe mmpokuit crektp IT-mporeciB Ta iHdpacTpykTypy
3B’SI3Ky, BKJIIOYHO 3 BeO-cepBicamMM, MPOTPaMHUMHM JOAATKaMH, CHCTEMaMH
Oe3IeKy, omnepalifHIMH CHCTEMaMH, KJII€HT-CEpPBEPHUMH MeEpeKaMH TOIIO.
AynuT, 3a3BUuail, mpu3HadeHnit A BusBieHHS B IT-cucremi opranizarii mo-
MUIIOK, SIKi pOOIATS 11 ypa3IHBOIO IS aTaKH.

Onniero 3 ocHOBHHX mepeBar aynuty IT € Te, mo BiH MOX€ JTOIOMOITH
BIIOPATHCS 3 PU3UKAMH, TTOB’SI3aHUMU 3 JOCTYIHICTIO, HITICHICTIO 1 KOH(IACH-
LiHICTIO TIPOLECiB Ta iHPPACTPYKTypH iHPOPMAIIHHUX TEXHOJIOTIH, a TaK0XK
MOJKe MIIBUIIMTH HAMIWHICTb, TI€BICTh Ta eeKTHBHICTH IT-crcTeM, OXOILTIO0-
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YU MUPOKUH CIIEKTP 3arpo3 IIJSIXOM PETYISPHOTO BHUSABJICHHS | OLIHKA PU3HKIB
B opranizamii [1].

BrpoBamkenns B oprauizaiii npogeciitnoro ayauty IT mo3sossie [4]:

1) YZOCKOHAIIUTH CTpaTeriuHe IIaHyBaHHsL.

Kosxxen 0i3Hec Mae 9iTko cOpMOBaHi cTpaTeridHi niti Ta OadeHHs moxa-
JBIIOTO po3BHUTKY. st Toro, 1mo0 po3podutH HaiieeKTHBHIIY MmIaThopmy
JUTS YCIIITHOTO JNOCSATHEHHS LiJeH, BaXKIMBO BH3HAYUTH CIAOKi MicIsi Ta MakK-
CHUMaJIbHO Tiepen0adnTH NOTeHIiHHI pobiaeMu Bifg camoro novyatky. CHIbHI Ta
cyabKi CTOpOHH, BHsIBJIEH] B mponeci ayauTy 1T, 10o3BossIIOTh Kpalle cIuiaHyBa-
TH MallOYTHIO TEXHIYHY CKJIAZOBY.

2) BUABUTH cllabKi Miclisl y Kibep3axucTi.

OriHka pU3MKIB KiOepOe3meku € OJHi€l0 3 KIY0BUX CkiagoBux IT-
ayauty. Bona no3Boisie BusiBuTH Bpasiusi micus B IT-iHdpacTpykTypi, BHYT-
pIIIHI Ta 30BHIMIHI 3arpO3H, SIKi MOKYTh HETaTUBHO BIUIMBATH HA TPOIYKTHB-
HICTB Ta 3alpONOHYBATH UIXU YCYHEHHS LUX MPOOJIEM.

3) BUsBHATH HEOOXITHICTP MiJBUIICHHS KBaMi(iKaIlil CriBPOOITHHUKIB.

Jo mpornecy IT-aynuty BakKIIMBO 3alydaTd CIIBPOOITHHKIB OpraHi3arfii.
Ie rapHwmii cnocid ueproBuii pa3 HaragaTv BCIM NpaI[iBHUKAM PO BaXKIUBICTh
KibepOe3nekn Ta e()eKTUBHOIO BUKOPUCTAHHS pOOOYMX iHCTpyMeHTIB. Takox
iH(popMarig, OTpEMaHa y TpOIIeCi CHUIKYBaHHA, MOXe OyTH BUKOPHUCTaHA I
BUSIBJICHHSI KiOep3arpos, 3 SIKUMH CTHKAa€Thcs KOMaHAa opradizamii. Hampu-
KJ1a1, €JIEKTPOHHI JIUCTH 3 (PILLIMHTOM.

4) onTUMAaNbHO 3MIHCHUTH MEPEPO3MOILT TEXHIYHIX PECYPCIB.

B 3amesxHOCTI Bif poO0OYMX 33434, pi3HI MiAPO3AITIH KOMIAHIT MarOTh Pi3Hi
MOTPeOU y TEXHOJIOTISAX, a TOMY 3aBXK/IU ICHYE PU3UK HEe()EKTHBHOI'O PO3IOIi-
Ty TeXHIYHUX pecypciB. Hanpuknan, neskuM criBpoOITHHKaM NOTPiOHO Oibie
MEpPEKEBHUX PECYpPCiB, HIK IHIIUM. AYIUT YCi€i CHCTEMH OTIOMOXE MOOadYUTH
LUTICHY KapTHUHY Ta ONTHMI3yBaTH BUKOPHUCTAHHs HAsIBHUX TEXHIYHHX MOXIIHU-
BOCTEH.

5) mnepenbayuTH MOXKIIMBI MOTEHIINHHI MTPOOIEMH.

IT-ayautr nmomomMarae BU3HAYWTH, YW BiAMOBIIAIOTh TEXHIYHI pecypcH
Hecy, 11 IT-cknagoBa Mae OyTH roToBa /10 301IbLIEHHS HaBaHTaXeHHs. Baxin-
BO YITKO PO3YMITH, SIKi IHCTPyMEHTH Ta Iporpamu OyayTh MOTPiOHI y MalOyT-
HBOMY JUIA 3a0e3neueHHs OesmnepebifHoro (GyHKIioHyBaHHS. BusBneHHs dak-
TOPIB, SIKI MOKYTh HETaTHBHO BIUIMHYTH HA NPOAYKTHUBHICTH 1 po3poOka cTpa-
Teril yHUKHEHHS PU3HKIB, IOTTIOMOKe Oi3HECY CTPIMKO pO3BHBATHCS Ta 3aJIMINA-
THUCS Ha KPOK MOTEPeay KOHKYPEHTIB.

[Micns npoenenns IT-aynury, IT-Binnin opranizanii orpuMye 4iTKe ysB-
JICHHSI TIPO Aii, SKi He0OXiJHO 3pOOUTH AJIsl YCYHEHHS, 3HIKEHHS a00 IPOCTOTrO
MPUAHATTS PU3HKIB K YaCTHHU ONEPAIifHOTO CepeOBUIIIA.
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IHO®OPMAIINHA BE3IEKA SIK CKJIAJIOBA
EKOHOMIYHOI BE3NEKU KPAIHU

Jroomuna Puoanvuenko

JIninponempoecovKuii 0eprrcagnuil ynieepcumem eHympiuiHix cnpae,
M. /[ninpo, Ykpaina

Anomauyin. \nfosec abo inghopmayiiina besnexa, sika cmoimv Ha 3axucmi yu@posux
O0aHUX, € CKIA0080I0 He 00HO20 MiOnpuemcmea, a yciei kpainu. Ingopmayiiina besnexka y
XXI cmonimmi cmana negio €mMHOI0 Yacmunoio 0 6YOb-5IK0O20 MANEHbKO2O HU BETUKO20
6i3Hecy, sKull KOJCeH OeHb Noe s3ye C8oio OistbHicmy 3 IT-mexnonozismu ma yugposum
ceimom. Komn tomepna 6esnexa 6 cehepi IT — ye He minbKu 3axucm nepCoHANbHUX OAHUX,
ane 1t ynpaenints pusUKamu Ha niONPUEMCmai, 3abesnedenHs ingopmayitinoi yinichocmi ma
2apanmii 0151 BIACHUX CNIBPOOIMHUKIB, Ye € Oe3NeKd YCb020 HACENeHHs 0epIHCaABlL.

Knrwwuosi crosa: ingpopmayiiina 6esnexa, 3axucm nepcoHAIbHUX OAHUX, THpopma-
YItiHI MexXHON02Il, eKOHOMIUHA be3neKa, Kibep3niouutu.

Abstract. Infosec, or information security, which stands for the protection of digital
data, is a component not of one enterprise, but of the entire country. Information security
in the 21st century has become an integral part for any small or large business that con-
nects its activities with IT technologies and the digital world every day. Computer secu-
rity in the field of IT is not only the protection of personal data, but also risk manage-
ment at the enterprise, ensuring information integrity and guarantees for its own em-
ployees, this is the safety of the entire population of the state.

Keywords: information security, personal data protection, information technolo-
gies, economic security, cybercrimes.
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3arampHa Merta Oyme-saKoi iHpopMmariiHoi Oe3mexu opranizamii — me Ha-
JIaHHS JUIS BIAaCHMX KOPUCTYBadiB 3aXHIIEHOTO IIPOCTOPY Ui poOOTH Ta 0e3-
TIeKa BIIACHUX pecypciB mignmpueMcTtBa B IT-cepenoBuii Bix BTOPTHEHHS Heca-
HKI[IOHOBaHHX Cy0 €KTiB. OCOOIMBO 1€ BXKIMBUM € TIiJT 4ac 3aXHCTy €KOHOMi-
YHUX IHTEPECIB MIANPUEMCTBA, OCKUIBKH, B TIEPIIY Yepry, HECAaHKI[IOHOBaHi il
0ci0 HampaBieHI Ha CIPUYMHEHHS €KOHOMIYHOI HIKOAM 32Ul HEMOXKIIMBOCTI
TIOJANIBIIIOTO BEICHHS ITiAIPHUEMHHUIIBKOI MisSUTBHOCTI IIISIXOM BHBEICHHS Kalli-
TaJIOBKJIAJICHb.

B ymoBax cTpiMKOro po3BUTKY HU(POBUX TEXHOJIOTIH, MiABUIIECHHS PiBHS
0013HAHOCTI HACeJICHHS B KOMIT IOTEPHIX TEXHOJOTisAX Ta Oe3mepebiitHoro goc-
Tymy 1o I[HTepHeTy NMUTaHHS E€KOHOMI4HOi OE3NeKH IMiJIpHEMCTBA B yMOBax
rinobanizanii crae nmejani akryajibHime. B cydacHux ymoBax iHdopmauiiina
Oesneka € CKIaJ0BOK E€KOHOMIYHOI O€3INeKH MiANPUEMCTBA Ha SIKil, B CBOIO
4yepry, 0a3yeThCs MiABUIICHHS YU CHaJl HalliOHAJIhHOI eKOHOMIKH [1].

Sk mpaBuUiIO, ycs isIbHICTD CBITOBOT CITUIBHOTH HAlpaBjeHa Ha BHUSBIICHHS
OCHOBHHX KiOep3arpo3, OLIHKU X MOXKJIMBOTO BILUIUBY Ta PO3POOJIEHHSI METO/IB 1
3ac00iB 3aXHCTy iH)OPMAIITHO-KOMYHIKAIIITHOT CHCTEMH ITiIPHEMCTBA.

Bce Oimpire BHIaHb Ta IEHTPIB TOCTIIKCHHS MPHUCBAIYIOTH CBOI Iparli
BUBUCHHIO PM3MKIB JUISl MiIIpUEMCTBA Ha riobanbHOMY piBHI. Ha mpukmani
JIOCTIKEHHST KOPIIOPaTUBHUX pu3uKiB “Bapomerp pusukiB Allianz” 3a3HaueHo,
II0 OJTHUM 3 TOJIOBHUX PU3HUKIB, SIKUH MPU3BOJIUTH 110 IEPENIKO] Y BUPOOHHMIIT-
Bl JIAHITIOTIB TIOCTABOK € Kibepamaxu, mexuiuni 3001 Ta 2eonoiimuyna necmaoi-
nvricms. CTypOOBaHICTh AisUIBHOCTI BelleHHs Oi3Hecy € noTpeldye eeKTHBHUX
pillIeHb IOJI0 CTBOPEHHS OE3MEKH Ta MPOTUIl OYIb-sIKUM HACHTiJKaM Yd TPO-
sBaM KibepHeOe3neku.

OnHak, Ha ’kaib, He BCI MIANPHEMI IIHCHO YCBIJIOMIIIOIOTH HEOE3IeKy,
Ky Moxe B cobi Hectn kiGeprmpocTtip. Cepen npudauH kibeparak Ha iHpopma-
[iifHI pecypcH MiIIPUEMCTB € HEAOCTATHI KaIliTaJOBKIAJCHHS HAa CTBOPCHHS
HaIIHHUX CHCTEM 3aXHUCTY Bill KiOEpP3JI0UHHCTRA.

3 KOXXHMM POKOM TNHTAHHA 3aXHCTy 1H(QOPMAIITHUX TEXHOJOTIH TITBKH
Habupae cBoei 3HauymocTi. J[o akTyaidpHUX MpoOieM, sIKi pO3IOBCIOPKEHHI
cepell ONMUTYBAHMX PECTIOHJCHTIB, MOYKHA BIJIHECTH 3aXHCT KOH(ITCHIIHHUX
JIaHUX BiJ I[IJIbOBHUX aTak, 3abe3mneueHHs Oe3nepebiiiHoi poOOTH KPUTHUYHO Ba-
JKITUBHX CUCTEM.

Otxe, BUXOJISUM 3 [ILOTO, MOXKHA 3PO3YMITH, 1110 IUTaHHS iH(opManiiHOi
0e3mexn Mae BUKIIIOUHE MPIOPUTETHE MICIe Y ASUTBHOCTI MEHEKEPiB BEIUKHUX
HalliOHAIFHUX 1 CBITOBMX KOMIIaHiH, KEPIBHHUKIB CEPEIHBOTO 1 Maoro OizHecy.
MoXJIHBICTh 30BHIIIHBOTO 1 BHYTPIIIHBOTO BTPYYaHHs B iH(GOpMAIiiiHy cHc-
TEeMy HiJANPUEMCTBA MOXKE BIUIMHYTH HE TIJIbKH Ha LUKJI BUPOOHHIITBA Ta HOTO
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YCHIIITHICT, aie ¥ TMOCTaBUTH MiJ NMUTAHHS B3araii OisUTbHICTE. HeraTmBHUMH
HaCJIJIKaMH y AisUTBHOCTI MIATIPUEMCTBA MOXKe OyTH:

— 3001 y QyHKIIOHYBaHHI CHCTEM YTIPABIIiHHA TEXHOJOTIYHUMH Ta yIIpaB-
JHCHKIMH TPOIIeCaMH;

— PO3TOJIOLIEHHS BiZJIOMOCTEH, 10 CTAHOBJISITH KOMEPIIHHY Ta 1HIII BUAX
TAEMHHIIB;

— MOPYUICHHS IOCTOBIPHOCTI (hPiHAHCOBOI 3BITHOCTI;

— HECaHKIIIOHOBAHUH JOCTYI A0 0a3u AaHUX MiAIIPHEMCTB;

— BUKpUBJICHHS 1Ty01i4HOT iH(popMarii Tomo.

PesynpraTom Takoi 370YMHHOI TisUTBHOCTI MOXKE CTATH MaliHHI KOHKYpPEH-
TOCTIPOMO>KHOCTI TIATIPHEMCTBA, (PIHAHCOBI Ta BUPOOHWUI BTPATH, HAHECCHHS
LIKOAW MiATNPUEMCTBY, a H 3arpo3a »HUTTEAISIIBHOCTI yciel nepkaBu. 3arposa
nopyieHHs: (QyHKUioOHyBaHHs iH(OpMaNiiHOT CUCTEMHM BHKIMKAHOI TPOHHK-
HEHHSAM 4Yepe3 KiOepIpocTip MOXKe CHOTBOPUTH, 3HUIIUTH a00 CIIPOBOKYBATH
HECaHKI[IOHOBaHE BUKOPHCTaHHS 0a3W AaHUX. Y MEBHHUX CHTYallisX MOBHE ir-
HOPYBaHHS NMUTAHHs 3aXUCTy iH(GOpMAIil MOXKE NMPUBECTH 0 MOBHOI BTpaTH
Oi3Hecy.

TakuM 9YMHOM, Ba)KJIMBHMHU HampsIMaMH 3aXHCTy Ta 3MEHIICHHS 3JIOYMH-
HOTO BIUIMBY KiOepaTak Ha ITiJIPUEMCTBO Ta IEPKABY MOXKYTh OyTH TaKi:

— MiABHUINCHHA 1H()OpMAIiiTHOT Oe3MeKH MiAMPUEMCTB Yepe3 3a0e3MeUeHHS
BHCOKOTO PiBHS iHQOPMOBAHOCTI TIEPCOHAITY MIOAO POOOTH 3 JAaHUMHU, 3aXHCTy
JIAHUX BiJl MOXKJIMBHUX 3arpo3;

— CTBOPEHHS 3aXUCTY KOPHNOPATHBHUX JAaHUX Yepe3 3aCTOCYBaHHS METO/IIB
mmdpyBaHHS;

— 00MEKEHHS TOCTYIy Ta 3aXUCT KOHQIACHIINHUX MaHUX B HECAHKINO-
HOBaAHOTO JocTymy [2].

CTBOpEeHHST BUCOKOTO piBHSA iH(OpMAIifHOI OE3MEeKH € BaYIMBUM SK Ha
PiBHI HiAIPUEMCTB, YCTAaHOB UM OpTaHi3alii Tak i Ha nepkaBHOMY piBHi. [o-
TPUMaHHS OCHOBHHMX TaKWUX MPHHIHUIIB, SK I[UICHICTh MaHUX, KOH(DIIEHII-
HICTh Ta 3aXHCT BiJ] HECAHKI[IOHOBAHOTO JIOCTYITYy € 3HAYHO €(hEeKTUBHUMH JJIS
CTPUMYBaHHS Ta IPOTHUAIT 3arpo3am Kibeparak y KibepnpocTopi.
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YK 004.056.5
NIJBUIIEHHS BE3NEKU IHTEPHETY PEUEM B OPIAHI3AILIIL
Jrwoomup Pomanuyk, Onez I'apacumuyx
Hauionanvnuii ynieepcumem “JIvgiecoka nonimexuixa”, m. JIvsis, Yxpaina

Anomauia. Pozenanymo inmerncuere 6npogaodicents npucmpoie lnmeprnemy Peuetl
6 cyuacHux opeawnizayisax. IIpoananizoeani ocHO8HI ypasaueocmi maxkux npucmpois. 3a-
nponoHosati 6a306i Nioxoou, AKi 003601AMb NPAGUILHO 3axucmumu npucmpoi lnmep-
nemy Peyel.

Knrwuoei cnosa: inmepnem peuell, ypasnugicmo, be3nexa.

Abstract. Intensive introduction of devices of the Internet of Things is considered in
modern organizations. The basic to vulnerability of such devices are analysed. Offered
base approaches that will allow correctly to protect the devices of the Internet of Things.

Keywords: Internet of Things, vulnerability, security.

Ha noTtouHoMy erari po3BUTKY TEXHOJIOTiH MPAaKTHYHO HEMOXKJIUBO YSIBU-
Tn Hame xXutTs 0e3 [Hreprery Peueit (IoT), OCKiIbKM BiH CTaB HEBiI €MHOIO
YaCTHHOIO OyJb-IKOTO KOPIIOPAaTUBHOIO CepeloBHIIa. B opranizamisx Moxe
BUKOPUCTOBYBATHUCS OJIUH 200 HaBITh KiJIbKA THITIB TEXHOJIOT1H, sIKi 0a3yl0ThCS
Ha [HTepHeTi Peuei. BinpmiicTh i3 HAX MOTpaIUIsLe Mg OJHY 3 TPHOX OCHOBHHX
KaTeropiit:

1. TexHonorii po3yMHOro OyIUHKY: JTi()TH, TEPMOCTATH, CHCTEMH ONajeH-
Hs1, BEHTHJIAIIT Ta KOHIUIIFOBAHHS, @ TAKOK PO3YMHOTO OCBITJICHHS.

2. TexHosnorii po3ymHoro odicy: 34nTyBaui MapkepiB (3HauKiB), Kamepu
Ta MapUIPyTH3aTOPH.

3. InTenekryanbHi Oi3HeC-TEXHOJIOTII: 00NaAHAHHS JUIs MTPOBEJICHHS KOH-
¢epenuiit, Smart-TV, po3ymHi TOIMKH, BIpTyaJIbHI TOMIYHUKH.

Xoua ni npucTpoi, 6€3yMOBHO, KOPHUCHI, BOHH TAaKOX IJBHIIYIOTh ypa3-
JIMBICTH PETENHLHO IIPOyMaHOT Mepexi uepe3 iCHyroui (pakTopH pu3HKy.

Sk moxasaB iHnmaeHT i3 Verkada, IoT-npucTpoi MaroTh Kinbka BHYTpill-
HiX HemouikiB. OCh KiJlbka OCHOBHMX HMPHWYMH, 3 SIKMX J[aHa TEXHOJIOTIS CTaHO-
BUTH BEITUKHUI PU3UK O€3MeKu:

— BICYTHICTh CTaHAApPTH3aLii CTBOPIOE IUIYyTAHWHY Cepex MPUCTPOIB.
IIpuctposim InTepHery Peueit He BucTauae cTaHmapTH30BaHMX iHTEpdEHciB Ta
cucteM ymnpaiiHHA. OTXKe, IPaKTUIHO HEMOXIIUBO PO3POOHUTH €IMHY IMOJITH-
Ky Oe3IeKu, OHOBUTH MIporpaMHe 3abe3rneueHHs1 a00 HaBiTh BCTAHOBUTH HaMil-
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Hi nmapoJi 0e3 crenialbHOTO yXBaJICHHS PILlIeHHS 100 3a0e3nedyeHHs Oe3neKku
InTeprery Peueit.

—Ha BIAMIHY BIJ 3BHYHOTO IIPOTrPaMHOTO 3a0E3NeUeHHs, TaKoro sK
Windows a6o Android, IoT-npucrpoi He po3poOiieHi 3 ypaxyBaHHSIM BHUMOT
Oesrnexy. 3a3BUuail ix HEOOXiTHO clienianbHO 00CIYroByBaTH 1 KEpyBaTH HUMH.

—3acrapiia apXiTeKkTypa KOy, IO He MiATPUMYETHCS, MPOIINBKA, IPO-
rpamue 3abe3nedenns (I[13). Hanpukmaz, 1o mogoBUHM BCiX MiTKITIOYCHUX TPH-
CTpOiB, Takux sk amapatd Y3/ tTa MPT, npairiorots Ha 6a3i 3acTapinmx omepa-
niftax cuctem. OTXe, A HAX HENOCTYITHA MiATpUMKa Oe3rmeku abo iHMMX
BUIIPaBIICHb.

— KOKeH J0IaTKOBUI NPHUCTPid, 110 BHUKOPUCTOBYE MEpPEXKY, 30UIbIIye
MOXIJTMBICTh aTakH. Xoua L0 BPa3JIMBICTh JIETKO KOHTPOJIIOBATH MPH poOOTi 3
OUIBLIICTIO 3BUYHMX HaM NPHUCTPOIB (Tene(oHH, KOMII'IOTEpH), Yy BUMAIKY 3
npuctposimu [HTepHery Peueii curyariist He Taka Bxke 1 mpocra.

— MEJIMYHI IPUCTPOI, Y CBOIO Yepry, He MaroTh cepTH(ikallii 3 kidbepoesme-
KH, 0 ipOHIYHO, BPaxOBYIOUH, 0 Oe3Ieka MEANIHOTO OOJalHAHHS € OTHIEI0
3 Halicepilo3HIMKX 00IacTell perymoBaHHs Y BCbOMY CBITI.

— OUTBIIICTH OpraHi3amiii, K MPaBUIO0, BUKOPHCTOBYE MHOXKHHY pi3HOMa-
HiTHOro oOmaxHaHHsA. Yepes 1€ MPaKTHIHO HEMOXIIMBO BPYUYHY IPOBECTH iH-
BEHTApHU3aI[iI0 KO)KHOTO OKPEMOTO MPHUCTPOIO Ta BiICTEXKWTH, IO BiH POOUTH,
L0 MiZBHUIIYE X BPa3JMBICTH IO PI3HOMAHITHUX 3arpo3 Ta aTak 3i CTOPOHU
3JI0BMHCHHKIB.

Yepes i NPUYMHU XaKepH OTPUMYIOTh MOXKJIMBICTB JIeTKo 3naMmyBatu [0T -
NpUCTPOT B Oy/b-SIKMX YCTAHOBAX 1 3aBJlaBaTh IIKOAW: BUKPAJATH MEPCOHANBHI
JlaHl KJIi€HTIB a00 CHiBPOOITHUKIB, IHTEJEKTyaJbHY BJIACHICTh, KOHTPOJIOBATH
MEpEXy 3 METOIO OTPUMAHHS BUKYITY.

MoskHa 3acTOCYBaTH HACTYIHI 0a30Bi MiIXOAH, SKi JO3BOJSTH IPABUIBHO
3aXMCTUTH IpUCTPoI [HTepHeTy Peueil.

— Peanizyeamu nokpawennsa naponig. binpuiicts opranizamiii BUKOPHCTO-
BYIOTh CJIa0Ki 3aBOJICBKI Mapodi, sIKi 32 3aMOBUYBaHHSAM BcTaHOBieHI Ha [oT-
npuctposix. I cpaBa TyT He B JiHOMAX, 9acTo OyBae IykKe BaXXKO 3MiHHUTH Ia-
pOTb Yepe3 BeNMYE3Hy KUIBKICTh MpHUCTpoiB IHTepHeTY Pedeid, sxkumu moBo-
JIUTHCS KepyBaTH. Takoxk BapTO BpaxoBYBaTH i TOH (akT, mo iHTepdeiic Takux
MIPUCTPOIB 3a3BHYAH HE 0 KiHII 3pO3YMUINH 4M CKJIQAHWN y BUKOPUCTAaHHL. Y
KpaloMy BHUIAAKy KOXKEH MPHUCTPi MOBHHEH MAaTH CBifl YHIKaJIbHUN Mapoiib.
Toxi, HaBiTh SKIIO 3TOBMUCHHUK OTPHMAE JJOCTYII IO OJJHOTO IIPUCTPOIO, 30UTKH
OyIlyTh 3HAYHO HIDKYUMH.
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— Bukonamu eci moocnusi onoenenus. OOnamHanHs IHTepHETY Peueit
3’SIBJISIIOTHCS 1 3aMIHIOIOTHCSI HOBUMH JOCHTH IIBUJIKO, L0 MOB’SI3y€ PO3POOHH-
KiB OHOBJICHb. THM HE MEHIII, MiATPHUMKA IPOTrpaMHOro 3abe3nedeHHs abo BOy-
JOBAHOTO NPOTPAMHOTO 3a0€3MEeUeHHs A MEBHUX IPHCTPOIB SIK NMPABUIO HE
3aBxnu jnocrynHa. [licns ryuHux kibeparak i3 BUKopucTaHHSIM IHTepHeTy Pe-
4ell 1 nmpodiema cTajga 0COOJIMBO aKTyaIbHOIO, 1 JesKi BHPOOHUKH CTald OIl-
THUMI3YyBaTH Ta BUITyCKATH aKTyaJbHi OHOBJICHHS.

— Pyx 6 nanpsimky 0o nynvo6oi dogipu. ChoromHi 6arato oprasisaiiii mo-
YMHAIOTh 3aCTOCOBYBaTH Mozenb “HynpoBoi [loBipu”, sika 6a3yeTbcst Ha MPHH-
i “Hikonn He moipsiit. 3aBxau mepeBipsii”. KoxkeH KopucTyBad mepes THM,
SK OTPUMATH JOCTYII, IEPEBIPSIETHCS 32 MPHUHIUIIOM ‘‘HAWMEHINUX MpPUBiIeiB”,
TOOTO OTPUMYE JOCTYII JIMIIE JJIsL JOCSTHEHHS Y3ro/KeHuX Oi3Hec-uinei. [lana
MOJIEITb 3/IaTHA 3armo0IrTH aTakaM Ha CYCiTHI IPUCTPOi HaBiTh Y TOMY BHITAKY,
AKIIO 3JIOBMHUCHHK 371aMae Mepexy. CerMeHTaniss Mepexi — [e Ie OJWH CIIocio
3a0JIOKyBaTH INepeMillleHHsI HeHalIHHUX KOPUCTYBayiB a00 3J0BMHCHHKIB ue-
pe3 Mepexxy B KOMIaHii.

loT-mipuctpoi, 6e3yMOBHO, € OXHUM i3 HAWCIAOMIHNX eIeMEeHTIB Mepexi. UM
OiJIbIIa IIOBEPXHS aTaku (OCKLIBKY MpUCTpoi [HTepHeTy Peueld MOKyTh po3Taro-
BYBaTUCS B TPOMAJICHKHX MICISIX, y BiIUIaJieHUX 0o0ONacTsX i T.1.), YUM Oliible
MPUCTPOIB MIIKIFOYCHO IO CHCTEMH, TUM OLIBIIE Y XaKepiB MOKIUBOCTSH LIS
BTOprHeHHs. KIiI0WoBHMIT MOMEHT IOJIATae B TOMY, IO KOMIIAHISIM HEOOXiJTHO
3po3ymiTu ciadki ctopoHu Oesneku 10T i1 NPUHUHATTS pillleHb MO0 3aXHCTY
JAHUX B OpraHi3amii, a BUPOOHWKaM OOJIQJHAHHS Ta iHIIAM XTO NOTHYHHN IO
JTAaHOT TEXHOJIOTIT HEOOXiJTHO CepiO3HO MPAIIOBATH HaJl 30UIBIICHHSIM 3aXHIICHO-
CTi SIK IPUCTPOIB TaK i KaHAJIB Nepeaadi faHux B Mepexi [HrepHery Peueit.
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CTBOPEHHA BE3IIEYHOI'O X KUTTE€BOI'O HUKJTY
PO3POBJIEHHSI TPOT'PAMHOI'O 3ABE3IIEYEHHSA
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Anomauia. Onucano ocobrusocmi 6e3neUHo20 HCUMMEBO20 YUKTY PO3POOKU NPO-
epamuoeo 3abesneuenns SSDLC. Pozenanymo nepesacu SSDLC. [lokazano 3a6e3neuen-
usa SSDLC. Ilepepaxosano ocnosni emanu SSDLC.

Kniouosi cnosa: pospobnenns npocpamnozo 3abesneuens, be3nexa npocpamHo2o
3a6e3neyenns.

Abstract. Features of the secure life cycle of SSDLC software development are
described. Considered the benefits of SSDLC. SSDLC provisioning is shown. The main
stages of SSDLC are listed.

Keywords: software development, software security.

Besneka € BaXITMBOIO YaCTHHOIO Oy/b-5KO1 MPOTPaMH, sIKa BKJIIOYA€E BaXK-
nuBi ¢yskii. Ile Moke OyTH HACTUIBKH MPOCTO, SIK 3aXUCTUTH 0a3y JaHUX Bif
aTak 3JIOBMHCHHKIB, 200 HACTUIbKH )X CKJIaJHO, SIK BIPOBAIUTH aBTOMATHYHUH
3aXHCT Ta BUSBJICHHS IIaXpalCcTBa.

OCKibKH 3ac00u PO3pOOKH MPOTrPaMHOr0 3a0E3MEUYCHHS MPOJOBKYIOTh
BIJOCKOHAJTIOBATHUCSI, 1€ BiJKPUBA€ HOBI MOXKJIMBOCTI JJIsI CTBOPEHHS JJOCKOHA-
JIIIOTO Ta CKJIAIHINIOTO IPOTPaMHOTO 3abe3rnedeHHs 3 Oe3npeneaeHTHOo
mBKAKiCTIO. HamnncanHs Koy € JIMIIe OJHUM i3 €JIEMEHTIB MPOIeCy JO0CTaBKH
MPOrpaMHOro 3a0e3ledeHHs, alie IJIAHyBaHHs, YIPAaBIiHHS Ta CIUIKYBaHHS
OJIHAKOBO BaxJiKBi. CaMe TYT *KUTTEBHH LIUKJI PO3POOKH ITPOTpaMHOro 3abes-
nedeHHs (SDLC) Bigirpae BaXxJIuBy poJib.

Besnexa noBrHHa 3acTocoByBaTHCS Ha KoskHOMY erani SDLC i mae Oytn B
LIEHTPI yBaru po3poOHMKIB, KOJIM BOHU PO3POOIISIOTH MPOTrpaMHe 3a0e3MedeHHs
3TiIHO BHUMOT.

YcyHenns npobieM Oe3NeKkr Ha paHHIX eTamax po3poOKH, JO3BOJISIE 3Me-
HIIUTH 3arajibHy BapTiCTh BOJIOJIHHS mporpaMami. [li3He BHsBIEHHS 1poOiie-
mu B SDLC mosxe mpuzBectu 1o 100-kpartHOro 301nbLIEHHS BAapTOCTI POOIT,
HEOOXITHUX JUII BUPIMICHHS ITi€] MpoOIeMH.
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Merta 6e3neunoro SDLC monsrae He B MOBHIN JIKBimAI(ii TpaauIlidiHIX
nepeBipok Oe3MeKH, TaKuX sIK TECTH Ha MPOHUKHEHHs (penetration tests), a B
TOMy, 100 BKJIIOYHTH Oe3leKky B cdepy 00OB’sI3KiB PO3POOHUKIB 1 HagaTu M
MOXJIMBICTh CTBOPIOBATH O€3IEUHI MPOrpaMy 3 CaMOro MOYaTKY.

Secure SDLC € Haiikpamum HpUKIaIOM TOTO, IO BiIOMO SK IHII[iaTHBa
“shift-left”, sxa miarpuMye iHTerpartito mepeBipok Ge3MeKH AKOMOTa paHilie B
SDLC.

I1e Bce momomarae KOMaH1aM PO3POOHUKIB Y HAJICKHOMY TOPAAKY TUIaHY-
BaTH BUITYCKH, HOJICTUIYIOUM BHUSBJICHHS Ta BHPIMICHHSA HPOOJEM, SIKi MOXYTb
BIUIMHYTH Ha JaTy BHUITyCKy HOBOI Bepcii. Lle, 6e3cyMHiBHO, Kpale HiX OTpH-
MaTu HENPUEMHHH CIOPIIPH3 MICIs PO3rOPTaHHS MPOrpaMu B poOOYOMY CTaHi.
Takum grroM, SSDLC miaTpumMye miaTpUMKy pemi3y Ha HUIIXY.

3abe3neuenHs 6e3neunoro SDLC Bumarae 3ocepeykeHHs SIK Ha TOMY,
K Mpalo€e Mporpama, Tak i Ha TOMy, K pO3pOOHUKH NEPETBOPIOIOTH BUMOTH
B KoJ nporpamu. [lin 4ac po3poOku nporpamu Ge3nexa Mae OyTH Ha HEpIIO-
My wmichi. e Moxe BUMaratu cyTT€BHX 3MiH y KOMaHJaX, a TAKOX aBTOMa-
TH30BAaHHX IPOIIECIB 1 IIEPEBIPOK HAa KOKHOMY €Tari PO3pOoOKH MPOTrpaMHOTO
3a0e3MeYeHHS.

Xoua po3poOKy MPOrpaMHOro 3a0e3MEedYEeHHs YacTO BBa)KarOTh MPOCTHM
HaIMCAaHHSIM KOJy, HACTIPaB/i iCHY€ KiJIbKa €TalliB JKATTEBOTO IIUKIY PO3POOKH
MPOTPaMHOTO 3a0€3MeUeHHs] 0 MOMEHTY JOCTaBKH, 3 SIKMX IPOrpaMyBaHHS €
nuure oxHuM. Lli eranu BkiIrouaroTh 30ip BUMOT, aHai3, IPOEKTYBAHHS, PO3pO-
0Ky, TecTyBaHHS, pO3TOPTaHHS Ta 00CITyrOBYBaHHSI.

1. 36ip BuMmOT.

[Mepir Hixk npucTynatu 10 OYAb-SKOTO NMPOEKTY PO3POOKH MPOrpaMHOTO
3a0e3neueHHs, BAXKJIMBO 3pO3yMITH, 1110 HACIPaB/i noTpiOHO 3poduTn. Hepiako
KOMaH/IM PO3POOHUKIB Ta IXHI KJIIEHTH MAlOTh Pi3HI ySBJIECHHS IIPO Te, K Mae
BUIJIAJATH KIHLIEBUH pe3ysbTaT.

2. Ananis.

[Ticns BUBUeHHS npoOieMH, Ky HEOoOXiJHO BUPIIIUTH Ha eTarli 300py BHU-
MOT, TPyIi pO3pOOHUKIB AOPYYa€ThCS BU3HAYNTH HAWKPAIIMH MiAXia U1 JOCs-
THEHHS PilIeHHS.

3. Tuzaiin.

IcHye GaraTo pi3HHMX acIeKTiB, sIKi CIIiJ OpaTH 10 yBaru Iijx 9ac CTBOPEHHS
MIPOTPAMHOTO PIIIEHHs, KPiM CaMOTo KOy, BKIIOYAl04YH iHPPacTpyKTypy, apxi-
TEKTypy CUCTeMH Ta iHTep(delic KoprcTyBaya.
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4. Po3po0Oxka.

CTBOpEHHs caMOro NpOrpamMHOro 3a0e3MeueHHs — 1€ II0Ch Ha 3pa30K MU-
CTELTBA, AK€ BUXOAUTH 3a PAaMKH IPOCTOr0 HammcaHHA koxy. Kox mpamioe B
iHpPaCTPYKTYpi, SKa 3a3BUYail BKIIOYAE CEPBEPU Ta Mepexy abo mrathopmy
KEpPOBAaHOTO XOCTHHTY (Hampukian, Azure App Service abo AWS Elastic
Beanstalk).

5. TectyBaHHS.

Po3po0Oxu nporpaMHoro 3ade3nedeHHs] HeJOCTaTHRO. [lepir Hixk mporpam-
He 3a0e3rneueHHs Oyze OCTaBICHO KIIE€HTY, KOMaHa IOBUHHA NEPEKOHATHCS,
10 BOHO BiJIIOBiZJa€ METi Ta IO 3 HUM HEMa€ 3HAYHUX MPOOIeM.

6. Posropranssi.

Konu nporpamue 3abe3mnedeHHs Oye mepeBipeHo Ha BiMOBIIHICTD IUISM,
HacTaB 4ac MepeJaTd Horo KII€HTY.

7. TexHiuHe 00CTYTOBYBaHHS.

Xoya po3ropTaHHs 4acTO PO3MIAAAETHCS K OCTaHHIM KPOK y MOCTavyaHHI
YaCTHHU NPOTPaMHOTO 3a0e3Me4YeHHs, HAaCIIpaB/i 1ie JIUIIE 04YaTOK KOPUCHOTO
XKHTTS [[bOTO MIPOTPAMHOTO 3a0€3MCUCHHSI.

Otxe, SDLC BaxumBuii, ToMy 1o Oe3meka ImporpaMu BakimBa. Po3po6-
HUKH TOBHHHI 3HaTH NPO MOTEHUIKHHI MpobiieMn Oe3reku Ha KOXXHOMY KpOIli
nporecy. Lle Bumarae interpanii 6e3mexu y SDLC cnocobamu, siki paHinie He
Oynu moTpiOHi. TakuM YHHOM, HasSBHICTH HAJIHHOTO Ta OE3MEYHOTO MPOIECY
SDLC mae BupilianbHe 3HAYEHHS I TOTO, 1100 mporpaMa He IiiaBanacs
aTakaM XakepiB Ta IHIIUX 3JIOBMUCHHUX KOPHCTYBayiB.
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I'POBI I CUCTEMHI MOAEJII METOAIB PO3B’SI3AHHSI
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Anomauin. Y pobomi pozensadacmucsi nioxio 00 po3s S3aHHs KOHQIIKMHUX CUmy-
ayiti 6 mexnonociunux cmpykmypax. Cyuacrhuil MooenbHull nioxio 6 no6yoosi arcopum-
Mig i cmpamezii 00368019€ HA €OUHILL MemoOoa02iuHill 0a3i p038 'A3ye6amu 3a0ayi aHalizy
i cunme3y cucmem pizHOI NPUPOOU OPIEHMOBAHUX HA OOCSCHEHHsl NEGHUX Yilell.

Knwuoei cnosa: xongnikm, cucmema, yini, cucmemonozis, Kibepbesnexa, amaxu,

ingppacmpyxmypa.

Abstract. The paper considers an approach to resolving conflict situations in
technological structures. The modern model approach in the construction of
algorithms and strategies allows solving the problems of analysis and synthesis of
systems of different nature oriented towards achieving certain goals on a single
methodological basis.

Keywords: conflict, system, goals, systemology, cyber security, attacks,
infrastructure.

Po3B’s13aHHS Ipo0eMu KOHQITIKTY 1 KPH3HUCY Y BHYTPILIHIA CTPYKTYpi CH-
CTEeM 1 TIpU B3a€EMOIi 3 30BHIIIHIME 00’€KTaMHU K YYaCHHKAMH iTrpH, € aKTya-
JHHOIO 33/1a4€r0 1 po3B’s3aTH 11 3aco00aMu Teopil irop, JOCTIIKESHHS OTIepariid,
JHIHHOTO MPOTpaMyBaHHS HE BJIA€ThCSA Y€pe3 HEMOBHOTY HMOHATIHHOTO amapa-
Ty Ta IHCTpyYMEHTaJIbHHUX 3ac00iB. CHCTEMOIIOTIS MiIECTIPSIMOBAaHUX CTPYKTYpP
JI03BOJISIE 00€IHATH, HA OCHOBI IH(OPMALIHHO — PECYPCHOI KOHIEMii, ITUPOKY
raMy NpPUKIaIHUX KOHCTPYKTHBHHUX Teopiil: iHPOpPMATHKy, TEOpil0 CHCTEM,
KOMIT foTepHUX TexHoiorii, cuctemn CAIIP mis anamizy AMHAMIiKH irpoBHX
CHCTEM TIpH BU3HAUYCHIN CTpyKTypi ix opranizamii. [Ipmuomy anamiz npobiem-
HOI CHTYarii criupaeThes Ha 0a3y 3HaHb, MOOYIOBaHY 3 KJIaciB KOHIIENTYaJIbHUX
MOJIeJIell CHCTEeM, CHTHAJIiB, aJTOPUTMIB OOpPOOKH 1 OIIIHIOBAaHHS, aJTOPUTMIB
NPUAHATTA pilleHb 1 IMIJBOBHX CTpAaTerii, a (yHKIiOHAIFHUM 00’ €XHYIOUNM
HNOHATTSAM Oyne BuaineHHs mapagurmu: “LlusoBuit npoctip — hopmyBay obpa-
3y AMHAMIYHOI CUTYyalil B IIJIbOBOMY IIPOCTOPI — TEKyYHH CTaH CHCTEMH — -
JHOBMH CTaH — CTpaTeris IOCSATHEHHS Hijled — IiHa pecypciB — cTparerist
po3B’s3anHs kpusu” [1].
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B cucremornorii minecupsMOBaHUX CTPYKTYp c(HOPMOBAHO MOHATIHHAN
amapaTt po3B’s3Ky KOH(QUIIKTHHX 3a/ad, NPH 4YOMY KOH(JIIKT TPaKTYETHCS SIK
IiIBUIIEHHI BUTpaTu abo HeJ0CcTauya MarepialbHUX, eHepreTHYHUX, iHpopMa-
uiitHuX, QiHAHCOBHMX pecypciB Ul JOCATHEHHS Wi mpu nii 30ypeHs abo sk
PO3BaJI CTPYKTYPU CUCTEMH IPH HEY3TOJDKEHHUX CTpaTeriix rpu. [Ipudomy me-
TOJIOJIOTISl PO3B’sI3aHHS KOH(QUIIKTY 0a3yeThCsl Ha OILIHII eTalmy MOMEHTY BXO-
JDKEHHSI B KPU3HCHY CHUTYallll0 TPaeKTopii cTaHy, BiOOpa)KeHY B IIJIbOBOMY
MIPOCTOPi CHCTEMH, a IHANKATOPOM Oyze BIAXIICHHA il CTaHy BiJ IPOTHO30Ba-
Horo. Kpm3u € cTUMyJIOM 110 3MiHH CTpaterii MOoBeMiHKH, CTPYKTYPH CHCTEMH,
mapaMeTpUYHOI aanTamnii i onTUMI3aIlii K HepIIoTo eTaIry CTpaTerii BUXOAY 3
KpH3H, 3MiHa 200 KOPEeKIIis i 1 BIAIOBIAHO CTpaTeTili HOBEMIHKH i CTPYKTYPH,
SIK IPYTOTO eTaIry.

Mertonu po3B’si3aHHS KOHQIIIKTY TIPH 3aJaHiil MPOOJIEMHIN cUTyalil B TeX-
HOJIOTIYHIN cucTeMi 6a3yeThesi HA OLiHII cUTyauil BiiHOCHO 1. [IpoBoauThCs
OIliHKa TPOOJIEMHOT CUTYyAIlii B MOMEHT BXOJDKCHHS B OKLI I1JTi TPAEKTOPIT CTaHy
JIMHaMIYHOT CUCTEMH IHTENEKTYaJIbHOI 1€papXidHOI CHCTEMOIO CIIOCTEPEKEHHS,
npu YoMy (DOPMYIOThCSl KPUTEpIii Ta IHAMKATOPH CTENCHS HAOIMKEHHS JIO I
(pecypcHi, iHdopmMariiini). Bubip Moaeni crpaterii po3B’s3aHHS TPOOIEMHOT
cHUTyallii B IIIIbOBOMY IIPOCTOPI CHCTEMH 0a3yeThCsl Ha OLIHII BHYTPIIIHIX 1 30B-
HIITHIX pecypciB i iX TOCTATHOCTI AJIs JOCATHEHHS IIiJI, YTOYHEHHS KJIacy JIOKa-
JMBHAX CTPATeTill Uil MPUHAHATTA PIlIeHb, MPOTHO3Y TPAeKTOpii MaiOyTHHOTO
crany. [Ipu HeZOCTaTHOCTI BHYTPIIIHIX MaTepialbHUX Ta iIHPOPMAIIIHIX pecyp-
ciB (hOpMY€ETHCS IPUHIUT B3aEMUH 3 30BHIMTHIMU CTPYKTYypaMH i KpUTEpii OIiH-
K{ BapTOCTI HEOOXiTHUX pecypciB. Po3B’si3aHHS KPU3UCHOI CHUTYAIlil BiIOYBa€eTh-
Cs1 32 PaxyHOK MOOLTI3aIll pecypciB i 3MiHU JIOKATBHOI CTpATEril MOBEAiHKK a00 B
rI100aIbHOMY CHHTE3 HOBOI MOJIE/ CCHTeMH 1 11 CTPYKTypHA amamrailis abo pe-
’KMM HOBOTO CTPYKTYPYBaHHS 1 IIMKJIiYHE ITOBTOPEHHS MO3HUIIH B CHCTEMI 3 OII-
THUMI30BaHOIO CTPYKTYPOIO 1 CTpaTerielo, BUXiJ Ha PiBeHb AMHAMIYHOI piBHOBAru
IPY 3MiHI BHYTPIIIHIX 1 30BHILIHIX BIUMBIB [3].

[Tpu HeBMKOHAHHI YMOB METOIy PO3B’sI3aHHSI MPOOJIEMHOI cUTyallil Ha piBHI
aJiarnTarii i ONTHMIi3allii, BiIOyBa€eThCs TIEpEXi Ha CIIAYFOUHA PIBEHB, 16 KPU3HC-
Ha CHUTYyaIlid € KPUTEePieEM IMOBHOTH 1 HEMPOTHPIYMBOCTI MPUMIHEHOT iH(pOpMaIiii-
HOI Ta JIOTiKO — KOTHITHBHOI METOZIOJIOTI], ITOOYIOBH CTpaTerii po3B’si3aHHs IIPoO-
61emMHuX 3a/1a4. OCHOBHOIO 33/1a4uero JUIs PO3B’sI3aHHS KpU3KUCy ab0 KOH(IIKTY €
CHHTE3 IIUIECTIPSIMOBAHOT CHCTEMH Ul ()OpPMYBaHHS HOBHX 3HaHb HA OCHOBI Jla-
HHX, 110 OTPUMaHi y MONEpeaHii Tpi i BpaxyBaHHSIM HOBMX KOHLEMIH i mapa-
JIATM, SIKi 3HIMAIOTh MPoOIeMy IPOTHPIYUBOCTI METOONIOTI], CHHTE3 Ha X OCHOBI
[TBOBUX CTPATETIH MOMOJIAHHS KPHU3KCIB, 10 3HOBY MPHUBOATH J0 III00ATBHOTO
aHaJi3y IMHAMIKA PECYPCiB B OHOBJICHHX CTPYKTypax (puc. 1).

ITo3naueHHs: {FS y Frs FE} — (haKTOPH PECYPCHO — CTPYKTYPHOTO BIUTUBY
araku, F,, — dakTop KOrHITUBHO — iH(pOPMALIHHOIO BILIUBY, {Rm JRe, RKP} -

pecypcu MartepiajbHi, eHepreTHdHi, KOTHITUBHI IEpCOHANly, ¢,y — JOIMYCTUMUM
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pH3HK, «, (A) — pusuky Bix atak, IIACY — iHTerpoBaHa cuctema 3 iepapxielo,

<IS ® AS> — rpa iHppacTPyKTypH 3 aTaKyruor cucremor, PR(A) — npuunau
KOMIUICKCHOT aTaku Ha iHYPaCTPYKTYpYy.

MpuunHa aTakn PR(A)
N AKTUBHa cuctema @
‘ EHepris @_
T le [ [re | Ao

—> iHdpacTpykTypa ‘ IS

CTpaTeriyHi uini

l

IS O AS !

Sit, (Konf)

o>
T

BOBHiLUHI KOHNIKTK

Pecypcn ‘ ACY-TNM i

Puanku ‘
A ]
’ DR ‘ Rm ‘ Re ‘ Rip ‘ *4—‘ Q< a (AY) F—

Pucynox 1 — Ieposa modenv kougpuikmuoi cumyayii

OnruMmizailiss pexXuMy CUCTeMHU 0a3yeThesi Ha (OpMYyBaHHI (QYHKI[IOHATY
SIKOCTi, KOMITOHEHTaMH SIKOTO OYAyTh 1HINKATOPHI (YHKIIT eKOHOMIi pecypciB,
TEPMIHAILHOTO Yacy JOCATHEHHS I Ta TOYHOCTI MiATPUMaHHS ()YHKI[IOHAb-
HOro cTaHy. OUTHMI3allis alTOPUTMIB OOpOOKM CHTHAINIB i CTpaTeriii ympas-
JiHHS 0a3y€ThCs Ha BUBYEHHI CTATHCTHMYHUX XapaKTEPUCTHK TPAEKTOPIH CHUT-
HAaIIiB i 3aBaj], 3a0e3medeHHs X poOacTHOCTI Ta iH(pOpMamiiHii aTeKBaTHOCTI.
[TpoGriema po3BsI3Ky KOHQUIIKTHUX CHTYalliil B TEXHOJOTIYHUX CTPYKTypax BHU-
Marae Juisi CBOTO PO3B’SI3aHHS CTBOPCHHS KOMIUIEKCY KOHIENTYaJIbHUX MOJIe-
Jiel CHCTeM, CTpaTeriid ynpaBJiHHs 1 onTuMizamii. A TakoXX IMPOBEIEHHS Ha 1X
OCHOBI CHHTE3Yy IPOIPaMHOTO i KOMII IOTEpHOTo 3a0e3ledyeHHs, BUOOpy MeTo-
JIiB TPOTHIIl aTakaM SIK Ha PECypCHOMY, CTPYKTYPHOMY Tak i KOTHITHBHO —
IHTEJIEKTyaIbHOMY PiBHSX ITIJITOTOBKH TIEPCOHAIY.
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YIPABJIHHS IHOOPMAIIIMHOIO BE3IEKOIO IT — IPOEKTIB
3 BUKOPUCTAHHSAM METOAWKHU DEVSECOPS

Henuc Cmuxk, Pocmucnae Tkauyk, Andpii Ieanyca

Kadpeopa ynpagninns ingpopmauiiinoro 6eznexoro
JIveicbKo20 Oeparcasnozo ynieepcumeny de3neKu HcummeoianbHocmi,
M. JIvgis, Ykpaina

Anomauia. B pobomi pozenanymo memooonoeito cucmemamusayii iCHyIOYUxX 3aco-
018 3axucmy npocpamHozo 3abesnedeHHs, wo 3a0e3neuyioms 83a4EMO0it0 KOMAHOU pO3-
POOHUKIG ma ¢haxieyis i3 3axucmy HOOPMayii 6 MeHcax 00HO020 HCUMMEBO2O YUKILY
po3podku. Ilpusedena memooonozist DevSecOps 00360/151€ MAKCUMATLHO ONMUMIZYyEamu
npoyec po3pooieHHs Mma 3aXUCHy NPOSPAMHO20 3a0e3neyeHHs.

Knrwwuoei cnosa: IT — npoexm, inghopmayitina desnexa, DevOps, DevSecOps.

Abstract. The methodology of systematization of the existing means of protection of
the software providing interaction of a team of developers and experts on protection of
the information within one life cycle of development is considered. The given DevSecOps
methodology makes it possible to optimize the software development and protection
process as much as possible.

Keywords: IT project, information security, DevOps, DevSecOps.

Mertoo510Tist pO3pOOIECHHS Ta 3aXMCTy IPOTPaMHOTO 3a0e3IedeHHs B Me-
xax DevSecOps 3MiHMIA TiAXig q0 3a0e3neueHHs Oe3MeKH 3 PeakTUBHOIO Ha
MIPOAKTHUBHHM, & TAKOXK ITIAKPECITIOE BAXKIUBICTD 3a0e3neueHHs Oe3MeKn Ha BCiX
piBusix opranizaiii. DevSecOps nepeadadae 3abe3nedyeHHss O€3MEeKH B PO3po0-
JICHH] JIOJJaTKiB MOYMHAIOYM 3 MOYATKOBUX CTAZiH 1 O caMOTO 3aBEpIICHHS, a
TaKOX BKIIIOYAE B ceOe aBTOMAaTH3allil0 JEsKUX LUI03IB OE3MeKu 3 METOI 3a-
no0OiraHHsi ynoBuUIbHEHHIO pobodoro mporecy DevOps. Bubip mnpaBuibHUX
IHCTpYMEHTIB U1 Oe3lepepBHOI iHTerparii 0e3NmeKn CIpHUIATUME TOCSTHEHHIO
MOCTABJICHUX ILIiJIeH T€ 1aCTh MOXJIMBICTh 36KOHOMHUTH Yac.

CydJacHi iIHCTpyMEHTH aBTOMATH3allii JOTIOMOTIIH MiANMPUEMCTBAM BIIPOBa-
JUTH OUTBII THYYKI METOJM PO3pOOKH, a TAKOX BIAIrpaJId BaXKJIMBY POJIb Y pO3-
pobnieHH1 HOBuX 3axoaiB Oe3nexu. st eexTnBHOTO 3axucty DevOps noTpio-
Hi HE TUTBKM HOBi iIHCTpYMEHTH, a ¥ 3MiHM Ha miaAnpueMcTBi nponeciB DevOps,
JUISL IPUIIBH/IILICHHS IHTErpyBaHHs poOoTH rpyn (axiBLiB 3 Oe3MeKn 3 IHIUMHA
crewiaicTamM, 110 IPU3BEJIE 10 TTOKPAIIEHHS SIKOCTI IPOIYKTY.

DevSecOps — oana 3 HaiiBaxmBimmx teHaeHuiii DevOps. Lle miaxin mo
6e3mekn omeparii, o JT03BOJIsIE BUKOPHCTOBYBATH IPUHIIMIIH 1 KpaIli MpaKkTH-
kxu DevOps s 3a6e3medeHHs Kpamoi, MBUAKOCTI O1TbIT 0e3MeYHOi JOCTaBKH
nporpamuoro 3a0esnedenHs. [lo cyri, e o3Hayae, M0 BCi BUMOTH Oe3MEKU 3
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€aMoro NoYaTKy KoaudikoBaHi, a KOHTPOJIb OE3MEKH 1 po3poOKa 3AiHCHIOIOTHCS
napaieinbHO, IPUUOMY O€3NeKy HaMararoThCsl BIPOBAJAUTH B KOXKHY YacCTHHY
nporiecy agile-po3pobku. 3aBasku nmpomy DevSecOps Moke 3HU3UTH BUTPATH
MOB’s13aHi 3 BUIPABJICHHIM HEJOMIKIB Oe3mexu [1].

DevSecOps — e BOyznoBaHa Oe3rieka, a He Oe3neka, ska (QYHKLIOHYE SK Iie-
PHMETp HAaBKOJIO IIPOTPaM Ta JaHHX. SIKII0 Oe3reka 3aHIIaeThes B KiHIl KOHBEE-
pa po3poOKku, opraHizarlii, o 3acTOCOBYIOTh DevOps, MOXKyTh TIOBEpHYTHUCS [0
JIOBTUX IIUKJIIB PO3POOKH, SIKMX BOHH HaMaraJiicsl yHUKaTH B IIEpIILy Yepry.

3a3BH4ail, METOAMKH JJIsl ONTHMI3alii NpoueciB po3po0IIeHHs! IPOrpaMHO-
ro 3a0e3neueHHs HaIliIeHI BUKITFOYHO Ha MiABUIICHHS e()eKTUBHOCTI BCepeanHi
koMauau, ane B DevSecOps MoBa Ije Mpo 3aCTOCYBaHHS aBTOMAaTHU30BaHUX
IHCTPYMEHTIB JUIS rapaHTyBaHHs KOMIUIEKCHOTO 3axucTy. Bapro 3a3zHauuti,
II0 KOXKHA 3 TOCTYITHHX METOANK CTPIMKO ITPUCKOPIOE POOOTY, KEPTBYIOUH TIPH
IbOMY Oe31eKor0 iHppacTpyKTypH. bimbmricTs KoMITaHilt MOKe OYTH HE TOTOBa
JI0 TaKOro CTpUOKa MiJBUIIEHHS BUMOT SIKOCTI B JaHid cdepi. Came Tomy, 1o-
nmanemmit po3BUTOK DevOps mopymme nutaHHs iHpopMamiiHOi Oesneku. [Tpu-
CKOpeHHS po0OTH KOMaHI-pPO3POOHUKIB CTBOPHIIO OE3MEpEepBHUIA MOTIK OHOB-
JrOBaHUX (YHKIIH, a TAKOXK MOCTIHHUIA MOTIK JaHUX 3 OOKY CEpBICiB, KOPUCTY-
BaviB Ta iHIIKX H0JaTKiB [2, 4]. Po3ropraHHs KOy Mae BinOyBaTHCS 4yacTilie i
3aBepIIyBaTHCs 32 MEHIIMH yac. KopoTmmii 4ac UKy € 03HaKOI ONTHMI30-
BaHUX IPOIECiB, B TOW Yac SK OLTBIN TPUBAIMH Yac MOKe OyTH 03HAKOIO TOTO,
1110 HEOOX1/THO MEePETJITHYTH CBOT Kpallli IPAKTHKK a00 IHCTPYMEHTH KOAYBaHHS.

Crparerieto DevSecOps € BU3HaUCHHS TOJIEPAHTHOCTI IO PU3UKIB Ta IPO-
BE/ICHHS aHaJIi3y PU3UKY. ABTOMATH3allisl TOBTOPIOBAHMX 3aB/IaHb € KIIIOYOBUM
yrnHHUKOM DevSecOps, OCKIIBKH 3aIlyCK PyYHHX NEpeBIpOK Oe3eKH B KOHBEE-
pl MOJKe BUMarartu 6araro 4acy.

DevSecOps no3Bosisie oprasizarii 3acTOCOBYBaTH HONEPEKYIOUUH MMiaXiz
Jo 6e3nexu. Lle crioHykae po3poOHKKIB MPOrpaMHOro 3a0e3reueHHs iHTerpyBa-
TH Oe3reKy B CBOT MOBCSAKACHHI 3yCHIUIS. Y TOM e 4ac rpynu 0e3neku MoXyTb
NpaIoBaTH 3 PO3POOHMKAMM IPOTPaMHOrO 3a0e3ledeHHs, 100 JONOMOrTH
opraHizauii BUSIBUTH 1 YCYHYTH BPa3JIMBOCTI Oe3MeKH, Nepil HiXkK BOHH BUHIYTh
3mig koHTpomo. DevSecOps 3MiHIOE Oe3leKy 3 peakTHBHOI Ha MPOAaKTHUBHY, a
TaKOX MiJKPECIIIOE BAXKIINBICTh O€3MEeKH Ha BCiX PIBHSX OpraHisaiii, i ymoBHO-
BaXYe€ CIIIBPOOITHUKIB CITy)KOM O€3NeKH NpuiiMaTH pilIeHHs, sIKi MaloTh M03H-
TUBHHU BILUIUB Ha ixHi# 6i3HeC [3].

Takum gnaOM, DevSecOps, sIKk KOHIIEMINiS i MPaKTHKa, BECh Yac PO3BHBA-
€ThCS, 31 301BIIIEHHSIM KITBKOCTI OpraHi3alii, ski BopoBapkyoTh DevSecOps
AK pimeHHs i iX npobinemu Oe3nexu. [Tonmut Ha DevSecOps 3011bIIMTECS B
opraHi3awisix BCiX po3MipiB 1y BCiX Taiy3sx. ¥ Mmipy Toro, sk Bce Oiiblie opra-
Hi3alill MIyKaroTh CIOCOOM BHSIBJICHHS Ta BUIIPABIICHHS NpoOsieM Oe3neKkH Ha
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PaHHIX eTamax IpoIecy po3poOKH MporpaMHOro 3abe3nedeHHs, ONUT Ha iH-
ctpymeHTH [yt miaTpuMkn DevSecOps BiIOBITHO 30UThITYBATUMETHCS.

[MiampuemcTBO, sike BIpoBapKye iHCTpyMeHTH DevSecOps oTpumye cTiid-
Ky KOHKypeHTHY nepeBary. Hagaroun po3poOHHKaM NpOrpamMHOTro 3a0e3rnedeH-
HS 1 KOMaHzaM Oe3neKu 3py4Hi Ta edekTHBHI iHCTpyMeHTH DevSecOps, minmn-
PHEMCTBO PO3BHBAE KYJBTYpPY CIIIBIIpalli, CIIJIKYBaHHS, IPO30POCTi Ta BiAKPH-
ToCTi. B pe3ynmpTati opraHizarisi CTBOPIOE CepeIOBHINE, B SKill pO3pOOHUKH Ta
rpynu O6e3MeKH NOCTIHO YAO0CKOHATIOIOTHCS.

ITepeBarm, sxi DevSecOps NpHHOCHTH KOMITaHISAM 1€ — 3HIKEHHS BUTPAT,
301IBIIEHHS MIBUAKOCTI JOCTAaBKH, IIBHAKOCTI BIIHOBJICHHS, BIAITOBIAHICTH B
MacmTadi i momryky 3arpo3. CyKymHHAH eQeKT HUX IepeBar — e IiIBHIIeHHS
IUTOBOI peryTarii Ta OuTbIn mraBHA Oi3HEC-Monmenb. DevSecOps yCHimIHO BH-
nanuTh 0ap’epu Mixk DevOpsi Security, sika 3aBaXarOTh iM MPAIOBATH K €1H-
He uie. DevSecOps MaTuMe MOXKIIMBICT 3HAXOAMTH 1 BUIPABILSTU MPOOIEMHU
0e3IeKy Ha MOYaTKy Hpolecy po3poOKH, THM CaMUM 3HAYHO CKOPOYYIOYH BH-
TpaTH, MOB’sI3aHi 3 IX BUSBJICHHSM 1 BUTIPABJICHHSIM. BaXXTMBO BKJIFOUMTH Tapa-
HTYBaHHS O€3MeKH B JKUTTEBUH UK po3podku Agile. 3aBmsiku DevSecOps
PO3POOHUKHM MOXXYTh Kpalle 3p03yMITH KPUTHYHICTh YPa3JIHBOCTEH, sIKi iCHY-
I0Th Y IXHBOMY KOJIi, i BUIIPABUTH IIi BPa3JIMBOCTi, HAAIOYH MIBHUIKI, alie 0e3-
TIEYHIMI MPOAYKTH abo pimeHHsA. Ockinbku miaxix DevSecOps aBTomMaTtn3zoBa-
HUH, TOMy KOMaHIi pO3poOHHUKIB OinblIe HE MOTPIOHO 3alHCyBAaTH IpaBHIIA
Oesmekn y cBiit kog. DevSecOps 3HMKYE pU3UK TEpEHANPYKCHHS TaHHUX, OIl-
TUMAJIBHO 3aCTOCOBYIOUH PECYPCH.

Bucnogxu. Po3risiHyTa MeTOJOJIOTISl cHCTeMaTH3alil ICHYIOUMX 3aco0iB
3aXHCTy NPOTPaMHOI0 3a0e3MeueHHs, fKa J03BOJSAE 3a0e3MeYUTH B3aEMOJIII0
KOMaH/In po3poOHMKIB Ta (axiBLIB i3 3axucTy iH(pOpMalil B MeXaxX OJHOTO
KUTTEBOTO LHUKIY po3poOku. Takuil miaxix 103BOJISIE 3HAYHO CKOPOTHUTHU Yac
LUKy PO3POOKH ITPOrpaMHOro 3a0e3Me4eHHs Ta ONTHMI3yBaTH HOTO 3aXHCT.
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YIPABJITHHS THOOPMAIIMHOIO BE3NMEKOIO MIAITPUEMCTBA
HA OCHOBI CYYACHHMX TEXHOJIOT'TI AY TEHTU®IKAILIIL

Hamania ®@eouneysp

JIveiecoKuii Oeprcasnuii ynieepcumem de3nexku HcummeoianbHocni,
M. Jlveis, Ykpaina

Anomauia. Ilpobrema ynpaeninna iHgopmayitinolo 6esnekoi nionpuemcmea
3a6oco0u 6yna akmyanvror. Ocobnugo ye cmocyemvcst cepeoHb020 ma 8eiuKo2o bisHecy,
wo ycniwHo yHKYioHye ma peanizogye 0GizHecosi npoekmu, ioei ma piuleHHs SKUX €
yixagumu 015 THWUX 2PAsyie Ha PUHKY 8i0NnoeioHoI cghepu.

Knwuoei cnosa: inpopmayiiina 6esnexa, aymenmugixayia, mexHonocii, 3axucm

iHghopmayii.

Abstract. The problem of information security management of the enterprise has
always been relevant. This especially applies to medium and large businesses that suc-
cessfully operate and implement business projects, the ideas and solutions of which are
interesting for other market players in the relevant field.

Keywords: information security, authentication, technologies, information protection.

Bkpait BaximBHM € TUTaHHS iH(pOpMAaIiitHOT Oe3lmekn B yMOBax BilHH,
OCKIJIbKHM TIOCHJIFOIOTHCSI 30BHILIHI 3arpo3u, 3pocTac piBeHb KOHKYpEHLIl Ta
coliabHOT HAIPYrH B cycninbeTBi. [lepen KepiBHUIITBOM MiJIIPUEMCTB FOCTPO
MOCTa€E 3aBAaHHS y MIBHIKOMY Ta HaIiHHOMY 3aXHUCTi iHpopMarii, YiITKOMY BH-
3Ha4eHHI 0Ci0, 1110 MalOTh J10 HEl JI0CTYII.

AytenTudikariiss — BCTAHOBJICHHS JOCTOBIPHOCTI KOPUCTYyBaya, 110 Ipe/-
CTaBHB iIeHTU]iIKaTOp ab0 mepeBipKa TOro, Mo ocoda abo MPUCTPIH, MO MOBi-
JIOMUB 1IGHTU]IKATOP € IIHCHO THM, 32 KOTO BOHO ceOe BUIaE.

OCHOBHUMHM KpUTEPIsIMU BUOOpPY NMEBHOI TeXHOJIOTIT ayTeHTH(]IKaLil € Ba-
PTiCTh, HANIWHICTD, MIBUAKICTH pealli3allii, MOXIUBICTh BHPINICHHS MOCTaBIIC-
HHX 3aBJIaHb.

3a3Buuail KOpUCTyBadi iNEHTU(IKYIOThCA 3a 11eHTH(IKATOPOM KOPHCTY-
Baya Iumoc (akropoM ayreHTH(ikamii 3HaHB, Hampukiag maposeM. OnHaK,
OCKIJIBKM IapoJli 3a CBOEIO CYTTIO € HE3aXHIIEHNMH, ayTeHTH(iKallis nepenIia
Ta PO3BUHYJIACS JI0 TAKUX TEXHOJIOTIM:

1. biomertpisa npuctporo. biomerpist mpuCcTpoIO BiAHOCUTHCS 10 GioMETpH-
YHHX TEXHOJIOTiH, BOYZOBaHUX y caM KiHIeBHH npHucTpiid. ChOTOIHI 11e B OCHO-
BHOMY KaMepH JJisl PO3Mi3HaBaHHS OOMWYYs Ta CKaHepH BiAOWUTKIB MaJbIIiB,
JIOCTYIIHI B MOOITBHHUX MPHUCTPOSAX, HOYTOYKaxX i HACTIIBHUX KoM roTepax. Lli
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TEXHOJIOTi1 ayTeHTH(iKamii, He3BaXKal0Y! Ha Te, 1[0 BOHHU BiHOCHO Oe3medHi,
HaAiWHI Ta 3piii, Bce IIe He AOCKOHAm. YacTo NmpUCYTHI MOMMIKH PO3Ii3HA-
BaHHS 001HMYYs a00 BiIOMTKIB MANBIIB HA CBOIX MPUCTPOSAX Yepe3 pi3Hi 00OcTa-
BUHH, LI0 MPU3BOJUTH JIO0 IIOBEPHEHHS JI0 Maposisi ado 1HIIOro crocoly ayTeH-
Tudikamii. He3Baxxaroun Ha 1i HEJOMIKM Oe3meKw, OioMeTpis MpUCTPOrO, 31a-
€TbCsl, Oy/ie IPOBITHUM BapiaHTOM 3aMiHHM mapoiisi B MaiOyTHpomy. DaxiBui 3
KoprnopaTuBHoOi Oe3rnexu Ta [ T-crienianicTu MOBHHHI 3BepHYTH MWIBHY yBary Ha
pizHOMaHITHI 3MiHH B API Ta TeXHOJNOTISMX, BUNYIIEHHX KOXXHUM ITOCTA4aIbHH-
KoM, ocobmuBo Apple Ha i0S i MacOS, Microsoft i Google.

2. T'onocosa Giometpis. ['omocoBa GioMeTpist IEMOHCTPYE HIKABHIA TMOTCH-
1iaJ, 0coONIMBO B TOJIOCOBUX KaHAJAX, TAKUX SK KOJI-IIEHTP 1 CIy>kOH rosiocoBoi
JOTIOMOTH. [CHYIOTh pi3HI alTOPUTMH I BUSABICHHS Ta ayTeHTH]IKaIii roxo-
Cy 3aJIe)KHO BiJl KaHATy Ta BUKOpUCTaHHs. CrpoOy MOIIUPUTH TOJIOCOBY Giome-
TPUKY Ha OHJAaH-KaHAJH ITOKH [0 HE MaJH BEIHMKOTO YCIIiXy, OHAK BOHA Ma€
0arato BaXXJIMBUX IIepeBar mepen oioMeTpieto nmpuctporo. OTHUM i3 MPUKIIAIiB
LLOTO € TOJIOCOBA ayTeHTH(IKAIisl 32 JOIIOMOTOI0 LIEHTPATi30BaHOT'O T'OJIOCOBO-
ro npyky. OcCkilbkd I Ta iHII TOJOCOBI OIOMETPHYHI TEXHOJIOTII CTaHYTh
OLUTBII 3piNMUMU, BOHH BiIKPHIOTH HOBI MOXKIIIBOCTI JIIsI OpTaHi3amii I 3aXuc-
Ty CBOiX KOPHCTYBadiB Ha 0araTbOX NPUCTPOSX 1 KaHAIaXx.

3. Amaparni kmoui Oe3neku. Kiroui Oe3leKkd CTOCYHOTBCS anapaTHOro
MIPUCTPOIO, KU MOXHA BUKOPUCTOBYBATH SIK “IIOCH, 110 Y Bac € Jyis ayTeH-
TuQikamii KOpUCTyBadya B pi3HUX OHJIalH-cepicax. [le amaparHe 3abe3medeHHs
Moxe OyTH crieniaibHUM, SK-0T pitreHHs BiJ YubiKey i Google Titan, a6o mo-
e OYyTH TPOCTO CaMHM MOOUTPHHM IIPUCTPOEM KOPHCTYBada. 3alle)KHO Bif
TEXHOJIOTII arapaTHe 3a0e3MedyeHHs MOXKe IiKIIodaTHes 3a gornomoroio USB,
BLE, NFC, WiFi a6o oxnopa3osux koaiB (TOTP), siki KoprcTyBay KOTIIO€ 3
MpUCTPOr0. Mu 0aunMo JesiKi IiKaBi 3MiHU MO0 KIIFOUIB O€3MeKH i3 3alpoBa-
moxeHHsIM potokoiiB FIDO2 CTAP, ski cTaHZapTH3YIOTh 3B’ 30K MiXK KITFO4a-
MU O€3IeKH Ta IHIIMMH MPUCTPOSMH, TAKMMHU SIK HACTUIBHI KOMII'IOTEPH Ta
HOYTOYKH. MU TakoX BiA3HAYaEMO 3HAYHUHI NPOrpec y TOMY, IO MOOITBHI
MIPUCTPOT CTatOTh O€3NeYHUMH INI00ATBHUMH ay TeHTH()IKaTOpaMHu.

4. TloBeninkoBa 6iometpist Te, sIK BU B3aEMOJIETE 3 IPUCTPOEM, Bij] TOTO,
SIK HOTO TpUMaETe, IO TOTO, SIK BU JPYKYETE YM PYXAETE MHIICIO, OYJI0 BaXKIIH-
BOIO 00JIACTIO JOCII/KEHb IPOTATOM 0araTtboxX poKiB. 3aBJSIKH IMOSIBI OUIBIIOT
KUTBKOCTI JAaTYHKIB HA KIHIEBUX NMPUCTPOSX Y MOETHAHHI 3 POTPECOM y MPO-
¢UTIOBaHHI Ta aITOPUTMAaxX MAMIMHHOTO HABYAHHS IIi TEXHOJOTII ayTeHTH(]iKa-
il CTaloTh AeAaii TOUYHIIIUMH. X04a BOHH BCE 1I€ HE 3[aTHI MOBHICTIO ayTeH-
TU(IKYBaTH KOPHCTYBaya 3 BUCOKHM CTYIIEHEM TOYHOCTI, iX MOXXHa BUKOpHC-
TOBYBATH JJISl BUSBJICHHS MiJO3PUIHAX TMOAIN 1 HOBEIIHKH, SIKi MOTPEOYIOTH OCO-
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OmuBoi yBaru 3 00Ky KOMaHA Oe3meKkn. Mu 04ikyeMo, IO Il TEXHOJIOTIS Mpo-
JIOB)KYBaTUMETHCS Ta BIOCKOHATIOBATHMETHCA B MalOyTHHOMY, 100 3abe3re-
YUTH O1IbIIIE BUMAIKIB BUKOPHCTAHHSI.

5. Texnomnorii inenTudikanii npucrporo Koxen npucrtpiii mae Habip xapa-
KTEPUCTHK 1 iIeHTH(]IKATOPIiB, AKi MOKHA BUKOPHCTOBYBATH JJIsI OAHO3HAYHOT
ineHTHOiKamii 6e3 Oynp-siKoi B3aeMoXil 3 KOpUCTyBaueM. SIKIIO BiZoMo, IO
NpUCTpiK paHime OyB MOB’S3aHUI 3 KOPUCTYyBayeM, Iie HE MOKE rapaHTyBaTH
IifCHICTP KOPHCTYBada, OJHAK HOTO MOYKHA BHKOPHMCTOBYBATH SK HAIIMHUIN
eneMeHT ais 6araToakTOpHOI ayTeHTH]IKaIi] B TOETHAHH] 3 YAMOCH, HAIIPH-
KJIaJl, CKAHyBaHHSAM OOJUYYs YM BIAOWTKIB majbiiB. TexHOMOTIl ineHTHdIKaIT
MPUCTPOIO MOKJIAJAIOTECS HA €JIEMEHTH, HaJaHi BUPOOHHKAaMHU MPUCTPOIB 1 T10-
CTayaJbHUKaMH TporpaM BeO-Opaysepa. BoHm MoxyTh 3MiHIOBaTucs 3 Oara-
THOX MPHUYMH Yepe3 HOPMATHBHI BUMOTH Ta NPOrPEC Y TEXHOJOTISAX KiHIEBHX
npucTpoiB. OnepaTopu MOOUTFHHUX MepeX TaKOX HAIaroTh iHPOpMaLito, SIKy
MOkHa 00’eqHATH, MO0 3a0€3MEYUTH JOMATKOBI PiBHI ineHTHQIKAIil, MO 1me
OiIbIIIe MI/IBUILYE TOBIPY MPHUCTPOIO Ta, 3PEIITOI0, KOPUCTYBAYa.

B Oarathox Bumagkax TpaauiiiHOi ayTeHTH]ikamii KOpHCTYBadiB Bxke
HEJIOCTaTHRO W BHHHKAE MOTPeO B ayTeHTH(iKAIII, o mependadae JOIaTKOBI
piBHi 3axucty: 2FA (nmepenbauyae BBeAEHHs BiJ| KOpPHUCTyBaua KOAY IATBEP-
JOKEHHSI, OTPMMAHOT'0 Yy TEKCTOBOMY IOBIJIOMJICHHI Ha MONEPEHbO 3apeeECcTpO-
BaHOMY MOOITBbHOMY Tele(OHI 9u MOOITFHOMY HPHUCTPOi, a0 KO, 3TeHepo-
BaHUI mporpamoro ayreHTudikamii), MFA (BuMarae BiJ KOPHCTYBadiB aBTEH-
TUudikauii 3a JOMOMOrow KiIbKOX (akTopiB aBTeHTHU]IKAMLIl, BKIOYa0YH 0i0-
METPUIHHNA (PaKTOpP, TAKAN SIK BIAOMTOK MaNbIs a00 poO3Ii3HABaHHS OOINYYs,
(hakTOop BONIOMIHHSA, K Openok Oe3mekn; abo MapKep, CTBOPSHHU MPOTPaMOI0
aBTeHTH(]iKarii).

AytenTudikamis T03BOJISE OpraHi3allisiM MIATPAMYBATH O€3MeKy CBOIX
MEpeX, J03BOJISIFOUM JIMIIE ayTeHTH(IKOBaHMM KOpHCTyBadaM abo mporecam
OTPUMYBATH JOCTYIl /IO iXHIX 3axWIIeHUX pecypciB. Lle Moxe BkitouaTu
KOMIT IOTEPHI CHCTEMH, MEpPEeXKi, 0a3u TaHUX, BeO-CaliTH Ta 1HIII MepexeBi mpo-
TpaMH YU CITY>KOH.
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YK 004.056.5:005

OLITHIOBAHHS PU3UKIB KIBEPBE3IIEKH OB’€KTIB
KPUTHYHOI IHOGPACTPYKTYPH

Banenmuna Awyk, Pocmucnae Tkauyk, Andpiiu Ieanyca

JIveiecokuit Oeprcagnuil ynieepcumem de3neKku HeummeoianbHocmi,
M. JIveis, Ykpaina

Anomauia. Posenanymo meopemuuni, HAyKO80-MemMoOOUYHi ma OpeaHi3ayiiHo-
YHKYIOHAbHI OCHOBU OYIHIOBAHHA PU3UKIE Kibepbe3neku o0 ekmie KpumuyHoi iHppa-
cmpykmypu. Busnaueno cyuachi nioxoou 00 OYIHIOGAHHS PuU3UKie KibepOesneku
00 ’exmie kpumuuHoi inghpacmpykmypu. Haseoeno memoouuni nioxoou 00 popmyeaHHs
KOHYenyii OYiHI6aHHs pU3uKie Kibepbesneku 00 ’€kmie KpumuyHoi iHgpacmpykmypu.
3anpononosano emanu eupiuieHHs: HAYKOBO-NPaKMuuHoi npobremu, noe si3anoi 3 nio-
BUWEHHAM DIBHA 3aXUcCmy THQOPMAYIIHUX cucmem KpUmuyHoi iHgpacmpykmypu wiis-
XOM po3pobieHHA Memo0oao2ii 3abe3neyentsn KibepOesneku 00 €Kmieé KpumuuHoi iH-
¢pacmpyxmypu.

Knrwwuosi cnosa: 3axucm ingpopmayii, xkibepbesnexa, oyiHO8an s PUUKIE, KOMNILE-
KCHUUl pusux, 00 €KmueHutl pusux, cyO ekmueHuil pusux, iHopmayitina cucmema,
VYNPABNIHHA PUSUKOM.

Abstract. The theoretical, scientific-methodical, and organizational-functional ba-
ses of cyber security risk assessment of critical infrastructure objects are considered.
Modern approaches to cyber security risk assessment of critical infrastructure facilities
are defined. Methodical approaches to the formation of the concept of cyber security risk
assessment of critical infrastructure objects are given. The stages of solving the scientific
and practical problem associated with increasing the level of protection of information
systems of critical infrastructure by developing a methodology for ensuring cyber securi-
ty of critical infrastructure objects are proposed.

Keywords: information protection, cyber security, risk assessment, complex risk,
objective risk, subjective risk, information system, risk management.

IMonxii ocranHixX MicAliB B YKpaiHi i y CBITI IMOKa3aim HarajpHy HE0OXin-
HicTh 3abe3mneueHHs1 0e3meku 00’€KTiB KPUTUYIHOI 1HPPACTPYKTYPH, 0COOIUBO
€HepreTHYHOro cexropy. ChOrofHi, KOJM BOPOT 3aBJA€ PAKETHHX ylapiB IO
00’ekTaM KpUTHYHOI 1H(PACTpyKTypH Ta arakye iHpOpMamiifHi cucTeMu
00’€KTiB KUTHYHOI 1HQPACTPYKTYPH, ITUTAHHS 3a0e3meueHHs Oe3nexn 00’ €KTiB
KPUTUYHOI iHQPACTPYKTYpH HISIXOM OL[IHIOBAHHS PU3UKIB € aKTyaJIbHUM.

[IpoBoastum aHaNi3 HOPM 3aKOHOJABCTBA y cepi KpUTHUHOI iH(pacTpyK-
TypHu, B ToMy uucii 3akoHy Ykpainu “IIpo kputuuny indpactpykrypy” [1],
MOYKHA 3a3HAYMTH, 1110 B IIUIOMY HOPMH 3aKOHY CIIPSIMOBaHI Ha BHOPSAKYBaHHS
IIUTaHb, NMOB’s13aHUX 3 00 ekTamu K, Ta € mepmmm KpoKoM JI0 pO3BHUTKY 3aKO-
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HOJABCTBa y wLilt cdepi. B Tol e "ac, OiMpIIicTE HOPM Ta MEXaHi3MiB, IO Te-
penbadenHi muM 3aKOHOM, — MPOCTO HE MPAIIOIOTh CTAHOM Ha CHOTOTHIIIHIN
JieHb. B meprry depry 1ie BigOyBaeThCs uepe3 30poifHy arpecito 3i CTOPOHH po-
ciificekoi Qenepanii, mig gac sKoi ypsa Mae OUTbII NMPIOPUTETHI 3aAadi 100
3a0e3neueHHs (QYHKIIOHYBAaHHS AEP)KaBH, y 3B 3Ky 3 UMM BCi CTPOKH IMOPY-
HIMINCH. 3aKOH HAO0yB YMHHOCTI B cepennHi uepBHs 2022 poKy Ta He MPOMIIOB
MPaKTHYHOTO 3aCTOCYBaHHs. Y ToBHOBaxkeHUH opran y cdepi 3KI, skuit nosu-
HeH OyB OyTH cTBOopeHHi me B 6epe3Hi 2022 poky, — “ITOKyMEHTaJIbHO yTBOpE-
HUW” y JIMITHI [TOTOYHOTO POKY, ane peajbHO He (yHKioHye. Takox He 3a-
TBEPKCHI OKpeMi TOPSAKH, SIKI CTOCYIOThCS, 30KpeMa, Peectpy Ta macnopru-
3amii 00’exriB KI.

BinnosigHo no 3akony Ykpainu “TIpo ocHOBHI 3acamu 3a0e3ledYeHHS Ki-
OepOesnekn Ykpainu” 3abe3rneueHHs KibepOe3neku 00’ekTy KpUTHYHOT iH(pa-
CTPYKTYPH, Y TOMY YHCJIi €HEPIETUYHOTO CEKTOPY, JOCATAETHCS CTBOPECHHIM
CHCTEMH YHpaBIiHHA iHPopmamiiiHoto Oe3mekoro (CYIB) y BiamoBimHOCTI 1O
Mixknapoauoro crauaapty ISO/IEC 27001:2013 a6o cTBOPEHHSM KOMILIEKCHOT
cucremu 3axucry iHdopmanii (KC3I) y BimmosimHocti 10 3akoHy Ykpainu
“IIpo 3axuct iH(MopMarii B iHpOpMAaIiiTHO-TEICKOMYHIKAIHHUX CUCTeMax .
OnuuM 3 ocHoBHuX eramiB moOynoBu CVYIb, KC3I € crBopeHHs cucremu
YIPaBJIHHS PU3UKAMHU.

He 3Bakarounm Ha 3HAYHY KiIBKICTh IiJXOMIB Ta METOMIB O BUPIMICHHS
npoOJieMH OLIIHIOBaHHS PU3UKIB KiOepOe3rnekn iHpopMaliiHUX CUCTEM, Y TOMY
4quCii 00’€KTIB KPUTUYHOI 1H(PACTPYKTYpH, a TaKOX MPOrpaMHi MPOIYKTH
YIPABIHHAM TaKMMH PU3UKAMH IPOOJIEMa 3aJIHMIIAETHCS AKTYAIBHOIO HE Tillb-
K{ 111 YKpaiHu, aje i A7 BCi€i CBITOBOT CIITBHOTH. [CHYFOUI METOAM HE AIOTh
MOJKJIMBOCTI BHPIIIyBaTH 3ajadi, MOB’sI3aHI i3 MOXJIMBICTIO BU3HAYCHHS CYMH
PU3UKIB, IO a0 OM 3MOTy 3IIHCHEHHS KUIbKICHOTO OI[IHIOBaHHS PU3UKY IIPO-
€KTY y LijoMy a0 BHOpaHOTO HampsiMy PO3BHTKY IIPOIECy, a TaKOX o0umc-
JICHHSI KOMIUIEKCHOTO PU3UKY, 1110 BPaXxOByBaB OU BIUIMB JIFOJICHKOTO YHHHHUKY.
O1iHIOBaHHS PU3UKY KiOepOe3neKu 3MiHCHIOETHCS 3 JOCTATHROK TOYHICTIO, SIK
MPaBUJIO, HAa MIJICTaBi CTATHCTUYHUX JAHWX KiOCPiHIUACHTIB 3a MEBHUHU IPO-
MDKOK 9acy. Pa3oM 3 Tum, 3a HU3KOIO PH3HKIB, 30KpeMa, 00 €KTIB KPUTUIHOT
iH(PACTPYKTYpH, TaKi JaHi BiICYTHI, a BeIMYNHA 30UTKIB 3aHIDKEHA.

BupinieHHst HayKOBO-TIPaKTUYHOI MPOOJIEMH, 1OB’S3aHOI 3 iJBHIICHHIM
piBHA 3axHCTy iHQOPMAIIMHUX CHCTEM KPUTHYHOI iHPPACTPYKTYpH HUISIXOM
po3po0bieHHs MeTomoiorii 3abe3neueHHs KibepOesmekn iH(opMamiitHuX cuc-
TeM O00’€KTIB KPUTHYHOI 1H(PACTPYKTYpH MM IPONOHYEMO 3JiHCHIOBATH 3a
TaKHUMU eTallaMu:

— IPOAHAII30BaTH Cy4YacHI METOAM, METOJIUKH, METOJOJIOTIi OIiHIOBaHHS
pH3HKiB KibepOe3nekn iHGOpMaLIHUX CHCTEM, Y TOMY YHCIi 00’€KTiB KPUTH-
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9HOI iH(PACTPYKTYypH, a TaKOX INPOTpaMHI MPOAYKTH YIPABITIHHAM TaKUMHU
pHU3HKaMHU.

— OOTpYHTYBaTH MOHSATTS KOMIUIEKCHOTO PH3MKY KibepOesmneku iHpopma-
LiIfHUX CHCTEM 00’€KTIB KPUTHUYHOI 1H(OPACTPYKTYpH, 3AIHCHUTH HOTO 3MiCTO-
BHY IHTEPIPETAIIO Ta PO3TILHYTH OCHOBHI BIACTUBOCTI.

— po3pobuTH MEeTOIN OOYHCICHHSI CYMapHOTO PU3HKY KibepOesmekn iHdo-
pMamiifHuX cucTeM O00’€KTiB KPUTHYHOI 1H(PPACTPYKTypH 3 BHKOPHUCTAHHAM
3HAYEHHS MAKCUMAIBbHUX HACIIJKIB.

— PO3pOOHUTH METOOJOTII0 OIIHIOBAHHS PU3WKY KibepOesmeku iHdopma-
LiHIX cUCTeM 00’ €KTiB KPUTHYHOI iH(PPACTPYKTYypH 3 BUKOPUCTAHHIM PO3PO-
OJICHUX METOJIB.

— pO3pOOHTH CTPYKTYpPHI pillIeHHS OOYMCIIOBAJILHUX CHCTEM IJIsI po3pa-
XYHKY CyMapHOTO pH3HKY KiOepOe3neku iHpopMaliiHiUX CUCTEM 00’ €KTIB KpH-
TUYHOI IHQPACTPYKTYPH 3 BUKOPHCTAHHIM PO3POOICHUX METOIIB.

— PO3pOOUTH aNrOPUTMIUHE Ta MPOrpaMHe 3a0e3MeUeHHs O00YHCITIOBAb-
HHUX CHUCTEM IS PO3paxyHKy CyMapHOTO PH3HKY KibepOe3mneku iHhopMaIitanx
cucTeM 00’€KTIB KpUTHYHOI 1H(PPACTPYKTypH 3 BUKOPHUCTAHHSIM PO3POOIICHIX
METOIIB.

— NIPOBECTH EKCHEPUMEHTANIBHI TOCTiKEHHS 3 METOI0 MiATBEPIKECHHS Te-
OPETHYHHX IMOJ0KECHB Ta NPAKTUYHHUX PO3POOOK TOCITIIKSHHS.

OTxe, pearizamis 3aIpOITIOHOBAHMX €TAIliB IiIBUIICHHS PiBHS 3aXUCTY iH-
(dbopMaliifHUX CUCTEM KPUTHYHOI iHPPACTPYKTYPH HANACTh MOXJIMBICTD 1MO0Y-
nyBatu e(heKTHBHY CUCTEMY OL[IHIOBAaHHSI PH3HKIB KibepOe3rneku 00’ €KTIB KpH-
THYHOI iH}pacTpykTypHu. Po3polbiieHi Ta 0OrpyHTOBaHI MPAaKTHYHI PEKOMEHa-
il 3 moOy0BY Ta QyHKIIOHYBaHHS CHCTEM OLIIHIOBaHHS PH3HKIB KibepOesneKku
00’€KTIB KPUTHYHOT iIHPPACTPYKTYPH CHPUSTHMYTh HiIBUILEHHIO e()EeKTHBHOC-
Ti yrpaBIiHH KiOepOe3neKor 00’ €KTiB KpUTHYHOT IHPPACTPYKTYPH.
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Hanpsim 2

3AXUCT IH®OPMAIIII
B KOMIT'IOTEPHUX MEPEXAX

YK 654.071

CUCTEMA EJIEKTPOHHOI'O YITPABJIIHHSA
HA OCHOBI BJIOKYEWHY

Ceamocnae Bacunuwun, Iean Onipcokuii

Kagpeopa 3axucmy ingpopmauii Hayionanvnozo ynieepcumemy
‘“UIveiecoka nonimexunika”, m. JIveie, Yxpaina

Anomauia. B peanisx 3axucmy ingpopmayii' y kibepnpocmopi icuye bazamo 3acodis
ma nioxo0ie 0o 6esnexu ypsaoo6o2o, bizHec ma NPUBAMHUX CEKMOPIE, OOHUM 3 AKUX Yil-
KOM ULMOGIDHO MOXNCYMb Camu cucmemu nodOy008aHi Ha OCHO8I O1oKueuny. B danux
me3ax NpOnoHyEMbCs cucmema 6e3neku ypsaoosux, Npusamuux ma OisHec cekmopie
no6y006aHUX 3 BUKOPUCMAHHAM OAHOI MEXHONOIL.

Knrouosi cnoea: droxuetin, 3axucm ingpopmayii, Kongioenyitinicmo, 8y31u 36 SI13K).

Abstract. In the realities of protecting information in cyberspace, there are many
means and approaches to the security of the government, business, and private sectors,
one of which is likely to be systems built on the basis of blockchain. These theses propose
a security system for government, private and business sectors built using this
technology.

Keywords: blockchain, information protection, privacy, communication nodes.

Cucrema eJIeKTPOHHOIO yPsiAyBAHHS HA OCHOBI 0JI0K4YeliHy. 3arporo-
HOBaHa CTPYKTYpa €JIEKTPOHHOTO ypsIyBaHHS Ha OCHOBI OJIOKYEHHY IpOiroC-
TpoBaHa Ha puc. 1. Ha npomy MamoHKy JBOHampasieHa crpinka Y/Y mokasye
B3a€EMOJIII0, IO BiI0OYBAETHCS MK JCpKABHUMH JleNapTaMEeHTaMH Ta OpraHi3a-
IiSIMH, 10 JO3BOJISIE 3A1MCHIOBATH OJHOPAHTOBHU (p2p) OOMIH (IIMPOKOMOB-
JIEHHS) Ta TIepEeBIpKy JaHWX, sIKi HajgaroThcs ocodamu. IlonsiliHa ctpinka Y /I
Mo3Ha4Ya€ OOMiH iHpOpPMAIliEI0 MiXK IPOMaJIHAMHU Ta YPSIOM, SIK-OT 3aIIOBHEH-
HS MMOAATKOBHX (HOPM, CBIJIOITB MPO MUTIOO, TO3BOJIIB Ha BEJCHHs Oi3HECY, CBi-
JIOLTB TIPO HapOJPKeHHS, Bi3 abo macnopris. [Toxsiiina crpinka Y/Ib Bkasye Ha
0OMiH iH(pOpMaIli€lo, SIK-OT €JIeKTPOHHI 3aKyIiBJi, MOAATKOBI Ta CTPaxoBi Gop-
MU, a TaKOK EJICKTPOHHI ayKI[IOHW MDX JEpKaBHUMH Ta IUIOBUMH OpraHi3alli-
MU (T IIPHUEMCTBAMHU) SIK TOJIOBHE JDKEPEIO €KOHOMIYHOTO 3pocTanHs [1].
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Pucynox 1 — Ilpononosana mepedica enekmponHo20 ypaoyeanHs Ha 0CHOGI O10KueluHy

[Mpuennanus Oyab-SKOTrO HOBOTO By3Ja eleKTpoHHOro ypsiay (V) abo By3-
na xopuctyBada (I abo B) mo mMepexi OoK9elH mepeBipseThCS OTHOPAHTOBH-
MH KOPHCTYBa4aMH B MEpPEXi, 1 TOKCHH €JIEKTPOHHOTO YpsAy NMPU3HAYAFOTHCS
JUI HaJlallTyBaHHA Horo MEPEIKEBOTO BYy3Jia, M0 NPU3SBOJAUTH N0 OTPUMAHHSI
no3soay [2].

CrBopeHHs HOBOro By3uia. [Iponec peecTpanii HOBOro By3iia B 3alIpOIIOHO-
BaHiil Mepexi eJIEKTPOHHOTO YpsIy HifcyMoBaHO B “Aunroputmi 17”. Bynb-sikuit
BIJJIJI €JIEKTPOHHOTO YPSAYBaHHS MOXE NPHETHATHCS IO Mepexi OJOoK4eiiH,
HaJIAIITYBAaBILIA OBHUI MEPEKEBUI BY30JI, TOII SK iHIII KOPHCTYBa4i MOXKYTh
HAJIAIITYBATH JIMIIIE JIETKi By3H [3].

Aunroput™ 1: JlonaBaHHs HOBOT I'lJIKM B MEPEKY €JIEKTPOHHOTO YPSITy

If { the request is from government) then

Create a node n;

else

Create a lightweight node n;

end if

(Kpub:Kpy) < generateKeys( J;

Addr « createBlockchainAdress() + (Kp b, Ky )

Walt « createBlockchainWallet() + (K yun, Kpr)s

safetyStorePrivateKey( );

Addr « Addr + tokens;

o « selectDelegate (S);

foreachm € {S—a}do
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distrReg (m,n);

end for

n < verNewNODE( J;

Cenepaiiis HoBoro Oioka. KoxeH GIOK CTBOPIOETHCSA OJHHM aKTUBHUM
CBIZIKOM, SIKHI BHOHMPAETHCS BUIIAJKOBHM YHHOM OLNBIIICTIO OJHOPAHTOBHUX
KOPHCTYBaYiB 3i CIIMCKY aKTHBHUX JeseraTis [4].

AIropuT™ 2: CTBOPEHHS Ta JIOJaBaHHS HOBOTO OJIOKY B OJIOKYEH
initialize an empty set of transaction G={ }

o« WitnesElect(S);

while treansaction, < T, do

foreachm € {S—a}do

G « G + GetTransactionfromNode(m);

end for

end while

by,+q < createBlock(b,,,G);

foreachm € {S—a}do

signBlock(b,, 1, m);

end for

BB+ by,

foreachm € Sdo

distributeBlockchain (B', m);

end for

Bucnosku. Y 1p0My JOKYMEHTI PONIOHYETHCS CTPYKTYpa €IEKTPOHHOTO
ypsiIyBaHHsI, sika MOXe 3a0e3neynTy Oe3neky Ta KOHQIACHIIHHICTD Y JepiKaB-
HOMY CEKTOpi 3a JOITOMOTIOI0 TEXHOJIOTIi OnokueiH. TeopeTHuHuid 1 sKiCHUI
aHari3 Oe3nexu Ta KoH(]iIeHIIHOCTI (hpeMBOPKY MOKa3ye, Mo Kpunrorpadis,
HE3MIHHICTG 1 JCIIeHTpaTi30BaHe YIPABIiHHSA Ta KOHTPOJIb, 3aIlPOIIOHOBAHI Te-
XHOJIOTI€I0 OJIOKYEitH, MOKYTh 3a0e3reunTH HeoOXiqHy Oe3neky Ta KOHQieH-
LIMHICTD y CHCTEMaX €JIEKTPOHHOTO ypsiTyBaHHS.
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YK 004.722

MIJBUIIEHHS PIBHI BE3NEKU KOPUCTYBALILKUX JAHUX
3A JJOMOMOTI'O10 NEPEXOY HA HTTPS HIPOTOKO.I
MEPEJAYI JAHUX

Bixkmop /lebpe, [lanuno I peunnikin

Xapkiecvkuni Hayionnanvnuii ynieepcumem paoioeniexmpoHiku
M. Xapkie, Ykpaina

Anomauisn. B yux mesax posensoacmucs saxciusicms nepexody 6io HTTP npomo-
xony 0o HTTPS ma sxum wunom wugppysanvni mexanizmu SSL i TLS donomaearoms y
PO3BUMKY De3neuHoeo iHmepHemy ma 3aXucmy KOHQIOeHYIUHUX OaHux Kopucmyseauis
810 3108 MUCHUKIB.

Knrouosi cnosea: HTTPS npomoxon, SSL, TLS, ee6-6esnexa, cookie, inmepnem
nopmu.

Abstract. These theses consider the importance of the transition from the HTTP
protocol to HTTPS and how SSL and TLS encryption mechanisms help in the develop-
ment of a secure Internet and the protection of confidential user data from attackers.

Keywords: HTTPS protocol, SSL, TLS, web security, cookie, net port.

In connection with the expansion of the global Internet network, the risks
associated with the protection of information are constantly increasing. Accord-
ingly, new ways of ensuring security in networks and data transmission are cre-
ated. One of the main ways of transferring information over networks is the
HTTP protocol [1], but it is not secure and cannot provide the confidentiality of
transmitted data. For enlarge the level of protection, the HTTPS protocol was
created, which protects HTTP data transmission through encrypted transport
mechanisms SSL and TLS [2]. It is in effecting to malformed attacks based on
eavesdropping on the network connection sniffer and man-in-the-middle at-
tacks, due to provided encryption tools are used and the server’s certificate is
verified and trusted.

Moreover, we have to know which system sends the information and
which system receives it. HTTP protocol covers these particular problems and
relies on the following parts that can be divided into three groups:

— servers — it is the main service provider, that can store and process data

— clients — end service consumers for example sending requests,

— proxies — intermediate nodes that cover transport services.

The binary fragmentation mechanism in HTTP/2 is designed so that no
changes need to be made to existing APIs and configuration files: it is quite
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transparent to the user. HTTP requests and responses have a close structure.
They consist of:

1. A start line that describes the request, or status. This is always a single
string.

2. A random set of HTTP headers defining the request or describing the
message body.

3. An empty string indicating that all meta information has been sent.

4. An arbitrary body containing the data sent with the request (for example,
the contents of an HTML form ) or the document sent in response. The presence
and size of the body are determined by the start string and HTTP headers.

HTTPS is not a separate data transfer protocol but is an extension of the
HTTP protocol with an encryption add-on. On HTTP, all sensitive data shared
between computer applications over a network is not encrypted but in plain text.
As such, users’ passwords, names, addresses, and credit card numbers become
vulnerable to man-in-the-middle attacks.

INHTTP:

— URL begins with “http://”

— It uses port 80 for communication.

— No encryption.

Therefore, HTTPS is a combination of Hyper Text Transfer Protocol and
Secure Sockets Layer. SSL is currently the most frequently used method for
providing security for Internet communications, so HTTPS is a more secure
way for transmitting and receiving information across the Internet. This kind of
communication is used for accessing those websites where security is required.
Banking websites and payment gateway are some great examples where HTTPS
protocols are used.

On the other hand in HTTPS:

— URL begins with “https://”

— It uses port 443 for communication.

— Encryption is present.

However, the HTTPS transaction is a bit slow and time is required for de-
crypting and encrypting.

By default, browsers communicate with the server via HTTP. To perform
migration to HTTPS, the site owner must install an SSL certificate on the host-
ing. When a site owner installs an SSL certificate, a lock icon appears in the
browser’s address bar and HTTP changes to HTTPS. This literally means that
this site is safe for inputting some personal information. If HTTPS traffic is
intercepted, the message will appear as a set of random characters. You need a
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key to read it. Nevertheless, they are specially made so long that even the most
powerful computer would take years of continuous work to pick them up.

Online businesses, corporations, and even governments rely on the Securi-
ty Socket Layer called SSL 256-bit. It is a standard specification for SSL en-
cryption. It means that the key, which is used to decrypt the messages that have
been previously encrypted, is a string of 256 characters, all ones, and zeros.
Taking into account that each element of the 256 digits string has two possibili-
ties (1 or 0), there are 2256 possible combinations [3].

For instance, given a high-performance GPU computer that can perform
approximately 2 billion calculations per second. As long as provided a 1 billion
computers similar to mentioned previously, which all are connected in a mas-
sive parallel and efficient system, only then they are capable of performing
2e18 computations per second.

By estimation, this number of years for calculation that must pass appears
per year group of 1 billion computers can perform estimably: 2e18 * 31 556 952
=6.3113904e25. Consequently, the result is 25 rank number. Now we can make
further calculations to see how many years we need to crack the SSL
code.2"225 / 6.3113904"25 = 9.1732631e50 years.

Despite the billions of years needed to go over every possible combination,
1 billion GPUs will require electricity from 150 nuclear power plants. That co-
vers 30% of the world’s nuclear energy system capacity. In addition, it will con-
tribute to the expenses of trillions of dollars. With this in mind, cracking an SSL
encryption is impossible with current computing power thresholds. It would
take slightly longer for somebody to try to do this and would require very much
resources and finances. Since hackers fail to break the SSL Certificates, they
will explore vulnerabilities in other areas that are related to the SSL Certifi-
cates. The most common server backdoor problems that are related to SSL Cer-
tificates are Heartbleed, BREACH and BEAST. These allow attackers to bypass
the strength of an SSL Certificate.
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YK 004.457

CTBOPEHHSA ®IKTUBHUX BEECEPBEPIB
JJIs1I BUPIIIEHHA 3ABJIAHb KIGEPBE3IIEKU

Temsana Jlaspuxk, /Imumpo Kixmenko
Cymcokuii oeprrcasnuii ynieepcumem, m. Cymu, Yxpaina

Anomauia. Po3pobruku i mecmyeanbHUKy 0N GUPILEHHS 3a60aHb KibepbesneKu 8UKo-
pucmosyromu pizHutl Habip npospamuux 3acobie ma incmpymenmis. CmeopeHHs NPoSPAMHO20
3acoby ona imimayii 6ebcepsepie 00360151€ ONMUMIZYBAMU Peani3ayilo NeeHUX 3a60aHb Kibep-
be3neku 3a Kpumepiem 4acy.

Knrouoei cnosa: xibepbesnexa, sebcepsep, imimayis 6ebcepsepy, Npoepamua ymuima.

Abstract. Developers and testers use a variety of software tools to solve cyber security
tasks. The creation of a software tool for imitation web servers allows them to optimize the im-
plementation of certain cyber security tasks according to the time criterion.

Keywords: cyber security, web server, web server imitation, utility program.

Po3po6Hukn mporpaMHoro 3a0e3rnedyeHHsl, TeCTYBAIbHUKH, CHCTEMHI all-
MIHICTpaTOpu y Mpoleci po3poOKu, pPO3rOPTaHHS YU HAJalITyBaHHS JAESKHX
KOMITOHEHTIB, 10 TpanooTh Ha ocHOBI npotokony HTTP/HTTPS i Bucryna-
IOTh Y POJIi KIIIEHTA, CTUKAIOTHCS 13 3aBIAaHHSAM IEPEBIPKA KOPEKTHOCTI IX po-
6otH. Oco0IHBO IIe CTOCYETHCS JOIATKIB, IO TOOYAOBaHO Ha 0a3i MiKpOCepBi-
CHOI apXiTeKTypH. 3AeOUTBIIOr0 MOMIOHNA MPOEKT CKIANAETHCS 3 KIIBKOX MiK-
pocepBiciB, KOXKeH 3 sSKuX B3aemojie 3 inmmmM 3a HTTPS mportokonom. Koxxen
€JIEMEHT TAKOTO MPOEKTY PO3POOIISIETHCS OKPEMO BiJ| HIIMX, ajie I MiAcuc-
TeM-aJanTepiB (vacmun MIKpocepsicy, wo UKOHYIOMb (DYHKYIIO 38 A3KY 3 IH-
wumMyu Mikpocepgicamu) HeoOX1IHO 3IMITYBaTH 1HIII 3aJI€)KHI MIKPOCEPBICH JJIs
TECTyBaHHS 1 BIJUIaroDKEHHs ajanTepiB. 3 1€ METOI0 y MepeBaxHii OibIIo-
CTi BUIJIKIB 31ICHIOETHCS TOBHE PO3TOPTAHHS YCiX KOMIIOHEHTIB IPOEKTY, HA
10 BUTPAUYAETHCS 3HAUHA YAaCTHHA Yacy 1 MOTYKHOCTEH OOYHMCIIIOBAIBHOI TEX-
Hikd. ToOTO, BUHMKAE HEOOXITHICTh I MEPEBIPKH Mpale3JaTHOCTI Ta Biasia-
TO/DKEHHSI KOMITOHEHTIB TIPOEKTY BHKOPHCTOBYBAaTH TaKWi MPOTpaMHHUH 3acil,
SKWH 3MIr OM iMiTyBaTH Oyab-sKy KiJIbKiCTh BeO-CcepBepiB.

JAnst IpoBe/ieHHs TECTiB Ha MPOHUKHEHHS (DaxiBIli JOCUTH YaCTO BUKOPHC-
TOBYIOTh y CBOil TpaKkTUII arakd THUIy ‘“JIOJUHA TMOCEpeNuHi” s
HTTP/HTTPS cepsepis. Takuii minxix Mae Ha MeTi CTBOPEHHS Korlii BebcepBe-
py 1 HmiAMIHM HUM OpUTIHAJIBHOTO pecypcy il mpociyxoByBaHHs HTTP-
3anuTiB HA BUMAAOK KOHOineHniHOI iHopmarii. g TecTyBalIbHUKA HA MIPO-
HUKHEHHS Y [IbOMY BHITQIKy BaXJIMBUM KPHUTEPiEM 3aIHIIA€THCS Yac 3IiHCHEH-
HS aTaKW: 9YMM MEHIINM OyZe BUTPAadeHUH Jyac, THM MEHIIOoIo Oyie HIMOBIpHICTh
TOTO, IO “3JIOBMUCHUKA” OyJie ToMidueHo B cucTeMi. JIJis peanizairii 3a3Ha4eHO-
TO 3aBJaHHS KiOepOe3meKn OCHOBHIM KPUTEPIEM TaKOXK € 4ac, BUTPAYCHUH Ha
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CTBOPEHHS TaKOTO CEepBepy-IIOCEepPEeIHIKa, [0 iIMITye OpUTiHANBHUH cepBep. Sk
1 B IEpLIOMY IPHUKJIA/I, IIOCTAE HEOOXITHICTh IPOrpaMHOro 3acoly Juis imMiTamii
BeOcepBepiB.

[IpoBenena nomrykoBa Ta aHaNiTHYHA pOOOTA IIOA0 HASBHUX NPOTPAMHHUX
pileHs, sAKi Xo4a 0 YaCTKOBO J03BOJISUIM BHPILIYBaTH MOCTaBJIEHY Npodiemy,
CBIIYMTB, 110 TaKi IHCTPYMEHTH ICHYIOTb JIMIIE /ISl 3aBJaHHS 3/iHCHEHHS ara-
KU THITYy “mojuHa nocepeauHi”. I[IporpaMHuX pillleHb AT BIUIArO/KEHHS YH
TECTYBaHHS i/l 9aC CTBOPEHHS HOBOTO NMPOAYKTY HE BHSBIICHO.

Araxu Triy “mroanHa 1o cepeauHi” s npotokoniB HTTP/HTTPS peani-
3YIOTBCS PI3HUMH CTIIOCO0aMH. 3arajioM MO>KHA BHUAUTUTH JIBA OCHOBHHX CIICHA-
pii 3milicHeHHs Takoi aTaku: |) BUKOPHCTaHHS IPOCITyXOBYBaHHS HE3aXHIIEHO-
TO KaHally 3B’SI3Ky; 2) BUKOPHCTAHHS JOJATKOBOTO BeOcepBepy MOCEpeAHUKA
MIX [IJTBOBUMH KIIIEHTOM 1 cepBepoM. [lepiuii croci6 peanizyeThes 3a JOMO-
Moroto nomupenux ytuinit Wireshark, tcpdump, mitmproxy, ajne auiie aist THX
BUIIAJIKIB, KOJIM KaHaN 3B 53Ky He mHdpyeThes, TooTo st npotokoiny HTTP.
Hpyruii crioci6 3actocoByetsest sk aias HTTP-nporokoiny, Tak i mias HTTPS-
MPOTOKOITY. Peaii3yeTbes BiH 3a JOIIOMOTOI0 CTBOPEHHS 1 PO3ropTaHHs BeO1oaaT-
Ky TOCepelIHrKa, KU JUIs KITiEHTa BUae ceOe 3a JIETITUMHHUN pecypc, a Juis -
JIOBOTO CepBepa BUAAE ceOe 3a JIETITUMHOTO KilieHTa. CepBep-TIoCepeIHIK TTOBH-
HEH YaCTKOBO a00 MOBHICTIO KOIIIFOBAaTH OPUTIHAJIBHUIA CepBep.

Crix BpaxoByBaTH, 0 CTBOPUTH MPOTPAMHUH 3aci0 Ui imiTamii BeOcep-
BepiB MOYKHA JUTsI IBOX MPHUHIUIIOBO Pi3HUX OCKEeH] BEOIOIATKIB: BeOCAUTIB Ta
BeOCepBiCiB.

Jis xomitoBaHHS BeOCepBiciB HEOOXITHO BUKOPUCTOBYBATH (HPEHMBOPKH
moOymoBu BebOcepsiciB: Spring Frawework, Python Jango, ASP.NET core,
Laravel, Ruby on Rails, Fiber framework, Python Flask, Python FastApi Tomro.
BukopucToBytoYHM OJHY i3 IIMX TEXHOJIOTiH, 3aJIeKHO Bif I[JILOBOTO CEpPBICY,
¢axiBenp 3 KibepOe3neKy MOKe po3pOOHUTH MOTPIOHUH oMy cepBep s iMiTa-
il LIJIbOBOTO pecypcy 1 NepexoIuIeHHs 3anuTiB KopucTyBauis. L{i iHcTpymeHTH
HAIal0Th MOXKJIMBICTE peaizailii Oyab-1koro (yHKI[IOHATY 1 Yepe3 Ii¢ BUMara-
10Th OaraTo vacy. [IporpaMHuX pilleHb Uil aBTOMaTH3amii Ipouecy KomiloBaH-
Hs1 BeOcepBicy He BUSIBIICHO, OCKUIBKH I1€ JJOBOJI CKJIaHa 33/1a4a, 110 3aJICKUTh
BiJl apXiTEKTyPH LiJIBOBOTO JOIATKY.

s xomitoBaHHS BeOCaiiTiB MOKHa BHKOPHUCTOBYBAaTH 3BHYalHI CepBepH
1t moOynoBu BebcaiftiB 1 ix 3amycky: Apache HTTP Server, NGINX Tomro.
KomitoBaHHs caMOro pecypcy MOXKHa BHKOHATH BPY4YHY, IO TaKOX 3aiimMae
JOCTaTHBO Yacy. A OCKIJIbKH BeOCAHTH € GBI IPOCTUMHM JOAATKaMH 1 3a3BH-
Yaif MaloTh MA0JIOHHY apXiTeKTypy, Uil HUX iCHy€ IHCTpYMEHT JUII aBTOMATH-
3anii komitoBaHHA — yrriita HT Track. HTTrack — me xoHCONBHUI iHCTpYMEHT,
10 JI03BOJISIE PEKYPCHBHO CKOIIIOBaTH BCi (aiiimm BeOCaTy 3i 30epekeHHSIM
JepeBa KaTayoriB. I3 JokanpHOIT KOMil JAaHWX MOXKHA 3aIyCTUTH BeOCcaiT, oTpH-
MaBILH TAKMM YMHOM IMOBHY HOT0 KOIIiIO.
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CTBOpUTH YHiBepCAILHUM 1HCTPYMEHT UIS 3MIHCHEHHS KOMIIOBaHHSA 1 BeO-
caifTiB, 1 BeO-cepBepiB OyIb-sIKOi CKIATHOCTI € JOCTATHRO CKIIAJHUM 1 TPYIOMi-
CTKHMM 3aBJJaHHSM, OCKUIbKHM IPOTPaMHUM 3aci0 Mae MICTUTH MOTY>XHUN (QyHK-
IioHaN. Y TIOPiBHSHHI 3 TAKAM DILICHHSAM BBA)Xa€MO, 10 HAUMIPOCTILIINM Y pea-
Ji3arii OyIe CTBOPEHHS KOIIii pecypcy 3a JOIOMOTOI0 CTaHJApTHHUX BEOTEXHO-
JIOTil pO3POOKH.

[IpoBenenuii ananiz 103BOJIMB CHOPMYITIOBATH 3aBJaHHS Ul MOAAJIBLIOT
MpOTpaMHOI peaizamnii. 3aIIaHOBaHO CTBOPHUTH MPOTPAMHY YTHIIITY [UIA iMiTa-
1ii BeObcepBepiB 3 TAKUMH (QYHKIIOHATbHUMH MOXITHBOCTSIMH:

— npuiimae HTTP-3anuty, imiTyroun Bebcepsep;

— hopmye HTTP-Binmosini Ha HTTP-3amutw, imitytoun BebGceprep;

— MPOCITyXOBYE AeKinbka pizHux cokeTiB HTTP ceprepy;

— nigrpumye npotokonu HTTP i HTTPS;

— Mae HanamrtyBaHHsA SSL ceprudikary;

— 3IIHCHIOE 32 TOTIOMOT00 KOH(]Iryparii KopucTyBada iMiTariro 0yab-saKoi
BeOCepBepHOI TEXHOJIOT'T;

— JIO3BOJISIE€ HAJIAIITOBYBATH KOJM BiJIIIOBIi[Ii, 3ar0JIOBKIB i Tijia BiAMOBII
JUTS KOSKHOTO OKPEMOTO 3aIUTy 32 KPUTEPieEM AUPEKTOPii 3amuTy (MaIiHry);

— mokasye abo 30epirae meron, URL, mapamerpu, 3aronoBku i tisio HTTP
3aMuUTIB.

VK 122.2

BUKOPUCTAHHA MEXAHI3MIB HITYYHOI'O IHTEJIEKTY
JIJISI AYTEHTA®IKAILII BAHTAXKHUX 3AJI3BHUYHUX BATOHIB

B. Hawyk, 1. 2Kykoeuuypkuii

Juinpoecvkuit incmumym ingppacmpykmypu ma mpancnopmy Ykpaincoexkozo
0eprHcasHo2o ynigepcumemy Hayku i mexnonocii, m. /Ininpo, Yxpaina

Anomauia. Paniwe uKopucmogyeanucs iHmenieKmyaibHi mexHonoz2ii mpaHc-
NOPMHUX NPOYecis, SKI MiCmsams psio eleMeHmié a8moMamuyHo2o 360py OAHUX npo
YMOBU MPAHCROPMYBAHHS, MOOETIO8AHHs NPOYECi8 Y NopieHsaHHi 3 wabnonamu abo pe-
2NaMeHmamu, PO3NIZHABAHHA HAO3GUYAUHUX cumyayill abo yMo8 I Modicaugocmell ix
BUHUKHEHHS, NPOCHO3Y8AHHS MPAHCNOPMHUX CUCTHEM | MPAHCNOPIYBAHHS. NIAHYEAHHSL.

3apaz ons 3a80anHs po3Ni3HABAHHS HOMEPIE BAHMAICHUX BA20HIE HAUKpauje nio-
X00ume mexanizm suxopucmanms seopmrosux neuponnux mepesic (CNN).

Knrwuoei cnosa: aymenmupixayis, ioenmughikayis, wimyyHuil iHmenekm, agmo-
Mamuzayis, HetpoHHI Mepedci, 320pMKOGI HelUPOHHI Mepedici, niKcenb, wap, 300paxjce-
ns, CNN.
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Abstract. Previously, intelligent technologies of transportation processes were
used, which contain a number of elements of automatic data collection on transportation
conditions, process modeling, compared to templates or regulations, recognition of
emergencies or conditions and opportunities for their occurrence, forecasting transport
systems and transportation planning.

Now, for the task of recognizing freight car numbers, the mechanism of using con-
volutional neural networks (CNN) is best suited.

Keywords: authentication, identification, artificial intelligence, automation, neural
networks, convolutional neural networks, pixel, layer, image, CNN.

Ha nanuii MOMEHT B cUCTeMax 3aJli3HUYHOTO TPAHCIOPTY HOTPeOyeThCs
imeHTHdIKaIisl HOMEpiB BaHTaXXHUX BaroHiB, IO JO3BOJISE OIEPATHBHO OTpPH-
MyBaTH iH(QOpMaIlilo Mpo rapameTpyu (HOMep, THII Ta iH.) BaroHiB, JIOKOMOTHBIB
Ta IHIIOTO PYXOMOTO CKJIagy B PEaTbHOMY PEXHMi dacy. 3aBASKH IIbOMY CTa€e
MOXJIMIBMM BIPOB3JPKEHHSI HOBUX KOHLEMIIN CHCTEMH TEXHIYHOIO 00CIyro-
BYBaHHA Ta peMOHTY. [Ipu 1IboMy iCHYE psia HEOMIKIB Ta IpoOIeM:

— HCHaifHE 3YMTYBaHHSI Ha 3a0pYyJIHEHOMY HOMEpPI BaroHy pyXOMOTO
CKIIamy;

— HECTIPHUATIIUBI MOTOMHI YMOBH;

— cnabke abo HediTKEe OCBITICHHS HpO)KeKTOplB Y TEMHY rOJHHY no6w;

— HEZIOCTaTHBO IMOTYKHA po0OTa IaTYMKIB Ta BiJeoasanTtepis mig yac 0e3-
IIOCEPETHHOTO 3UYMTYBAHHS HOMEpa BaroHy.

3yMUHUMOCS Ha TIPOOJIeMax CTEXEHHS 32 PyXOM BaHTaXKIB: BIJICTEXKEHHS TO-
BapiB rependavae B Oyab-sIKHIA Yac B PeKUMI “peabHOTO 9acy” MOXITHBICTD OT-
puMaHHs iH(pOpMaLil Mpo CTaH TPAHCIIOPTHUX 3aCO0IB, IO MEPEBO3SITH TOBAPU
Ta/abo MPO CTAaHOBUIIE CAMHX TOBApiB a00 TX KOHTEIHEpIB, a TAKOX HPO YMOBU
niepeBe3eHHs. MOHITOPHHT Ma€ JIOTTYHUI 3B’ 30K 3 MOTEPEHKESHHIM aBapiil.

Panile 3acToCOBYBaIMCS IHTENEKTYalIbHI TEXHOJIOTI] MPOLECIB IIEPEBE3CHB,
SIKI MICTSITB PSiJI €JIEMEHTIB ABTOMATHYHOTO 300py JJAaHHUX PO YMOBH TI€PEBE3EHb,
MO/ICJTIOBAHHI TPOIIECiB, MOPIBHAHO 3 IIabjoHaMu ab0 X 3 HOPMAaTHBaMH,
PO3Mi3HaBaHHS O3AITATHUX CUTYalii a00 yMOB 1 MOXKJIMBOCTEH X BHHUKHEHHS,
MPOrHO3YBaHHSI CTaHIB TPAHCIIOPTHUX CUCTEM 1 IJIaHYBaHHS [IEPEBE3eHb Ta iH.

3apa3 ke 11 331a4i po3Ii3HaBaHHS HOMEpPIB BAaHTKHNX BAaroHIB HalKpaie
i aiiiIe MeXaHi3M BUKOPHUCTAaHHS 3ropTKoBuX HelpoHHUX Mepex (CNN).

3ropTkoBi HEWPOHHI MEpeXi — 1€ JOCUTh IIUPOKUHN KIilac apXiTeKTyp, Oc-
HOBHA 1/1es KHX IOJISTa€e B TOMY, 100 MEPEeBUKOPUCTATH OTHI M Ti K YaCTHHHU
HeWpOHHOT Mepexi At poOOTH 3 PI3HUMH MaJeHbKUMH, JIOKAJIbHUMH JIiISTHKa-
MH BXOJIiB.

T'ostoBHa iztest, sika JISKNUTH B OCHOBI 3rOPTKOBUX HEMPOHHUX MEPEXK, OIS~
rae B TOMY, LIO I[JIKOM JOCTaTHbO JIOKAILHOTO OCMHCIICHHS 300pa)KeHH:.
[MpakTryHa nepeBara 3ropTKOBUX HEHPOHHUX MEPEX Taka, IO, Malo4yH JIEKiIb-
Ka mapameTpiB, MOJKHA 3HAYHO CKOPOTHTH Yac Ha HABYAHHA, a TaKOX 00’eM
JIAaHUX, HEOOXIAHUX /151 HAaBYAHHS MOJEJII.

3amicTh MOBHO3B’SI3HUX Mepex 13 Baramu Bix koxxHoro mikcenss CNN mae
JIOCTATHIO KUIBKICTH Bar, HEOOXIHUX JUIS MEperisily HEBEeIUKOro (parMeHty
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300pakeHHs HOMepa BaroHy. lle Bce 0JJHO [0 HANPHKIIAN YUTATH KHUTY 3 JTy-
U B KIHIIEBOMY PaxXyHKY BH IPOYUTYETE BCIO CTOPIHKY, aje B OyAb-sIKUA MO-
MEHT JIUBUTECH TUTLKH Ha HEBEJMKHH 11 (hparMeHt.

[MpuBaONUBICTh UX MEPEK MONATAE B TOMY, IO YHCIO BUKOPHCTAHUX
MOJICJUTIO MapaMEeTPiB HE 3aJICKUTh Bl pO3MIpY IMMOYATKOBOTO 300paXKCHHS.
Hanpuknan, MoXHa BUKOHAaTH OJHY M Ty caMmy 3TOPTKOBY HEUPOHHY MEPEKY
Ha 300paxeHHst po3mipom 300x300, i ynciio napaMeTpiB y 3ropTKOBOMY MIapi
HE 3MIHHATHCSL.

s poboTH i3 300pakeHHAMI HOMEPIB BaroHiB 0y/1eMO BUKOPHCTOBYBATH
dopmar ¢aiinie bmp. Kouseprysaru B hopmar BMP MoxkHa (haiinn Hanpukian
takux dopmatis gk JPG, PNG, GIF. Ockinbku 0yan-sike 300paxkeHHs (B HAIIO-
MY BHMAJIKY € 300paKeHHSI HOMepa BaroHy), sSiKe 3aBaHTAXKYETHCS 3 TpadidHo-
ro (aiiny, € HabOPOM KOJIBOPOBUX TOYOK (TIKCEIiB), TO iHGOPMAIIIIO PO KOK-
HY TaKy TOYKY JOIIBEHO 30epiraTtu B OiTax.

BMP — e dopmar daitny 300paskeHHs, SKA HE Ma€ HiYOIr0 CIIJILHOIO 3
armapaTHUMHU MPHUCTPOSMH Ta IIMPOKO BUKOPHUCTOBYEThCS. BiH BHKOPHCTOBYE
(opmar 30epiraHHs pacTpoOBUX 300pakeHb, 32 BUKIIOYEHHAM HEO0OB’SI3KOBOL
TIIMOUHK 300paKeHHS, HE BUKOPHCTOBYE HiSIKOTO JPYroro CTUCHEHHS, a TOMY
BMP aiin 3aiimae Garato wmicist. Paitmoa crpykrypa BMP cknamaerscs 3
YOTHPHOX YACTUH:

1) cTpykTypa AaHHUX 3aroj0BKa pacTpoBOro (haiiy;

2) cTpyKTypa pacTpoBuX iHPOpMAIIHHUX TAHUX;

3) mamitpa;

4) pacTpoBi 1aHi.

Indhopmaviuni oxcepena

1. Cxanosy6 B. C. ExkoHOMiKO-MaTeMaTH4YHE OOrpYHTYBAaHHS IOTPEOM B BarOHHUX
nmapkax oreparopis 3amisauudoro tpaucrnopry / B. C. Ckano3yo, M. C. Uepeauuuenxo //
Bicauk JIHIIPOBCHKOTO 1HCTUTYTY 1HMPACTPYKTYPH Ta TPAHCIIOPTY YKPAiHCHKOTO JIeprKaB-
HOTO YHIBEPCHTETY HAYKH 1 TeXHOJIOTIH. — J{HimpomeTpoBchk, 2010, Bum.31 — C. 240—-248.

2. Modern Transport Telematics / Ed. Jerzy Mikulski // 11 th International Confer-
ence on Transport Systems Telematics, TST 2011. Katowice-Ustron, Poland, October
19-22,2011. — 418 p.

3. XKyxosuipkwuii 1.B., ABroMaTH30BaHa iqeHTHU}IKALISL PYXOMUX OIUHHIL Ta TO-
Tara B minomy / LB. XKykopuuskuit, O.J. €ropos // [npopManiiiHO — Kepyioui cucTeMH
Ha 3aJ1i3H. TpaHcIL. — 2012, — Ne6. — C.77-82.

4. Graves A., Schmidhuber J. Framewise Phoneme Classification with Bidirection-
al LSTM and Other Neural Network Architectures // Neural Networks, 2005, vol. 18, no.
5-6. - P. 602-610.

5. Graves A., Wayne G., Danihelka I. Neural Turing Machines // arXiv, 2014.
http://arxiv.org/ abs/1410.5401.

6. Nishant Shukla. Machine Learning with Tensor Flow / N. Shukla, K. Fricklas //
CIIG.: Tlitep, 2019. — 336 c.: in. — (Cepis “bibnioreka nporpamicra”).

7. Caiit Onekcanapa Kmimosa: [Enexrponnuii pecypc]. URL: https://developer.
alexanderklimov.ru/android/catshop/bitmap.php. (ara 3Bepuenns: 09.11.2022).



“IHOOPMALIIHHA FE3IEKA TA IHOOPMALIHHI TEXHOJIOTTI” 81

YK 004:001.102-049.5

POJIb LIEHTPIB IHOGOPMALIIIHOI BE3NEKU
Y 3AXHUCTI IT-IHOPACTPYKTYPU KOMITAHIIA

Cmanicnae Ilemoko

JHouenm xaghedpu mixcnapoonozo meneodrcmenmy
KHEY imeni Baouma I'emomana, m. Kuis, Yxpaina

Anomauia. Ilpoananizosano ponv yenmpie iHgpopmayitinoi 6esnexu y 3axucmi
IT-ingppacmpyrmypu komnauii ma ix OCHOGHI NPUHYUNU QYHKYIOHYBAHHS 8 KOPNOP a-
mugHomy OisHec cepedosuwyi. Busnaueno memy CMEOpeHHsA yenmpis iH@opmayiliHoi
6e3nexu, 0CHOBHI 0006 ’3KU ma NiOXo0u NEPCOHANy Woo0 SUPIUIeHHS NUMAaHb Kibep-
be3nexu KOMNAHil npu nomenyitiHux 3azpo3sax. Jfoeedeno, wo menedxicepu 4emsaepmo-
20 piGHA MAKUX YEHMPI8 GUCMYNAIONMb OCHOGHUM €IeMEeHMOM KOMYHIKayii 3 iHuuMu
niopo3oinamu KoMRawii 3a0ns 3anobiecanHs NOMeHYiuHol Kibep3azposu ma 64acHoi
nepeoaui ingopmayii.

Knwwuoei cnosa: yewmp ingopmayitinoi  6esnexu, IKT, xomnanis, IT-
ingppacmpyxkmypa, Kibepbesnexa.

Abstract. Analyzed the role of security operations center in the company’s IT-
infrastructure protection and its basic principles of functioning in the corporate business
environment. Determined the main purpose of the security operations centers creating,
main responsibilities and approaches company s staff of solving cybersecurity issues in
case of potential threats.

It has been proven that the fourth-level managers of such centers are going as the
main element of communication with other divisions of the company in order to prevent
a potential cyber threat and timely transfer of information.

Keywords: security operation center, ICT, company, IT-infrastructure, cybersecurity.

I3 mu¢posizauiero 6izHec cepenoBuia i interpauniero IKT y BupoOHHITBO
Ta cdepy nociuyr HaOymna nortpeda B 3axucti IT-iHppacTpykTypn KoMIaHii.
IMosiBa rnobGanbHOi Mepexi Internet Ta monmansmmii Oypxsmsuii pozsutok IKT
CHPUYMHWIO TOSIBY KiOEp3JIOYMHHOCTI, XaKepChbKHUX aTak, BeO-IiapoOoK, Bipy-
ciB, BUTOKY KOpPIOPaTHBHOI iH(pOpMaIlii, mo 3aBaxae e(QeKTHBHO (PYHKIIOHY-
BaTH KOMIIaHii Ta 3HIXKYE ii KOHKYPEHTOCIIPOMOXHICTh. | I1e He Ba)JIMBO 0
AK01 (hOpPMU BIIACHOCTI BiAHOCHUTHCS] KOMIIAHIs — CTPaXKAAIOTh BiJ KiGep3IOIHH-
HOCTI Ta aTaK sK JIEpXKaBHi, TaK 1 IPUBATHI KOMIIaHii.

[Tounnaroun 3 1970 pp. MOYMHAIOTH BHHHUKATH LEHTPH iHpOpMamiiHOL
6e3nexn (SOC — security operations center) y CIIIA, a morim B Snownii, Bemnu-
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koOpuTanii, 3aximuiii Himeuunni, Peciyonini Kopes, siki 3 yacom cramu He-
BiJl’€MHHMH YaCTHHAMH Oy/ab-fKOI KOMIaHii a0o IepkaBHOi oprasizamii. 3a
CBOEIO CYTTIO LIEHTp iH(popMariitHoi O6e3nexu — ne rpyna IT-daxiBuis, ski Mo-
HiTopsTh 24/7 iH(opManiiiHuii cTaH KOMITaHii BiJl MOTCHIIHHUX BHYTPILIHIX Ta
30BHINIHIX Kibep3arpo3. Merta cTBOpeHHs LEHTpiB iH(opMmauiiiHoi Oe3nexu
TIOJISITA€ B CBOE€YACHOMY 3alO0IraHHI MOTEHIIHHUX KiGep3arpos, IiIBUIIEHHI
PIiBHS 3aXHCTy KOPIOPATUBHOI MepeXi, SHIKCHHSI PU3UKIB, a Y BHITAIKy BUHH-
KHEHHS KiOep3arpo3u — MBHUIKO ii BCTAHOBUTH Ta 3HUIINTH.

OcHOBHi 000B’ 513K (axiBIiB TAKUX IIEHTPIB MOJATAIOTH Y:

1) mepeBipii Mepexx KOMIaHil Ha Bpa3IMBICTh Ta aHai3 X KibepOe3neku;

2) MOCTIHHOMY MOHITOPHHTY Ta aHaIi3i Kibep3arpos;

3) dinbrparii deiikoBux 00poOOK Ta MIBUAKINM peakilii Ha MiATBEpIKEHI
Kibep3arposy;

4) miaroroBui 3BiTiB mOA0 peansHOro crany IT-iHppacTpyKTypu Komiia-
Hil, KIIbKOCTI XaKepChKUX aTaK Ta iMeHTH()IKOBAHUX 3arpos.

[epconan nenTpy iHopMaIiitHOT Oe3MeKn CKITaTaeThCs 3 aHAIITHKIB Be-
JMUKUX TaHUX, Kpunrorpadis, imKeHEpiB KibepOe3rmekn Ta MepekeBoi iHKEeHe-
pii. [Hmmvu cmoBamu, — 11e podecioHa, siKi CIIeiaTbHO HABYCHI BiICTEXKY-
BaTH Ta KepyBaTH NOTEHIIMHUMHU KibGep3arpo3aMmu, J0MOMararoTb CTBOPIOBATH
Ta miarpumysatu Oesmeuny IT-apxitekTypy kommadii. BoHn He numie BMilOTh
KOPHCTYBATHCS PI3HOMAHITHUMH IHCTpyMEHTaMH O€3IeKH, ajle i 3HAI0Th KOHK-
PETHI 1ii, SIKUX CJIiZl JOTpUMYyBaTUCs y pasi 3namy IT-iHdpacTpyKTypHu KoMmIa-
Hil. PaxiBIll HEHTPY BUKOPUCTOBYIOTh HU3KY IHCTPYMEHTIB, SKi 30MparoTh JaHi
3 MEpEeX Ta alapaTHOro OOJIAJHAHHS, BIICTEKYIOTh aHOMAi Ta CIIOBIIIAIOThH
NepcoHas KOMIaHii Mpo MOTeHIiiHI Kibep3arpo3u.

Binburicts 1eHTpiB iHQopManiiiHoi 6e3neku y rnodansunx THK Bukopuc-
TOBYIOTh 1€papXiuyHHU{ MiAXix 10 BUPIIICHHS MUTaHb KibepOe3nekw, e ¢axisii
LEHTPY PO3MOAUIAIOTECS Ha OCHOBI iXHBOIO HaOyTOrO MPAaKTUYHOTO JOCBiNY.
Knacnuna komanzaa neHTpy MoXke OyTH CTPYKTypOBaHa HACTYITHUM YHHOM:

Pisenv 1. “Tapsiua niHiA” ciayx0 pearyBaHHS Ha INOTEHLIHHY 3arposy.
CreunianicTu 3 6€3NeKH CIIOCTEPIralTh 32 CIOBINIEHHSIMH Ta BU3HAYaIOTh Tep-
MIHOBICTh KOYKHOTO CITOBIIIEHHS Ta 4Yac Ui HOro IEpPEeBEICHHS Ha PiBEHb 2.
CrieriaslicTi TIepIIoro piBHA MarOTh 3MOTY YIPaBIATH 3acob0amu Oe3nekd Ta
Ha/IaBaTH PeTyJSApHI 3BITH.

Pisens 2. TlepcoHan apyroro piBHs OUIBII JOCBIAYCHHIA 32 KOJIET 3 MEPIIO-
TO piBHS, TOMY BOHH MOXKYTh IIIBHJIIIIEC 3HAUTH 3arpo3y Ta OLIiHATH YacTuHy IT-
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iHppacTPyKTypH KOMIaHii, sika mijanacs kideparaui. GaxiBii JOTPUMYIOTECS
CHeLiaJIbHUX TpOLEAyp IJIsi YCYHEHHS Kibep3arpo3u, a TakoK BH3HAuYaroTh
3HaJIeHy 3arpo3y Juis 11 MOAaIbIIOro JOCIIIKEHHS.

Pigenwv 3. Ha nanomy piBHI IepCOHAN CKIIANAETHCS 3 POBITHNX €KCIEPTiB-
aHANITUKIB KiOepOe3lneky, SIKi aKTUBHO IIYKAOTh BPasjMBI MICI B MEPExKi.
CrieriaslicTH BUKOPHCTOBYIOTh IIMPOKUH apceHall iHCTPYMEHTIB 3a/JIs BUSB-
JIeHHs Kibep3arpo3w, 31iCHIOIOTh KapaHTHHHE J1iarHOCTYBaHHS CJIA0OKHX MiCIb
Mepexi 3aId po3poOKH PEeKOMEHIAIli IIoA0 MiABHINEHHA PIiBHSA 3arajbHOI
KiOepOe3neKky KoMIaHii.

Pigens 4. UeTBepTuil piBeHb CKIAAETHCS 3 TOM-MEHEIDKEpIiB 3 HaAHOi-
JBIIAM JOCBIZIOM POOOTH, SIKUM IiAMOPSAKOBYETHCS YCSI KOMaHJa LEHTPY
indopmamiitaoi Oe3mexkn. Bonu 3alimMatorbest HR-misutpHICTIO, HaBYaHHIM
MOJIOZIOTO TEPCOHANY, OI[HIOITh 1HAWBiAyaldbHY Ta 3arajbHy MPOIYKTHB-
HICTh CIIEUiaNliCTiB HIDKYUX piBHIB. CHeIiamicTH 4eTBEpTOro piBHSA BTpyda-
I0TBCSl B JISTIBHICTD LIEHTPY B CAMUX KPH30BHX CHUTYalisX, SKUl MOXXHa Xa-
paKTepH3yBaTH SIK FapMOHIYHUIA B3a€MO3B 30K LCHTPY 3 1HIIUMH HiZpo31i-
JIlaMH KOMIIaHii.
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AHAJII3 3ATPO3 TPUBATHOCTI
Y IPOTPAMAXMHUTTEBOI'O OBMIHY IIOBITOMJIEHHSIMUA
HA IMPUKJIAAI TIONIIYJIAPHX MECEH/I’KEPIB B YKPAIHI

Bacuns Ilobepescnux, Iean Onipcokuii
Hauionanvuuii Yuieepcumem “JIvgiecoka nonimexunixa”, m. JIvgie, Yxpaina

Anomauia. Y oaniti pobomi po32n1a0aomvca 3a2po3u y npospamax Mummesgozo 00-
MIHY NOBIOOMIEHHAMU Y KOHMEKCMI NONYIAPHUX, ceped YKPAIHCbKUX KOpUcmyseadis, me-
cenodcepis. 3okpema poszensanymi Sx 3azaneni 3azposu identity spoofing, sasposu sumoxy
NEPCOHANLHOT IHGOPMAYTi ma HECAHKYIOHOBAHO20 OOCMYNY 00 NPUBAMHUX NEPENUCOK.

Knrwuosi cnosa: npusamuicmo, mecenodicepu, cnypine, 6umix OaHux, nepCcoHAIbHI
OaHi.

Abstract. This work examines threats in instant messaging programs in the context
of popular, among Ukrainian users, messengers. In particular, they are considered as
general threats of identity spoofing, threats of leakage of personal information and
unauthorized access to private messages.

Keywords: privacy, messengers, spoofing, data breach, personal data.

Ha neit gac pi3Hi MeceHKepH CTaJIM HEBIJI'€MHOIO YaCTHHOIO JKUTTS JIIO-
e, Hampukiman Messenger OyB 3aBaHTakeHH# 1,3 Mimbspam pasie, a
WhatsApp Mae 2 minbsipau 3aBaHTaxeHb[1]. 3a pesynbpraramu KuiBcbkoro mi-
JKHaPOJIHOTO 1HCTUTYTY COLI0JIOTIT HAWOIIBII PO3IMOBCIOPKEHUM MECEHIKEPOM
B Ykpaini craB Viber, sikum kopuctyerbes 73,6% onutanux. [ani 3a nomynsip-
HicTIO HayTh Messenger — 42,7%, Telegram — 31,6% ta WhatsApp — 25,3%[2].
Taxo, AaHi TaHOTO OIMTYBaHHS JEMOHCTPYIOTh, LIIO TOCIYraMH MECEH]KEPIB
KOPHUCTYIOThCSL BCl BIKOBI IPYITM HAceJICHHS KpaiHH, 110 JIa€ 3MOTY 3pOOUTH
BHCHOBOK, II[0 JIaHHUMH JIOJJaTKaMHU KOPHUCTY€EThCS MepeBa’kHa OUIBIIICTh Hace-
JIeHHs Y KpaiHu.

3arpo3a BUTOKY II€PCOHAIBHUX JIaHUX. JlaHi cepBick MOXyTb 30Mparty me-
pcoHaNBHY iH(OpPMAIlifo PO KOPUCTYBAiB, HANPUKIAa MeceHmkep Telegram
[3] Mosxe 30MpaTy Taki THIN JaHUX: HOMEp Tele(dOoHy, eIeKTPOHHY CKPUHBKY,
iHpOpMaMilo Npo IMOKYNKH, I'e0JO0Kalilo, CIIMCOK KOHTAKTiB, ()iHAHCOBI JaHi,
KOHTaKTHI JlaHi, Meria-KOHTEHT, imeHTudikaropu. WhatsApp [4] ta Viber [5]
Ha J0Jla4y JI0 3rajlaHuX JaHWX TaKOoX 30Mpae MIarHOCTWUYHI JaHi Ta JaHi Mpo
BUKOpHUCTaHHA. BTiMm, Haitbinbine manux 30upae Messenger [6]. Oxpim 3rana-
HUX BHUIIE, B HOTO CIIUCOK BXOMATH: JAaHi MPO 370POB’s, iCTOPis MOIIYKY, i1CTO-
pis mepermany, 9yTaAuBi 1aHi Ta iHme. 30epiraHHs TakKuX JaHUX CTBOPIOE 3arpo-
3y BUTOKY JaHUX 3 MEPCOHAIBHOI0 iH(opMariero, mo i cramocs y 2019 pori,
KonM uepe3 BpasnuBicTe Facebook (temep Meta), sikiit Hanexxuts Messenger,
OyJi0 BHKpa/ieHO INepcoHabHI JaHi 533 MinbioHIB KopucTyBadiB [7]. IHIINM
MPUKJIAJI0M MOXKIJIMBOTO BUTOKY JIaHHX, € BUSBIICHI Bpa3nuBocTi y WhatsApp y
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2022 poi [8], siki 103BOJISIITa OTPUMATH 3IIOBMUCHUKY JOCTYII JI0 BiJIalIeHOTO
BUKOHAHHS KOJy, III0 MOTJIO JaTH MOXKJIMBICTH JUIS BUKPaJCHHS IEPCOHAIbHUX
JaHUX KOpUCTyBa4ya. BUTOKM TakMX JaHMX, NAIOTh MOMIIMBICTH 3JI0BMHCHHKAM
NIPOBOANTH NepcoHanizoBani SPAM-araky, siki € e(eKTUBHIIINMHU 32 MPOCTUI
SPAM, Bumaratu BUKYH 32 HEpO3TroJIOUIEHHs iH(OpMaIil Ui CTBOPIOBATH (eii-
KOBI CTOPIHKH Ha OCHOBI BUKPaJCHUX JaHUX.

Identity spoofing. Cuctemu 0OMiHYy MHUTTEBHMH MOBIJIOMJIEHHSIMH J03BO-
JISIOTh KOPHC-TyBadaM CTBOPIOBATH aHOHIMHI aKKayHTH, SKi MOXXHa CTBOPHTH,
HaBITh SIKIIO IIOB’s3aHI 3 HUMU OCOOM, KOMIIaHIl, TOMEHH 1 T.I. HE HAJEKATb
I[bOMY KOPHCTYBady, HaNpHKIaZ MOXHA CTBOPHTH NpOo(ine Ta Ha3BaTH HOro
“Microsoft” 4m iMEHEM SKOTOChH BiJOMOTO AaKTHBICTA, IO CTBOPIOE 3arposy,
OCKUTBKH Taki iJeHTU(IKATOPH MOXKYTh BHKOPHUCTOBYBATHCS 3JIOBMECHO, UL
OTpH-MaHHS NEPCOHAIPHHUX JaHUX, BXKIMBOI iH(pOpMaii, 3aMaHIOBaHHS KOpPHC-
TyBauiB y ¢eiikoBi yatH i T.1. [Ipukianom e Bunanku 3adikcoBani y 2020 poui B
MeceHukepi Telegram, KoM 37OBMHUCHHUKM CTBOPIOBAIM (DEHKOBI aKayHTH 3
iMmeHeM “Saved messages” [9] Ta HajcunamM JKEPTBI MOBIIOMIICHHS, OAPa3y
CTHpAlO4YM WOro YMM BUBOAWIN (DEHKOBHI 4aT Bropy CIUCKY KOHTaKTiB. 3Ba-
JKAIOuYW Ha Te, 10 OpUriHAIbHKUN JaT “Saved messages” MOXKe CIyTyBaTH CBO€E-
PIIHKAM apXiBOM JUIs KOPUCTyBadya, ¢ BiH 30epirae pi3Hy iH(OpMaIlito, HaJCH-
JIAHHS TIOBITOMIJICHHS 3JIOBMUCHHUKY 3 HEOOA4HOCTI, MOKE CTAaTH JHKEPEIOM BH-
TOKY Pi3HOTO poay iH(popMallii, BKIIFOYAIOUYH MIEPCOHANBHI JaHi, Tapoti 1 T.1.

Telegram. /lanuii MeceHIKEp € KPOCIIATPOPMEHHUM XMApHHUM 3aCTOCYH-
KOM 3 BIIKPUTHM BUXIJZHUM KOJOM JUISl KJIIEHTCHKOI YaCTHHHU. X0Y PO3POOHUKH
3asBJIAIOTH NP0 BiAKPHUTICTH HOTO KOy, caM KJIIEHT BUKOPHUCTOBYE JUI MIA(ppy-
BaHHS BIIACHUI kpunrorpadiunuii anropurm MTProto [10], sikuii He BuKopuc-
TOBYETBCS IHIIMMHU PO3POOHHMKAMH, IO 3HAYHO 3HIIKYE MOXKJIMBICTH 3HAXO-
JDKEHHSI BPa3JIMBOCTEW Yepe3 HEMOJKJIMBICTh HOTO JOCIIIXKEHHS IIHUPOKUM KO-
JioM (axiBIliB Ta IiIBUIIYE NIAHCH HASBHOCTI BPAa3JIMBOCTI HYJIbOBOTO AHs. Ta-
KOX, TOMPHU Te, M0 BiH Mae e2e-mmdppyBaHHs, 32 3aMOBUyBaHHsM Telegram
BHUKOPHCTOBY€E OOMIH MOBIIOMJICHHSMH 13 30€pEKCHHSIM ICTOPIT Ha cepBepi, 10
JI03BOJISIE OTPUMATH JOCTYII IO BCi€i icTopii, mpu KOMIIpoMeTarii Xxo4a 6 0JHO-
TO i3 MPUCTPOIB KOPUCTYBaya, sIKa CTOCYETHCS 3BUYafHUX YaTiB, OCKIJIbKH BH-
KOPHUCTaHHS €2e-3aXUCTy BUMAarae CTBOPEHHS OKPEMOTI'0 “‘CEKpETHOr0” 4ary.

Viber ta WhatsApp. [Jlani meceHmkep ojJpa3dy BHKOPHUCTOBYIOTH e2e-
mmgpyBanHs noBi-gomiens [11, 12] i HaBiTH SAKIO MOBIAOMIICHHS HE MOXE
OyTu nocTaBieHE Opa3y OTpUMYBady, BOHO Oyzae 30epirarucst Ha cepBepi y
3amu(pOBaHOMY BHUTJISAI, OCKUIBKH MOXIIMBICTh pO3MHU(PYBaTH HOT0, Mae
qmiie orpuMmyBad. Brim, 3arposa y Viber nmossirae B Tomy, 1o npu OTpuMaHHi
TIOB1IOMJICHHS BOHO PO3MH(POBYETHCS, a 6a3a JaHUX i3 ICTOPI€I0 OBIIOMIICHB
30epiraeTscsi Ha MPUCTPOI y BIAKPUTOMY BUTJILIL 1 IPH OTPUMAHHI JOCTYITY 10
MIPUCTPOI BCIO ICTOPif0, HASBHY Ha JaHUI MOMEHT, MOKHA BUKPACTH, MiCIIS 40-
ro MeperIsIHYTH 0e3 0COONMBHX TPYIHOIIIB, HANIPUKIIA] 32 JIOTIOMOTOIO YTHIIi-
i “DB Browser for SQLite”. Il{o crocyetses WhatsSApp, To icTopist 36epira-
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€ThCSA y BIIKPUTOMY BHUIJIAII Ha MPHUCTPOI 1 TAaKOX MOXKe 30epiraTucs y xmap-
Hux cxosuinax Google Drive ta iCloud i BiamoBigHO iXHS KOMIpOMETALlist
JIaCTh 3MOTY MPOYUTATH ICTOPIIO YaTiB.

Binpmiocti 3arpo3 MokHa 3aro0irTi BUKOPUCTOBYIOYH BCIM BiJIOMi IIpaBu-
Jla: He BUKOPUCTOBYBATH peajbHI IMEHA Ta MpPi3BUINA U pEECTpalii, peryisip-
HE OHOBJICHHSI TPOTPaMHOT0 3a0€3MeUEHHS T BUKOPUCTAHHS 3aXHIIEHHUX YaTiB.
TakoX MOXKHa BHIUTATH BUOIp OLIbIn Ge3leuHMX Mporpam, Takux sk Signal,
SKAH He 30Mpae AaHUX KOPHCTYBaya i BUKOPHCTOBYE HOMEp Tele(OHY JIHIIe
U peecTpariii. BriM, 3anumaeTscs 3arpo3a BUTOKY JaHHUX 3 OOKY po3pOOHUKIB
1 €IMHUM CIIOCOOOM 3aXHCTY BiJ| IIbOTO 3aJIMIIAETHCS PETENIFHE CIIIKyBaHHS 3a
JAaHMMHU, sKi mporpama 30upae, BUKOPHCTAHHS €2€-3aXHIICHAX YaTiB, Ta 3a00-
poHa Ha JocTyn 10 Oynb-SKHUX NaHHX, SKi He MOTPiOHI Uil (QyHKLIOHYBaHHS
OCHOBHOTO (DYHKITIOHATY, TOOTO OOMIiHY ITOBiTOMIICHHSIMH.
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YK 004.056
BE3INEYHA PEAJIIBALIISA ITPOTOKOJY OAuth 2.0
Anacmacia Toakauosa, Onez I'apacumuyx

Kageopa 3axucmy inghopmauii Hayionanwvnozo ynieepcumemy
“/Ivgiecoka nonimexuixa”

Anomauia. Onucana peanizayis npomoxony OAuth 2.0. Budineni ocrnoeni epasznu-
6ocmi. Po3pobneni pekomenoayii wjo0o imniemenmayii npomoxony y 6e6 000amxax.
Knrwouoei cnoea: spaznusocmi, npomoxon OAuth 2.0.

Abstract. The implementation of OAuth 2.0 protocol were described. The public
vulnerabilities were mentioned. Recommendations for the implementation of the protocol
in web applications are developed.

Keywords: vulnerabilities, OAuth 2.0 protocol.

OctarniM gacom OAuth 2.0 BuKOpHCTOBYE BCce OiibIIe 3aCTOCYHKIB i Iie
PO3IIMPIOE TIOBEPXHIO aTaky JUIsl 37I0BMHCHHKIB. [IpoTOKOIN Hy’ke 3pydHO BHKO-
PHCTOBYBATH U aBTOpH3allii, aje, Ha Kajb, HE 3aBXIHM me Oe3rnedHo. | unm
OibIIIe KOPHUCTYBadi OYIyTh BUKOPHUCTOBYBATH aBTOPHU3AIlII0 Yepe3 iHII Jo1a-
TKH, THM OiJIbIIIe XaKepiB OyIe 3aIiKaBIeHO B TOMY 1100 3aBOJIOIITH JaHUMHU.

OAuth 2.0 — e npoToKoI JeneryBanHs, 3aci0, 1110 J03BOJISIE JIFOAUHI, [0
KOHTPOJIIOE PECYPC, TO3BOJIUTH IIPOrPAMHOMY JOAATKY JIOCTYII 10 PECypcy Bil
CBOTO iMeHi, He BUJal04H cebe 3a HhOTO.

[Tporpama 3anuTye aBTOPHU3ALIIO Y BJIACHHKA PECYPCY Ta OTPHMYE MapKepH
a00 TOKEHH, sIKi BiH MO€ BUKOPHCTOBYBATHU JJIsl JOCTYILy O pecypcy. Bee e
BiI0yBa€eThCsl Oe3 HEOOXITHOCTI H0JATKy BHAABATH ceOe 3a JIOAUHY, K4 KOHT-
POJIIOE pecypc, OCKUJIBKH TOKEH SIBHO IPEJICTABIISIE AEIErOBaHe MPaBO JIOCTYILY.

OAuth mae Ha MeTi OTpUMaHHS IIPaBO JOCTYIY BiJl OZHOTO KOMIIOHEHTA
cucTeMH 0 iHmoro. 3okpema, y cBiti OAuth kiieHTCHKa Iporpama xode OTpH-
MaTHd JIOCTYH JI0 3aXHUIIEHOTO pPecypcy BiJl IMEHI BIacHHKA pecypcy (3a3BHyan
KiHIeBui kopuctyBad). Crenudikamis OAuth BU3HaYae YOTHPH POITi:

1. BiacHuk pecypey — mae gocryn a0 API i Moxe neneryBaTtu 1ocTyn 10
usoro API. BinacHukoM pecypey, sik npaBuilo, € ocoda, i 3a3Buyaii nepeabaya-
€TKCS, 10 BOHA Ma€ JIOCTYI 10 BeO-Opaysepa.

2. axuileHuil pecypc — 1ie KOMIIOHEHT, JI0 SIKOTO Ma€ JIOCTYII BJIaCHHK pe-
cypcey. Bin moxe npuiimatu 6arato pizHEX GopM, ane 3Ae01IbIIoro 1e SKHICh
Web API. Xoua Ha3Ba “pecypc” 3By4HTh TaK, HIOW I1€ TIOCH IS 3aBAHTAXKEHHSI.
API Mo>xe 103BOJISATH YUTAHHS, 3AMKC Ta 1HII OTepaItii.

3 KiieHT — 116 4acTHHA NPOrpaMHOTO 3a0e3NeUeHHs], sika OTPUMY€E JOCTYII
JI0 3axXMIIEHOTO pecypcy Bia iMeHI BiacHUKa pecypcy. Skmo Bu Web-
PO3pOOHUK, BU MOXETe MOJAyMaTH, 1110 iM’s “KilieHT” 03Hauae Web-Opaysep, aie
Lel TepMiH TyT BUKOPHUCTOBYETBCS HE B I[bOMY CEHCI. SIKIIO0 BH pO3pOOHUK 0i3-
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HeC-I0AaTKiB, BH MOXKETE AyMaTd Mpo “KIi€HTa” SK PO JIOIMHY, SKa OIUIadye
Ballli MOCJIYTH, alie TyT MoBa e He npo ne. Y OAuth kiieHTOM € Oynb-siKe TIpo-
rpamHe 3a0e3rneueHHs, sike BUKopuctopye API, mo Hanae 3axumieHuii pecypc.

4 CepBep aBTOpH3aLlil — Leil cepBep HaJae KIIEHTY MapKepH JOCTYIY Ilic-
JIs1 yCIIIIHOT aBTeHTU(iKalii BIaCHUKA pecypcy Ta OTpUMaHHs aBTOpU3aLlii.

Hapasi BUIIAIOTE ACKIIbKA TUIIB peati3aiii IPOTOKOIY B 3aJCKHOCTI Bij
TUITy 3acToCyHKY. Lle mMoxxe Oyt Web nomaTok, user-agent 3acTOCyHOK abo
HaTHBHUH nojaTtok. BpaszmmBocTi aBTeHTHIKAIT OAuth 9acTKOBO BUHUKAIOTH
yepe3 JOKyMeHTallito moao peanizamii OAuth. Bumorn € BitHOCHO po3MHUTHMHU
Ta THYYKUMH. XO0Ya iCHY€e NeKibKa 00OB’SI3KOBHX KOMIIOHEHTIB, HEOOXiTHIX
Uit 6a30BOi (DPYHKIIIOHABHOCTI KOJKHOTO THIY TPaHTY, IepeBakHA OUTBIIICTh
peamizaniii € abcomoTHO HE00O0B’s13K0BOI0. CIOAM BXOIWTH O€3id HANamTy-
BaHb HEOOXITHUX IS 3aXHCTY JaHUX KOPUCTYBayiB.

IMporoxon OAuth 2.0 Mmosxe OyTH peai3oBaHUi B YOTUPH Pi3Hi CIIOCOOH:

— authorization code grant;

— implicit grant type;

— resource owner password credentials grant;

— client credentials grant.

Merta nux peanmizaniif — 1ie IHTETPYBATH CEPBIiC OTHOTO pecypcy y OpYyTHil.
Hanpuknan, y Bac € OaHKIBCHKHH JOATOK 1 BH X04YeTe peaji3yBaTH iHTETparlio
HOIITH. Y [bOMY BHIIQJIKy HEPIIUH CEpBIC MaTHME JOCTYI 110 JaHUX KOPUCTY-
Baya y Jpyromy cepsici. [y 3I0BMHCHHUKA 1€ BiJJKPUBA€ MOXKJIMBICTH CKOMII-
poMeTyBaTH OJpa3y JiBa JOJATKH Ta OTPHUMATH JlaHi KOPHCTyBada 3 TOIITH 4Ye-
pe3 0aHKIBCHKHUH 3aCTOCYHOK.

Ha cworoani Bimomumu BpaznuoctsiMu y OAuth 2.0 e:

— Bpa3nuBOCTi B 3acTtocyHky (Taxki sik XSS, SQL injection);

— BincytHicth CSRF 3axucry;

— BpaznuBocTi B the OAuth 2.0 cepBepi /i aBTeHTU(IKALIT;

— PO3KPHTTS KOJIiB aBTOPH3allii Ta TOKEHIB JOCTYIIY;

— 00JacTh 3acTocyBaHHs (mapamertp state) MaB Olblle TpaB AOCTYIY, HIXK
Oyio HeoOXimHO.

MiXHApOIHI METOAOJIOTIi BUIUISIOTh HAWKPAIl MPAKTUKU peaizamii s
3anobiraHHs atak Ha npotokosn OAuth 2.0. BaxmiBo Big3HaYMTH, 110 ypas3iu-
BOCTI MOXKYTh BUHHMKATH SIK Ha CTOPOHI KJIIEHTCHKOTO JI0JIaTKY, TaK i Ha CTOPOHI
camoro OAuth-cepsicy. IcHyroTb pexoMenamii i Juist THX, 1 11 HIIKX.

Pexomenoayii o nposaiioepie OAuth-cepsicis:

— HeoOxinHO 3amuTyBaTH BiJ KII€HTCHKUX JOAATKIB peecTparii Oijoro
CHHCKY AilicHuX redirect uris mocuiaHp, SIKi BUKOPHUCTOBYIOTECS MIPH TEpEHAII-
paBieHHI KopucTyBada. Jle 1me MOXJIMBO, HEOOXiIHO BUKOPHUCTOBYBATH CYBODE
noGaiitoBe mopiBHAHHS I iepeBipku URI B Oy1p-SKHX BXiTHUX 3aIUTaX.

— Heo6XiIHO BMKOpHMCTOBYBAaTH mapamerp state. oro 3HaueHHs Takox
MOBMHHO OyTH NPUB’s3aHE /10 CeaHCy KOPHCTyBaua, BKIIOYAIOUM JEsIKI Herle-
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penbadyBaHi, cienn@ivHi U1 CEaHCy MaHi, Taki SK Xeml, M0 MICTHTh CEaHCO-
Buii (haitn cookie. Lle nonomarae 3axucruru kopucrysadis Big CSRF arak.

— Ha cepBepi pecypciB HEOOXiHO NEPEKOHATHUCS, 10 TOKEH JIOCTYITy OyB
BuaHUi ToMy camoMmy client id, sikuit poOuTh 3anuT.

Pexomenoayii ons knienmcokux 0ooamkie OAuth:

— HeoOxinHo BigmpaBnsatu napametp redirect uri He TUIBKM Ha KiHIIEBY
TOUKY /authorization, ane i Ha KiHIIeBY TOUKY /token.

— Bapro OyTu o0epexHIM 3 KOZaMH aBTOPH3allii — BOHH MOXKYTh OyTH po-
3KpUTHMH Yepe3 3arojioBku Referer mpu 3aBaHTa’keHHI 30BHIIIHIX 300pa)xeHsb,
ckpuntiB 200 CSS-konTeHTy. TakoX Ba)XJIIMBO MEPEKOHATHCH, MO iX HEMa B
JUHAMIYHO 3reHepoBaHWX (aitmax JavaScript, OCKUIBKH BOHH MOXYTh OYyTH
BHKOPHUCTAaHI 3 30BHIIIHIX JOMEHIB Yepe3 TerH <script>.
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YK 004.4
METO/IU 3AXUCTY BIJ] DDOS-ATAK HA BEB-CEPBICH
Bimanin ®@apoéimnux, Opecm Ilonomaii

Kagheopa ynpaeninns ingpopmauiitnoio 6e3nexoio JIvsiecvkozo oeprcasnozo
YHigepcumemy 6e3nexu ycummeoisavnocmi, m. Jlveie, Yxpaina

Anomauia. Onucano ocnosni eéuou DDOS-amax na eeb-cepsicu ma ocnosui me-
Moou 3axucmy 6i0 Hux.
Kniouosi cnosa: DDOS-amaxku, se6-cepsicu.

Abstract. The main types of DDOS attacks on web services and the main methods
of protection against them are described.
Keywords: DDOS attacks, web services.

DDoS-araka — 1e 37104MHMN cHoci0 MOpyMIHTH 3BUYHY poOOTY Tpadiky
BeO-pecypcey, 0 YCKJIQJHIOE KOPUCTyBadaM JOCTYII JIO HbOTO, ab0 IMOBHICTIO
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fioro 6mokye. SIkmo mosicHrOBaTH Tpocrimie, To DDoS-aTtaka BUTIIAAa€e, ITYIHO
CTBOpEHI 3aTOpH, 100 HE JO3BOJHMTH IHIIUM BOJISIM CIIOKIHHO pyXaTHCh.
3azBuyail i npoBeseHHss DDoS-aTak BUKOPUCTOBYETHCS Mepeska B3JlaMaHHX
KOMIT FOTEpPHHUX cHCTeM (OOTHET), Ki Ha/ICHJIAFOTHCS BEJIMKY KIIBKICTh 3aIlUTiB,
1110 1 IPU3BOAMTH 1O 3aCMideHHS Tpadiky.

Xouya maibke Bci atakn DDoS nepen6adaioTs nepeBaHTaXSHHS [IJILOBOTO
IpUCTPor0 abo Mepexi TpadikoMm, aTakd MOKHA PO3IUTHUTH HA TPH KaTETOpii.
370BMHCHHUK MOX€ BHKOPHUCTOBYBAaTH OJMH a00 KiNbKa Pi3HMX BEKTOPIB aTaku
a00 IUKIIIYHI BEKTOPH aTaKH y BiAMIOBIAb HA KOHTP3aXOAH, SIKi B)KUBAE IIiJTh.

ATtaku mpukiaagHoro piBHs — ilHkomu ix HasuBatoTh DDoS-arakoro 7-ro
piBHA (mocwimaHHS Ha 7-# piBeHb Momeni OSI), Mera mmX arak — BHYEpPHATH
pecypcH 1, 11100 CTBOPHUTH BiIMOBY B 0OCITyrOBYBaHHI.

HTTP-flood — us araka cxo)xa Ha MOBTOPHE HATHCKAHHS OHOBICHHS Y
Be0-Opay3epi Ha OaraThOX Pi3HUX KOMII FOT€pPaxX OJHOYACHO — BEJIMKA KUTBKICTh
HTTP-3amuTiB mepenoBHIOE cepBep, IO MPHU3BOIUTH [0 BIIMOBH B
00CITyroByBaHHi.

IIpoTokonbHi aTakk — TaKOX BiJOMI SIK aTakyl BHYEPIIAHHSA CTaHy,
BUKJIMKAIOTh TOPYLICHHs POOOTH CiIy>)kKOM uepe3 HaJAMIpHE CIOKHBaHHS
pecypciB cepBepa Ta/ab0 pecypciB MEpeXeBOro OONaJHAHHS, TAaKHX SK
OpannMayepu Ta OalaHCYBAILHUKH HABaHTaKEHHs. [IPOTOKOJBHI aTaku
BUKOPUCTOBYIOTH c1a0Ki MicIs B piBHAX 3 1 4 CTEKy IPOTOKOIIIB, 00 3po0uTH
I[IJIb HETOCTYITHOO.

SYN-flood — us araka BukopucroBye 3’eauanuss TCP — mociigoBHICTH
KOMYHIKAI[iif, 3a JOMOMOIOI0 SKHUX JBa KOMII'IOTEPH IHILIIOIOTH MEPEIKEBE
3’€qHAaHHS — NUIIXOM HaicwiaHHA Lt Beiukol kKinpkocti SYN-makeris TCP
“TloyaTKOBUI 3aMHUT HA MIIKIOYEHHS’ 3 MiApoOSeHMMH Buximaumu [P-
ajipecamu.

Volumetric attacks — 1t KkaTeropiss arak HaMara€TbCsi CTBOPHTH
MepEeBAHTAXKEHHS, CIIOXKMBAIOYH BCIO JIOCTYIHY HPOITYCKHY CIIPOMOKHICTB MiX
IITBOBUM €JIEMEHTOM i cepBepoM. Benmuki o0csru taHuX HaJACHIIAIOTHCS 10 MMl
3a JI0NoMOoror (opMH HOCHIaHHS abo IHIIOro 3aco0y CTBOPEHHS MAacHBHOTO
Tpadiky, HaPUKIAI 3aIUTIB Bi OOTHETY.

KirouoBoro npobiemoro juts oM’ sikieHHs: DDoS-araku € po3MexxyBaHHS
MiX TpaiKoM aTaku Ta 3BHIaHUM TpadikoM.

Hampuknan, sxmo y JAeHb BHITYCKYy TPOAYKTY BeO-callT KommaHii
MEPETIOBHEHUH 3aIliKaBJICHUMH KJIIEHTaMH, BiJKJIIOUYEHHS BCHOTO Tpadiky €



“IHOOPMALIIHHA FE3IEKA TA IHOOPMALIHHI TEXHOJIOTTI” 91

MMOMIIKOK. SIKImo y miel KoMmaHii pamToM BHHHKHE CIUIECK Tpadiky Bif
BiZIOMHX 3JI0BMHCHUKIB, HMOBIpPHO, MOTPiOHI 3yCHILIS, 11100 TIOM SIKIIUTH aTaKy.

Bzarami kaxyuu, YuM CKJIaIHIIIA aTaka, TUM OLIbIIa HMOBIPHICTH TOTO,
mo Tpadik aTaku Oyae BaXKKO BIJOKPEMHUTH BiJ 3BH4YaiiHOro tpadiky — mera
3JI0BMHCHHKA IIOJISITa€ B TOMY, WIO0 sIKOMOra Oulble 3JMTHCS, pPOOISIIH
3YCHJIIS 3 IOM’SIKIIIEHHS IKOMOTa Hee()eKTUBHUMH.

CnpoOu oM’ sIKIIIeHHs], SIKi epe0ayaroTh HeBUOIpKOBE NMPUIMHEHHS a0
oOMesxeHHS Tpadiky, MOKYTh BUKHHYTH XOPOIIHi Tpadik i3 MOTaHNM, a TaKOXK
aTaka MOXK€ 3MIHMTH ¥ amanTyBaTHcs, o0 oO0ifTHm koHTp3axoxu. {06
MOJIONIATH CKJIAZHY CIpoOy 3pWBY, HAHOIIBIIy KOPHUCTH AAcTh Oararoliapose
pilIeHHS:

— OmgHUM i3 pilleHb, MOCTYITHUM MPaKTHYHO BCIM aJMiHICTpaTOpaM
Mepexi, € CTBOPEHHSI IIPUMapHOr0 MapIIpyTy i NepeHanpaBiieHHs Tpadiky Ha
uei mapmpyrt. Y Hainpocriwiii ¢opmi, konu QinpTpamis peanizyerbcs 0e3
MIEBHUX KPUTEPIiB OOMEXEHHS, SIK JICTITUMHHHN, TaK 1 IIKIJJIUBUH MEpeXeBHI
Tpadik HaNPaBISETHCS HA TPUMApHUN MapLIPyT Ta BUIYYAETHCS 3 MEPEXKI.

— OOMesKeHHS! KiJIBKOCTI 3aluTiB, SKi cepBep IpHIMaEe MPOTIrOM MEBHOTO
mepiogy dacy, TaKOXX € CcrocoOOM TMOM’SKIICHHS aTak BiIMOBH B
o0ciyroByBaHHI. X04a 00MEKEHHS IIBUIKOCTI € KOPUCHUM ISl YIIOBITbHEHHS
KpaJiKKH BMICTy BeO-CepBicy Ta JUIS MOM SKIICHHS CIpo0 rpyOoro BXOAy B
CHCTEMY, OJIHOTO IIbOro, HMOBiIpHO, Oyae HeIOCTaTHbO At e(EeKTHBHOI
00poOku ckimagaoi DDoS-arakn. Tum He MeHII, 0OMEXEHHS IIBHUIKOCTI €
KOPHUCHUM KOMIIOHEHTOM e(eKTHUBHOI cTparterii mom axumerHs DDoS.

—Web Application Firewall (WAF) — me iHcTpymeHT, skuit Moxe
gonomortd 1om’sikiummt  DDoS-araky piBus 7. Ilomimaroun WAF  wmixk
iHTepHeTOM 1 BUXimHMM cepBepoM, WAF Moxke HisTH sSK 3BOPOTHHI MPOKCI,
3aXMIIAI0YH IJIbOBHI CEpBEP BiJ] IEBHUX THIIIB IIKIJIUBOTO Tpadiky.

— Po3noBcropkeHHst Mepexxi Anycast — MiAXiA TOM’SIKIIEHHS, SKHH
BUKOPHCTOBYE Mepexy Anycast Juisg po3citoBaHHs Tpadiky aTaku IO Mepexi
PO3IOIIICHUX CEPBEPIB /10 TOUKH, Jie Tpadik NOTINHAEThes Mepesxero. [oaioHo
J0 TIOTOKY II0 OKPEMHM MEHIIMM KaHajlaM, LeH MiaXiJ TOLIMPIOE BIUIMB
posmnofineHoro Tpadiky aTaku 0 TOUKH, JIe BiH CTa€ KEPOBaHNM, MTOLUIMPIOIOYH
Oynb-siKi  pyHHIBHI MoOXJHMBOcTi. HamiiHicTh Mepexi  Anycast s
nom’sikimieHHs DDoS-araku  3amexuTh Bil po3Mipy aTakd, po3Mipy Ta
epexTBHOCTI Mepexi. BaxumBoro wactuHOO TmoM sikmieHHS DDoS e
BHKOPHCTAHHS PO3NOJiIeH0i Mepexi Anycast.
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— TpamsutHnii moreHmian. I[Ipm mpoekTyBaHHI mporpaM HEOOXiTHO
MEepeKOHATUCS, M0 TOCTAYalbHUK IOCIYr XOCTHHTY HAQJa€ HaIMIpHY
TIPOTYCKHY 3IATHICTh MiAKIIOYCHHS IO iHTEPHETY, sIKa IO3BOJISIE 0OpOOIATH
BenuKi oOcsru Tpadiky. Ockinbku KiHneBa Meta DDoS-aTak — BINIMHYTH Ha
JOCTYIHICTB pecypciB abo J0AaTKiB, HEOOXigHO PO3MIIlyBaTH iX IOpsA He
TUIBKM 3 KIHIEBUMHM KODUCTyBayaMH, aje 1 3 BEJIMKUMH BYy3JIaMH
MDKMEpEeKeBOrO  OOMiHy TpadikoM, sKi Jierko 3abe3lmedars BalluM
KOpHCTYBauaM JOCTYII A0 TPOTPaMH HaBITh 3a BEIIMKOTO 00cATy Tpadiky.

IpongyktuBHicTh cepBepa. bumbimicte DDoS-atak € 00’eMHUMH  Ta
CIIOXKHMBAIOTh 0araTto pecypciB, TOMY BaXJIMBO MaTH MOXIMBICTH IIBHUIKO
30LIBPIIYBaTH YHM 3MCHIIYBAaTH OOCST CBOiX OOYHMCIIOBANBHUX pecypciB. Lle
MOJKHA 3a0€3MEYNTH, BHUKOPHCTOBYIOYHM HAIMIPHHIA OOCAT OOYHCIIIOBATIBHHUX
pecypciB  abo pecypcH 31 CHEHiaJbHAMH MOJMJIMBOCTSMH, TAaKAMH SIK
MPOAYKTHBHI MepexeBi iHTep¢eiicn abo MmokpalieHa MepekHa KOHQiryparis,
110 JJO3BOJISIE MIITPUMYBATH 00pOOKY BEIMKHX 00CSTIB Tpadiky.

[{opasy, Koau BUSBISETHCS MiABUIIEHHS 00cAry Tpadiky, 10 MOTparuisie
Ha XOCT, SIK OPIEHTHP MOKHA OpaTh MaKCUMaJbHO MOXJIMBHH 00cCsT Tpadiky,
SKHi MOXe 00poOuTH XOoCT 0e3 TOripIieHHS Woro nocTymHocTi. Taka
KOHIIETILIIS Ha3MBAETHCSI OOMEXKEHHSM MIBHAKOCTI. Bijbll mpocyHyTi meroau
3aXHCTy BiMOBITHO MAIOTh JTOJATKOBI MOKJIMBOCTI i MOXYTh IHTEIEKTYaIbHO
NPUAMATH TITBKU Tpadik, SKUA JTO03BOJICHO, aHANI3YIOUM OKpeMi makeT. J{is
BUKOPHUCTAaHHSI TOAIOHMX 3aco0iB HEOOXiZIHO BHM3HAUUTH XapaKTEPUCTHUKU
xopommoro Tpadiky, sSKWid 3a3BUYall OTpPUMYE MITHOBHH 00’€KT, Ta MaTu
MO>XKJIMBICTh OPIBHIOBATH KOXKEH TAKeT i3 UM €TaJOHOM.

OTmxe, Ui 3abe3neueHHs HAaiiHOT poOOTH BeO-CepBICiB, aaMiHicTpaTopu
MOBHUHHI BpaxoByBaTH Bci MoxuuBi Buau DDOS-arak Ta OyTu roTOBUMHE /10 iX
HeWTpamizarii.
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BUKOPUCTAHHS XAHIINTIOTIB
IS BUSABJIEHHA MEPEXXKEBUX ATAK

€nuzaeema Illaey, Onvea Jlynzon

Joneyvkuii depicasnuil ynigepcumem eHympiuiHix cnpae,
M. Kponuenuywkuii, Ykpaina

Anomauia. Busenenns 6mopenens € 8axCauU8010 CKIa0060io inghopmayitinoi be3ne-
Ku. Cucmemu 6UABNEHHA MepPedICEBUX BMOPSHEHb BUKOPUCHIOBYEMBCA O MOHIMOPUHZY
Mepedc Ha HAABHICMb amax abo 6MopeHeHb, Wob excumu 8iON0GIOHUX 3ax00i6 0A ix
nonepeooicenns ma yHukrennsa. OOHUM i3 cnocobig 8UABNEHHA MePedCcesUX amakx € 8UKO-
PUCMAHHA XAHINOMIE.

Knwwuosi cnosa: xaunionmu, inghopmayitina be3nexa, mexmonocis oomMawny, mepe-
Jlcesi amaku.

Abstract. Detection of intrusions is an important component of information
security. Network intrusion detection systems are used to monitor networks for attacks or
intrusions in order to take appropriate measures to prevent and avoid them. One of the
ways to detect network attacks is the use of honeypots.

Keywords: honeypots, information security, deception technology, network attacks.

3 PO3BUTKOM MEPEKEBHX TEXHOJOTIH 1 JOAATKIB Ta 3Ba)KalO4d HA Te, L0
MU KHBEMO B IepioJi riOpuHOT BiliHH, ()aKTOp BHSBJICHHS MEPEKEBHX aTak €
HaJ3BUYaiiHO akTyalbHUM. KiJbKIiCTh 1 CEpHO3HICTh MEPEKEBUX aTaK Ha TEPH-
Topii YKpaiHu 3Ha4HO 3pocna 3 modaTky 2022 poky. Sk KIrO4oBHH MeTox y
cepi MepexeBoi Oe3MeKy, CucTeMa BUSIBJICHHSI MEPEKEBHUX aTaK BiJirpae Haj-
3BUYaiiHO BaXKJIMBY POJIb y 3aXHCTI SIK IEPCOHAJIBHUX AaHUX, TaK 1 JAHUX Opra-
Hi3alii Ta ycTaHOB, B TOMY YHCII JIepKaBHOTO piBHA. HaBKonmmiHe cepenoBu-
e IMOCTIHHO PO3BHMBAETHCS Ta 3MIHIOETHCS 3aBJISKH HOBHUM TEXHOJOTISM Ta
Iareprery [1]. TIponykTH BHSABICHHS BTOPrHEHb — Ll IHCTPYMEHTH, SIKi JIOIO-
MaraloTb KepyBaTH 3arpo3aMy Ta Bpa3JIMBHMH MICISIMH B I[bOMY MiHJIUBOMY
iHpopManitHOMY cepeIoBHIIi.

MepeskeBi aTaku OyaeMO pO3IIISIATH SIK cpoOy 3JI0BMHUCHHUKIB OTPUMATH
HECaHKIIIOHOBAaHUH JIOCTYI J0 MEpeXi opraHizailii ab0 yCTaHOBU 3 METOIO BH-
KpaJIeHHs, TOIIKOPKEHHS JAHNX, CIIOCTEPEXEHb 3a JisIMA KOPUCTYBAUiB MEPEKi
a00 BUKOHAHHS 1HINNX IIKiITUBUX Aild. HacmigkoM macuBHOI MepexeBoi aTaku €
OTPUMAaHHS 3JOBMHCHHKAMH JIOCTYITy J0O MEpexXi 3 KOHTpoieM abo BHKpaJeH-
HAM KOH(]iIeHIiHO1 iH(pOopMaIlii, ale He 3MIHIOIOYH JaHi, 3aJIUIIAI0YH iX Hell0-
TOPKaHUMH. Y BUIAJAKy AKTHBHOI MEPEXKEBOI aTaKkW 3JI0BMUCHUKU HE JIUILE
OTPUMYIOTH HEAaBTOPH30BAHUM JIOCTYTI, alle i MOKYTb 3MIHIOBAaTH JIaHi, BUAAIS-
109, IU(PYIOYN YU HIINM YHMHOM HOIIKO/PKYI0UHM iX. OTpUMaHHS 3JI0BMHUCHH-
KaMH HEaBTOPU30BAaHOT'O IOCTYIY JI0 IPUCTPOiB KOPHUCTYBAYiB, OpraHizalii 4n
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YCTaHOB, BiIOYBA€THCS YacTO 3 iX KOMIIPOMETAIIEI0 MUITXOM 3apa)KCHHS IIKif-
JIMBUM TIPOTPaMHHMM 3a0e3NeUYeHHSIM. 3apakKeHHs LIKIJUIMBUM IIPOTPAMHUM 3a-
Oe3reueHHsIM JI03BOJISIE 3JIOBMUCHUKAM CKOMIIPOMETYBATH CHUCTEMH, BUKPACTH
JlaHi Ta 3aBJaTH 3HAYHOI LIKO/M KOPUCTYBady 4 IpyIli KOpUCTyBadiB [2].

[cHyIOTB pi3HI METOM 3aXHUCTY MEPEXK, TaKi SIK IO MEpexXi Ha 30HU BiJ-
TIOBITHO 10 BUMOT O€3IIEKH, PEeryIIOBaHHS JOCTYIy 1O Mepexi [HTepHeT uepes
TIPOKCi-cepBep, PO3MILICHHS OpaHIMayepa Ha KOXKHOMY 3’€IHAHHI MEPEKEBHX
30H, BUKOPUCTaHHS TPAHCISII] MEPEXEBUX ajpec, IO J03BOJISIE MEPEBOJUTH
BHyTpimHi [P-anpecu B agpecu, TOCTYIHI B 3arajibHOIOCTYITHUX MEpexkax, Bill-
CTe)KEHHS BXITHOTO, BUXIAHOTO Ta BHYTPIITHBOTO MEPEKEBOTO TpadiKy 3 MOXK-
JIMBICTIO aBTOMaTUYHOTO BUSIBJICHHS 3arpo3 1 pO3yMiHHs 1X KOHTEKCTY Ta BIUIH-
BY, 3aCTOCYBaHHS TE€XHOJIOTii 00MaHy, TOOTO CTBOPEHHS MPUMAHOK y BJIACHIH
MEpeKi, CIIOKYIIAIoYM 3JOBMHCHHKIB CKOPHCTaTHCS HMMH TOIIO. Inest cTBo-
PEHHS IPUMAHOK MOJIATaE y TOMY, IO 3JIOBMHCHHKIB HaBMICHO IIE€pEHAIpPaB-
JSIIOTH B crienianbHo crtBopeHe IT-cepenoBuiie e A0 TOro, SIK BOHH 3MOTIIH
MPOHUKHYTH B peajbHy iH(pOpMaIiiiHy iHQpacTpyKTypy OpraHizamii 4m ycra-
HOBH. Y 1IbOMY (DiKTHBHOMY cepemoBHII (axiBIl ciryx0Ou KibepOe3neKn MaloTh
3MOTY CIIOCTEpiraTv 3a 3JI0BMUCHHMKAMHM, 1100 BH3HAYUTH IXHIO MOTHBALIIO,
METOIM T4, B JICSIKMX BHUIAIKaX, HABITh 0cO0Y Ta 3aMOBHUKIB. OHIEIO 3 TEXHO-
Jorit 0oOMaHy € BUKOPUCTAaHHS MpUMaHKH, abo xaHinoty (honeypot). Bin mae
BUIJISAJ] CIIPAaBXKHbOI KOMII'FOTEPHOI CHCTEMHM 3 NPOrpaMamMH Ta JaHHMH, IO
3mymye 3nounHUiB [T-npocTopy BBaxkaTw, 110 1ie peanbHa wink. Hanpukian,
XaHIIOT MOXKE MPEICTABISATH COO0I0 CHCTEMY BHCTABIICHHS PaXyHKIB KIIIEHTaM
MEBHOI OpraHizailii, [0 € yJI00JICHO MIIICHHIO IS KibepaTak 3JI0YHHIIIB, SKi
XOYyTh 3aBOJIOJIITH JaHUMHU KPEAUTHHUX KapTok. Koju xakepu BUKOPUCTOBYIOTh
MPUMaHKY, IX MOYKHa BiZICTE)KUTH Ta BUBUHUTH, CIIPOTHO3YBaTH MOBEAIHKY, 1100
3po0UTH peajbHy MEpexKy OubIn Oe3meyHor0. [HImi crociO 3aliikaBiIeHHs Ki-
Oep3JIOBMUCHHUKA, 1Ie HaBMHCHE CTBOPEHHs BpasiuBOcTeil y Mepexi. Hampu-
KJIaJl, XaHIIOT MOXe MaTH MOPTH, SKi BiIOBIJAalOTh Ha CKaHyBaHHS MOPTiB 200
cmabki mapoii. Bpa3mmBi mopTH MOXYTh OYTH 3aiUIIEHI BiTKPUTHMH, MI00
CIIOHYKaTH 3JIOBMUCHHUKIB IIPOHUKHYTH JIO CEPE/IOBHINA XaHINOT, a HE J0 pea-
JpHOI Mepexi NeBHOi oprasizamii. OTKe, XaHINOTH y BUSIBICHHI MEPEKEBHX
aTaK SBISIIOTHCS TMM iHQOPMAiHHUM IHCTPYMEHTOM, SIKUH MOXE JIOTIOMOI'TH
KOpHCTyBady a0 creriaiicTtaM i3 3aXUCTy MEPeki 3pO3yMITH iCHYIOUi 3arpo3u
Ta MOXKITHBI 3arpo3u JIJIs IEBHOT OpraHi3allii.

Xaninotu knacu}ikyroTh Ha OCHOBI IXHBOTO PO3MIILIEHHS Ta y4acTi Kibep-
37M0BMHUCHUKA [4]:

— JIOCHiTHHUIBKI, SIKI BUKOPHCTOBYIOTHCS JUIA aHAJI3y XaKepChKMX aTak i
3aCTOCYBaHHS Pi3HHUX CIOCO0IB 3aI00IraHHs UM aTakam;

— BUPOOHNYI, SKi pO3MIIIYIOTECA Y BUPOOHUYHX Mepekax pa3oM i3 ceppe-
pom. Lli mpumMaHKH JiIOTh SIK 30BHIIIHS MAacTKa IJIs 3JI0BMHUCHMKIB, IO CKJIaAa-
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€ThCS 3 HEMpaBOUBOi iH(GopMaIli Ta JAae 9ac aJMiHICTpATOpaM Ha yCYHEHHS
HMOBIpHOI BPa3JIHBOCTI.

3aJ1e)HO Bijl B3a€EMO/IiT XaHITOITM MOXKHA TTOIUINTH Ha:

— NPUMaHKH{ 3 HU3BKUM pIBHEM B3a€MOJil, SKi JalOTh KiOEP3TIOBMUCHUKY
ayxe maio iHdopmanii npo Mepexy. Llel xaHiTon juiie iMIiTye MOCIYTH, SIKi
YacTO 3alUTYIOTh 3JI0BMHCHUKHM. OCHOBHA omepaliiiHa cucremMa He 3alisHa B
cucTeMax 3 HU3bKUM piBHEM B3aeMoJii. Taki mpuMaHKu He moTpedyroTh 6arato
pecypceiB i iX JIeTKO MOKHA pO3MiImaTH. CIUHIM HEJONIKOM IUX NPHMAaHOK €
Te, IO JOCBIMTYEHI XaKeph MOXYTh JIETKO iICHTU(IKYBaTH MOMIOHI MPUMAaHKH
Ta YHUKHYTH IX BUKOPHCTAHHS;

— MPUMaHKHU i3 CEPEeTHBOI0 B3aEMOJIEI0 JO3BOIIOTh KiOEP3TOBMUCHHUKY
BHKOHYBATH OLbIIE Hiif MOPIBHAHO 3 IONEPEAHIM BapiaHTOM;

— MPUMaHK{ 3 BHCOKOKO B3a€MOJIIEI0 CIPSAMOBAHI Ha Te, 100 KiOep3/oB-
MHUCHUK BUTpaTHB 0arato 4acy Ha poOOTy 3 XaHITOINOM, Yy el yac daxisii 3
Oesrneky OTpUMYIOTh Oarato iH(opmauii nmpo camux xakepiB. Lli mpumanku
BKJIIOYAIOTh OMEpalliiiHy CUCTEMY B peajlbHOMY 4aci, TOMY BOHHU € MOPIBHSHO
PHU3HKOBaHUMH, SKIIO Xakep imeHTHOiKye XaHinot [4]. HemonikoM Takux mpu-
MaHOK TaKOX € Te, 1[0 BOHU € JOCHTh JOPOTMMH Y BapTOCTI Ta CKJIAJHUMU Y
peautizarii.

o mepeBar BUKOPHCTaHHS MPUMAaHOK XaHITOIIB NMPU BUSABIICHHI Mepexe-
BHX aTaK MOXXHA BIJHECTH: XaHITONMHU 30MpalOTh JaHi JIWIIE TOMi, KOJH i3 HUMHU
XTOCh B3a€MOJI€; y XaHINOTIB HEMae MOMUIIKOBUX CIPalbOBYBaHb, TOMY IO
OyIb-siKa JisIbHICT 3 HUIMH € HECaHKIIIOHOBAHOK, 3Ba)KAI0UH HA METY iX CTBO-
PCHHS; BOHM HE MOTPeOYIOTh 0arato pecypciB; He Mae 3HAUCHHs, Y BUKOPHC-
TOBYE 3JI0BMHUCHUK IIU(QPYBaHHS, OCKUIbKH IisUIbHICTh 3 IPUMAHKOI B OYab-
SIKOMY BHIAJIKy Oyze 3adikcoBaHoO.
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TEXHIYHUH 3AXUCT THOOPMAIIIT

AHAJII3 MIPOTOKOJIIB KBAHTOBOTI'O ITPAMOI'O
BE3IIEYHOTI O 3B’A3KY

Cepziii /loposcuncokuii
Hauionanvnuii agiayinnuii ynieepcumem, m. Kuie, Yxpaina

Anomauia. Pozeumox cyuyacrux 064ucir08aIbHuX mexHoao02it cmasums nio 3azpo-
3y KoH@idenyitinicme iHghopmayii, wo matidxce 3a8x4cou 3a6e3neyyemvcs mpaouyitiHumMu
Kpunmoepagiunumu 3acobamu. Ll obcmaguna smMyutye uwiykamu Hogi Memoou 3axXucmy.
YV cmammi nposedeno ananiz Hosux memooie ma nPOMOKONI8, A MAKONHC NPeOCMABNIEeHO
ix nepesacu ma neoonixku. B pesynvbmami npedcmasieHo BUCHOSKU WOOO0 BUKOPUCTIAHHSL
NPOMOKONIE Ma NiOGUUEHHS PIBHA IX eheKmusHOCMI.

Knwuoei cnosa: xeanmosa kpunmoepais, kiacugikayis, Keanmoeuii npamuil
be3neynull 38 30K, KGAHMOBULL PO3NOOLT KIIOYIE.

Abstract. The development of modern computer technologies threatens the
confidentiality of information, which is almost always ensured by traditional
cryptographic means. This circumstance forces to look for new methods of protection.
The article analyzes new methods and protocols, as well as presents their advantages
and disadvantages. As a result, conclusions are presented regarding the use of protocols
and increasing the level of their effectiveness.

Keywords: quantum cryptography, classification, quantum direct secure
communication, quantum key distribution.

Bcemyn. KpantoBuit npsimuii 6e3neunuii 38’5130k (QSDC) — e onuH 3 Ha-
NPSAMKIB KBaHTOBOI Kpunrorpadii, skuif mpornonye Oe3nedHe CIiIKyBaHHS 0€3
OyIb-SIKOTO CIUIBHOTO KIJIFOUa. XapaKTepHOI0 OCOOMBICTIO TaHOTO METOAY €
BIZICYTHICTh KpUNTOrpadiyHUX NEPETBOPEHB, BIIMOBIIHO BiACYTHS 1 mpobiema
posmoziny kmodiB mudpysanns. Memoro 1anoi poOOTH € y3arajJbHeHa Xapak-
TEpUCTHKA MPOTOKOJIB KBAaHTOBOi KpumnTorpadii, 3HaXo/pkeHHs iX ciaOkux
CTOPIH JUISl TOJJAJIBIIOTO ONPAIIOBAHHS Ta OKPAIIEHHS.

Ocnogna wacmuna. B QSDC npotokonax Adjica (azpecaHT) KOJIye CeKper-
HE TIOBIJIOMJICHHS, 1[0 CKJIAJA€THCS 3 JEKUIBKOX KyOiTiB, BUKOPHCTOBYIOYH TOTIC-
penHpo oOpaHe MpaBWJIO KOAyBaHHs Ta Hajacuiae ix boOy (ampecaty) [2]. Lo6
YHUKHYTH IIi/ICITyXOBYBaHHS, 3aKOHHI CTOPOHH ITOBUHHI NEPEBIPSTH JICTITUMHICTD
IHIIAX CTOPIH, IO BUMATra€ThCs MPOTOKOIAMH KBAHTOBO1T aBTEHTH(IKAITii.
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[epumit mpotoxon QSDC 3 aBTeHTH(]IiKaIi€0 OYyB 3alpOIIOHOBAHUN Y
2006 poui, i 3 THX Mip OaraTo JOCHIAHUKIB MpaIloBaIN B Lii ramysi. IcHye Ki-
JIbKa TPOTOKOJIIB KBAaHTOBOI Kpunrtorpadii, ski JOBEJCHO HEBPA3IMBUMH JIO
PI3HOMaHITHUX TOIIMpEeHHX aTak. lle akTWBHI aTaku, TOOTO IMEpexXOILTIOBaY
MOXE OTPUMATH JOCTYIl A0 KyOITiB, II0 MEpeNaloThCsi B KBAHTOBOMY KaHali
MK 3aKOHHHMH CTOPOHAMH, i OpaTu akKTUBHY y4acTh y MPOTOKOIi. Jleski macu-
BHI aTaky TaK0X MOXYTh BHKIIMKATH MPOOJIeMHU 3 BUTOKOM iH(oOpMaIlii B mpo-
TOKOJIaX 3B SI3KY.

YV 2020 poui 0yB npexacrasieruii nporokon QSDC Ha ocHOBI ogHOTO (hO-
ToHa Ta mapu EPR, a Takox Oyma mocsrHyTa B3aeMHA aBTeHTH]ikaris. s
MPOCTOTH Horo Ha3uBaioTh mpoTtokosoMm YZCSS (Yan, Zhang, Chang, Sun,
Sheng protocol) [3]. ¥ uHbomy € nBi cToponu, a came Aumica Ta bo0 3 IXHIMHU
BiAnoBigHMMY ineHTH(iKaTopamu IDp ta IDg Bignosiguo, ae 1Da, 1Dg € {0, 1}N.
Auici moTpi6Ho Hagicmati cexperte nosinomnenns M € {0, 1}V 1o Boba 3a
JIOIIOMOT 010 OKpeMux (oToHiB i1 cTaHiB benna, ne benn-cranu (napu EPR) Bu-
3HAYAIOTHCS SIK:

1

|¢i>=\/5(|00>0r|¢’>)'

|¢i>=%(|m>i|1o>>.

Etanu nporokoiy Taki:

1 eman. Amica ta o6 Maroth crinbHi izeHTHdiIKaTOpH IDA Ta IDg, BUKO-
puctoByroTh aesiki QKD mis 0OMiHy JaHUMHU.

2 eman. Ilicns Toro, sik o0 oTpumMye S, BiH 3Ha€ TOYHE MOJTOKEHHS (POTO-
HIB-TIPUMAHOK, 110 BiAMOBimatoTh Horo ineHtudikaropy IDg. bob BuMiproe mmi
(OTOHH-TIPUMAHKH B HAJIS)KHUX 0a3mcax, BiqnoBigHo 10 [Da.

3 eman. o6 npocuth AJticy OrojloCUTH MOYATKOBI CTaHU map KyOiTiB Sa
JUTS TIepeBipKU Oe3meKu.

4 eman. bod oTpuMye BCi OITH CEKPETHOTO IMOBIIOMJICHHS 3 PE3yJIbTATIB
BHUMIiproBaHHA map KyOiTiB Sy. 1100 mepeBipUTH IiNICHICTh CEKPETHOTO IOBi-
nomiieHHs, Arica i o6 my0i4HO MOPiBHIOIOTH JesKi YaCTHHU TOBiTOMIICHHS.

IIpotoxon YZCSS 3axuiieHnii Big pi3HOTO poAy aTak, TAKUX SK aTaka iMi-
Tallii, araka IepexXOoIUIeHHs Ta TIOBTOPHOTO HAJICHIIAHHS, aTaku “JII0ANHA BCepe-
JuHi” 1 T.1. OTHaK HigcIyXyBad MOKe PO3POOUTH CTpaTerito, sika J03BOJIsIE HOMY
e(eKTHBHO BUKOHYBAaTH aTaKy IIEPEXOIUICHHS Ta IIOBTOPHOTO HaJICHIIAHHSI.

HermronaBHo 6yiio 3anpornoHOBaHo J(Ba jayke mikasi nporokonud DSQC [4],
3aCHOBaHI Ha MEPEeBIOPSIKyBaHHI 4acTHHOK. [IpoTokon KOaHs 3actocoBye 4o-
TUPUKYOITOBUH cuMeTpuuHUi ctan W st 3B’S13Ky, TOJI sIK poToko Llast Bu-
KOPHCTOBY€E IIUTbHE KOAYBaHHS YOTHPHOX CTaHIB Kiactepa KyoOitiB. GHZ-
MoIi0HI CTaHU KOPHUCHI Ui KOHTPOJIHOBAaHOI KBaHTOBOI TemenopTamii. Takox
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MOXHa cOPMYBATH OPTOHOPMOBAaHHH GasucHuMit HaGip y 2° TpuBEMipHOMY
I'ns6epToBOMY MpocTopi 3 8 cTaHiB, sSIKIi MOXHA BHKOPHUCTOBYBATH JIS LI1Ib-
Horo koxyBaHHs Ta DSQC. Takum YMHOM, CTaHHM CTBOPIOIOTHCS SIK KOPHCHUIA
pecypc aist KBaHTOBOI 00poOku iH(popmanii. Ananoriynuii nporokon DSQC,
3aCHOBaHMI Ha TeperpyryBaHHI YaCTUHOK, OyB HELIOAaBHO 3aIllpOIIOHOBaHUH
FOanem Ta inmmmu [5]. V cBoiii poOOTi BOHH BHKOPHCTOBYBAJIA YOTUPHUKYOIT-
HUW cumeTpu4Huil ctan W aiis 6e3neuHoi nepenadi 2 0iTiB kiacuyHol iHpOp-
Marii. IxHiif mpoTokon Takox BuUKOpHCTOBYe 4-KyGiTHi W-ctamu mms DSQC,
aje KoXeH i3 X W-CTaHiB MOKHa BUKOPHUCTOBYBATH JIMINE JUIS TIepenadi oJ-
Horo 6iTa KITacu4HOi iH(popMarii.

V3araJpHIOKYH, MOXKHA NPOJEMOHCTPYBATH CIIA0Ki IMO3HIIT IS KOXKHOTO
31 3raJjaHuX MPOTOKOJIB, a TaKOXK IMOKAa3aTH, 0 SKUX Kibeparak BOHHU € abco-
JIFOTHO CTIHKUMH.

Tabmuus 1
Ilpezenmayia cmiiitkocmi npomoxoie 00 piznux eudie Kivepamax,
Je “+” 03Havae CTIHKICTh, a “— BKa3ye Ha BPA3JIMBICTh JI0 TAKUX aTaK

OcHOBHI By Kibepartak
Tporoxomn QSDC ™= T"NETMiM [ Dos [ TC | FS | PBS [ PNS | TH
ng-p;o;g\,/ DLL, _ _ _ + + + + _
Ileperutytani ky0OiTH + + _ _ + + + + _
rpynamu
3 rpynamu neperuy- + i B _ + + + + _
TaHHUX KYJUTiB
3 OIMHUYHHUMH KyOi- + + _ _ + + + + _
TaMu
YZCSS Rl I I I (N I O A e
3 BUKOPHUCTaHHIM _ _ _
GHZ-nonibHux craHis " " * * * ’
3 BUKOPUCTAHHAM
GHZ-nonibHux craHiB + + _ _ + + + + _
0e3 BUKOPUCTaHHSA
IIIJILHOTO KOJyBaHHsI

Bucnoexu. Takum 9MHOM, Y Tiii poOOTi MPOBENEHO aHAII3 CydYaCHUX MPO-
TOKOJIB KBaHTOBOI Kpunrorpadii (BM3Ha4eHO iX mepeBard i HEIOJIKH), iX ic-
Hyroui kmacudikamii. Ha migcraBi 4acTKOBUX y3arajJbHEHb TEOPETHYIHUX IOJIO-
KEeHb Ta MPAKTUYHUX JTOCSITHEHb y Taly3i KBAaHTOBOI Kpunrorpadii, po3pobdieHo
y3arajgbHeHy Kiacuikarifo. 3a paxyHOK MOPIBHAHHS Pi3HHUX (aKTOpiB poOOTH
MIPOTOKOJIIB, iX CTIMKOCTI 10 MEBHUX KibepaTak, MH MaeMO MOXIIUBICTb BHSABHU-
TH HM3KY npoOJieM y Wil ramysi Ta po3MIHUPUTH MOKIIMBOCTI II0JI0 BUOOPY BijI-
MOBITHMX METOJIB JJIsl IIOOYIOBU CYYaCHHX KBAaHTOBHX CHCTEM 3aXHUCTy iH(O-
pmaii.




“IHOOPMALIIHHA FE3IEKA TA IHOOPMALIHHI TEXHOJIOTTI” 99

Inghopmauiini oxcepena

1. Zhmurko T., Kinzeryavyy V., Yubuzova Kh., Stojanovic A. Generalized classi-
fication of modern quantum cryptography and communication methods. Ukrainian Sci-
entific Journal of Information Security, 2015, vol. 22, issue 3, p. 287-293.

2. Banerjee A., Pathak A. Efficient protocols for deterministic secure quantum
communication using GHZ-like states. Quantum Physics, 2018.

3. Lili Yan, Shibin Zhang, Yan Chang, Zhibin Sun, and Zhiwei Sheng. Quantum
secure direct communication protocol with mutual authentication based on single pho-
tons and Bell states. Computers, Materials & Continua, 63(3):1297-1307, 2020.

4. Banu N., Ghosal P. and Panigrahi P. K., “Quantum information splitting of an
unknown two qubit state by using two three qubit GHZ like states, ” 2014 International
Conference on Electronics and Communication Systems (ICECS), 2014, pp. 1-4, doi:
10.1109/ECS.2014.6892773.

5. Shukla Ch., Banerjee A., Pathak A. Improved Protocols of Secure Quantum
Communication Using W States. International Journal of Theoretical Physics, 2018, vol.
52, pp. 1914-1924.
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KIBEP3AXHCT B IHTETPOBAHUX CUCTEMAX
CAHKLIIOHOBAHOI'O JOCTYNY J0 IH®OPMAILIIL

Anopiii Pyoux, I0piit Pyoux, Hamania ®@eduneysp

Kagpeopa ynpaeninna inghopmauiiinoro 6esnexoio JIvsiscvkozo oepicasnozo
YHigepcumemy be3nexu dcummeoianvnocmi, m. Jlveie, Ykpaina

Anomauia. Posersoaiomscs pieHi xmaprux obyuciens ma xibepoesnexu. Hasede-
HO nidxoou 00 ingopmayiiinoi Gesnexu xmaprozo xocmuney. Ix cymv 3acnosanma na
npunyuni: 6esnexa xmapu — ye 8i0N0GIOAIbHICMb npogatioepa, besneka 6 xmapi — ye
gionosioanvricms knienma. Tomy numanns nioguwjenns Oe3neku XMapHux cepsicie ma
XocmuHey nompebye pisHOManimuoi ysazu.

Knrwwuoei cnosa: xocmune, xibepbesnexa, 8paziugicms, XMapHi obuucients, bes-
neka, sKicme.

Abstract. The levels of cloud computing and cyber security are considered.
Approaches to information security of cloud hosting are given. Their essence is based on
principle: the security of the cloud — is the responsibility of the provider, the security in
the cloud — is the responsibility of the client. Therefore, the issue of improving the safety
of cloud services and hosting requires a variety of attention.

Keywords: hosting, cyber security, vulnerability, cloud computing, safety, quality.
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[IpesuneHT pocii oroIocuB Mpo MOYATOK ‘‘cHenoneparii”’ 3 METo “nemi-
mitapu3anii i geHanudikanii Ykpaian” Bpanui 24 motoro. Llei neHp cTaB mo-
YaTKOM NOBHOMACIITAOHOI BiitHM mpoTu Ykpainm. Lim “crenomepartii” Heox-
HOPa30BO 3MIHIOBAIHCS 1 3pPEIITOI0 TPAHC(HOPMYBAIHCSA Y “3aXUCT HACCICHHSI
Jonbacy”. Ha croroaHi, B yMoBax BiliCbKOBOi MOBHOMAcIITaOHOI arpecii pocii
B YKpaiHi BCl 3aBJaHHS IUBLUIBHOTO 3aXUCTY 1 OE3MEKU TPOMAJISH IepeOyBatOTh
B HOBHX BuMipax [1-3].

HuHi HaIIOO TOJOBHOK METOIO € BJIOCKOHAJICHHS JisUIbHOCTI MiJpO3iTiB
JCHC VYkpainu, ocHaIlIeHHs pIATYBaIbHUKIB Cy4aCHUMHU TEXHIYHUMH 3ac00aMu
Ta HaJIaroJUKEHHS TICHOI B3a€EMOJIl 3 OpraHaMM MiCILIEBOI BJIAAN y TIPOIEci 3a-
Oe3meyueHHs MUBUTBHOTO 3aXUCTy HaceneHHs. Pociiiceki iHdopMartiitai oneparii
BUSIBUJIMCSl HE3rpaOHUMH i OyJM CHPOCTOBaHI ONPHIIIOIHEHHSM PO3BIIaHHX.
A crpobu pocisiH 3pyliHyBaTH U(POBY IHPPaACTPYKTYpy YKpaiHH Ta MOCISITH
po30par 3a TOMOMOTO0 KiOEpMOKIIMBOCTEH OYyIIH 3yCTpiHYTI CTiHKUM, mpode-
CiifHUM Ta e()eKTHBHUM yKpaiHCHKUM Kibep3axuctoM. Lle HoBuil GppoHT BiiiHK B
YxpaiHi, 1 HOro HaciIKK NPOJIOBKYBATUMYThCS 1 MicJis ii 3aBepUICHHS. Y cHC-
TeMax KiOep3axWCTy CIiJ BXKUTH 3aXOJiB, MO0 MPOTHUCTOSATH OPraHi30BaHUM
JIepKaBHAM KaMTIaHisIM 3 1e3iH(opMariii Ta JOMOTTHCS TOT0, 00 iM He Baajo-
sl IPUTITYIIUTH MibKHapogHe 00ypenHs misimu Pocii [4-5].

VY BciX mEX cdepax CIOCTEPIiraroThes CIIPOOH POCIHCHKOI Jep:KaBU y3ro-
TUTH Ta CKOOPAMHYBATH KiOCPHETHYHI MOXKIMBOCTI 3 OLIBII TpaguIliHHUMHI
acrieKkTaMu BiiicbkoBOi noTyru. Ha chorozHi 1i riOpuHi HamMipu He MaJii ycCIi-
Xy — IXHi} BIUIMB BUSIBUBCS MEHIIMM, HDXK Oo4iKyBanu. [louacTu 1ie mosiCHIOEThb-
csl THM, 110 YKpaiHa 3apeKoMeHayBasla cede HaJ3BHUYaiHO eeKkTHBHUM Kibep-
3axuctoM. [licns anekcii Kpumy y 2014 pomi B pi3HHX chepax i ramy3sx cTBO-
proBau nudpoBy dopreiro. [lopsia i3 repoidHO0 000POHOIO YKPATHCHKHX Biii-
CHKOBHX, B IHTEpHETi, MOXIINBO, Oyla Halle()eKTUBHIMA 000pOHHA KiOepaKTH-
BHICTh goTernep. Jitoun mix mocTiiHUM THCKOM MPOTH AYKe 34i0HOTO MPOTHB-
HHUKa, [ KOMaHIa 3 MPEICTaBHUKIB Oi3HECY, PO3BIOKH, CIyk0 Oe3meku, a B
JSSIKUX BHIAAKaX 1 TPOMAJSH, MpaIfoBaia INIY-0-IUTiY, MOMEpepKalodr, pea-
TYIOYH Ta YCYBalOUu HACIIIKH.

VY BiAMOBiZIb HA CTPIMKUH PO3BUTOK 3aCO0iB HECAHKI[IOHOBAHOTO JTOCTYITY
Jo iHpopmaii B pe3ynbTaTi 3aralbHOr0 IPOTpecy CydacHHUX iH(GOopMaIli fHIX Ta
KOMIT FOTEPHUX TEXHOJIOTIH € HeOOXiHICTh MIATPUMKH aKTYaJIbHOCTI CHCTEM
3aXUCTy MiJNPHEMCTB BiJi HECAaHKIIOHOBAHOTO JOCTYITy Ta KOHTPOJIIO 3a Ipa-
iBHUKaMH [6].

3arpo3za 6e3mekn akTUBIB 00’ €KTY iH(OpMamiHHOI TiSTBHOCTI CKIIAIa€THCA
3 0e3miui 1MOB’A3aHKUX 1 AaBTOHOMHUX eJleMeHTiB. Posrisiiatoun 3arpo3y Oe3nexw,
SIK KOMIUIEKC, BUHHKAE 1]1es MONIYKY KOMIUIEKCHOTO PIillIeHHS /10 MOTEHIIHHOT
3arpo3u.
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Po3pobinsioun KOMITIIEKCHY CHCTEMY CaHKI[IOHOBAHOTO JOCTYITy HOTPiOHO
MIPOCIIIKYBaTH 32 BIOCKOHAJICHHSIM B)XKE ICHYIOUHMX Ta IOSIBY HOBHX OpraHiza-
LifHIX, TPOTPaMHUX Ta TEXHIYHUX CHocoOiB, sSKi 60 momoMorim B moOymoBi
KOMILUIEKCHOT CHCTEM CaHKIIIOHOBAHOTO JOCTYITY Ta 3aXUCTy iHdopmarii [7].

Came mpaBWIbHE TPOBEICHHS NpOLECy PO3POOKH KOMIUIEKCHOT CUCTEMHU
CaHKIIOHOBAHOT'O JIOCTYITy J03BOJISIE ONITUMI3YBaTH K IpoLec peajtizamii KoM-
IUIEKCY Ha TPaKTHI, TaK i TApaHTyBaTH HOTO MAaKCUMAaJbHY €(pEeKTHBHICTH IIif
Yac eKcIuTyaTarii.

[1in6ip KOMIIOHEHTIB KOMIUIEKCY 3[ilICHCHO BPaXOBYIOUH XapaKTEPHUCTUKH
00’eKTy 1HPOPMAIIHHOT AiSTFHOCTI, €IEMEHTH SIKOi (DOpMyBaJH 30KpeMa i Impo-
CTOPOBI Ta OIOKETHI BUMOTH [8].

[TigiiIoBIIM 10 CIPOEKTOBAHOI CHCTEMH Yy POJI 3JIOBMHCHHKA BIalOCh
chopMyBaTH KapTUHY Bpa3JIMBOCTEil 00’€KTY MiJ 3aXHCTOM KOMILIEKCY, Ta 3a-
NPONOHYBATH CHOCOOM IX BHPIMMTH. 3 MOBTOPSHHSIM Li€i MPOLEIYpH MOXKHA
OTpHMaTH KijbKa iTepaniii KOMIUIEKCY, 3 Pi3HMM DIBHEM 3aXUCTy, SKHU Oyxe
MPOTOPIIHHIM 0 3aTpaT Ha Horo peaiizauilo Ta miaTpumky. Bubip BapianTy
BapTO 3IIHCHIOBaTH OLIHIOKOYH PHU3HKH.

Inghopmauiitni 0xcepena

1. Tpu cuenapii po3sutky Biitnu B Yipaini URL: https://texty.org.ua/tag/khid-vijny/

2. [Mapnamentcbka acambiiess HATO Busnana Pociro nepxaBoro-tepopucrom URL:
https://www.radiosvoboda.org/z/16697

3. Haiikoporma ictopist pociiicbko-ykpaincekoi Biitnn URL:  https://www.
radiosvoboda.org/a/31382202.html

4. Txauyk P.J1., Cixopa JI.C., Jluca H.K., HaButka M.JIL., Cabat B.1., ®eguna b.1.,
Tynuuax JIJI. Indopmauiiini TexHonorii ¢popMyBaHHsS CTpaTerii MpUHHATTS pillleHb
IHTeNIeKTyalbHIM areHTOM B TEXHOTEeHHHX CHCTEMax 3a yMOB KOTHITHBHHX 300iB,
HVJIII, 2020.

5. Morotait O.1. BaxxnuBicTh KOMIUIEKCHOI CHCTEMH 3aXUCTy iH(popMarii y 3a0e3-
neyeHHi iHdopmariiinoi 6e3nexn 'O “Haykosa cnineHoTa”; WSSG W Przeworsku. —
Tepromins, 2022 https://sci.ldubgd.edu.ua/jspui/handle/123456789/11113

6. Jlaryn A., Pymuk A., Pymuk 1O. Ananiz BHSABIEHHS BPa3IMBOCTEH Cy4acHOTO
XOCTHHTY TIpH TECTyBaHHI Ha NPOHMKHEHHs, 3axucT iHdopmawii B iHpopmariiiHo-
KOMYyHiKamiiHuX cucreMax, JIpBis, 2019. C.53-55.

7. Honotait O.1., Mactok H. TIpodini MoxauBocTel MOpYIIHKUKIB iH(pOpMaLiiiHOT
0e3MeKH CTPYKTYPHUX Mifpo3AiniB Oe3nexoBux cTpykTyp Hamionamsaa Axanemis Cory-
x6u besnekn Ykpainu, 2021.

8. Txauyk P.JI., Boaguap O., Jlaryn A. E. BusiBieHHs HeOe3MeYHUX BXOMKECHD Y
KOMIT FOTEPHY MEpEeKy 3a JOMOMOIOK CHUCTEM BHSBICHHA BTOpTHeHb, JIJIYBIX/,
2021.


https://texty.org.ua/tag/khid-vijny/
https://www.radiosvoboda.org/z/16697
https://www.radiosvoboda.org/a/31382202.html
https://www.radiosvoboda.org/a/31382202.html
https://sci.ldubgd.edu.ua/jspui/handle/123456789/11113

102 36ipnux me3 oonogioeti IN Mixcnapoonoi
Haykoso-npaxmuynoi kongepenyii, IBIT 2022

V]IK 342.951:34.03(477)

JO0 IUTAHHS ITEPEBAT' CUCTEM BIIEOHATLJIAAY
Y I'POMAJACBKHUX MICISIX

Maxcum Cminesecokuii

Ynpaeninns 6e3nexu oenapmamenmy micokoi mobinbnocmi ma gyauuHol
inghpacmpyxmypu Jlveiscokoi micokoi paou, m. Jlveie, Ykpaina

Anomauia. Becmanoenenns 6i0eocnocmepedsicents y 2pOMAOCbKUX MICYsaX cryeye
ona 3abe3neuenns besnexu omouyoyux. Cmammero 307 Lluginonozo xodexcy Ykpainu
nepeodayero, Wo Ha 8yauYyi, y 2pOMaoCKux Micysax, Ha nyoOniuHux 3axo0ax 00380A€Mb-
¢l BIOKpUma 3UoMKa 0cib, K ROmpanisoms 6 Kaop. 3akoHooagcmeo y cepi 3abesne-
uenHs Oe3neku ma 3aKOHOOA6CME0, W0 OXOPOHAE NPABO HA NPUBAMHE HCUMMA SK 8
Vrpaini, max i 6 inwux xpainax 3a6xcou € Oysce OUHAMIYHUM, Y 3ANEHCHOCMI 8i0 CYChi-
JIbHUX nompeod, banauc cxunsemocs mo y bik 6esnexku, mo y Oik npusamuocmi. 3azsuuai,
HOPMAMuU6Hi OOKYMeHmu, AKi pe2iameHmyions npaguid 6i0eoHazisiody, pospooiamscs
Micyegoro 61a00i0.

Knrwwuosi cnosa: cucmemu gioeocnocmepedicenns, besneka, yu@posi 0ami, anaii-
muxa 8i0eoHaznAoy, po3yMHi Micma, po3ni3HA8AHHA 0OIUYYSL.

Abstract. Installation of video surveillance in public places serves to ensure the
safety of people. Article 307 of the Civil Code of Ukraine stipulates that on the street, in
public places, at public events, open filming of persons who fall into the frame is
allowed. Legislation in the field of ensuring security and legislation protecting the right
to private life both in Ukraine and in other countries is always very dynamic, depending
on public needs, the balance tilts either in the direction of security or in the direction of
privacy. Usually, regulatory documents that regulate the rules of video surveillance are
developed by local authorities.

Keywords: video surveillance systems, security, digital data, video surveillance
analytics, smart cities, facial recognition.

Barato kpaiH BHKOPHCTOBYIOTh KaMe€pH CIIOCTEPEKEHHS B TPOMAJCHKHX
MICISIX K OCHOBHMH IHCTPYMEHT JUIS BiICTE)KEHHS HEepeMillleHb HAceJIeHHS i
3armobiraHHs 3JI0YMHHOCTI Ta TEPOPU3MY SIK y IPUBATHOMY, TaK i B I€PKaBHOMY
CEeKTOpax.

3aranpHa (i3udHA Oe3leKa XUTTs, MaiHa Ta OOJaJHAHHS, K 1 3aBXKIH €
BaKJIMBOIO Ta OOYMOBITIOE €BOJIIOIIIO BiZieOCTIOCTEPEIKEHHS, ITM(PPOBOTO Bieo-
HarJsiy, a TAKOXK Te, SIK IHTEJIEKTYaJIbHIIll CHCTEMH J0IIOMAaraloTh OlepaTopam
y po0Ooti. Ha nanumit yac y po3yMHHX MICTax BIIPOBaJDKY€ThCs Jenaii Oinblie
CHCTEM BiIEOCTIOCTEPEIKECHHSI.
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3a ocTaHHE JECATUIITTSA MOXIIMBOCTI KaMep Bi€OCHOCTepEKEHHS 3MiHU-
JUCS 3aBIAKK (YHIAMEHTAIBFHIM 3MiHAM Y crioco0ax 30MpaHHs, aHANi3y, CITi-
JILHOTO BUKOPHCTaHHs Ta 30epiranus mudposux nanux. Kamepu Bimeocnocre-
PEKEHHS BXKE BIAIrparoTh KIIOYOBY POJIb Y PO3BUTKY PO3YMHHX MICT 1 IPOMHC-
JIOBOTO iHTEPHETY pedei, Mo OypXJIMBO PO3BUBAETHCS. | MMOOKEe HAaBYAHHS Ta
LITYYHUAH IHTENIEKT CTA0Th BCE OLIBII MOMINPEHNMH, OCKUIBKY KaMEepH MOXKYTh
TOYHiLIe 30MpaTH AaHi Ta pOOUTH NMPOTHO3M Ha OCHOBI IHTETPOBAHOTO aHAJITH-
YHOTO MPOTPaMHOTO 3a0e3MeYeHHS, pOo3p00IeHOT0 BUPOOHUKAMH.

[epeBaru kamep CIOCTEPEKEHHS y TPOMAICHKHIX MICIIIX:

— Kamepu criocrepesxeHHs1 MaloTh OyTH BCTAHOBJICHI y TPOMAJICBKHX Mic-
I1X, OCKUIBKHM BOHH 3a0€3Ie4yloTh IPOMajchKy Oesneky. Mano xto crpobye
3aBIAaTH BaM IIKOAM, 3HAIOUHM, IO MOro il 3ammcyroThesi Ha Kamepy. Kamepn
3aXMIIAIOTh BaC Ta Ballle 0COOUCTE MaiHO.

— [omimis Moxe iIeHTU(IKYBAaTH 3TOYMHIIIB, 3a)iKCOBAaHUX KaMepaMu. 3a
JIOIIOMOT0I0 KaMep CIOCTEPEKEHHS IOJIIsI MOXKe HE JIHIIE 3armo0iraTy 3J1049H1-
HaM, a i OTepaTHBHO PO3KPHUBATH KPUMIHAJIbHI CIIPaBU 3 PEYOBUMH JIOKa3aMH.

— Kamepu BifieociocTepe:KeHHsI 3aXHINAI0Th BiJl KPaJiKKA MaifHa Ta BaH-
nanizmy. Jly’ke cKilaJHO BKpacTd IIOCh, SKIIO Bac 3HIMAalOTh kamepu. Kamepn
CHOCTEPEKEHHS 3JI0BJISATH 371015 10 a00 B IPOLEC 37I0UHHY.

— SIk110 HIXTO HE 3HA€E MPO 3JI0YHH, IOKH HOro He OyJIo 31ificHeHo, Bieo-
3aIiCH 3 KaMep CIOCTEPEKEHHsI 3aBXK/IN € BaXJIMBUM JOKAa30M IiJ 4yac IO0Ji-
LEeHChKOTO po3ciinyBaHHsA. Kamepn crocTepexeHHs po3KpHBalIM i PO3KpHBA-
TUMYTb 0arato 3JI0YHHIB.

— € IeBHI AYMKH IO KaMep CHOCTEPEKEHHS y TPOMAJICHKHX MicLsIX He
MoBUHHO OyTH. OCHOBHA T€3a — KaMepH BTPYUAIOThCS y MpHUBaTHE XUTTA. Og1-
HakK, € KOHTPapryMeHT — HaBilo OyTH Ha myOuIili, SIKIIO BaM MOTpiOHA KOHI-
JeHniiHicTs? Kamepu croctepexeHHs NMpu3Ha4yeHi s TOro, o0 OXOpOHATH
Bac Ta iHIIE MaifHO, a He mepecmigyBaru Bac. Kamepu icHyroTe He aist TOTO,
1100 BTPYYaTHCh y TIPUBATHE JKUTTS JIFOIUHHU, & JUISl TOTO, 1100 3aXUIIATH IPO-
MaJCBKICTh, CTPUMYIOUM 3JI0YMHHY IiSUTBHICTH Ta HAJal04d pPEYOBi JOKa3H,
KOJIM 37109MH OyJI0 3HATO Ha Kamepy. BineoHarnsa mae BiIOBiAaTH CBITOBHM
cTaHgapTaM OesIeKku, 10 MPHUKIAAy, SIK PO3poONeHHH OpHUTaHLSMHU CTaHIAPT
“Besmeka 3a 3aMmoBuyBaHHsIM™ [1].

— 3704MHII 3 MEHIIOI WMOBIPHICTIO BYMHATH 3JIOYMHHU B I[bOMY paioHi,
SIKIIIO 3HATHMYTb, III0 X BECh Yac 3HIMaTuMyTh. HecymutiHHI i, Taki sk Mara-
3WHHI KPaJKKH, HABPSA Y BapTi MOXKINBOCTI IOTPAMUTH A0 B sI3HUMI [2].

— HasBHiCTh KaMep y IpOMaJICBKHX MICISIX JIO3BOJISIE JIIOJISIM BiIUyBaTH
cebe y Oesmemi. Jlroau mouyBaloThest y OUTbIIii Oe3meni, 3HaIOUH, IO ITOTEH-
iHHOTO Tpabi>KHUKA UM 3JIOBMUCHUKA BiJUISIKY€E IPUCYTHICTH KAMEPH.
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— Kamepn 3a 70mOMOro0 BiJEOAHANITHKH TEHep MOXYTh 30UTBIIyBaTH
MacmrTad, po3mizHaBaTH OOIMYYSl Ta aBTOMOOUIBHI HOMEpH, 00 PO3KPUTH
YHIOCH 0c00y, M0 MOXe OyTH KOPHUCHHM [UIA 3al00IiTaHHs 3JI0YMHAM TIPH IIpa-
BIJIBHOMY BHKOPHCTaHHI. 3JIOYMHII MOXe OYTH 3aTPAMaHO IIBHIIKO.

— Po3BUTOK po3mi3HaBaHHS OCI0 Ta aHANITUYHOTO MPOrPaMHOTO 3abe3re-
YeHHs JI03BOJIsIE HabaraTto Kpale MporHO3yBaTH 3JI0YMHHY IOBEIIHKY Ta CTBO-
pIOBaTH TOYHIIII 3BiTH.

Sk sckpaBUil NpuKIaa — paad, NMPaBOOXOPOHHI OpraHu Ta ¢axiBui 3
ynpaBiinHg Oesnekoro [3] y Benwukiit Bpuranii 3nauHoro miporo mokiaja-
I0THCA Ha BiJIEOCTIOCTEPEIKCHHS K Ha IHCTPYMEHT OOpOTHOU 3i 3JIOUMHHICTIO
Ta 3armobiraHea TepopusMy. B manuii wac migpaxoBaHo, mo y Bemukiit Bpu-
TaHil HaJi4yeThCs OMM3BKO 5,2 MUTbHOHA KaMep BifeocmocTepexeHHs [4], mo
OJIHII KaMepi Ha KOoxkHi 13 0c¢i0 — I KiTbKICTh OXOIUTIOE BCE, BiJl IPOMACh-
KOT'O CIIOCTEPEKEHHS 10 KaMep, BCTAHOBJICHUX NPHBATHHUMH ITiIPHEMCTBA-
MM, 1 HaBiTh KaMep ABEPHUX J3BIHKIB.

3aJexHO Bifl KiJIBKOCTI KaMep Oe3NeKH Ta IX po3TallyBaHHs, OJHOYACHUIM
Heperis NpsIMOro Ta apXiBHOTO BiZleO0 MOKe HMiATBEPAUTH OyIb-Ky HE3aKOHHY
ISUTBHICTB IO TOTO, SIK IiJO3PIOBAHOTO 3aTPUMAIOTh BIATOBIAHI opraHu. Jloc-
BiJl BCTAQHOBJICHHS KaMmep BiJeOHArJsAy IOKasaB, IO OJUH OIeparop, SKUA
CTEXHTh 32 )KUBUM Ta apXiBHUM Bi/le0, MOXE OXOIUTH HabaraTo GBIy TepH-
TOpito, HiX odinep, mo marpymtoe Ha Bynuii. CydacHi CHCTEMHU TeTep MarTh
“(eHOMEHANIbHI MOXJIMBOCTI”, sIKI BUKJIHMKAIOTh 3pO3YMiJli MOOOIOBaHHS 3
MPHUBOY PU3MKY ISl KOH(IACHIIHHOCTI Ta MOTCHUIWHUX 3J0BKUBaHb, SKI
CTBOPIOIOTH TaKi MOXJIHBOCTi. CaMe TOMY IHIYCTPisl BiJEOCIIOCTEPEKEHHS
NOBHUHHA 3a0€3MEYUTH BCTAHOBJCHHS TLNBKHM amapaTHOrO Ta MPOrPaMHOTO
3a0e3IeueHHsl, 1110 BiIMOBIAa€ BiMOBIJHIM CTaHAAPTaM.
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VIIK: 004.05

BITPOBAJI’KEHHSI CACTEM 3AXUCTY IH®OPMAIIII
B TEXHOJIOI'IAX PO3YMHOI'O BYJIUHKY

Tapac Cmeanis, Pocmucnae Tkauyk, Banepia banayvka

Kadpeopa ynpaeninns ingpopmauiiinoro 6e3nexoro
Jvgicvkozo depircasnozo ynisepcumemy 6e3neKu HcUmmeOianbHoCHi,
M. JIvgie, Ykpaina

Anomauia. Y pobomi po3pobneno 3axuwgeny cucmemy 3 uxopucmanuam Internet
of Things na npuknadi po3ymHozo 6younKy. Buznaueno nepesazu ma HeOOIKU GUKOPUC-
manns Inmepuem peueu. /locniodrcerno wo chognumu ypaznueocmsmu loT crio esaxcamu
giocymuicms cmandapmu3sayii, wu@pyeanna mpa@ixy, 6CmaHosieHHa 0e)oImHux na-
DOJLIG 3A 3AMOBYYEAHHSIM.

Kniouosi cnosa: IoT, mepesica, pozymnuii 6younok, VPN, WPA2-PSK, ASA5505,
ACL, axmyamop.

Abstract. The paper developed a secure system using the Internet of Things using
the example of a smart house. The advantages and disadvantages of using the Internet of
Things are defined. The main vulnerabilities of 10T can be considered the lack of
standardization, encryption of traffic, setting of default passwords by default.

Keywords: 10T, network, smart home, VPN, WPA2-PSK, ASA5505, ACL, actuator.

Posymuuii 6ymunok (Smart home, digital house, intelligent house) — kom-
IUIeKC JAaTYHKIB, MPOBOJIB, KOHTPOJICPIB 1 IHIIMX [IEBaiCiB IO AAOTh MOXKIIH-
BICTh JOMOBJIACHHKY KEpyBaTH CHCTEMaMH 110 3abe3neuye kompopT, Oe3meKy,
pecypco30epexeHHsl 1 iHIIl BIacTHBOCTI OyJMHKY, aBTOMaru3yBaTu ix. Cucre-
Ma TIOBUHHA BMITH pO3Mi3HaBaTH KOHKPETHI CHTyalii, IO BiZOyBalOThCA B
OyniBIi, i BIIOBITHIM YHHOM Ha HHUX pearyBaTH: OJHA 3 CHCTEM MOXKE yIpaB-
JISITH TIOBEIIHKOKO 1HIMX 3a 3a3/1aJIeTii> BUpoOIeHuM anroput™am [4].

CporoziHi CHOXKMBauaM JOCTYITHE HAJA3BHUYaWHO HIMPOKE KOJIO KOHTpOJIe-
PpiB, JaT4YMKiB, BAKOHABYMX ITPHUCTPOIB H 1HIINX T'aJPKETIB AJISI PO3YMHOTO JIOMY.
Jlis Toro mo6 po3ibpaTucs y mii BeTUYe3Hiil KiTbKOCTI TEXHIKH Big 0arathox
(bipM 1110 BUXOJATH HAa PUHOK 3 JaHOIO MPOIYKIIEI0 cpoOyeMo KinacudikyBaTh
JlaHy TEXHIKY 1 HAKpECIIUTH JIesIKy CTpaTeriro modynoBu posymHoro gomy. OT-
e OyBalOTh MPOBIAHMH 1 6€3MPOBITHHNA cTIOCIO YIPaBIiHHA CHCTEMOIO PO3yM-
HOTO OYAWHKY.

[epeBaru nmpoBiIHUX CHCTEM Y TOMY II0 BOHHM HaAilHI (CUTHAI 11O He 1o
CIeliaibHO MPOKJIAIEHUMH TTPOBOJIAM ), TIOCTIHE JHKEPENo KUBISHHS (He TOoT-
pibHa 3amiHa OaTapeiiok B MPHUCTPOSX), BUCOKA MIBHAKICTH BiAryKy. IIpoBimHi
CHCTEMH HE 0OMEXYIOThCS pajiycoM Jii paJioCHrHaly, HE CXWIBHI 10 BIUIUBY
PI3HMX NEpeIKo]], MaloTh FapHy 3aXMIIEHICTh MEPEeXi 3 TOUKU 30py Kibepbes-
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MK 1 He BUMAraroTh MOAAIBIIOT0 00CcIyroByBaHHA. KpiMm ToOro, Taki TeXHOIO-
il MalOTh BUCOKY IIBUAKICTE TIepenadi qanux [4].

Henonixu naHoi cucTeMH MOJSTaOTh Y TOMY, IO i HE0OXiHO 3aIpoeKTy-
BaTH Ta BCTAHOBUTH Ha TOYATKOBOMY eTari OyIIBHHUITBA, PEKOHCTPYKILIi 4n
peHoHTy. TakoX IMPOKIATaHHSA Ta MigeTHAHHA KabepiB moTpedye MEeBHOTO OC-
BiZly Ta BiNOBiTHUX 3HAHb 1 HABHKIB.

Be3npoBigHuii — 1€ KoK 3B 30K 1 YIpaBIiHHA 3 JaTYMKAMHU i BUKOHAB-
YMMH MEXaHi3MaM¥ 3AIHCHIOETHCS 3a JoIoMorow pagioxeuib (wi-fi, bluetooth,
z-wave, ZigBee, EnOcean i inmi). e 103B0JIsI€ CKOPOTUTH KUIBKICTh KabeiB, a
TaKOX Yac Ha IHCTaALil0 cucremd. Lli cucTteMm MOXKHa MOHTYBAaTH Ha
00’€KTax i3 3aBeplICHAM PEMOHTOM. i MOYHA BCTAHOBMTH i HANALITYBaTH 3a
IHCTPYKIIi€IO 1 3BMUaiiHuii kopucTyBad. Hemonmiku 6€3MpoBiIHOT CHCTEMH MO~
raloTh y TOMY, IO iH(QOpMaIiiHI Ta yHpaBisAloYi CHTHATH MK MPUCTPOSIMH
MaroTh OOMexeHHH pamiyc mil. Takoxk HEOOXIAHO CIIJKYBAaTH 3a JKEPEIOM
ABTOHOMHOTO KMBJICHHS IIPUCTPOIB, aJpke yac ix aii oomexxennit. [Ipu 3acTocy-
BaHHI 0E3IPOTOBHX NPHCTPOIB CHCTEMH aBTOMaTH3alil Tpeda BpaxoByBaTh
LTy HA3KY 0cOOIHBOCTEH (TIEPEUIKOIN CUTHAY, KUBJICHHS, CYMICHICTb 1.T.1T).

[poBinHi TexHOJNOTIi — Oe3adbTEpPHATHUBHI JUIS aBTOMAaTH3allii BEJIMKUX
00’€KTiB, 3aMICBKUX PE3UICHIH, 0(piCHUX 1 MPOMHCIOBUX OyIiBeNb, OaraTok-
BapTHPHUX JKUTIOBUX OynuHKIB. BoHM 3a0e3neuyoTs OibIly HalilHICTh, Oe3-
neKy i KoM(opT y NOPIiBHIHHI 3 0€3IPOTOBUMHU TEXHOJIOTISIMHU.

OnrtrMmanbHa TOOYJ0Ba CHCTEMHU aBTOMATH3aMil “pO3yMHUI OyINHOK BH-
KOHY€EThCS Ha MPOBIJHIM OCHOBI, & 3rofIoM, 10 Mipi HEOOXiJHOCTI, JOIOBHIO-
€TbCS1 OE3POTOBUMH TPHUCTPOSIMU. Y 3arajibHOMY BUIAJKy, CUCTEMa JJOMalll-
HBOI aBTOMaTH3alii, TOOTO pO3yMHOT0 OYAMHKY CKJIATAETHCS 3 TPHOX OCHOBHHUX
KOMIIOHCHTIB: JaTYHKIB, aKTyaTOPIB 1 IIEHTPAIHHOTO KOHTPOJIEPA.

Jatuuku ab0 CEHCOPH MPH3HAYCHI IS TOTO, 11100 30MpaTH iHGOPMAIIII0 Mpo
CTaH HaBKOJIMIIIHBOTO cepe/ioBHIla. BHKOHaBUI NPHCTPOi ab0 aKTyaToOpH CIy>KaTh
JUIL TOTO, MO0 YIPaBIATH peaJbHUMHU (i3MYHUMH 00’€KTaMH 1 TPUCTPOSIMH, YU
3MIHIOBaTH Oy/Ib-SIKMM CITIOCOOOM CTaH HABKOJIMIITHBOTO CEPEIOBHIIA.

Lentpansauit KoHTpOIEep abo Xad po3yMHOTo OYAMHKY mpuiiMae iH)op-
MAIIif0 BiJI TaTYUKIB i MOCHIIA€ CUTHAIH akTyatopamu. Came B xabi 30cepemKe-
HHUH BeCh IHTEJIEKT “po3yMHOro OyauHKY”. B abcomroTHiil OLIbIIOCTI BUMAAKIB,
xa0 BHCTYIMae MOCTOM MK PO3YMHHM OyJIWHKOM, TOOTO MEpEeXero JaTdhKiB,
aKTyaTopiB 1 3BHUAfHOIO JTOMAIIHBOIO TpoBigHOIO a0 Wi Fi Mepexero iHTep-
Hery. Haifuacrime, B meHTpaTbHOMY KOHTPOJIEPI € CBilf HEBEUKHUIT BeO-cepBep,
3aBJSIKH SIKOMY JIOCTYII JIO0 YIIPABJIiHHS PO3YMHHMM OYIMHKOM MOKHA OTPUMATH
3 Oynb-sikoro BeO-Opaysepa, 3 [IK, HoyTOyka, TuraHmeTa 4u cMapTdoHa — SIK
“BcepenHi”, 3 TOMAIIHBOI MEpeXki Tak 1 “30BHI”, Uepe3 IHTEpHET.

MO>KIIMBOCTI IEHTPAIBHOTO KOHTpOJIepa Oarato B 4OMYy 3aJieXKaThb BiJ TO-
ro, Hackimpku “npocynyte” I1O B HhOMY BcTaHOBNEHO. [leski OromKxeTHI mpo-
JIYKTH TIPOCTO HAAaIOTh iHTepdeic amsa Toro, mod MoxHa OyJI0 TUCTaHIIIHO
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BKITIOYATH 1 BUMHUKATH CBITJIO, IIOCHJIATH TPOCTI KOMAaHAX HA aKTyaTOPH, ITiIK-
JIIOYECHI /10 Mepexi JOMamHboI aBTOMaTH3auii abo mNeperisigaTd HnapameTpu
cepenoBUIa B KBapTHPI 32 JOIMOMOTOI0 MOOITBHOTO MPHCTPOIO abo iHTEepHET-
Opaysepa. Haiibinbm “npocyHyTi” KOHTpOJEpPH MAalOTh INTYYHHH IHTENEKT,
SIKHH JTO3BOJISIE BUKOHYBATH II€BHI CIIeHapil 0e3 ydJacTi JIOAWHH, ITiIallTOBY-
IOYMCh mif ii moBemiHKy. YacTo IUis MBbOTO KOHTPOJICPH IMiJKIFOYAIOTHCS JI0
XMapHHX CEpBiCiB, A€ 30MpalOThCS AECATKH THCAY PI3HUX CIEHapiiB i Ha mixc-
TaBl aHaNi3y BEJIMKUX OOCSTIB JaHMX BUIUIIOTHCS XapaKTEpHI OCOOJIMBOCTI
MOBEIiHKM KOPHCTYBAyiB, CKIAJAIOTHCS HAWOUIBII ONTHMAaNbHI MaOI0HN
YIPaBJIiHHS AOMAIIHBOIO iHppacTpyKTyporo. [Ipu npomy Moxe OyTH 3anisHa i
iHma iHgopMariis, He TUTPKU Ta, IO HAIXOJUTH BiJ AAaTYUKIB PO3TAIIOBAHHUX
BcepenuHi 00’ekra. Cinij 3a3HaYMTH, IO JOCHTH YacTo, “IIPOCYHYTOMY MpO-
rpaMHOMY 3a0€3II€UEHHIO [UIS YIIPaBIiHHS “pPO3YMHUM OyIMHKOM™ HEBAXIIHBO,
sIKa TEXHOJIOTisl 3B’s13Ky JATYHKIB 1 aKTyaTOPOB BUKOPHCTOBYEThCS Ha (iznu-
HOMY piBHIi. JlocTtaTHBO nHIIe, 00 OyIH B HASBHOCTI BUCOKOPIBHEBI ApaiiBepa,
sKi 0 mepenaBau B inTepdeiic noTpioHi xaui [2].

VYei “po3ymMHI” mPHCTPOI IO MiAKIFOYEHI 0 MEpeXki Ta ImepenalTh depes
Hel TaHi, MOXKYTh CTAaTH MOTEHIIITHOO MIIICHHIO [T KiOSP3IOYHHIIIB.

Yuwm 6inbirie crioco0iB MiAKIFOUSHHS MPUCTPOIB, THM OLUIBIIE MOKIIMBOCTEH
Y 3JI0BMHCHUKIB s X mepexoruieHHs. Taki nmpoTtokomw, sk HTTP Tta iHTepdeiic
MPUKIIATHOTO TIporpamyBanHs (API), € nuine neskuMuy 3 KaHaiB, sIKi BHKOPUCTO-
ByrOTh TipucTpoi [0T 1 siki MOKyTh OyTH TepexoruieHi xakepamu. [Ipuctpoi loT
MOXYTb MiZABATUCS PI3HUM HOTEHILITHUM 3arpo3am, sSiK HalpHKJIaJ] Bpa3iuBICTh
ceaHcy/¢aitniB cookie Ta BukopuctanHs BpasnuBoro OAuth Ta iami [1, 3].

Bucnoeku. Kommnekcuuil 3axuct cucreM loT MoxuBHMi auie npu 3a-
Oe3reueHHl HaJIfHOTO MEPEkKEBOTO, IPOIPAMHOTO Ta TEXHIYHOTO 3aXUCTY MPH-
CTpOiB, 00JaHAHHS Ta KOMYHIKalil 3 SKHX CKJIAJalThCs 11i cucTeMu. Bpaxo-
BYIOUH T€, 110 BHIIIE3a3HAYCHI 00’ €KTH Ta METO/M 1X 3aXHCTy MOXKHA 00’ €THATH
B OKpEMY 3aXHUIIEHy CHCTEMY PO3yMHOTO OYAMHKY, il po3poOKa € aKTyalbHOIO
TEOPETHUYHOIO Ta NMPAKTUYHOIO 33/1a4elo KibepOesneK.
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MO/IEJIb CACTEMHM YIIPABJIIHHSA IHIIUJJEHTAMHU
TH®OPMAIINHOI BE3INEKH

HOpiii Tuuuna, Banenmuna Auyx, Opecm Ilonomaii

Kagpeopa ynpaeninus ingpopmauiiinoio de3nexoio
JIbgicbKko20 0eporcasnozo ynieepcumemy 6e3nexku HeummeoianibHochi,
M. JIveie, Ykpaina

Anomauia. PozensHymo meopemuyni, HAYKOBO-MemOOUUHI Ma Op2aHi3ayitiHo-
@DYHKYIOHANBHI OCHOBU MOOETIOBAHHS CUCTHEMU YRPABTIHHA iHYUdeHmamu iHghopmayiii-
Hol' Oe3nexu. Buznaueno cyuaci nioxoou 00 YnpaeuiHHs iHyudenmamu iHgopmayitinoi
besnexu. Hageoeno memoouyni nioxoou 00 ¢hopmysanus KOHyenyii ma cmpykxmypu ae-
MmomMamu306anol cucmemu Ynpaeiints iHyuoenmamu iHgopmayiinoi desnexu. 3anpono-
HOBAHO MOOeNb YNPAGNIHHA THYuOeHmamu iHghopmayitinoi be3nexu ma HageoeHo Memo-
OUKY PO3CHIOY8aHHs IHYUOEHMIE IHGopMayitiHoi Oe3nexu.

Knwuoei cnosa: ingopmayitina besnexa, inyuoenm ingpopmayitinoi b6esnexu, cuc-
mema ynpagninua inyudenmamu ingpopmayitinoi Oe3nexu, Mooenb cucmemu YnpasninHs
IHYuOenmami.

Abstract. The theoretical, scientific-methodical, and organizational-functional ba-
ses of modeling the information security incident management system are considered.
Modern approaches to information security incident management are defined. Methodi-
cal approaches to the formation of the concept and structure of the automated infor-
mation security incident management system are given. The information security inci-
dent management model is proposed and the method of investigation of information
security incidents is given.

Keywords: information security, information security incident, information security
incident management system, incident management system model.

VYnpapiiHHS IHIMIEHTAMH € OJHIEI0 3 HAWBaKJIMBIIINX MPOLETYp yIpaB-
JiHHSA iHpopMariiiHoo Oe3nekoro (IB). OCHOBHOIO METOI0 CTBOPEHHSI CUCTEMHU
inpopmaniiinoi 6e3nekn (Ib) opranizamii € 3HIKEHHS PU3UKIB 1070 iHQOpMa-
MIMHUX aKTUBIB 1 3MEHIIIEHHS HEraTUBHUX HACIIAKIB BiJl MOKJIMBUX IHIIUIEHTIB
IBb. Tpouec ynpasninas iHmuAeHTaMu iHdopmauiitnoi 6esnexku (YIIB) — xio-
4OBHH Tporec y cucteMi iHpopmaniitHoi 6e3mexkn. Came MM 3yMOBIIEHI Teope-
TUYHA 3HAYYIIICTh, IPAaKTHYHA CIOPSIMOBAHICTh Ta HOBU3HA TEMH KBai(ikaiii-
HOI poOOTH, HOT0 MeTa i CyKyIHICTh 3aBJIaHb.

Jns ynpasmiaas 1Ib HeoOXigHO opraHi3yBaTH KOMIUIEKC METOIB Ta 3aco-
6iB ympasininas iHmEAeHTaMH (Y1), 3a0€3mednTi HOro HaJeKHUMH PECYPCaMH,
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BiJNIOBITHOIO HOPMAaTHBHO-PO3IOPIIIO0 i pOOOYOI0 TOKYMEHTAIlIEI0, TEXHIU-
HUMU 3aco0amy 3a0e3NeYeHHS MEXaHi3MiB KOHTPOJIIO.

VYupasniaasa iHnuaeHTamu iHGopmaniitHoi 6e3nexu (YIIB) € BaxmmBIM
TpoIiecoM, SKUH 3a0e3Medye opraHizamilo MOKINBICTIO CBOEYACHOTO BUSBICH-
HS IHOWAEHTY Ta SKOMOTa IIBUJAIIOTO pearyBaHHS Ha HBOTO 3a JOMOMOIOO
aJZleKBaTHUX 3aco0iB miaTpuMku. ns omumcy mpouecy ¢opmysannsi CMIIb B
poOOTi BHKOPHUCTOBYETHCS KIACHYHA MOJENH OE3MepepBHOTO YAOCKOHAICHHS
npoueciB (PUCYHOK Ha crlaiji), mo oTpuMana Ha3By Bin mukiy lllyxapra-
Hewminra — monens PDCA (Ilnanyii, Plan — Buxonyii, Do — Ilepesipsii, Check —
Hii, Act).

[IpobGmemu iHpOpManiHHOT Oe3MeKkn ICTOTHO 3aJ1eXaTh BiJ THITY iHpopMa-
uiifHUX cucteM 1 cdepu ix 3acTocyBaHHS. Y JIOKaJbHUX CUCTEMaxX Majoro mMac-
mTaldy CHCTEMY 3aXHCTy HOOYIyBaTH HabaraTo MpOCTille, HiXK B CHCTEMax Po-
3MOJIIICHOTO THITY, IO MOSCHIOETHCA OCOOIMBOCTAMH IIMX cucTeM. Came ToMy
3aMpOIOHOBAaHA CTPYKTYpHA MOJENb iHPOPMAIIIHHOT OE3MeKH CUCTEM PO3IOIi-
neHoro tumy (puc. 1). CTpyKTypHa MOJenb nepeadavae, mo pilmeHHs mpodiie-
MU Oe3rekd B iHGOpMAIifHAX CHCTeMaX PO3MOAIICHOTO THITY IIOJIATAa€E B aHATI-
31 TAKMX OCHOBHMX KOMIIOHEHTIB: BU3HAUCHHS OCHOBHUX 3aBIaHb 3aXHCTY 1H-
¢dopmanii, Bu3HaUeHHI cy0’eKTiB iH(pOpMaliiiHuX mporeciB, kiacudikauii oc-
HOBHHX MOJJIMBHX 3arpo3 Oe3leKkw, BU3HAUCHHI PIBHIB Bpas3IHBOCTI iH(opMa-
LifHIX CHCTEM, BU3HAYEHHI JoKepen iHpopMarii, 03HAHOMIICHHI 3 0COOIHMBOC-
TSAMH JPKEPEIT 3arpo3, JIOCHIPKEHHI CIIOCO0IB Ta HANPSIMIB 3aXUCTY Ta 3BUYAIHO
IiJIeH 3aXHCTY.

®dopmanizyrouu MOAENh CHCTEMH IHIUACHTIB iHPOpPMAIiiHOI Oe3meKku y
MaTeMaTUYHOMY BHUIJISIII, NOLUIBHO BU3HAYUTHU 11 (QYHKIIOHAIBHY 3aJI€XKHICTH
BiJl 3aBJaHb 3axucTy iH(popmallii, cy0’ekTiB iHGOpMaLIItHUX MPOLIECIB, 3arpo3
Oe3meku, pIiBHIB Bpa3iMBOCTI iHGOPMAIMHUX CHCTEM, IDKepel iH(opMarlii,
JDKEpeTI 3arpo3, CII0CO0iB 3aXUCTY, HAIPSAMIB 3aXHUCTY, LIJICH 3aXHUCTY:

Po6otu i3 BipoBamkerns CYIIb Hamu npomoHyeThCS MPOBOJUTH Y JEKi-
JIbKa eTariB: 00CTeXeHHs 00’€KTy; po3poOKa Mpoleayp Ta MPOLECIB CUCTEMH
VIpaBIiHHS, HANFCAHHS BINMOBIMHUX JOKyMeHTiB; BrpoBamkeHHs CYIIb;
BrpoBapkeHHS AC MOHITOPHHTY ¥ ynpaBiiHHA iHOuAeHTaMu [b.

[IpoBenenuit aHasi3 BITYM3HAHOTO PHHKY MPOTPAMHHUX MPOAYKTIB I 00-
poOJIeHHs Tmoniil 103BONMB BU3HaYMTH onuH i3 kpaumx CYIIB — netForensics
nFX Open Security Platform. Cuctema netForensics npu3Hadena ais poOoTH 3
reTepOreHHUM CepelOBHINEM NPOoAyKTiB 3abe3nedenHs Ib i peanizye Gesnepep-
BHUI 30ip, 00poOKy Ta BioOpaskeHHs mojiit 6e3neku. CrucremMa MoXke Mpario-
BaTH Ha mardpopmax Windows, Linux abo Solaris, BHKOPHCTOBYIOUH B SKOCTI
cxoBuina ganux nosHodyukionansny CYB/] Oracle.
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OTKe, 3alpONOHOBAaHA BJIOCKOHAJIEHAa CTPYKTypHa Ta MaTeMaTHYHAa MO-
JIeNb YIpaBJIiHHA iHOWAEHTaMH iH(pOpMaIiifHOi Oe3NeKy Hajana MOXKIHMBICTb
noOynyBaTH eeKTHBHY CHCTEMY 3aXHUCTy iH(opMarii, 3acTOCYBaTH aJleKBaTHI
3aco0wm i MeTo/u Oe3neKky Ha BCiX piBHAX iH(popManiiHux npouecis. Po3po0ie-
Hi Ta 0OTIpyHTOBaHI NMPAaKTHYHI peKoMeHalii 3 moOy1oBH Ta (YHKIIOHYBaHHS
CHCTEM YNpaBJiHHA IHIUJCHTaMH 1HPOPMAIiHOI Oe3MeKn CHpUSATUMYTh IIiJl-
BUIIECHHIO €(EeKTHUBHOCTI YIPABIIHHA IHIMIEHTaMH iHpopMamiiHOi Oe3nmexu

T PUEMCTB.
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Anomauia. YV pobomi posensdaemvca npodiemu HALAWMYBAHHA MA GUKOPUCTIAH-
Hs Opanomayepa (mixcmepedceso2o ekpary). Onucaui 0CHOHI nomeHyitiHi npodremu
KOpUCMY8ayis, sAKI nog a3aHi i3 epasnueocmamu Opanomayepa. 3anpononosani 6a3o6i
pexomenoayii wooo 3axucmy iHgopmayii 6i0 HECAHKYIOHOBAHO2O0 NPOHUKHEHHS Yepes
bpanomayep.

Knrwwuoei cnosa: mixcmepesicesuil exkpan, aepson, bpanomayep, iH@popmayitinui
3axucm, iHmepHen.

Abstract. The work considers the problems of configuring and using a firewall (in-
ternet screen). Describes the main potential user problems that are related to firewall
vulnerabilities. Basic recommendations for protecting information from unauthorized
access through the firewall are offered.

Keywords: internet screen, firewall, information protection, Internet.

[HTEeHCHBHMI PO3BUTOK Ta MIMPOKE BUKOPUCTAHHS BIPTYaJbHOTO CEpesio-
BHUIIA y Pi3HUX cdepax AisLIBbHOCTI Nependavae: 30epekeHHs, ONPaIlOBaHHS Ta
BUKOPHCTAaHHS BEJIMKUX 00csriB iHpopmanii. Jlocuts wacto ms iHpopmaris
HOCHUTH KOH(QIAEHIIHHNNA XapakTep, a 4acTHHa ii CTOCYEThCS KPUTHUHHX cep
JISTIBHOCTI, SIKI TOB’s13aHI 3 IPOMKCIIOBOIO, (DiIHAHCOBOIO, EHEPreTHYHOIO Ta
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IHIIAMHU cpepaMul TisTBHOCTI. 3arpo3d MOXKYTh CTAHOBUTH BEJIUKY HU3KY TMPO-
OseM OB’ sI3aHUX HE TUIbKH 3 (DIHAHCOBUMHM BTpaTaMu, ajie i 3 penyTauiiHuMH.
Bpanamayepu — 1ie 0JMH 13 IHCTPYMEHTIB, sIKI BUKOPUCTOBYIOTh OpraHizamii Ta
OKpeMi 0coOu I 3aXHCTY BiJ| KibepaTak i MiATPUMKH KOHTPOJIO Haj CBOEIO
cuctemoro [1-3].

BpanaMayepu Brepiie nmo4aad BUKOPHCTOBYBATH € ABAALSATH I’SITh PO-
KiB ToMy. Briepmie iX BUKOpPHCTOBYBaJIM SIK TIOYATKOBY JIiHIIO 3aXHCTY B Mepe-
KeBiit Oesmeni. Ha maHuit MOMEHT BOHHM Bce IIe XyK€ KOPHCHI 3 TOYKH 30PY
MiBUILICHHS OE3MIEKN KOMIT I0Tepa, SKUH MiIKII0YEHO 0 TaKUX Mepex, sK IH-
TepHeT abo JOoKanbHOI Mepexi. bpanamayep — e cuctema Oe3meku, CTBOpEeHa
JUTS 130J1A111 BHYTPIITHBOI Mepexi Bix [HTepHeTy 3 METOI0 3aXUCTY Bill IIKiTH-
Boro IHtepHer-Tpadiky. bpanmmayepu 3miliCHIOIOTH MOHITOPUHI i KOHTPOJIb
YCBOTO BXIJTHOTO Ta BUXiAHOTO TpadiKy Ha OCHOBI meBHHX npaBwi. Lli npaBuia
BU3HAYaTUMYTh, Y JO3BOJICHO MIEBHOMY [HTepHET-TpadiKy AiCTaTHCS OO MiCIs
NpU3HAYCHHS 4K OJIOKYyBaTH Ta 0OMeXyBaTH AOCTyIl. bpaHnmayep Moxe OyTH
arnapaTHUM, [IPOrpaMHKUM 4M KOMOiHOBaHMM. 3aBAsku OpaHAMayepy opraHiza-
sl MOKE 3aXHCTHTH CBOIO MEPEXY BiJl aTak Ta KOHTPOIIOBATH Tpadik Kopuc-
TYBa4iB 4M [IEBHUX MiAMEPEK, 0 1o0pe 3ade3neuye BHYTPIITHIO KOMYHIKAIlit0
(puc. 1). Bpanamayep Mo)e BUKOPUCTOBYBATHCS OKPEMHMH 0Oco0aMu Iuisi 3a-
XHCTYy CBOTO KOMIT'FOTEpa, TaK SK IIe BiMOYBaeTbcs y BHIAAKy i3 Windows
Defender [4]. Moro Ta-
KOX MOXXHa BHUKOPHCTO-

BYBaTH y BEJHKOMY Ma-
cmrabi, K 1e BimOyBa- Internal
Firewall |
€TbCS Yy BUNAAKy Benu-
KOTO KUTalChbKOTO OpaH- Intranet
Mayepa, SIKUid BUKOPHC-
A yepa, p External
TOBY€ETbCSA ISl MOHITO- Firewall

puHry BeO-Tpadiky THX, e /;?npéllza;c;r:] T(u)enr
xT0 *uBe B Kurai. oe«i\\\‘
Ockinbku OpaHIMa-
yepu 3aXMINAKTh
KOMIT IOTEpHY ~ MEpEexy,
BOHH YaCTO CTalOTh CYT- Pucynox 1 — Tunoea xonghicypayis nio eonanns 0o

TEBOIO IEPENOHOI0 IS Mepedici 13 BUKOPUCMAHHAM KACKAJY Opanomayepie

CHIBpOOITHHKIB, SIKUM BaXKO OTPUMATH JOCTYH 10 OOpaHWX HUMH CaiTiB, Ta-
KHX SIK IOTOKOBI CepBicH, MIaT(GopMH COIiaTbHIX MEpPEK TOIIO.

3ammdpoBaHi 1H’€KIIHHI aTakk 3a3BUYall 3IIHCHIOIOTHCS 3a JOTIOMOTOO
(immHarOBUX NUCTIB. Taki eNeKTpOHHI JHCTH OOMAaHIOIOTH KOPHCTYBadiB, 3MYy-
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LIYIOYM 1X MEPEeXOAWTH 3a NMEBHUM IOCHIIAHHSM, SKE BBOAWTH 3alIM(pOBaHHI
ko1 y koMt totep. Lle Moske OyTu 3BHYaiiHe 37I0BMHUCHE IpOrpamHe 3a0e3neyueH-
HS, IIKi[UTABE TIporpaMHe 3a0e3nedeHHs Oe3 dainiB abo Oymb-akuil Oexmop st
JIOCTYIy A0 JaHuX [5—6]. DIimmMHTOBI MOCWIAHHA TAaKOXX MOXYTh 3alUTyBaTd
KOpHCTYBauiB 00JIIKOBI AaHi Uil BXoy (abo iHmry xoH}igeHuiiHy iH(popMariio)
i mepecwiaTty 3amudposaHi 4yTiausi nai. Crapi mporpaMHi CUCTEMH He 3laTHi
HaJIS)KHIM YHWHOM TIepeBipATH Ta (QinpTpyBaté 3ammdpoBanuil Tpadik. Ane i
HaBiTh HaWHOBImI Mojeni OpanamayepiB i3 miarpumkoro DPI, mo 3 Bemukoro
HMOBIPHICTIO BIIOPAIOTHCS 13 IIKIMBUM TpagikoM, MOKYTh TPOIrHOpYBaTH 3a-
TpO3H, AKi BITHOCATHCS 10 THITY “HYIbOBOTO AHSA [7].

SQL-iH’€eKIIis — e MeTo, 3a JJOIOMOTOI0 SKOTO 3JIOBMUCHUKH OMHHAIOTh
OpaHIMayep CHCTEMHU KOpPHCTyBaua abo 0a3u JaHUX, BIPOBAKYIOUH IIKIIIU-
Buit kox (komarau) SQL. Lle HaiimommpeHimuit MeTox BeO-3710MY, SIKII BHKO-
PHUCTOBYETHhCS 3JIOBMHUCHHMKAMH. 3aBISKH aTakaM 3 BHKOpHCTaHHAM SQL-
iH’ €K1 3T0BMUCHUKH MOXYTh OTPUMATH «4yTJIHMBI» JaHi KOPUCTYBaya, sKi € B
0a3i jaHuX, Hanpukian, iHopMalilo MpPo KPeAUTHY KapTKy. 3JI0BMHCHHUKH
TaKOX MOKYTh 3MIHIOBaTH, BUJAISATH 9u IU(pyBaTH AaHi. BoHN po3pobisitoTh
iHcTpykmii SQL mis o6xoxy 0a3 maHux abo OpaHOMayepiB KOPHUCTYBadiB CHC-
TeM. 3JI0BMUCHHUKH 3aCTOCOBYIOTH IF0 MIKIAIUBY IHCTPYKIito SQL, koyiu BeO-
cepBep B3aEMOII€ i3 cepBepoM 0a3u JaHHX.

HexopekTHo HanamrToBaHe mporpaMHe 3a0e3ledeHHS YU CepBep MOXKe
NPU3BECTH JI0 BUTOKY Tpadiky B 00Xia OpaHaMayepy, TOMY HaBiTh TP HasB-
HOCTI Cy4acCHHX CHUCTEM 3aXMCTY CYTTEBE 3HAYEHHs Mae KOH(Dirypauis Hanmari-
TyBaHb TPaBWJ OOMIHY JaHWMH Ta MiJ’€JHAHNMH cepBicaMu. 3JIIOBMHUCHUKH
JOCIIHKYIOTh HAJANITYBAaHHS CHCTEMH, BUSBIISIOTH CJIA0OKiI MiCIis, B TOMY YHC-
JIi, 1 TIOB’s13aH1 3 HAJIAIUTYBaHHSIMH MEPEXi Ta BUKOPHCTOBYIOThH 1X y CBOIX Mi-
nsx [8]. ToMy € mye BaJIMBO CBOEYACHO BHIPABIATH OYAb-iKi MPOTrpamHi
TTOMIJIKH M TiMOTETHYHI BPa3IMBOCTI, 00 3aXMCTUTH CHCTEMY BiJl HECaHKITi-
OHOBAHOT'O MIPOHUKHEHHSI.

Sk yxke He pa3 3a3HAYANOCS, TPAIUIIIHHI 3aCO0H, IO SKUX MOXHA BiTHECTH
1 MDbKMepe)xeBi ekpaHH, Oynu moOyoBaHI Ha OCHOBI MojeseH, po3po0ieHUX B
TOW 4ac, KOJM Mepexi He OTPHUMANIM HIMPOKOrO PO3MOBCIOKEHHS 1 CrOCOOH
aTak Ha Il Mepexi He OyNu Tak po3BUHEHI, sk 3apa3. [[{06 Ha Hane)KHOMY piBHI
MPOTHIISATH IIUM aTakam, HEOOXiTHO 3aCTOCYBaHHS HOBHX TEXHOJIOTiH. A 0co0-
JIMBO THX IO CTOCYIOTHCS MEPCOHATY KOMIaHiN, ajpke Haiibinpma 3arposa, Ha-
JKaJIb 1 Ha ChOTOJTHI, CTOCY€EThLCS JIFOJICHKOTO (haKTopy.

{06 mimHsATH piBeHb OE3MEKH B OpraHi3allil, 3aXUCTUTH 11 Bil MOXKITUBUX
MEpEeXHHUX aTak 3 i MepcoHaJIOM MOTPiOHO NMPOBOAMTH PEryNSpHI HABYAHHSA,
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OHOBIIIOBATH KOH(QIrypaIlito cepsepa, mporpaMHe 3a0e3NeUeHHs Ta ONepaliitay
CHCTEMY, HIKOJIM HE BiJKpPWUBATH BKJIAJCHHS B €IEKTPOHHUX JIMCTaX BiJ HEBi-
JIOMUX BIATIPaBHUKIB Ta YHUKATH 3aBAaHTAXKCHHS Pi3HUX THIIIB HEBINOMUX (aii-
7B, TaKUX sK apxiBHi Qaiimm (.zip, .rar) i T.X., OCKUIBKA 3JTOBMHUCHHUKH MPHUXO-
BYIOTb IIKIIIMBUH KOA Y (paiiiiax 3 TAKMM PO3LIMPEHHSM.

Bucnosxku. MixmepexxeBi ekpaHn He 3a0e3NedyloTh JOCTATHBOI'O DPiBHS
3aXHUIIEHOCTI KOPIOPATUBHUX MepeK. X09a Hi B IKOMY pa3i Bil HUX HE MOKHA
BiIMOBJIATHCA. BoHM 3a0e3medyroTh HEOOXITHMIA, ane HaXalb HEIOCTATHIlN
PiBEHB 3aXHCTy KOPIIOPATHBHUX MEPEX.
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Abstract. Today in Ukraine, the urgent issue of distance learning is training
qualified specialists in various specialties. The article examines the problems and
prospects of using cloud technologies and services in the educational process. Examples
and advantages of well-known cloud platforms used in education are considered.

Keywords: cloud technologies, cloud services, cloud platforms, cloud storage,
virtual computer laboratory.

Anomauia. Cvo0200ui 6 VKkpaini éaxciueum numaHHim npu OUCMAHYIUHOMY HA-
BUAHHI € ni020MO6KA KeanipiKosaHux @axieyie pizHux cneyiarbHocmeu. Y cmammi
0ocniodcylomvcsi npobemMu ma nepCnekmueu BUKOPUCMAHHS XMAPHUX MEXHONO02I ma
cepgicig y HaguarbHomy npoyeci. Posensdaromecs npukiadu ma nepeazu 8i00Mux xma-
PHUX RAAMGOPM, SIKI 3ACMOCO8YIOMbCS 8 OCEIML.

Knrwwuoei cnosa: xmapni mexnonozii, XmMapHi cepeicu, XmapHi RAam@opmu, XmapHi
cxosuwa, BipmyanvHa Komn romepra 1a060pamopisi.

During the coronavirus pandemic and the military aggression of the Russia
against Ukraine, the education system of Ukraine found itself in new realities of
functioning, and the organizers of the educational process faced such questions
that no one has solved until today. Today’s realities have shown that the
education system needs the introduction of innovative teaching styles.
Technology, especially cloud computing technologies such as cloud tools and
cloud storage options, should play a greater role in student learning. Educational
institutions should use cloud computing and cloud communications. Only by
using the modalities of virtual interaction, educational institutions will be able to
remain relevant. Higher education especially needs the use of cloud technologies
and virtual (electronic) learning.

Today, cloud computing and e-learning have become more important than at
any time in recent history. Educational institutions introduce online learning for
students. Online engineering and programming courses are also becoming
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increasingly popular. Technology is a tool and catalyst for educational change,
solving today’s problems. Cloud computing offers the benefits of increased
efficiency for both educators and students (Fig. 1).

When using cloud technology in the educational process, all types of
services can be used — laaS, PaaS, and SaaS. The most famous in the world are
free cloud platforms Microsoft Live@edu, Google Apps Education Edition, and
cloud services based on them [1].

E-Leaming Cloud
Computing ’

' I
A o - G

Fig. 1. Architecture of e-learning

Cloud platforms Microsoft Live@edu, and Microsoft Office 365 provide
opportunities for the practical study of well-known office applications through a
web browser based on cloud technologies. These tools include a set of functions
such as the use of e-mail, a calendar, a web conferencing service with the
possibility of video communication, the presence of a virtual whiteboard and
compatible access to the desktop; creating and maintaining your own website;
creation and editing of Word, PowerPoint, Excel, OneNote documents of any
complexity. Open access to office applications is possible when using the free
SkyDrive cloud file storage.

The main tools that students and teachers can use when using the Google
Apps Education Edition cloud platform are Gmail e-mail with Google Talk and
video chat; Google calendar; Google Drive; Google Docs; Google sites. Google
Apps Education is constantly expanding services for educational institutions,
namely additional services are Apps Marketplace; Google Moderator; Google
Apps application script (JavaScript cloud scripting language for task automation), etc [2].

Another option for developing your online educational applications is to use
the Microsoft Windows Azure cloud platform,: local development environment,
Windows Azure computing emulator, Windows Azure storage, Microsoft SQL
Azure service of relational databases, Windows Azure Connect interface for
configuration of secure IPsec connections, Windows Azure service bus for data
exchange, Windows Azure Access Control cloud service for authentication and
authorization, Windows Azure Content delivery network, Windows Azure cache
service, connection to the Windows Azure Marketplace online store. The most
important component of the Windows Azure cloud platform for the development
of educational applications is a local development environment with the
possibility of using Visual Studio, Java programming languages [3].

The most famous cloud storages are SkyDrive, Apple iCloud, Google Drive,
Dropbox, and others. Students can use Apple iCloud cloud storage as storage for
any files transferred from Apple devices to remote Apple servers. The iCloud
cloud service allows you to use the calendar to plan events and remind them, edit
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documents with an automated backup function, use mail, etc.The advantage of
SkyDrive cloud storage is the integration with Microsoft Office Web Apps, which
enables users of SkyDrive cloud storage to study Word, Excel, PowerPoint, and
OneNote office applications in a browser window.

For universities, there is an opportunity to create a private cloud (private
cloud) and an educational cloud (educational cloud). Private cloud and
educational cloud provide access to remote processors, software and data
storage (resources), and infrastructure. However, the private cloud is the space
of one university, and the educational cloud combines universities with their
resources into one single space.

Well-known manufacturers of IT services offer certain cloud services for
educational purposes: Blue Cloud from IBM - tools for supporting data
migration from traditional IT infrastructure to the cloud called IBM Cloud
Academy; App Engine from Google that is the Google Apps for Education
program to support educational institutions; Microsoft Windows Azure that is
the cloud solutions for educational institutions.

A separate direction in the application of cloud technologies is the use of
virtual computing laboratories (VCL). A virtual computer lab is a technology
that is used to deploy distributed small data centers and IT services for
educational institutions to support the collaborative work of a team of
programmers on code development. Currently, cloud versions of well-known
manufacturers of service providers are appearing, including Sage MathCloud,
Maple, MATLAB, Maple Net, MATLAB web server, WebMathematica,
Calculation Laboratory, etc.

Conclusions. The implementation of cloud technologies in education has
special advantages: cloud services provide the possibility of instant processing of
huge amounts of information with low cost of computing resources and the
possibility of its instant distribution and exchange of analysis results; cloud
technologies create an opportunity for continuous learning with the support of
mobile technologies and make the learning process itself interactive; cloud
technologies make it possible to conduct interactive online counseling of students
with the teacher and instantly receive answers to their questions; cloud technologies
make it possible to save data in the clouds without the need to transfer them from
one device to another, i.e., there is hardware independence from the equipment.

It is unclear how long and to what extent e-learning will be a part of higher
education. It is necessary to find new ways of spreading knowledge. These alt-
ernative pathways must be able to cross borders and reach all parts of society.

Ingpopmauiiini 0xncepena
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google-for-education/ (accessed October 15, 2022).
3. Platform Microsoft Azure [online] Available at: https://techexpert.ua/it-
products/platforma-microsoft-azure/ (accessed November 10, 2022).
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YK 004.75
BE3INEKA IHOOPMAIIL Y XMAPHUX CXOBHUIIAX
Bnaoucnae I' opoul, Opecm Honomaii®, Ynana Ianosux’

'Kagpeopa besnexu ingpopmaniiinux mexnonozii Hayionansnozo
yuigepcumemy “/Iveiecvka nonimexnixa”, m. Jlvgis, Yrpaina

’Kagpeopa ynpasninns ingpopmauiiinoro 6esnexoio JIvsiecokozo depicagnozo
YHieepcumemy 6e3nexu sxcummeodianvnocmi, m. JIveie, Yxkpaina

Anomauia. Onucano xmapmi cxosuwya, munu Xxmap ma cnocoou 3axucmy ingop-
Mayii 8 MapHUX cXO08UWAX.
Knrouogi cnosea: xmapni cxosuwa, xmapna 6e3nexa.

Abstract. Describes cloud storage, types of clouds and ways to protect information
in useless storage.
Keywords: cloud storage, cloud security.

XMapHe CXOBHIIE — II¢ MOJIeJb KOMIT IOTEPHOTO CXOBHIIA JAHUX, y SKii
udpoBi naHi 30epiraloThCs B JIOTTYHHMX IyJaX, sKi Ha3MBAIOTHCS ‘XMaporo”.
®di3udHEe CXOBHUIINE OXOIUIIOE KibKa CepBepiB, a (i3MYHE CEepPEAOBHINE, SK
MPaBIJIO, HAUICXKUTD | KEPYETHCS XOCTHHTOBOIO KOMIIAHIEIO.

3a3BH4aii BAKOPUCTOBYIOTECS TPH THIIH XMap:

1. 'pomanceKi XMapH — I XMapHi PeCypcH, TaKi K 00J1aTHAHHS, CXOBHIIE
Ta MEpEXeBi NMPHUCTPOi, HaJEeKaTh 1 KEPYIOTHCS CTOPOHHIM IOCTA4aILHHUKOM
XMapHHUX TOCIIYT 1 HaAal0ThCs Yepe3 iHTepHeT.

2.IlpuBaTHi XMapu —  BHUKOPHUCTOBYIOTbCS  BHUKIIIOYHO  OJIHIEIO
OpraHi3aIli€er0 Ta MOXYTh OyTH (hi3UMYHO PO3TANIOBAHI B JIOKAJIBHOMY IEHTPI
00poOKku naHux abo po3MilleHI CTOPOHHIM IT0CTAYIbHUKOM XMapHHUX ITOCIYT.

3. Ti0puani XMapu — 1€ MOEJHAHHS NPUBATHOI XMapu 3 IyOJIIUHOIO
xMapoto. Y riOpuaHiii XMapi JaHi Ta NporpaMd MOXYTh MEPEeMIIlaTucs Mixk
MPUBAaTHOIO Ta 3arajbHOJOCTYIHOI XMapaMH Ui OUMBIIOT THYYKOCTI Ta
JIOZIATKOBHUX MOXKJIMBOCTEH PO3ropTaHHs.

B mHam 4yac mogsm Habarato 3pydHille KOPHCTYBaTHCS XMapHUMH
cxoBHIIaMHU. BoHu He 3aiiMaroTh 3aiiBe Miclie, IO HUX JIETKO JOCTYITUTHCS B JIFOOHI
MOMEHT, HOTpiOeH TinbKK [HTepHeT. Takok KOMIaHisIM Kpallle BUKOPHCTOBYBaTH
XMapH, TOMy IO JIeTHie BHIUIMTH Micle Yy Xmapi, a MDK 30epiraté JaHi,
HamnpuKiaa, Ha ¢uemkax abo nuckax. Tomy Bce Oumblne i Ouiblle KOMITAHIH
3aayMyIOTh HaJl THM SIK TIOKpanwTH O0e3neKy iH(opMarllii y XMapHUX CXOBHIIAX.

XmapHa Oesmeka — 1€ Halip MOMITHK, TEXHOJOTIH, HPOTrpaMHOro
3a0e3meueHHs Ta mporpam, siKi 3aXHIIal0Th Ballli JaHi, 10 30epiraroThCs HE Ha
BaloMy KOMIT'10Tepi, a B [HTepHETI.
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XMmapHa Oe3meka € IOyXe BaXIWBOIO, TOMY IO Bce Oinbime i OinmpIme
iHpopmamii 30epiraeTeCs y XMapi 1 Ie Ja€ MOXKJIHBICTH 3JIOBMHCHHKAM
OTPUMATH i, SIKI[O XMapa € HeIOCTATHBO 3aXHIICHOI0. SIKIO AeXTo 30epirae B
XMapi TUIBKHM CBOI ciMeiiHi (oTorpadii i Bineo, o6 BOHM He 3aliMalM Micle Ha
KOMI'IOTEpi 1 BTpaTa TakWX J[JaHUX HE Oyle KPUTHYHOIO, TO KOMIIAHIl
30epiraloTb CBOi JIOKYMEHTH 1 BaXJIMBI JaHi CBOiX INpaliBHHKIB, BTpaTa LUX
JaHUX MOJKE MPU3BECTH JI0 BEJIMKUX (PIHAHCOBHX BTpAT.

Taxk sik 3apa3 6arato poOOTH pOOHTHCS JUCTAHIIIIHO, TO PH3UKA BUKpPaICHHS
iHpopmanii 3 xMapu 30UTBIIYIOTECS. B Takux Bumaakax Oesrnexka MOOUTBHUX
MPUCTPOIB Mae 0coOJMBe 3HaYeHHA. B koMmaHil Moxke OyTH IPEKpacHUI 3aXHCT
CHCTEMH, ajie SKIIO TPAIBHUK Mae€ MOXIIMBICTh 3aHTH B CHCTEMY 31 CBOTO
MPUCTPOIO, TO PU3MK BUKpaJCHHS iHpoOpMalii € myxe BeIMKuM. JUIT Takux
BUMNAIKIB € mojiituka Bring-Your-Own-Device (BYOD. Lle nomituka, 3rigHo 3
SIKOI0  CIIBPOOITHUKAaM JI03BOJIEHO a00 PpEKOMEHIYEThCS BHKOPHCTOBYBATH
0coOucTi MOOLTBHI TIPHCTPOT (TeNeOHH, TUIAHIIETH, HOYTOYKH) U TOCTYIY 1O
KOPIIOPAaTHUBHUX JaHHMX Ta CHUCTEM, aJié BOHH MYCSTh JOTPUMYBATHCS NMEBHHX
TIPaBHII UTA TOTO, III00 3MEHIITUTH PU3UK BUKPAJICHHS iH(POPMAITi.

€ HexinpKa Croco0iB MOKpAIeHHS OE3TIeKH XMapH:

1. Ilinxmouenns Oararodaktoproi aBreHTHOiKamii (MFA). 3 koxHHM
JTHEM 3JIOBMUCHHKH 3HAXOJATh BCE HOBI 1 HOBI CIIOCOOHM OTpUMATU JOCTYI JI0
BaIllOTO aKKayHTy. Tomy 3apa3 KoMOiHamii iMeHi KOpHUCTyBada Ta Mapois
HenoctatHbo. MFA € onHuM i3 HaiinemeBmmx, ajne HaieeKTUBHILIMX 3ac00iB
KOHTPOJIIO O€3MeKH, sIKi 3a1o0iraloTh JOCTYIy HOTEHIIHHUX XaKepiB 10 BalIUX
XMapHHUX MPOTPaM.

2. KepyBaTu JOCTYIIOM KOPHCTYBauiB, 1100 MOKPALIUTH Oe3MeKy XMapHUX
oOuncnenb. binbniocti cHiBpoOITHUKIB He MOTPiOEH JOCTYN JO KOXKHOL
mporpamu, KOXHOI iH(popMamii 9M KOXHOTro (Qaitmy y Bamiii xmapHiit
iHppacTpyKTypi. BcTaHOBICHHS BiAMOBIIHUX PIBHIB aBTOPH3AIlii rapaHTYE, 110
KOXXeH CIIBpOOITHUK MOXe Meperisiaatd ab0 MaHIMyJIIOBaTH JIMIIE THUMHU
IporpamMaMy 9d TaHUMH, SKi HeOOXiTHI HOMY JJIsi BAKOHAHHS POOOTH.

3. BigctexxyBaHHS ~ mii  KIHIEBUX  KOPUCTYBa4iB 32  JIOIIOMOTOIO
ABTOMATH30BaHMX PIllICHb IS BUSBICHHS 3JJOBMHUCHUKIB. MOHITOPHHT Y pexXnMmi
peanpHOro yacy Ta aHali3 JAiil KiHIIEBUX KOPHCTYBa4iB MOXKYTh JOIIOMOITH BaM
BUSIBUTH ~TOpPYLIEHHS, SIKi  BIAPI3HSAIOTBCS  BiJ  3BHYAMHUX  [IaOJIOHIB
BHUKOPHCTAHHS, HATIPHUKJIIA, BXi[ i3 paHime HeBinomoi [P-anpecu abo mpucTpois.

4. CTBOpeHHsI KOMIUIEKCHOTO TIPOIECY BHUXOAY TpAIiBHUKA 3 CHCTEMH.
Kony criBpoOIiTHUKH 3aMIIAIOTh Bally KOMIIaHiIO, IIEpEeKOHaNTeCs, MO BOHU
Oijblile HE MalOTh JOCTYIY JI0 BAlllOTO XMapHOI'O CXOBHINA, CHCTEM, JIAHHX,
iH(pOopMaii Ipo KITIEHTIB Ta IHTEJIIEKTYaIbHOI BIACHOCTI.

5. PerynsipHe npoBeAeHHS HaBYaHb CIIBPOOITHUKIB 13 3aXHCTy BiX
¢imuary. Xakepm MOXYTh OTPUMATH JOCTYN IO 3axuileHoi iHdopmarii,
BHKpAaBIIK OOIKOBI JaHi CHiBpOOITHUKIB 32 TOTIOMOTOIO METOJIB COIiaIbHOT
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IMKeHepii, TaKuX K (IMuHT, miapoOka BeO-CaiTiB 1 IIMUTYHCTBO B COMiaTbHIX
Mepexax. [IpomoHyBaTH mocTiiiHe HaBUaHHS — HaHKpamuid croci® 3amoOirtu
TOMY, OO CITIBPOOITHUKH CTaJIM JKEPTBAMH LIUX LIaXpaiB i CKOMIIPOMETYBAJIH
KOH(]1ICHIIIIHI JaHi Bairoi KOMIaHii.

SIK miACyMOK MOXKHA CKa3aTH, 0 XMapHEe CEPelOBHILE € TyXKe 3pYYHHM i
Ha CHOTOJHINIHIA JCHb 3aXUIICHUM, aje HEMAae TapaHTii, 110 Ball JaHi
3axHMIIEH] Ha BCi CTO BIJICOTKIB, TOMY III0 XaKepH KOXEH pa3 MPHIYMYIOTh I0Ch
HOBE I TOTO, 00 OTPUMATH IEPCOHANIBHY iH(QOpMaIlifo mpariBHUKIB. Takox
KOKeH MpaIliBHUK MYCHTh JOTPHUMYBATHCSl NEBHHUX INPaBWI ISl TOrO, 10O
3MEHIIUTH PH3MKUA BHUTOKY JaHUX. KoMmaHis MoOXXe MaTu Jy)e XOpOIUHUH
3aXUCT, aje SKIIO iX MNpalliBHUKH HE NOTPHMYIOTHCS NpaBWi Oe3leKH, TO
XaKepH 3MOXKYTh OOIMTH JIFOOMIA 3aXHCT.

Ingpopmauiiini oxncepena

1. Crarrst “Cloud storage” ma cropinui Bikinexii — https://en.wikipedia.org/wiki/
Cloud_storage.
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YK 514.18:004.056
3BEPEXEHHSI KPECJIEHUKIB Y BEKTOPHIM I'PA®IILII
Onena I'ymen, Ipuna Cenina, Apmem Bacunenko

Hauionanvnuii mexniunuil ynieepcumem YKpainu
Kuiscokuit nonimexuiunuit incmumym imeni Izopa Cixopcokozo, Kuie, Ykpaina

Anomauia. HeoOxionicme 3a0e3neuenns 30epesicents ingpopmayii, 30kpema Kpec-
JIEHUKI@ ma iHWUX OOKYMEHMIB, € Hapasi oyace akmyanvholo. Bee wupwe sacmocysanis
Habysaiome 015 Ybo2o XMapHi cxosuwd. 101061010 nepesazoio 6eKmMopHoi epagixu €
MONCIUBICMb 3MIHU PO3MIPIE 300padicenHs Oe3 empamu AKOCMI KAPMUHKU, W0 3HAYHO
cnpowgye pobomy 3 epaghixoio i ni8UWYE KICMb KiHYe8020 pe3yibmanty.

Knrouogi cnosa: sexmopna epagixa, xmapni OOKymenmu, KpecieHuxu.

Abstract. The need to ensure the preservation of information, in particular blue-
prints and other documents, is currently very urgent. Cloud storage is increasingly used
for this purpose. The main advantage of vector graphics is the ability to change the size
of the image without losing image quality, which greatly simplifies work with graphics
and improves the quality of the final result.

Keywords: vector graphics, cloud documents, drawings.
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BexropHa rpadika — 1me cnocid 300paxkeHHs 00’€KTiB y KOMIT IOTepHii
rpadini, mo 6a3yeTbcs Ha MaTEMaTHYHOMY OIHCI €IEMEHTapHHX I'€OMETpPHY-
HUX 00’€KTiB, AKi 3a3BWYall HA3MBAIOTH NMPHMITHBAMH, HAUPUKIAM, CIUIANHH,
kpuBi bes’e, komna, exirncu, 6GaratokyTHukH [1, 2].

Konm BHKOHAaHO KpECJEHUK, € HEOOXiHICTh Horo 30epexeHHs Ui TOro,
mo0 He BinOynacs BTpaTa JaHMX 32 BUHHUKHEHHS Herepea0adyBaHUX CUTYaIliH,
HaIpUKIIa, py 3001 XUBIEHHA. [Ipalforoun 3 KPECICHHKOM, PEKOMEHIYEThCS
nepioguyHo 30epiratu ioro. Tak, y AUtoCAD 30epeskenns daiiiB KpeciieHH-
KiB BiziOyBaeThest y .dWQ, i SIKIIO KOPUCTYBay He 3MiHUTH (opMat (aiina, B KO-
TpoMy 30epiraroTbCs KpecJIeHHKH, BOHH 30€piraTUMyThCSl B OCTAaHHBOMY 3aJ1a-
HOMY (hopMmaTi ¢aitna kpecnennka. Llelt popMar Mae BHCOKHIA CTYIiHB CTHC-
HEeHHs 1 Jo0pe miaXoauTh s poOboTH B Mepexi. Jlorxuna imeni daiimy .dwg
HE MOXKE TICPCBHUIIYBaTH 256 CUMBOJIIB.

Jnst 30epexeHHsT KpeciIeHHKa TaKoXK BHUKOPUCTOBYIOThCs Komanau Block
Palette (610xoBa mamitpa) (puc. 1).

2! Blocks Palette...

Pucynox 1 — Broxosa narimpa AutoCAD

Komanna BLOCK y AutoCAD nysxe 3HauyIuil iHCTPYMEHT, 110 T03BOJISIE
Ha OCHOBI JaHWX 00’€KTiB CTBOPIOBATH iHIIUI 00’€kT (010K), 30epiraTu ioro
i/ BKa3aHUM IMEHEM 1 MOTIM 3HOBY BCTaBJATH B KpeciieHWK. KpiMm Toro, mi
0JIOKH, 0 BCTaBJISIOTHCS, MOXKHA MAaCIITa0yBaTH OKPEMO IO OCi x 1 1Mo oci y, a
TaKOXX ITOBEPTATH Ha IMeBHUH 3amanuii KyT. Lle momibHO mo Tpadapety abo ma-
6nony. Ilpu mpomy #oro MoxHa TpaHcOpMyBaTH TakMMH KOMaHIaMH SK
MOVE, COPY, ERASE, ROTATE, ARRAY, MIRROR, i BiH crnpuiiMaerbcs
IIporpamolo, sIKk OKpema oauHHMI. BbiIokm MoxkHa ekcropTyBaTH 1 30epiratw,
TaKOXX 3 HUX MOXKHA CTBOPIOBATH O0i0JIIOTEKH i BUKOPHCTOBYBATH B IHIIHUX Kpe-
clIeHnKax. Bee 1e 3HauHOo0 Mipolo cipolye poGoTy 3 KpecIeHUKAMH.

Kpim 3a3Ha4eHO1 BHIIE, € ¥ 1HIII MpOorpaMu JJIsl BEKTOPHOI Tpadiku, cepen
skux CorelDRAW, Adobe Illustrator, Adobe Fireworks Ta inmi [3]. ¥V Bcix
nporpamax 300pakKeHHs CKJIaJAloThCs i3 BIJIPI3KIB NPSAMHX JiHIH, ¢iryp i iH-
X KOMIOHEHTIB 300pakeHHs. 30epeKeHHsI BEKTOPHHUX 300pakeHb 31HCHIO-
101b He Juie B DWG (s AutoCAD), ane i B HACTYIHUX BEKTOPHUX (hopma-
Tax (aitaiB s iHWMX nporpam, a came: EPS, SVG, AL (puc. 2).

[Ipu BUKOpHCTaHHI BEKTOPHUX JaHUX 300pa’keHHA 30epiraeTbcs B mam’sTi
gk 0a3a JaHUX ONHWCIB MPUMITHBIB — TOYKa, IpsAMa, kpuBa bes’e, komo, emirnc,
OaraTokyTHHK. A 11e 30epexeHHs (aiiyliB MO’KHAa IPOBOIUTH Y XMapi [4].
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Pucyrnok 2 — Kepyeanns xmapnumu ooxymenmamu Illustrator

XMapHi TOKYMEHTH 30epiraloThCs 3 PO3MINPEHHSM .aic 1 BiToOpaaroThCs
i3 CHMBOJIOM XMapH Ha BKJIQ/LI 3 Ha3BaMH JOKYMEHTIB, 3a SIKUM X MOXKHa JieT-
KO BIJIPI3HUTH BiJl JIOK&JIBHO 30€peKeHNX JOKYMEHTIB (puc. 3). XmapHi JOKY-
MEHTH 30epiraroTbCsi aBTOMaTHYHO i 9ac poOOTH. 3aBASKH IEOMY 3a0e3medy-
€TBCS IOCTYII IO aKTyaJIbHOI Bepcii XMapHOTro JOKyMEHTa Ha Oyb-sIKOMY IpH-
CTpOI, Ha IKOMY BCTAQHOBJICHO BiJIIOBiJIHY IIPOTpamy.

MNepemenysatn Buaanenus n Mepemictutn KonioBatn
BiAHOBNEHHA

o ) (=}

Al o K L

Pucynox 3 — Kepysanns xmapnumu ooxymenmamu lllustrator

l'onoBHOIO mepeBaroio BEKTOPHOI rpadikd € MOXIIUBICTH 3MIiHH PO3MipiB
300paxkeHHs 0e3 BTpaTu sKOCTi KapTHHKH. Lle 3HauHO crpoiye po6oTy 3 rpa-
(hiKo¥O 1 MiABUIIYE SKICTh KIHIIEBOTO PE3yJbTATY.

Ingpopmauiiini oncepena
1. T'padivunmnit au3aiiH 1 pekiaMa Ha Komm 'oTepi. BekropHa rpadika.
https://www.williamspublishing.com.
2. Bekropna rpadika. uk.wikipedia.org/wiki/Bexropua_rpadika.
3. Adobe Illustrator. helpx.adobe.com/ua/illustrator.html.
4.Cloud documents and how to use them / Adobe Creative Cloud.
https://youtu.be/CwRjUnWxfhg.
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YK 004.738.5
OCHOBHI ITPOBJIEMM BE3NEKU XMAPHOI IH®OPACTPYKTYPU
Has3apiii /lauxis, Opecm ITonomaii

Kagpeopa ynpaeninnsa ingpopmauiitnoro 6e3nexoro Jlvsiscokozo oeprcasnozo
YHigepcumemy 0e3nexu ycummeoianvnocmi, m. Jlveie, Yxpaina

Iepepaxosano munu xmapnux cepgicig. Onucano pisui kiacugixayii 3aepo3 6e3-
nexu iHgopmayii cepsicie xmaproi ingpacmpykmypu.
Knrouosi cnosa: xmapna ingppacmpyxmypa, 6enexa inghopmayii, 3aeposu.

The types of cloud services are listed. Various classifications of information
security threats of cloud infrastructure services are described.
Keywords: cloud infrastructure, information security, threats.

XMapHi OOYHCICHHS — 1€ HagaHHA OOYHCIIOBAJIFHOI TEXHIKH, He
HAIAI0THCS MIUPOKOMACIITA00BaHI MOXKIMBOCTI Ha ocHOBI IT, sk mocnyru ams
kimientiB  [HTepHery. Lleit TepMmiH edekTHBHO 30CepemKye pi3HI acmeKTH
mapagurMi  XMapHUX OOYHCIICHb, fKi MOXXHa 3HATH Ha pI3HUX pIBHAX
iHQpacTpyKTypH. ICHYe Tpu THIIM MOCIYT, IO HAMAIOTHCS aPXITEKTYpPOIO
XMapHHUX 00uYHCIieHb, a came SaaS, PaaS, [aaS (puc. 1).

Cloud Provider
WELERTH

On-premises Infrastructure Platform Software
(Private Cloud) (as a Service) (as a Service) (as a Service)

Operating System Operating System
Virtual Machine Virtual Machine

Compute

Applications

Networking

Pucynox 1 — Tunu xmap

OCHOBHOIO IIepeBarol0 Takoro PoJy MOCIYT € Te, 0 BOHU 3aMiHIOIOThH
KariTalbHI BUTPATH Ha OnepamiiHi (mapagurma Hu3bKo1 BaptocTi). AWS Hamae
MacmraboBaHy, HaJiliHy Ta Hemopory IHQpacTpykTypy B XMmapi, fKa
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3a0e3medye THCAYi KOMIIaHii 1Mo BchoMy CBiTY. AWS Hamae oOumciroBanbHI
MOCJIYTH Ta PIi3HI 1HII MOCIYTH, SIKI JOIOMararTh PO3BUBATH OpraHizalliro.
Cnyx0u 3aCHOBaHi Ha KUTbKOX IPOTOKOJAX, Takux K nporokonn HTTP, REST
1 SOAP.

[TpoGnema Ge3neku 3irpana BaKJIUBY POJIb Y MEPEIIKODKAHHI NPUITHATTS
XMapHHUX 00YHCIIeHb. Y XMapi MOXKJIMBI Pi3HI MPOOIeMu Oe3MeKH, Taki SK:

— yroja mpo piBeHs 00cimyroByBaHHA (SLA);

— muQpyBaHHA JaHUX;

— ynpaBIiHHA Ta Oe3reKa XMapHUX JIaHHX;

— Mirparlist BipTyaJlbHUX MAaIlliH;

— CYMICHICTB;

— KOHTPOJIb JOCTYIIY;

— EHEepreTUYHHUI MEHEIDKMEHT;

— OaraTokBapTHpHE KOpHcTyBaHHs (multi-tenancy);

— KOHCOJTIIallist CEpBEpPY;

— HaJIHHICTb Ta TOCTYIHICTh MOCIYTH;

— yIpaBIiHHA MIaT(HOPMOIO.

XMapa KepyeTbCsl YTOI0I0 NPO PiBEHb OOCIYyrOBYBaHHS, SKa JO3BOJIIE 32
MOTpeOU pEIUTIKYBaTH JEeKiIbKa €K3eMIUIIPIB OJHi€l MporpaMH Ha KiIBKOX
cepBepax; Ie 3aJeKuTh Big cxemu npiopureriB. Cremudikaris SLA kpamie
BijoOpakae MOTPeOM KITI€HTIB, SKIIO BOHH BHUPIMIYIOTH IMOTPIOHY TpoOieMy B
MOTPIOHUIT MOMEHT.

MudpyBanHa — 11e KIII0490Ba TexHoJOTris 6e3nexkn nanux. Hanpukman, API
Be0-CepBiciB, SKi MU BUKOPHUCTOBYEMO IS IOCTYILY O XMapH, IporpaMHo abo
3 KJIieHTamu, 3anucanumu Ha 1i API, 3abe3neuyroth mudpyBanas SSL mis
JIOCTYILy, e 3a3BUYail BBAXKAETHCS CTAHIAPTOM.

YnpaBniHHA XMapHUMH JaHUMH € Ba)XJIMBOIO TEMOIO JOCIIUKEHHS B
XMapHUX o04nciIeHHAX. OCKUIBKY MMOCTavyaIbHUKY MTOCIIYT 3a3BHYail HE MaloTh
JIOCTYITy 10 CUCTEMH (Di3uuHOT OE3MEeKH [IEHTPIB 00POOKH JaHUX, BOHH MOBHHHI
MOKJIaJaTUCS Ha MOCTa4yajbHUKA IHQPACTPYKTYPU JMJIs HOCSTHEHHS MOBHOI
0e3rnexy JaHux.

OcHOBHa mepeBara Mirpamii BipTyaJdbHHX MAIIMH TOJSATa€ B YHUKHEHHI
rapsYux TOYOK, OJHAK IIe HempocTo. BipTyamizaris Moxke 3abe3meunTy 3HAYHI
nepeBarn B XMapHUX OOYHMCIEHHSX, JIO3BOJITIOYM MIrpamiio BipTyaJbHHX
MalKH 30aJaHCyBaTH HAaBAaHTAXEHHS B LEHTpl oOpoOku nanux. Kpim Ttoro,
Mirparist BipTyaJbHUX MalIiH 3a0e3rneuye HaailiHe Ta BUCOKOUYTJINBE HaJaHHI
B IIEHTpax 0OpOOKM aHMX.

CyMiCHICTh — II€ 3[JaTHICTh ABOX a00 OUIBIIE CHCTEM IMPAIFOBATH Pa3oM,
mo0 oOMiHIOBaTUCS iH(OpMAIlEI0 Ta BUKOPHCTOBYBATH ITI0 iH(OpMAIIitO.
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BincyrHicTs iHTerpamii MK IUMH MepeXaMH YCKIAQIHIOE IS OpTraHi3ariit
o0’enHanHs cBoix IT-cucreM y Xmapi Ta JOCATHEHHS IiJABMIICHHS
MIPOAYKTUBHOCTI Ta €KOHOMIi BUTpAT.

IcHye psin THNIB XMapHUX JOJATKIB, IO AKUX KOPHUCTYBad MOXE OTPHUMATH
JoCcTyn d4epe3 IHTepHET, Bil HEBEIMKHUX IHTEPHET-BIIKETIB /0 BEIMKHX
KOPHOPaTHBHUX MPOTPaM, sIKi MalOTh MiJIBUIIEHI BUMOTH 10 O€3MEKH 3aJIe)KHO
Bil THIYy [aHUX, MmO 30epiraloTecsi B 1H(PACTPYKTypi IOCTadaIBHHUKA
nporpamMHoro  3abesnmeuyenHs.  Lli  3amuTM  goAaTKiB  BUMararoThb
0araTokBapTUPHOTO KOPHCTYBaHHsS 3 0araThbOX NPUYUH, HANTOJOBHILIOK €
BapTicTh. {11 6araToOpeHAHOT0 MPUKIAIHOTO PiBHS PECYPCH PO3IOAUIAIOTHCS
Ha KO)KHOMY DPiBHI iHQPACTPYKTypH Ta MarOTh CEpHO3HI MPOOIEeMH 3 OE3MEKO0
Ta MPOAYKTHUBHICTIO.

Konconinauis cepBepiB — 1e epeKTHBHHH MiAXIiA Ui MaKCHMajbHOTO
BHKOPHCTAHHS PECypCiB IpW MiHiIMi3amii CIIOKUBaHHSA €HEprii B CepelOBHIIL
XMapHHUX 004YuCIieHb. 301IbllICHe BUKOPUCTAHHS PECYPCIB 1 3HW)KEHHS OTpedn
B JKHBJICHHI ¥ OXOJIO/DKEHHI, JOCATHYTI 3aBAsKH KOHCOJIIAIT cepBepiB, Temep
MIOIINPIOIOTECS HA XMapy.

HaniitHicTh BUSBISAETHCS, KOJIM XMapHAH MOCTaYaJbHAK HAZAE MIPOTPAMHE
3a0e3neueH s Ha BUMOTY SIK HOCHYry. BinmblicTh mporpamHOro 3abesneueHHs
3a0e3mneuye SAKiCTh HAIIIHOCTi, TOMY KOPHUCTYBa4i MOXYTh OTPUMATH 1O HHOTO
JOCTYIl 3a OyAb-iKHX yMOB Mepexi. UYepe3 HEHAIiHHICTh MPOrPaMHOTO
3a0e3neueHHss HA BUMOTY BUSIBIICHO KUIbKa BHIaJKiB. Hampukian: xmapha
cyxk6a Apple MobileMe, sixka 30epirae Ta CHHXpOHI3ye JdaHi Ha KUIBKOX
TIPUCTPOSIX.

OnHa 3 HalWBOXJIMBIIIMX YaCTHH XMapHUX IUIAaT(GOpPM Halae po3poOHHKAM
pizHoro poay ruiatrdopmy Ui HamicaHHS Hporpam, sKi MpaiorTh Y XMapi,
a00 BUKOPHUCTOBYIOTH MOCIYTH, IO HAAIOTHCS 3 XMapH, abo i Te, i inme. IcHye
Oarato mpoOiieM i3 3a0e3MeYeHHSIM MOXKIHBOCTEH MPOMIXKHOTO MPOTPaMHOTO
3a0e3neueHHs JUIsi CTBOPEHHS, pO3TOPTaHHs, IHTerpaiii Ta KepyBaHHS
JofaTKaMi B 0araToOpeHIHOMY, eJNAaCTHYHOMY Ta MacluTaboBaHOMY
CEPEeIOBHIIII.

[MomynapHEUMH MIIIMH XaKepiB IpH aTalli Ha XMapH €:

— He3akonHuii MaifHiHT. Xakepu BHKOPHCTOBYIOTh OOYHCIIOBAIBHY
MOTYXHICTh XMap Al MalHIHTY KPHINTOBAIIOT, IO OyZe MOCHTH JOPOTO
KOIUTYBAaTH IiIPUEMCTBY, OCKUIBKM PaxyHOK CepBic-IIpoBalifiep HarpaBUTbH
caMme Homy.

— E-skimming. Xakepu OTpUMYIOTH JOCTYHn JO BeO-70/aTKiB
MANIPUEMCTBA JUIS BBEJICHHS 3JIOBMHCHOT'O KOAY, SIKMH 30upae (iHaHCOBY
iH(hOopMAIIiTO.
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— HecanknionoBauuii gocryn (HCH), mo npusBoauts 10 Moaudikarii,
MOpYILIEeHHs, BTpaTtu 4u ekcoinbrparii. Llini pizHi — Big goctymy no 6a3 qaHux
Npo KIIi€HTIB (MOTIM iX MPOAAIOTh y JapKHETI) 10 BUKpaJIeHHs iHpopMarii, mo
CTaHOBUTH KOMEPLIHHY TAaEMHHIIIO.

[TincymoByrouu, Bci 3arpo3u Oe3reKy TEXHOJIOTii XxMapHoI iHdpacTpyKTy-
pHU MOXHA 00’€IHATH B [Bi TPYyIH: 3arpo3u Oe3meKu iHpopMarii s CIIoKHUBa-
ya XMapHUX TOCIYT Ta 3arpo3u Oe3meku iHdopmarlii 1l mocTayaJbHUKIB XMa-
PHUX ITOCITYT.

3arposu Oe3mexu iHGoOpMAaIii 111 CrIOKUBada XMapHUX TOCITYT:

— 3arpo3u Oe3meku iHpopMarii, TOB’s3aHI 3 HEBU3HAYCHICTIO BigIOBina-
JILHOCTI,

— 3arpo3u Oe3reni iHpopMallii, TOB’sg3aHi 3 BTPATOI0 YIPaBIIiHHS;

— 3arpo3u Oe3mneku iHdopMaIlii, MoB’si3aHi 3 BTPATOO JOBIPH;

—3arpo3u Oesneku iHdopMariii, moB’s3aHi 3 3aiicHennsM HCJI 3 Ooky
CIIO’KMBAYiB XMapHUX TIOCIYT;

— 3arpo3u Oe3nekn iHdhopMaIlii, OB’ s13aHi 3 HEAOIIKOM YIPaBIiHHSI XMap-
HHMH PECYpCaMH;

— 3arpo3u, MOB’s3aHi 31 3JIOBXHUBAHHAMH 3 OOKY CIIOXKHBAadiB XMapHHX
HOCITYT.

3arposu Oesmeku iHGoOpMATIIii A1t MocTa9a bHUKIB XMapHUX TTOCITYT:

— 3arpo3u, OB’ sI3aHi 3 HEBU3HAYEHICTIO IIPH PO3NOALII BiIIOBIIaNIBLHOCTI;

— 3arpo3M, MOB’sA3aHi 3 HEY3rOKCHICTIO MOTITUK OS3MCKH;

— 3arpo3u, NOB’si3aHi 3 BUKOPUCTAHHSIM TEXHOJIOTIH BipTyasi3arii.
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YK: 004.056.5
3ACOBU 3AXUCTY JAHUX Y BEB-CUCTEMAX
Banepiu Knoukos, Audpiii Baxyna, Izop I'opak

Kagpeopa enexmponnux o0uucniosanbHux mauwiun
Hauionanvnozo ynieepcumemy “JIvgiecoxa nonimexunika”, m. JIvgie, Yxpaina

Anomayin. Y yiti pobomi aHanizyiomsvca MOXCIUBE 3a2po3u 01 KOMN TOMepHUx me-
peorc i cnocodbu ix 3axucmy 3a 0onomozoro mexuonozii VPN. Posenanymo numanns neca-
HKYIOHOBAHO20 00CHYNY 00 MepedxCi, KilbKa Memoois i 3acobie 3axucmy 6i0 3108MUCHU-
Kig. Hasedeno munogi 3a2po3u KoM 10MepHUM MepedtcaMm, npoeedeHo anaiz ocoonueo-
cmetl Memooie i mexnonozii 3axucmy. Pesynomamu 0ocnioscenns moxcyms 6ymu 6uxo-
PUCMAHT 07151 NPUUHAMMS 0OTPYHMOBAHUX DilleHb w000 8UOOPY Memooig 3axucmy s
Mepedic PI3HO20 NPUSHAYEHHS MA 3 PIZHUMU 8UMO2AMU 00 3aXUCTMY THPOpMayil.

Kniouosi cnosa: 6esnexa, ée6-cucmemu, TCP/IP, VPN.

Abstract. This paper analyzes possible threats to computer networks and ways of
securing them using VPN technologies. The issue of unauthorized access to the network
was considered, several methods and means of protection against intruders were
selected. threats to computer networks are given, and an analysis of the features of
protection methods and technologies is carried out. The results of the study research can
be used to make informed decisions about the choice of protection methods for networks
of different purposes and with varying requirements for information protection.

Keywords: security, web systems, TCP/IP, VPN.

3 pocToM TI100aBbHOT MEpeXi 3pOCTaE 1 KUIBKICTh ii KopucTyBauiB. | unm
OlTbIIIe KOPUCTYBAUiB, THM OiJTbIIIE JIFOJICH XOUYTh OTPUMATH BHUTOMIY Bix my0-
niyHOCTI [HTEepHETY. BHKOpHCTaHHS MyOIIiYHOTO KaHamy iH(popMarii ctae HeOe-
3MEYHINTNM, Hi’K OYIb-KOIH.

3rigao 3 momepenHiM mociimkeHasM OWASP, nposenernm y 2021 porri
[1], icHye necaTs HAWOLTBIN KPUTHIHUX PU3UKIB AJIs Oe3MeKkn BeO-0JaTKiB:

— HOpPYWEHNI KOHTPOJIb IOCTYILY,

— kpunrorpadiuHi 3001;

— 10 €K1,

— HeOe3IeYHn TU3aliiH,;

— HempaBWJIbHA KOHQITyparis 6e3meku;

— Bpa3NMBi Ta 3acTapiji KOMIOHEHTH;

— MOMWIKH 1IeHTUdiKaIii Ta aBTeHTU(IKaIIii;

— HNOPYLIEHHS HUTICHOCTI NPOrpaMHOT0 3a0e3MeYeHHs Ta JaHuX;

— HOMMJIKH PEECTpALlil Ta MOHITOPHUHTY O€3IIeKH;

— mizpoOKa 3amuTiB Ha CTOPOHI cepBepa.

VYci onmcani 3arpo3u 3HA4YHO BIUIMBAIOTH Ha BeO-CepBiCH, TOMY pO3pOOHH-
KM Ta BJIACHUKM HaMaraloThCsl MiHIMI3yBaTH PU3MKHU. 32 OCTaHHI JeCATh POKIB
OyJI0 JOCSATHYTO 3Ha4HOTO Nporpecy. binpuiicTs BeO-cepBiciB OYaIN BUKOPHUC-
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toByBaTH npotokon HTTPS 3amicts craporo HTTP. Ile nomomarae 6e3meqno
Ta Ha/lIMHO MepeaBaTy 1aHi MK CIIyKOaMH Ta KOPHCTYBa4YaMH.

VY nporokoni TCP/IP indopmauis nepenacTsesi y BUTISIL HOCIITOBHOCTI
neditarpam. OJHe TTOBIIOMIIEHHSI MOXKE TIEpeaaBaTHCs sIK cepist Aedtarpam, ski
30MparoTHCs B OBIIOMJICHHS B MICIIi OTPUMAaHHSL.

Bepxuiii piers TCP/IP Brutouae npotoxon HTTPS. HTTPS po3mmdpo-
ByeTbest sk Hyper Text Transfer Protocol Secure. Ile po3ummpena ta 6e3neyna
Bepcis HTTP [2]. Lle mo3Bomsie cTBOproBaTH OaraTo Oe3mMeYHMX TpaH3aKIiH,
mmdpyoYN Bech 3B 30K 3a gonomororo SSL. 3a cBoeto cyrtio HTTPS € xom-
6iraniero nmporokomniB SSL/TLS i HTTP. Bin 3a0e3neuye 3ammudpoBany Ta 6e3-
neyHy igeHtudikamio MepexeBoro cepsepa (puc. 1).

HTTPS Takox mo3Boisie cTBopuTH Oe3meuHe 3amupoBaHe 3’ €THAHHS
MiX cepBepoM i Opay3zepom. Bin 3abe3neuye nBocropoHHIO Oe3neky naHux. Le
JIOTIOMO€ 3aXUCTUTHU TIOTEHIIHHO KOH(iNeHIiIHHY iHQOpMaLiIo Bl KpaJiKKH.

Y HTTPS tpan3zakiiii SSL y3ropkyroThCs 3a TOTIOMOIO0 aJrOPUTMY IIIH-
¢pyBanHs Ha ocHOBI Kiroua. Lli kimrodi, sIKi BAKOPUCTOBYIOTh NPUHLUI (aKTO-
pu3ailii, 3a3Buyait MaroTh 64 a6o 128 6it [3]. Jeski TpaH3akIil MOXKHA 37ifiCHH-
TH 3 TIOCHIICHOIO Ge3MeK0r0 Ta Kiroyamu 256, 512 abo Hasite 2048 6ir (puc. 1).

Username me password mypassword

http
@ —_—— Welcome me, here 1s your data

Communication over http

Browser

Web Server

x234sfhsllv, serafgyu*d3y2e523sft .
,~ [ [— >
@ T morsd5dMig2d9 ipradd<7d5

Communication over https

Browser
Web Server

Pucynox 1 — Iopigusanns nezaxuwenoco HTTP ma 3awugposanoeo 36’3y HTTPS

Ha >xanb, nporokonu B creky TCP/IP 3a 3aMOBUyBaHHSIM HE MOXYTH 3a-
Oe3neunTH Oe3reKy BeO-CITyk0 BiJl yCiX THINB aTak. Xodya Iie J03BOJIsI€E NepeBi-
PATH KOPUCTYBadiB, IIPUXOBYBATH AESAKI Bpa3NWBiI JaHi Ta pOOUTH 3’€IHAHHS
OLTBII HAIHHIM, XaKepH BCCOIHO MOXKYTh BUKPACTH ACSAKi JaHi 3 Mepexi abo
CEepBEPIB 3a IOTIOMOTOIO aTak, Takux sk iH’ekii, XSS, CRFS Tomo.

JloTioMOTTH yCYHYTH 1€ HEIONIK MOXKe MpoTokon VPN, skuii TOYHO BHU-
3Ha4ae, sk cucremMa VPN B3aemozie 3 ycima cucremamu B [HTepHETI Ta piBeHb
6e3nexn Tpadixy. IlpuunHOO € BUKOpHCTaHHS MHU(PYBaHHSI MK JBOMA KiHITe-
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BHMH By3JIaMH. SIKIII0 X iH(popMamis He 3aXHIICHa, 3TOBMUCHUK MOXKE TIepexo-
IIUTH KIII04i Ta pO3IIUQpyBaTH Tpadik.

[I{o6 cTBoput VPN 3a JOMOMOTrOI0 amapaTHOrO Ta MPOTPaMHOTro 3ades3-
MIEYCHHS, BXKJIMBO JOTPUMYBATHCS CTAaHIAPTHOTO MEXaHi3My, 3aCHOBAaHOT'O Ha
nporokouni 6e3neku mporokony Ireprery (IPSec). TyT neransHO onucaHo Me-
Tonu imeHTHdikamii 1A iHIMiai3alil TyHeII Ta MeToau mudpysanas. Hemo-
JIiKaMH € opieHTalist Ha BUKopucTanHs [P-anpecn.

[Ie oxuH MPOTOKOI, KU BUKOPUCTOBYEThCA At ToOynoBu VPN, — mpoTo-
KOJI TyHeTroBaHHS ‘‘Touka-Touka” (PPTP), mepeanpecanis pisas 2 (L2F) i mporo-
koI TyHemroBaHHS piBHA 2 (L2TP), sikuitf moexHye B co0i 1Ba OMMCaHi BHIIIE TIPO-
TOKOJIM. AJIe BOHH HE € KOMIDIEKCHIMH 1 IOBHICTIO (DYHKITIOHATHHUMIL.

Iammit mpotokoun Internet Key Exchange (IKE) 3abesmeuye mepenady iH-
¢dopmanii uepe3 TyHelb, BUKIOYarouM BTpydaHHs 330BHI. IKE aBTomarusye
npolec nepenadi KJro4a 3a JOMOMOIOI0 MeXaHi3My IU(GPYBaHHS 3 BiAKPUTUM
kimoueM. IKE 3MiHIOE KITFOY MiJKIFOUCHHS 1 TO3BOJISE MiIBUIIUTH KOH)iIACH-
HifHicTh iH(OpMAIlii, ska nepenaeTbes. [Ipu 1bOMY IHKANCYJIAIS 3a0e3nedye
MYJIbTUILICKCYBaHHS KUIBKOX TPAHCIOPTHHUX ITPOTOKOJIB OJJTHUM KaHAJIOM.

ITpotokon kepysauusi 3’equanHsm (LCP) — mporokon “Touka-Touka’”
(PPP) Bu3Hauae rHyuknit LCP m1s BcTaHOBJICHHS, HAJTAIITYBaHHS Ta IEPEBIPKHI
3’emHanHs. LCP y3romxkye Qopmar iHKancymsmii, po3Mmip makera, mapamerp
HAJIAIITYBaHHSA, [ii IPU pO3pPUBI 3 €THAHHA Ta MapaMeTPU aBTCHTH]IKAIIii.

3a3Buuaii, s crBopeHHs VPN-TyHeNiB BUKOPHUCTOBYIOTHCS IMPOTOKOIHU
PPTP, L2TP, IPsec i OpenVPN.

Bucnoexu. Y pe3yabTati TOCIDKEITS OTPUMAHO OIMHUC BeO-aTak i pexoMe-
HpaUil 11010 3aXMCTy BeO-CepBICIB. AHaJi3 Cy4acHHX 3arpo3 JaB PO3yMiHHS
cyyacHHX mpoOsiem Oe3meku. Jlesiki Bpa3iuMBOCTI, 3TafaHi B JOCIIKEHHI
OWASP, MOXHa yHUKHYTH 32 JIOTIOMOTOK HAaJiHHUX INPOTOKOJIB i3 CTEKY
TCP/IP, sixuii BUKOpUCTOBYE mK(pyBaHHs, HMPPOBUN MiANUC 1 aBTOPU30BaHI
ceptudikaTi. Ajle OJHUM i3 HAHKpaIIMX COCO0IB 3aXUCTY 3B’ SA3Ky € BUKOPHC-
TaHHs nporokosry VPN. ¥V mporeci miaroroBku marepianiB Oyim npoaHaiizo-
BaHi 3aranbHi xapakrepuctuku VPN, npotokonu VPN, ¢yHKuii Ta KoMIoHeH-
1 VPN, Bussneni mepexxi VPN ta npobiemu ix 6e3mnexu.
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METO/IA TA 3ACOBHU 3ABE3IEYEHHSA 3AXUCTY IHOOPMAIIII
IPU NPOEKTYBAHHI WEB-IOJATKA YHIBEPCUTETY

Kamepuna Ioscuukeeuu, Banenmuna Awyx, Hamania @eouneus

Kacpeopa ynpaeninnsa ingpopmaniinoro 6e3nexoro JIvgiecokozo deprcasnozo
YHigepcumemy be3nexu yxcummeoianvHocmi, m. Jlveie, Ykpaina

Anomauia. Posenanymo meopemuyti, HAYKOB0-MemoOUuHi ma OpeaHizayitiHo-
@yukyionanvHi ocHosu saxucmy iHghopmayii npu npoexmysanni web-oooamxa yHieep-
cumemy. Busnaueno cyyacHi nioxoou 00 3axucmy ingopmayiiinoi be3nexu Ha NPuxkiaoi
npoexkmyeanti web-dooamxka ynieepcumemy. Hageoeno memoouyni nioxoou oo ¢opmy-
6AHHA KOHYENnyii ma CMmpyKmypu aemoMamu308aHoi cUCmeMU YNPAaGliHHA 3aXUCHOM
ingopmayitinoi 6esnexu. Illpoananizosano cmaunoapmu, pexomenOayii, emanu wooo
nonepeocents 3azpo3 ingopmayiiinoi besnexu. 3anponoHo6ano mMooensb 3axucny 6eo-
000amKy 8i0 XaKepCoKuX amax ma Hase0eHO MemoouKy 6310Mmy niamgpopmu. Pozpobne-
HO ma 8i3yaniz08ano e6-000amox st 10y6ico.

Knwuoei cnosa: ingopmayiiina 6esnexa, 3axucm ingopmayii, 3a2po3u, npoexmy-
8aHHA 6e0-000aMKA.

Abstract. The theoretical, scientific-methodical and organizational-functional
foundations of information protection during the design of the university ’s web applica-
tion are considered. Modern approaches to the protection of information security have
been determined using the example of designing a university web application. Methodi-
cal approaches to the formation of the concept and structure of the automated infor-
mation security protection management system are presented. The standards, recom-
mendations, stages for the prevention of threats to information security have been ana-
lyzed. A model for protecting a web application from hacker attacks is proposed and a
methodology for hacking the platform is given. A web application for Ldubzhd was de-
veloped and visualized.

Keywords: information security, information protection, threats, web application
design.

Besmnexa BeO-pecypciB siBisie COO0I0 BaXKIIMBUI HaNpsIMOK iH(pOpMaliitHOT
6e3nexu. KinbkicTe BeO-pecypciB MOCTIHHO 3pOCTaE, pa3oM 3 IIMM 3POCTaE SIK
KIJIbKICTh NpUBaTHOI iH(popMalii, 1o 30epiraeTbcs Ha cepBepax BiAJAIICHOTO
JIOCTYIy, TaK 1 KUJIbKICTh aTak Ha BeO-pecypcH 3 METOIO 3aBOJIOJIHHS TaKOO
inpopmamiero. ITogibHOTO POy aTakM MOTEHIIIHHO MOXYTh IPUBECTH 10 BEIH-
KHX HETaTMBHUX HACIIIKiB, EKOHOMIYHHUX 1 penyTtanidHux. OmgHaK 3aiikaBie-
HICTh B 3JiCHEHHI TaKMX aTak 1 3aXUCTy Bil HUX HE OOMEXYEThCS CHEpOro
exoHoMiku. Ha cporomHi Bpa3nuBicTh Bif atak Mo)ke OyTH IMOB’s3aHa 3 IIOJIi-
TUYHUMH MOTHBaMH, il BUKOPUCTOBYIOTh Yy TiOpUAHNX BifHaX, BOHA CTa€ YHWH-
HHKOM 3pOCTaHHsI TEPOPUCTHYHMX 3arpo3. Yepes 1ie akTyasbHICTh JaHoT podo-
TH TI0JISITa€ B 3MEHILCHHI KiOep-Bpa3uBOCTi BE0-3aCTOCYHKY.


http://repository.vsau.org/getfile.php/17100.PDF
http://repository.vsau.org/getfile.php/17100.PDF
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Hamu copmoBaHO HU3KY BUMOT, SKHM Ma€ BeO-IOAATOK AJIS yHIBEPCHTE-
Ty. Ilepm 3a Bce, nogarok mae Oyt kpoccruiargopmeHuM. OCKiNBKK B Haml
yac 6araro JoAaTKiB npaitoe e Ha miatdopmi i0S un Android. Apyrum ta
HE MEHII Ba)KJIMBUM KPHUTEPIEM € 3pO3yMiTiCTh iHTepdeiicy. Takox moTpioHO
3a0e3MeUUTH KOPEKTHY POOOTY MOJATKY MpH caaboMy 3B 3Ky a00 BiICYTHOCTI
Mepexi [HTeprer. Jlogarok Mmycuts MictutH 3 iHTepdeiicu: aaMiH, CTYAEHT Ta
BuKianad. PosrnsHeMo neTaipHimie: iHepdeiic agMmiHa ae 3MOTY CTBOPUTH
CTYIEHTa Ta BUKJaJga4ya, CTBOPHTH ONUTYBAJbHHUK Ta PenopT. JlomaTok MycHTh
MICTHTH iHTepdelicn aBTopu3alii, aBTeHTH(iKamii Ta BiIHOBICHHS HapOIIIO.
Tak sSK TPOIYKT HAIlICHMH HE TUTPKW Ha ypalHCHKHHA MapKeT, CAlT Mae MiIT-
pUMYBaTH iHTEpHALiOHATI3aIi0 (YKPATHChKY Ta aHTIIHCHKY MOBY). TakuMm 4u-
HOM, MO’KHA y3araJbHUTH BULIE3ragaHi BAMOIH:

1. KpoccnnaropMeHHICTb.

2. PobGota npu BiacyTHOCTI Mapexi [HTepHeT.

3. IlinTprMKa iHTepHaLiOHATI3aIl].

4. “User friendly” inTepdeiic.

5. OOMiH 1IOKYMEHTaMHU.

OTxe, pO3IJISIHYTO 3a3Ha4eHi BUMOTH, 3TiHO 3 SIKUMH IIPOBEJICHO JETab-
HUI TOPIBHAJIBHUN aHAN3 iCHYIOUMX MPOTPaMHUX pimeHb. Takok BpaxOBaHO
X mepeBard Ta HEJOJNIKU MPU PO3pOOIICHHI POrpaMHOro 3acTOCYHKY. IIpukian
Bi3yaui3aii JogaTka HaBeeHO Ha puc. 1.

NaVersity m
e LT 3 -

Baeais KoR BapHBiKau

O # cryaer

&
O 5 aypeanr

O § swoagay

Pucynox 1 — [puknao eizyanizayii dooamka

[IporpamHo-TexHIYHMIA piBeHs NPOTHII] 3arpo3am 1b nepenbaqae Taki me-
XaHI3MH Oe3IeKn K ayTeHTH(iKalis KOPHCTyBaya, IPOTOKOIIOBAHHS, KPHUIITO-
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rpa¢ito, ekpaHyBaHHS KaHaJiB 3B’s3Ky. Jo arak, sKi 3arpoXyIOTh JOAAaTKaM
BITHOCSTHh CYKYIHICTH YMOB i (paKTOpiB, IO CTBOPIOIOTH HeOe3IeKy. 3arposa
iHpopMauii po3risAacTbCs K MOPYLIEHHS KOH(IASHIIHHOCTI, HiTicHOCTI abo
JIOCTYITHOCTI JTaHWX, a TaKOX BTpaTy a0o 3HMIIeHHs AaHux. Knacudikaumis 3a-
TpO3 3AIMCHIOETHCS 3a 0araTbMa O3HaKaM, IO O3BOJIIE JOOHUPATH Ta 3aCTOCO-
ByBaTH e(eKTHBHI METO/aU Ta 3aco0Ou 3axucTy. Burik iHdopmanii o3Hauae He-
3aKOHHE OTPUMAaHHs JaHMX, 110 HE MalooTh OyTH momupeni. JlocmikeHo Ta
CTBOPECHO YITKHWHA CTPYKTYPOBAHUH MiAXiZ IO MPOEKTYBAHHS KOPHCTYBAIBKHIX
iHTepdeiiciB, sAKi 3a0€3MeUyI0Th BUHATKOBHIA JOCBiI poOOTH 3 JOAAaTKaMHU IS
MOOiITbHUX TeedOHiB, BPaXOBYIOUM MOTpeOU Ta OakaHHS KopHcTyBadiB. Lle
Oyno 3pobneHo, qoTpuMyrounchk npuHOUMIB i mpomeciB User Experience (UX)
ta User Interface (Ul).

[IpoBeneHuii ananiz KOHKYpPEHTIB JO3BOJUB OLIHUTH Pi3HI cTpaTeril B3ae-
MoJii 3 KOpUCTyBayeM, IPHIAHATI KOHKYPSHTaMH, BU3HAYHUTH iX CHIJIBHI Ta clia-
Oki ctoponu. JlochmimkeHHS KOpHCTyBadiB OyJI0 pO3MIOYATO IPOBOASYH iH-
TEPB’I0 Ta ONMHUTYBAaHHS, 100 3pO3YMITH, UM MA€ BU3HAYCHA I[JIb OJTHAKOBI YU
pi3Hi HoTpedu Ta npodaemMu, siki Oysu BUCYHYTI Ha erami KoHuenuii. Kpim Toro,
CTBOPEHO Tpodisli KOPUCTYBaUiB, SIKi HA3UBAIOTHCS IIEPCOHAMH KOPHCTYBadiB,
100 MaTH 3MOTy 1IeHTH(IKYyBaTH KOPHCTYBadiB, IXHI MOTpeOH, po3yapyBaHHs
Ta ouikyBaHHsS. [IpoaHanizoBaHO [OCBIJ KOPUCTYBadyiB, CTBOPIOIOYH IIUIIXH
KOPHCTYBa4iB Ta 30CEPEIKYIOUH YBary Ha JisX, LIAX, JyMKax Ta eMOLIsAX KO-
puctyBauiB. Lli enemeHTH OynH KIItOYeM 10 pO3pOOICHHS BUPIMICHh MOKITUBUX
npoOJieM, 3 SKUMU MOTIJIM 3iTKHYTHCS KopucTyBaui. Lle Takox gomomorio B
TpoIieci MPOEKTYBAaHHS, OCKIIBKA J03BOJISUIO BUKOPHUCTOBYBATH Pi3HOMAHITHI
THITH KOPHCTYBAiB.
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YK 004.946

AKTYAJIBHICTb BUKOPUCTAHHSA BIPTYAJIBHUX
TA XMAPHHUX TEXHOJIOT'Ii

lsanna Powuneywv, Banenmuna Awyk, bozoana @eduna

Kagpeopa ynpaeninnsa ingpopmauiitnoro 6esnexoro Jlveiecbkoz2o depicasnozo
YHigepcumemy 0e3nexu ycummeoianvnocmi, m. Jlveie, Ykpaina

Anomauia. Posenanymo meopemuuni, HAyKO80-MemMoOOUYHi ma OpeaHiz3ayiiHo-
@PyHKYIOHANbHI OCHOBU BUKOPUCMAHHA GIPMYANHUX MA XMAPHUX mexHono2ill. Busnaue-
HO cy4acHi nioxoou 00 6NPoBAONHCEHHA GIPMYANbHUX MA XMAPHUX TMEXHOIO0I ) 2aY3b
oceimu, MeouyuHu, Qinancia, pucnpyoenyii, ekoHomiky. Hagedeno memoduuni nioxo-
ou 00 hopmysanusi KoHyenyii 6UKOPUCMAHHS XMapHux mexnonoziu. IIlpoananizosarno
nepegazu ma HeOONKU GUKOPUCMAHHA GIPMYANbHUX A XMAPHUX MEXHON02IN Y DI3HUX
2aNY35X 20CN00apCmed.

Knrwwuosi crosa: xmapni mexnonoeii, xmapruii cepgic, XMapHi 0OUUCTIeHHS, GIPIMY-
anvHi MEXHON02il, XMapHi 6a3U OAHUX.

Abstract. The theoretical, scientific-methodical and organizational-functional
bases of the use of virtual and cloud technologies are considered. Modern approaches to
the implementation of virtual and cloud technologies in the field of education, medicine,
finance, jurisprudence, economy are defined. Methodical approaches to the formation of
the concept of using cloud technologies are given. The advantages and disadvantages of
using virtual and cloud technologies in various branches of the economy are analyzed.

Keywords: cloud technologies, cloud service, cloud computing, virtual technolo-
gies, cloud databases.

CrorozHi, B epy iHQOpMAIiHOTO MIPOrpecy, HOCTIHHOIO OHOBJICHHSI HPO-
rpamMHOro 3a0e3rneueHHs Ta ounppoByBaHHs iH(opMarlii Bce OLIBIION MOMyJIs-
PHICTIO KOPHCTYIOTBCSI XMapHi TeXHOJIOTii. PaHilie BOHM BUKOPUCTOBYBAJIUCS Y
By3pKoMY Kouti IT-criemianicTiB, a BiKe ChOTO/HI JaHA TEXHOJIOTIS € JOCTYITHOIO
JUTSL BCIX KOPUCTYBaYiB.

XwmapHi TexHoorii (aHri. cloud technologies) — me kapauHaJIBHO HOBHI
CepBic, SKUH J03BOJISIE BiIaJIeHO BUKOPHUCTOBYBATH 3aco0n 0OpoOKkH i 30epi-
rands gaxux [1]. Halimommpenimmmy XmMapHUMHU cepBicaMH, sIKi IPU3HAuYEHI
U po6OTH 3 Web-cepBicaMu Ta 3BUUaiHUMU Pi3HOTO poay aokymeHTamu. Ce-
pen HuX, OO0 NPHKJIaxy, HalHOIIbII MOIIMPEeHa Y BUKOPUCTAHHI CTYACHTaAMH Ta
BHKJIalagaMu, XxMapHa miatpopma Google Apps Education Edition, sixoi ocHo-
BHUMH IHCTPYMEHTAaMH €: eJeKTpoHHa nomTa Gmail (mepeBaramu sKoi € miaT-
pUMKa TEKCTOBOTO, a Takoxk royiocoBoro uaty Google Talk, Ta HaBiTh Bigeoua-
Ty); Kanenaap Google; nuck Google — cxopwuie s 30epiranHs BiacHux (aii-
JIB Ta MOXJIMBICTIO HACTPOMKH mpaB Joctymy 1o Hux; Google Docs — cepsic
JUISL CTBOPEHHSI TJOKyMEHTIB, TaOJUIIb 1 IPE3eHTAIlii 3 MOXKIIMBICTIO HaJJaHHS [IPaB
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CIJIBHOTO JIOCTYITY IEKUJIbKOM KOpHCTyBadaM. [HTerpamis 3 GpisHIHuX cepBepiB y
XMapHi JI03BOJIMTH 3MEHIINTH KUTBKICTh BUTPAT Ha 1X yTpuMmaHHs [1].

CTpiMKO 3pocTae BIPOBA/DKCHHS XMapHUX TEXHOJIOTIH B HaBYAJIbHUN
MpoLeC, 3aBSIKK TEXHOJOTISIM OCBITa CTA€ i€ JOCTYIHIIIO, HABYATHCS MOX-
Ha CKpi3b: B OCBITHIX 3aKiasax abo x Baoma. Bci moTpiOHi marepianu 1is Ha-
BYAHHS, 10 3HAXOAATHCS Y BIPTYaJbHOMY CEpPEIOBUILI JOCTYIHI 3 OYIb-SIKOTO
Micus, IO Jy’Ke aKTyalbHO 32 YMOB BilfHH, a00 * KOJIM y CBITi MaHyBaJja ermi-
nemist Bipycy “Covid-19”. TlepeBaskHa OiNBIIICTS HABYAIBHUX 3aKJIAJIB JIAIIE
moyasa BIIPOBADKYBATH Ta MPAaKTUKYBATH XMapHi TEXHOJIOTIi y CBOiX OCBITHIX
nporecax. Hampukman, mpu manaemii, Koiu depe3 HeOe3meKy MomupeHHs Bipy-
cy, OyIJI0 peKOMEHIOBaHO MEePEBE3TH OLIBIIICTh HABUAIBHUX 3aKJIa/liB OCBITH Ha
JVCTaHIi{HEe HABYAHHS.

BripoBakeHHS XMapHUX TEXHOJIOTIH B OCBITHIM MPOIEC € TOCHTh HOBHM
HAampsMOM, LI0 CTPIMKO PO3BUBAETHCS. XMAapHI TEXHOJOTIi Jal0Th MOXKIUBICTh
MPOBOJMTH OHJIAMH-KOHCYJIbTALll, Hapaay, KOH(pEpeHmii Ta MBUIKO OTPUMYBATH
KOMEHTapi Ta BiAnoBiai Ha nuTaHHs. 1[0 % 10 mepcrneKTHB pO3BUTKY XMapHHUX
TEXHOJIOTif B HANPSAMKY OCBITH, TO 0 HAX MO>KHA BiJTHECTH HABYAJIbHI OHJIANH-
JIO/IaTKU, po3poOKa HOBHMX Ta BJIOCKOHAJICHHs BXKE HAsBHUX JOJATKIB, 8 TAKOX
MEePEHECeHHsI TAKUX BiOMHX cucTeM, sk Moodle Ta Blackboard, y xmapwu [1-3].

30Kkpema, /I IOPUCTIB, EKOHOMICTIB, (hIHAHCHCTIB XMapHUiA cepBic Hazxae
MOJKJIMBICTh CTBOPIOBATH IOPUIUYHI JOKYMEHTH, 3iiCHIOBaTH 00pPOOKY (hiHaH-
COBHX oOIleparlii, o)opMIIIOBaTH 3BITH i Oi3HEC-TUIaHiB, 30epiratu BCi CBOT
JOKyMEHTH B IIM(POBOMY BUIIIAI, 32 TOTPEOH HABITH Ha/laBaTH JI03BOJIY CBOIM
KOJIeraM TeperyisiiaTi CBoi IOKYMEHTH Y pelaryBaT CIiJIbHI 3BITH Ta Oarato
iHmoro [3].

Coepa MeIMIMHN HE BHUHITOK PO3BHUTKY BIPTyaJbHUX TeXHOJIOTIH. benb-
TificbKi MEIUKH TPOBENH TOCIIKCHHS 1 BUSBWIH, IO BIPTYaJIbHI TEXHOJOTI]
MOKHAa BHKOPHCTOBYBAaTH Y XIpyprii 3aMiCTh B)KHBaHHS DI3HHUX CelIaTHBHHX
npemnapaTiB. Takiii MeTOIUI JliKapi Jaiy Ha3By “BipTyasisHUH rimHO3”. Oco0-
JIMBICTIO € Te, IO MiJ Yac omnepauii Ha MalieHTa OJSIraloThCsl HaBYIIHUKH, VR-
OKYJISIPH Ta BMHUKA€ThCS 3aCHOKIHIIMBE BiJIEO PO XKUTTA ITiABOJIHUX TBAPUH ITi[
Yyac TPaHCIIALI, 16 Bce KOMEHTYETHCS IPUEMHIM 3aCHIOKIHIIMBIM T'OJIOCOM [4].

BukopucraHHs XMapHHX CepBEpiB y Taly3l MEAMIMHU HAJa€ 3pyYHOCTI
Juisl JlikapiB. B MuHynoMy BCi MeandHI JOKyMEHTH IIPO CTaH 3JI0poOB’s Oynun
TUIBKM B TANIEPOBOMY BUIJIA[I, ajie BXKE 3apa3 OUIBIIICTh TaKMX JOKYMEHTIB
oundpyBany Ta 3aHOCATH B 0a3u JaHMX Aist 30epiranHs. Jlist 3MeHIIeHHs cep-
BepiB 30epiranHs BCiX JaHUX, i 11 PiHAHCOBOIT BUT1IHOCTI MOYKHA BUKOPUCTO-
ByBaTu xMapHi 0a3u manux. OgHak, HeOe3leka BHTOKY JAHHX — II€é OCHOBHA
npobiemMa, 3 SIKOI0 CTHKAIOThCA MeaudHa cepa mpu BUOOPI XMapHOTO pimIeH-
Hi. J1s momomaHHA IMX MpoOJIeM MeIMdHI MiANPUEMCTBA IOBHHHI BHOMpPATH
HaIHHUX MOCTava bHUKIB XMapHUX MOCIYT, AKi AiI0Th Y MOBHIH BiAMOBIIHOCTI
JIO TIOJIOXKEHb MEIMYHOI TAaEMHUI, KOH]IIeHIIIHOCT], HOpYyIIeHHs 30epiraHHs
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Ta BTPATH JaHUX. PU3NK BUTOKY KOH(IISHIIITHNX TaHUX — 1, IK HACIIIOK, KPH-
MiHaJIbHA BIAMOBIIAJBHICTH Ta BTPATa JOBIPH IPOMAJSH — MOBUHHA OyTH MO-
TUBALII€I0 30CEPEUTH BCI 3yCHIUIS Ha 3aXUCTi IM(PPOBHUX JaHUX [4].

Cepen MOXIMBOCTEH XMapHHX OOYMCICHb MOKHA BHJIUIMTH: JIETKUH J0C-
Ty 10 0COOKCTOT a00 KOpIopaTHBHOT iH(OpPMAITT 3 OYIb-SIKOTO MPHUCTPOIO, MO
MIKIFOYeHNH 10 [HTepHeTy; MOXKIIMBICTB MpaIoBaTh 3 iH(GOpMaLi€ro 3 Pi3HUX
npuctpois, 1e Moxe Oytu 1K, manmeru, Tenedonu ta 6araro iHIIOro; He3a-
JISKHICTD BiJ ONEpaliifHIX CHCTEM KOMII IOTepiB KOPHCTYBadiB; OXHY iHQOp-
MaIlifo MOKHA TIeperiiigaTH ab0o peraryBaTi OJHOYACHO HA PI3HUX MPUCTPOSX;
3aro0iranHs BTpaTH Oynb-saKkoi iHpopMmariii, ToMy 110 BoHA 30epiraeThcs B XMa-
PHHUX CXOBHIIAX; MOXJIHMBICTE 00’e€qHaHHS iH(OpMAaIii 3 iHIMIMH KOPHUCTYyBa-
YaMu; 3aBKIHM aKTyalbHICTh Web-0JaTKiB, IOCTIHHE OHOBIICHHS Ta MigTPUMKA
TIPOTPaMK; MOKIIMBICTh TUTHTHCS iH(QOpPMAIEr0 3 OyIb-IKUMH JIOJAbMHU HE 3a-
JISKHO JIe BU 3HAXOAUTECH.

Jlo HeoMiKIB XMapHUX OOYUCIICHb CITiJl 3a3HAYUTH: HEOOXiIHICTh MOCTIH-
HOro 3’eqHaHHs 31 [HTepHeT, 6€3 HPOr0 HEMOJXKJIMBO 3B’SI3aTHUCH 3 CXOBHILEM;
KOH(IICHIIHHICT AaHUX, HE PEKOMEHIYEThCS 30epiraTi LiHHI JOKyMEHTH Ha
nyOnmivHuX “xmapax’’; HeOe3leka NMPOHUKHEHHS B “XMapy’’, 3JIOBMUCHUKH Bill-
pasy OTPHMYIOTh JOCTYII JO BEJIMYE3HOTO CXOBHUINA JaHMUX; BUKOPUCTAHHS CHC-
TEM BipTyaui3amii B SKHX, K TillEPBi30p, BUKOPHCTOBYIOTHCS SAPO CTaHAAPT-
Hux OC, 10 103BOJISIE BUKOPUCTOBYBATH BPa3IMBOCTI CHCTEMH; IS IOOYAOBH
BIIACHOT XMapH HEOOXiTHO BUAUINTH 3HAYHI MaTepiallbHI pecypcH, 1o He BUTi-
JIHO JUTS HOBHX Ta MAJTUM KOMIIAHisSIM; MOHETH3ALlisl pecypcy.
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IMPOBJIEMHU 3AXHUCTY HEPCOHAJIBHUX JTAHHUX
B EJIEKTPOHHOMY ITH®OPMAIIMHOMY CEPEJIOBUIIII

Anna Yypinosa, Cepein IIpoxonos

JIninponempoecovKuii 0epricagHuil ynieepcumem eHympiuiHix cnpae
M. Tuinpo, Yxpaina

Anomauia. Pozenanymo 0ocnioxcenus cymnocmi npobnem ingopmayiinoi besne-
Ku nepconanvhux danux. Iloxasano, wo ingopmayitina 6e3nexa Kopucmysauie enekm-
POHHUX Npucmpois epae ece OLIbUWL 8a20MY POlb, A NUMAHHA ii 3a0e3neueHHss Cmanmy
oeodani cocmpiwumu. JJogeoeno, w0 KOMNIEKCHUL 3aXUCT NePCOHANLHUX KOPUCHY8AYi8
nepeodayae BUKOPUCMAHHA CHEYIANbHUX NPABOSUX, (DI3UUHUX, Op2aHi3ayitiHux i npo-
SPAMHO-ANAPamHux 3aco0is 3axucmy iHgpopmayii.

Knruoei cnosa: ingopmayis, 6esnexa, saxucm, Kibepbesneka, coyianbHi Mepexici.

Abstract. The study of the essence of problems of information security of personal
data is considered. It is shown that the information security of users of electronic devices
plays an increasingly important role, and the issues of its provision are becoming in-
creasingly acute. It has been proven that the comprehensive protection of personal users
involves the use of special legal, physical, organizational and software and hardware
means of information protection.

Keywords: information, security, protection, cyber security, social networks.

TexHONOTIYHUI MPOrpec CTBOPUB Bce OLNIbINe i OibIe OTPed 1 MOKIH-
BOCTeH 300py, 00pOOKH MepcoOHANFHUX JaHHUX 1 caMi IepCOHANBHI JaHi 3HAWII-
JIM IIMPOKE BUKOPUCTAHHSA B pi3HUX cepax Oi3Hecy i momiTuku. Bukopucranas
MEePCOHATBHUX JIaHWX CTAN0 OaraToOrpaHHUM, 1 KpiM HaJaHHS JONOMOTH B iX
POOOTI i TOBCSKACHHOMY JKUTTi, BOHH MOXYTh JJISl JEKOTO CIYXKHTH IHCTpyMe-
HTOM TOPYIICHHS NpaB i CBOOO/ EBHUX JIFOAEH, 0COOIMBO IMpaBa Ha HEJOTOP-
KaHHICTh [TPUBATHOTO XUTTA. Y 3B 53Ky 3 LIMM PO3BUTOK CHCTEMH 3aXHCTY Iep-
COHATLHUX JJAHUX € OJJHUM 3 HAOUIBII aKTya bHOIO MPOOIEMOIO.

3axXUCT MePCOHABHUX NTaHUX Ta iX BJIOCKOHAJICHHS € He TUTbKH HaIlioHa-
JHEHUM OO0OB’SI3KOM, a W MPEeaMeTOM Jep)KaBHOTO perymoBaHHs. Kpim Toro,
CTBOpPEHHSI €(DEKTHBHOI CHCTEMHU 3aXHCTy IEPCOHAIBHHUX JAHUX € MIKHapo.-
HHUM 3000B’sI3aHHSIM YKpaiHu.

[TpoGnemMu BUTOKY HEPCOHAIBHUX JAHUX I'POMaJSH YKpaiHH, AEpKaBHHUX
YCTaHOB Ta NPHBAaTHUX KOMIIAHIM CTaJM OCHOBHMMH NPUYMHAMH 3JIOYHMHHOT
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nisutbHOCTI. CHUTYyallist cTae Bce OUTBII 1 OUTBIN CKJIaTHO0, TOMY IO HOBi (hopMu
3JI0YMHIB BKJIIOYAIOTh B ce0e He TUIbKH BHBEACHHS NepcoHanbHuX ganux 3 I1K
KOpHUCTYBayiB, a 1 JaHUX 1X OAHKIBCHKMX KapTOK, II0 B HACTYIHOMY IPHU3BO-
JMTH JI0 BTPATH BJIACHUX HAKONWYEHb (KOLITIB MPUBATHHX MIANPUEMIIB a0
JICp’)KaBHUX yCTaHOB).

Ha croropHimHil AeHs HALliOHAJIbHI OPTaHU BIAAH 3ITKHYIHUCS 3 HA3KOIO
3arpo3 i mpobieM y cdepi kibepbesnekn. B Ykpaini icHye 6arato nepxaBHHX
peecTpiB, AKi MicTATh KOH(DIOSHIIHHY iH(pOpMaIifo TpoMaasH. bimpnricTs 3 HUX
BHKOPHCTOBYIOTH JJISl aBTOPHU3AIlil CEKpeTHi JIOTiHM 1 mapouti. TakuM YMHOM He
MOXUJIMBO 1MeHTH(DIKYBaTH 0co0y, sKa HaMaraeTbCs YBIUTH B CHCTEMY, IS
oTpuManHs iHpopmanii [1].

VY cydyacHuX yMOBax 3aXUCT 30epexkeHol iHpopMallii B peecTpax € TOCTPOIO
npobnemoro. binmbmicte 1K sIKMMU KOpHCTYIOTBCS 3BHYAiHI KOpPHCTyBaul Ta
aIMIHICTpaTOpPH MIAKIIOUEHI 70 BCECBITHBOI NMABYTHHU [HTEpHET, IO 3HAYHO
cpourye poOOTy KiOEp3JIOUYMHISIM TPH CIPoOax 3aBOJIOAITH NEPCOHAIBHUMHU
JaHUMH.

3a poku He3aJNeKHOCTI YKpaiHu OYyJ0 HaKOMUYEHO MEepeBakHy OLNBIIICTH
iHpopMamii B IMUX cHCTEeMax Ta peecTpaxX. [IpuBaTHI KOMIaHii THMYacoBO
OTPUMYIOTH JOCTYII JT0 iH(pOpMaIii, sika MICTHTB IepcoHaNbHI qaHi. ToO0TO pu-
3WK OTpPUMaHHS KOH(iNEHIIIHNX naHuX 3poctae. Ha BiqMiHy BiJ IBOTO, HAKO-
MUYeHHs OibIIoT KiIbKOCTI iHpopMmalii, 00pobku Ta 30epiraHHs BUMarae 30i-
JIbIIEHHS LU(PPOBOT iHPPACTPYKTYpH.

30ip, 00poOka Ta HAKONMUYEHHS NaHWX B PEECTpax BHMarae peaisarii
NPUHIMIIB Tpo30pocTi. Byap-ska iHdopmaris Ta 00poOka NepcOHAIBHUX
JIAaHUX MOBHMHHI OyTH 3p0o0iieH] nocTymHO i 3po3ymino. CrenianbHa meTa 00-
poOKu KOH(QINCHIIHOT iHpOopMAaIi X KOMIUICKIis 3aBXIH ITOBUHHA OyTH
4iTKO Mo3HaYeHa i jJeraixbHa. KpiM Toro, mepio yacy s 30epiranHs mepco-
HaJNbHUX JAHWUX TMOBUHEH OYTH 3BEJCHHH O aOCONIOTHOTO MIHIMYMY JJIsl 1O-
CSATHEHHs IPUHIMITY — “JlaHi He MOBHHHI 30epiraTucs, SKII0 BOHU HE MOTPio-
Hi”. UiTKO BU3HAYCHI TepMiHU 30epiraHHs i 3HUIICHHS, 3a0€3MeYUTh BiJl BU-
TOKY iH(poOpMaIrii.

HamioHabHOIO MOS0 BCTAHOBIEHO, 110 Ha CHemialbHuX (hopymMax Ta y
3aKpPHUTHUX CIIJIBHOTAX PO3MillleHi pi3Hi 0a3u paHux. [cHyBaHHS 1iel iHpopMmarii
CTBOPIOE OCHOBY JUIA BUMHEHHS NPOTHIPABHUX A y Mexax KibepmpocTopy,
METOIO SIKUX € OTPUMaHHS NMPHUOYTKY BiJ MPOAaXy HEPCOHANBHUX JaHUX. 3110-
YHMHII CTBOPIOIOTH CHELialibHI cepBicH Ul nepeBipku iHdopmanii abo Oe3mno-
CepeIHBOTO MPOJaXKy 0a3 maHux [2].
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Bimpmr mmpoka cdepa — maxpai. Bonu mig npuBogoMm mponaxi iHpopma-
11ii, 0OCOOMCTHUX JaHUX 3AIACHIOIOTH 3aBOJIOMIHHS KomTamu. lIupokuii criektp
PO3TOJIOMICHHS, & TAKOX iHIIE NMPHUBEPTaHHS yBaru, IOA0 BUTOKY IIEPCOHANb-
HUX JJAHUX aKTUBYIOTH 3JIOJIIB.

PosrnsHeMoO cuTyaniro sika ctanmachk y TpaBHI 2020 poky. Y meceHmKepi
Telegram 3’sBuBCS 00T, SIKHii TIOIIMPIOBAB OCOOMCTI JaHi YKpATHINB 3a TPOIIIi.
A came mommproBaB iH(popMariio:

1) 3 GaHKIBChKHX pECTPiB, Takux sK “TIpuBarbaHk” 10 HOro HAIIOHAI3ALIIT;

2) i3 conianbHOi Mepexi “BKonTakTi” (Jrorinu Ta mapodi);

3) 3 eJeKTPOHHOI MOIITH;

4) 3 BOJINCHKUX IMOCBITYCHD. [3]

HauionaneHoto modiniero Oyino po3novaTo KpUMiHAJIbHE IPOBAKECHHS 3
MUTaHHA NP0 HE3aKOHHE BTPYYaHHS Y POOOTY KOMIT IOTEPHUX MEPEX, aBTOMa-
THU30BaHHUX CHUCTEM.

BuHuKanu nHTaHHS IMOJO BUTOKY IEPCOHAJIBHMX MAHUX 13 JOJaTKa
“III”, sxuii BUHUK BIZTHOCHO HEXAaBHO 1 MICTUTH y coOi eNeKTpoHHI Bepcii
JokyMmeHTiB. CaMe y IbOMY JTOJATKy 3HaXOMSIThCS cami MOCHUJIaHHS OCHOBHI
JOKyMEHTH B nudpoBomy BHUTIsAAi Taki sk: macnopt (ID-kapta), 3aKopmoH-
HUIl MacmopT, CTYAGHTCHKUI KBUTOK, BOJINHCHKE MOCBITYEHHs, cepTU(IKATH
Mpo BakMWHAIi0. Binbime necsaT MinbHOHIB YKpalHIIB 3aBAaHTAXIIN IO a-
TOK 1 KOpUCTYIOThCSl HUM. [Ipore, Ha odiuiiiHoMy caiiTi MinicrepcTBa i nud-
poBoi TpaHcdopmanii YKpaiHu CIPOCTOBAHO TyMKY PO BUTIK JaHUX i3 Mi€i
CUCTEMHU.

3apa3, HamioHaapHOIO TOJIMi€0 MOCTIIHO 3a0€31IeYeHO BiICTIIKOBYBaHHS
AKTHBHOCTI yYaCHHKIB XaKepChKOI CIIJIBHOTH Ta 1X IisUIbHICTB. 30Kpema iHdo-
pMalifo Mpo 1€ PO3MILIYIOTh HAa 3aKpUTUX OHIaiH-ruiaTgopmax ‘“‘darknet”,
“tor”, 3akpuUTHX CKaill-KaHamax, Telerpam-kaHamax. JlOCTiTHHKH NPHUBATHOL
iHpopManiiHOT Ge3NeKH BiCTEXKYIOTh HOBUHHU NP0 BUTOKH IEPCOHAIBHUX [1a-
HUX TpOMajsiH YKpalHd, Jep>KaBHUX YCTaHOB, aBTOMAaTH30BaHHX CHCTEM Ta
NPUBATHUX KOMIaHii. Buxoxsuu 3 HasBHOI iHpOpMaIlii, Taki BUTOKH BinOyBa-
FOTBCSI HE Pifie OJHOTO pa3y Ha 2 MicsIli.

YV HamioHansHil moinii mei HampsSMOK poOOTH 3a0e3MeYy€EThCSI CUCTEM-
HUMH 33aXOJaMH{ IHAWBITyaJTbHOTO IMOIIYKY, SIKI MPOBOASTHCS HAWIOCBITYECHI-
MMM CIiBPOOITHUKAMH, areHTH MPAIOI0Th 3 WIEHAMU XaKePChKOi CIIIBHOTH,
B TOMY YHCIIi: 3aBJISKH aKTUBHOMY 3aJIy4EHHIO MOJIIII 1 IHIIMX MPaBOOXOPOH-
HHX OpraHiB iHO3eMHUX aepxkaB. Kpim Toro, Haumionansna nosmimist BXXuiia HU3-
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Ky 3aXO/iB, CIPSIMOBAHMUX Ha BHKPHUTTS KPHUMIHAJIBHHUX IPABONOPYIIEHb MPH
BUKOPHCTaHHI BUCOKHX iHpOpMalitHUX TeXHOJIOTiH [4].

[Ipu ¢opmyBanHi 06a3 naHuxX, oOpoOOILl Ta MOIIMPEHHI BiJOMOCTEH, MO-
IMpeHHi iHpopManii 6e3 BiomMa BIACHUKIB NEPCOHAIBHOT iH(opMaii goBoi
4acTO NPU3BOJAWTH 10 BHHUKHEHHS IJI00ajdbHUX NpobieM iHdopmariitHol
0e3meKy CYCIIBCTBA 1 Jep)KaBH MIOAO0 3aXHCTy MEPCOHANBHHUX NaHUX. s
3aXUCTY MEPCOHANBHAX NAaHWX KOPHCTYBadiB NEPCOHAIBHUX KOMII IOTEpIiB Ta
Ta/DKETIB JOIIBHAM € YIOCKOHAJCHHS iX aHTHBIPYCHOTO IPOTPaMHOTO 3a-
Oe3medeHHs, sIke HeoOXiqHO BUKOPHUCTOBYBATH JIMIIE JIIICH30BAaHE Ta 3 Tepe-
BipeHHUX JDKEper.

KiroyoBoto mpo06ieMor0 BHTOKY HEPCOHANBHUX JaHUX € BIiJCYTHICTBH
LEHTPaTi30BAHOTO 3aXMCTY, a/UKe KOXKHa OpraHi3alis CaMOCTIHHO 3axuIlae
CBill BeO-caiiT uu moprtai. Butik 0coOMCTUX JaHUX € MEPEBaXKHO MPOOJIEMOIO
HEJIOKaJBHOI'0 XapaKTepy, TOOTO 1€ MUTAHHS CTOCYETHCS HE JIMIIE HalliOHAJb-
HOTO OpraHy BJajy, a € I[JIKOM IJI00aNnbHIM NMHUTaHHAM 3a0e3rnedeHHs iHpop-
MarliifHo1 Oe3MeKy HalliOHATBHUX IHTepeCiB YKpaiHu.

[MincymoByrouH, MOXKHa 3pOOHUTH BUCHOBOK, II0 B YMOBaX CTPIMKOTO pO3-
BHTKY iHQOPMAIifHIX TEXHOJOTiH HEOOXiTHO MPHUIUIATH OCOOIHBY YBary pos-
BUTKY CHCTEM 3aXHCTY MEPCOHAIbHUX AaHHX KOPHCTYBadiB, NPUBATHHUX IIijI-
pHEMLIB. 3aXHCT MEPCOHATIBHUX JAHUX KOPUCTYBadyiB, K i KOMIUIEKCHUH 3a-
xucT iH(popMmalil nependavyac BUKOPUCTAHHS CHELIAIBHUX TPaBOBHX, (i3zuu-
HUX, OpraHi3auifHuX i MporpaMHO-anapaTHUX 3aco0iB.
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3ACTOCYBAHHSA CTETAHOTI'PA®II JIJIA 3AXACTY ITPOT'PAM
BIJ HECAHKIIIOHOBAHOI'O JOCTYIIY

Bnaoucnae Aumontox, Mapuna Cudoposea

Jninpoecvkuii nayionanvnuil ynieepcumem imeni Oneca I'onuapa,
M. /Ininpo, Ykpaina

Anomauin. 3axucm inmenexmyanvroi eracnocmi ma ingpopmayii Habysae npiopu-
MEMHO20 3HAYEHHS 8 CYHACHOMY KoMn tomepHoMy ceimi. Memoio yiei pobomu € docni-
Ooicenns 3a0aui cmeeanocpaghii ma peanizayis aneopummy LSB ons 3axucmy menedorce-
pa makpocie y dooamxy “Draw & GO”.

Knrouosi cnosa: ingopmayiiina besnexa, 3axucm nepcoHAibHUX OAHUX, CMeE2aHO-
epagis, wudpyeanns.

Abstract. Protection of intellectual property and information is becoming a priority
in today’s computer world. The purpose of this work is to research the steganography
and implement the LSB algorithm to protect the macro manager in the “Draw & GO”
application.

Keywords: information security, personal data protection, steganography, encryption.

CyuyacHi ingpopmariist Ta Texrosorii “Know-how” mMaroTh MiJBHUIEHHI iH-
Tepec Al KOHKYPYIOUMX KOMITaHiH, IO OPOKy€e KOMIT IOTEpHE MipaTCTBO.

Ha cygacHOMy eTami pO3BUTKY iH(OPMAIIfHOTO CYCHIIBCTBA, KOJIH
KOMIT'FOTEPU JOCTYNHI HpPaKTHYHO JJIs KOXKHOI POJMHH, B YMOBax Ko-
Mepuiamizanii iHTeJIeKTyalbHOI BIACHOCTI aKTyalbHO CTBOPIOBATH IPOTPaMHIi
NPOJYKTH, SIKI J03BOJAIOTH B 3pYYHOMY Ta OE€3MEYHOMY PEXHMI 3aXHCTHTH
0coOHcTi 1aHi KOPUCTYyBada IpH 30epekeHHi, nepenadi Ta Moandikaii.

Creranorpadist — TalfHOIKC, NIPH SIKOMY HIOBITOMJICHHS, 3aK0JI0OBaHE TAKHM
YUHOM, 1[0 HE BUTJINAE SK IMOBIIOMIICHHS — Ha BiMIHY Big kpuntorpadii. Ta-
KAM YMHOM HEIIOCBSYEHA JIIOAMHA TPHHLUIIOBO HE MOXKE PO3MIM(ppyBaTH IO-
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BiZIOMJIEHHS — 00 He 3Ha€ mpo (akT Horo icHyBaHHs. ko kpunrorpadis mpu-
XOBYE 3MICT MOBIJIOMJIEHHSI, TO CTeraHorpadisi NIPUXoBye caM (akT iCHyBaHHS
noBigomisieHHs1. KpiM TOro, akTyanbHICTh 3aXUCTy JAHHMX MiJTBEp/XKEHA YHH-
HUM 3aKOHOJABCTBOM: KOHLEIILSl HAIlIOHAIBHOI CUCTEMH 3aXUCTy IHTEJIEKTY-
anmbHOI BacHocTi Ne 1243-V Big 27 yepsnsa 2007 p. [1].

[MuTanHto 6e3nexu iH(GOpMAaIil TpUAIICHO 3HAYHY YBary IpHu po3pooili aB-
TOPCHKOTO TIporpamuoro 3adesnedenns “Draw & GO” [2]. “Draw & GO” —
CydacHHH Kpoc-TAaTGOPMHUN HPOTpaMHUI TPOIYKT, SKHHA TO3BOJSIE ITOJIET-
IIUTH, IPUCKOPUTH Ta aBTOMATU3yBaTH PoOOTYy 3 HpHCTPOosMH. Lle MoxIMBO
3aBJIIKM MaKpocaM — MiKpO KOMaHJaM, 110 BUKOHYIOTBCS Ha BUMOTY KOPHUCTY-
Baua. KoxkeH kopucryBay cam GopmMmye Ta KOMOIHYye KOMaH[H, SKi IOTIM MOXHa
BiZITBOPUTH HEOOMEKEHY KIIBbKICTh Pa3iB.

“Draw & GO” ckiajaeTbes 3 HACTYIMHUX YacTUH: MeHemkep Ta 3amucy-
Bauy MakpociB. s 3aXuCTy MeHeIKepa MaKpoCiB OYJ0 peai3oBaHO METO[
Least Significant Bit (LSB) [3], cyTs sikoro moisirae B 3aMiHi OCTaHHIX 3Ha-
gymux OiTiB y 300pakeHHI Ha OITH HMPHUXOBYBAaHOTO TMOBimoMIIeHHs. [IpoBe-
JeHe DOCTiKeHHS MMoKasalo, o Tpeda 3aMiHIOBaTH caMe OCTaHHi# OiT, a He
SIKUICH 1HIITNH:

Bi3bMeMo miKcenb 31 3HAYCHHSAMHU KOI0BaHOTO KaHAIY:

Red = 255; byte R = 255; //11111111

[MpunycrumMo HaM NOTPiIOHO 3aMiIHUTH OJMH OIT LLOTO KaHaJy Ha OIT cUM-
BOJIy, piBHH# “0”. Skimo Mu 3amiHnMO Tepiuit 6it Gaity R (Bimtik #ixe cripasa
HAaJIBO), TO OTPUMAEMO:

byte R = 127; /11111110

OTpuMalin Jy)e BEJUKY PI3HHIIO 3Ha4yeHb. Ternep cnpoOyeMo 3aMiHUTH

OCTaHHi# OIT miKceJst:
byte R = 254; /01111111

To6To BiATIHOK KOJNBOPY 3MIHUTHCS He3HauHO. OTKe, BUPIIIEHO, IO Tpe-
6a 3MiHIOBAaTH OCTaHHIH OiT, a0u He Oyna BiqUyTHA PI3HHULS MK 3BUYAHHUM Ta
3amn(ppoBaHUM MIKCETIEM.

Bynu BusBieni Hemoniku Meroxy LSB, a came, 4yTnmBIiCTE 10 po3Mipy
300pakeHHs. Takox TMpu MOOITOBOMY Meperiisii 300pakeHHsT BUIHO 00JacTi
300pakeHHs, B AKi MpuxoBaHo iHpopmarito. [lompu me, meton 3amucy Least
Significant Bit mmpoko BUKOPHCTOBYETHCS 3aBASKH MPOCTOTI B peaisartii.

IIpuknan 306paxkeHHs 10 Ta micis mudpyBaHHS MPEACTABICHO Ha PUCYHKY 1.
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a)

Pucynok 1 — Ipuxnao 306padicenns 00 (a) ma nicas (6) wiugpyesanis

PosrnsHeMO anropuT™ mudpyBaHHS, SIKHA OYII0 peai3oBaHO:

— 3aBaHTa)XYEMO 300pakeHHs, Yy IKOMY Oyze 3aiudpoBaHO TEKCT;

— BM3HAYA€EMO KiIBKICTh MIKCEIB, 3 IKUX BOHO CKJIaJAa€ThCS;

— JIIMMO OTpUMaHe 3HaueHHs Ha po3mip 1 cumBoina (8 6iT) i oTpUMyeMO
MaKCHMAJIbHUI PO3MIp TEKCTOBOTO ITOBiOMIICHHS;

— BBOJMMO TEKCT JUIS IIN(pPyBaHHS;

— BH3HAYa€EMO PO3MIp TEKCTy i 3iCTaBIsIEMO HOTO 3 MaKCHMANBHO JIOITY-
CTUMHM;

— BU3HAYAEMO KPOK IIPOCYBAHHSI 10 300pakeHHIO;

— OpraHi3yeMo J1Ba IUKIIH:

— 30BHIIIHINA: 00X1J 10 CUMBOJIAX;

— BHYTpIILHIH: 00Xia 10 OiTaM CUMBOILY;

— y LOMKIJIaX 3aMiHIOEMO OiTH 300pakeHHs! OiTaMU TEKCTY, PyXarouHucCh IO
300paXeHHIO 3 3aJIaHUM KPOKOM;

— 30epiraeMo OTpUMaHUi pe3ybTaT.

PosrisHemo anroputm aemndpyBaHHs, KUt 0yII0 peanizoBaHO:

— 3aBaHTaXKyeEMO 300paXKCHHS, K€ MICTUTB 3alIM(POBAHUIT TEKCT;

— BCTaHOBJIIOEMO KITIOY MU (PYBaHHS;

— OpraHi3yeMo J1Ba IUKIIH:

— 30BHIMIHINA: 00X1J 10 CUMBOJIAX;

— BHYTpIlIHIH: 00Xix 1o 6itTaM CHMBOITY;

— y UUKJIaX 3YMTYEMO 3 KPOKOM, 3a3HAUSHUM B KIIIOYi, 3HAUEHHS OCTaHHIX
OITiB TKCEIB;

— IpyIyeMo 0iTH B CUMBOJIH i (POPMYEMO 3 CHMBOJIIB TEKCTOBHUH PSIJIOK.

Ingpopmauiiini oxncepena
1. [Ipo Pexomenpauii mapiaMeHTChKHX CIyXaHb ‘“3aXHCT IpaB iHTENEKTyalbHOT
BJIaCHOCTI B YKpaiHi: mpo0ieMH 3aKOHOABYOTo 3a0e3MeUeHHs Ta MPaBO3acTOCYBaHHS
— [Enexrponnuii pecypc] — https://zakon.rada.gov.ua/laws/show/1243-16#Text
2. “Draw & GO” — [Enexrponnmuii pecypc] — https://drawgo.azurewebsites.net/
3. Langdon, Glen G. (1982). Computer Design. Computeach Press Inc.
p. 52. ISBN 0-9607864-0-6.
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Muxaiino Kix, Mapia Illabamypa
Hauionanvuuii ynieepcumem “JIvgiecoka nonimexuika”, m. JIveie, Yxpaina

Anomauin. B pobomi 0ocniosiceno Habip 014 OYiHIO8AHHA CIATMUCIMUYHUX XAPAK-
MepUCTUK 2eHepamopie ncee0osunaokosux nociioognocmeti nio Haseor TestUOI1. Ha-
6ip cknadaemocs 3 wecmu bamepeti mecmis, maxux sx: Small Crush, Crush, Big Crush,
Rabbit, Alphabit i Block Alphabit. Onucano npunyunu pobomu npocpamu TestUOL i
0CcoOIUB0CMI CINAMUCTHUYHO20 AHANIZY NOCTIO0BHOCMEN, AKUL NPOXOOUMb y 084 emanu.
obuuceHHs ma 06pobKa OMPUMAHUX Pe3YTbmamis.

Knwuoei cnoea:. cmamucmuunuii ananiz nociioogHocmeil, CmamucmuyHi mecmiu,
TestU01, eenepamopu ncee0o8unaoko8ux nociioogocmei.

Abstract. The work analyses a set for evaluating the statistical characteristics of
pseudorandom sequence generators, called TestU01. The set consists of six batteries of
tests, such as Small Crush, Crush, Big Crush, Rabbit, Alphabit and Block Alphabit. The
operating principles of the TestUO1 program and the features of the statistical analysis
of positions are described, which take place in two stages: calculation and processing of
the obtained results.

Keywords: statistical analysis of sequences, statistical tests, TestU01,
pseudorandom sequences generators.

O1iHIOBaHHS SIKOCTI T€HEPaTOpiB BUIAKOBUX Ta IICEBJIOBHIIAIKOBHX I10C-
JIIOBHOCTEH BXKE JABHO € aKTyaJbHUM IMTAHHSIM, OCKUIBKH BiJl I[bOTO 3aje-
KHUTh CTYIIHb BUIIaJKOBOCTI, CKJIAJHICTh NependadyeHHs MOCHIiI0BHOCTI Ta
LUISIXM 3acTOCyBaHHs. Ha chorosHilHI#i AeHb CTBOPEHO 11iji HabOpH TECTIB, SKi
JTAFOTh 3MOTY JOCHIJUTH CTAaTHUCTHYHI XapaKTepUCTUKU TreHeparopiB. HaitbOinpm
TIOITYJIIPHAM BBaXKa€ThCs cTaHAapT ctarucTiuyHux TecTiB NIST, mpote icHyr0TH
inmi Habopw, Taki sk DIEHARTER, PractRand, FIPS, TestUO1 Ta ixmri.

Mertoro poboTH € ociipKkeHHst Habopy cratucTiaHuX TectiB TestU01.

TestUO1 — ne 6i0mioTexa mporpaMHOTo 3a0e3MeueHHs, peali3oBaHa Ha MOBI
ANSI C i nponionye HaGip yTHIIT AJIs1 EMIIPHYHOTO CTATUCTUYHOTO TECTYBAHHS
yHi(piKOBaHUX TeHEPaTOPiB BUIAAKOBHX i TICEBJJOBUIIAIKOBHX YHcen [2].

Bona Hamae 3aranbHi peanizaiii KIAaCHYHUX CTATUCTUYHHUX TECTIB ISl T'e-
HEpaTOpiB BHUITAJKOBHX YHCEN, a TaKOX MEKiJdbKa IHIINX, 3alPONOHOBAHUX Y
mireparypi [1, 3], 1 nesixi opurinanssi. Y TestUO1 mgoctymnHi cnieniansHi HaGopu
TECTIB JIJIS TIOCTiOBHOCTEH yHi(iKoBaHMX BUMaAKOBUX uncen y [0, 1] abo moc-
nigoBHOCTeH OiTiB. L{i TecTH MOXHA 3aCTOCYBATH JI0 TE€HEPATOPIB IICEBIOBHUIIA-
JIKOBHX ITOCIIJOBHOCTEH, TOMEPEIHFO BH3HAYCHUX y O10iOTeIi, a TakoX IO
reHepaTopiB, BU3HAUYCHUX KOPHCTYBAUEM.
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[Maker TestUOl MicTUTH mIicTh OCHOBHHX OaTapeil CTAaTHCTHYHUX TECTIiB
[4]: Small Crush, Crush, Big Crush, Rabbit, Alphabit, Block Alphabit..

Small Crush 6aTapest € qOCTaTHBO IIBUIKOIO Ta MAJIOO 38 00CATOM, BChO-
ro 10 tecriB. BoHa 3unTye reneparop sk (aii, 1Mo MICTUTh YUCia 3 KPamKolo,
mo twraBae B Mexax [0,1]. ObmexxenHs Ha ¢aitn Tpoxu menme 51,320,000
BUNAAKOBUX uncen. Paiiin Oyae nepenucaHo Ha MOYATKy KOXKHOTO TecTy. Jleski
TECTH BUMaraloTh 1100 TeHeparop HoBepTaB moHaiMeHnie 30 OiT pimeHHS,
iHaKIIe TeHepaTop 3 BEMUKOI WMOBIPHICTIO MpoBaiuTh iX. L{g Oatapes 3a3Bu-
Yail BUKOPHUCTOBYETHCS IS TIEPEBIPKA OIUIBHOCTI TPOBEIEHHS TECTIiB OLIBIT
cyBopuX OaTapen.

Ilepenmix  TectiB:  smarsa_BirthdaySpacings,  smarsa_MatrixRank;
sknuth_Collision, sknuth_Gap, sknuth_SimpPoker, sknuth_CouponCollector,
sknuth_MaxOft; svaria_WeightDistrib; sstring_HammingIndep;

swalk RandomWalkl. Ha3Bu TecTiB mMoYMHAIOTBCA 3 S, MiCIsA 4YOTO e mpe-
¢bikc, mo Bkazye Ha noxokeHHs tecty. Hampuknan, “knuth” mocunaerscst Ha
tectu JloHansaa Kuyra, a “marsa” nocunaerscs Ha J[xopmxa Mapcaitito.

Crush ckiamaetbes i3 96 TectiB. Batapes i3 CyBOpHX CTATHCTHYHUX TECTIB.
Bxumrouae sk kimacnuni Tecti KHyTa, Tak 1 6e3miv iHmmx. Jleski 3 OUX TECTiB
MPUITYCKAIOTh, 1110 TeHEpaTop MoBepTae IoHaiiMeHme 30 OiT pimieHHs, 1HaKie
TECTH BBAXaTHUMYThCs NpoBaneHMMHU. OnuH 13 TecTiB Bumarae 31 OIT AaHUX.
Barapes BukopucToBye mpuOIH3HO 235 BUITAIKOBIX YHUCEI.

Big Crush cknanaernces i3 106 tectiB. batapesi HaliCyBOPIIIMX CTATUCTHYHUX
tectiB. Tak camo 5K 1 B iHIIUX OaTapesix AEsKi TECTH BUMararoTh SIK MiHiMyM 30
0iT BXiTHUX JaHUX, IHAKIIE TECTH OYIyTh MpOBaJieHi. TakoX OJWH 13 TECTiB BUMa-
rae 31 OiT ganux. barapes BUKOPHUCTOBYeE Maibke 238 BUITQIKOBHUX YHCET.

Alphabit i Block Alphabit cknamarotscs i3 17 TectiB koxHuid. Batapes
Alphabit cTBoproBajacst JJisl TECTYBaHHS alnapaTHUX TEeHEPaTOPIB BHUIAIKOBHX
yucest. [IpoBoaNUTh J1€B AT MOCHIZOBHUX TECTIB MEPed KOKHUM IIepernuCcyroun
BXI1IHI JaHI.

Rabbit cknamgaerses i3 38 tecti. batapes 6inbine chokycoBaHa Ha TeCTy-
BaHHI JBIIKOBHX JaHUX, alie¢ NIEsKi TECTH MPOXOMIATh 3 (iIKCOBAaHHMH MapaMeT-
pamu, sikoro 6 po3Mipy He Oynu BXifgHi gaHi. ToMmy naHi, po3Mip SKUX MEpEBH-
nrye 64 merabaiiTy, MPU3BOAATH 10 IOMHJIKH B OJTHOMY 3 TECTIB i IepeTIOBHEH-
Hsl OTIepaTHBHOI aM’SITi.

TestUO1 mpuiimae nume 32-po3psiaHi BXiZHI JaHI Ta IHTEpHIpeTye X sK
3HaueHHs B Aiamasodi [0, 1]. Ile mpu3BoguTh 10 TOTO, IO BiH OLIBII YyTIUBUI
JI0 HEJIOJNIIKIB y cTapmx 0itax, HDK y HAaWMEHI 3Hauymux Oitax. BaxkimuBo Tec-
TYBaTH T'€HEPATOPH 3arajlbHOTO NMpH3HA4YeHHS B OiT-iHBepTOBaHI hopmi, 1m100
MIEPEBIPUTH 1X PUAATHICTH IJIS IPOTPaM, SIKi BHKOPHUCTOBYIOTH MOJIOIIT OiTH.
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Ha xomm’toTepi mis mpocToro reHepaTopa 4ac poOoTu Oatapei TecTiB
Small Crush 3aiimae kimbka xBuwimH, Crush — 6nu3eko romunm, Big Crush —
OJIM3BKO JIECATKA TOJIHH.

CraTHCTHYHUI aHaITi3 OCIIZOBHOCTEH, SIK IIPAaBHJIO, IPOXOUTH Y IBa ETaIlH.

[epummii eranm MOKHA Ha3BaTH IiITOTOBYHM, BiH TPYJOMICTKHUH, TYT BU-
KOHY€EThCS OCHOBHA Maca 00YHCIICHb.

1.1. 3a momomMoroi TeHepaTopa, MO AOCTIIKYETHCS, POPMYIOTHCS BUTIAA-
KOBI ITOCIIIOBHOCTI.

1.2. JInsg KOXHOI IOCIIZOBHOCTI OOYHCIIOETHCS CTATUCTHKA TECTy. SIKIIO
mparoe 6arapesi TeCTiB (MMPOBOAUTHCS BiIpas3y KillbKa TECTiB), CTATUCTHKA ITIO
MTOCTITOBHOCTI OOYHMCITIOETECS KOKHOMY 32 TECTY.

1.3. Inst KOXKHOT ITOCITiJOBHOCTI OOUHCITIOETHCS HMOBIPHICTD 3HATYIIIOCTI.

1.4. OTrpumaHi CTaTUCTUKHU Ta HMOBIPHOCTI 3HAYYILOCTI 30€piratThesl.

Ha npyromy erami npoBoIuThCsi 00poOKa OTPUMaHKUX PE3yJIbTATIB.

2.1.3a [0mOMOrol KpUTEpiiB 3roJu MNepeBIpsSIOTHCS TINOTE3H  IOJ0
BIJINIOBITHOCT] PO3MO/LIIB CTATUCTUK T4 HMOBIPHOCTEH 3HAYYIIOCTI TiMOTETHY-
HUX PO3IOJIIIB.

2.2. BU3Ha4a€eThCsl YMCIIO MOCIOBHOCTEH, 10 MPOHILIH TecT. byayeTbes
JIOBIpYHi IHTEpPBAJ [UI1 OCTAHHBOT BETMYUHH.

2.3. [IpuiiMaeThbes pillIeHHs PO Te, YU MPOIIEHO TECT.

2.4. OcTaTtouHi BUCHOBKH.

OTtxe, Oynmo AOCHiIKEHO MIicTh OaTapeil cratucTHuHUX TectiB TestU01.
Ha ocHOBI BHIIENIEpeUNCIIEHOT0 MOKHA 3pOOUTH BUCHOBOK, 1o TestU0l aymo-
BO MiJIXOJUTH SIK OJIMH 13 OCHOBHHMX IHCTPYMEHTIB JUIl €MIIPUYHOTO CTaTHCTHU-
YHOT'O TECTYBaHHS F€HEPATOPIB IICEBAOBHUIAIKOBHUX MTOCITIJOBHOCTEH.
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KPUIITOI'PA®IYHI TA CTEHOI'PA®IYHI
3ACOBH 3AXUCTY IH®GOPMAIIIL

. 1 -2 . 2
Kamepuna Osuunixoea”, Opecm Ilonomait*, Auopiii Jlazyn

'Kapeopa 6e3nexu ingpopmaiiinux mexnonoziic Hayionansnozo
ynieepcumemy “JIvsiecoxa nonimexnixa”, m. Jlvgis, Yrpaina

2Ka¢1)e0pa Ynpaeninua ingpopmayiiinoro de3nekoro JveiecvbKo2o 0eprcasnozo
YHieepcumemy 6e3nexu srcummeodianvnocmi, m. JIveie, Yxkpaina

Anomauin. Onucano 3a2anvhi 0coOIUBOCME KPUNMOSPADIUHUX MA cme2anHopagi-
yHUX 3aco0ie 3axucmy iHpopmayii.
Knrwuoei cnosa: kpunmoepaghis, cmenozpagis.

Abstract. General features of cryptographic and steganographic means of
information protection are described.
Keywords: cryptography, stenography.

Kpunrorpadis — ne merox 3axucry iHdopmanii Ta KoMyHIKamid 3a
JIOTIOMOTOI0 KOJIB, MIO0 JHIne Ti, KOMy NpH3HA4YeHa iH(opMaIlis, MOriu ii
YuTaTH Ta 00poONsATH. B 3aranbHOMYy ILie Hayka Npo MaTeMaTUuHi METOAM
3a0e3neueHHs KOH(IIeHIIHHOCTI, IUIICHOCTI 1 aBTeHTHMYHOCTI iH(poOpMaIi.
PosBuHynace 3 MpakTHYHOI TOTpeOW IepefaBaTh BaXKIUBI  BIIOMOCTI
HaHAmiMHIOIM d9uHOM. [l MaTeMaTWYHOTO  aHalizy KpunTorpadis
BUKOPHCTOBYE IHCTpYMEHTapiil abcTpakTHOT anreOpu Ta Teopii HMOBIpHOCTEH.

Kpunrorpadis TicHO TOB’s3aHa 3 JAUCHUINIIHAMHA KPUOTOJOTIi Ta
KpHUnToaHanizy. BoHa BKIItOYae Taki METOIH, SIK MiKPOTOYKH, 00’ €THAHHS CIIiB
i3 300pakeHHSMHM Ta IHIII CrOcoOM MNpUXOBYyBaHHs iH(opmanii mijg yac
30epiranHs uu nepenaui. OHaK y CydacHOMY CBITi Kpunrorpadis HaivacTiiie
ACOIIOETHCSL 3 TIEPETBOPEHHSIM BIJKPUTOTO TEKCTY y 3alIM(POBAHUNA TEKCT,
e MpoIlec Ha3MBA€ETHCS MU(PPYBAHHAM, a MOTIM 3HOBY y BIIKPHTHH TEKCT,
el mporiec BiqoMuil K nemnpyBaHHs.

udpyBaHHs NOALIIETHCS HA CHMETPHYHE 1 aCHMETPHYHE.

1. Cumerpuune mwndpyBaHHs — 11€ THIT MHAPPYBAHHS, y SKOMY JIUIIE OJNH
KITIF0Y (CeKpeTHHH KIII0Y) BHKOPHCTOBYETHCS SIK U MIH(pyBaHHA, TaK 1 AJsA
JemmdpyBaHHS  eNeKTPOHHMX JaHuX. Cy0’exkTH, SKi CHIUIKYIOTBbCS 32
JIOTIOMOT'0I0 CUMETPUYHOTO MIN(PyBaHHs, HOBUHHI OOMIHATHCS KJIIOYEM, 1100
oro MokHa OyJ0 BHUKOPHCTOBYBaTH B Tporeci aemmdpyBanas. o
cuMeTpuyHOoro mmdpysaHHs BimHocsTecs anroputmu: AES, DES, IDEA,
Blowfish, RC4, RC5, RC6.
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2. AcumerpuyHe UQPYBaHHS — BUKOPHUCTOBYE JBa Pi3HI, aje MOB’s3aHi
kiroui. OIMH KIIF0Y, BIIKPUTHI KIIFOY, BUKOPHCTOBYETHCS JUISl MU(pYBaHHS, a
IHIIWHA, 3aKPUTHHA K04, TPU3HAYCHUH Juiss nemmdpyBaHHS. SIK BUIIMBaE 3
Ha3BH, NMPHUBATHUI KJII0Y Mae OyTH 3aKpUTHM, II00 JIMIIE aBTEHTHU(IKOBaHUN
ollepKyBad Mir po3mudpysatu mnoBinomieHHs. Jlo acumerpuyHuX HMQpiB
BigHOCATRCA: RSA, [lidp¢i-Xemman, ECC, Ens I'amans, DSA.

B nam gac kpunrorpadist gy’e BaXKJIHBa, SIKIIO BH X04eTe, 00 Balli AaHi
Oynu 3axumeHnMu. Komnanii 3aCTaBIsSIOTH CBOIX IMPAalliBHUKIB IMUPPYBATH BCi
JaHi 3 SIKAMH BOHH IIPANIOIOTh, TOMY IO SKIIO, HAaBiTh, 3TOBMHUCHUK 1 3MOXKe
OTpHMaTH JIOCTYI [0 IaHWX, TO BiH HE 3MOXe 1X po3mudpyBaTn O3 Kimoya.

Komnanii 4acTo KaxyTb CBOIM MpalliBHUKaM BCTAaHOBHTH CIICIiajbHi
nporpamu Juis Toro, moo6 3amudpysatu cBoi aani. Taki nporpamu muppyroTh
oOpaHuii JUCK 1 JOJATKOBO TPOCATh BBOJAUTH IapoJib KOJM OliepalliiiHa
cucreMa 3amyckaetbes. Jlo mporpam, ski 3aiiMaloThCs MIHM(BPYBaHHIM,
BIZTHOCSTBCS:

1. BitLocker — ue ¢dyHkiist moBHOro mupyBaHHs TOMIB, SKa BXOIHUTh 0
ckiany Bepciii Microsoft Windows, mounnatoun 3 Windows Vista. [Iporpama
MIPU3HAYCHUH JUTA 3aXUCTy JaHWUX [UITXOM 3a0e3nedeHHs mudpyBaHHs s Ii-
JIUX TOMIB. 32 3aMOBYYBaHHSAM BiH BUKOPHCTOBYE anroput™ mudpysanas AES.

2. Cryptocat — HacrinbHa nporpama 3 BIIKPUTHUM KOJIOM, IPU3HAYEHA s
3ammppoBaHOro oHNaitH-4aTy, gocrynHoro st Windows, OS X i Linux. Bona
BUKOPHCTOBYE HAaCKpi3He INU(pyBaHHS JUIS 3aXUCTy BCIX KOMYHIKaliili 3
iHmuMu  kopucryBauamu  Cryptocat. KopucryBauli MarmTh MOXKIHUBICTH
CaMOCTIHHO TEpeBIpATH CIHMCKH MPHUCTPOIB CBOIX JAPY3iB 1 OTPUMYIOThH
CHOBIIEHHS, KOJIM CIHCOK IPHUCTPOIB NPHUATEIST 3MIHIOETHCS, & BCI OHOBJICHHS
MIepEeBIPSAIOTHCS 3a JOTIOMOTOI0 BOYZIOBAHOTO 3aBaHTa)KyBadya OHOBJICHb.

3.Java Cryptography Extension — ue odiuiiiHO BuITyIlieHEe CTaHAApTHE
posmmpenHs i miatdopmu Java ta gactuHa Java Cryptography Architecture
(JCA). JCE 3abe3neuye CTpyKTypy Ta pealizallifo alrOpUTMIB IIU(PyBaHHS,
reHepaiiii KIIOYiB 1 Y3TO/DKEHHS KIIIOWiB, a TaKOoX KOJy aBTeHTHdikamii
noBigomieHs (MAC).

Creranorpadiss — 1€ TeXHIKa NPUXOBYBAHHSA CEKPETHHX JMaHUX Y
3BUYAHOMY, HECeKpeTHOMY ¢aimi Yu MOBiAOMJICHHI, W00 YHUKHYTH
BusBIeHHA. IloTiM cekpeTHiI HaHi BHUTATYIOTBCS B MICIH IPHU3HAYECHHS.
Bukopucranns creraHorpadii MoXkHa TOe€nHaTH 3 MUQPPYBAHHAM  SIK
JIOAATKOBUI KPOK JIJIsl IPUXOBYBAHHS 200 3aXHCTY JaHHX.

Creranorpagito MOXXHa BHKOPHCTOBYBATH JJisI TPUXOBYBAaHHS Maiike
OyIb-SIKOTO THITy IM(POBOrO BMICTY, BKJIIOYAIOUM TEKCT, 300pa)KCHHs, Bineo
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9n aymiokoHTeHT. JlaHi, sKi moTpiOHO MpUXOBAaTH, MOXKYTh OyTH NPHUXOBaHI
Maiibke B OyIb-IKOMY iHIIIOMY THITI IT(PPOBOTO BMICTY.

[porpamue 3abe3neyenns creraHorpadii BUKOPUCTOBYETHCS JUIsl BAKOHAHHS
pi3HOMaHITHUX (YHKIIH, 00 MPUXOBAaTH JaHi, BKJIIOYAlOYM KOJYBaHHS HaHUX,
o0 MAroTyBaTH iX J0 MPUXOBYBAHHS B iHIIOMY (haiiii, BiICTEKEHHS TOTO, SIKi
0iTH TEKCTOBOTO (hailiry OOKIIaIMHKH MICTATh IPUXOBaHi JaHi.

OpenStego — mnporpama creraHorpadii 3 BIZKPUTUM KOAOM; IHIII
IpOTpaMH MOXKHA OXapaKTepU3yBaTH TUIAMH JAaHUX, SKI MOXKHAa IPUXOBATH, a
TaKOXX THIAMH (PaiiiIiB, y SIKUX IIi TaHi MOXXYTh OyTH mpuxoBaHi. J{eski oHIaliH-
iHCTpyMeHTH cTeraHorpadii BrimouaroTh Xiao  Steganography, —skuid
BUKOPHCTOBYETHCS JUIS IPUXOBYBAHHS CEKPETHUX (ailiniB y 300paxenHsx BMP
a6o WAYV. Takox e Crypture — me iHCTpyMEHT KOMAHIHOTO DsfKa, SKUH
BUKOPHCTOBYETHCS U1 BUKOHAHHS cTeraHorpadii.

Creranorpadiero  3aliMalOTbCSI Ti, XTO XO4€ TIIepeaTH CEKPEeTHE
MOBITOMJICHHsT 200 KoJ. Xoda icHye 0araTo 3aKOHHHX CIIOCOOIB BUKOPHUCTaHHS
creraHorpadii, po3pOOHUKH 3JI0BMHCHOTO IPOrPAMHOIO 3a0E3MECUYCHHS TaKOXK
BUKOPHCTOBYIOTh CTeraHorpagiro JyIs IpUXoBYBaHHsI Iepe/iayl MIKiITIUBOTO KOAY.

Jlromn maroTh OyTH OOEpEXKHMMH KOJIM BOHHM CKauyylOTh KapTHHKH, a0bo
BiZIcO BiJ HEBiAOMHX 0cCi0. BimkpuBiiy, 3Bu4aiiHuil Ha BUCIA, (aill Ha Bam
KOMIT'FOTEp MOJKE IIOTPAIUTH BIpyC SIKM MOYKE€ BKpPAcTH Ballli MEpCOHaJbHI
JaHi. 370BMHCHUKHM 4YacTO BKJIAAAIOTHh IIKiuMBE [I3 B KapTHHKH SIKI MOXe
cKayaTd Joba moawHa. ToMmy MOTpiOHO OyTH YBaKHUM KOJH CKadyemn
KapTUHKM 3 IHTEpHETY, SKIIO 300pakeHHS HAA3BHYAHHO BEJHKE, L€ MOXKe
BKa3yBaTH Ha Te, 1[0 BUKOPHCTOBYBAAcs cTeranorpagis.

o6 3axucTuTHCS KOMIIAHIi Bifg cTeHOTpadii MOTPIOHO 30CepeauTH
3YCHJUIS 3 BUSIBJICHHS O€3I10CEPEIHO Ha KIHIIEBUX TOYKAX, N JIETIIE BUSBUTH
mmdpyBanHa. Takok MOTPiOHO MPOBOAWTH TPEHIHTH U TMPANiBHUKIB, MI00
[T ABUIIATH 0013HAHICTE.
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POSSESSION OF ACCOUNTS OF UKRAINIANS
IN MESSAGING SERVICE

Viktoriia Pohorila, Daria Klymenko

National Aviation University, Kyiv, Ukraine

Abstract. Today, the problem of possession of accounts in messaging service is ex-
tremely urgent. This has always happened and still happens in other social networks and
countries as well. However, in Ukraine, this has serious and sometimes catastrophic
consequences.

Therefore, it is important to be knowledgeable about this topic. It is important to
know what it is, how it happens and how it can be prevented. This is the purpose of these
theses. Analyze this topic in detail and also with examples.

The results of this work are: greater awareness of the problem and its understand-
ing. Thanks to this — knowledge of what to do in this or that situation. In addition, there
are recommendations on how to prevent these situations.

Keywords: social media, battleground, hackers, emails, bots, criminals, spy, infor-
mation, war, account, location, protection against theft, two-factor authentication.

Anomauis. Coo200ui npobnema Kepyeanus 0ONIKOSUMU 3ANUCAMU 6 CYICOL 00-
MIHY NOBIOOMICHHAMU € HAO36UYAUHO akmyaivHolo. Lle 3aedicou eiobysanocs i ooci
6I00Y6aEMbCA 6 PI3HUX COYLANbHUX Mepedcax | Kpainax. Oonax 6 Ykpaini ye mae cepiio-
3HI, @ wacom i kamacmpoiuni HaAcAiOKu. Y pobomi HA6eOeHO HU3KY PEKOMEHOayill,
U000 KOPEKMHO20 NOBOOICEHHS 3 OONIKOBUMU 3ANUCAMU.

Knwuoei cnosa: coyianvhi mepednici, none bumeu, xakepu, eieKkmpouni aucmu, 6o-
mu, 310YUHYL, WNU2YH, iHpopmayis, ilHA, O0ONIKOSUI 3aNUC, MICYEIHAXOOICEHHS, 3a-
Xucm 810 Kpaoidcku, 080ghakmopua aymenmupikayis.

In the lead-up to Russia’s invasion of Ukraine, and throughout the ongoing
conflict, social media has served as a battleground for states and non-state ac-
tors to spread competing narratives about the war and portray the ongoing con-
flict in their own terms. Russia and Ukraine both use social media extensively
to portray their versions of the events unfolding, and amplify contrasting narra-
tives about the war, including its causes, consequences, and continuation. Gov-
ernment officials, individual citizens, and state agencies and have all turned to
an array of platforms, including Facebook, Twitter, TikTok, YouTube, and Tel-
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egram, to upload information. It is difficult to pinpoint the exact amount of con-
tent uploaded by these various actors, but the scale of information being up-
loaded on social media about the war is immense. For instance, in just the first
week of the war, videos from a range of sources on TikTok with the tag #Russia
and #Ukraine had amassed 37.2 billion and 8.5 billion views, respectively [4].

Since the start of the Russia-Ukraine war, Telegram’s use has rapidly in-
creased. In the first three weeks of the war, Telegram users increased by 46 per-
cent and from February to April 2022 it was Russia’s most downloaded app
with 4.4 million downloads.

Russian hackers are increasingly carrying out cyberattacks against ordinary
Ukrainians, and the number of messages and psychological actions targeting
Ukrainians in social networks and messengers is increasing [1].

This is reported by the National Agency for Special Communications and
Information Protection. The National Agency for Special Communications not-
ed that hackers often speculate on patriotic themes and state payments in phish-
ing emails. Therefore, officials advise not opening letters from unknown recipi-
ents, not clicking on links contained in such letters, not entering personal data
on linked pages in order to enable two-factor authentication in networks social
services and all the services that support these services [1].

Criminals can also send emails to spy on someone and their contacts, the
agency warned. In addition, according to the Special State Communications
Service, the number of phishing e-mails disguised as information about state
assistance to displaced persons and Ukrainians temporarily emigrated abroad is
increasing. Criminals who make such mailings carefully follow Ukrainian news
and respond quickly to any information about aid [1].

“Do not use links in such messages, leave your card, phone number, etc.
You can only get financial assistance from Dia being in another countries. In-
formation about payments in other countries can only be obtained from official
agencies of these countries - added the State Service.

In the early days of the war, many Telegram users complained that the site
was created to show their own locations in Moscow, Chircask and other Rus-
sian cities. “Telegram website with unauthorized access to accounts, in particu-
lar with the possibility of intercepting one-time codes of text messages” — writes
the information service of the State Service for Special Communications [2].

All this is the work of the enemy who, through Ukrainian data, is waging
an information war with Ukraine. Therefore, check that your Telegram account
is not being used by criminals [2] It is easy to do:

In the settings, check which region your device is connected to. If the loca-
tion of the smartphone or computer matches the real location, then everything is
fine. Also cancel any other active sessions. To reduce the risk of your account
being hacked, enable two-factor authentication. This will provide additional
protection against personal data theft. By the way, this also applies to accounts
on social networks [2].
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There are various bots in Telegram designed to trick Ukrainians and they are
also good at hacking into their accounts. One of Telegram’s dangerous bots is
@Ddoslnstruction_bot, which allegedly has “cyber warfare instructions”, according
to the Ukrainian National Security Council’s Counter Disinformation Center [3].

On startup, it will ask you to “Verify your account”. Once verified, you
will lose your account. In the future, it could be used for criminal purposes.

How to prevent such situations?

— In Telegram, as in other messengers, activate 2-step verification.

— Only use official chatbots!
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rOJIOBHI OCOBUCTOCTI POCICBKOI
IHOOPMALIIIHOI BIfiHU IIPOTU YKPATHU: 1YTTH

H. Bacii, M. Konuk
JIvsiscokuii mopzosenvno-exonomiunuil ynisepcumem, m. Jlvsis, Yxpaina

Anomauia. Y nyonixayii penpezenmogano 3a2anvHuii 02110 CMEOPEHHs ma PyHK-
yionyeanns inghopmayitinoi eivinu 6 Pocii ma it nacrioku ons ykpaincekoi depoicagrnocnii.
IIpeocmasneno Odisinbnicmo A. [[yeina sik 00H020 3 20108HUX [0€07102i6 pociticokoi iHgho-
pmayitinoi eitinu npomu Yxpainu. 30iticneno cnpoby y3azanbhumu 0cHo8HI 8ixu opmy-
BAHHS U020 K NPOBIOHO20 POCIUCLK020 (INocopa Ha NPuKIaodi tio2o0 OCHOBHUX NPAYb.

Knrouosi cnosa: ingpopmayiiina siiina, nponazanoa, A. [yzin, nybriyucmuxa.

Abstract. A general overview of the creation and functioning of the information war
in Russia and its consequences for Ukrainian statehood is presented. The publication ana-
lyzes A. Dugin’s activities as one of the main ideologues of the Russian information war
against Ukraine. An attempt has been made to summarize the main milestones of his for-
mation as a leading Russian philosopher on the example of his main works.

Keywords: information war, propaganda, A. Dugin, journalism.
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[NowaTku BBeneHHs iH(MopMatiiiHoi BiiiHM B P® OepyTh cBO€ KOpIiHHA IIE 3
YaciB TaTapO-MOHTOJILCHEKOI OPIIH, OCKUTHKH TOJIOBHOIO METOFO VISl TOIIITHBOI Bep-
XiBKH BOMOBHIYOI KpaiHM OyJla HABMHCHO CIIOTBOPEHA KapTHWHA BiJHOCHH 3 iHIIH-
MH HapoJamH. ['0JloBHA MeTa TaKHX CTBOPEHHX CYKEHb HOJSrana y BHXOBaHHI
BJIACHOTO HACENECHHs BiMUyTTs HEHABHCTI, 3a3/{pOCTi Ta TIOCHJICHHS BOHOBHHYOTO
nyxy. SIk 6aummo, iHpopmariiiHa BiiiHa P® BeneThcsi HE JIMIE CTOCOBHO 1HIIMX
KpaiH, a ¥ 3 BlIacHMM HapoJoM. Binomo, mo ix xoHueris iHpopmMauiitHol BiltHI
Oyna cTBopeHa 1ie nig yac [lpyroi cBiTOBOi BiHHHM, 30KpeMa, 3 MOYaTKOM (yHKIIIO-
HyBaHHs1 y CPCP BiiicbkoBoro IHCTHTYTY 3aKOpZOHHHX MOB, SIKE CHELalli3yBao-
csl Ha TIOIMIMPEHHI Ta CTBOpeHHI mpomnaranmy. 3 npuxoxoMm B. Ilyrina mo Bmamm,
Hanpukiami 1999 p. [HcTUTyT OyIT0 peopraHi3oBaHO y BiIIUT 3aKOPIOHHO iH(DOP-
Marii BificekoBoro YaiBepcutety MiHicTepcTBa 00oporu PO. ['onoBHNM nOKyMe-
HTOM MeXaHi3My iHpopMaiitHoi BiitHu Oyia “JlokTpuHa iHhopMamiitHoi Oe3nekn”.

Bapro 3a3HaunTH, 1110 iHGOPMAITIHHOO BIifHOIO BBAXKAETHCS 3yMUCHO OpraHi-
30BaHMH iH(OpPMaNLiitHU{ BIUIMB, SIKMH CIIPSIMOBAHUN Ha PO3B’SI3aHHS KOHKPETHOT
KOH(MTIKTHOT CHUTyaIlii MOJITHYHOTO, CKOHOMIYHOTO, HAI[IOHAILHOIO XapaKTepy
MDK JIepKaBaMH, HAIliSIMH, COLIATIBHUME TPYIIaMH, 10 0e3M0CePEeIHBO 3arPOKye
HAIliOHAITFHUAM iHTepecaM i Oesmeni. MacmTadu iH(bopMauiﬁHo'i BilfHH OXOILTIO-
IOTh TICHXOJIOTi4HY Ta KiGepHeTHuHy cQepy; Ha BIIMIHHY Bill BifiCPKOBHX Jiii,
noJie 6010 lH(I)OpMaI_III/IHOl JIFOJICBKa CBizoMicTh. Baximso, mo TPHHIIHITH iHpo-
pMariitHol BifHN 30cepepKeH] Ha KOHIEIii BEICHHS HEeIiHIMHOT BIHU.

“l HIMI conaTy, IO TaK MapHO 3arMHYJIM, BCTaHOBIATH HA TPOHI 3 JILOIY
JIBOTOJIOBHIT CKeeT, 3 MOXOBUTOT MOTHIIM MTOBCTaHe csirounii ['immutep. [ Tymanom
3ipHULL 00iiiMe AOcomoTHui cBiTaHOK” [2]. Psaaku, npucesyeni I'. Timmiiepy
(HimMelpKuil BIiCHKOBUI Ta rpoMajichKo-nioyiTnuHuil ity Tpervoro Peiixy, oui-
JBHUK HalucTcehkux hopmysanb CC, 3a #oro kepiBHHUITBA (QyHKIIOHYBaIIK KOHII-
Tabopw, B KX OyJI0 BOMUTO MUTLHOHH €BpEiB) HE HaIE)KaTh HIMELIBKOMY COJIIIATy
qaciB Tpersoro Peiixy, ani CYHacHOMY HEOHALCTY i3 TepeH €Bporeiicekoro Co-
103y. i CTIOBA HAITICAB A. I[yrlH ‘cipuit KapZ[I/IHaJ'I” “PacnyTlH” “mo30K” IlyTi-
Ha, i71eoJI0T “pycKoro Mupa” Ta “HeoeBpasiiictBa”. dinocod, moiToor, COLioIoT,
KepiBHUK MixHapoaHoro €Bpasiiickkoro pyxy (MEP creopenuii 2001 p., misib-
HICTh SIKOTO MpenacTaBieHa y Mmaibke 30 kpaimax cmity. Jlo Horo cTBOpeH-
Hsi/monyJsipu3anii Oyiu npuyerHi 3HaHi ykpainni H. Birpenko, 1. KopunHcbkui,
A. ApecToBud) poKaMu IMOCIiIOBHO BHILTI(OBYBaB iHCTpyMEHTH iH(popMamiiHOl
BiitHu. 30post A. Jlyrina BusiBuiacst e)eKTHBHOIO, OCKUIBKH Pe3ysbTaT MU, YKpai-
HIIi, ChOTOJIHI BiIMyBAEMO i3 KOXXHOIO 3aITyIIEHOI0 PakeToro Ha Hami 3emut. L
30posi — BUTOJIONIEHI TIPOMOBH, TPOCIIiBaHI MiCHI, HAIMMCaHI Bipii, OIy0JIiKoBaHi
crarti. (Jlo cioBa, 1ie enmna “30pos” A. JlyriHa, OCKUJIBKU PO BIHCHKOBY CIIpaBy
oMy BiZIoMO, MaOyTh, JIUIIIE 3 KHIKOK, 00 K BIAJIOCS YHUKHYTH BIHCHKOBOI CITy-
KOH "yepe3 JIIKyBaHHS B ICHXIaTPHIHOMY 3aKJIaji).

A. yrin HapouBes y Mocksi 1962 p. y ciM’i paassHCBKOTO reHepaa Ta Jika-
PKH yKpaiHCchKoro moxo/mkeHHA. HaBuaBcs B MOCKOBCEKOMY aBiaIliiHOMY iHCTH-
TyTI, IpoTe Horo He 3akiHunB. Hanexas no opranizaniit “Yopuwuit opnen CC”, Ha-
ioHaNbHO-NIaTpioTHyHOTO  (hpoHTy “Tlam’stTh”, “OpneH CXigHHX TaMILTEpiB”;
o4onoBaB HanuioHan-GibIIOBUIBKY TapTilo, MOMITHYHY HapTiio “€Bpasis’; npa-
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mioBaB y Bigaini apxiBy K/Ib i3 cexperHumu Matepianamut. 3 1991 p. BiH po3modas
MyOMIUCTHYHY JisUTBHICTD Y raserax “‘Jlenp”, “3aBtpa”. Toro x poky cBiT moba-
g Horo nipeconpyku: “Timep6opens”, “EnemenTtn’”, anmpManax “Mmoimii anren”.
A. )]yriH 3yMIB MPOIITOBXHYTH i€10 MEHIIOBApTOCTI pra'l'Hcr,Koro Hapo-
Iy cepell POCisH, 0coOIUBO cepen BerlBKI/I KpaiHu: Hama icTopis, KyJIbTypa,
HayKa, Ha HOT0 JyMKy, HE [OBHHHA CaMOlCHyBaTI/I Amxe nist npubivHMKa 171l
BiZIpO/KeHHsT €Bpasiiicbkoi mmBLMI3awii, ae Pocis moBMHHA CTaTw LEHTPOM,
Ba)XKJIMBO, 1100 yCi CYCiIHI Jep)aBu BBIMIUIM 10 LBOTO cKiany “iMmmepii” 06e3
BJIACHOI HAIIOHAJBHOI imeHTH4HOCTI. O/HE 3 TOJOBHUX 3aBlIaHb HAAJCPIKABH,
Ha HOro AyMKy, MOJSTaTUME y NMPOTHCTOSHHI BUTBHOMY Ta JEMOKDAaTHYHOMY
city (CIA). Ilpu oMy, GpopMyBaHHS HaliOHAJIBHOI TOTOKHOCTI MpHENHA-
HUX JEpXKaB HE OBHHHA peali3yBaTHCs, a KPAIlUM METOIOM JUISl IIbOTO €, 3BH-
YaifHO, pyHHAIliS 3TyPTOBAHOCTI Ta €IHOCTI HAaMii MiAHATTSIM TaKUX IMATAHD SK:
MOBa, BIpPOCHOBIJaHHS, IMOJITUIHUH BHOIp, EKOHOMIUHE TOCATHEHHS OKPEMOTO
periony ta iH. Tak, 30kpema, 2015 poky cBiT nmobaumna kuura A. JlyriHa
“Ykpaina. Mos BiitHa” (“Ykpauna. Mosi BoiiHa”), B sKiii aBTOp pO3IyMyBaB
Ipo Te, O B YKpaiHi iCHYIOTh Bi HaIil, TOMY Jiep>kaBa Mae OyTH NOALJICHA Ha
JBl yacTWHU BinnoBinHO: JliBoOepexHy Ta [IpaBobGepexny. o cioBa, mei mo-
Iin hopMyeThCsl Ha BHIIE Ha3BaHMX KPHUTEPIisX pyHHAIl iJEHTHYHOCTI HAIlil.
(BnacHux cy/pkeHb He NOKWHYB, 1y TpaBHi 2022 p. BiH HaroJIOCUB Ha TOMY,
10, HaNpUKJIa, 3axigHa YKpaiHa mepexoauTs i npotekTopar [oxemi [3]).
OKpiM T'eOTOTITHYHNX, ICTOPHYHUX, CYCIUTFHO-TIOMITHIHNX KpuTepiiB A. Jly-
TiH aKIeHTYBaB i Ha PENITiHHOMY YHHHUKY, 3TiTHO 3 SIKHM YCIIPaBEIUTUBIIOBAB
BilichKOBE BTOPTHEHH pamicTiB B YKpaiHy. 17 kBitHa 2022 p. y telegram-kanami
“Hesurap” mmcaB: “[...] Ykpaina moTpiOHa He Ham, pocisHam. Bona moTpiOHa
Xpucrosi. [ Tomy mu Tam i nepedyBaemo. I Tomy mMu 3BiTH Hiky1 He migemo” [1].
Iadopmarrifina BiifHa MOXE CTAaTH OCHOBOIO JUIS BXKE KITACHYHOTO BEICHHS
BO€eHHUX Iil. 1991 p. Pocist mpogoBxuia npoTH HaIoi Aep>KaBHOCTI JJOBOTpUBA-
Ny pyiHIBHY iH(pOpMaIlliiiHy BiiiHy 3amouyatkoBany PamsHcbkum Coro3oM, ska y
2022 pp. Oysa peanizoBaHa BeICHHSIM MOBHOMACIITAOHHUX BIHCHKOBHUX [l B YKpa-
iHi. Be3cyMHIBHO, IECATKM KHHT Ta COTHI omyOuikoBaHux crareid A. Jlyrina Oyian
OJTHUM 13 YHMHHHUKIB MPOBaKEHHS “‘e(heKTUBHOI” 1H(POPMALIIHHOT BIiHH, OCKIJIBKA
y kBitHi 2022 p. pociiicbki 3MI muryBaim A. JlyriHa Ha CTOpiHII iHTEpHET-
BunanHs “Kamuarckuii kpaii” (12.04.2022): “KoHTposb HaJ MEBHOK YaCTHHOIO
Honbacy un Ykpainm — ne He nepemora Pocii. Hami conpati He moBepHYThCS
JIOZIOMY, JIOTIOKH He OyIyTh 3HHIIIEHI I[iJTi, TOCTABJICHI 110 BCii KpaiHi [...]".

Inghopmayiiini oxcepena

1 Anexcanap Jyrus, nuaep MeXIyHapoqHOro EBpa3suiickoro JBMKEHHUS, TTIaBHBIN
penaxkTop noprana Karexon, CIIEUAIIBHO bbb Hespiraps.: URL
https://t.me/russica2/45498 (nata 3Bepuenns: 05.10.2022).

2. yruu A. T. : URL http://anticompromat.panchul.com/dugin/duginbio. html (za-
Ta 3BepHeHHs: 15.10.2022).

3. Hyrun: Poccus He nomkHa coriamarhest Ha aHHeKkcHio [lonmpmeit 3anaanon Y-
paunsl.: URL https://vz.ru/news/2022/5/25/1160183.html (nara 3sepuenns: 05.10.2022).
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KIBEPIIOJIIIISI: POBOTA B YMOBAX BOEHHOI'O CTAHY
Banepia Iexosa

Ynpaeninna npomudii kivepznouunam y Jlvgiecokiii o61acmi
Jlenapmamenmy xioepnoniyii Hayionansnoi noniyii Yxpainu,
M. Jlveis, Ykpaina

Anomauin. Te3u npucesueno numanHo npomudii Kibepzaepozam ma pobomi Kide-
pnoniyii 8 ymosax eocnnoeo cmany. Okpecieno Haubibw HA2ATbHI NPOOIEMU OpeaHi3a-
YIIHO-NPaso6o2o 3abe3nedents: HayiOHAIbHOI Oe3neku 8 IHEHOPMAYIHOMY RPOCHMOpI.
Busnaueno 3axoou npomudii pociticokiti azpecii 6 mepesrci [nmeprem.

Knrwuoesi cnosa: xibepbesnexa, kibepnoniyis, noniyis, waxpaicmeo, ingopmayiii-
Ha 6iliHa, nponazanoa, Kibepnpocmip, Inmepnem.

Abstract. Theses are devoted to the issue of combating cyber threats and the work
of cyber police under martial law. The most urgent problems of organizational and legal
provision of national security in the information space are outlined. Measures to counter
Russian aggression on the Internet have been determined.

Keywords: cybersecurity, cyberpolice, police, fraud, information warfare, propa-
ganda, cyberspace, Internet.

3 PO3BUTKOM BHCOKHX TEXHOJIOTIH Ta IMOJAIBIINM iX BIPOBAKECHHIM Y
MOBCSIK/ICHHE JKUTTS JIFOIUHU CHOCTEPIraeThCsi MEPEXill OCHOBHOI IisIbHOCTI
JIFOJIMHHI 3 MaTepiaJbHOTO CBITY B CBIT BIpTyalbHUH. AJie pa3oM 3 HO3UTHBHUM
MporpecoM, 3MEHIICHHSM 3aTpaT 4yacy Ta pecypciB Ha oOMiH iH(popMaIie€ro,
3MiHY Ta OPUHHATTS PillIeHb, PO3BUTKOM Oi3HECy, BUHHUK IPOIPEC HEraTHBHUIA:
3TOYMHHICTD Y TPAIUIiIHHOMY PO3yMiHHI OYajia BUIO3MIHIOBATHCS, IHTETPYIO-
YUCh y KiOepmpocTip, Taki K 3MiHH OOYMOBWJIH BIIKPHTTS KiOepppoHTy, Ha
psilly 3 aKTUBHHUMHU OOHOBUMH JisSIMU.

VY cydacHHMX yMOBax CIOCTEPIraeThbCsi MOUIMPEHHS TEPOPUCTUYHOI Iisib-
HOCTI PaJUKallbHO HAJAIITOBAaHHWX OCIO, TPYH 1 OpraHi3almii, yCKIIQIHIOETHCS
XapakTep iX IisHb, 3pOCTa€ TSHKKICTh BUMHEHUX TEPOPUCTUYHHX aKTiB. 3a3Ha-
yeHa TeMa HalyBae Iie OiTBIIO0T 3aroCTPEHOCTI Ta aKTYalbHOCTI, 3BaXKAIOYH Ha
TOW (aKT, MO TEPOPUCTHYHA AISUTHHICTH YacTO NMEPEXOJUTh y KibeprpocTip, 3
YUM JIeJjaNi 9acTillle CTHKAIOTHCS B CBOIM MPAaKTUYHIA JiSUTBHOCTI HAIIOHAIBHI
Ta MDKHApPOJIHI MPABOOXOPOHHI OpPraHH.

30KkpemMa, OCTaHHIM YacoM CTPIMKO 3pOCTae€ KUIBKICTh KibepaTak Ha
00’€KTH KpUTHYHOI iHPPACTPYKTYpH, IPUBATHI Ta AEp’KaBHI yCTAaHOBH, MacoBO
PO3IOBCIOIKYIOTHCS TIOBIZIOMJIEHHS PO 3aMiHyBaHHS 00’ €KTIB, MOMUPIOIOTHCS
(erixu Ta 3AIMCHIOIOTHCS IHPOPMAIIHO-TICHXOJIOTIYHI aTaKH.

Oxpemuii HanPsIMOK poOoTH Kibeprominii — mpoTuais deiikam i mponara-
i, 0 TIONTUPIOIOTH MPOKPEMIIIBCHKI Jpkepesia abo MOTUIIYHUKH “PYCKOTO Mi-
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pa”. Jng uporo 6ymno ctBopeHo 60T y Telegram, Kyau rpoMansHil HaICHIIAIOTh
MTOCWJIAHHS Ha BOPO’Ki KaHAH, TPYNH Ta Mpodisi y conMepexax Ta MECeHKe-
pax. [Jami s ONOKyBaHHSI AMBEPCIMHUX PECypciB BUKOPHCTOBYETHCS KaHAl
StopRussiaChannel | MRIY A — TyT BUCBITIIIOIOThCS A€TaNbHI iHCTPYKIIL, K 1€
3po0uTH.

Tak  wampukimax cramom Ha  10.11.2022 poky Ha  KaHaui
https://t.me/stoprussiachannel npuiimae ydacte Mmaiike 265 Tuc. mopeH, ski
Ha/IiCTIaH 3 MOYaTKy BifHHU OinbIe 6,3 MITH cKapr Ta 3a0JI0KyBain (OOMEXIITH
noctym) 1o 19 215 Bopoxux pecypcis, 3arajibHa ayJJUTOpist SKUX Oyia OJIM3bKO
230 mnH nianucHukiB. Kpim 1mporo, 6yno orpuMano iH(opMmanito (BHSBICHO)
Oimpie 77 THCSY BOPOXKHUX PECypCiB, 3 HUX MEPEBIPEHO Ta BINNpPaBICHO Ha
O6mokyBaHHs 38 THCSY.

Takox kibepmoumiuis 3iHCHIOE TOUIYK Ta iJeHTH(DiIKALiI0 KOJIabOpaHTiB
i BIIIChKOBUX-OKYIaHTIB, 3amobirac DDoS-aTakaM Ha IpUBAaTHHUN Ta IEpKaB-
HUIl CEKTOpH, ITOTEpe/Kae€ aTaKh MPOPOCIHCHKUX XaKEPChKUX YTPYIOBaHb,
BusiBNsie Ta (ikcye (akTH 3IOYMHHOI AISUIBHOCTI 3arapOHMKIB. Y paMKax
MDKHApOJHOI Koomepanii 3 MpeJCTaBHUKAMU IPaBOOXOPOHHUX OpPTaHiB i
6ipKaMH KPUITOBAIIOT MPOBOJUTHCS KOMIUIEKC 3aXOJiB AJS BHABICHHS Ta
NPUIIMHEHHS PyXy KPHUITOAKTHBIB, 10 BUKOPUCTOBYIOTH OKYNMAHTH sl ¢i-
HAHCYBAHHS 3JI0YUHIB.

OmHUM 3 OCHOBHHX BEKTOPIB pOOOTH KiOEpPIIOMIIil 3aIHITA€ THCS TP OTHIIS
mraxpaiicTBy B iHTepHeti. 11loaHs1 MpaBOOXOPOHIII BHUSBIAIOTH Ta TONEpeKa-
I0Th CIIPOOH 3JIOBMHUCHHKIB “3ap0oOUTH” Ha BiliHI.

Hatipo3noBcropkeHIMMU cXeMaMy IIaXpaicTBa B IHTEPHETI € MceBH00-
JIAroiiHICTD, MPOMO3HIIIi 3 OPEHAN HEICHYIOYOTO XUTIA, (PEHKOBI MacaXxupCh-
Ki TIepeBe3eHHs Ta MpojiaXk HEICHYIOUMX TOBApiB, 30KpeMa 1 BilICHKOBOT aMyHi-
uii. Takox mommpeHi cxemu QIMIMHTY a00 BUTOTOBJICHHS (DIKTUBHUX JOKYMCH-
TiB, SIKi HIOMTO JAO3BOJIATH YOJOBIKaM IPHU30BHOTO BiKY MEPETHYTH JCpPKaBHHUN
KOPJIOH.

3aKIMKaEMO TPOMAISH iHGOPMYBATH MPABOOXOPOHIIIB PO BOPOXKi Aii, 30-
Kpema udepe3 00T kibepromiuii “Hapomnuii mecHux” — https://t.me/ukraine_
avanger_bot. ®yrnkiionan 60Tta 103BOJSIE IepeaaTy iHHOPMAIIiF0 TIPO BUABIICHY
TEXHiKy a00 BiHChKOBHX-OKYIAHTiB, BUIIAJIKH MapOJEePCTBA, MICI 3HAXOKEH-
HS CHapsAiB, 0 HE pPO3ipBalIiCs, MITKH, 3aJIMIIEHI BOPOrOM, MOIUIIYHHUKIB OKY-
naHTiB a0 HA/ATH JOCTYI MPABOOXOPOHIISIM JI0 IPUBATHUX Kamep 30BHIIIHBO-
TO BiJIEOCTIOCTEPEIKEHHS.

Ingpopmayiiini oxncepena
1. Ooimitinnmit caiit Jemapramenty kibepnomnimii Hanmionansroi momimnii Ykpaian
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_ LIEOJIOTTYHE OBIPYHTYBAHHS )
35POIHOI CITELIONEPALIl POCIICBKOT ®EJEPALIT
MPOTH YKPATHI

Onez Jlo3uncokuii

Kadgheopa couiansnoi pooomu, ynpaeninua ma couyiansnux oucyunnin Jlveis-
CbK020 0€pIHCcasH02z0 yHigepcumenty 0e3neKu HeummeoianbHocmi,
JIveis, Ykpaina

Knrouosi cnosa: obpas “eopoza’; mockoecvka ykpainopobia,; “pyccrkuii mup” ax
Ka3Ko-mepanis, MeHmanimem.

Keywords: the image of the “enemy”’; moscow ukrainophobia; “russian world” as
a fairy-tale therapy; mental.

O)Z[ep)KI/IMiCTL B. IytiHa, 3 sIKOXO BiH BIPOJOBXK 7 MICSIIIB HA 0YaX CBITO-
BOI IpOMaJCHKOCTI pylHYye MicTa i yOuBae MHDHHX TPOMAJIfH, HAMAraeThCs
OKYIyBaTH BCE HOBI YaCTHHU YKPaiHCBHKOI 3eMIi, 3pyiiHyBaTH ii eKOHOMle Ta
KyJIbTYpHY CHJALIMHY — 3aCBIAYY€E, 110 B MOCKOBCHKOMY CBITOIJISIII ICHYBaB i
JIOCi iCHYe CHMIITOM YKpaiHo¢oOil, o010 iCHyBaHHS HE3aJe)KHOi YKpaiHCHKOT
JepkaBu Ta 11 KyapTypH [6]. 3a octanHi 20 pokiB MyTiHCHKOTO aBTOPUTAPHOTO
TIPaBJIiHHAA MIOBIHICTHYHI 1 JIOAMHOHEHABUCHUIBKI HAMIPH MO0 YKpaiHU BH-
WM Ha TIOBEPXHIO 1 IPO3BYYATH “MPSIMHAM TEKCTOM™ B HEOIMIEPCHKill yKpai-
HO(OOChKii ieonorii “pycckoro mupa” [3, 5].

MockoBChKa Tponarasja mia 4ac npasiinas B.IlyTina peanimyBaia rojo-
BHI HEOIMITIEPChKI 11€0JI0TeMH, 30KpeMa HaB’si3aia rpomMaasiHamMm PO nymky, 1o
yKpaiHChKa JiepkaBa — 1e Qikiis, i 3emMiist — 11 “UCKOHHO PyCCKUE TEPUTOPHH”,
a YKpaiHIliB SIK OKpeMol Halil HeicHye. A TOMy yci, XTO 3amepedye 1o (aib-
IIMBY MOCKOBCBKY BHTAJKy € “Boporamu’” abo ‘‘3pagHHKaMu’, SKAX CIiJ BH-
HUIIUTH, a00 ()i3MYHO BUTICHHUTH 3 iX TEPUTOPIi MPOXKHUBAHHSA B eMIrparliro, a
OUTBII “MOSUTEHUX — TIAKOPHUTH.

HazBeMo roJoBHI TpomaraHgucTChKi (hOpMH, 3aBISIKH SIKHUM YKpaiHo]oO-
ChbKa ieosiorist y MOCKBI I0CSITa€ MOCTABICHUX ITLICH.

1. 3anepedenHst ykpaiHCBKOI iZ€HTHYHOCTI. MOCKOBCBKA TIpoIlaraHaa He
OJTHE CTOPIYYsA 3amepedye iCHyBaHHS YKpaiHHU SK OKpeMOi MOMITHYHOI Ta KyJIb-
TypHOi CHiTBHOTH. Ll mosiTHka 3amepedeHHs yKpaiHChKOI iIE€HTUYHOCTI Mae
400-piuHy maBHICTB, i po3moyanack e 1o [lepesicnaBcbkoi yroau. Haiibinbim
Bizomi BanmyeBcbkuii Llupkymnsp 1863 p. ta €mcbkuit ykasz 1876 p. 3a60poHsH
YKpaiHChKe KHUTOJAPYKYBaHHS, IIKUIbHE HABYAHHSI, TeaTpaJibHI BUCTaBH, OOTro-
CIIy)KIHHSl YKPaiHCHKOIO MOBOIO, HE JI03BOJISUIM XPECTUTH AiTeH yKpaiHChKUMHU
iMeHaMH, CaHKI[IOHYyBaJlM penpecii yKpaiHIiB, iX BUTICHEHHS B eMmirpariro. Y
pansHCHKHUI Mepios; MOCKOBCHKA MONIITHKA JOKJIagajla HEMMOBIpHI penpecruBHi
3ac001 BUHHUIIEHHS YCiX MOXINBUX (OpM YKpaiHCHKOI KyJIBTYpHOI Ta iHTENIEK-
TyaJIbHOI CAMOOYTHOCTI — perpecyBaia HICbMEHHHKIB, HAyKOBIIiB, KOMIIO3UTO-
piB, TeaTpadbHUX Ta MY3MUYHUX Jis4iB, MPEICTaBHHUKIB JyXOBEHCTBA 1 iH.,
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00 MOCKOBCHKa (hiKTHBHA ifes Mpo HeiCHYBaHHS yKpaiHCHKOi caMOOyTHOCTI
KOpesroBaa 3 aificHicTio [1].

2. [Ipumenmennst crarycy. MOCKOBCEKA IpOIIaraHaa MOCTIHHO 3HAXOAUTSH i
HaB’s3y€ YKPAIHCBKIA CHIUTHPHOTI NMPHHM3IINBI CJIOBA-CIITETH (MAJOPOCH, XOXIIH,
3ar1a/IeHIIM, OKpaiHa), sIKi (POpMYIOTh (abIIMBUI 00pa3 YKPaTHIIB K NPUIATOK O
TaK 3BaHMX “‘BEJIMKOPOCIB” HE JIMIIE TEPUTOPIaJIbHO, alle TAKOXK KYJIBTYPHO YU CO-
miansHo. Mid npo “OpatHi Hapoan” 000B’SI3KOBO BUAUISIE YKpaiHISIM POJIb “MOJIO-
Jioi cecTpu”, a He PIBHOLIHHY POJb. YKpaiHCBKIH MOBI TaKOX IPHUITHCYIOTh MEH-
LIIOBAPTICHICTh, TOMY 1 3a00pOHSIIN BUKOPUCTOBYBATH Y ITyOIiYHOMY ITPOCTOPI.

3. lemoHi3aIist yKpaiHCHKUX HAI[lOHAIFHUX CHMBOJIIB, CTPYKTYp, IEPCOH.
Oco0mBy yBary MOCKOBCBKA TIpOTIaraH/a MPUALBIIA 1 JOCi MPUALTIE TeMOHI3aIil
YKpalHCHKHX JepKaBHHUX UM MOJITHYHUX MiSUiB, SKi HABAKYBAIUCH BIHCHKOBO UM
1IeWHO MPOTHUCTOATH pociiichkiil excnancii [2]. TIpi3Bumia I. Masenn, C. Iletnropwy,
C. bannepu — nepeTBOpeHO Ha IEMOHIYHI SIPJIMKH — BIPOJIOMHHX, MiICTYIIHUX 3pa-
JIHUKIB, 3aKOJIOTHHKIB, 3aIpO/IaHIIiB-KOJIa00paHTIB, YOUBIb, aHTHUCEMITIB B SKUX
“pyKH 1o JKTI y KpoBi”. Takumu %k EMOHI30BaHUMH IIPE/ICTABIISIIN TIPEICTAaBHU-
kiB YkpaiHcekoi ['pexo-Karonumupkol nepksu — “YHiartiB-BipoBiAcTy-HUKIB”. Pa-
JSHChKa PENpecrBHA MAIIMHA >KOPCTKO pEnpecyBana YKpaiHIIB 3a copoOu MaTu
YKpalHChKHI CHHBOKOBTHH TIPATIop, CIIBaTH YKPAiHCHKUM TiMH, KBAII(IKYIOUH IIi
Iii SIK aHTPaASHCHKY IpOIIaraHay, eKCTPeMi3M, YKpaiHChKHi OypiKya3HHI HaIlio-
Hami3M. Jlo Tak 3BaHMX “KIACHYHHX YKPaiHO(POOCHKMX CHMBOJIB MOCKOBCBHKA
mporarasa 3a octanni 30 pokiB 1o/iana “HOBITHI” IEMOHI30BaHI CHMBOJIHU: MAPTIO
“IIpaBuii cexkTop”, MoK “A30B”, PO SIKi BHCIIOBIIOETHCS SIK MPO “HAIUCTCHKI”,
“TepopucTHYHI” He3aKOHHI 30poitHi (hopMyBaHHs, a npo YkpaiHceky [IpaBociaBHy
LepkBy sik Ipo “pO3KOJILHULIBKY”, “HEKaHOHIUHY 1 T.II.

MoOCKOBChKa 1€0NIOTis “pPyccKOro Mupa’” TakoX peaHiMyBaiga Mid mpo
“Bopoxwuit” 3axix. Mosmsie Pocis (CPCP) nepemorna HanmcTebky HiMeuanny y
[I-# CiToBiii BiiiHi, i B IIbOMY € ii icTopudHa “Micis”. OqHaK KpaiHu €Bpocoro-
3y i HATO cporoaHi (B ZOKTpHHI “pyccKOTO MUpa’) CcTallk 3arpo30ro it PO.
Tomy P® mae “nenamudixyBati’” BiiiCbKOBUM IUIIXOM He JIUIIE YKpaiHy, ane i
KpaiHu “BOpokoro” 3axomy.

HasBani Buiile GeHTE31lHI CHMBOJIH IIIOICHHO MOIIUPIOIOTHCS 3 TeJIeeKpa-
HIB JIJIs1 MaCOBOI CBiIOMOCTI rpomaisid PD.

MockoBcrka ykpaiHO(}00is ICHXOJIOTIYHO TPOSBISETCA y: CTpaxax, 3a3/l-
POCTI, HEHaBHCTI, 3BEPXHOCTI 1010 YKPaTHIIB.

VYkpaiHodoOis Sk HEBiI'€MHHH €IEMEHT 11e0Ioril “pyccKoro Mupa’” € CBO€e-
PiIHOIO Ka3KO-TICHXOTepalli€lo, 110 30y/10BaHa HAa aHTHICTOPUYHNX OCHOBAX, BOHA
ITJDKUBIIFOE Mi()OJIOreMH PO “BENTMYHE POAMHEL’, 3 METOJIIO YCYHYTH HICHUXOJIOT-
YHUI JUCKOM(OPT BiJI NUBiTi3aLiiHOT “mpiMydocTi” il IPUXUIBHAKIB.

Y xopymnoBaniit PO enunanii 3aci6 emoriitno “npus’s3ati’” 10 cebe “Ha-
ceJieHHe”, JIETITUMI3yBaTH CBOIO abCONIOTHY BIaay — II€ KyJbTHUBYBaTH o0Opa3
“30BHIIIHROTO BOpOTa”, IIOJICHHO 3 TeyieBizopa B cTuili ['ebenpca BTOBKMady-
BaTH QiKMo Tpo “BpaxaeOHbIH 3anan”, “3almTy cOOTe4eCTBEHHUKOB B KpbI-
My u Ha [lonOace”, “TIpeBeHTUBHYIO CIEHOTICPAIIHIO C IETBIO IPEAOTBPAIICHUS
pasmemtenus 6a3 HATO B Ykpaune”.
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Ineonoris “pycckoro mupa” — cylijibHa (ajplIUBKa, MiATACOBKA (HAKTIB i
nrynepctBo. BoHa criexyiroe mpuMiTHBHAMH Mi(oJIoTaMu Tpo:

— “prpavyenuii Paii” — midonorema npo €MHUHA CIOBSIHCHKUH HApOJ, SIKMA
OyB po3AiNieHHH, 1 AKHMi HEOOXiTHO BiTHOBUTH B POCIHCHKIN AEpKaBi;

— “3a0iyKanux oBelb” — JYXOBHY €IHICTb “‘COOTEYECTBEHHHKOB”, IIO 3MY-
TIEH] MIPOKUBATH B PI3HHUX MOCTPANSHCHKUX KpaiHax; i MOBIAB PD mae 3akoHHE
NPaBO BTPYYATHCh B MOJITHKY JEPKaB, JIe IPOKUBAIOTH “COOTEYECTBEHHUKH

— “BiIOKPEMJICHHSI KO3JIB Bill OBELs” — JIOSIIBHUX XOXJIIB-pyco(iliB 3amm-
ity (“TiepeBOCIUTATE”), a “OaHIepiBIiB-3anaIeHIiB” (3paAHHUKIB) 3HUIIIUTH;

— “imeanpHy Iep)kaBy’ — OPTaHIIICTCHKY TOTANiTapHy AEp)kKaBy, IO Iie-
peOyBae y BOpoxKiii 0011031, B siKiii 0c00a € TBUHTHKOM COI[iaIbHOTO OPTraHi3My;

— “MockBy sk TpeTiii PuM” — ocoGmmBy Micito mpaBociaBHOI MOCKOBIT i
T.I. HICCHITHHUIII.

[IpuMiTHBHA i1€0TI0TisT “PyCcCKOTO MHpa’ BUABHIACH IPUUHATHOIO IS Ma-
noocsiueHoro B.IlyTiHa i #ioro kopymroBaHoi “BepXiBKH”, KOTpiil Oysia moTpi-
OHa X0Y SKaCh BUIUMICTD “3HAUyIIOL i71ei” U1 ONpaBIsSHHS BifHU.

Bucnoseku. AuTHiCTOpHYHA Ta arpecUBHA JOKTPUHA “pyccKkoro mupa’ (1o
ornpaBioBye nopyuenHs PO HOpM MiKHapOJHOTO TpaBa, 3aXOIUICHHS 1HIIMX
HE3aJIC)KHUX JIePKaB, MPOIIArye eTHIYHY HEPiBHICTh, BUIICTh POCISH) Mae OyTH
BU3HAHA Ha MDKHAPOJHOMY DIBHI SIK JIIOAMHOHEHABUCHUIIbKA, IMIIEpChKa, IIO-
BiHICTHYHA, a ii MpomaraHga Mae KapaTHCh KPUMIiHAIBHOIO BiAIIOBINaIbHICTIO,
TaK sIK [e 3aKPIIJICHO CTOCOBHO HAIMCTCHKOT 171€0JIOTi.
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YIK: 004.56
JAHAINA®T KIBEP3A3PO3 TA TPEH/IM 2022 POKY
Bonooumup Jlwouax, Anacmacia Ilionicna

Cymcokuii oepircasnuii ynigepcumem, m. Cymu, Yrpaina

Anomauyin. Hadaemuvcs 0210 Hanbinbu akmyaibHux 01s €6PONEUCbK020 NpO-
cmopy Kibep3aepo3 Ha ochosi wopiunoeo 36imy ENISA, euxonyemwcs ix awaniz ma
BUBHAYAEMBCS OUHAMIKA PO3GUMKY OCHOBHUX 3A2P0O3.

Knruosi cnosa: xibepoesnek, nanowagm 3aepos, ENISA.

Abstract. An overview of the most relevant cyber threats for the European space
is provided based on the annual ENISA report, their analysis is performed and the
dynamics of the development of the main threats is determined.

Keywords: cybersecurity, threat landscape, ENISA.

Ha mouatky nmcromaga AreHCTBO €BpONEHCHKOTO COIO3Y 3 KibepOesmeku
(ENISA) omnyGmikyBamo 3BiT mpo JaHgmadT Kidep3arpo3, y sSIKOMY
MPEJCTABICHO KOMIUICKCHHI aHalli3 Bpa3IHBOCTEH Ta 3arpo3, HaiOLIbII
aKTyaJIbHUX JUIsl €BpOIIeichKOro Kibeprmpocrtopy B mepioa 3 sumHs 2021 mo
qunenb 2022 pokiB [1]. AHamiTH4HI JOCHIDKEHHS Ta CTBOPEHHS 3BITY
BUKOHYEThCs 3a Metojosorito CTL momo manmmadry kibepbesnexku [2]. YV
3BiTI BHM3HAYEHO IIOTOYHI 3arpo3u KiOepOesmel, HaJaHO pPO3yMIiHHS
MOMIMPEHOCTI Ta CEepHO3HICTh BEKTOpPIB arak y €Bpomi, OIMUCYIOTHCS
TOPU30HTANbHI, TeMaTW4Hi 1 Tamy3eBi JaHmmadpTH Kidep3arpos. OcobnmBa
yBara MpUIUISETHCS Tally3eBUM “TEHACHIIIAM ’, BU3HAYAIOUH CY0 €KTH 3arpo3H,
BIZINMIOBI/IHI HACTYNaJbHI METOAM Ta OKPECHIOIYM 3aXOAW LION0 3MEHIICHHS
PHU3UKIB 1 pearyBaHHS Ha iIHIUACHTH OC3ICKH.

JlangmagTt 3arpo3 y 2022 poui cdopmyBamH: IporpamMHu-BHMaradi,
IIKiJJTMBE TporpamMHe 3a0e3MeveHHs, 3arpo3H COIliabHOI IHXeHepii, 3arpo3u
070 JaHUX, BiAMOBa B OOCIyroBYBaHHI, |HTepHeT-3arpo3u, Je3iHpopmaris,
aTakd Ha JaHIIOTH TOCTaBOK. s KOXKHOI 3 ifeHTH(]iIKOBaHMX 3arpo3
OTHCYIOTBCS METOIM aTaKd, HAWOUIBII CYTTEBI IHIIUAEHTH pa3oM i3 3aX0JaMHu
MOM’SIKIIIEHHSI.

Cepen OCHOBHHX 3arpo3 KibepOesmeli ciiJi OKpeMO BiA3HAYUTH aTaK{
nporpam-sumaraviB. Bonm, sk i B 2021 pomi, mocimaroTh mepiie micue B
peiituary. PazoM 3 HUMH 3a 3BiTHII Hepioj] BUCOKHH PEHTHUHI TakoX MaioTh
aTtaky Ha JocTynHicTb. CaMe pO3NOBCIOJUKEHHIO IIPOrpaM-BHUMAarayis, sIK OJJHHUX



160 36ipnux me3 oonogioeti IN Mixcnapoonoi
Haykoso-npaxmuynoi kongepenyii, IBIT 2022

i3 HalpyHHIBHIIINX BHAIB aTak Ha KiOepOe3leKy 3a OCTAaHHE JECSTUIITTA,
npucBsiueHo okpemuii 38iT ENISA [3].

leomoniTuka NMpoOMOBXKYE CWIIBHINIE BIUIMBAaTH Ha JIaHMWAPT 3arpo3: y
I[bOMY pOLi 3Ha4Hi 3MIHM BHECJIa POCIiiChKO-yKpaiHChKa BiliHa. Lleit koHdikT
CIIPHSB 3pPOCTAHHIO KiOEpiHIMACHTIB Ta MOSBI HOBUX XBWJIb XaKTUBI3My. Bin
TaKOXX BIUTMHYB Ha 3poctaHHsI DDoOS-aTak, sSiki cTanw OZHHM i3 iHCTPYMEHTIB
KiOepBiHM. ATakd Ha JOCTYNHICTh CTAlOTh OUIBII MacIITaOHUMH Ta
CKIaTHIMNAMH y TOpiBHAHHI 3 2021 pokoM, mepexoasdn 10 MOOITBPHAX MEpex
Ta I[HTepHETY peueil. AKTuBHIIIE ¥ Oijblie cTaja IOMHUPIOBATUCH 1
nesinpopmamis. Lle 3mificHIOETBCS dYepe3 PO3MOBCIODKEHHS OOTIB, IO
MOJICTIIOIOTh TIEPCOHAXKIB 1 MOXYTh TOPYLIMTH JIOBI TPOLECH, a TaKOX
B32€EMOJIIIO CITUIBHOTH, 3aCUIIAl0YH JIEPXKaBHI YCTaHOBU (DEHKOBUM BMICTOM i
KoMeHTapssMu. QDINIMHT Bce Ie 3aJHMIIAETHCS aKTYaJbHOIO 3arpo30lo, sKa
Ha0y1a B 1bOMYy pouli HOBUX (opM, sKi 30cepelbkeHl Ha yKpaiHCHKO-
pociticbkoMmy KoH(DiKTI. OKpiM 1BOTO, MPOIOBKYE po3BuBaTHCs mie 3 2021
POKy Oi3Hec-Mo/eNb “XaKep SK mociyra’.

VY mopiBHAHHI 3 MHHYIUM pPOKOM HE 3MIHHJIHCA KaTeropii cy0’eKTiB
3arpo3u kibepOesmemi: JlepxkaBHi cy0’ektn, Cy0’ekTH KiOep3II0YMHHOCTI,
Cy0’extn-xakepu 3a HaiimoMm, XaktuBictd. Cy0’ektm Kibep3arpos €
HEBII’EMHOIO CKJIAZOBOIO naHmmadty 3arpo3. Lle cy0’ekTu, ski MparHyTh
3IIHCHUTH 3JI0BMHCHY Ii}0, CKOPHCTABLIMCh HASIBHUMHU BPa3JIMBUMH MICIISIMHU.
Po3ymiHHS TOTO, SIK AYMAalOTh 1 JiFOTh Cy0’€KTH 3arpo3u, siki IXHI MOTHBHU Ta
1[iJTi, € BAXKJIIMBUM KPOKOM JI0 €(peKTUBHILIOr0 pearyBaHHs Ha KiOEpiHIHICHTH.
MOHITOPHHT ~ OCTaHHIX PO3pOOOK MO0 TAKTHKH Ta METOMIB, SKi
BUKOPUCTOBYIOTh CyO’€KTH 3arpo3u Jjsl JIOCATHEHHS CBOiX Iiied, Mae
BUpIIIANBEHE 3HAYEHHSA M e(eKTHBHOTO 3aXHCTy B CYYacHId eKocHucTeMi
KibepOe3neKu.

He3MmiHHMM B NMOpPIBHSAHHI 3 MHHYJIOPIYHHUM 3BITOM 3aJIMIIAETHCS TE, IO
BEJIMKA KUIBKICTh IHIMICHTIB Oyna HaIlJICHA Ha JEpXKaBHY aJMiHICTpAIlilo,
YPSI/I T2 HOCTAYaIbHUKIB IU(PPOBHUX HOCIYT.

Hmxue HaBeneHa TaOnuIld 13 TOPIBHAHHAM JHHAMIKA PO3BUTKY OCHOBHHX
3arpo3 IpoTAroM 3BiTHOTO nepioxy 2021 ta 2022 poxkis.

2021 2022

OcHoBHi 3arpo3u | JuHamika OcHoOBHI 3arpo3u Junamika

[Iporpamu-

. 36impmenns | 1 | Ilporpamu-Bumaradi | 30inbIIeHHS
BUMaradi
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IIxigse IIxignuse
2 | mporpamue 36inbieHHst | 2 | mporpamne 301TbIICHHS
3a0e3meYeHHs 3a0e3MeYeHHs
. . CorianbHa .
3 | Kpunromkexinr 36uremenns | 3 | . . 301IbIIEeHHS
IHDKeHepist
3arposu, noB’s13aHi . .
4 posi, CrabineHo | 4 | 3arposu mono naHux | 301LIbLICHHS
3 @JIEKTP. TIOMITOO
3arpo3u
3arposu oo . JOCTYITHOCTI: .
5 P Crabimsno | 5 | 20¢TY™ 30ibLIeHHS
JaHUX BiZIMOBa B
00CITyroByBaHHI
3arpo3u 3arpo3u
6 | mocrymHOCTI Ta CrabinsHo | 6 | moctymHoCTI: 301IbIICHHS
LiTiICHOCTI IHTEpPHET 3arpo3u
7 | Hesindopmartis Crabinero | 7 | Hesindopmarris 301IbIICHHS
Hemkimmusi . ATaky Ha JaHIIOTH .
8 36inbienss | 8 CrabinbHo
3arpo3u MOCTaYaHHS

Crix 3a3HaYMTH, IO IIOPIYHI 3BITH 3 aHAi30M JaHAmMA(Ty Kibep3arpos
nyOJTiKyrOTh TAKOX iHII opraHisamii, Hanpukian Fortinet [4], CrowdStrike [5],
Sophos [6], Kroll [7].

Inghopmayiiini oxncepena

1. ENISA THREAT LANDSCAPE 2022 https://www.enisa.europa.eu/
publications/enisa-threat-landscape-2022 (nara 3sepuenns: 10.11.2022).

2.ENISA Threat Landscape Methodology https://www.enisa.europa.eu/
publications/enisa-threat-landscape-methodology

3. Ransomware: Publicly Reported Incidents are only the tip of the iceberg
https://www.enisa.europa.eu/news/ransomware-publicly-reported-incidents-are-only-the-
tip-of-the-iceberg

4. Global Threat Landscape Report. A Semiannual Report by FortiGuard Labs
https://www.fortinet.com/content/dam/fortinet/assets/threat-reports/threat-report-1h-
2022.pdf

5. Global Threat Landscape Report https://mwww.crowdstrike.com/global-threat-report/

6. Sophos 2022 Threat Report https://www.sophos.com/en-us/content/security-
threat-report

7.Q1 2022 Threat Landscape: Threat Actors Target Email for Access and
Extortio https://www.kroll.com/-/media/kroll-images/pdfs/ql-2022-threat-landscape-
report.pdf
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POCINCBKO-YKPATHCBKA KIBEPBIMHA:
NOCJLIKEHHS JISIJIBHOCTI IT BIMCBKA YKPATHU

Anna Ilinuyk, P. Ooapuenxo, Braoucnae Camoitnenxo, T. /Juxa
Hauyionanvnui asiayiiinuii ynieepcumem, m. Kuis, Yxkpaina

Amnomauin. I[louamox noenomacumadno2o 30poiino2o emopeHenns P® cmaeé no-
yamKoM nepuioi ceimosoi Kibepsitinu. Yxpainucoki 6ebpecypcu nomepnanu 6i0 pociicob-
Kux xibepamax. Buacniook woco, minicmpom yugposoi mpancgopmayii Yxpainu M.
@edoposum Oyno 3acrosane IT siticoko Yrpainu (1T Army of Ukraine). Hapasi IT apmis
6ede aKkmusHy ma YCniuiHy pobomy Ha Kibep@poumi.

Kmrouosi cnosa: pociiicoko-ykpaincoka xitepsitina, 1T army of Ukraine, xibepghpornm.

Abstract. The beginning of the full-scale armed invasion of Russia was the
beginning of the first world cyberwar. Ukrainian web resources suffered from Russian
cyberattacks. As a result, the Minister of Digital Transformation of Ukraine M. Fedorov
founded the IT Army of Ukraine. Currently, the IT Army is actively and successfully
working on the cyber front.

Keywords: russian-ukrainian cyberwar, IT army of Ukraine, cyber front.

IToBHOMacnITabHE BTOprHEeHHA P® CympoBoKyBanocs MacoBHMH Kibe-
patakaMy Ha BCi MOXKJIUBI iH(pOpMaIiifHi Ta ypsIoBi pecypcu Ykpainu. Bua-
cIiiok 4oro, 26 motoro MiHicTp 1 poBoi TpaHchopmanii Ykpainu M. deno-
poB 3asBuB 1po crBopenns | T apmii Ykpainu — “IT Army of Ukraine” — ms
6opothbu Ha kibepdponri [1]. [lepenbayanocs, Mo B bOMY KiOEpBOJIOHTEPCH-
KOMY BiliCbKy OymyTh Opatu yuacTh |T-axiBiii, ogHaK 3apa3 3poOHTH CBiit
BKJIQJl Y MEPEMOTy B Iil BiifiHI MOXxe KOXHHI Oaxarouuit. IT apmis Ykpainu
BKJIFOYae B cebe sK 1 YKpaiHChKHX, Tak 1 iHO3eMHHX BosioHTepiB [2]. Ilpore,
OKpiM O(ILiiHOI CIIIBHOTH, € IIe W HU3KA “TIapTH3aHCHKUX ™ CIJIBHOT, SIKi OY-
mu copmoBaHi iHimiaTHBHUMH yKpaiHIsaMu. KirouoBoro 3amadero BilicbKa €
HaneceHHs1 DDoS-arak Ha BeOpecypcu Pocii.

O mocmimkenns gisuibHOCTI [T Bilickka Ykpainu, Oyio 3i0paHo craTuc-
THUYHI JIaHi 10 KiJIBKOCTI oTpuMaHuX 3aBnaHb (puc. 1). Kimpkicte DDoS-arak
(oTpMaHMX 3aB/aHb) Oyna HaHOLIBIIO B JIMMHI. AJle 3a3HaYNMO, 110 BECHOIO
Oyso Gubie pisHOMaHITTS iH(GOpPMaNiHUX pecypciB Bopora, TOOTO aTaKyBasld
OiNBITY KUTBKICTh Pi3HUX CAlTIB. 3 YacOM MOYAlIM MPAIIOBATU TI0 OKPEMHUX pe-
cypcax Ta ix migmomeHnam. Pobota inimiatusu IT Army of Ukraine mocuth ede-
KTHBHA, aJKe BCS CITUILHOTA MPAIIOE 3J1ar0/HPKEHO.
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Pucynoxk 1 — Kinvxicme DDoS-amax na cavimu (6UKOHAHUX 3A80aHb)

Taky edextuBHicTh poboTu IT Bilickka YkpaiHM 3py4HO MOSICHUTH 3a
nmornoMororo Teopii rpadis. Ha nogauy no odimidiHuxX Tejaerpam-kaHaiis, 0y-
J10 310paHO HU3KY “TIapTH3aHCHKHX . J[OCHIAMBIIM HANOBHEHHs KaHAIIB 3a-
BJAHHSIMH, MOKEMO 3MOJIEJIIOBATH CaM IIPOIEC NMOIIMPEHHS 3aBlaHb. llpu
IOMY, PO3TIIAJAEMO JIBi CHTYAIlii: TOYaTOK HOBHOMACIITAOHOTO BTOPTHEH HS
Ta ChOTOACHHA. Y 3B SI3Ky 3 roctpoio (a3oro KiOepsiitHH, 3 MeTOI0 3a0e3me-
4yeHHs Oe3rexu 310paHnx TellerpaM-KaHalliB, IXHI Ha3BM HE PO3KPHUBAIH, 200
HE TIOJIETIIYBAaTH 3aBIaHHA Bopory. Tenmerpam-kaHalu TPOHyMEpOBaHI B
XPOHOJIOTIYHOMY TMOPSAKY. TeMHIIKUM KOJbopoM 300paxeno odimiitHi
Ta/ab0 HANOIIBIN KaHAIHU 3a KiIBKICTIO y4acHUKiB. Beboro 3i06pano 13 tese-
rpaM-KaHaliB, MOCHIMKEHO iX MyOikaiii Ta BHUSIBJICHO B3a€MO3B’SI3KHA MIiXK
iHIUMK KaHamamu (puc. 2).

Pucynok 2 — Kananu no DoS/DDoS (cmanom na nouamox sitinu)
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OTtpumanuii rpad moxasye 31e0UTBIIOTO “pO3CIIOBaHICTE” aTak, BOHA HE €
CHUHXPOHI30BaHI pa3oM 3 yciMa iHImUMHU KaHamamu. CaMe TOMY Ha OYaTKy Biii-
HHU OyJI0 CKIIaHIIIE JOCATHYTH €(pEeKTUBHOCTI aTak. 3arajoM Oyna BeJHKa Ki-
JBKICTH “‘CaMOCTIHHMX™ KaHAiB, sIKi cami OOMpasy LTl A7 aTak, Ta MaiH Bif-
HOCHO HEBEJIMKY ayIUTOPIIO.

5

1

S

Pucynox 3 — Kananu no DoS/DDoS (cmanom na 3apas3)

CraHoMm Ha 3apa3 maemo rpad (puc. 3), sSKuii BimoOpakae CHHXPOHHICTH
arak. JlocnmikeHi TenerpaM-KaHald HAMAararThCs MPALFOBATH MO OJHAKOBUM
LISIM, 3aBJSIKM YOMY 1 JOCSTaeThesi e(DeKTHUBHICTh BChOTO KibepBiiichka. [Ipu
bOMY, i3 13 kaHauiB 3apa3 npaioioTh Tiibku 7. [lepim 3a Bce, 1€ OB s3aHO 3
THM, [IO ayJAWUTOPis MoYana MepexXOANUTH 0 BEIHKUX KaHAIIB, A€ ITyOIiKyOTh
BCl aKTyaJIbHI I[iJT1, IHCTPYKINT 1 T.JI.

He3Baxxaroun Ha CKIAQJHY CHTYaIlil0, sSKa CKJajgacs B KpaiHi, yKpaiHIl He
3aHEeNali AyXOM, CTaH Ha 3aXUCT BCiX ()POHTIB, B TOMY YHCII i KiOGepppoHTY.
HisbaicTio IT apmii YkpaiHu 3aXOIIIiOeThCs BECh CBIT Ta caMi J0JIy4alOThCs
710 60pOoTEOM 3 BOPOTOM BCHOTO Cy4acHOTO CBITY.

Ingpopmauiiini oxncepena
1. FEDOROV. Telegram. Pexxum nocrymy: https://t.me/zedigital/1114
2. Ukrinform. B Yxpaini crBopun noryxuy 300-tucsrany IT-apmito — denopos.
Yxpingpopm —  axmyanoni  nosunu  Yipainu ma ceimy. Pexum pmoctymy:
https://www.ukrinform.ua/rubric-technology/3490947-v-ukraini-stvorili-potuznu-
300tisacnu-itarmiu-fedorov.html
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POCINCBHKO-YKPAIHCBKA KIBEPBIMHA:
JOCJIIKEHHSI EOEKTUBHOCTI BOPOTHBU
3 JE3IH®OPMALIEIO TA IPOMMATAHJIOIO

Bnaoucnae Camoitnenko, P. Ooapuenko, Anna Ilinuyxk, O. /lagpunenxo
Hauionanvnuii agiayiiinuii ynieepcumem, m. Kuie, Yxkpaina

Anomayin. 3 nouamxom nosHomacumadnozo emopenenta Pociiicokoi @edepayii
6 Yxpainy, kpim 30poiiHo20 émopeHeHHs, maxodxc 6yna po3nouama Kibepeina. 3-3a
senukoi Kinbkocmi Oesinghopmayii ma eiixie, 1o0u He Mo2nu GIOPIZHUMU NPABOUBY
iHghopmayito 6i0 bepedcHo cKoHCmpYL08aHoi Henpasou. Y 36°a3Ky 3 yum, 6 Inmepuemi
PO3NOUANACh 60IOHMEPCHKA OISLIbHICMb, HANPAsieHa Ha 6opomvdy 3 de3iHpopmayicio,
B0POICUMU PECYPCAMU MA 3AXUCOM ICIMUHU.

Knrwuoei cnosa: pociiicoko-ykpaincoka Kibepsgitina, desinpopmayis, niamepopma
“Mpin”.

Abstract. With the beginning of the full-scale invasion of the Russian Federation
into Ukraine, in addition to the armed invasion, a cyberwar was also launched. Due to
the abundance of misinformation and fake news, people could not distinguish between
true information and carefully constructed falsehoods. In this regard, volunteer activities
aimed at combating disinformation, hostile resources, and protecting the truth have
started on the Internet.

Keywords: russian-ukrainian cyber war, disinformation, “Mriya” platform.

BonoHTepcbka MisIbHICT, HApaBiieHa Ha OOpPOTHOY 3 ne3iHdopMarriero,
BOPOXXMMH pECypcaMu Ta 3aXHCTOM ICTHHH MOXe OyTH KiacudikoBaHa 3a
TpbOMa HarpsiMaMmHu: Kibepataku Ha BOPOXi pecypcH, 00poTbda 3 pocCiiichKoro
MIpomnaralIor Ta MOMIUPEHHS IpaBAUBOI iHGopMAaTIIii.

OnuH 3 OCHOBHHUX PYXIiB, SIKMH 3aiiMaeThCsi 60pOTHOOIO 3 POCIHCHKOIO TPO-
narasjoto, € [lnardpopma “Mpis” — BUpOOHUK NPOEKTIB 3a miaTpumku Kidep-
noxinii Ykpaiau Ta Bosontepis. [lepmmii mpoekr sikoro 6yB 60T, 110 010KyBaH-
HIO HE3aKOHHHUX TeJerpaM-KaHaiis, ane micis 24.02.2022 p. 6ot Oyno nepedo-
pMaTOBaHO Ha OMpAIfOBaHHS (HEHKOBHX Ta MPOPOCIHCHKHX pecypciB, KOTPi B
moJayIbIoMy “HayTe” Ha OnokyBaHHA. KpiM mporo, 3’sBWIHMCS TaKOX iHIII
npoekT: “Mriya Automatic” — aBTomaTn30BaHuil cepsic s 6GOPOTHOU 3 POCiii-
CBKOIO Iporarasoo, 6ot “Hapomganii MecHuK” — odimiitanit yat-60T YKpainn
JUTS TIOBIJOMJICHHS TIPO BOPOXKi Aii Ha TepHUTOpii HAIIOI Aep)kaBU Ta iHIII, OOT
“StopRussia | Mriya” — npuiimMae indopmariio npo ¢eilikoBi pecypcu, KOTpi
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MEepEeBIPSIOTHCS. MOJIEpaTOpaMu Ta BiNIPABILIFOTHECS Ha OJIOKYBaHHS SIK 3aBJaH-
Hsl B TOJIOBHUI KaHan “StopRussia | Mriya”. st 6i1b1101 e(eKTHBHOCTI CKaprH
HaJICUJIAJIMCSl HEOHOPA30BO Ha JIEsKi CTOpiHKW/KaHanu/moctu. Bapro 3a3Haun-
TH, 10 JaHi CHUIBHOTH € OQIlifHUMH, CTBOPEHI Jiep)kopraHaMu Y Kpainu, oj-
HaK IHIIIaTUBHI yKpalHIi CTBOPWIM W IHIN “TIapTH3aHCHKI” KiOepCHiIbHOTH,
SIKi IFOTH 32 IIMMH X HanpsiMkamu [1].
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Pucynok 1 — Kinvxkicms 6udanux 3a860ams no 610KY8AHHIO 80POICUX PeCypCi8

s toro, mo6 mpoBecTH aHani3 poOOTH HANPIMKY OOpOTHOM 3 Je31H-
(dhopmariero, MpoBoauBCs 30ip 3a KUIBKICTIO BHJAHUX 3aBIaHb B YACOBOMY
npoMixkky 05.03 — 09.09.2022 p. 3aBmaHHS HaAXOIWIH 3 TellerpaM-KaHATiB
Stop Russia Channel | Mriya, [aTepHeT Biiicbka Ykpainu Ta iHmux. Cratuc-
THKa 33 KUTBKICTIO 3aBJaHb MpeAcTaBlieHa Ha puc. 1. Ik mMu 6aunmo, HaiOi-
JbIla KiMBKICTP IiIel mana Miciie came B Mecenpkepi Telegram. NonosHuM
MOKA3HUKOM €(DEKTHBHOCTI BUKOHAHHS 3aBAaHb € KiJIbKICTh 3a0JIOKOBaHUX
BOpOXHX iHDopMamiiHUX pecypciB. 3a momomoror wat-6oty “StopRussia |
Mriya” B 3aramsHoMy 3a0nokoBanHo 9206 pecypciB (craHoM Ha
19.09.2022 p.). Ile uucio 3 KOXKHUM JTHEM POCTE, IO CBIAYUTH PO eeKTH-
BHICTh POOOTH BCi€l CHITLHOTH KiOEPBOJIOHTEPIB.

3B’S3KH MIX PI3HHUMH JDKepelaMd BHIadi 3aBJaHb, U1 OJOKYBaHHS BO-
POXUX pecypciB, MOXIJIMBO TOKazaTh Tpadamu. s mOCHiIKeHHS 3i0paHO
12 renerpam-kanainiB. KulbKicTh 3aBaHb Ha IIbOMY HalpsIMKy 3HA4HO Oijblia,
TaKoX NOTpeOye MacoBOCTI, alie 37e0UIbIIOro He Taka edeKTHBHA. [IpudanHOI0
I[bOMY € CTPOTICTb IOJIITHK COLIaIbHUX MEPEX 110,10 OJOKYBaHHS KOHTEHTY,
Ha SKWH HAJCHUJIAIOTHCSA CKapru. THM He MEHII, 3aBASKH HAIlOJICTIMBOCTI KiGe-
PBiliCbKa, TAKOX € 3HAYHI pe3yJIbTaTH.
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Pucynox 2 — Kananu 3 610xkyeanns nponazanou ma oesingopmayii (nouamox 6itinu)

Jleski xaHaIM TMPaIOBall CaMOCTIHHO, TOMY Ha Tpadi BOHH 300pakeHi
OKpEMO BiJ BCIX IHIIMX. 3arajoM TYT HE TaK BaKJIMBO JNOCSTTH MOBHOI CHHX-
POHHOCTI y 4aci, ajle BaxJIMBO IPAIIOBATH 110 OJHAKOBIM 3aBJaHHSIM, 100 3a-
OJIOKYBaTH BOPOXKHI KOHTCHT.

8 10

Pucynok 3 — Kananu 3 610Ky8anHsa nponazanou ma oesingopmayii (cmanom Ha 3apas)

Jlesiki KaHATH 3aBEPIIIITN CBOIO PoOOTY. TakuM 4rHOM, 13 TOCTIIKYBaHUX
12 xanamiB, JuIIe 5 TPaIFOIOTh i choroaHi. Kanamm, 300pakeHi TEMHIIIAM KO-
JIbOPOM, € OCHOBHMMHU 3 IyOIIiKalil 3aBaHb Ha IbOMY HAIPSAMKY, IXHI 3aBIaH-
Hsl TIOILUPIOIOTHCS 1 IO HACTYIIHUM KaHayawm, 1o 3a0e3nedye Ouibll eeKTHBHY
pobory.

[Tnardopma “Mriya” € nuure oxHI€0 3 HU3KH MIATHOPM, Ki eHEKTUBHO
MIPOTHIIIOTE BOPOXIii mpomaranai. B3sTu ydacTs B IpoTHAIl 3 BOPOTOM MOXKE
aOCOJIIOTHO KOXKHHM, MONpHU MicuenepeOyBaHHS Ta T'POMaJTHCTBO. A Hallaro-
JDKeHa Ta CUHXPOHHA po0oTa J03BOJIsIE OTPUMATH MaKCUMallbHI pe3yJIbTaTH 3a
KOPOTKHH Jac.

Inghopmayiiini oxncepena
1. STOP RUSSIA | MRIYA URL: https://mriya.social/
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VIIK 347.775

ABTOPCBKE IIPABO YEPE3 [IPU3MY
BOEHHOI'O CTAHY B YKPAIHI

Haoia ®@eooposa

CeKmop po3nopsoiceHHA A6MOPCbKUMU MA CYMINCHUMU RPAAMU 8i00LTy
asemopcovKkozo npasa i cymidicnux npae HJ/[I inmenekmyanvnoi én1acnocmi
HAIIpH Ykpainu, m. Kuie, Yxpaina

Anomauia. Poszensnymo asmopcwke npaso uepes npusmy 60€HHO20 cmany 6 Ykpa-
ini. Ilybnixayii ¢ Meta ececeimi na 6oenny memamuky nopieHiolomscs 3 iH(popmayiinoo
6IUHOIO, AKY 6e0ymb binbwicms ykpainyie. IIpoananizosano, axi pomozpaii, eioeo ma
DI3HOMAHIMHI 0ONUCU MOXCYMb OVMU NPABOMIPHO ONYOIiKo8aHi, a AKi — Hi. 30ilicheHo
Kopomke nopigusnns dokmpunu ‘“fair use” ma nowammsm 6ibHO20 GUKOPUCMIAHHS
00 ’eKmis asmopcvKko2o npasa.

Knrwwuosi cnosa: asmopcvke npaso, iHghopmayitina GiliHa, GiibHE GUKOPUCTAHHS
meopie, pomoepadii, 8ioeo, asmop.

Abstract. Copyright is considered through the prism of martial law in Ukraine.
Publications in the Meta universe on military topics are compared to the information
war waged by the majority of Ukrainians. Analyzed which photos, videos and various
posts can be legitimately published and which cannot. A brief comparison of the doctrine
of “fair use” and the concept of free use of copyright objects is made.

Keywords: copyright, information war, free use of works, photos, video, author.

Peanii croromeHss taki, o Oyap XTO 3 Hac, HUHI, MOXE CTaTH aBTOPOM
BOEHHOTO KOHTEHTY. 30Kpema, otorpadiii, Bimeo, Pi3HOMAHITHHX IOIHUCIB
(crareit) y Meta mpocropi, mceHb, KaBepiB, BIpIIiB TOIO. 3pyHHOBaHI OyIMH-
KM, TOHIBEYEeHI BUOYXaMH YH TOXKEKEI0 PIZHOMAHITHI apXiTEKTYypHI CIIOPYIH,
maMm’SITHUKH, [TapKOBI 30HH MOXXYTh OyTH 3a(ikcoBaHl 3a JIOIIOMOTro0 (POTOT-
padii. OueBuaIi TOKYMEHTYIOTh Ha BiJ€O JKaXd Ha OKYIIOBAHMX TEPUTOPISLX
Vxpainu, Bineo 3 bopoasuku ta Ipnens i 3aBagku TakuM miardopmam, sik Me-
ta, YouTube BoHO moumMproeThes Beiero YKpainorw Tta csirom. IoxiOui my6Gmi-
Kallil € He JuIIe CyTo iHOOPMATUBHUMH a ¥ MOXKYTh OYTH BUKOPHUCTAHHMHM SIK
JIOKa3W BOCHHUX 3JIOYMHIB y MKHAPOJIHHUX CYJOBMX IHCTaHIlsSX. BTiM, 3po0ie-
Hi (hoTO Ta Bifeo, M0 (hiKCYIOTH XKaXJIMBI KaJIpy BiifHA B YKpaiHi MOXKYTh OyTH
HE JIMIIIE T0Ka3aMU BOEHHUX 3JI0YMHIB a i 00’ €KTaMu aBTOPCHKOTO IIpaBa.

BinmoBigHO, BUHHKA€E TOCTPa HEOOXITHICTh Y JCTAILHOMY PO3TJIISIII KUK
K€ BOEHHUN KOHTEHT MOe OyTH OmyOJIiKOBaHUM a SIKMH — Hi.

TToroaemocs, 110 3apas, sSIK HIKOJIHM, IIOTPIOHO MMOKa3yBaTH CBITY 00’ €KTHBHY,
IpaBAKBY iH(GOPMAILIIIO 00 O/ B YKpaiHi. 3a 3arajlbHUM IPaBUIOM BUKOPHC-
TaHHS 00’€KTa aBTOPCHKOTO MpaBa 3JIIHCHIOIOTH JIMIIIE 3a 3r0JI0K0 HOTO aBTOpa Ta
3a BiQNOBiAHY IuIaTy. [IpoTe peanbHICTh Taka, [0 TBOPU YaCTO BUKOPUCTOBYIOThH
HE MoA0aBIIIK PO OTPUMAHHS 3rOH aBTopa. B enoxy aupkuTanizaiii y cBiTi Ha-
OyJ1a MOIIMPEHHs! IOKTPHHA 100pocoBicHOro BukopucTanHs (“fair use” — srigHo 3
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SIKO0, KOYKEH MOKE BUKOPHCTOBYBAaTH aBTOPCHKHMI KOHTEHT, 30KpeMa, JUISl TAKUX
LUIeH SK MMOBIOMIICHHS B HOBHHAX, KOMEHTApI, JOCIIDKEHHS. Y PeIlTi BUIIaKIB,
MOTPiOHO 3BaKaTH Ha YyXKi aBTOPCBHKI IIpaBa Ta BUKOPHUCTOBYBATH ABTOPCHKHN
KOHTEHT JIMIIIE 3a 3roMoK0 aBropa [2]), ska B 0araTeOx acmekTax 30iraeTscs 3
NPUHIMIIAMH Ta BHIAJKaMH BUIBHOTO BUKOPHCTAHHS 00’€KTIB aBTOPCHKOTO Ipa-
Ba, mependadeHnMH cT. 21 3akony Ykpainm “IIpo aBTOpCcBKE MpaBO i CyMiXHI
npasa” [1]. Tak, He OXOPOHSIOTBCS aBTOPCHKUM MPAaBOM MOBITOMIICHHS PO HO-
BUHM JHSA a00 MMOTOYHI TMOJIi, IO MAaOTh XapaKTep 3BHYAHOI mpec-iHdopmartii.
Hanpuxknan, indopMariiiHa KoJOHKa PO 00CTPIIM YU MOBIIOMIICHHS TIPO TYMaHi-
TapHi KOPHIOPH HE OyIyTh OXOPOHSATHCS aBTOPCHKUM IIPAaBOM, X04a KOXKEH XKyp-
HAJIICT MOJKE BHCBITIIIOBATH 11€ CTHIIICTUYHO MO-Pi3HOMY.

Bunanku 1o6pocoBICHOTO BUKOPHCTaHHS aBTOPCHKUX TIpaB 0e3 OTpUMaH-
Hs 3TOJIM aBTOpa TaKOX mepeadoaycHi 3akonom Ykpaiau “IIpo aBTOpchKe mpaBo
i cymikHI mpaBa”. Tak, MaeMO BUYEPITHHAN TepelliK BUMAAKIB KOJHM UYXKHUHA aB-
TOPCHKHH KOHTEHT MO)KE€ BUKOPHCTOBYBAaTHCh IHIIMMH 0€3 IOINEepeIHbOrO
OTpHMaHHS A03Boiy. s MPUKIANY, Yy BOEHHNI KOHTEHT MO>KE BUKOPHC-
TOBYBAaTHCh 3 METOI0 BHCBITJIICHHS MOTOYHHX MOJiH 3acobamu poTorpadii abo
kinematorpadii. To6To, st iHbOpMyBaHHS PO MOAIl 4K iX Hepedir MokHa
BUKOpHCTATH 4yXy (oTorpadito uu Bifeo. Alie mpu 1boMy, Cliii 000B’SI3KOBO
3a3HAYUTH aBTOpa UM aBTOPIB Ta BUKOPHCTOBYBATH JIMIIE B 00Cs3i, BUIIpaBa-
HOMY iH(opMaLiHOIO METOIO.

®0TO MOKYMEHTYBaHHS Pi3HOMAHITHHX MOJili, B TOMY YHCIi # BOEHHOTO
KOHTEHTY BiZIOyBa€eThCs BXKe He Tepiie cToniTTsa. Ha pasi e MoxyTh poOuTH He
muie podeciiiHi pororpadu Ta onepaTopu a i 3BUYANHI JIFOTU 32 JTOTIOMOTOFO
TeneOHy CTalOuYd CBiAKaMH
BilfHU.

Tak, B kiHwi >xoBTHS 2022
POKY, B YKpalHCBKUX COLME-
pexax craio BipyCHHUM (OTO
HIOWUTO 3HECTPYMJICHOTO MiCIIst
obctpinie Kuesa. Kopucrysaui
MOUIMPIOBAJIM MOT0 3a3BHuait
0e3 XOAHUX IOCHJIaHb, aJKe
CBITINHA CTajla CHMBOJIOM
yKpaiHcekoi crifikocti. OaHak
3T0JIOM BHSBHJIOCS, 1110 Y (GOTO
€ KOHKpEeTHHUH aBTop — BiTamnii
Py0roB, sikoro menia manu Ou
BKazatu (a ¢oOTO, HacHpBAi,
Oyno 3pobsene 10-ro TpaBHS
2019 poxy minx gac 3axomy co-
Higg. Came TOMy BYyJIMYHE
OCBIT/ICHHS Il HE BBIMKHEHE) Pucynox 1 — Aemop ¢hopmoepachii — Bimaniii
(puc. 1). Py6yos 2019 p.
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OpHak, 11e He MepIIuii BUMAaJI0K TAKOTO CTPIMKOTO MOIMIHUPEHHS (HOTO UH
BiZieo, Ae 3a0yBaloTh BKa3aTH CIPAaBXKHHOI'O aBTOpa KOHTEHTY. 3BICHO, IIO
JIIOIM XOYYTh PO3MOBICTH CBITOBI MPO 3JIOYHMHH POCIHCHKUX OKYIIAHTIB Ta He-
3JIaMHICTB YKpaiHChKOTO Hapoxy. [IpoTte, Hi BO€HHHIA cTaH, Hi iHpopMaIiiiHa
BiliHa, SKy BeJie OLIBLIICT YKpaiHIiB, HE CKaCOBYIOTh aBTOPCHKE IPaBO Ha-
BiTh y Meta npocropi. 1, HaBiTh, Ao goTorpadis BUKIageHa B “6e3KOMTO-
BHOMY” ()0TOOaHKY MOTPiOHO YBa)KHO O3HAMOMHUTHCS 3 YMOBaMH JIIEH3i] Ta
NepeBipUTH, YU JJO3BOJIIE BOHA KOMEpLiliHe BUKOpUCTaHHS 1 sike came. 1o x
JIO YMOB JIILIEH311, TO BOHK MArOTh OYTH YiTKMMH i JETaTbHUMU: BUJI JIILICH3IT;
cthepa BUKOpHUCTaHHSA 00’€KTa IMpaBa IHTENEKTYyalbHOI BIACHOCTI (KOHKPETHI
IpaBa, M0 HaJaloThCS 3a JOTOBOPOM, CIIOCOOM BHKOPHCTAHHS 3a3HAYCHOTO
00’€eKTa, TEpUTOPIsl Ta CTPOK, Ha SIKi HAZAIOTHCS MPaBa, TOLIO); PO3MIp, Mop -
JIOK 1 CTPOKH BUIUIATH BUHATOPOJM 32 BUKOPUCTAHHS 00’€KTa MpaBa iHTEIeK-
TyansHOI BracHOcTi (4. 3 ct. 1109 LueinsHoro Komekcy Ykpainm); sxmo B
JIIEH31HOMY JTOTOBOPI MPO BUAAHHS a0o iHIIE BiATBOPEHHS TBOPY BHHArO-
poJia BU3HAYAETHCS y BUIIISAI (DIKCOBAHOT IpOLIOBOI CyMH, TO B JOTOBOPI Ma€
OyTH BCTaHOBJICHHH MaKCHMaJbHUHA THpax TBOpY (4. 8§ cr. 1109 L{usinsHOTO
Konekcy Ykpaiun) [3].

OnHak, SKIIO NUX JeTaleil y JOoroBopi He Oyle — e He 3HAYUTUME, IO
00’€KT aBTOPCHKOTO NpaBa MOXKHA BUKOPUCTOBYBAaTH Oyzb sIKMM yuHOM. 11IBH-
JIIIe — HaBIIAKH, aJKe 3a 3aKOHOM YCi 1paBa Ta COoCOOM BUKOPHCTAHHS, MIPSIMO
HE 3a3HAYCHHI Y JIIEH3IHHOMY TOTOBOPIi, BBAXAKOTHCSA TAKUMH, IIe HE HaJIaHi
JIeH31aTy.

Hanpukian, skmio ninensiitHa yroga nependadae 300paxeHHs Ha MapKax,
1€ )KOJTHUM YMHOM He JI03BOJIsIE HOro JPyKyBaTh Ha (yTOOJIKaX, CBITIIOTaX Ta
iHmomy ons3i. Ha e notpiben npsiMuit no3sis. Hagith sikiio 99 % BupyueHux
BiJI MPOaXy KOIITIB OyayTh nepeaani Ha qomomory 3CVY.

Orox, BiifHa He TPHUBIJ IS TOPYIICHb TA HEXTYBaHHS aBTOPCHKUMH TIpa-
Bamu. KosxeH i3 Hac poOUTH CBili BHecok. Bnana dotorpadis um xaptuna — 1e
aKTHB, YaCOM JY’Xe IOTY>KHHH, 1110 3aCIIyTOBY€ Ha II0Bary, siK i IpaBa Ha HbOTO.

Ingpopmauyiiini oxcepena
1. IIpo aBTOpCHKE MpaBo it cyMixKHI mpaBa: 3akoH Ykpaiau Bix 23 rpyaus 1993 p.//
BinomocTi Bepxosuoi Pamu. — 2003. — Ne40-44. — c1.21
2. Larson, Aaron (February 11, 2018). “Fair Use Doctrine and Copyright
Law”. ExpertLaw.com. Retrieved April 16, 2018.
3. LHueinbHuit kogeke Ykpainu: ogin. tekct Bix 16 ciuas 2003 poky. Bidomocmi
Bepxosnoi Paou Yrpainu. 2003. Ne 40. — ct. 1109.
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YK 316.101
TH®OPMAIIHI BINHU TA iX BILIUB HA CYCILILCTBO
Apmem Yynaxin, Anacmacia Kopakina

Xaprkiscokuii nayionanvHuii yHieepcumem padioeeKmpoHiku,
M. Xapkie, Ykpaina

Anomayin. Cv0200Hi piseHb pO36UMKY CEKMOpPY IHGOPMAYIIHO-KOMYHIKAYIUHUX
MEXHONO02TI BUSHAUAE PONb 0EpIHCABU Y CEIMOBIL eKOHOMIYI ma ii noaimuyHy 6acy Ha
MidcHapooHitl apeni. Tomy 6opomvba 3a iHgopmayito, O0CASHEHHA MA YMPUMAHHA H-
Gopmayitinoi nepesasu 6idicpae 6axcaugy poiv y 2eOnOIMUYHIl KOHKYpeHyii kpain. e
npu3800UNMs 00 NOWUPEHHs 3a2po3 iHghopmayitinit besneyi ma, wo we 2ipue 00 iHpop-
MAYIHUX BIUH.

Knrwuoei cnosa: ingpopmayiiina eitina, ingpopmayitina desnexa, ghetiku, ingpopma-
yisl, 6NAUE HA CYCNIILCMEBO.

Abstract. Today, the level of development of the information and communication
technologies sector determines the role of the state in the world economy and its
political weight in the international arena. Therefore, the struggle for information,
achieving and maintaining an information advantage plays an important role in the
geopolitical competition of countries. This leads to the proliferation of threats to
information security and, even worse, to information wars.

Keywords: information war, information security, fakes, information, influence on
society.

VY cydacHOoMy CBITI iH(poOpMaIliliHa BiifiHa € OHUM 13 HaHHEOE3MEUHIIUX
BHUIIB 30poi. BukopucTanHs cexpeTHOi iH(popMaIii, po3MOBCIOKEHHS Opy-
Iy, TIOIIUPECHHS HempaBAuBoi iHopMarlii, cnpodbu BBecTH B oMaHy iH(pOp-
MAIli€}0 CTAJTH CCHCOM KHUTTS JUIs 0arathox Jroaeil. A Bce ToMy 1o iHGpOp-
Mallis Ma€ BIUIMB Ha MacH, TOOTO SKIIO BJAJO MaHIMYyIIOBATH CBiIOMICTIO
Mac, TO MOXHa JOCSTTH NMPaKTHYHO OyAb-sIKOI METH: 3HUIIUTH OTIOHEHTA YU
IoYaTy BilHY.

YV XKypHaJIicTiB 1 He TiNIBKH, 30pOs B pyKax, ale He 3aBXKAW BOHA BUKOPHC-
TOBYETBCS 3a MpU3HaueHHAM. bepyun 3a (oH octanHi noxii B YkpaiHi, MOXHa
3pO3yMITH, IO OCHOBHA 0OpPOTHOA MiK MONITHYHUMH CHIIAMHU BEACTHCS 32 J1O-
moMororo iHdopmariii, To0To B KpaiHi movanacs iHpopmamiliHa BiifHa He rury-
TaiTe ii 3 KiOepBifHOIO — BIHOIO 3a JOMiIHYBaHHS B KiOEpIPOCTOPI; 3 MICHXOJIO-
TiYHOIO BiHOIO — BIHHOIO 3a IICHXOJIOTIYHY IlepeBary; paaioelIeKTPOHHOI0 —
6opoTr0a 3a TOMiIHYBaHHS B pamionmpocTopi; KibepsiiiHa — BiifHa 3a BHKOPHC-
TaHHS MEPEXEBUX TEXHOJIOTIH.
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Cawmi 3aco0u MacoBoi KOMyHiKallii € HOBUM “TIIPUPOAHUM PeCypcoM”’, sIKHA
30inbIIye cycrinbHe OaratctBo. TOOTO KOHKYpEHIisl 32 KOLITH, IUIONII 30yTy
TOLIO BIIXOJUTH 3a JAIITYHKH, IEPEBAKHO 32 OTPUMaHHs iHOpPMALfHUX pe-
CypciB Ta 3HaHb, IO IPU3BOJUTH 0 BiliHM B iH(popMauiiHOMy mpocTopi Ta 3a
JIOTTIOMOT010 30poi iH(dopMaIlliifHoro tumy. SIk MU BCi 3Ha€MO, ICTOPIisl BEIHKO-
MacmTaOHUX iHpOpPMaIifHIX TEXHOIOTIH, BiToMUX K “iH(popmariiiHa BiitHa”,
Haligye THcA4i pokiB. A M. MakitoeH BUCyBae 1ikaBy Te3y: “CrpamkHS TOTa-
JbHA BiliHa — 1€ BiffHa iH(opMarii”.

[Hdopmaniitna BiitHa — e momaHHA iHGOpPMAIT TAKUM YHHOM, 100 cdop-
MYBaTH HEOOXiIHI AYMKH, TPOMAJICBKY TYMKY, PO3TOPHYTY CHCTEMY AYMOK 3
MCBHUX MHUTaHb, HA KOPUCTh OpraHizaTopa abo rpymu ocid coriaabHOi iHpOp-
MaIliifHOT mpomnarauau. Y pe3ysbTaTi BAHUKAE HEOOXiMHE YCBIIOMIICHHS MaHi-
MYJIATOPOM THX Y IHIIMX (DAKTIB UM MOJIH, HEOOXiHA ePCIIEKTHBA Y1 JKUTTE-
Ba MO3MILIs 3 MHUTaHb, IKi paHille MICTHIM NPOTUPIYYSl YH HEMOPO3YMIiHHS. 3a
BIZICYTHOCTI NPOTHUPIY 1 ICHYyIOUHMX CTIMKHMX CHUCTEM JIyMOK 3aBJaHHs iH(opma-
iifHOT BifHU TOJIATae B TOMY, 00 MOPOKYBAaTH CYMHIBH, CISITH MPOTHPITIS 1
JIOMUCITY B ICHYIOUi IEpEeKOHAHHS.

P03BHUTOK JIIOAWHY BIAIITOBAHMHA TAKUM YHHOM, IO JIIOJMHA 3aBXKIH IIYy-
Ka€ BIAMOBINI Ha XBWJIFOIOYI ii MUTaHHS, i [i CYNEPewWINBI NMHUTAaHHI € He-
BiJI’€MHOIO0 YaCTHHOIO TMIOCTIHHOTO Mi3HABAIBLHOTO TpoIecy. Y MOJOAOMY Billi,
cepell MCHII OCBIYeHUX BEPCTB CYCIIILCTBA, 31 CIa0KOI0 CBIIOMICTIO, HE3piJtic-
TIO 1 MPOTJIMHAMK B 3HAHHSX, 3aBJaHHs iH(QOpMaLiHOT BiiHH MOJISTae B TOMY,
11100 3aKpUTH TX HEOOXiHOIO, JIETKO 3aCBOIOBAHOIO 1 HA MEPILIMH MO JIOTiY-
HOM iH(opMarliiero. be3ayMoBHO, y Mipy MiJBHIICHHS 00i3HAHOCTI BPA3JIUBICTh
3MEHILYETHCS, 1 B IbOMY BHUINaAKY iH(pOpMalliiiHa BiliHa BUMarae OiIbII CKIIa-
HHUX METOIB JUIsi CTBOPEHHS IiJI03pH, BUKOPHCTOBYIOUYH Pi3HOMaHITHI TPHii0-
MH, SIKi CHOTBOPIOIOTH iH(OpMalito, HalPUKIa, BUKOPUCTAHHS JIOTIYHUX J0-
Ka3iB sl MIATBEpPKEHHS MPaBIUBOCTI IUX (akTiB, Qanbcudikamis mocii-
JUKEHB 1 JIOKa3W TPHITyCKalOTh, 110 KEPTBa IIOBHUHHA BIPUTH 1 IpUAMarTn X Sk
CBOI NNEpEKOHAHHS.

[portroTpyta Bix iHGOpMAIIHOT BifHM — KOMIUIEKC 3aXOJIB ITiJ] 3arajib-
HOI0 Ha3BOIO iH(OpMaIliiiHa TirieHa, SKAH PO3KpHUBAE MexaHi3M OopoTsdu 3
iH(OpMamiiHOIO BIHHOIO, TIPOCTOI0O MOBOIO IIOSICHIOE, SIK 3aI00IrTH BUKOpHC-
TaHHS HempaBauBoi iHpopmamii. [lepeBipka mxepen iHhopMmariii, BUSIBICHHI
(helikOBMX HOBWH, 3arajibHi NMPOCBITHHUIBKI KaMIMaHii, 30CEpeHKEHHS HA MOX-
JMBOMY CIIOTBOPEHHI OKpeMHX (PAKTIB CYHPOTHBHUKAMH — II€ BCE aHTHIOTH
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iHpopmariiinoi BiitHu. Jleski cmocobu 0opoThOu 3 (elikoBOrO iH(POpMAILIED
300paxeni Ha puc. 1.

. IHTenekTyaneRi KomGiHoeaHi
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‘ THCRY Ha NPOTUBHUKA ‘

Pucyrnox 1 — Memoou ingpopmayiinoi’ Gopomvou

Pociiicbka ®enepanist Bexe OesnepepBHy iH(MOpMaliiiHy BiliHY NpoTH
YkpaiHH 3 MOMEHTY IIPOTOJOIICHHS YKpaiHOK He3ale)KHOCTI, OCOONIHBO,3
2013-2014 pokiB. [eski 3 KIIFOYOBUX 3aBAaHb I€l iHhopMaIliiiHoT BiftHM:

1. 3HM3UTH MOPATTLHUH TyX YKPATHCHKOTO HACETICHHS.

2. Jlemopaiti3yBaTH BiHiCbKOBOCIYKOOBIIIB 1 CIIOHYKATH [0 3PaLH.

3.V rpomansa Pocii Ta Ykpainu GhopMyeThes CIIOTBOpPEHE “MempiabayeH-
Hs’ TOTO, 110 BiZOYBA€THCS, a HE HOr0 pealbHUX MPUYMH 1 HACTIIKIB.

ITocTaBieHi 3aBIaHHS BHKOHYIOTHCS TIPAKTHYHO Yepe3 TOBHI KaHAJIH
3B’s13KYy, B OCHOBHOMY BKJIIO4arouu: Tpaauiiiai 3MI, enekrponni 3MI (teneda-
4yeHHs ), inTepHeT 3MI, comianbHi MEPEXKH.

3arajiom, CBIT HE CTOIThL Ha MICIIi, 1 TEXHIYHMI ITPOrpec 030por0e CydacHy
JIIOJUHY HE JIMIIe HOBHUMM BJOCKOHAJICHHMMH 3aco0aMH BHPOOHUIITBA Ta KO-
MYHIKaIlii, a i 3aco0aMu 3HUIICHHS ceOe Ta iHIIuX. SIKIIO MPaBUILHO PO3YMITH
BaKJIMBICTh 1H(OPMAIIHHUX MPoOJIeM, TO CbOIOHI CIiJ pyXaTucs A0 iX Mo0-
naHHA, ajpke iHdopmariitHa 30pos 31aTHa 3HHUIUTH HAWTOJIOBHIIIE, IO € Y
JIFOJUHHA — 11 CBIJIOMICT.
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DEVELOPMENT OF SOFTWARE
FOR COUNTING THE NUMBER OF REPETITIONS
OF PHYSICAL EXERCISES WITH VOICE CONTROL

Bohdan Bondarenko, Maryna Sydorova
Oles Honchar Dnipro National University, Dnipro, Ukraine

Anomauin. Ilpuxiaone npocpamte 3a6e3neueHHs € CYMmeSUM NOMIYHUKOM ) HAUPI3-
HoMaHimuiwux cghepax noocvkozo dcumms. Cnopm ma QizuuHa GKmusHICMb He € GUKIIO-
uennsim. Memoio yiei pobomu € cmeopents npoepamHo2o 000amKy Oist KOHMPOIIO BUKOHAH-
Hs izuuHUX 6npas, AKULL 00360J51E€ PO3NIZHABAMU, PAXYBAMU A BeCMU CIAMUCIUKY GUKO-
Hanux enpas kopucmyeaua. /s cnpowients 83acMooii peanizo8aHo 2010c08e Kepy6aHHs.

Knrouosi cnosa: npoepamuuii 0o0amok, Kiacugpikayis 300pasicensb, 2010cose
KepysamHsi.

Abstract. Application software is an essential assistant in the most diverse areas of
human life. Sports and physical activity are no exception. The purpose of this work is to
create a software application for monitoring the performance of physical exercises,
which allows recognizing, counting and keeping statistics of the performed exercises of
the user. To simplify interaction, voice control is implemented.

Keywords: software application, image classification, voice control.

Movement is life, no one is going to argue with this, but, unfortunately, a
huge number of factors, such as a pandemic, economic problems in various parts
of the world, war — all of them have greatly changed the approach to life for lots
of people. Many lost the opportunity to exercise due to the closure of gyms.
Others cannot find enough time to pack their bags, go to some gym that is located
far from home and return home after training. And this, in fact, is an enormous
problem. Of course, you can question yourself — why go to the gym, if you can
exercise right at your place? In fact, everything is not as simple as it seems. Gym
sessions with friends are very different from exercising at home on your own. The
biggest problem was, is, and always will be — motivation. Simple agreement with
several friends to be in the gym at seven o’clock in the evening, makes it much
more difficult to find a reason not to go there. Alone, a person can rarely find
enough motivation and interest for such individual trainings, and even if this per-
son can, it is, more likely, an exception to the rule than the rule itself. Fortunately,
there is a fairly simple way to gain enough motivation to go to the gym or just to
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exercise at home — music. It has been scientifically proven that music has the
ability to provide significant positive effects for those engaged in sports and
athletes, in particular, in the field of enhancing affective reactions and improving
physical performance, as well as in terms of reducing perceived stress and more
efficient use of oxygen [1]. What is more, it seems that the problem should be
solved, but in fact — not yet, not so simple. There is one huge downside to training
with music — it is impossible to properly count the number of repetitions of
exercises when there is disco party in your ears. Loud and active music helps to
concentrate on the correct execution of the exercise, but, as you can guess,
interferes with counting the number of repetitions. Because of this, it was decided
to develop an application that would count the number of repetitions of different
exercises and help to fully concentrate on the correctness of physical exercise.

Voice-controlled software for image classification that would help monitor
the performance of physical exercises, with possible expansion of functionality,
had to be developed. Why exercises and image classification? How are those top-
ics related? The thing is, a huge number of exercises consists of two states. The
beginning of the exercise, conventionally, the lowest position, and the moment
when we can say that the exercise was performed once, conventionally — the
highest point. For example, for pull-ups: the first class — when a person hangs on
straight arms, the second class — when a person is at the top point, that is, when you
can say that the exercise has been completed one time, for dumbbell bicep curls,
the first class, the beginning of the exercise is when the arm is almost completely
relaxed, the dumbbell is at the lowest position, the second class — hand is contract-
ed, and the dumbbell is at the highest position. Of course, not all exercises can be
counted using this method. For example, isometric exercises such as the plank —
globally consist of one class — the highest point, the body is tense and fixed. In the
future, it is possible to develop a special features for static exercises, in which only
the time of correct execution of the exercise will be calculated.

Globally, the main task was to separate the images into two classes, the
images at the beginning of the exercise and the images of a certain peak point of
the exercise. Various methods, algorithms and approaches for image
classification were researched and considered solving the given problem. After
that, based on the results of scientific research [2], it was decided to use several
methods as Support Vector Machine (SVM), k-Nearest Neighbors (k-NN) and
Random Forest. These methods proved to be the best during the initial tests of
the application. Other methods, such as AdaBoost and Multi-layer Perception
classifier, did not learn as fast and did not work as stable, that is why they were
not included in the application.

The Python programming language was chosen to create the application. The
GUI part was created using the Tkinter framework. The scikit-learn library was
used as a source of classifiers, and the SpeechRecognition library was used to per-
form speech recognition. With the help of these tools, an application was developed.
Using a built-in or external webcam, the application takes, works with and saves a
certain number of photos for the first and second classes. After that, the application
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trains the model and when counting function is enabled — counts the number of rep-
etitions of the physical exercise. All the functions can be used with voice control.

The implementation of the ability to control the application with the help of
voice brought a huge benefit and convenience when using the application. The
most important part of the adequate operation of the classifier and the whole ap-
plication is a sufficient number of high-quality photos, which could easily be di-
vided into two classes. Therefore, the more photos are used to train the model, the
better the classifier. It will positively influence determination of the current pic-
ture from the webcam and answer whether this picture belongs to a certain class.
At the first stage of the development of the program, taking photos in the applica-
tion took place only using a button in the interface. Each time the button was
pressed, the application saved one photo. The problem was that for almost any
physical exercise, this method was quite inconvenient. Even the usual dumbbell
bicep curls required a fixed position, in which it was not very convenient to reach
for a computer mouse or for a laptop and press the button to save the photo for
one or another class. In addition, not all exercises can be performed while sitting
in front of a webcam. For example — push-ups, pull-ups, squats, exercises with
barbell, etc. All these problems are easily solved by voice recognition. The recog-
nition itself takes place using the Google API Client. It can recognize multiple
languages, but this software uses default settings, so it recognizes English lan-
guage. A list of words is defined inside the application, and each time recognized
text matches the defined word — various functions are activated, such as “take 50
photos”, “train model”, “start counting” and others. Basically, this allows the user
to do things that have not been possible until now. Use case can be as simple as it
seems. User activates voice recognition, move away from the webcam, take a
comfortable starting position for physical exercise, then user says something like
“first class”, after which the application will take the selected number of photos.
Next steps are “second class”, “train model”, “count” or “start counting”.

Quite helpful feature that has been implemented, added an ability to save
trained model or load previously created one. This saves the user a huge amount
of time, since it is not necessary to take photos for both classes and train the
model each time the user wants to exercise.

During the implementation of the application, the problem of software with
similar functionality was identified and resolved. Due to the constant display of the
main interface and the image from the webcam, any third-party process, like speech
recognition or model training, led to a complete freeze of the interface along with
the image from the webcam. In order to solve this — the async module was used.
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“TEMPERATURKA BOT”: A CHAT-BOT IS LAUNCHED
THAT HELPS MONITOR YOUR HEALTH

Nazar Hembara

Chef Executive Officer of Chatbot development company BotsCrew
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Abstract. In order to decide which chatbot we want to create, we need to find out
what types they are and what their functional differences are. A chatbot is similar to a
regular messaging app, but the difference is when one of the recipients of the messag-
es is a bot. In other words, to describe a situation like when a person communicates
with a robot (computer). Conversation messages can be sent using several means,
such as voice commands, test chats, graphical interfaces, or graphical widgets. Today,
chatbots are a popular system that, by themselves, can help a person in performing
many tasks. In particular, a developed chatbot for detecting the symptoms of the coro-
navirus is presented.

Keywords: chat bot, program, messenger, robot, widget.

Anomauia. /[ns moeo, wob eupiviumu SAKutl 4am-60m Mu Xo4emMo Cmeopumu, no-
MPIOHO GUHAYUMU SKUX AKMYATbHUX MUNi6 8OHU OY6aiomp i AKa pisHuys ix QyHKYioHa-
. Yam-6om cxodrcutl Ha 36UNAURY NPOSPamMy OJisk 0OMIHY NOGIOOMIEHHAMU, dle 8iOMiH-
HICMb NONASAE 8 MOMY, WO OOHUM I3 00epIICY8AYi8 nogioomaeHs € pobom. Inwumu cio-
eamu, wob onucamu cumyayilo, AK KOIU JIOOUHA CRIIKYEMbCA 3  pPoOOmMoM
(komn ‘tomepom). I[108i00MAEHHA POIMOBU MONHCHA HAOCUIAU 3a OONOMO20K KLTbKOX
3ac06i8, MmaKux AK 20A0CO8I KOMAHOU, mecmosi uamu, epagiuni immepgheiicu adbo
epaiuni gioxcemu. Ha cbo2o0ni wam-6omu € nONyIapHoIO CUCMeMOI0, KA, 81ACHOPYY,
Modce donomoemu AOOUHI Y BUKOHAHHI 6a2amvbox 3a80anb. 30Kpema npeocmasieHuil
Ppo3pobnenuti wam-60m O GUAGIEHHS CUMNIOMIE KOPOHABIPYCY.

Knrouogi cnosa:uam-bom, npozpama, mecendicep, pobom, giodxcem.

The first information about the bot can be considered an experiment — name-
ly, the Turing test, published in 1950, which boils down to the fact that artificial
intelligence can be recognized as a program capable of conducting a similar con-
versation to a person In 1966, MIT professor Joseph Weitzenbaum wrote the ELI-
ZA program. She imitated the speech of the stereotypical psychotherapist, con-
stantly answering the lines of the human interlocutor with counter questions. Alt-
hough communication was an illusion, and a primitive one at that, Weisenbaum
was amazed by how much people were interested in the conversation [1].
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By 1990, the tree-based rule sets underlying ELIZA and other similar pro-
grams had become so elaborate and complex that the test Turing turned from a
philosophical concept into a real test. The annual Al Loebner Award was estab-
lished. Then the very concept of “chat-bot” appeared. It is customary to associ-
ate it with Julia — electronic assistant, designed by Michael moldings in 1994.
Julia was much better at simulating communication than her predecessors, but
still used key words to select appropriate cues. It was a year later featured bot
A.L.I.C.E. (Artificial Linguistic Internet Computer Entity), which formulates
appropriate phrases using heuristic pattern analysis. Communication with
A.L.I.C.E. already resembled a full-fledged dialogue. The program never
passed the Turing test, but it was recognized three times (in 2000, 2001, 2004)
as the best chatbot of the Al Loebner competition. Beat this record succeeded
Mitsuku, developed by the British Steve Worswick, only in 2018. In 2006, the
IBM company began the development of the supercomputer Watson, which has
encyclopedic knowledge and could provide answers to questions, asked aloud
Four years later, similar solutions became available to the general public. Apple
introduced the voice assistant Siri (Speech 12 Interpretation and Recognition
Interface), and then appeared Google Now, Alexa from Amazon, Microsoft
Cortana and Yandex Alice [1]. At the same time, the principles and technolo-
gies of machine learning that underlie voice assistants have ceased to be the
prerogative of corporations. With their help, classic chatbots have become much
smarter, have become reliable enough for commercial use and became popular
with users.

Today, bots are becoming the de facto interface standard for interacting
with software services. This is due to the widespread use of messaging plat-
forms (for example, Facebook Messenger for users of the social network and
Slack for developers), and thanks in part to advances in natural language under-
standing tools, which are supported by many bots. Another driving force is the
massive use of big data and machine learning algorithms: bots are convenient as
a user interface 13 for interacting with systems that provide answers based on
the results of the analysis of huge volumes of information. Large software com-
panies recognize the convenience of bots for the integration of services, com-
munication channels and user association. Facebook, for example, wants to
gradually replace bots on the exchange platform all programs with Messenger
messages, and Microsoft claims that the operating system of the future is “a
dialogue as a platform”.

Lviv IT Cluster together with the BotsCrew company presented the “Bot
Temperature” project in Lviv. This is a special chatbot that will help you
monitor your health on a daily basis. Lviv Mayor Andriy Sadovy invited
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everyone to actively use the chatbot, and young people to teach their parents,
grandparents [2]. Now it’s even easier to monitor your health. Lviv IT Cluster
together with the company BotsCrew developed TemperaturkaBot.

The app asks the user about their health and symptoms of COVID-19 via
FaceBook Messenger. If signs of the disease are detected, the application rec-
ommends staying at home or contacting a doctor. In this way, we can under-
stand what the average temperature is in Lviv. It is very useful and convenient.
You can join here — https://bit.ly/2BWnp10

Take care! “Andriy Sadovy noted”. This is a chatbot in FaceBook Messen-
ger that allows you to collect information about a person’s state of health and
give him recommendations, whether he has symptoms of the coronavirus or not.
There is a link to a FaceBook page and you can message him just like you
communicate with your colleagues and friends. He asks what is your tempera-
ture, and then — the most popular symptoms — whether there is shortness of
breath, whether there were contacts with confirmed infected people, there are
questions about travel, etc. “I will definitely use it and recommend it to my
friends. Young people are responsible for their health and the health of their
relatives. It is necessary to teach grandparents and parents how to use this chat-
bot, to do everything possible to make it a daily use”, said Andriy Sadovy, the
mayor of the city.

The chatbot works on the basis of the Facebook Messenger platform. Eve-
ry day, the bot sends an automatic reminder for the user to update their stats and
share information about themselves. This happens in a fairly easy and playful
way. Therefore, the project will allow monitoring the dynamics of indicators of
people’s well-being and body temperature.

In addition, on the basis of the results received from the users of the pro-
ject, a depersonalized analysis of the symptoms of the users will take place.
Therefore, it will become an additional source of information for assessing the
epidemiological situation. The project is implemented with the support of Lviv
IT Cluster as part of the United for Health initiative [2].
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RESEARCH OF THE PROBLEM AND CREATION OF A WEB-BASED
DECISION SUPPORT APPLICATION BASED
ON EXPERT EVALUATION
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Abstract. Almost any sphere of human activity is associated with the need to make
decisions. The aim of this work is to develop a web application for expert evaluation and
decision support based on collective choice methods, which will allow to quickly and
efficiently generate recommendations to a person, based on expert assessments and
collective choice methods.

Keywords: expert evaluation, decision making methods, Saaty method, web
application, Angular 14, ASP.NET Core.

Anomayin. Maiisice 6y0v-sika chepa OisibHOCMI THOOUHU NOG A3aHA 3 HEOOXIOHIC-
mro nputiamms piwens. Memoio yici pobomu € po3pobrenus 6e6000amKy 01 excnep-
MHO20 OYIHIOGAHHS MA NIOMPUMKU NPULHAMMSL PilleHb HA OCHOBL Memooié KOIeKMue-
HO20 8UOOPY, WO 00360AUMb WEUOKO MA AKICHO cgopmysamu pekomeHOayii ocobi, Ha
OCHOGI eKCNepMHUX OYIHOK Ma MemOo0i6 KONeKMUSHO20 8UOOP)Y.

Knrwuoei cnosa: excnepmue oyiHIO8AHHA, MemMOOU NPUUHAMMA DilieHb, Memoo
Caami, seboooamox, Angular 14, ASP.NET Core.

Almost any field of human activity is inextricably linked to decision-making
processes. People have always made decisions based on their own experience,
intuition and common sense. In this case, as a rule, the author himself is not able
to describe the exact path that led to the choice of the decision, although there is
every reason to believe that he somehow took into account and weighed all
aspects of the decision. The ability to make decisions that give the best results in
various difficult situations has always been considered an art.

Decision theory studies the process of how people choose to solve complex
problems. Under decision making we will understand a special process of
human activity aimed at choosing the best course of action.

Aristotle formulated a basic concept describing the decision-making
approach. During the Second World War, based on military needs, a formal
mathematical approach was fully implemented within the theory of operations
research. The science of choosing the best decision option as an independent
discipline — decision theory — was developed quite recently, in the early 1960s.
At the same time, the main goal of this theory was formulated — to rationalize
the decision-making process.

In general, the decision-making problem consists in ranking alternatives by
quantitative estimates of their expected efficiency.
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Decision theory methods are designed to support decision making in the
study of complex systems (environmental, economic, technical). Examples of
tasks can be any elections (presidential, parliamentary), the process of choosing
the purchase of equipment (mobile phone, TV, washing machine), choosing the
direction of potential investment, evaluation of job offers.

The decision-making problem arises when there is a certain number of
given alternatives (choices) in order to achieve a certain result. In this case, the
best alternative in a certain sense is chosen.

The most important role in decision making is played by a person who is
called a decision maker. As a rule, this is a competent person in his/her field,
who has some experience and relevant authority. There is also a problem owner
— a person who has to solve the problem and take responsibility for it. Very
often the decision maker and the problem owner are different people. Often,
professionals, experts in a particular field are involved in the decision-making
process to solve the problem.

Automation of the expert evaluation process and processing of results for
aggregation of preferences is a relevant area of research. Therefore, the aim of
this work is to create a web application for expert evaluation and decision
support based on collective choice methods, which will allow you to quickly
and efficiently generate recommendations to a person based on expert
assessments and collective choice methods.

In order to make a certain decision, a goal must be formulated — the goal
that one wants to achieve by making a decision.

In the decision-making process, there are always several options for achieving
a certain goal, i.e. decision options. They are called alternatives. Alternatives can
be independent and dependent. Independent alternatives are such alternatives, any
action with which does not affect the quality of other alternatives.

Each alternative has a certain number of properties that influence the
potential choice of one of the alternatives. Each property is a certain degree of
influence of alternatives on achieving a given result. This property is called a
criterion — some category that reflects an important property of the alternative.
There are quantitative and qualitative criteria.

Quantitative criterion — reflects a property of an alternative that can be
measured on some common scale, such as weight, cost, distance.

Qualitative criterion — reflects the property of the alternative that cannot be
naturally expressed in numbers, for example, the quality of comfort, the level of
motivation of employees.

The analytical hierarchy approach is appropriate when we have a rather
small number of options for solving the problem, i.e. alternatives. The approach
can be divided into several stages:

—structuring the problem in the form with several levels: goal, criteria,
alternatives;
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— carrying out pairwise comparisons of the elements of each level. The re-
sults of comparisons are converting into numbers;

— calculation of importance coefficients for the elements of each level,

— calculate the quality weight of each alternative and determine the best one.

At the lower level of the hierarchical scheme, the given alternatives are
compared for each criterion separately.

The main advantage of the analytical hierarchy method is its focus on
comparing realistically given alternatives. Also this method can be applied even
when experts cannot accurately assess the given criteria.

However, there is also a rather significant disadvantage of the analytical
hierarchy method — the addition of a new alternative can lead to a change in the
preferences of the previously given two alternatives.

As a result of the work, a web application was developed to solve the
problem of decision-making using analytical hierarchy methods. The following
tasks were implemented:

—the main structure of main application was created, the backend and
frontend parts were configured,;

— developed the functionality of user registration and authorization;

— the file format for reading is selected, it structure is developed;

— parsing data from a file is implemented;

— the algorithm of analytical hierarchy is implemented;

— an algorithm was applied based on the created files;

— the quality of the obtained results was assessed and conclusions were
drawn for further research on the theory of analytical hierarchy methods.

The author of the expertise has the opportunity to involve experts, the scores
are stored in the database and used as input for collective decision-making
methods. The software also makes it possible to assess the competence and
consistency of experts, which is quite important in the methods of aggregation of
preferences. The system consists of two modules, the first module is designed to
ensure the functioning of the site, and the second is the computational part, which
implements the computational schemes of the methods.

To create the application, the programming language C# and the platform for
developing web applications ASP.NET Core were chosen — for backend
development, the frontend part was developed using the Angular 14 Framework.

During the development, the Saaty analytical hierarchy method was used to
solve the decision-making problem. Various experiments were conducted with
different data sets (different number and order of criteria, adding new alternatives).
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KJACHU®IKAIIL TOJATKIB

Oneca I'onosama, Cepziit Ilonumax, Mapin Hasumka

Kacpeopa ynpaeninnsa ingpopmauiiinoro 6e3nexoro JIvgigcokozo deprcasnozo
yHigepcumemy Oe3nexu scummeoianvrnocmi, m. JIveie, Yxpainai

Anomauin. B pobomi npogedero ananiz cucmemamuzayii 0ooamxis. Ilpusnauen-
Hs, 061aCcmb 8UKOPUCMAHHA, iHmepghelic, 0b1acmb GUKOPUCMAHHA Ma YHIQIKo8aHicmb
3AAUMAIOMBCSA 2008HUMU KpUmepisamu  Kiacugixayii 000amkis.

Knrwuosi cnosa: 0ooamox, 3acmocynok, npoepamue 3abesneuenis, Web-oooamxu,
MOoO6inbHi 3acmocyrku, Desktop-3acmocynxu.

Abstract. The paper analyzes the systematization of applications. Purpose, field of
use, interface, field of use and uniformity remain the main criteria in the classification of
applications.

Keywords: application, application, software, Web applications, mobile
applications, Desktop applications.

TexHosorii CTPIMKO pPO3BHBAIOThCSA, OaraTo3afadHi 3acTOCYHKH CTarOTh
HEaKTyaJbHUMH, aJDKEe IIBUAKICTH Ta IMPOMYKTUBHICTh TaKMX 3aCTOCYHKIB €
Jy’Ke HU3bKOI0. Taka HU3bKa IIBHAAKICTH MOB’s3aHA i3 BIYHAM “‘IiajoroM” Ko-
pHCcTyBada i3 cepBepoM, aJKe Ha KOXKHY IiI0 KOpHUCTyBada 3 cepBepa 3aruTy-
€TBCSl HOBA CTOpiHKa 1 BiZOyBa€ThCsl MOBHE I€pE3aBaHTAKEHHS 3aCTOCYHKY,
HaBiTh SIKIIO 3MiHKM OYy/M He3HaYHMMHM. Ha 3MiHy M npuiinui mBuaKi, TUHAMI-
YHi, IHTepaKTHBHI, HEJIETKi B MMPOEKTYBaHHI 1 po3pOOJICHHI HEBEIHKI 3aCTOCYH-
KU, aJie 3aBIsSKH BEJIUKIH KiJIbKOCTI JIOTIKH 5K Ha KIIIEHTCHKIN, TaK 1 HA CepBep-
Hiff yacTHMHAX 1X MOXXHa Ha3WBaTH MOBHOMIHHMMY Jlomatkamu. JlogaTok — me
HaOip IHCTPYKUIN y BUIIANI ciiB, nu(p, KOIIB, CXeM, CHUMBOIIB, a00 y OyIb-
SKOMY BUIJISII, IO B MOJaJIbIIOMY BUPAXKAETHCS B Takii Gopmi, sika mpuaaTHa
JUTSL 3YATYBaHHSI KOMIT IOTEPOM Ta KEPYIOTh POOOTOI0 KOMIT IOTEpa sl TOCST-
HEeHHA O0akaHOTO pe3ynsTary. Came B Ieif MOMEHT Iepes po3poOHHKaMH MOc-
TaJI0 MUTAHHS MiJBUILEHHS IIBUAKOCTI 1 MpoayKTUBHOCTI [logaTkiB, amke Ko-
pHUCTyBadi CTalOTh BCE OUTBII HE TEPIUITYMMH Ta BHMOTJIMBHMH, TOMY HEIpa-
BIJIBHO 0OpaHi METOIM Ta IHCTPYMEHTH po3pobieHHs JlomaTka MOXYTh MPH3-
BECTH JI0 IPOBAILHOTO MPOEKTY, SIKMH 3JIMIIUTHCS 11033 yBarolo KIIE€HTIB.

3a npU3HAYEeHHSIM JI0JIaTKH MOYKHA MTOUINTH Ha:

— IIpuknazgHi — Ti K1 BUPIIYIOTH NpUKIaaHi (OyaeHH1), OMHOTUIHI 3a1adi,
HalpyKJa] Ta Jal0Th KOHKPETHUH pe3ysbTaT. Hampukiiaa: peaakTtopu TEKCTY,
€JICKTPOHHI Tabnu1i, rpadiyni peaakTopH.
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— I[lakeTH NpUKIAIHUX TPOTpaM — I KOMIUIEKC B3a€EMOIIOB’S3aHUX MiX
coboro mpukmagHux nporpaM. Hampuxman maker Microsoft Office mo sikoro
Bxoauth Word, Excel, PowerPoint, Teams i T.

— CHcTeMHi — Ti AKi B3a€MOIIIOTH 3 OIEPALiiHOI0 CHCTEMOO, a0 3aJ1i30M
KoMIT'foTepa. B 0OCHOBHOMY BOHM IpH3HaueHi Ui 3a0e3Me4YeHHs Mpare3aaTHO-
cti [IK, ioro HamaromkeHHas i TA. Jlo IMX MOJAaTKIB BiTHOCATHCS HAIPUKIA
oreparliiHi cucremu, abo apanBepu.

— IHCTpyMeHTabHI — MpU3HAaYeH] Ui HamucaHHS nmporpam. [lpuknanamu
TaKUX JIONATKIB € IHTErpoBaHi cepenoBUIa po3poOku, Taki sk Eclipse,
PyCharm, CLion, Visual Studio Code i Tx.

— Cucremu ynpaiiHHs 0a3aMu JaHUX — KOMIUIEKC pOrpaM i MOBHHX 3a-
c00iB, MPU3HAYCHUX JUIS CTBOPEHHS, BEICHHS | BUKOPUCTAHHS 0a3 JaHHX.

BimHOCHO 001aCTi BUKOPHCTAHHS:

— BepTtukansae mporpamHae 3a0e3nedeHHs — po3poOJIcHe 3a iHIMBITyahb-
HUM 3aMOBJICHHSIM U1l KOHKPETHOTO 3aBIaHHs

— ['opu3oHTaNBHE IpOrpaMHe 3a0e3NeUeHHs — NPU3HAYCeHE ISl MacOBOIO
BUKOPHCTAHHS, Ta BUPIIICHHS IUPOKOT0 KoJia 3aa4

3a inTepdeiicom:

— Web-monatku — Ti qogaTku, B3a€MOJIist 3 AKUMHU BiZOyBaeThCs y Opayse-
pi, a JIoTiKa camMOi IpOTrpaMu BUKOHYETHCS HAa BiTaICHOMY CepBepi.

— Desktop-zacTocyHkr — Taki JOAATKH, SIKi BiIKPHBAIOTHCS B pOOOUOMY
BiKHI KOMII FOTepa.

— MoOibHI 3aCTOCYHKH, Ti IO MPALIOIOTh HA cMapTOHAax IiJ KepyBaH-
HAM omepariiitnoi cuctemu Android, abo 10S.

3a cryneHem yHidikoBaHOCTI:

— [Inardopmo3anexHi 3aCTOCYHKH — II€ Ti, IO MPAMOIOTH HA OJHOMY THITI
MPUCTPOIO abo onepariiiHiii cucremi.

— KpocmratgopmoBi 3acTOCYHKH — 37aTHI MPAMIOBATH HE3AIEKHO Bif Pi3-
HOBUJLY IIPUCTPOIO, apXITEKTYpH Horo npoiecopa abo ornepaniiHoi CUCTEMH.

Po3poOka nonmatkiB — 1e KOMIDIEKCHHUI Mpolec, sKHil nepeadavae 3amy-
YEeHHsI IIMPOKOTO CIEKTPY CHEliaNiCTiB Ta TEXHOJOTiHd. Y xoni peanizauii Ma-
10Th OyTH TNependadeHi KOHKPETHO BU3HAYEHI paMKU 00OB’SI3KIB BCIiX y4acHH-
KiB pO3pOOKH, a TaKOX IHCTPYKIII Ta MOPSJIOK 3aTy4eHHS CIICIialiCTiB.
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AHAJII3 BEPTUKAJII
PO3POBKHU ITPOI'PAMHOTI'O 3ABE3ITEYEHHS

Maniin I'puuenxo, Onexcandp Cunuys, Mapia Hasumxka

Kacpeopa ynpaeninnsa ingpopmauiinoro 6e3nexoro JIvgigcokozo deprcasnozo
YHigepcumemy be3nexu yxcummeoianvHocmi, m. Jlveie, Ykpaina

Anomauia. 3 memoro cmanoapmu3zayii ma yOOCKOHANEHHS npoyecy po3pooKu, 3a-
npogaodiceno cmanoapm ISO/IEC 12207:2008 “System and sofiware engineering —
Software life cycle processes” B daniti cmammi npogedeHo ananiz pooim Ha KOHCHOMY
emani po3pobxu npocpamuozo 3abesneuenus 32iono cmanoapm ISO/IEC 12207:2008
:po32nA0 npeomemnoi 06nacmi, NPOEKMYSaHHA CIMPYKMYPU npospamu. ma Ou3aiiny iH-
mepdgheiicy, peanizayii 6 KOOI, mecmy8anHa Mma 6NPOBAONCEHHS NPOSPAMU, NIOMPUMKA
113 ma piwenns npo yinkogumy 8iomMosy 6i0 BUKOPUCMAHHS NPOSPAMU.

Knrwuoei cnosa: npocpamne 3abe3neuenns, npeomemua o61acmo.

Abstract. In order to standardize and improve the development process, the
ISO/IEC 12207:2008 standard ““System and software engineering — Software life cycle
processes” was introduced. This article analyzes the work at each stage of software
development according to the ISO/IEC 12207:2008 standard: review of the subject of
the field, design of the program structure and interface design, implementation in the
code, testing and implementation of the program, software support and the decision to
completely abandon the use of the program.

Keywords: software, subject area.

Po3pobka mporpamMHOro 3a0e3nedeHHs e He JIMIle HAMUCAHHS MPOTPaMH
Ta OTPUMAaHHs OIUIaTH 32 poboty. Lle HabaraTo mmpIIe HOHSITTS, SIKE BKIIIOYAE B
ce0e MiATPUMKY, BUTIPABJICHHS [TOMWJIOK, CHCTEMHHH aHalli3 He JHIIe 0co0Iu-
BOCTEH CHCTEM MOJCIIOBAHHS 1 pO3po0KH, aje i mpenmeTHOl obmacti. Po3po06-
Ka JI0JIaTKy MIOYMHAETHCS 3 TOTPEOU B caMOMy JO/ATKy. SIKIO Ha pUHKY Ie HEe
ICHYy€ pimieHs, ki 0 3MOTiH 1i 3a/{0BOJILHATH, €IMHUM BHXOJIOM 3aJIMIIAETHCS
PO3po0OUTH, CAMOCTIHHO, 200 i3 3aITyYCHHSM CIICIIIANTICTIB, e TOaTOK.

3a3BH4ail 111 MacITaOHUX MPOEKTIB, BENUKI (hipMHU 3BEPTAIOTHCS 0 ayT-
COPCHHTOBUX KOMIIaHIH, SKi 1 pO3pOOIATHMYTh IS HUX IIeH MPOIAYKT, BUKOPH-
CTOBYIOYH IIEBHHUI CTaH/IAPT.

[Tlicna BcTaHOBNEHHA MOTPeOM, BU3HAYAIOTHCS BUMOTH /10 MaiOyTHBOTO
MporpaMHOTO 3a6e3nedeHHs. TyT 3aMOBHHK, pa3oMm 3 Oi3Hec aHamiTukamu 1T
KOMIIaHii ONpaIboBy€e YiTKHUH IUIaH TOTO IIO ITOBHHEH BMITH MailOyTHIN 3acTO-
CYHOK. B pe3ynbTaTi 40ro CKIaJaeThCsl TEXHIUHE 3aBAaHHs. TakoX Ha IbOMY
eTari J{y’Ke BaXKJIMBOIO KOMIIOHEHTOIO € CJIOBHUK TE€PMIiHiB, 110 OyyTh BUKOpH-
ctaHi B npoekTi. [ToTpiOeH BiH TOMY 110 MPOTrpaMicCTH HE € iHKeHepaMH LIHPO-
KOTro MpoQuIIo 1 SKIIO NporpamMHe 3a0e3NeueHHs NPU3HAUYeHe s, HalpUKIIa,
Menu4uHoi cepu, To oueBUIHO B iHTepdeiic i€l mporpamu OyayTh BXXKMBATHCS
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TIeBHI MEIWYHI TEPMiHU SKi HEeBifmoMmi mporpamictam. ToMy sl KOPEKTHOTO
HAaIMCaHHs MPOTPpaMH BiH MOTPiOeH.

Ko o 3aBepIeHHIO MEPIIOro eTary € TOTOBEe TEXHIYHE 3aBJaHHs 1 CII0-
BHUK, IIEPEXOISITh 10 HACTYITHOI'O — IPOEKTyBaHHs. J[o podoTu GepyThes apxi-
TEKTOPH 1 Ju3aliHEpH. APXITEKTOPU CTBOPIOIOTH BIPTYaJIbHY MOEIb 3aCTOCYH-
Ky. BoHa Mo>xe OyTu He ocTaTO4Ha Ta MOKE 3MIHIOBATHCH B IPOIIECi HAIUCAH-
Hs, TIPOTE 3apa3 BiJ Hel Bce Oyze BimmuToBXyBatuch. Lo crocyerbes nusaiine-
PiB, TO BOHH CTBOPIOIOTH MPOTOTH iHTEpheEHCYy.

Matoun mpotoTur iHTEepdeiicy i au3aiftH, po3pOOHHKHA CTBOPIOIOTH CaMy
nporpamy. B pesynbrati iboro Oyne oTpUMaHO MPOTPAMHHUMA KO — TE IO Ipa-
IIO€, 1 TPOTpaMHy JOKYMEHTAIII0 — T€ IO TOSICHIOE SIK IPAIIOE KOJI.

[Ticns HammcaHHS KOXy, 00OB’S3KOBO HacTymae (aza TecTyBaHHS. SKmio
3aHYPUTHCEH B icTOpiro po3BuTKY IT, To poki 10-15 ToMy, TecTepiB K TakKuxX HE
OyJ10 1 MpOrpaMicTu cami TecTyBajiM cBiil kon. [IpoTe moeanyBatH 1i 1Bi podo-
TH OyII0 3aHaJTO JOBro, BXKO 1 B MiACYMKY HesKicHO. ToMmy wi Ba 3aBAaHHA
po3ainuiy 1 3’sBunacst Taka npodecis SIK TecTyBaJbHUK. TecTyBaJIbHUK TpO-
rpamMHOr0 3a0e3NedeHHs MOTPiOeH Il TOro 100 MepeBipsTH KOJ HallUCaHHi
nporpamicramu. B 3ajexHOCTI Bii TOrO sSIKy IOMHJIKY Oy/ie BUSIBIICHO TECTYyBa-
JIbHUKaMHM, poOoTy OyJie IOBEPHEHO Ha BiJIOBIAHMH €Tan Ha JOOIPAaIFOBaHHS.
SIkmio mporpama He mparftoe — ii MoBepTaroTh po3poOHUKaM. Skmio crienudika-
ISl He € 3aJI0BOJICHA, TOOTO MporpamMa poOUTh HE T€ YOTO XOTiB 3aMOBHUK, 11
MIOBEPTAIOTh HA CTAJII0 MPOEKTYBAaHHA. SIKIIO B3arasi BUSBUTHCS IO pealtizaris
THX pedel sSKi Xoue 3aMOBHHK € HEMOJXKJINBA, i Oy/ie ITOBEepHEHO Ha CTa/lil0 BH-
3HAYEHHS BHMOT, a BCi €TaIH JJOBEIETHCS IPOXOIUTH ITOBTPOHO.

Ko mporpama Bike € BIATECTOBAHOIO — i BHIAIOTh 3aMOBHHKY, [TOYHHA-
€TbCS eTan ekciutyaranii. Takox pa3oM i3 MporpaMmor0 3aMOBHUK OTPHMYE TaK
3BaHMH KOMIUIEKT MOCTAaBKHU, SKUH MOXE BKJIIOYATH B ceOe SK IHCTPYKIIIO 3
BUKOPHCTAHHSI, TaK i MOBHOLIHHI HAaBYaHHS nepcoHaiy. I1iJ yac BUKOpUCTAHHS
nporpamMu  30MparOThCsSl BIITYKH, MOKa3HUKH EKCIUTyaTallii, BHIIPaBISIOTHCS
npoOJIeMH a TaKoX 3a NOTPEOU TOMUCYETHCSI HOBUH (DYHKI[IOHAJ, 3TIHO BUIIE-
OIIMCAHOTO TIJIaHy. 3aBEPIIYETHCS BCE B MOMEHT KOJIM IpOrpaMHe 3a0e3nedeH-
HS CTa€ HEAKTYaJIbHUM JUISI BHKOPHCTAHHSL.

OTxe, ycminiHa po3poOKa MPOrpaMHHUX 3aCTOCYHKIB MOTpeOye KOMIETEH-
il BENMKOI KUTBKOCTI CHeiamicTiB 1 (axiBHiB pi3HUX oOnacTeil 3HaHb. Bin
JM3aliHepiB, aHANITHKIB 1 OI3HECMEHIB, JI0 NMPOTPaMicCTiB, €JIEKTPOTEXHIKIB Ta
IH)KEHEPIB, a TAKOXK YiTKOTO JIOTPUMAaHHS BCTAHOBJICHOTO HOPSIKY JiH.

Ingpopmauiiini 0xncepena
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2. Anexcenko O. B. Texnomorii mporpaMmyBaHHs Ta CTBOPEHHS IPOTPaMHHX IIPO-
TYKTiB: KOHCIIEKT JieKmii. — Cymu : CymMchkuii nepxaBHuil yHiBepcureT, 2013. — 133 c.
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MMPOIPAMHMI MOJYJIb HENIPSIMUX METO/IIB
MOBYJIOBU ®YHKIIA HAJEXKHOCTI

Apmem I'peuxa, Hamanin Haymenko

JABH3 “Ykpaiucokuit deprcagHuii XiMiko-mexuono2iunuil ynieepcumem?”,
M. [Ininpo, Ykpaina

Anomauin. Y pobomi nponoumyemvcsa opmanizyeamu Oaui 3 GUKOPUCIAHHAM
anapamy meopii Heuimxux MHodcut. Poszensoaemucs npuxknadua 3aoaya inghopmayitinoi
OYIHKU NOMOYHUX KOHKYPEHMHUX MOJNCIUBOCMEll NIONPUEMCIMEA, KA BUKOPUCHOBYE
OaHi onumyeanHs excnepmis. Ompumani excnepmmui oyinKu y pobomi nponomyemscs
Gopmanizyeamu y euensioi noOy0osu GYHKYIU HANEHCHOCMI NPU SUKOPUCAHHI HEeNpsi-
MUX Memooig. 32i0H0 eKcnepmHuux oyinoK popMylomvcsa mepmu HeWimKUX MHOMCUH NO
KOJICHITL IIH28ICMUYHILE 3MIHHIIL.

Knruosi cnosa: meopis Heuimkux MHONCUH, HENPAMI MemMOOu no6yooeu GyHKyil
HanexcHocmi, (pyHKyii HaneimcHocmi, eKcnepmmui OYiHKuU.

Abstract. The paper proposes to formalize the data using the apparatus of fuzzy set
theory. The applied problem of information assessment of the current competitive capa-
bilities of the enterprise, which uses the data of the survey of experts, is considered. It is
proposed to formalize the obtained expert evaluations by constructing membership func-
tions using indirect methods. According to expert assessment, terms of fuzzy sets are
formed for each linguistic variable.

Keywords: theory of fuzzy sets, indirect methods of construction of membership
functions, membership functions, expert evaluations.

3 pi3HMMH BHJAaMH Ti€l YM 1HIIO! HEYITKOCTI Ta PO3MHUTOCTI JIaHUX OBO-
JUTBCSI CTHKATUCS y PI3HHMX NMpeAMeTHuX obsactsx. IIpu 3acTtocyBaHHI gerep-
MIHOBaHHUX IIXOMiB BiZOyBa€ThCS BTpaTa ACsKOi iH(poOpMAIli Ta 3MiCT TaKUX
nmanux. JlocuTh yacTo (opmaizallis iX € HeMpPOCTHM Ta CKIAJHUM IPOIECOM,
aJie MpH YCHINTHOMY BHpILIEHHI TaKoro MUTAHHSA HaJa€ IIMPOKI MOXKIMBOCTI
BUKOPHUCTAaHHS HewiTKoro miaxony [1, 2].

[IpuiiHATTA pilleHs B YMOBaxX HEBH3HAYEHOCTI HabyBae 0cOOOBOTO 3Ha-
4YeHHsA Ta BepHikamis pe3ynpTariB moTpedye ocobnmBoi yBaru. Sk Bimomo,
MaTeMaTHYHUH amapar Teopii HEWITKOCTI BUSBHMBCS JOCTaTHRO KOPHUCHUM Ta
3aTpeOyBaHUM y CaMUX PIi3HUX MPUKIAJHUX TPEIMETHHX O0JIACTIX, Y TOMY
YUCI: B XIMIYHIH TEXHOJIOTIi Ta MEIUIMHI; B TeOpii HAIAIHOCTI Ta P KOHTPO-
T SIKOCTI TMPOAYKILIT; MpKU aBTOMAaTH30BaHOMY YIpPaBIiHHI PyXOM; ITPU HEUYITKO-
My OLIiHIOBaHHI 3€MeJb; NPH NMPOEKTYBAHHI CKJIaJHUX MEXaHIYHUX CHCTEM Ta B
exonomir [3-5].
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IHdopmaris, sKy OTprMaHO 3 BHKOPHCTAaHHSIM 3HAaHb EKCIIEPTIB y HaHIN
MpEeIMETHIN 00JacTi, TOTpedye JOJaTKOBOrO OMpPAIFOBAHHS, a CaMe: BIIIOBIIL
YIPYIOBYIOTh B GJIOKH 3a BH3HAUCHOIO MeTomodoriero [6]. Jinuthes GaHk mu-
TaHb BiJIOBIAHIM YMHOM, HANIPUKIAM, 32 KPUTEPIIMHI MOKIJINBOCTEH Ta KOHKY-
peHTocpoMOXKHOCTI. [licis BHIIIEHHS! OCHOBHOTO OJIOKY NMUTAaHb MOXHA PO3T-
JSIIATH KOXKHY TaKy 3MiHHY SK CKJIaJHy (arperoBaHy) JIHTBICTHYHY 3MiHHY.
KoskHa 3MiHHA € CKJIAHOIO TOMY, III0 BOHA MICTUTHh 00’ €THAHHS MHUTaHb OKpe-
MOT0 OJIOKY.

Sk BiOMO, BiJl MPOEKTYBAIBHUKA HEYITKOI CUCTEMH 3aJIC)KUTh BHOIP Tep-
MiB, IPUYOMY IX KUIBKICTH HE IMOBHHHA OYTH 3aBEIHMKOI0 abo0 3amaioro. Y po-
0O0Ti IPOTIOHYETHCS KUTBKICTh TEPMiB piBHOO I1’aTH: Benmke (“B”), Bume cepe-
auboro (“BC”), cepenne (“C”), Hmxkue cepeauboro (“HC”), nusbke (“H”). Bin-
TOBiJIl HA KOXKHE MUTAHHS MOKYTh MICTHTh BKa3aHi I1’Th 3Ha4€Hb TEPMIB JIIHT-
BiCTHYHOI 3MiHHOI.

VY poborti nust popmanizauii HewiTkol iH(GopMaLii peansizoBaHO JBa HENpsi-
MHUX METOIH 1MOOYJOBU (DYHKI[IH HAJIC)KHOCTi: METOJ CTATUCTUYHUX AaHHX Ta
METOJ TIOTIAPHUX TOPIBHSIHB, SKi peali3oBaHO Y BiANOBITHOMY HPOTPAMHOMY
3a0e3neueHHi Ha MOBI porpaMyBanHs Python.

st peanizanii Metoay moOynoBu (yHKIIH HAJIEKHOCTI HA OCHOBI METOAY
CTaTUCTUYHHX JaHUX OyJIO peali3oBaHO HACTYITHUI aITOPUTM:

1 kpok. 3agaeThCs TIHTBICTHYHA 3MiHHA X.

2 xpok. BuzHauuTH yHiBepcalbHy MHOXHHY, Ha SIKOMY 33/1a€ThCsl 3MiHHA X.

3 KpoK. 3a/1aTH CYKYIHICTh HEUITKUX TepMiB {Si, Sy, ..., Sy}, sIKI BUKOpHUC-
TOBYIOTBCS JUISL OIIIHKH 3MiHHOT X.

4 xpok. JInst KOXKHOTO TepMy (POPMYETBCS MAaTPHUISI MMiJIKa30K BiJIIOBIAHUM
4uHOM S = [|S;j.

5 kpok. OOurcIUTH 3HAYCHHS (QYHKINT HaJICKHOCTI U KOXKHOTO TEpMY.
BuxoHatn HOpMYBaHHS IUITXOM JIUTCHHS Ha HAWOUTBIII CTETICHI HAJIC)KHOCTI.

AnropuTt™ OyJIO JIOTIOBHEHO THM, L0 PE3YJIBTATH OIUTYBAaHHS € HECTPYK-
TYpOBAaHMMH JaHUMH, TOMY 3aBIAKHU iX (opmamizanii (y Burmsai QyHKIiN Ha-
JISKHOCTI) MO’KHA BUKOHYBAaTH BIOPSIKYBAaHHS JaHUX. 30KpeMa, 3aBASIKU (yH-
KIIisIM HaJeXKHOCTI MOXKHA BIIOPSIIKYBAaTH MUTAHHS 1 B CEPENHI KOXHOTO 0JI0-
KY, 3BiCHO, SIKIII0 BUHUKAE TaKa HEOOXiTHICTb.

AJNBTEpHATHBOIO METOJY CTATHCTHYHUX JAAHUX € Y poOOTi alNropuT™ nomna-
PHHX NOPIBHSIHb, SIKUI BHKOPHCTOBYETHCS NPUOIM3HO TAKUM )K€ CAMHM YHHOM.
IlepeBaru Ta HEMOJIKK 3aNPONMOHOBAHUX HETPSIMHUX METOJIB € BIIOMUMH Ta HE
MOTPEOYIOTh JI0AaTKOBUX MOSCHEHb. 3BICHO, 110 BUKOPHUCTAHHS KOXKHOTO 3 HUX
3aJIeKMTh Bl BXIZIHUX JaHUX Ta IepeBar KOPHUCTyBaya. 3arnpolOHOBaHUH Y
poOOTI miaxia A cucTeMaTH3alii JaHUX 3 BUKOPUCTAHHSIM HEMPSIMUX METOIIB



190 36ipnux me3 oonogioeti IN Mixcnapoonoi
Haykoso-npaxmuynoi kongepenyii, IBIT 2022

MoOYyJOBY JI03BOJISAE HE TUIHKH IIi TaHI CTPYKTYypyBaTH, ajie i 3a paxyHOK Bi3ya-
Jizaunii mpouecy, HaJae MOXKJIMBICTh KOPHCTYBAueBi 3MIHIOBATH KUIBKICTh Tep-
MiB, HAIIPHUKJIA[, y CTOPOHY iX 3MEHIICHHS.

CtBOpeHe mporpaMHe 3a0e3MedYeHHsT MICTUTh HACTYITHI MOAyIi: ¢opMaiti-
3alii JaHUX JABOMAa HENPSMHMHU METOAaMH (aJrOPUTM CTATUCTUYHUX JIaHHUX Ta
MONAapHUX MOPIBHAHB), iH(GOpMaNiiiHi OJI0KH, YHOPSIKYBaHHS Ta CHCTEMATH3a-
il maHuX, Bi3yawi3amii Ipomecy CTPYKTYpYBaHHS pe3yJbTaTiB OMUTYBaHHS.
dopmanizoBaHuil KUTBKICHUHN aHaJi3 Mae CBOI MexXi [6], 3a SIKUMH MOKYTh OYTH
BTpaueHi sSIKiCTh, IIMOWHA 1 TOBHOTA OCMUCIEHHS AificHocTi. ToMy B rymaHira-
PHUX AOCIIKEHHSIX HEOOXiTHO BUKOPHCTOBYBATH M ’SIKI METO/N, OJTHUM 3 SIKHX
1 € HEYiTKa JIoTiKa.

@dakTHYHO MOXKHA BBa)KAaTH, L0 TaKi BIOPSIKOBaHI laHi MOXKYTh OyTH BU-
KOPHUCTaHI SK MIATPYHTS U TOOYAOBH HEUIiTKOI 0a3M 3HAHB, sIKa MOXKE CITYTy-
BaTH OCHOBOIO HEYITKOI CHCTEMH. 3BiCHO, 110 CTPYKTYpa OTpUMaHOi 6a3H 3HaHb
NoTpeOyBaTHUME JESIKOTO ONpAIFOBAHHS, ajle 1Ie He € PO3IJIsI0oM JaHoi poOOTH.
ABTOp XOue JHIlIEe 3a3HAYUTH NPO MOXKJIMBICTH IOJATBIIOTO 3aCTOCYBaHHS
OTPUMaHUX Yy poOoTi pe3ynbTariB. Sk BimoMo, mporec ¢opmaiizarii HediTKol
iHpopManii noTpedye MoJaNbIIOr0 BUKOPUCTAHHS, HAIPHUKIIAM, NPH 3aCTOCY-
BaHHs MO0y/0BaHOI MOBHOT 0a3u 3HaHb Ta BUKOPUCTAHHS aJrOPUTMIB HEYiTKO-
TO JIOTIYHOTO BUBE/ICHHS.
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YK 005.8

BUKOPUCTAHHSI IHOOPMALIITHUX TEXHOJIOT Ti
Y IPOEKTAX NIITPUMKU NPUHSATTS PILIEHHS
MPU PO3PAXYHKY YACY EBAKYALII JIIOJE

Andopiii Isanyca, Tapac Penemuno, /lanuin Kawyéoa

Kagpeopa ynpaeninns ingpopmauiitnoro 6esnexoro Jvsiscokozo oeprcasrnozo
YHigepcumemy 0e3nexu ycummeoianvnocmi, m. Jlveie, Ykpaina

Anomayin. [Iposedeno ingopmayiinuii ananiz npeomemnoi obracmi GuKopuc-
MAHHA CYHACHUX THOOPMAYIUHUX NPOOYKMIE Y NpoeKkmax 3abesneyenus Oe3nexu Ha
00 ’exmax macogozo nepebysanns niooeil. Pospobreno konyenmyanvhy mooens 3abesne-
yeHHs ar0dell Ha 06 €kmax ix Macogozo nepebysants. Buxopucmosyouu ichyroyuil ma-
meMamudHuil anapam, wo ONUCYe pyx ROMOKI6 1100etl o cnopyoi, a MaKoA’C MONOL02i-
YHe MOOeNO8AHHS, PO3PODIEHO NPUKTIAOHE NPOSPAMHe 3a0e3nedeHHsl, Wo 00360JI5€ NPo-
600UMU ABMOMAMU3AYTIO PO3PAXYHKY HACY e6aKyayii nooell i3 cnopyo y 6e3neuny 30Hy.

Knwwuosi cnosa: ingpopmayivini mexnonoeii, esaxkyayic nooet, 06 €Km Maco8o2o
nepebyeanHs aooell.

Abstract. An information analysis of the subject area of the use of modern
information products in projects to ensure security at objects of mass presence of people
was carried out. A conceptual model of providing for people at the objects of their mass
stay has been developed. Using the existing mathematical apparatus, which describes
the movement of people’s flows through the building, as well as topological modeling,
application software has been developed that allows you to automate the calculation of
the time of evacuation of people from buildings to a safe zone.

Keywords: information technologies, evacuation of people, object of mass stay of
people.

[TinBuieHHs: eheKTUBHOCTI peaizalii NIporpaMu CTBOPEHHS Ta PO3BHTKY
cucrteMn Oe3leKkn Ha 00’€KTaXx MacoBOTO nepedyBaHHs JIIoAeH MoTpedye BUKO-
pHCTaHHS METOJIB Ta MOJEJEeH, 110 NoOy/10BaHI Ha OCHOBI BUKOPHUCTaHHS iH-
(opMamiifHUX TEXHOJIOTiH, CHCTEMHOIO MiAXOAy Ta MPOEKTHO-OPiI€EHTOBAHOTO
yrpasiiaas [1].

s mobynoBu Mozenelt pyxy JIOJICHKHX ITIOTOKIB, HA OCHOBI aHANI3y MpPH-
YUHHO-HACJIITKOBUX 3B’S3KiB 1 BUKOPUCTAHHS SITTOHCHKOI CUCTEMH 3HaHb P2M,
MOYaTKOBO MOOYJOBaHA KOHIENTYyajJbHAa MOJENb YIPaBIiHHSI MPOEKTAMHU 0€3-
neyHoi ekcruryatauii (YIIBE) o006’extiB MacoBoro mnepeOyBaHHS JIHOJEH
(OMIL), sika BpaxoBye: cTaH TypOYJIEHTHOTO CEpEeIOBHUINA CIOPYIH, PiBEHb
MIPOBEICHHS CIIOPTUBHHUX Ta KYJIbTypHO-MAacOBUX 3aXOJiB, KJIFOYOBI (haKTOpH
ycIixXy peanizarmii MpoeKTiB, HOPMATUBHO-IIPAaBOBY 0a3y Ykpainu, ncuxodisio-
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JIOTIYHUM CTaH JIIOJEH, CTpaTeriuHi mijli, HOKa3HUKH pe3yIbTaTHBHOCTI. Cxema
peaiizanii Takoi MOJIeNi IMpeaCcTaBlIeHa Ha puc. 1.

_--"" KoMmn’1oTepHa peaJjizauisi nakery nporpam ~<
P PO3PAXyHKY Hacy eBaKyamii KOpucryBadis ~
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Pucyrnox 1 — Konyenmyansra modenv ynpasiinusa npoekmamu 6e3neynoi excniyamayii
00 ’exmie Macogoeo nepebysanns nooell

VY cTBOpeHilt MOJIEN 3aKIIaIeHO, IO PE3YIIBTATOM YCITIITHOI peatizaliii mpo-
exTiB Oe3neunoi ekcroryararii OMITT e 30epekeHe KHUTTS Ta 3I0POB’S JIFOACH
i Jac rmepeOyBaHHS HA CIIOPYAI, SKi BUCTYIAIOTh B POJI 3aI[iKaBICHUX CTOPIH
npoekTy. Mozeni ynpaBiiHHs 3alliKaBJICHUMH CTOPOHAMH BiIOOPaXalOTh €BaKy-
aIfiifHi MapIIpyTd PyXy MOTOKIB JIFOJEH i3 CIOPyAd B Oe3redHy 30HY, a TaKOK
napaMeTpH, 10 BJIMBAIOTH HA PYyX JIFOJACH HAa OKPEMHUX €BaKyallliHUX MIISTHKAX,
SKi MOTPIOHO BpaxoBYBAaTH NPH NPOBEJICHHI PO3paxyHKy 4acy 1x eBakyalrlil.

BpaxoBytouw, 110 npoiiec pyxy 3auikaBieHux cropin npoekrtieB BE CBC xa-
PaKTEPU3y€EThCS TAKUMH JUHAMIYHUMH ITapaMeTpaMu, SIK MIUIbHICTD “D”, mBui-
KicTe “V”, KibKicTh KOpHcTyBauiB “N”, reoMeTpuyHi mapamerpu cxomais “M”,
HanpsMKu pyxy “S”, apXiTekTypy crnopyau “A”, IOBXHHA eBaKyalilfHOro Ma-
pupyty “L”, mcuxonoriuynuii cran kopucryBauiB “E” Ta iHpopmauiiine 3a0e3-
MEYEeHHS! KOPUCTYBauiB “/” TOIIO, IUTHOBY (YHKIIiIO MOTOKY 3alliKaBJIEHUX CTO-
piH npoekTiB npu eBakyanii i3 CBC y Oe3neuHy 30Hy MOXHa IOKa3aTu y BH-
TSI KOPTEXKY:

F(x)=(D,V,N,M,S,AL,E,I,0,P,HC), (1)
ne: O — npupoaHi yMOBH, P — piBeHb IPOBEAEHHS CIIOPTUBHUX 3MaraHb (TEPUTO-
pilanpHUH, fep>kaBHAHN, MikHapoaHuit), HC — THIT HaI3BUYAHHOI CUTYAITii.

BukoprcTOBYIOYM METOANKY HaBeleHY B [2] Ta Mozeni po3pobieHi B mpa-
ax [3, 4], 110 OMUCYIOTH PyX IOTOKIB JIKOJEH Ha CIIOPYAaX MacoBOro ix mepe-
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OyBaHHS OyIIO CTBOPEHO MPOTPaMHHUN MPOAYKT (pHc. 2), SKUi 3a0e3MeunTh
aBTOMAaTHU3allil0 NPOBEACHHS HEOOXIHMX po3paxyHKiB. Pe3ynbTaTté pospaxyH-
KiB TIOKQ)XXyTh CIIPOMOJKHICTh €BaKyalliifHOI CHCTEMH 3a0€3IE€UYUTH CBO€YACHY
€BaKyallilo JIIoJeH 13 CHOpyIH B MeXaX PeraMeHTOBAaHOI'O 4yacy Ta HeoOXin-
HICTb IPOBE/ICHHS ONTHUMI3allii pyXy IOTOKIB 3alliKaBIEHHX CTOPIH IIPOEKTIB.

— 3

ot =

= 330,258291 2873
= v

Pucynok 2 — Bueeoenns pesyibmamis npoedeHo20 po3paxyHKy 4acy eeaxyayii mooet y
npogpami “TOINAJI-EBAKAC 1.0”

3a 10moOMOror0 MporpaMu 0ys0 MPOBEAESHO MOYEPTOBUH PO3PaxXyHOK dacy
eBaKyalii Jirozieil i3 ClIopTHBHO-BUIOBHIIIHOI criopyaun “Apena JIpBiB”. [Ipairio-
BatH 3 KoM totepHoto nporpamoro “TOITAJI-EBAKAC 1.0” moxHa Ha Oymub-
SIKOMY TNI€PCOHAILbHOMY KOMII IOTEpi, SIKMH BiJAINOBifa€e 3a3HAUYCHUM MiHIMalb-
HUM BUMOTaM.
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VIK 004.056

HAMBAKJIMBIIII IEPEBATH CYYACHHUX ®PEMMBOPKIB
JUISI TOBYIOBU WEB-JOJIATKIB

Mapia Hasumka, Kamepuna Cmeyuk, Andpiii Ieanyca

Kadgpedpa ynpaeninna ingpopmauiiinoro 6e3nekoro JIvgiecokozo 0epircasnozo
YHieepcumemy 6e3nexu scummeodianvnocmi, m. JIveie, Yxkpaina

Anomauyin. Dperimeopku GusHAUAOMb NPABULA PO3POOKU APXIMEKMYpU npocpa-
MU 6OHU MAIOMb CKeNeMHY CHPYKMYPY, AKA POWUPIOEMbCSA MA 3MIHIOEMbCA 8I0N06I0-
HO 00 6umoe. Pospobruxam ne nompi6no nouunamu npoexmu 3 Hyis, OCKLIbKU BOHU
82iCe MalOMb OCHOBY 015l BNPOBAOIICEHHS THUUX QYHKYIL, WO CMOCYIOMbCS KOHKPENHO20
npoexkmy. Punok frontend po3pobxu docume unamiynuil i minaueutl. Hessadcarouu na
me, wo React, Angular i Vue.js 6ce we € nidepamu ceped inmepghelicHux gpeiimeopkis,
HO8I (hpelimeopku ma 6ibriomexu akmusHo po3podaAMbCA Ma HAOUpams 06epmis.

B oaniti cmammi npogedeno ananiz cyuachux gpetimeopkis. Haseoeno nepenix in-
mepghelichux ¢hpetimeopkie ma npeoCmasnieHo nepesazu SUKOPUCMAHHA (DPOHMEHO-
dpetimsopxis.

Knrouosi cnosa: ¢peiimeopx, Reactjs, Angular, Vue,js, Svelte, Ember.js,
Backbone.js ma Preact.

Abstract. Frameworks define the rules for developing the architecture of an
application: they have a skeletal structure that expands and changes according to
requirements. Developers don 't need to start projects from scratch because they already
have the foundation to implement other project-specific features. The frontend
development market is quite dynamic and changing. While React, Angular, and Vue.js
are still the front-end framework leaders, new frameworks and libraries are being
developed and gaining momentum.

This article analyzes modern frameworks. The list of interface frameworks is given
and the advantages of using front-end frameworks are presented.

Keywords: framework, React.js, Angular, Vue.js, Svelte, Ember.js, Backbone.js and
Preact.

Beb6-po3podka Frontend — e mporiec mepeTBOpeHHs AaHuX y rpadidauii
intepdeiic. Inrepdeiicu crpolnyoTh Ipolec po3poOKK Ta MOJETIIYIOTh CTBO-
peHHs BeO-caiiTy 4u mporpamMyd. BoHM HajaroTh Pi3HOMAaHITHI MIA0MOHU ISt
B3a€EMOJIi1 3 KOMIIOHEHTaMHU Opay3epa, BKIIIOYAIOYH IMiJTOTOBICHUN KO, SKHMA
MpOrpamMicTH MOXYTh BUKOPHCTOBYBATH JUIsl BUPIILICHHS THIIOBUX 3aBJaHb IIPO-
rpamMmyBaHHSI.

@peiiMBOpKH CyMicHi 3 pi3HUMHM 0i0IioTeKaMu, sIKi MiIBUIYIOTh MPOJIYK-
TUBHICTh, 3MEHINYFOUN KUTBKICTh HEOOXITHOTO KoIy. BOHM MOAUIAIOTE KOI Ha
Gararo OyniBelbHUX OJIOKIB 200 MOJYIIB, SIKI € aBTOHOMHHMH Ta MOXXYTh BHU-
KOpPHCTOBYBATHCs MOBTOpHO. Lle Takox 3amobirac HeNmpaBHIBHUM NPAKTHKaM,
TaKUM SIK TyOJIIOBaHHS KOy, 1 CIIPOIILYE MOJYJIbHE TECTYBaHHS.

HaiiBasximBimnri mepeBaru BUKOPUCTaHHSA (GPOHTEHA-(PpEHMBOpKIB.

— llIBuamuit gac po3poOKH.
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Bararopa3zoBi KOMIOHEHTH Ta MIA0JIOHW CKOPOYYIOTH 4ac po3poOKH, Io-
3BOJISTFOTH OHOBITIOBATH OKPEMi YaCTHHH CTOPIHOK, HE 3MiHIOIOYH BECh AM3alH,
1 103BOJIIOTH IMIBHALIE 3AITyCKAaTH MIPOTPAMH.

OpeltMBOPKHI JO3BOJLIIOTH PO3POOHMKAaM BHKOPHCTOBYBATH IIEPEBipeHi Ta
BIJIbHI Bijl IIOMMWJIOK 010JIIOTEKH, HEe BUTpadaloyu 0araro 4acy Ha ITOIIYK Ta BH-
MIPaBJICHHS TIOMMJIOK.

— 3MeHIIeHa JOBXHHA KOJ.

Frameworks 3a0e3nedyoTb KOMIIOHEHTHUH MiJXiA, PO3AUISAIOYM KOJ Ha
MOy, 1[0 JO3BOJISIE PO3POOHMKAM 3a0LIaUTH OaraTto yacy Ta 3yCuilb, IIOBTO-
PHO BUKOPUCTOBYIOUYH KOJHCH PO3pOOJICHI KOMIIOHEHTH OyIb-€ B TPOEKTI.

— PeMoHTOTIpHIATHICTS.

DpeliMBOpPKH PO30MBAIOTH MpOrpaMy Ha 0araTopasoBO BHKOPHCTOBYBaHI
Ta aBTOHOMHI KOMIOHEHTH, IO CIIPOIIy€ BHECEHHS IUBUAKUX 3MiH, SKi He
BIUIMBAIOTH Ha PELITY NMporpaMu. BukopucranHs nmoaiOHKUX 11a0NIoOHIB AU3aiHy
JI03BOJIsIE HOBUM PO3pOOHHMKaM JIETIIE CTBOPIOBATH Ta MiITPUMYBATH JIOJaTOK.

— JIBOCTOPOHHSI IPHB’s3Ka TaHUX.

Jeski 30BHIIIHI QpeiiMBOpKH, Hanpukian Angular, TiITPUMYIOTh JBOCTO-
POHHE 3B’SI3yBaHHS JaHUX i3 KOPOOKH, IO JO3BOJISE 3B’ SI3yBaTH AaHi Ta Ieper-
msn. Byap-siki 3MiHHM, TOB’s3aHI 3 TaHWMH, IO BIUIMBAIOTH Ha MOJEIb, MOMIH-
PIOIOTBCS Ha BiNOBiTHE MPEICTABICHHS, a OyAb-iKi 3MiHH, BHECCHI B MPEJICTa-
BJICHHS, BiIOOpaKalOThCS B OCHOBHIM Mozeni 0e3 HeoOXiTHOCTI caMOCTiitHOTO
MIOBTOPHOTO OHOBJIEHHS DOM.

OcHoBHI iHTEepdelicHi (peiimBopku: React.js, Angular, Vue.js, Svelte,
Ember.js, Backbone.js Ta Preact. Punok frontend po3poOku H0CHTH JHHAMIY-
Huil 1 mimnuBuid. He3Baxkaroun Ha Te, mo React, Angular i Vue.js Bce e € Ji-
JepaMu cepen iHTepdeicHnX QpeiiMBOpKIB, HOBI (peiiMBopkn Ta 0i0mioTeKH
aKTHUBHO PO3POOIFOTHCS Ta HAOHPAIOTH 00EPTIB.

Hatixpammii inTepdeiicHuil ppeiiMBOpPK Mae 3a0e3ledyBaT THYUKICTh IS
TOAAIBIIION0 BUKOPUCTAHHS, a KIHIIEBUI KOPHCTYBAad Ma€ OTPUMYBATH BiIMIHHHI
UX Tta UL 3 Toukm 30py po3poOHHKA, PpeHMBOPK MOBHHEH OyTH CTaOUTHHUM,
THYYKdM, OaratiMm Ha YHKI[IOHAIBHICTB 1 MATH XOPOILY MiATPUMKY CHIJIBHOTH.

TexHonorii po3po0KH He CTOSITh HA MICIi, BOHH MOCTIHHO PO3BUBAIOTHCS Ta
BJIOCKOHAJIOIOThCA. Ha 3MiHy KOJMCh MOmynsipHUM (peiiMBOpKaM MPHXOISTh
HOBI, IO Ja€ 1e OifbIe MOXJIMBOCTEH po3poOHuKaM. IIparHeHHS CHpOCTUTH
nporec po3poOKH, 3pOOHTH HOT0 MEHII PeCypCHOMICTKHM 1 NPHOYTKOBHM SIK
JUISL KITIEHTIB, TakK 1 JJIsl HOCTa4JIbHHUKIB TIOCIYT, 3aJIMIIAETHCS HE3MIHHNM.

Orxe, TIepi HiXK MoYaTH BeO-po3poOKy, MOTPiOHO 03HAHOMUTHCS 3 JOCTYTI-
HUMH QyHKUisIME (pelivBopka. Posrmstaytn CLI, 6i0mioTexy Ta IiariHu, ski
miaTpumye GpeiMBOPK, i TIEPEKOHATHCS, IO iX MOKHA 3aCTOCYBATH JI0 MalOyT-
Hix mpoekTiB. Kpamum Bubopom Oyzae hpelMBOPK 3 JOCTATHBOIO, ajle He HaMi-
PpHOIO (PYHKIIOHANBHICTIO, IKHUH MIAXOANUTH U KOHKPETHOTO TIPOEKTY.

Inghopmayiiini oxncepena
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CYYACHI IIAXOAU BUPIIHEHHSA ITPOBJIEM
INEPEBAHTAKEHHS CEPBEPIB

Bimanin boiixo, Hazapiin Bypax

Kagpeopa ingpopmayiiinux mexnonoziiit ma cucmem eieKmpoHHux
Komynixauiii JIv6iecvokozo deporcasnozo ynigepcumemy de3nexku
scummeodianvnocmi, m. Jlveie, Ykpaina

Anomauin. Cyuacni ymosu dcumms ma GUKOPUCMAHHS 34C00i6 THHOPMAYIUHUX
MEXHO02I CHPUAIOMY POCTY NONYJAPHOCI BUKOPUCAHHS XMAPHUX pillenb 05 opea-
Hizayii pobomu cucmem 06podxu ma 36epicanns danux. OOHAK, 05 3a0e3neueHHs. cma-
6IIbHO20 NOKAZHUKA WEUOKOOII ONpayro8ants 3anumie KOPUCMYEauie maxi apxXimeKkmy-
pu cucmem nompebyroms Mexauizmie AKiCHO20 Ynpaeninua pecypcamu. 3abe3neuenms
SAKICHOI pOOOMU MAKUX CUCMEM MOJICIUBE 3 YMOBU BUKOPUCMAHHS 3DIBHOBAICYBAUIE
HABAHMANCEHHSL.

Knwuoei cnosa: Load Balancer, xmapHi piwienns, mepesica, Kopucmysa, pecypcu.

Modern living conditions and the use of information technologies contribute to the
growing popularity of the use of cloud solutions for organizing the operation of data
processing and storage systems. However, in order to ensure a stable rate of processing
of user requests, such system architectures require high-quality resource management
mechanisms. Ensuring high-quality operation of such systems is possible under the con-
dition of using load balancers.

Keywords: Load Balancer, cloud solutions, network, user, resources.

OcranHi noii B KpaiHi Ta cy4acHi YMOBH PO3BHUTKY iH(OpMAIiHHUX TeX-
HOJIOTiM TMPH3BEIH 10 POCTY TOIYJISIPHOCTI BHKOPUCTAHHS XMapHHUX pillleHb
JUI oprasizamii poboTu cucreM oOpoOKHM Ta 30epiraHHs AaHUX, AKi TOTpedy-
I0Th MEXaHI3MIB SIKICHOTO YIpaBJIiHHS pecypcaMu Ta 3a0e3IeueHHs CTa0lIbHO-
ro MOKa3HMKA HIBHAKOAII ONpAallOBaHHS 3alMTiB KOPHCTYBadiB. AKTYyaJbHICTh
TaKWX CHUCTEM B YKpaiHi CTPIMKO 3pocja BiJ MOYaTKy HOBHOMACIITAOHUX Biii-
CHKOBUX [Iiif, 0COOJIMBO B yMOBax IIEPEHECEHHs OCHOBHHX PECYPCIB CHCTEM
OTIOBIIICHHS, OC3MEKU 1 30epeKEHHS JKUTTEAUTFHOCTI HACENCHHS Ha XMapHi
cepenoBuma. OpHaK, WA YaCc BHUKOPUCTAaHHA TAKUX pIMIEHb MOTPIOHO
mmam’sITaTH PO MPoOJIeMH, SIKi MOKYTh BUHHUKHYTH.
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VY SKOCTI HAaOYHOTO NpPHKJIATy MOJKHA IPUBECTH CHUTYaIllo, sIKa BUHUKIIA
TCIISA MOYaTKy OOCTPiNiB KpUTHIHOI 1H(PPACTPYKTYpH, SIKi MPU3BEIH MPOOIIEM
i3 enekrpoeneprieto. [lepeboi y xxuBiIeHHs BimoOpa3uiuchk Ha poOOTi cepBepiB,
Ha SKAX pO3MilIeHuH odiniiHmA pecypc KOMITaHIi-HaaBada BiJNOBITHIX MOC-
nyr. PesynbpraTom crana cutyais, sika IpU3Besa 0 301IbIIEHHS KUTBKOCTI O11-
HOYACHHX 3BEPHEHb KOPHCTYBAUiB JI0 PECYPCIB i, SIK HACHIOK, TIEPEBAHTAKCH-
HSI CepBEpiB Ta NPU3YIHUHEHHS HaJaHHSI [TOCIYT.

[Ipobmema 3 mepeBaHTaXCHHSAM CHCTEMH BHHHUKA€ TOJi, KOJH KiNBbKICTH
3aMUTIB, SKIi MOXKE OOpPOOHMTH OIMH KOMII'FoTep(CHCcTeMa, CepBep, MPOIEcop
TOIII0) Y MOMEHT Yacy TEePEeBHIy€e NOMyCTUMI 3HAUeHHs. Y Takili curyamii Bif-
OyBa€eThCsl CTPIMKE 3MEHIICHHS MPOAYKTHBHOCTI POOOTH CHUCTEMH Ta MEpEeXi.
Bupimrenss miei npobieMn MOXKIIHBE ABOMA IMUIIXaMU — MacIITa0yBaHHAM ap-
XITEKTYpHU CUCTEMH a00 yIOCKOHAICHHSM CUCTEMH yIPaBIiHHS.

[epumii BapiaHT nependadae 30UTbIICHHS (Di3MYHUX MMapaMeTpPiB CHCTEMH
— mam’sti (nucka) adbo obumcmoBanbHOi notyxHocti (RAM, CPU) 1o HasBHUX
MaiuHe abo 1X kiipkocTi. OMHAK TaKUH IIIXIT 3aBXXKIM Ma€ OOMEXEHHS, OCKI-
JIbKH € TPpaHMILli TaKoro MacmradyBaHHs. J[oaBaHHs TOATKOBUX CEpBEPIB BH-
pimuTh mpobaeMy Tpadiky, ane edeKTHBHE BUKOPHUCTAHHS PECypCiB cTae Ha-
CTYIHOIO MPo0IIEeMOI0.

Hpyruii BapianT nependayae BUKOPHCTAHHS CYYacHHX TFOTOBHX PillICHH,
sKi 3a0e31e4yIoTh eEeKTUBHE YNPABIIHHS HABAHTAKEHHSM CEPBEPIB ILISXOM
PO3MOIiNTy YCiX 3amUTiB PIBHOMIPHO Ha yci goctymHi cepepu (puc. 1).

3piBHOBaXKyBaui HABaHTAXKECHHS — 1Ie KEPOBaHi CIyXXOH, SKi PO3NOALISIOTh
Tpadik MK KiTbKOMa ek3eMIuripamMu nporpamu. Lli cepicm 3abe3medyroTh
KEepyBaHHS OOYHCIIIOBAIbHUMHU pPECypcaMy, L0 3MEHIIYE PU3MK BUHHKHEHHS
cTaHy He()yHKIIIOHATFHOI, IIOBUTBHOT 200 MepeBaHTaXEHOT poOOTH cepBepa.

Cepsepu

/ E
(- T- -)O-)
|
Load Balancer

Pucynox 1 — Apximexmypa cucmemu po3nooiny HABAHMANCEHHSL CepEepi8

OCHOBHMMH IlepeBaraMy BUKOPHCTAHHS CHCTEM PO3IIO/IiTy HABaHTAXKEHHS €:

1. 3ano6iranHs epeBaHTaXXEHHIO MEPEKEBOTO CepBepa. 3aBISIKH BUKOPHUC-
TaHHIO XMapHHUX 3PiBHOBA)XyBadiB HaBAHTAXXEHHS MOKJIMBO PO3IOAUINTH POOO-
Ye HaBAaHTAXEHHS MK KIJIBKOMa CEpBEpaM, MEPCIKECBUMU OAUHUILIAMMU,
LEHTpaMH 00pOOKHM IaHMX | XMapHUMH TpoBaiiepami. Lle 1o3Bossie eeKTHBHO
3armo0iraTy nepeBaHTaXEHHIO MEPEKEBOTO cepBepa i 9ac cTpHOKiB Tpadiky.
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2. JlocTynHICTh CHCTEMH B Ha/I3BUYalHUX CUTYyalisX. Y CydaCHHUX YMOBaX,
4acTO BUHHUKAIOTh CUTYallii, KOJIU AOCTYII IO CHCTEMH Ta PECYpPCiB 3HUKAE NPH
BUXO/II 3 JIa/ly OJJHOTO i3 KOMITOHEHTIB CaMOi CUCTEMH YU OY/Ab-SKOTO 13 J0TMO-
MDKHHX 3ac00iB. BukopucTaHHS 3piBHOBa)XyBadiB HAaBAaHTAXKCHHS 3a0e3medye
PE3epBHY MOXKIIMBICTH ONEPATHBHO Ta aBTOMAaTHYHO MEPEHAIPABIATH 3alUTH
JI0 CIIpaBHMX BY3JiB Y BUNAJKy Ta MiATPUMYBATH 3arajJbHUI JOCTYH Ta Ipare-
3JIaTHICTh CHCTEMH.

3. Bucoka sikicte BUKOpHCTaHHS pecypciB. OmHi€r0 i3 (YHKIIH 3piBHOBA-
JKyBauiB HaBaHTKEHHS € e()EKTUBHE YIPABIIHHS yciMa pecypcamH, sKi 3a0e3-
MEYYIOTh pOOOTY CHUCTEMU: HEHTPH OOpOOKH NaHWMX, 30BHIIIHI JUCKH, CEPBEPH,
KJacTepy, KoMm 'totepH Touo. [IpaBuinbHMil Ta onepaTUBHUI PO3IOJIT HaBaH-
Ta)KCHHS Ha OCHOBI IaHWX IIPO BUKOPUCTAHHS PECYPCIB MAKCUMI3Y€E MPOIYCKHY
3JIaTHICTb, ONTUMI3Y€ BUKOPHCTAaHHS JOCTYIHUX PECYpCIB, YHUKAE IEPEBaHTA-
JKeHHS OyIbh-SIKOTO OKPEMOTO 3 HHX Ta MIiHIMi3ye 9ac BIAIOBIiNI cepBepa i, K
pe3yabTaT, — PEKTUBHICTh POOOTH CUCTEMHU 3POCTAE.

4. TomepemkeHHs 3arabHOTO 30010 B poOOTi cuctemu. CydacHi TEXHOIO-
rii po3noiy HaBaHTaKEHHsI MOKYTh BHSBJISITH HECIIPaBHI BY3JIH Yy KiacTepi 3a
JIOTIOMOTOI0 PI3HUX ANTOPUTMIB 1 METOMIB TEPEeBipKH Mpame3naTHOCTI. Y pasi
30010 HABAHTAXKCHHS AKTUBYETHCSI PEKUM IEpEHANPABICHHS Ha 1HIIWI BY307,
AK€ € He BIUIMHE Ha JOCTYI A0 PECypciB 4 poOOTy KopucTyBadiB. Takuii mia-
X1]1 1a€ 3MOT'Y IIBUKO BUPILICHHS MPOOJIeMH Ha eTari il BUHUKHCHHS.

OpmHuM i3 Takux € mpoxykt kommaHii Google — e Load Balancer, skuit
moctynuuii Ha wiatdopmi Google Cloud Platform. Load Balancer mae pisHi
TUTIH POOOTH, SKi 3a0€3MEUYIOTh Pi3Hi PiBHI PO3IIOALTY HaBaHTa)KEHHS:

— I'nobansHe BpiBHOBa)keHHs HaBaHTaxxeHHs (Global Load Balancing);

— PerionansHe BpiBHOBaxxeHHs HaBaHTaxkeHHsI(Regional Load Balancing);

— BuyrtpimHe BpiBHOBa)keHHs HaBaHTaxkeHHs (Internal Load Balancing);

— 3oBHiIHE BpiBHOBaXXCHHS HaBaHTakeHH: (External Load Balancing);

— BpiBnoBaxkenus HaBantaxxeHHs: TCP/SSL (TCP/SSL Load Balancing);

— BpiBHoBaxxerHs1 HaBaHTaxeHHS TCP-pokci (TCP Proxy Load Balancing).

TakuM 4nHOM, epEeKTUBHUM BUpIlIEHHS NpoOieM 3a0e3reueHHs] BUCOKOT
IIBUAKO/II€ POOOTH CUCTEM, SIKI BUKOPHCTOBYIOTh XMapHi pillIeHHS! € BUKOPHC-
TaHHsS Cy4YaCHHX 3acO0iB PO3MOALTY HAaBaHTaXXEHHS cepBepiB, 30kpema Load
Balancer. Takuii miaxin J03BOJMTE ONMEPATHBHO YIPABJISATH Ta MiATPUMYBATH
MOBHOI[IHHY CTa0UIbHY POOOTYy cHCTEM 3a OyIb-IKHUX HaJ[3BUYAIHUX CHTYALlIH.

Ingpopmauyiiini oxcepena
1. S. Rajagopalan “An Overview of Server Load Balancing” Published in
International Journal of Trend in Research and Development (IJTRD), ISSN: 2394-9333,
Volume-7 | Issue-2, April 2020, [Enekrponnuii pecypc]. — JloCTymHHIA
3 http://www.ijtrd.com/papers/IJTRD22061.pdf
2. Load Balancer: what is it and what is its importance? [Enekrponnuii pecypc]. —
Hocrymuuii 3 https://senhasegura.com/load-balancer/
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V]IK 004.71

AHAJII3 ®YHKIIOHAJIBHUX OCOBJIMBOCTEM
KOMYTATOPIB LAYER 2 TA LAYER 3

Onexciit I'epzoscvkuii, Hazapiin Bypak

Kagpeopa inghopmayiiinux mexnonoziit ma cucmem eieKmpoHHux
KomyHikauiii JIbeiscokoz0 deprcasnozo ynieepcumemy Ge3nexu
scummeodianvhocmi, m. JIveie, Ykpaina

Anomauin. Cyuacni komn romepHi mepeoxci 3abe3neuyioms peanizayito mooeni OSI,
AKa BUZHAYAE CIM “PIGHIB ™ Mepedici, KOJICeH 3 AKUX PeanizyembCsl Pi3HUMU NPUCTIPOSIMU.
Ilposedeno Oocnidocenna nioxodie 0o opeanizayii noby0osu mepexc 3a OONOMO20H
KOMYMamopia opy2020 ma mpemvpo2o pigHie. Bukonano ananiz nepeeaz ma HedoniKig ix
6UKOPUCTAHHSL.

Knrwouosi cnoesa: xomn romepra mepeoxci, npomoxonu, pieni, mapupymusayis, VLAN.

Abstract. Modern computer networks implement the OSI model, which defines seven
“levels” of the network, each of which is provided by different devices. A study of approach-
es to the organization of building networks using Layer 2 and Layer 3 switches was con-
ducted. An analysis of the advantages and disadvantages of their use was performed.

Keywords: computer networks, protocols, levels, routing, VLAN.

Mogens OSI Bu3Ha4ae cim “piBHIB” Mepexi, KOXKEH 3 SKHX BiIIOBiIaE 3a
TICBHAHN THIT 0OMiHY iH(pOpMAIIi€I0 Ta BUKOPHCTOBYE BiMIOBiAHI poTokonu. Ko-
EH PIBEeHb 00CIIyTrOBYE CBOIO YaCTHHY MPOIECY B3aeMOJIii. 3aBIsSKH Takiil cTpy-
KTypi CIiJIbHA PO0OTa MEpEeKEeBOro OONaTHAHHS M MPOrpaMHOTO 3a0e3NeueHHs
cTae HabaraTo MPOCTIMIOI0, PO30PIIIOI0 Ta 3PO3YMUIIIIOLO.

Oprauizarist mporiecy 0OMiHy JaHUM BiIOyBaeThCsl HA APYroMy(KaHIbHOMY)
Ta TpeThoMy(MepexeBoMy) piBHsax mojenai OSI. Ha kananpHOMY piBHI I OOMIH
iH(opMAIliEr0 BUKOPUCTOBYETHCS MpoTokoa Ethernet, sikuii inentudikye mpuctpoi
3a moriomororo ix MAC-anpecu (Media Access Control), sika pucBOrOETHCsT IPH-
CTPOIO 3aBOJIOM-BHPOOHHUKOM Ta € YHIKAIBHO 1 He3MiHHOM. st 00’eqHaHHs
XOCTI Y €IHY MEPEIKY 3aCTOCOBYIOThCS KOMYTaTOPH — (pyHIaMEHTaIbHI CKJIaI0BI
Oyb-sIKoT Mepexi, sKi 3a0e3MeuyIoTh SKICHHIH 00MiH Ta KOHTPOJIb TpagiKy, 10 €
HeoOXiTHOI0 YMOBOIO JUIsl IPaBUIIBHOTO (DYHKIIIOHYBAaHHSI MEPEXKi.

Ha nactynHOMy piBHI (piBeHb 3, MEpeXeBHI piBEHb) IS OpraHi3amii Mixk-
MepexHoOi B3aeMo[ii 3actocoByeThest mpotokou [P(Internet Protocol). TTpuctpoi B
IP-mepexi inenTH(DiKyrOTECS 32 iX BimnosigHOW [P-anpecoro, ssky MOXKHA 3a1aTu
JIBOMa HIIIXaMH — CTaTUYHO Ta AUHAMIYHO. MepekeBHM NMPUCTPOEM, KUK Haii-
YacTillle 3aCTOCOBYEThCS IS MOOYIOBH MEPEX TPETHOTrO PIBHS € MapIIpyTH3a-
TOp, AKUH J03BOJISIE TiIKITIOYATH IPUCTPOI 10 pisHKX [P-Mepex.

Po3BuTOK iHpOpMALIHIX TEXHOJOTIH y cdepi KOMIT IOTEpHUX MEPEX ChO-
TO/HI ZI03BOJIsIE OyyBaTH MEpEXi i3 BUKOPHUCTAHHSIM TAaKOX 1 KOMYTaTopiB, sIKi
MOXYTh €(heKTHBHO YNPABILATH TpadikoM sK HA APYTOMY, TaK i Ha TPETHOMY PiB-
HsX. BOHH TO3BOJISIOTE 3’ €AHYBaTH JCKUTbKA MPUCTPOIB Y JIOKATBHIN MEpexi Ta
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3MEHIITYBaTH OOJIACTH KOJMi3iH 3a IOMOMOTOI0 KoMyTalil makeTiB. [lepeBipstoun
BMICT 3aroJIOBKiB ITAKeTiB, KOMyTaTop cTBOproe Tabmmiro MAC-aapec i Biamosi-
THAX iM (i3UYHUX TOPTIB Ha KOMYTaTOpi, 00 e(eKTHBHO MPHUAMATH PilIeHHS
IIO/I0 HAIpaBJICHHS MaiOyTHIX makeTiB. Konn makeT maHWX HAAXOIWTH Ha MPH-
CTpili, BiH IepeBips€e HOro 3arojioBoK, 1100 BU3HAYUTH ajpecaTa, nepesipsie Tad-
o MAC-azapec i3 BignoBiqHUMHU (DI3MYHUMH TIOPTaMH Ta MPUIMAae PillIeHHs,
Ha SIKU{ QiI3NYHUI MOPT BiJNPaBISITH JIaHi.

Cyd4acHi KOMyTaTOpH MOXXYTh PEali30BYBaTH 1 OUIBII CKJIAAHINI TOHOJOTIT
Mepex, BUKOPUCTOBYIOUM BIpTyanbHI JokanbHi Mepexi — VLAN. Jlanuii tun
MepeX J03BOJIIE PO3AULATH iHTep(eiich oqHOro (Pi3MIHOTO MPUCTPOIO Ha Pi3Hi
TiIMEepeKi, TOAUIAIOYH OHY Mepey (Di3UTHO MiAKITIOYEHIX IPUCTPOiB HA Kilb-
Ka JIOTIYHAX MEPEeX, SKi He MOXKYTh O€3MOCepeIHbO B3AEMOMIATH OJIHA 3 OJIHOIO,
peai3oBYIOYH IPHHIIAI CETMEHTAIIIT MEPEeXKi.

1106 aBa mpUCTpOi MOIIM B3a€EMOJISTH B TUIIOBIH KOPHOpATHUBHIN abo 1o-
MallHi# Mepexi, BOHM NOBUHHI Maty sik [P-aapecy, noB’s3any 3 piBHeM 3 (piBeHb
IP), tax i MAC-anpecy, noB’sizany 3 piBHeM 2 (piBeHb Ethernet). ¥ 3acrapimux
Mepexax, CTBOPEHHX JI0 MOSBH 1HTEIEKTYaIbHIX KOMyTaTopiB 30aTHHUX MiATPU-
myBaT VLAN, equHHM cHOCOOOM Ui B3a€MOJIi JBOX HpI/ICTpOlB B OKpEMHUX
mepexax Ethernet plBHH 2 Oyn0 BUKOPHCTAHHS MapLIPYTH3alis MIXK [IUMH JBOMa
MepexaMi, sIKa 3AiHCHIOBaIacs 3a JONOMOT Ol MapuipyTizaTopa (puc. 1). 3 pos-
BUTKOM MEPEKEBHUX TEXHOJOTiH 1 mosBoro VLAN, kepoBaHi KOMYyTaTOpPH OTPH-
MaJli MO>JIUBICTH 3’€JHYBaTH J[Ba MPUCTPOI B OKpeMuX Mmepexkax Ethernet. On-
HAK, TAKUH MiAXIT yce 11e MoTpeOyBaB 3B’ 3Ky uepe3 MapIipyTH3aTOPOM.

et
e

Network 10.10.10.0 /24 ,J 11 Network 10.20.10.0 /24
/ Router
et ~. .
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Pucynox 1 — I[Tobyoosa mepeoici 3a donomozoro komymamopa Layer

I3 mosBOIO KOMYTATOPIB, K MPAIIOIOTH SIK Ha PiBHI 2, TaK 1 HA piBHI 3, BiAOy-
JIFCSI 3MIHH B TIPHHIIMIIAX TOOYIOBH MEpEX, aJKe 11l MPUCTPOi JO3BOJBIIN XOCTaM,
I IKITIOYEHIM J10 PisHUX Mepesk VLAN, criiKkyBaTHCS OUH 3 OTHUM O3 BUKOPU-
CTaHHS CIIELIaIbHOTO MapuIpyTuzaTopa (puc. 2). ¥ Taknx Mepexax MapupyTu3a-
Iis] BUKOHYEThCS KOMYTATOpPOM, a HE BHJIJIEHMM MapIIpyTH3aTOpOM. Y Mepexi,
sKa 1o0y/0BaHa Ha OCHOBI KOMYTATOpiB 3 pIiBHS, MiJ Yac NMEPEBIPKH 3arojioBKa
MIaKeTa, BiIOYBA€THCSI BUSHAUYCHHS MEpeKi HOro OTpUMaHHS 1 SIKIIO IIeH makeT mpH-
3HaueHo i iHmoi VLAN, komyTaTtop piBHA 3 “HiTHOCHTE” TIaKeT /10 PiBHA Map-
mpyru3amnii. Ilicna mporo, Ha piBHI MapmpyTusanii (piBeHs 3) mpuiiMaeTses pi-
MIEHHsI TIPO T, Ky/IM HA/ICUIIATH TTAKET — KOMYTATOp 3BEPTAETHCS JI0 TaOMHIII TIepe-
cunansst MAC-aapec, o0 BUPIIIATY, Ha SIKUIA TIOPT HAJICUIIATHA BUX1THUH TTaKeT.
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Pucynox 2 — Ilobyoosa mepeoici 3a donomozoro komymamopa Layer 3

AHaNi3yI091 TEXHOJOTIi TOOYIOBH MepexXi Ta MPUHINIHN (QYHKI[IOHYBaH-
Hs KoMmyTatopiB Layer 3 MoxHa BUIIINTH HACTYITHI IIepeBaryd Ta HEJONIKH iX
BHUKOPHUCTAHHS.

[epearn: migTpumye mapmpytuszamiro Mk VLAN; 3abesnedye Jerkicth
YIIPaBIIiHHS OE3IEeK0I0; J03BOJISIE 3MEHIIMTH O0CSAT TpaHCISILIHHOTO Tpadiky;
MOJICTIIUTE Tporiec HanamTyBaHHs 471 VLAN, ocKinbku OKpeMuii MapiipyTusa-
TOp He motpideH Mix koxkHOIO VLAN; BUKOpUCTOBYE OKpeMi Tabuuii Mapiipy-
TH3AIlii Ta, K HACTIIOK, Kpaluid po3moain Tpadiky; KOHTPOJIIOE MOTOKH Ta 3a-
Oe3neuye BUCOKY LIBHAKICTh MacIITa0yBaHHsI; MEHILA 3aTPUMKa MEPEKi, OCKLIb-
KU MTaKeT He pPOOUTH OAaTKOBHUX CTPUOKIB, 00 MPOHTH Yepe3 MapIIpyTH3aTop.

Hemomniku: BapTicTh 3HAYHO BHIIA B MIOPIBHIHHI 3 KOMYTaTOPOM PIiBHS 2; HE
miarpumye ¢yaknii WAN; 1pu BiTHOCHO HEBEIHKHX PO3Mipax Mepexi, Moxe
30UIBIIIMTH CKJIA/IHICTh, HE 3a0e3Medyloun J0JaTKOBUX IIepeBar; He IPOINOHYE
YKOITHUX (DYHKITIH JJIs1 CKITaHUX TOTIOJIOTIH.

TakuM YMHOM, Ha OCHOBI JOCHIPKEHHS 0COOJIMBOCTEH CYy4YaCHUX KOMYTaTO-
PpiB, MOXKHA 3POOHTH BHCHOBOK, III0 KOMYTATOp PiBHS 3 BUKOHYE (QYHKIIT Mapii-
pyTH3aui'1' Ha JI0JJaTOK JI0 KOMYTallii Ta BU3HAYa€ IUISIXM Ha OCHOBI JIOTIYHOT aj1-
pecaii. Komyraropu 2 piBHs BUKOHYIOTh ()YHKIIFO KOMYTAILT Ui EpeBIOpsi-
KYBaHHs KaJpiB JaHUX Bil JUKepena 0 MEPexi NPH3HAYCHHS Ta JIO0HNOMAraroTh
MIepecHiIaTH MakeTH Ha OCHOBI yHikanbHMX MAC-anpec, ogHak HE JI03BOJISIOTH
pearnizyBaty OyIb-KHI IHTENEKT TiJ] Yac MepecyIaHHs MaKeTiB. 3araaoM, KOMY-
TaTOpH PiBHS 2 BUKOPUCTOBYIOThCS JJIsl 3MEHILCHHS TpadiKy B JIOKaJbHIH Mepe-
K1, TOAI K KOMYTaTOpH piBHS 3 MepeBakKHO BUKOPHUCTOBYIOTBCS AJISI peaizarii
VLAN. PimmreHHsI po BUKOPUCTAHHS OJTHUX YH {HIINX — 3aJIUIIAETHCS 32 000010,
sKa TIPOEKTYE Mepexy. [Ipu 1IboMy CITiJT BpaXOBYBaTH YCi 0COOIMBOCTI MaitOyT-
HBOI MEpeXi Ta 3BKUTH NEepeBary i HEAOJIIKH KOKHOTO 3 BHIIB KOMYTaTOPIB.

Inghopmayiiini oxcepena
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YJIK 004.056

KIBEP®I3UUHA CUCTEMA “PO3YMHUM IIM”:
CTPYKTYPA - 3AT'PO3HU - BE3IIEKA

Banenmun /[youxesuu, I'anuna Muxkumun, Maxcum Ianyneup, Poman Kymenw

Kacgpeopa b6e3nexu ingpopmauiinnux mexuonoziii Hayionanvnozo
ynieepcumemy “JIvsiecoxa nonimexnixa”, m. Jlvgis, Yrpaina

Anomauin. B pobomi posenanymo cmpykmypy 6azamopienegoi kibepghizuunoi cu-
cmemu (K@C) “Posymuuii 0im” 6 npocmopi ‘‘inmenexmyanizayis — xibepbesnexa’.
Ipoananizoeano @ynkyionanvhicms: Gizuunoco npocmipy (®@I1), xomymixayitino2o
cepeoosuwa (KC) kibepuemuunozo npocmipy (KII) xibepgizuunoi cucmemu. Poseopny-
ma 306HIuHA ma eHympiwHs be3nexa dbazamopienesoi cmpykmypu KOC na pieni yinec-
NPAMOBAHUX | BUNAOKOBUX 3A2PO3.

Abstract. The paper examines the structure of the multi-level cyber-physical system
(CFS) ““Smart Home” in the space of “intellectualization - cyber security”. The
functionality of: physical space (FP), communication environment (CS), cyber space (CP)
of the cyber-physical system was analyzed. | will expand the external and internal security
of the multi-level structure of the KFS at the level of targeted and random threats.

Bcmyn. B Ykpaiti po3ropTaroThCsi IMPOILECH 0e3MeuHOl IHTeIeKTyami3aii
iHGPACTPYKTYpH CcycmijbeTBa B mpoctopi Konmenirii [ayctpii 4.0 Ta Crparerii
kibepOesneku [1]. EQekTHBHUMH TEXHOJIOTIIMH MiATPUMKH Oe3Me4HOro (GyHK-
[[IOHYBAaHHS 1HTEJIEKTYaJIbHIUX OO€EKTIB € OaraTopiBHEBi KiOep(hi3MyHI CHCTEMH.
AKTyaJIbHUM TTUTaHHSM 3aJIMIIAETHCS KOMIUIEKCHa cuctema Oe3nekn KDC 3a
BIUIUBY BHIQ/IKOBHX 1 I[JIECTIPSIMOBAHHX 3arpO3.

Kibepgpizuuna cucmema “Pozymnuit 0im”: oazamopisnesa cmpykmypa —
3azpo3u — besnexa. bararopiBHeBa kiOepdizmuHa cuctema “Po3ymHuMi mim”
(GyHKIIOHYE Y B3a€MO3BA3KY “(Di3NUHUI TPOCTIp — KOMYHIKaI[IiHE CepeIoBHIIe
— kibepreTHuHMH mpocTip” (puc. 1).
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Pucynok 1 — Cmpyxmypa 6azamopisnesoi kibepghizuunoi cucmemu “Pozymnuii oim”
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®iznunnii npoctip KOC “Po3ymHMii 1iM” NpeACTaBIAIOTh JaBadi, M0 3a-
0e31euyroTh:

— mapaMeTpu 06aHaHHS (BOJONIOCTaYaHHsl, €JIEKTPOXKUBIICHHS T. 1);

— KoM}opT (OCBITJICHICTB, SIKICTb MOBITPSI 1 BOJH, BOJIOTICTh, TEMIIEPATYPY
T. 1);

— OesmeKy (CUCTeMH Biieo HarisiLy, Oi0MeTpIIHI CHCTEMH T. 1).

Komynikaniiine cepemopume K®PC — cuctemu 06e3mpoBigHOTO 3BSI3KY —
LTE, Wi-Fi. Ki6epuermunwuii ipoctip KOC — inpopmariiiiai pecypcu (ieHTparti-
30BaHAa CTPYKTYpOBaHA OOEKTHO-pEIIAIiifHa 06a3a JaHNX); iH(popMaIliiiHa crucTeMa
(KOMIT'IOTepH30BaHa CHCTEMa OOpPOOKH, aHANi3y Ta NPUAHATTSA pIilIeHHS Ha
YIpPaBJIiHHA CTAaHOM 00’ €KTa); iHhopMalliitHi mporecH (dhasu, onepaiiii, 00poOKa).

BumnankoBsi Ta minecnpsiMoBani 3arpo3u 6esneni KOC Ha 30BHIIIHEOMY 1

BHYTPIIIHBOMY PiBHSIX MpECTaBJIeH] B Ta0I. 1.

Tabnuys 1

Linecnpamosani i sunaoxoei 3azpo3u 6ezneui KOC “Po3ymnuii 0im”

3osHiwni yinecnps-
MOBAHI 3a2POo3U

Baxucm

Busenennss 3 nany
IIPUCTPOIB BifeoCHo-

KIT: po3MexyBaHHS JIOCTYIy JI0 CEpBEPY HAJIAIITYBaHHS Ta
30epiraHHs JaHUX B XMapHOMY CEPeAOBHIII

CTEPEKEHH KC: nokpamenns 3axucty Wi-Fi-mepexi
@II: MacKyBaHHS Micllb BCTaHOBJIICHHsS KaMmep; MOABilHE
OXOIUICHHSI CIICKTPY BiZICOCTIOCTEPEIKCHHS

Iopymennss  ¢yHk- | KII: aBTOMaTH30BaHe BUSBJICHHS HECIPABHOCTEH KaHANIB

LIOHYBaHHS KaHaiB
CHEPTOXXUBIICHHS Ta
IHTEPHET-3B’A3KY

€JICKTPOXKUBIICHHS IHTEPHET-3B SI3KY

KC: cTBOpeHHsI pe3epBHUX KaHAJNIB 3a0e3MEUeHHs] eHepro-
JKUBJICHHSI Ta IHTEpHET-3B’A3Ky (COHs4HI OaTapei, reHepa-
top, 4G/5G mozewm, Starlink); pe3epBHe kKabenbpHe 3abe3re-
YeHHs 3B’ 3Ky Mixk koMrnoHeHTamu KOC

@DII: cnopyKeHHs! 30BHIIIHBOT 3aXUCHOT KOHCTPYKIi

ITlinmiHa caHKIIOHO-
BaHOTO KOPHCTyBa4ya

KIT. inentudikanis Ta aBTOpH3allisi KOPUCTYBadiB, 00na-
HAHHS Ta JaHUX
KC: mmdpyBaHHs JaHUX B MEpeKi.

“CHidinr” maHux Yy
KaHaJi 3B’ 513Ky

KC: mnokpamenns 3axucty WiFi-mepexi (criiiki mapoui,
BUKOPUCTAHHS HallHOBIIIMX CTaHZApTiB Oe3nexu); mudpy-
BaHHs IAHUX y MEpexi

Ro6niwni  6unaokosi

3azpo3u

Baxucm

3arnymeHHs KOpHC-
HOTO CHTHay CTO-

KC: 3aBajocTiiike KOJYBaHHS, BHKOPHCTaHHS pPETPaHCIs-
TopiB/Mesh-cucTeM;  CTBOPEHHS  PE3€pBHHX  KaHAJIB
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pOHHiMI/I rnepeaasa-

3B’3Ky; BHKOPHCTaHHs OararodactoTHux Wi-Fi-poyrepis;

yamu (ITEMB) CKpaHyBaHHS NPHMIIIICHb

IMopymenns ¢ynk- | KII: Bukopuctanss npaktuk “high availability” nns nana-
IIOHYyBaHHS CHCTEM | INTYBaHHS BiJJaJICHOTO CepBEpa; CTBOPEHHS DPE3ePBHUX
XMapHOro mpoBaii- | Komiil JaHUX Ta KOH(Irypauiil cucreM; mMubpyBaHHs JaHUX
ziepa “at rest”; KC: mudpyBanHs naHux “in transit”

Buympiwmni  yinecn- 3axucm

PAMOSAHI 3a2P0o3U

HexrtyBanus 0Oesre-
KOO MPUCTPOIB Tix
qac  BCTAHOBJICHHS
Ta/abo TpaHCHOPTY-
BaHHS [MiAPSIIHAKOM
3 MOHTaXY

@II: Bubip eneMeHTIiB CUCTEMHU 3 HEPO30ipHUM KOPITYCOM
Ta XOPOIINM CTYIEHEM 3aXUCTY Bijl 30BHIIIHHOTO BILUIUBY
KC: TlepeBipka KOMIIOHEHTIB IIepe/l BCTAHOBICHHAM

KII: TlepeBipka NMOKa3HHUKIB 3 HOMiHAJIbHUMH TaOIUISIMU
BiJl BUPOOHUKA Ta IHIIUM IPUCTPOEM

Brpara manux uepes
BUXIJ[ 3 JIAAy JKOPCT-
KOTO JIUCKY

@II: MoHiTopuHr poOOTO3/1aTHOCTI KOMIIOHEHTIB 30epi-
raHHs iHpopMarrii

KC: 3’ennanHs 3 10AaTKOBUM CXOBHILEM JaHUX 110 TEXHO-
norii RAID1 (n3epkantoBaHHS JaHUX)

KII: JTyomoBaHHs naHMX Ta KOH(DIrypaiiii HamamTyBaHb
CHCTEM Ha He3aJIeKHI HOCii

TloTpannsiHHs IHKi[-
JIMBOTO TIPOTPaMHO-

KC: JlyomoBanus indopmariii y cuctemi 3 mpaBaMu “BH-
KITFOYHO YATaHHS

ro 3abesneueHHs | K7I: OHOBJICHHS TPOTPaMHOrO 3abe3NeYeHHs Ha CTam Ta
qepes OHOBJICHHSI | mepeBipeHi Bepcii

€JICMEHTIB CHCTEMHU

Buympiwni  eunao- 3axucm

K081 3a2po3u

Ilepenaua Hexopek-
THHX JaHUX dYepe3
“3amymueHHs”  Ka-
HAJIiB 3B’ 513Ky

@II: Bubip KOMIOHEHTIB “pO3YMHOr0 JOMY” 3 MOKJIUBIC-
TIO OE3MPOBIHOTO Ta MPOBIJHOTO 3BSI3KY

KC: BUKOPUCTaHHS alTOPUTMIB 3 HaJTUIIKOBICTIO

KII: MOHITOPUHT OTpUMaHHUX AaHUX 3 MOKJIMBICTIO MiAT-
BepUKEHHsI (IOBTOPHOTO OTPUMAHHS) TaHUX

TToMunKu CHUHXpOHI-
3amil mpUCTpOiB de-
pe3 pi3Hi THIU ele-
MEHTIB 3’€JJHaHHS 3
MEpExKero

@I1: Bubip eneMeHTIB 3 MiJ1’€HAHHSAM JI0 IHTpPaHET-MEPEK
KC: Po3po0OiieHHS apXiTEKTYpU CUCTEMH Tepe]] 3aKyIIiBICO
€JIEMEHTIB Ta X BCTAaHOBJICHHIM

KII: BuGip eneMeHTIB 3 MOXKJIMBICTIO IPOTPaMHOT0 BHOOPY
KOJIyBaHHs Ta mudpyBaHHs iHPOpMarii

Ingpopmauyiiini oxcepena

1. Crpareris kibepbe3nexu Ykpainu — [Enexrponnuii pecypc]. — Pexxum nocrymy:
https://zakon.rada.gov.ua/laws/show/447/2021#Text
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YK 614.8-084:615.91

MEPEBAI' TA HEJIOJIIKK HOBOi CUCTEMM OINOBIIIEHHSI
PO HA/BBUYAMHI CUTYALIT

An Kapaincekuii, Auopii I'aspuce

Kagpeopa yusinvnozo 3axumy JIveiecokozo deprcasnozo ynieepcumemy
oe3nexu scummeodianvnocmi, m. Jlveie, Ykpaina

Anomauia: Ha cvo200Hiunill Oenv egpexmusne onogiujents HaceleHHs wooo He-
be3neynux nooiil cmano HAO36UYAUHO AKMYATbHUM Ma HeoOXIOHUM 3a80anusam. Tomy,
Jepoacasna cryscba Yrpainu 3 HaO36uuaiinux cumyayiil 6npoeaol’Ccye ma mecmye Hogy
cucmemy onogiwgenns, wjo npayioe Ha mexuonoeii Cell Broadcast. Asmopu npoananizy-
61U NO3UMUGHT MA He2AMUGHT CIMOPOHU i1 6NPOBAVICEHHS.

Knrouoei cnosa: yusinonuii 3axucm, cucmemu onosiuenns, mexuonozis Cell
Broadcast.

Abstract. Today, effective notification of the population about dangerous events
has become an extremely relevant and necessary task. Therefore, the State Emergency
Service of Ukraine is implementing and testing a new notification system based on Cell
Broadcast technology. The authors analyzed the positive and negative aspects of its im-
plementation.

Keywords: civil protection, alarm systems, Cell Broadcast technology.

Ha cporoaHinHii aeHb B YKpaiHi OJHUM i3 FOJOBHUX 3aXO[iB 3aXHCTy
HaceJeHHs Bin Hajg3pmuaiiHux cutyariii (HC) € fioro cBo€4acHe OMOBIIICHHS
npo Hebe3neKy, 00CTaHOBKY, sika CKJlanacs BHACIIAOK 11 peamnizalii, a Takox
iH(OpMyBaHHS PO MOPSIOK i MpaBUia MOBENiHKN B yMoBax HC, mo Ha Moo
JIYMKY € NpaBUJIbHHUM, aJKE HACEJIEHHS Ma€ 3HaTH MO 3arpo3y a He TaK sK
Oyrno mpu BuOyxy YopHoOmibcbkoi AEC(irroieli eBakyliOBYBaIM HE CKa3aB-
M TIPO aBapiio fKa cTaynack). Takoxk, 3 MUBIIFHUM HACEJICHHS Ma€ MPOBOIHU-
THCh HaBYaHHS, 1100 y pa3i BUHUKHEHHs HAJ3BUYaHOT CUTYyaIlil BOHH 3HAJIN
cBoi mii [1].

JlokanpHa cHcTeMa OMOBILIEHHS — I€ MPOTrPaMHO-TEXHIYHUH KOMIUIEKC,
10 CTBOPIOETHCSA 1 QYHKITIOHYE HA 00’ €KTI MiABUIIECHOT HEOE3MEeKH Ta MPU3Ha-
YEeHUH JUI OTOBIIIEHHS Y Pasi 3arpo3d BUHUKHEHHS Ta IIiJ] 4ac BUHUKHEHHS
Ha/3BUYAHUX CUTYyalliii, B pe3y/bTaTi KUX Yy 30HY MOXIHUBOIO HEraTHBHOTO
BIUIMBY IOTPAIUISiE HACEJIECHHS, TEPUTOPIs 1HIIMX ITJIPHEMCTB, YCTAHOB 1 Op-
ramizarmii [2].
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[Tig xiHewp BepecHA B YKpaiHi 3aBEpHIMIIOCH TECTYBaHHS HOBOi CHCTEMH
orepaTHBHOTO iH(GOPMYBaHHS HaceJICHHS NPO HaJ3BHUYaiHI CUTYyalil 3a J0Mo-
MOTOI0 omepaTopiB MoOipHOTO 3B 513Ky KuiBctap, Vodafone Ta lifecell. Bona
npamroe B 17 obnactsix ta micti Kuesi [3], sik 3a3naunnu B JlepkaBHiit cimyx0i
VYkpaiau 3 Haj3BHUaitHUX cuTyamiii. HoBa cuctema omepaTtuBHOTO iH(pOPMY-
BaHHs mipaiioe 3aBsaku TexHouorii Cell Broadcast. Bona Mae 3HauHi mepeBaru
Hax SMS-iapopmyBanHsAM. CHIOBIIIEHHS CTOCYBATUMYTHCS aOCONFOTHO Pi3HHUX
3arpo3: BiJl METEOPOJIOTiYHUX sIBUI (OypeBii, JIICOBI MOXKEkKi) A0 XIMIYHUX 3a-
Tpo3, SAKIIO MOPYY € XIMiUHI MiAPHEMCTBA, Ha SIKUX cTanucs BUKUIU. Lle mo-
KyTh OyTH 3arpo3u pajiallifHNX BHKHAIB, 30KpeMa JUIsl HaceJeHHs, SKe Mpo-
)kuBae B 30-KUTOMETpOBil 30HI CIIOCTepeKeHHST HAaBKOJIO aTOMHHX cTaHmii. Le
MOXe OyTH TepMiHOBa €BaKyallisi Ha JEIKUX TEPUTOPISX.

Jlo cximamy IUX CHCTEM BXOAATH MPUCTPOI AJIS 3BYKO- i BiZICOBIATBOPEHHS
iHpopMauii Ta iHII TeXHIYHI 3ac00M, y TOMY 4YHCIi aOOHEHTCHKI paliOTOYKH,
BYJIMYHI TYYHOMOBHI MPHUCTPOI (CHTHAIBHO-TYYHOMOBHI MPHUCTPOI), MPHUCTPOI
JUIS 3aITyCKy €JIEKTPOCHPEH 1 €JIEKTPOCHPEHH, CUCTEMH aBTOMAaTH30BaHOTO BH-
kiuky [2]. Ipore, skmo Ui mpaniBHUKIB 00’€KTy T'YYHOMOBHI NMPHCTpPOi Ta
SJICKTPOCUPEHN OyIyTh €(PEKTHBHUM CIIOCOOOM OIOBIILICHHS, TO JJIs HaceJeH-
HSl, sSIKE TPOXKHMBAE MOONN3y 00’€KTa CUI'HAJIM OIOBILICHHS BiJ IIMX MPHUCTPOIB
MOXYTb OyTu HeuyTHi [1].

HoBa cucrema omnepatuBHOTO iHGOPMYBaHHS IMpaIfOBaTHME 3aBISKU
texHonorii Cell Broadcast. Cell Broadcast- ¢pynkmis mepexi GSM, mo mo-
3BOJIsIE MOOITILHOMY OTIepaToOpy IepelaBaTH pi3HOMaHITHY iHpopMalio, 1o
Moke OyTH BimoOpaxkeHa Ha nuciuiei MoOiTEHOTO TenedoHy. Ha BiqMmiHy Bifn
Cy’)OW KOPOTKHMX MOBiJOMIICHb Biax Touku mo Ttouku (SMS-PP), Cell
Broadcast — 1e cnyx0a 0OMiHy MOBiJIOMJIEHHSIMH 3 T€OTAPTETHHIOM 1 T€030-
HOIO “oxuH 0 Oarathox”. ToOTO MOBIAOMIIEHHS HAAXOIATh HabaraTo IIBU-
e, TOBIIOMJICHHS HAJIXOASATh a0OHEHTaM MOOUIBHUX OIEpaTopiB, SIKi Ie-
pebyBaroTh y panaiyci nii oOpaHux 0a30BUX CTaHI MOOIIBHOTO 3B’S3KY.
JlronsM HaACHMIATHMYTH MOBIZOMIIEHHS 3 HA3BOIO 3arpo3W Ta IHCTPYKILIEIO
niti. Oroxx ACHC moxxe BigmpaBnatu iH(pOpMaIilo XHUTEIIM KOHKPETHOTO
HaceJIeHOTo IyHKTY, o0JsiacTi abo mo BCiii YKpaiHi, B 3aJ€KHOCTI BiJ CUTYya-
ii. 3ByKOBHI CHTHa MPO HAAXOHKCHHS TMOBiAOMIICHHS Oyje HaBiTh y TOMY
BUIIAJKy, SKIIO 3BYK Ha TeleOHI BUMKHEHUH, MO0 Ha CIOBINICHHS
000B’SI3KOBO 3BEPHYJIM yBary Ta pearyBajiil BilMIOBiIHO MO IHCTPYKIIH Ta
nopaj Moo Ail y pi3HUX 3arpos3ax.
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IIpore B maniit cucreMi € psg Hepomikis. [IpuiiMaTH MOBiOMIIEHHS BiJl CH-
cremu Cell Broadcast MoxyTh mepeBakHo MOOiNBHI TenedoHu (cMapTdoHn),
siKi BUpobieHo mounHaodd 3 2019 poky, Ta sSKi MalOTh ONEpaliifHy CHCTEMY
Android Bepcii 11 ta Bume ab6o i0S Bix Bepcii 14.5. Takox BoHa iHKONM Aae
30i#f Ta MOKe HaJICIaTH CHOBIMIEHHS IIPO 3arpo3y B iHITY 00JacTh UM palioH B
SIKi¥l HIYOTO HE BiJOYyBa€ThCSI.

Bonnouac, crapi mozeni TenedoHiB (o 2019 poKy BHITYCKY) 3 BEIHKOIO
HMOBIpHICTIO He 3MOXYyTh npuiiMaTu omnosinieHHs Cell Broadcast. Y maiiOyr-
HBOMY IUIaHYIOTH PO3MIMPIOBATH TIEPEIiK Mojaeieid cMapT(OHIB, SKi 3MOXKYTh
OTPUMYBATH TaKi MOBITOMIICHHS.

Takoxx He mOTpiOHO 3a0yBaTH IPO OMOBIMICHHS CUTHCHKOTO PalOHY,TaM
BOHO po3BUHEHE Tipue. YacTHHa 13 HUX B3aralli He Mae 3B’s3Ky. He Bci mronu
MaloTh MOOLTBHHN TenedoH abo cMapTPOHU TOMY BOHH 3MYIICHI OTPUMYBaTH
CHOBIILEHHS Yepe3 pajio abo TenebaueHHs. Bee 11e 0OMexye MOXIMBOCTI 1110-
JI0 BUKOPHCTaHHS iCHYIOYOI armapaTypH yIpaBIIiHHSA 1 3aCO0IB OMOBIMICHHS, 10
moTpelye 3aydeHHs 3HAYHUX (PIHAHCOBHX 1 MaTepiallbHUX PECypciB.

Takox He MOTPiIOHO 3a0yBaTH MPo JrOCH 3 Bagamu ciyxy. OnurtaBimu ix
3’sICyBaJIOCh IO HA Yac BOEHHOTO CTaHY B KpaiHi BOHH TPUMAOTh BCi MOTPiOHI
peui Oinst cebe Bkitouarouu TesneoH ToMy sikpa3 onosileHHs Big cucremu Cell
Broadcast no0pe ix iHpopmye mpo Hebe3meKy Ta BKa3ye IHCTPYKINIO MOA0 il
IPY MeBHIH Ha3BUYaiHIN cuTyarii.

OTxe, MOKHA 3a3HAYUTH [0 HOBA CHCTEMa OINOBIIICHb NMPO HaJI3BHUYalHi
CUTyaIlll Mae 3Ha4yHi nepeBaru Hajg SMS-MOBIIOMJICHHS : MIBUIIEC OTPUMAaHHS
CMOBILICHb, 3BYKOBUI CHIHAJI HABIiTh NPH BUMKHEHOMY cMapT(oHi. Ane € mie
HaJl YMM MONPAIIOBATH HANPUKIAA: HE BCI JIOJM MalOTh CMapTHOHH, HE y BCIX
HACeNIeHUX MyHKTAaX TaKi K ceia € 3B’530K, TOMY MOTPiOHO e MPaIfoBaTH Haj
LIUMHU HIOAHCAMH.

Ingpopmauiiini 0xncepena
1. T'apuce A. I1. (2018). [IpobaeMu BramTyBaHHSI CHCTEM OITOBIIIICHHS HACEJICHHS
B CUIBCHKIM MiCII€BOCTI.
2.TaBpuce A. (2019). CMC-1IoBifOMIIEHHS, K CIIOCI0 OIOBINIEHHS HACEICHHS
PO HaA3BUYAHI CUTYyaLl B CIlIbCBKIM MiCILIEBOCTI.
3. Odiuiiinmii cailt JepxaBHoi cinyxOu YKpaiHu 3 HaA3BHYalHUX CHUTyariil. Pe-
kUM noctymy — https://dsns.gov.ua/
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V]IK 004.7

CTBOPEHHSA CUCTEMU AHAJII3Y MEPEXXEBUX ATAK
HA BA3I MAIIMHHOI'O HABYAHHSA

Anina Iaenuwun, Opecm Ilonomaii

Kacpeopa ynpaeninnsa ingpopmauiiinoro desnexoro Jvsiecokozo oepirrcasrnozo
YHigepcumemy de3nexu yxcummeoianvHocmi, m. Jlveie, Ykpaina

Anomauia. Onucano 3acmocy8anHs MAWUHHO20 HAGUAHHA @ CUCMEMAX aAHAli3y
Mepedicegux amax, Busnauenns ma knacugixayia mepesicesux amax, Memoou eusenen-
Ha mepedicesux amax, Memoou mawunnozo naguanus, Mooeni, wo 3acmocogyromvcs
nio wac mawunnozo nasyanns, Cghepu 3acmocysanna mawunHo2o naguanua ma Bubip
npozpamno2o 3abesnevents O CMEOPEHHs CUCeMU ananizy amax Ha OCHOGI MAuUH-
HO20 HABYAHHS.

Kniouogi cnoea: pospobnenna npocpammozo 3abesneuenHs Ha 0azi MAWUHHO20
HABYAHHSA, De3neKa NPpoepamHo20 3a0e3nevenHs, CUCIeMU aHanizy amax.

Abstract. It describes the application of machine learning to network attack
analysis systems, Definition and classification of network attacks, Methods for detecting
network attacks, Machine learning methods, Models used during machine learning,
Applications of machine learning and Selection of software for creating a machine
learning based attack analysis system.

Keywords: Machine learning software development, software security, attack
analysis systems.

B nmanmif yac 3aco0M Ta CHCTEMH KOMYHIKAIlii PO3BHBAIOTHCS CTPIMKHMHU
TEMIIaMH, Pi3KO 30UTBIIMINCA OOCAT Ta IIBUAKICTH Tmepenadi maHux. [Hpop-
Malrlisi 6e31ocepeIHbO BILIMBAE HA XKUTTS JIIOEH, QYHKI[IOHYBaHHS Ta PETYJIIO-
BaHHs OpraHizaiiii Ta nepkaB y IJIOMYy, camMe TOMY iH(pOpMAIi0 MPUITHATO
BBAXXaTH OJIHUM i3 KIIFOUOBHX pecypciB. Baxnusicts iHpopMalii y cycminabeTBi
3pOCTa€ 3 KOXKHUM JTHEM.

VY 3B’s3Ky 3 IIUM TOCTPO MOCTae Mpobiema 3abe3neueHHs Oe3nexku iHdop-
Marlisi, Sika Oe3MocepeHbO 3aIEXKNTh Bijl 3pOcTaHHs 00CATy Ta 3HA4yIIOCTi 1H-
¢opmarii. Bunagku nopymenHs ingopmaniitHoi Oe3mekn, pi3Hi MepexkeBi aTa-
KU BXXE HE € YUMOChH JMBOBIKHMM Ta HecIoJiBaHWM. JItonu CTHKalOThes 3 HU-
MH IIO/HS.

MepeKeBo aTakoK HAa3MBAaIOTh HABMHCHI Jii TpeTiX oci0 (3I0BMUCHU-
KiB), CIIPSIMOBaHI Ha OTPHMaHHS KOHTPOJIO HaJ JIOKAJIBLHMM a0o0 BiJJaJICHUM
KOMIT FOTEPOM IS ITOJANIBIIOTO TOPYIIEHHS poOOTH Mepexi, 3MiHU TpaB KOPHU-
CTyBadiB, OTPIMAaHHS IEPCOHAIBHUX JaHUX a00 peamizamii Oyab-IKUX JeCTPyK-
TUBHUX Iill Hax iHdopMariiro. [l peamizamii MepekeBoi aTaki MOXKYTh 3aCTO-
COBYBATHCS SIK MPOTPAMHI, 1 TEXHIYHI 3aCO0H.
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MepexeBi aTakil MalOTh TaKy KIacHuQiKaIiio:

1. 3a xapakTepoM BILUIMBY.

2. 3a METOO BILIUBY.

3. 3a HasIBHOCTi 3BOPOTHOTO 3B’5I3KY 3 00 €KTOM, 1110 ATaKY€EThCH.

4. 3a yMOBOIO HIOYaTKY 3/1HCHEHHS Aii.

5. 3a po3rauryBaHHsIM cy0’e€KTa aTaky 100 00 €KTa, [0 aTaKyeThCS.

6. 3a piBaeM mojeni OS], Ha TKOMY 3/TIHCHIOETHCS JTis.

MepexeBi aTakd MOXYTb OyTH IIpOBeACHI Ha OyIb-IKOMY piBHI Momemi
OSI, mounHaO4YN 3 MepekeBOro piBHA. [0 BUCOKOPIBHEBHX aTaK BiTHOCSATHCA
Ti SIKi peati3yloThCSI Ha CEAaHCOBOMY Ta MPHUKIIAJHOMY PiBHI, a 10 HU3bKOPiBHE-
BUX — HA MEPEKEBOMY Ta TPAHCIIOPTHUX PiBHSIX.

[IprkaagaMu MepeXeBUX aTak MOXKYTh OyTH:

1. Mailbombing.

2. 3acTocyBaHHs Cleliali30BaHUX JT0JATKIB.

3. [lepenoBuenHst Oydepa.

4. MepexHa po3Biaka (30ip BiIOMOCTeH 3a JIOMIOMOTOI0 JOAATKIB, L0 3HA-
XOJSIThCSL Y BUTBHOMY JTOCTYIII).

5. IP-ciiy(hiHr (3710BMUCHHK BHIa€e ceOe 3a aBTOPU30BAHOTO KOPHUCTYBAUa).

6. Man-in-the-Middle (BmpoBa/pKkeHHSI 3 METOI OTPUMAHHS MAKETIB, MO0
NIepEeAIOTHCS BCEPEANHI CUCTEMH).

7. OimuHr (MaxpaicTBO MUITXOM HaJICWIAHHS TOBIJOMIICHB 3 €JIeMEHTa-
MU COIialIbHOI iHKeHepil).

8. DDOS-aTtaka (mepeBaHTa)XEHHSI CUCTEMH YW 1i €JIEMEHTIB i3 €IUHOIO
METOIO MTOBHOTO Y1 YaCTKOBOT'O BUBEJCHHS i1 3 J1aay).

9. XSS-araka (IIK kiti€eHTa 3a3HaIOTh aTaKH Yepe3 Ypa3IHBOCTI Ha CepBepi).

10. Brute Force (oTpumaHHS HECAHKIIIOHOBAHOTO TOCTYIy IO IHAMBIIya-
JIHUX OOJIIKOBHX 3aIIMCIB, CHCTEM Ta MEPEX ILIIXOM MiaA00pYy.

11. Sql Injection (BukopucTaHHs wIKiMBoro koay SQL s ymnpaiiHHS
0a3010 JaHUX Ta IOCTYNy /10 KoH(DiAeHiHOT iHopMmaii).

Tox anst 3axucty iHpopMaliiHUX CUCTEM BiJ MPOBE/ICHHS HAa HUX BHIIE-
3raJlaHnX aTak po3poOIITIOTHCS CUCTEMH BUSIBIICHHSI MEPEXKEBUX aTak.

BusiBiieHHAM MepeXeBHX aTak Ha3MBAE€THCS MPOLEC PO3Mi3HABAHHS aHO-
MaJIbHOT YW Mifo3piioi IisUIBHOCTI. AJITOPUTM BUSBIICHHS aHOMAJIH Mepexi
MoOXe OyTH ONMCaHWi HACTYITHMM YMHOM. JlaHMUMH /IS aHaJi3y € MepeXeBUH
Tpadik y BUrIal MepexeBux nakeris. L{i nani 30uparotscst 6e3 00poOKH, micis
4Oro MOXKYThb OyTH HOPMaTi30BaHi JJIs 3aBJAaHHS 03HAKOBUX aTpHOYTIB 3araib-
HOTO BHIY. Taki JaHi BUKOPHCTOBYIOTHCS JJISI CTBOPEHHS aKTHBHOTO MPO(diIIo.
Jani npodisib MOPIBHIOETHCS 3 HOPMAIBHOIO JiSUTBHICTIO 00’ €KTa, 1 IPU BUSB-
JICHHI po30DKHOCTEH mapaMeTpiB mpodimo dikcyeTses anomais. lanuit anro-
PUTM Mae€ KiIbKa BapiaHTIB MOAANBIIOI peami3amii: mporeaypa MOpiBHAHHS 3
TPaHIMYHOIO BEIMYMHOIO (TIPH MEPEeBUIEHHI TPAHWYIHO! BENMYHUHHU (DIKCYeETHCS
aHoMaJtis1), imeHTHdiKalis HeCaHKI[IOHOBAHUX il MUIIXOM IOPIBHSIHHS MeEpe-
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JKeBOTro Tpagiky 3 MIa0IOHOM aTak, METOIH IHTENIEKTYyalbHOTO aHAaJi3y JaHWX
(MeToaM OOUYHMCIIOBAIBHOTO IHTENIEKTY, MAIIMHHOTO HAaBYAHHS).

Merto/ iHTENIEKTYaIbHOTO aHaJIi3y YCIIIIHO 3aCTOCOBYETHCS NPU po3poOIi
Cy4acHHMX CHCTEM BUSIBJICHHS aTak i € IEepPCIEKTHBHHM HAlpsIMOM PO3BUTKY
JTAaHOT rarysi.

OnHUM i3 KJIaCiB METO/Y IHTEJIEKTYaJIbHOT'O aHali3y € MalllMHHE HaBYaHHSI.

MamunHe HaByaHHs (aHri1. machine learning, ML) — ramy3p mry4Horo is-
TENEKTY, XapaKTEPHOIO PUCOI0 SKMX € HE MpsIME pIleHHS 3a/adi, a HABYAHHS,
3aCHOBaHE HA BUKOPHCTAHHI JaHUX Ta aJTOPUTMIB I iMiTaIlii HaBYaHHS JIFO-
IuHA. Bupimryroun cXoki 3aBAaHHS, IOCTYIOBO MiJIBHIIYETHCS TOYHICTH pi-
1meHb. [ moOyioBH TaKNX METO/IIB BHKOPHUCTOBYIOTHCS 3aCOOM MaTeMaTHIHOT
CTAaTHCTHKH, YUCEITbHUX METOAIB, MATEMAaTHIHOTO aHaNi3y, METOMAIB ONTHUMI3a-
wii, Teopii ¥MoOBipHOCTEH, Teopil rpadiB, pi3HUX TEXHIK POOOTH 3 JaHUMH B
udposiit hopmi.

Cnocobu HaBYaHHS MOJIISIOTH Ha:

1. HaBuanHs i3 BunteneM (supervised learning).

2. HaBuanus 6e3 Buntens (unsupervised learning).

3. HaBuanus 3 nigkpirmuieHusaM (reinforcement learning).

VYci mepeniveHi anropuTMH HaBYAHHS MITXOMATh HAa BUPIIICHHS 3aBIaHHS
BUSBJICHHS aHOMaiiit. [ peamizaimii MeToxy HaBYaHHS 3 BUHTENIEM HOTpiOeH
Ha0ip JaHWX, 3alUCH B SKOMY CIIOYATKy PO3JLUICHI HA KJacH ‘“‘HOPMANbHI” Ta
“agomaineHi”. [Ipu po3poOrii cucTeMu BUSBICHHS MEPEKEBHUX aTaK IIi KJIACH
[O3HAY€eH] K “HeMae atakn’ 1 “‘€ aTaka’ BiAIIOBITHO.

BrkoHaHHS MalIMHHOTO HaBYaHHS BKJIIOYa€ CTBOPEHHs IEBHOI MOJEI,
sIKa HABYA€ThCS HA BXIJHMX HABYAJBbHUX JIAHUX, & MIOTIM MOKe 00pOoOIISITH 1HII
JlaHi, JUIsl MPOrHO3yBaHHs. J{JIsi cMCTeM MallMHHOTO HaBYaHHS BHKOPHUCTOBY-
I0ThCS Pi3HI TUIIM MOJIENEH, HAIPUKIIA:

1. JlepeBo npHUAHATTSI PillICHb.

2. BunasikoBwui Jiic.

3. JliniiiHa perpecis.

4. Haisuwmii baiiec.

MamvHHe HaBYaHHS 3adilla€ MPaKTUYHO BCi cepu AisIBHOCTI JIFO/ICTBA:
BiJI XapuoBOI NMPOMMCIIOBOCTI Ta CUIBCHKOTO T'OCHOAAPCTBA JI0 €KOHOMIKH Ta
HayKH.

[MpuknagamMy KOHKPETHUX CHCTEM, PO3POOJICHUX 3 ypaxyBaHHSIM MallWH-
HOTO HaBYaHHSI, MOXKYTh CITY)KUTH:

1. Image to Recipe — niepeTBoproe 300paKeHHS CTPaBU HA PEIENT MPHUro-
TYBaHHSI.

2. Diseases — imentnikaiis KiIHUAKIB Ta XBOPOO CLILCHKOrOCIIOAapCh-
KUX KYJIBTYp Ta 33 300paKeHHSIMH.

3. Auctions — onTuManbHI ayKIIOHH 3 BHKOPHUCTAHHSM TJIHOOKOrO Ha-
BYAHHSL.
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4. Variant calling — BusHaveHHs BiaXIeHb Bi eTamoHHOro remomy B JIHK
JIFOTUHH.

5. Manufacturing Anomalies — inTesekTyaabHe BUSBICHHS aHOMAIiH JUist
BUPOOHHUYOT JIiHIT Ha MIAIPUEMCTBI.

6. SMAC - cucrema 3axucty Bin maxpaiictBa B Move-To-Earn rpi
STEPN.

VY HaBYaHHI HEHPOHHOI Mepexi, IO PO3POOISETHCS, Ul CUCTEMH BHSB-
JICHHA MEPEeKEBUX aTak B OUIBIIOCTI BHMAAKiB Oyne BHKOPHUCTaHHUN MeTon ‘3
BunrteneM”’. Bximaum Oyne Habip marmx CSE-CIC-1DS2018 — Crinbauit mpo-
exT YcranoBu Oe3nexu 3B 53Ky (CSE) ta Kanancekoro iHCTHTYTY Kibepoesme-
xu (CIC).

Habip nanux mictuTh iHpOpMAIi0, OTpUMaHy 32 TOIIOMOTOI0 IIPOrPaMHO-
ro 3abe3mneycHHs — aHanizatopa Mepexeroro Tpadiky CICFlowMeter V3. Ha-
0ip MaHUX TMPEACTABICHUI K (a1 3 PO3IIUPESHHAM .CSV.

Moy CHCTEMH BUSBJICHHS MEPEXKEBHUX aTaK PO3POOJISIINCS MOBOIO MPO-
rpamyBanHs Python.

Python — ne iHTeprpeTOBaHa 06’ €KTHO-OPiEHTOBAHA MOBa MPOTPaMyBaHHSI
BHCOKOT'O PiBHS, 3 TapHOIO YNUTAJIBHICTIO KO/AY, JMHAMIYHOIO CTPOTOIO THITi3alli-
€10 Ta ABTOMATHYHUM KEPYBaHHSIM I1aM’STTIO.

TakuMm YMHOM MarOYH IiKaBICTh Ta JEsKi 3HaHHA y cdepi mporpaMyBaHHS
MOKHa PO3POOHTH, HABYUTH Ta 3AIyCTHTH POOOTY CBOEI YHIKAJIbHOI CHCTEMH
BUSIBJICHHS aTak sika OyJzie 10roMaraTi BaM Ta Ballliifi KOMIaHil 3aXHIIATUCh Bij
CTOPOHHIX aTaK Ta HeCHO[iBaHii BTPATi BAIIUX JOPOTOIIHHUX JaHUX.
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OPI'AHI3ZAIIISI MAPIIPYTHU3AIIIL B MPLS
IHO®OPMALIMHO-TEJIEKOM YHIKAIIMHOI CHCTEMH
3AJIIBHUYHOI'O TPAHCIIOPTY 3 BUKOPUCTAHHSIM
HEMPOMEPEKHUX TEXHOJIOI' T

Bixmopia Ilaxomosa

Kageopa enekmponnux o6uucnioeanbHux mauwiun,
Ykpaincokuii deprrcasnuii ynieepcumem nayku i mexnonozii,
M. [ninpo, Ykpaina

Anomauia. 3anpononosana memooOuKa 6U3HAYEHHS ONMUMALLHO20 MAPWPYMy
6 MPLS ingopmayiiino-menexomynikayitinoi’ cucmemu 3ani3HUMHOZ0 MPAHCNOPMY 3
BUKOPUCTNAHHAM HEUPOMEPENCHUX MEeXHON02il, AKA CKAA0AEMbCA 3 HACMYNHUX
emanie: 6U3HAYEHHA NOMOUHOI 3asammadsicenocmi myHenie Oomeny MPLS;
Kracmepusayii nomokie mpagixy 3a ymoeu napamempy QoS na ocnogi SOM ma
susHayenus myHenie oomerny MPLS na ocnoei MLP; posnodin nomoxkie mpaghixy 3a
mynenamu oomery MPLS.

Knwuosi cnoea: szanisnuunuti  mpaucnopm, MPLS, imimayitina mooeins,
mapwpymuszayis, napamemp QO0S, mpadghix, SOM, domen, MLP.

Abstract. The proposed method of determining the optimal route in the MPLS
information and telecommunication system of railway transport using neural network
technology, which consists of the following stages: determination of the current load of
MPLS domain tunnels; clustering of traffic flows under the condition of QoS parameter
based on SOM and definition of MPLS domain tunnels based on MLP; distribution of
traffic flows by MPLS domain tunnels.

Keywords: railway transport, MPLS, simulation model, routing, QoS parameter,
traffic, SOM, domain, MLP.

Ilocmanoska  npoonemu. Ha  cydacHoMy  eTami  OpraHizaiis
MapmipyTusamii y KOMII'IOTEPHHX MepekaxX, II0 CKIaJaloTb OCHOBY
iH(pOpMaLiHHO-TENIEKOMYHIKAIIiHOT cucTeMu 3aii3HHYHOTO Tpancmopty (ITC),
BUpilIyeThbcs 3a Jonomoroio nporokosry OSPF. Ane Takmit mportokon
MaplIpyTu3alii He B CTaHi MpaIfoBaTH B yMOBaX 3MiHM KOH(]Iryparii Mepexi Ta
IHTEHCHBHOCTI MOTOKIB TpadiKy, a TaKOX IPH ypaxyBaHHI JEKiTBKOX METPHK
NpY BU3HAYCHHI ONTHMaIIbHOTO HUIAXY. Lle moTpebye npoBeneHHs JOCIiIKEHb
IHIIMX MiAXOMIB MO0 MapmpyTu3amii B Kowmi 'torepHHX Mepexax [TC
3aIi3HUYHOTO TPAHCTIOPTY.

Ananiz ocmannix 0ocnidxcenv. PimeHHs TOcTaBieHOI mpobiIeMu
MOXIIMBO IIPH BHMKOPHCTaHHI HOBUX TpaHcHOpTHHX TexHojnoridi B ITC
3aJI3HUYHOTO  TPAHCHOPTY, 30KpeMa TeXHOJIOrii  0araTrornpoTOKOJIBHOI
KoMyTamii 3a monomororo Metok (Multiprotocol Label Switching, MPLS) 3
OJTHOTO OOKY Ta BMKOPUCTAHHS HEWPOMEPEHKHHUX TEXHOJIOTIH 3 IHIIOro OOKY
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[1]. ¥V 3arami pocmimkerHaM xapaktepuctuk MPLS [2-6] Ha ocHOBI
AHATITHYHUX Ta IMITAIIHHAX MOJIENIeH 3aiiManucs Taki HaykoBIi: bymunaina H.
B., Fompamretin A. b., 3atiuenko O. FO, 3aiiues /1. A., Omudep B. I'., Pomanos
O. I, Pykkac K. M., [llapanka A. M. Ta in. [IpoBeaeHi TOCTiIKCHHS TOKa3aly,
mo 3actocyBaHHs TexHojiorii MPLS nosBonse 3abe3meunTy  30UThIICHHS
Tpadiky B cepequsoMy B 1,7 pasis.

Binomo, o po3B’s30Kk 3amavi MapuipyTu3anii B KOMI'IOTEPHUX Mepexax
MOJIMBO 3HAWTH Ha OCHOBI HACTyHHHX HeWpoHHHX Mepex (HM): mepexi
Xominma; OaratomapoBoro mepcenTpony; Mepexxi RBF; HeifponewiTkoi
Mepexi, a TAKOX 3 BUKOPUCTAHHSAM MYJIbTHATCHTHIUX METOIIB IHTEIEKTYaIbHOT
ontuMizamii. OfHaK, CIiI 3ayBaXWTH, IO HA CYYaCHOMY €Talli iCHYye IykKe
oOMe)keHa KiJIbKICTh HAYKOBHX IPKEPEN 3 BiINOBITHIUMH JOCITIKSHHIMH IIOI0
opranizanii mapmipytusaiii B mepexi MPLS, 3okpema ITC 3amizHudHOro
TPAHCIIOPTY 3 BHUKOPHCTAHHIM HEHPOMEPEKHUX TEXHOJOTIH. Takox Bimomo,
[0 JIOHEJaBHAa pPO0OO0Ta 3ali3HMYHOIO TPAHCIOPTY YKpalHu sBiIsiIa o000
B3aEMOJII0  IecTH  3ami3Hunb:  JloHenmbkoi;  JIeBiBCbKOI;  OmechKoi;
[Mpuaninposerkoi; CxigHol; XapkiBChbkoi, Ha KOXHIM 3 SKHX BIPOBaKEHA
BigmosigHa ITC [1], mo morpebye NpOBEICHHS OOAATKOBUX JIOCIIIKEHb
BignosigHoro fomeny MPLS.

Memoro pobomu € po3poOka METOAWKH BH3HAYCHHS ONTHMAILHOTO
Mapmpyry B MPLS ITC 3ami3HHYHOTO TpAHCIOPTY 3 BUKOPUCTAHHSIM
HEHpPOMEpEeIKHIX TEXHOJOTIH.

OcHoBHa YacTHHA

3ampornoHoBaHa 3araibHa CTPYKTypa cucteMu Mapmpyrm3amii B MPLS
ITC 3ami3HMYHOrO TPAHCIOPTY, OCHOBY SIKOi CKJaJa€ BUKOPUCTAHHS
Hactymaux HM: SOM (Self Organizing Maps) mas kmacrepmsariii MOTOKIB
tpadiky Ta MLP (Multi Layer Perceptron) mst BU3HAYCHHsI TyHEIiB JOMEHY
MPLS. Knacu o6cayrosysanns motokiB Tpadiky Co0S (Class of Service)
NpU3HaYeHi BiAnoBigHo 10 oOpanoro mapamerpy QoS (Quality of Service).

VYV [7] BuKOHAHO IOCHI/KEHHS 3alIEKHOCTI SAKOCTI BHpIIIEHHS 3amadi
IEKHAHIPUHTY Tpadika Bi MOCIIIOBHOCTI MPU3HAYEHHS MOTOKIB Mepexxi MPLS.
Ha migroroBdomy erami mepeabadanocss BUKOPUCTAHHS IMITAIliTHUX MoJeeit
Mmepexxi MPLS pizaux ¢parmenriB ITC 3ami3HWYHOrO TpaHCIOPTY, IO
crBoptoBasincst B cucremi Opnet Modeler [8]. Orpumani pesynbTaTé Ha
IMITaiHHAX MOJENAX, IO TPAIOIOTh 3a pisHEMMHU cueHapismu (IP, MPLS i
MPLS TE), cimuats npo epexruBHicTh Bukopuctanas MPLS TE.

Kpim Toro, crBopenuit MLP s BuzHauenHs tyHeniB nomeny MPLS.
Bubipkn mis MLP ¢dopmymioBanucs Ha OCHOBI JaHUX, IO OTPUMaHI Ha
iMmiTanifHit Mogeni mepexxi MPLS B cuctemi Opnet Modeler. Tak, Hanpukian,
Ha cTBOpeHii B Python 3a momomoroto ¢peiimBopky Keras nporpamuii mozeni
“CoSThDist” mpoBemeHO MOCTIIKEHHS ONTHMAIbHUX mapamerpis HM st
posrisuayToro Gpparmenty ITC 3anizHudHOro Tpancnopty [9].
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Bucnogxku. 3anpornoHOBaHa METOAMKA, IO CKIIAJAETHCS 3 HACTYIHHUX
€TamiB: BHW3HAYCHHS IOTOYHOI 3aBaHTaXXEHOCTI TyHeniB jgomeHy MPLS;
KJIacTepu3alisi NOTOKIB Tpadiky 3 ypaxyBaHHsAM mnapamerpy QOS Ha OCHOBI
SOM Ta Bu3HaueHHs TyHeniB gomeHy MPLS na ocnoBi MLP; posmoxin
NOTOKIB Tpadiky 3a TyHemssmu paomeHy MPLS Ha ocHOBi cTBOpeHOTrO
MIPOTPAMHOTO KOMIUIEKCY Ta OpTraHi3amii JOCIHiIKEHb.

VY nmopanpmoMy ruraHyeThest ctBoputn SOM i ximactepu3arii MOTOKIB
Tpadiky 3a yMOBH ypaxyBaHHs mapamerpiB Q0S: Maximum Packet Transfer
Delay (maxPTD) Bix 50 no 100 mc; Packet Delay Variation (PDV) Bix 1,5 mo 5
MC, Ta IIPOBECTH BiIIOBITHHUNA aHATI3.
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MOJIEJTIOBAHHSI CACTEMM MAPIIPY TU3AILIII
OIIEPATUBHOI IH®OPMAIIII 3 MICISI HAJI3BUYAMHOI MO Ti

Onexkcandp Ipuoamrxo, FOpiii bop3os, Banenmun Ilpudoamxo, Cepeiii /lioyuiok

JIvsiscokuil Oeporicagnuii ynisepcumem 6e3neKu HeUmmeoianbHocmi,
M. JIvgis, Ykpaina

Anomauin. B pobomi npedcmagieni okpemi enemenmu npoyecy MoOento8aHHs Cu-
cmemu mapwpymusayii onepamueroi ingpopmayii Mixc pAMysarbHUMU Niopo30LiaMiL.
Poboma opiecumosana na suceimnenns npoyecy GU3HAHYEHHs KIIbKOCMI Ma Micyb po3-
MAUYBAHHA PEMPAHCTAYIIHO020 00NAOHAHHA HA OCHO8I MAMEeMAMU4HO20 anapamy meo-

pii epagis.
Knruoei cnosa: mapwpymusayis inpopmayii, onepamusHe iH@popmy8aHHs.

Abstract. The work presents separate elements of the modeling process of the
operational information routing system between rescue units. The work is focused on
highlighting the process of determining the number and locations of relay equipment
based on the mathematical apparatus of graph theory.

Keywords: information routing, operational information.

OCHOBHOIO METOI0 POOOTH € po3poOKa peKOMEHJalil 1010 BU3HAYCHHS
HEOOXiHOT KITKOCTI TEXHIYHHUX 3ac00iB s 3a0€31eUeHHST OOMiHY OIlepaTHB-
HOl iH(opMaIlii MiX PITYBAIBHUMH MIAPO3AITaAMUA B XOII JIIKBiZAIl HAA3BH-
vaitnol moxii (HIT). BusnauenHns HeoOXiqHOI KIIbKOCTI Ta Pi3HOBHUIIB 3ac00iB
MapIIpyTr3amii onepaTUBHOI iH(poOpMAaIi € OIHI€I0 i3 OCHOBHUX CKJIAJOBHX
IIpoIiecy MOJIENIOBAaHHS O3Ha4deHoi cucTeMu. g HamarompkeHHs poboTH cuc-
TEMHU HEOOXIIHO PO3rOPTATH MEPEKY PETPAHCIIALINHOrO 00JaJHAHHS, & BiTaK
BHU3HAYATH HEOOXiTHY KUTBKICTh Ta MICIIS IX PO3TAaITyBaHHS.

3aj171s1 BU3HAYEHHSI ONTUMAJIBHOI YMCEIBHOCTI Ta MiCI[b PO3TAIlyBaHHS pe-
TPAHCILIMIHHOTO OO0JIaHAHHS 3alPOIIOHOBAHO BUKOPUCTAHHS MOHATIHHOTO
armapaty Teopii rpadiB i3 ypaxyBaHHSIM XapaKTEPUCTUK pETPaHCIALIHHOTO 00-
JIaHaHHS Ta MOTYXXHOCTEH aBTOMOOIIBHUX pafioCcTaHIil, sSKi € OCHOBHUM 3a-
cobomM MapuIpyTu3alii onepaTuBHOI iH(Gopmartii 3 miciis mikeimarii HIT.

AJNTOpUTM 3ampoBaPKEHHS MOJENi MapuIpyTH3amii omepaTuBHOI iHOp-
MaIlii BU3HAYA€E OJIMH i3 KIFOYOBHUX KPOKIB — [I¢ BU3HAYCHHS KUTBKOCTI Ta MiCIh
po3TalllyBaHHsI PeTPaHCISIIHHOrO 00JIaIHAHHS 32 YMOBH JJOTPUMAaHHS TPaHn4-
HUX Bigmaneil mepenadi paxiocursainy. Ilpn Bu3Ha4eHHI MICIS pO3TanIyBaHHS
peTpaHCIALIHHOTO 00JIaIHaHHS KIIIOYOBUM ITOKa3HUKOM € HasiBHICTDH CTalliOHa-
PHEX BEX 13 IiIBEJCHHAM BiAMOBIIHUX Mepek ()KUBJICHHS, IHTCPHET).
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VIMoBipHI MicIil poO3TalIyBaHHS PETPAHCILIMIKHOTO OOJaTHAHHS HAaHO-
cAThCS y BUDIIAL rpady Ha KapTy periony. [Ipukian noOynoBu rpady cucteMu
MIPEICTaBICHO Ha PUCYHKY 1.

30Ha AOCAKHOCTI
pagiocurHany mobinbHUMuU
3acobamu pagioss’asky

Bara pebpa (rpaHnyHa
——— BiACTaHb MiX
peTpaHcnaTopamu)

MakKcumanbHa Bigaans
TPaHCOBAHHA pagiocurHany

aBTOMO6INbHUMM
pagiocTaHuiamm \\/

Pucyrnok 1 — Mepesica timosipHux micyb po3mauty8autsa pempancismopis

I'pad cucremu onucaHuii pebpamu Ta BepIIMHAMH. B sIKOCTi BeplInH BH-
CTYNaOTh MiCISl PO3TAIIYBaHHS PETPAHCISATOPIB, a pedpa ONMHUCYIOTh BiACTaHi
MIiX PETPaHCISIIHHUM 00JIa THAHHSM.

IMomyk Baru pebep Ri-j (BiacTraHi Mi’K peTpaHCIATOpAMK) BU3HAYAETHCS
KapTorpadiuHUM METOJOM i3 BHKOPHUCTaHHSIM JOCTYIHHX TeoiH()OpMAIliHUX
cucTeM. 3 METOI0 Kpalloro po3yMiHHS, OTpUMaHy Bary pebep MOKHa IpeacTa-
BUTH Y BUTIIAII MAaTPHUII Biganeii Mk BepIInHaMu rpada:

& 8 @ & .8
2 0 Rt R Res o R
a R, 0 R, R .. R,
R=a, R, Ry 0 Ros .. Ran, 1
a R, R, Ry, 0 .. Ry,
a, R, Ry R, R . Ry,

Je Rij — BiCTaHb MiX CyMIKHUM PETPaHCIALIMNHUM 00JaHAHHAM; &, — MapKy-
BaHHs PETPaHCIATOPA.
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3BakarouX Ha MOTYXXHICTH aBTOMOOUIHPHHUX PaIiOCTaHIIN, SKi JO3BOJISIOTH
TPaHCIIIOBATH CUTHaJ Ha BificTaHb L, BUOOpPI BEX JUIs pO3MIIIEHHS pEeTPaHCIIs-
miftHoro obnmagHaHHAM (BHOIp MICIh PO3TAIlyBaHHS) Ma€ BPaxOBYBATHCH JO-
TPUMaHHS TPaHWUYHUX Bigjganed MK HUMH (MakCHMalbHO-JIONyCTHMa Bara
pebpa), mo BU3HAYAETHCA i3 BUPA3Y:

L, =k-L, )

ne L — BigcTaHp TpaHCIIOBaHHS PaliOCHTHATY aBTOMOOUTFHIMH PaJiOCTaHINi -
Mmi; K — xoedimieHT, 10 BpaxoBye HAKIAIaHHS 30H AOCSKHOCTI pamioCHTHATY
(3amobiraHHs yTBOpEHHS “MepTBUX’ 30H), IpUiiMaeThcsa B Mexkax 1,7 — 1,75,

OtpumaBiuu (akTHyHI 3HaUeHHs Bark pedep rpada (1) Ta rpaHnuHy Bid-
JaITb MK PO3TaIIyBaHHAM PETPAHCISIIIKHOTO 00IaqHaHHs (2), HeOOXiIHO Mpo-
BECTH MOPIiBHAHHS 03HAYEHUX BEJMYMH. SIKINO CIPABIKY€EThCS HEPIBHICTh Rij <
L.,, To BU3HAU€Ha KiNIbKICTh Ta 00paHi Micls pO3TallyBaHHs PETPAHCIATOPIB Yy
MOBHi#T Mipi 3a0e3neuyBaTUMYTh MOKPUTTS JIOCHIPKYBaHOTO perioHy HeoOXi-
HUM piBHEM 3B’s3Ky. B mpoTHBHOMY BUIAJKy, HEOOXiJHO 3MCHINYBaTH Bary
pebep LUIIXOM MepeAncioKanii HIMOBIPHOTO Micls PO3TallyBaHHSI PETPAHCIII-
Topa ab0 30UIBbIIEHHS X 3arajibHOI KiJIBKOCTI Ta MPOBOAUTHCS MMOBTOPHHUH TIe-
pepaxyHok. IIpu BHOOpPI MiCIb pO3TalllyBaHHS PETPAHCIIAMIAHOTO 00IaTHAHHS
CIIiJT BpaXOBYBAaTH OCOOIHUBOCTI pelbedy MiCIIEBOCTI.

3a pe3yabTaTaMu aHATITHYHUX JOCIIIKECHb Ta 3 BUKOPUCTAHHSIM MTOHATIHHO-
TO amapary Teopii rpagiB po3poOIeHO peKOMEHIAIIIT 010 BU3HAYCHHS HEOOXi-
HHUX TEXHIYHHX 3aCO0IB st 3a0€3MeUYeHHsI OOMIHY OMEPaTUBHOIO iH(GOPMAILEO B
XOJi JKBianii Ha[3BUYAIHOI IOIiT, [0 OPIEHTOBAaHO HA HAJATOHKEHHS CTa0UIh-
HOro 3B’s13Ky Mix migpo3aiiamu JJCHC Ha perioHaibHOMY piBHI.
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3D MOJEJIIOBAHHSA TA 3D IPYK

V]IK 514.18

3D JTABEPHE CKAHYBAHHS B MOJEJTIOBAHHI
OB’€EKTIB BYAIBHUIITBA

Onena I'ymen, Ipuna Cenina, /Imumpo I'neoa

Hauionanvnuii mexniunuil ynieepcumem YKpainu

“Kuiecokuii nonimexuiunuii incmumym imeni Izopa Cikopcbkozo”,

M. Kuie, Ykpaina

Anomauia. Cehepa suxopucmarms 1a3epis y Cy4acHomy iHghopmamuz08aHoMmy cyc-

ninbcmai matidice besmedxncua. Y oauiu pobomi po3enadacmvcs NUMAaHHs 1d3epPHO20 CKa-

HYBAHHA PI3HO20 POOY NOBEPXOHb 00 '€KMIB, DOYINbHICIb GUKOPUCAHHA MAKOT MEXHO-

noeii 6 6yoienuymsi. [lana poboma mae 02na008ull Xapaxkmep, Mamepian OKpecitoe nep-
CHeKmueU Matloymuix 00Ci0xiceHb.

Knwuosi cnosa: nasepne cxamysamnms, 6yoignuymeo, mooeni o6 ’'exkmis, 3D cka-
HYBAHHS.

Abstract. The scope of use of lasers in today ’s information society is almost limit-
less. The paper examines the issue of laser scanning for various surfaces of objects, the
feasibility of using such technology in construction. This work has a review character,
the material outlines the prospects for future research.

Keywords: laser scanning, construction, object models, 3D scanning.

TexHouorisl Jla3epHOrO  CKaHyBaHHS
JIO3BOJIsIE AMCTAHIIAHO JOCIIHKYBATH 1 3a
OTPUMAaHUMH JaHUMHU CTBOPIOBATH Kpeclie-
HUKH, Tepepi3u, IUIaHK Ta TPHUBHMIPHI
mudpoBi Mozeni 00’€KTIB CKIAagHOI Teo-
metpuuHoi ¢opmu [1, 2]. dauuit merox €
HaWOUIbII palioOHAUIFHUM Ta TOYHHM 1 pe-
anmi3yeThbes uepes JazepHi ckanepu (puc. 1).

Cytb TexHousoTii Jla3epHOTO CKa-
HYBaHHS IOJISIra€ y BU3HAYEHHI MPOCTO-

Pucynox 1 — Cyuacnuii nasem-
HUll 1a3epHull cKamnep

pPOBHUX  KOOpAWHAT TOYOK  TOBEPXHI
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00’exta. KiTBbKICTh TOYOK BU3HAYAETHCS PETYISIPHOIO CITKOO (KUIBKICTB Psij-
KiB 1 KIJIBKICTh CTOBIYHMKIB 33Jal0ThCsl KOPUCTYBA4eM) — TaK 3BaHa, MaTpPHUI
ckanyBaHHs [1]. Yum Ginbina IIiBHICTH MATPHIl CKAHYBaHHS, THM OinbIia
IITBHICTh TOYOK HA TIOBEPXHi 00’€kTa. Pe3ynpTaTtoM poOOTH SBISIETHCS MHO-
KMHA TOYOK 3 BiIOMMMHU TPUBHMIPHMMHU KoopJuHaTamMH. Taki Habopu TOUOK
MIPUHHATO HA3UBaTH XMapaMH TOYOK abo ckaHaMH. KiIbKICTh TOYOK B OJHO-
My CKaHi MOXE€ BapilOBATHUCH BiJl JEKITHKOX IECATKIB THCSIY JO MECATKIB 1
coTeHb MinbiioHiB [3].

Pobota mo ckanyBaHHIO (pucC. 2) HalgacTimIe BitOyBaeThCs B ACKUIbKA Ce-
aHCiB uepe3 ¢opMy 00’€kTa, KOJM BCi MOBEPXHI HE BUIHO 3 OJHIE] TOYKH
(HanpuKIaa, YOTUpH cTiHK OyaiBii). OTpuMaHi 3 Pi3HUX TOYOK CTOSIHHS CKaHU
CYMIIAIOTECS 32 JOMOMOTOIO CIIENialbHOIO MPOrPaMHOI0 MOAYJS B €IWHHNA
MPOCTIp — XMapy TOYOK BChOTO 00’ekTa. XMapa TOYOK BChOI'O 00’€KTa Hece
MakCHMyM iH(popMalii npo Hkoro. B moganbuoMy mo mid XmMapi TOUOK MOXKHA
BUPINIyBaTH Haipi3HOMaHITHILI 33/1a4i, Taki sSK: OTPUMaHHS TPUBUMIPHOI MO-
e 00’€xTa; OTpUMaHHs KPECICHUKIB, Y TOMY YHCIi, IepepisiB, miaHiB, Qa-
cajiB; BUABICHHA JE(PEKTiB KOHCTPYKIH HUITXOM IIOPIiBHAHHS 3 HPOEKTHOIO
MOJICJIUTIO; BH3HAYCHHS i OILIHKA 3HaYeHb aedopMarii MUITXOM IMOpPIiBHSHHS 3
paHilie NpoBeICHUMH BUMipaMH; OTPUMaHHS TONOrpadiyHUX IUIaHIB METOJIOM
BIpTyasbHOi 3HOMKH; PO3paxyHOK 00’€MiB MK IIOBEPXHIMH Ta iH.

Pucynox 2 — Ilpoyec cmeopenns 3D moodeni

CyTTeBe 3MEHILIEHHSI TEPMiHIB MOJIBOBHX POOIT; TOUHICTD, K Y TPaHIliii-
HHUX T€0JIC3MYHMX METOJIB; JIerka iHTerpamisi y BHPOOHHUITBO; CYMICHICTH 3
TPAIMLIHUMH T€0JIe3NYHHMHU METOAaMH, OTPHUMAaHHS MaKCHMaJIbHO IOBHOT
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iHpopManii mpo 00’€KT; MOMIIUBICTH NMOBTOPHOTO BHKOPUCTAHHS PE3YJIbTATIB
3HOMKH; OTPMMaHHS TOYHUX 1 HAOYHUX DPE3YJIBTATIB BXKE Ha IONEPEIHBOMY
eTari po0iT € mepeBaraMy TEXHOJIOTIT JIJa3epHOTO CKaHyBaHHSI.

OcHOBHI mepeBaru 3actocyBaHHs 3D ckaHyBaHHS y OymIBHHIITBI — II¢
3py4HE CTBOPEHHS MPOCTOPOBUX Mopeneil (puc. 3); MOXKIMBICTh KOPUTYBaHHS
MIPOEKTY B Mpolieci OyAiBHUITBA; ONTHUMAalbHE IUIAHYBAHHSI 1 KOHTPOJIb IIe-
PEeMIIeH S, YCTAaHOBKHY i BUIAJICHHS BEIMKUX YaCTHH criopyl abo o0iiagHaHHS;
MOHTa)KHI pOOOTH; MOHITOPHHT CTaHy 00’€KTa IPH eKCIUTyaTallii; BiTHOBICHH:I
BTPaYCHUX KPECIICHUKIB.

Pucynox 2 — Pesynomam 3D mooeniosanis

3aranom Bka3aHi Buile nepearu 3D jazepHUX TEXHOJOTIH HyXe Baromi.
[Nopanbmuii iX pO3BUTOK BiJIKPHE HOBI HAIIPSIMKHU Ta MOXIIMBOCTI 3aCTOCYBaH-
Hs. JlaHi TEXHOJIOTII MarOTh HAWOUIBII BHUCOKY TOYHICTh 3YMTYBaHHS Ma-
TepiaJbHUX TOYOK Pi3HOTO poxy 00’ekTiB. TakoX CIi BIIMITHTH BHCOKY aBTO-
MaTH4YHICTH MPOIECy, MOPIBHIHY JEIIEBU3HY Ta IPOCTOTY B BUKOPHCTaHHI.

Ingpopmauiiini oncepena
1. JTazepHe ckanyBanHs / Metonuunuii nocionuk. — K.: 3AT HaykoBo-BupoGHnue
mianpuemcteo HABI'EOKOM, 2006.
2. llpunanun 3untyBaHHg KomnaHii Faro [Enexkrponnnii pecype] — Pexum gocryy:
http://faro.in.ua/focus3d.html.
3. Jlazeproe ckanupoBanue [Enexktponnmii pecypc] — Pexum poctymy:
http://ukrgeo.com.ua/ua/473/678.
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YK 004.8 + 614.8

3rOPTKOBA HEMPOHHA MEPEXA JIJIs BUSHAYEHHSA
I'PYII MOBIJIBHOCTI YYACHUMKIB 3A JAHUMHU
KAMEP BIJEOCIIOCTEPEKEHHSA

Onexcandp Xneenoii, /liana Paitma

Kadgheopa ingpopmauyininux mexnonociit ma cucmem enekmpoHHUx
Komynixauiii JIveiecokozo depacagnozo ynigepcumemy de3nexu
scummeodianvhocmi, m. JIveie, Ykpaina

Anomauin. Hasedeno xonyenmyanvHy mooensb 05l GUSHAYEHHS NApAMempis pyxy
egaxyayiiiHux NOMOKI6 3a OaHUMU Kamep 6i0e0CnocmepediCeHHs i3 3acmoCcy8anHAM
wmyuroi Hetiponnoi mepeosici ma ancopummy SORT. 3anpononosano apximexkmypy 320-
PMKOBOT HEUPOHHOT Mepedic 0l supiulenHs 3adaui Kiacugikayii yuachukis esaxyayii 3a
pynamu MoOinbHOCMI, npedcmagnery 2 320pmKosumu wapamu, 2 wapamu cyo6ouckpe-
musayii, 060Ma NPUXOBAHUMU NOBHO36 SISHUMU WAPAMU MA SUXIOHUM KAACUDIKAYITUHUM
Wapom HetipoHis.

Knrouosi cnoea: mawiunne Haguanus, 320pmMK0O8i HelUPOHHI Mepedict, esaKyayis npu
NOXHCENHCE, WBUOKICTNG PYXY, SPYNA MOOLTLHOCI.

Abstract. A conceptual model for determining the movement parameters of evacua-
tion flows based on the data of video surveillance cameras using an artificial neural
network and the SORT algorithm is presented. A convolutional neural network architec-
ture is proposed for solving the problem of evacuation participants classification by
mobility groups. It is represented by 2 convolutional layers, 2 Max Pooling layers, two
hidden fully connected layers and an output classification layer.

Keywords: machine learning, convolutional neural networks, fire evacuation, mo-
bility group.

[Tpu mochiikeHHI mapamMeTpiB pyxy eBaKyalilHHX MOTOKIB BUXIAHI JaHi
BU3HAYalOTh Ha OCHOBI OIPAIIOBaHHS 3aIllMCIB BieokaMmep 0e3 3acCTOCYyBaHHS
IIPOrpaMHUX 3ac00iB aHalli3y BiIEONOTOKY, 110 3aiiMae Oarato yacy i € TpyJaoe-
MKHM TpoliecoM. B TOM ke Jac Ha OCHOBI aHAJ3y PsAY JOCHTIKEHb MOXHA
3poOHTH BHCHOBOK, IO 3acO0M aHamizy Ta Kiacudikamii 300pakeHb, a TaKoX
BUSIBJICHHSI Ta Kinacuikamii pyxoMux 00’€KTiB y BiICONOTOLI AAIOTh 3MOTY
OTPUMATH SIKiCHI pe3yipTaTH. [liIBHIIUTH MIBHAKICTH Ta TOYHICTH MPOIECY
OTPUMaHHSI EMIIPUYHUX [AHUX MOXKJIHMBO 33 PaxXyHOK HEHpOMEpexKeBOro
aHali3y eBaKyaliifHuX MOTOKIB.

Ha mepmomy erami HeoOXigHO PO3MOAUIMTH YYaCHUKIB e€Bakyamii 3a
rpynamu Mo6ineHOCTI (M1, M2, M3, M4). JIng 11p0oro HeoOXigHO BUPIIINTH
3amady kiacugikamii. Jns po3mi3HaBaHHS Ha KaJpax yYacHHKIB eBakyarii
HaWOINIBII MOIIIFHO BUKOPHUCTATH 3TOPTKOBY Heipomepexy. s 3abe3me-
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yeHHs Kiacu(ikarii yJacHHKIB eBakKyallil BUXiIHI IaHi, OTpUMaHi 3ropTKO-
BHMU Ta CyOIMCKpeTH3alifHUMU IIapaMu, CIIiJ TOJaTH Ha KijbKa MIapiB 110 B-
HO3B’A3HUX HEHWPOHIB. MU NPOIOHYEMO BHKOPUCTAaTH 2 MPUXOBaHI IIapH i3
¢dynkuiero aktupamii ReLu (512 i 128 HelipoHIB BIAMOBIIHO), a TAKOXK BHXI -
HUH KiacuikamifHui MOBHO3B 3HUN MmIap i3 4 HEHPOHIB 3 (QYHKIIIEIO aKTH-
Barii Softmax. Takox y SKOCTi OCHOBHMX MapaMeTpiB MOJEJi B MPOIeci Ha-
BYaHHSI NPOIOHYEMO 3aCTOCYBAaTH TPAJI€HTHY HOPMAali3alil0 Ha KOXXHOMY
mapi, anropuT™M ONTHMI3aIlii — METOJ CTOXaCTHYHOTO Tpaji€eHTa Ta (PyHKIIiI0
BTpat Negative Log Likelihood (puc. 1).

u E [ Tpenybaasua
E. 5 BHOIpKa
=3 =
2 &
b 2 ] Omi
g 2 ™ Banixauiiina Tpellyllllll!ﬂ To;[n‘::f:t
g g BHOIpKA ML Mozesi
| =8
g g
= & > >
TecToBa ”
— T |_subipka ) —_—
a)
3roprrosi _OMI
. mapH [Tosross’ A3HmE [ToBross Asnuii [Topross A3mmit M2
Pozmogin Ha KajpH _> + map map map ( )
Ta X HOpMATI3ALI mapH 512 Heliponis 128 neiiponis 4 neftponn _OM3
IMax Pooling ReLu ReLu Softmax _GM“

3roprEa (3x3) Max pooling (2x2) 3ropTxa (3x3)

T

224x224x3

16x111x111

B)

Max pooling (2x2)

3Ix109x109

Flatten

3Ix54x54

512 128 4

Pucynox 1 — Konyenmyanvna mooens posnizHaeanis y4acHuKie eeaxyayii ma kiacugi-

6) 3a2anbHa apXimekmypa mMepesici; 8) CmpyKmypa uwiapie HetpoHHOT mepedici
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Jis HaBUaHHS HeWpoMepexki HalOUTBIIT NOIITEHO 3aCTOCOBYBATH TEH30PHI
IpoLIeCOpr Ha XMapHid ruaTdopMi uist MammHHOro HaBuaHHS Google Cola-
boratory. B sikocTi TpeHyBaJIbHOI Ta TECTOBOI BUOIPOK [Tl HABYAHHS HEOOXiTHO
BUKOPHCTAaTH pE3yJbTaTH 3aMipiB, OTpUMaHi B IpOIECi MONepenHiX Hocii-
JoKeHb [ 1], mig gac skux 06a3u eMIipUIHAX TaHUX (GOPMYBAIHCS MIIIXOM OIpa-
LIOBaHHS BiZI€03allMCIB aBTOpaMHU i3 BHKOPUCTAHHSM METOJIB, ONMCAaHHX Ha
MTOYaTKy CTATTi.

3acrocyBanns anroputMy SORT [2] y moenHaHHi i3 3aIPOIOHOBAHOIO MO-
JeJUTI0 Ul KOHBepcii MIBUAKOCTI ae€ 3MOTY OTPHMYBATH 3HAYCHHS MHUTTEBOI
LIBUKOCTI PyXy y4YacHHKIB €BaKyallii, 10 JO3BOJIUTH CYTTEBO MPUIIBUALIINTH
nporec GpopMyBaHHA 0a3 eMIIIPUYHIX JaHUX MMapaMeTPiB eBaKyallii sl 3Mima-
HUX TOTOKIB Ta MaTHME BaXX/IMBE NMPAKTUYHE 3HAYCHHS JUISl OAAIBIINX HAYKO-

BUX JOCIIIKEHB.

Inghopmauiitni 0xcepena
1. Xnesnoit O.B. HopMmyBaHHS BEMOT TOKEXHOI O€3MEKH 10 eBaKyallifHUX M-
XiB 1 BUXOJIB y 3aKjaZax CepelHbOi OCBITH 3 IHKIIO3UBHUM HABYAHHSM: JHUC.... KaHI.
TexH. Hayk: 21.06.02 / JIpBiB, 2021. — 188 c.
2. Bewley, A., 2020. Simple online and realtime tracking. Awvailable at:
https://github.com/abewley/sort
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THE MODEL OF AUTOMATED
WAREHOUSE DESIGN SYSTEM

Oleksandr Muliarevych
Lviv Polytechnic National University, Lviv, Ukraine

Anomauin. B pobomi npedcmasneno KOpomKuil 02110 MOOei NpOEKMYSAHHSI
cknady. Pospobnena cucmema oonomazac po3paxyeamu OUHAMIYHY YACMUHY CKAAOY —
30HY NPULIOMY WA 8USPY3KU, 30HU 300pY Ma nonoenenus. Pozenanyma cucmema exarouae
6 cebe HACMYNHI PilleHHs: MOOeNb NPOSHO3YB8AHHA A MeXHO02ii be3cepsepHozo 0ouuU-
cnenns. B niocymky, maxi nioxoou 3MeHuLylomos 4ac noutyky pesyibmyiouoi onmumais-
HOI napamempuynoi KoMOIHaYil ma 0036015€ ABMOMAMUIYEAMU NPOYEOYPY NPOEKMY-
8AHHA CKAAODY.

Knrwuoei cnoea: npoexmysannsn cknady, 6e3cepsepHi 0OUUCTIeHHs, 30HA NPULIOMY
ma uepysKu.

Abstract. In this work short model overview of warehouse design system is repre-
sented. Developed system helps to calculate dynamic part of warehouse — acceptance
and shipping zones, picking and replenishment zones. The described system includes
next solutions: prediction model and serverless computing technologies. In summary,
such approaches decrease time for optimal parameters combination result search and
automate warehouse design procedure.

Keywords: warehouse design, serverless computing, acceptance and shipping
Zones.

Warehouse operation is one of the main problems that appears for
different industries and business models that are not conducted with building
and design new warehouse buildings [1]. This fact causes a high popularity of
such called “logistics outsourcing” or when between 2 typical participants in a
goods flow: supplier and customer appear the third, who helps with goods
storage, distribution, and transfer, it is called also “third-party logistic”
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provider (3PL) [2]. Third-party logistics provider — is usually a firm which
provides multiple logistics services for use by customers related to facilitate
the movement of parts and materials from suppliers to manufacturers and
finished products from manufacturers to distributors and retailers. Goods
transportation,  warehousing, cross-docking, inventory management,
packaging and freight forwarding are provided together as a package of
services by the 3PL provider [3]. The estimation of space should be done as
fast as possible by professional logistics engineers [4], but a lot of manual
calculation has several disadvantages:

1) human failure probability on some step that is hard to detect;

2) in the case of huge portions of input order data and big list of constraints
from a customer, it could increase calculation complexity and time for final
result definition till the month or even more [2];

3) set of options that would be checked by professionals doesn’t guarantee
that the best optimal by cost design option wouldn’t be missed, because full
combinatorial analysis is impossible task for manual execution.

That’s why developing software and computer systems for logistics, espe-
cially automated warehouse design, is so popular nowadays [3] and Deop-
ware.com platform that includes methodology and approaches described in this
article isn’t an exclusion. Firstly, let’s overview what type of zones warehouse
consists of and what list of parameters, constraints and input order data used for
evaluation. The processing areas for the goods flow are next [4]:

1) unloading and acceptance zone;

2) storage and collection zone;

3) control and picking zone;

4) transport expedition zone;

5) shipping zone.

The model of a system at the top level is demonstrated in Fig. 1. Input data
is uploaded to a sub-system of data and limits processing. As a result, we re-
ceive calculated statistics about input data and potential pattern [5], that could
be used in the optimal result prediction sub-system [6] for searching for similar
evaluated already warehouse design tasks to find out potential optimal combina-
tions of parameters. The most sensitive sub-system to performance is the search
for an optimal combination task executor, which should use prepared and
processed input data and constraints with a list of parameter combinations. The
aim is to run an evaluation of each combination — find its summary labor cost
value, then define which combination has the lowest cost.
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‘Search for optimal combination |

tasks executor ]
;

Gache 2
Input Data and limits
data processing system

Tasks manager |

i Optimal result prediction system

AN

Executor-N |

Data Pattern
recognition and
classification

Optimal
Parameters
Prediction Model

Fig. 1. Model of automated developed warehouse design system

For that purpose, the task manager caches processed input data and
constraints in-memory task cache DB and creates tasks for execution in SQS
queue (Amazon Simple Queue Service) [7]. The N executors triggers execution
when events are fired via queue, so the number of light-weighted functions with
cached context that evaluate separate combination correlates with the number of
task complexity. Time results for differet set of tasks with mentioned number of
combinations and number of available executors is represented in Fig. 2.

Task Name / Type 100-executors 500-executors 1000-executors

Taskl (3128 2146s 486 s 299s
combinations)

Task2 (5980 4144 s 949 s 572s
combinations)

Task3 (6130 4506 s 993s 587s
combinations)

Task4 (7005 4805 s 1123 s 644 s
combinations)

Task5 (7761 5704 s 1220s 764 s
combinations)

Task6 (8608 5724 s 1394 s 808s
combinations)

Task7 (8890 6659 s 1469 s 875s
combinations)

Task8 (10219 7225 s 1589 s 940s
combinations)

Task9 (21010 15148 s 3404 s 1933s

combinations)

Fig. 2. Demonstration of waregouse design task calculations
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In the list of commercial tasks, per each of them are demonstrated execu-
tion times required for full combination evaluation solved on different scaling
of serverless computing: 100, 500 and 1000 executors. The range of combina-
tions in tasks approximately from 3000 till 21000. The applied serverless
computing in developed system brings next benefits:

1) saving of resources — we don’t use any resources in case we have no
active tasks;

2) maximum efficiency of used resources — the required number of
executors used at max ratio of cpu and RAM load exactly for task
execution.

Moreover, using scaling up from 100 to 1000 executors pool boost system
performance in 7 times and more. The developed system for automated ware-
house design using serverless computing and prediction model enables reducing
time for search of parameter’s combination that will help to achieve optimal
labor cost value in acceptable time comparing to manual evaluation of several
selected potentially good combinations, that highly speed up the performance of
3PL provider companies.
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MATEMATHUYHI METOJIU TA ITIPOT'PAMHE 3ABE3ITEYEHHS
BI3YAJIBAIIT ®A30BO-YACTOTHUX XAPAKTEPUCTHUK
AKYCTUYHUX CUT'HAJIIB

Tapac I'embapa

Kagpeopa npuxnaonoi mamemamuku i mexanixu JIb6iecbkozo deprcasnozo
YHieepcumemy 6e3nexu srcummeodianvnocmi, m. JIveie, Yxkpaina

Anomauia. J{ocniodxcenHs akycCmuuHux Xapaxmepucmux npuminjeHb npeocmaesnae
senuKull inmepec 3 HAyKo8oi mouu 30py, 3 Memoro 3abe3nedenis ix akycmuyHoi 6e3nexu.
B pobomi pospobrsaiomecs ocHosu cucmemu 6UMIPIOBAHHA | AHANIZY AKYCIMUYHUX XApa-
Kmepucmux npuminjerb, HanpuKiao 3 BUKOPUCMAHHAM NOWUPEHUX AKYCIMUYHUX CUCTEM
i MikpoghoHie Ha 6a3i Komn tomepa 3i 36YK060I0 KAPMOI0 | NPOSPAMHUM 3A0e3neyeHHIM
MATLAB ma Mathcad, oocniosceni moocniugocmi maxoi cucmemu no GUMIPIOBAHHIO
IMRYILCHOT peakyii npumieHHs, 1020 AMNIIMYOHO — YACMOMHUX I (hA3060 — YACMOM-
HUX XAPAKMEPUCMUK.

Knrwuoesi crosa: axycmuunuii cuenan, cmamucmuyHuil po3nooil, IMRYIbCHA Peak-
yis, gpasa, yacmoma.

Abstract. The study of acoustic characteristics of premises is of great interest from
a scientific point of view, in order to ensure their acoustic safety. In the work, the basics
of the system for measuring and analyzing the acoustic characteristics of rooms are
developed, for example, using common acoustic systems and microphones based on a
computer with a sound card and MATLAB and Mathcad software, the possibilities of
such a system for measuring the impulse response of a room, its amplitude — frequency
and phase — frequency characteristics.

Keywords: acoustic signal, statistical distribution, impulse response, phase,
frequency.

JocmikeHHs aKyCTHYHUX XapaKTEePUCTHK MPUMIILECHb, € CKJIA/IHOIO 3a]1a-
4ero, JaJIeKOI0 BiJi OCTaTOYHOTO i OJIHO3HAYHOTO BUPIIIECHHS, aJIe B TOH ke 4ac
MIPeNICTaBIIsIE BEIMKHUIA IHTEpPEC 3 HAYKOBOT TOYH 30pY, 3 METOIO 3a0€3MedeHHs iX
aKyCTHYHOI Oe3nekn. BakIMBHM € aHaJIi3 MOKIMBOCTI ITO BUMIpPIOBAaHHIO IMITY-
JIbCHOI peakuii MPUMIIIeHHS, BCTAHOBIICHHS! HOTO aMIUTITY/IHO-4aCTOHHUX Xapa-
kreprucTik (AUYX) Ta pa3oBo yacToTHHX XapakTepucTuk (OUX).

[Ipu MozeIOBaHHI CUTHAN 3a1a€ThCs y BUILLAL QYHKIIT ogHOTO ab0 meKi-
JBKOX apryMeHTiB, NpUUoMy (YHKIII MOJXUISIOThCS HA JBa THIM: BOYIOBaHI
¢ynkuii; ¢pyHKIil, BU3HaYEHI KOpUCTyBadeM. 3aCTOCYBaHHS (QYHKILIH 000X TH-
MiB B pO3paxyHKax aOCOJIIOTHO OJHAKOBE, 3 THM BHUHITKOM, 110 OyIb-sKy BOY-
JIOBaHy (DYHKIIIIO MOKHa BUKOPHCTOBYBATH BiJpa3y B OyIb-sIKOMY MICIIl JOKY-
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MEHTa, a Uil KOpUCTyBada (PYHKIIF0 HEOOXiAHO MOTEepeTHhO BU3HAYUTH B JO-
KyMEHTI 10 MOMeHTYy oOuucieHHs ii 3HauenHs. OyHkii B makeri Mathcad 3a-
MMCYIOTHCS B 3BHUaliHil MaremaruuHiit dpopwmi : f (X, ...) — iM’st QpyHKIIT; X, ...—
crcok 3MiHHEX.DyHkmii B makeri MATLAB — wmarore cmemianeHi iMeHa
00’€eKTIiB, BUKOHYIOTh TIE€BHI INEPETBOPEHHSI HaJ CBOIMHU apryMEeHTaMHu i IpH
LIOMY MOBEPTAIOTh PE3yJbTaTH LUX NepeTBopeHb. [Ipu npoMy pesynbTar 00un-
cieHHs (QYHKLIi 3 OZHUM 3MIHHHM MapaMeTpOM IiACTaBISIETHCS Ha Micme il
BUKJIMKY, IO J03BOJISIE BUKOPUCTOBYBATH (DYHKII B MaTeMaTHYHHUX BHpPa3ax.
Hanpuxnan: 2xsin (pi / 2). ®yHkuii, B 3araTbHOMY BHUIAJIKy, MalOTh CIHHCOK
apryMeHTiB (TlapaMeTpiB), YKIaaeHI B KpyTimi AyXKH. SKmo (QyHKIist moBepTae
KiTbKa 3HAYeHB, TO BOHA 3aMUCYeThes B BUrnadi: [Y1,Y2, ...]=func (X1,X2, ...),
ae Y1, Y2, ... — ciiucok BuxigHux aprymeHTiB i X1, X2,... — CHCOK BXiITHHX
apry™meHTiB (mapamerpiB), func — iM’s1 pyHKIi.

W Wetncaa - topal e
4 fle E3t View dwen Fomat Tooks Symbolcs Window Hep 6
D-FHE SRV @ o LR w el ~jpw s s sy EsE EE

K := 1023 =0..K T:=2

X:=rexp(K+1,7)

Mathcad - fmoem| |-
Wl File Edt View et Format Tooks Symbolks Window Hep 2ix
D-w@ SDY B " W= GO0 0% ol @ o - sfo vlm sy ExAEE

K=1023 k:=0.K E:=1 0:=05 X := mom(K + 1,E, o)

" | i

1 4

0 500 1x10°

Pucynox 1 — 3adanns 6unadkogozo cuenany 3 HOpManbHUM (8epXHitl aicmune) i excno-
HEeHYIANbHUM (HUNCHIT TICMUHZ) PO3NOOIIOM UMOSIPHOCHEN
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VY cydacHHX MeTOIaX MaTeMaTHIHOI OOpPOOKH aKyCTHYHUX CHUTHATIB IJIS
JIOCITIJPKEHHS XapaKTEPUCTHK €JIEKTPOAKYCTHYHHUX CUCTEM 1 IPUMIIIEHb 3HaXO0-
ITHh MHpOoKe 3acTocyBaHHA JIUM cHTHaNM 1 TICEBIOBHITAIKOBI MTOCIiTOBHOCTI
MLS. Ilpu BruuBi BunpoMinioBanoro JIYM curHamy, NPUHHATHA aKyCTHIHAN
BIATYK OOpOOJISIIOTE CUHXPOHHO MOOYAOBaHUM cMyroBuM ¢insrpom. IlIBHn-
KiCTh 3MiHU YaCTOTHU MMOBHHHA OYTH TaKOI0, 00 Yy CMyTy (iIbTpa BCTUTIH T10-
TPaNmUTH BCi CHTHANHM cUCTeMHu. ToMmy "ac BuMiproBaHHS MeromoM JIUM mae
OyTu Habararto OibLIE TPUBAJIOCTI BIATYKY CUCTEMH.

Ipu 3actocyBanHi MeToxy MLS 3a monmomororo perictpa 3cyBy reHepy-
€TBhCS TEPIOANYHA TICEBJOBUIANKOBA IMOCTiMOBHICTH 3Ha4ueHb 1 i -1. Ilepion
TAKOTO CHTHAJTY JOPiBHIOE 2N-1, rae N — mopsIoK MOCIiTOBHOCTI, KOpeIsiiiiHa
¢GyHKIisA Oiu3bKa N0 AenbTa-(QyHKIII, a crekTp OJM3bKuid 1o Outoro mymy. Y
cepenosuili MATLAB cTBOpeHi mporpamu, siki FeHepyrOTh 1Ii BUIPOOyBaJbHI
CUTHAJIH 13 33JaHIMU MTapaMeTpaMH 1 MOXYTb 1X BIATBOPIOBATH 4epe3 3BYKOBY
KapTy. 3a JI0MOMOIOI0 PO3pOOJICHOTO MPOTrPaMHOro 3a0e3Me4eHHs B CHCTEMI
MATLAB ¢opmyetbest TectoBuii curnan JIUM ado MLS, skuii BiATBOpIO€THCS
JOCIIIKYBAaHOIO aKTHBHOIO ITPOTPAMHOI0 aKyCTHYHOIO CHCTEMOIO Yepe3 3BYKO-
BY KapTy. [ 3amanHs BUnagkoBux curHaiiB B Mathcad € BOyznoBaHa (yHKIIiS,
110 33/1a€ HAWTIOIIMPEHINT B MaTEMaTUYHIM CTAaTHCTHLI 3aKOHU PO3NOALLY, Ha-
npuknaz r*(K,par) -crBoproe BekTop K He3aJIe)KHUX BUITAJKOBUX YUCEIN, KOXKHE
3 SIKUX Ma€ BIATIOBIIHI pO3MOIiN, fe * — yacTuHa iMeHi (YHKIIIi, sika 3aqae 3a-
KOH pO3MOJITy; par — CIIMCOK mapamerpiB po3noniny. HaBexemo mpukiaau 3a-
JTaHHS BUMAJIKOBUX CUTHAJIB 3a JOMOMOTOK0 BOymoBaHUX QyHKIIiH. s ix BBe-
JICHHSI 3pY4YHO CKOpHCTaThCs AianoroBuMm BikHOM InsertFunction. ¥ cnmcky
FunctionCategory motpioro BuOparn Random Numbers (Bumagkoi gmcia) —
Juist BctaBkH (YHKIIT reHepanii BUunajaKoBux uucen. Y crnucky Function Name
BUOHMpaeMo (PYHKIIiFO, B 3aJIGKHOCTI BiJl HOTPIOHOTO 3aKOHY PO3IIOALTY.

[opiBHIOIOUH rpadiky BIATYKiB IPUMIIIEHHS, MOKHA aBBaXkaTH, II0 3a 30-
BHIIIHIM BUIIISIOM Biaryky Ha JIUM curHan Bxke MOKHA 3pOOMTH BHCHOBOK
mpo HepiBHOMIipHICTh AUX cuctemu. 3 Binryky cuctemu Ha MLS curnan takux
MIEBHUX BUCHOBKIB 3pOONTH HE MOXHA. Po3paxyHOK iIMITyJIbCHOT XapaKTepHCTH-
Ku cuctemu, a Takok AUX 1 ®UX mpoBoauBCs 32 TOTIOMOTOI0 MaTeMaTHIHOT
oreparii 3rOpTKH CHCTEMHOTO BiATYKY 3 ONMOpHUM cuUrHayioM. Omepartist 3ropT-
KU 3JCHIOBasIacs B CIEKTPAIbHIM 00JacTi NIISXOM NMEPEeMHOKEHHS CIIEKTpa
HPUHHSATOTO CUTHATTY Ha KOMIUIEKCHO CHPSDKEHHMH CIIEKTP OIIOPHOT'O CUTHAITY.

Ingpopmauiiini oxncepena
1. lludposa odpobka ayxio- Ta BigeoiHopmaii y MyapTUMeniitHux cucremax: Ha-
BuansHuit nocionuk / Kosans B.B., Po3opinos I'.M., Cykau I".O. — K.: HaykoBa mymka.
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YK 614.841.2

MATEMATHYHA MOJEJIb TEMIEPATYPHOI'O IOJIA
PYXOMOI'O OB’€EKTA

Oxcana Kapaoun, Mupocnasa Kyciii, Poman SAnuybkuii

Kagpeopa npuknaonoi mamemamuxu i mexanixu JIveiecokozo depicagnozo
YHigepcumemy 0e3nexu ycummeoianvnocmi, m. Jlveie, Ykpaina

Anomayin. Cmeopeno mamemamuiry mMooeib memnepamypu 3auMantsa pyxomozo
00 ’exma 6i0 Hepyxomoi noeepxwi eunpominioganus. Hasenicme Qynkyii 3anesxcnocmi
memnepamypu 8i0 yacy 00360J4€ 3a 00NOMO20I0 NPOSPAMHUX MATNEMAMUYHUX NAKeMi6
MoOdentogamu pi3Hi cumyayii 3a1ex4cHo 8i0 8ucomu noavbomy I, Kyma 0. Midxe 6eKmopom
weuokocmi i giccio Ox, posmipie nodxcedici. Ha ochosi cknadenozo areopummy peanizo-
6GHO PO3PAXYHOK MeMnepanypu.

Knruosi cnosa: xonsexmugnuil menioooMiH, memnepamypa cnauaxy, noaiym s py-
XOMOT HU30801 nodHcedxci, KoeiyieHm onpomiHeHHsL.

Abstract. A mathematical model of the ignition temperature of a moving object
from a stationary radiation surface is created. The presence of the function of
temperature dependence on time allows using mathematical software packages to
simulate different situations depending on the height of flight r, the angle o between the
velocity vector and the axis Ox, the size of the fire. Based on the compiled algorithm, the
temperature calculation is implemented.

Keywords: convective heat transfer, flash point, flame of a moving ground fire, ra-
diation coefficient.

JlronvHa € MPUYNHOI BUHUKHEHHS TTOXKEXK, ajle 1 B CHJIaX JIFOJAUHH 3am00i-
I'TH IIbOMY BEIIMKOMY JIHXY. B HayKOBil mepioauili 3ycTpigaeMo THUCSYI TyOTi-
Kalliif, mos’si3aHuX 3 wieto npodiaemarnkor. KoxHa 3 mux myOsikaiiidi BHOCHTb
CBOIO YACTKy B 3aro0iranHi npoMy Juxy. ExcriepuMeHTalibHI MO pOoLeciB
TEIUIO00MIHY Ha BITKPHUTIH TEpUTOPIi € HEOOXITHUMU, aie OaraToOBapTiCHUMM.
MarteMaTH4Hi i KOM FOTEPHI MOJIENI IUX MPOLECIB JO3BOJISIOTH MPOTHO3YBATH 1
MOJIEIOBATH TPOIIECH TETI00OMiHY 3 BpaXxyBaHHAM DPi3HOMAaHITHHX BXITHHX
rapaMeTpiB 1 yMOB He 3aTpadaioyd NpU IbOMY MaTepiallbHHX PecypciB JUis
MIOCTaHOBKH €KCIIEPUMEHTY.

Bararo po6iT mpuCBAYEHO KOMIT IOTEPHOMY MOJEIIOBAHHIO KOHTYPIB IO-
KeX Ta nommpeHHo noxex [1—3]. Okpemoi yBard 3aciyroByrOTb poOOTH,
MIPUCBSYEHI MaTeMaTHYHOMY MOJICJIIOBAHHIO MPOIIECiB TEINIOOOMIHY Ta TeIo-
MacorepeHocy Mmija yac jgicoBux moxex [4, 5]. 3okpema, B poboTi [5] orpumana
MaTeMaTHYHa MOJENb IMPOIeCy HarpiBaHHS XBOTHKHM BHACHIZOK paialliifHOro
TEIUIOBOTO BHITPOMIHIOBaHHS 3 TNOBEPXHI Y (opmi NpPSIMOKYTHHKa, 3a SKOIO
MO>XHA BCTAHOBHUTH Yac il HarpiBaHHS JI0 TEMITEPATyPH CaMO3aiiMaHH;I.
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MeToro poOOTH € CTBOPEHHS MaTEMAaTHYHOI MOJIENI TeMIepaTypu 3aiiMaH-
HSl pyXOMOro 00’€KTa BiJl HEPyXOMOi MOBEpXHI BUIPOMiHIOBaHHs. PyxoMum
00’€KTOM MU BBa)Ka€MO JIITAJIbHUI anapar, sIKMi 3/1iHCHIOE MOHITOPHHT TEepH-
TOpii, Ha sKii BiIOyBaeThCs IOXKEKa. BUpIIIEHHS MocTaBiieHOT 3axadi 37iHc-
HIOBaJIOCh METOJIOM 0€3M0CepeTHbOT0 IHTETPyBaHHI.

Hexaii ninsHka, 110 ONMPOMIHIOETHCS PYXAEThCS B3JOBXK JliaroHaIi MpsiMO-
KyTHHKa 31 cranoto mBuakictio V (puc. 1). [loigoxxeHHs AiSTHKM BU3HAYAETHCS
X=vtcosa, y=Vvisina, iIe & — KyT M) BEKTOPOM IIBUJKOCTI 1 Biccto Ox.

%a o« ds

Pucynok 1 — Pyxoma Oinanka onpomineHHs

JudepeHuianpHe piBHSHHSA, SIKE ONUCYE MPOLIEC HArpIBaHHS IOBEPXHI J10
temnepatypu T = T(t) 3a gac t mae BurIISIT;:

emdT = oz (T ~T* )y ()Sct ()
ITouaTkoBa ymoBa
TO)=T,
Je, M — maca moBepxHi, kr, o — crama Credana-bonbimana, & — BH-

MPOMIHIOBaJIbHA 3/1aTHICTb, | — KYTOBHI KOE(II[i€HT ONpoMiHeHHs (BiJIIOBIIHO
Io 3akoHy JlambepTa).

BuzHaueHO MeToOM Oe3MocepelHhOTO IHTETPYBaHHS KYyTOBUH KOe(iIlieHT
onpominennst y(t). IlizcranoBka koedirienTa onpomineHHst B piBHsHHS (1) Ta
MOWIEHHE IHTErPYBaHHs I[bOTO PIBHSIHHS Ja€ HaM (DYHKIIIO 3aJeXKHOCTI TeMIle-
parypu Bijx yacy B HessBHOMY BHUIJi. HasBHICTH (yHKIIT 3a1exkHOCTI TemIiepa-
TYpH BiJl Yacy JO3BOJISE 3a JOTIOMOIOI0 NPOTPAMHUX MaTeMaTHYHHX MAKETiB,
takux sk Maple, MathCad Ta ixmmi MomemroBaTH pi3Hi CHTYyaIlil 3aI€KHO Bif BU-
COTH MOJBOTY I, KyTa 0. MK BEKTOPOM IIBHAKOCTI 1 Biccto Ox, po3MipiB MOXKEXKi.

Ha ocHOBI CKITaIeHOTO aIrOpUTMY peati3oBaHO PO3PAXYHOK TEMIIEpaTypH

AnropurMm

— Inimiamnizamnis:

— obuucaumu: ctany interpyBanss C; koedilieHT onpomineHHs y4(t);

— chopmyBatu macuB Temrepatyp 7,
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— 6XiOHi Oani: MYAIBHUK iTepaliil -BUCOTa MOIBOTY JIITAIFHOTO arapara;

— KpOK iTeparliii tiunibHuKa I step 1=4;

— NYUITBHUK iTepariit K, kpok iTepauiii miumipHuka K step 2=16

— po3Mip IUIAHKH oxexi a, d; Kyt Haxuny a 110 oci OX;

— MIBUJIKICTh PYXY V; IUTOMa TEIJIOEMHICTS C;

— TeMIIepaTypa HaBKOJIMIIHBOTO CepeloBUIa T, TEMIIepaTypa moaym’s T q;

— Maca JIITaIBHOTO arnapara m;

— BHIIPOMIHIOBAJIbHA 3MIATHICTS ¢&; cTana Credana-bonpnmana c;

—a,d, a Vv, To — BXigni gaHi, sKki MOXXe 3MIiHIOBAaTH KOPHCTYBad 3aJICKHO
BiJl YMOB MOXEXIi

while I' < Fjax do
oOurcIeHHs cTanux iHTerpyBanHs C
while K <tpax do

oGuuncneHHs koedimieara onpomineHus (1)
obuuncnenns temnepatypu T(t)

k=k+step 2
end
r=r+step 2
end

Return macus Temnepatyp T
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KOMII’TEPHE MOJIEJTFOBAHHSI METOY
BAIATOKAHAJIbHUX BUMIPIOBAHB JIJISI CACTEM KOHTPO.IIO
TA NONEPE)KEHHS HAJBBUUYAMHUX CUTYALIM

Cepziii Pyoakos, Izop Pyoaxos

Hauyionanvnuii ynisepcumem yuginonozo 3axucmy Ykpainu m. Xapxis,
Hauionanvnuii mexniunuit ynisepcumem “XapkiecoKuil nojimexniuHuil
yHigepcumem, m. Xapkis, Yxkpaina

Anomauia. Jlocnioosceno ma 062pyHMOBAHO 3ACMOCYBAHHA MOOUPIKOBAHO20 Me-
Mooy 3anenHCHOCHI PO3PAXYHKY NpU OAAMOKAHALHUX SUMIDIOBAHHAX YACMOMHUX IMNY-
MbCHUX cueHanie. Ompumani pesyrbmamu MoXCyms Oymu 6UKOPUCIAHi npu po3pooyi,
NPOEKMYBAHHI MA BULOMOBNEHHT OALAMOKAHATLHUX SUMIPIO8AYIE YACTNOMHUX IMNY1bC-
HUX CUSHANIG OISl CUCIEM YeHMPALi308aHO20 KOHMPOIO MA NONEPeONCeHHs HA036UYall-
HUX cumyayi.

Knruesi cnosa: 6azamoxkpamui umipro8anHts, YACMOMHI IMIYIbCHI CUSHATU, CU-
cmemu Yyenmpanizo8ano20 KOHMpPOIo, NONEPeoNHCeHHs HA03BUHANIHUX CUTNYaYill.

Abstract. In article it is investigated and soundly application of the modified
method of dependent calculation at multichannel measurements of frequency pulse
signals. The received results can be used by working out, designing and manufacturing
of multichannel measuring instruments of frequency pulse signals for systems of the
centralized control and the prevention of emergency situations.

Keywords: multichannel measurements, frequency pulse signals, systems of the
centralized control, the prevention of emergency situations.

MoaudikoBaHUN METO/] 3aJICKHOTO PaXyHKY IOJISATAE:

— Y BUKOPHCTaHHI €JIMHOI IIKAJIN Yacy JUisl BCiX BUMIPIOBaHUX CUTHAJIIB;

— Y BUKOHAHHI HETIPSIMUX BUMIpIOBaHb 32 JOIOMOT'OI0 BUMIpPIOBAaHHS iHTe-
pBally yacy, piBHOTO IIJIOMY YMCIy TEpio/liB BUMIPIOBAHOTO CHTHAITY, 3 10Ja-
JBIIMM BH3HAYEHHSIM BHMIPIOBAHOI 4acTOTH;

— y KOHBEEPHIH napasenbHill opraHisanii BUMIpIOBaHb 1 epeaadi pesylib-
TariB BUMiptoBans B EOM.

PosrisiHeMo pealnizaiiro Takoro METOTy BUMIpIOBaHb N-KaHAIBHOTO MOJY-
ns BBeneHHs (MB) uactoTHmMX imMmynbcHux curHainiB B EOM. Ha Bxomm n-
kaHanpHOTO MB moctynatots immynscHi nocninosrocti S, (t), ..., S, (t) wacro-

TH CJiIyBaHHS IMITYJIbCIB, SIKi IJISTal0Th BUMIPIOBaHHIO.
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Jo cxmangy MB BXoIATh n iICHTHYHUX BUMiprOBaibHuX KaHamiB BK1, ...,
BKj], ..., BKn ta mikpokontponep MK 3 m’sTbMa MOpTamMy BBEJCHHSI-BUBOILY:

[1CC — noproM curHajiiB cratrycy {Cji} ; IIBB/I- mopToM BBOJY IaHUX {d ji} ;

[IY— mopTroMm yTpaBIIsIOYNX CHTHAJIB {u ji} ; JIBC — mporecopoM 30BHIMIHIX

TOJTiH, IKUI TPHIMaEe CUTHAIH {Z ji} Ta GpopMye KOMaHIN {k ji} ; IIIB — mop-

TOM IIOCJIIJIOBHOTO BBO/IY-BUBOJY, SIKUH J03BOJISIE MPOBOAUTH OOMIH KOMaH/a-
MH Ta pe3yJbTaTaMd BHMIipOBaHb 3 nentpanbHoro EOM (IEOM), ne j # i
03HAYaI0Th, BIJIIOBIIHO, HOMEPH BHMIpPIOBAIFHOTO KaHAIy Ta BHUMIipIOBAaHHS,
IO TIPOBOIUTECS, [IPH LIOMY | = Ln.

CkIag TOBLTFHOTO BHMipIOBANBHOTO KaHamy MB mpexncraBneHuit Ha pu-
cyHKy 1. Ilo aHamoroBWX JiHISAX 3B’S3Ky 3 BHXOMIB YaCTOTHUX NATYHKIB abo
IHIIUX [DKepeN CUTHaliB Ha BXoawm MB mocTymaroTe BUMiprOBaHI IMITYJIBCHI
curHamu S (t), ..., S (t) . ¥ mpommucioBuX yMOBax eKcCIUTyaTamlil BOHH Iiinia-

10ThCs Ail nepenikon N(t) 3araJbHOro i HOPMAIBLHOTO BUITISAY.

Ha Bxoni BuMmiproBasibHOTO KaHaiy po3ramoBanuii Tpurep Ilmirra TII,
SIKMH TIOHOBJIIOE TPSIMOKYTHY (OpPMY IMITYJIbCIB, IO MOCTYMAIOTh MO JIHIsAX
3B’S3KY, 1 MEPEIKO]] HOPMAaJbHOIO BUIJISAAY, IO 3HWKYIOTH Mit0. BuximHuit
curHan TIUI moctymae Ha BXiJ MPHUCTPOrO TanbBaHIYHOI po3B’si3ku [II'P, mo
3MIACHIOE TalbBaHIYHY PO3B’s3KYy BXOAY i meHTpanbHOl yactuan MBC i 3HH-
KEHHsI PIBHA MEPemIKo]| 3arabHoro BuUrisiny. 3 Buxony III'P immynscu yepes
mudposuit wirod 1K1 moctymaroTs Ha BXiJ ABIKOBOTO JTIYMIEHAKA IMITYIBCIB
JII, mo 3milficHIOE paxyHOK MiJIOTO YHCINa TMEPiOAiB BUMIPIOBAHOTO CHUTHAITY.
Buxoau JII miakmodeHi g0 Bxoais mopty [1Be/] mikpokoHTpoepa.

§ j 3
v, w(f) ! .
s( ll(l) VV - Wr-- Im i I(I) 4 &
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PucyHok 1 — Cxema BUMIpIOBAJILHOTO KaHAITy MOJYJIsl BBOAY AaHHX
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MikpoKOHTpOIEep BHPOOISIE KOMAaHAY MOYATKy i-TO BUMIpIOBaHHS. 3 TIPH-

XOJIOM TIEPUIOTO iMITYJIbCY Z;; MiKDOKOHTPOJIED 3a JONOMOTOK BHYTPIllIHEOTO

TaiiMepa (ikcye MOMEHT HOTO MOsiBH i reHepye KoMaHay K., sika GIIOKye BXif

ji »
610Ky 3axBaTa b3j mporiecopa 30BHIMIHIX MOAIN HA MiHIMAIBHUE Yac BUMIpFO-
BaHHA T . .

Ilicns iHTepBamy 4acy, piBHOTO 4acy BUMIpIOBaHHSA T ., pO30JIOKyeTh-
cs1 BXij Ooky 3axorieHHst b3j nporecopa 30BHIIHIX 01, MIKPOKOHTp OJIep
MEPEXOANTh B PEKNUM OUIKyBaHHS NMPHUXOIY MEPIIOr0 HACTYHHOTO IMIYJIbCY

z; 3 suxony III'P. 3a momomororo Taiimepa (iKCYEThCSA MOMEHT IPUXOIY

IMIyNbCy Z;; 1 3HOBY OJIOKY€TBCS 3aXOIUIEHHS 110 j-MY BXOJy TIPOLECOPA 30B-
HIMIHIX TOMIH.
Yac 00poOKH 7y, BKIIOYAE 4aCH 3aXOIUCHHs iMmynbey I;, dikcauii

MOMEHTY HOro mosiu t,;, po3paxyHKy MomeHty 4acy t,, =1 ,+T 6110-

B min >

KyBaHHsI Oyoky H3j Ta imimiamizauii 6moky bIlj Ha sxwuiick wac T . . Yac

B min

T Tepenadi pe3ynsTaTiB BuMipoBaHb B [IEOM BH3Ha4aeTbCS TOBKUHOIO

mep
MOBIZIOMJICHHS Ta IIBHIKICTIO KOTO Mepeaadi mo KaHaiay 3B’si3ky B [[TEOM.
3acrocyBanHs iHTepdeiicy RS-485 3abe3nedye BUCOKY MIBUAKICTH Iepemadi
MOB1IOMJICHb.

TakuM YKMHOM, KOMII'IOTEPHE MOETIOBAHHS 3alPOIIOHOBAHOTO METOY
JIO3BOJISIE MOAYJIIO BBOJlY JAaHUX 3a0€3MEUNUTH IUPOKUIA AWHAMIYHUIL Jiana3oH
BUMIPIOBaHb, SKUH 301JBIIYETHCS 3 POCTOM aMIUTITYIH IMITYJIBCIB, IO BHUMi-
PIOIOTBCSI; BUCOKY TOYHICTh BHMiptoBaHb. [10XMOKM BHMIpIOBaHb CYTTEBO 3a-
JeXaTh BiJl HapaMeTpiB IMITYJIbCIB, IO BUMIiPIOIOTHCS, 4ac BUMIpIOBaHHS JII000-
TO BUXIJHOTO CHT'HAJy HPUOJIU3HO JAOPIBHIOE JBOM IIE€PiojaM iMITyJIbCHOI MmoC-
JIIJIOBHOCTI.

BinmiTiMoO, 110 3amporoHOBaHI CTPYKTypa Ta MoaudixoBaHuil mms Oara-
TOKaHAJILHUX BHMIPIOBaHb METO/| 3aJIE)KHOT0 MiJpaxyHKy 3a0e3neuye pilleHHs
3a/1a49i po3poOKH YHIBEpCATbHUX BHCOKOTOYHUX HIBUAKOJIFOUNX MOIYJIB BBO-
Jly 4aCTOTHHX iMIyJIbCHUX curHaiiB B [JTEOM st BUMIpIOBIBHUX 1 TEJICBUMI-
PIOBaJIbHUX CHCTEM, IPOIPAMOBAaHMX KOHTPOJIEPIB aBTOMATHYHOTO YIIPaBJIiHHS,
KOHTPOJIIO Ta MOTIEPE/KEHHS Ha/I3BUYaHHUX CUTYalii.



“IHOOPMALIIHHA FE3IEKA TA IHOOPMALIHHI TEXHOJIOTTI” 237

YK 004.94:514.18

TH®OPMALIWHI MOJIEJII CHIBPO3MIPHOCTI HOBEPXOHDb
TEHTOBUX KOHCTPYKIIINA

TI'anna Cmakoecoka

Hauionanvnuii mexniunuii ynigepcumem YKpainu
“Kuiscvkuii nonimexuiynuii incmumym imeni Izopa Cikopcvkozo”,
M. Kuis, Ykpaina

Anomayin. Ilyonixayis axmyanizye numanHs KOMN FOMeEPHO20 MOOENt08AHHS, d
maxoodic 0eski gizuuni eracmusocmi Mooenvbosanux oo ‘exmie. Taxosc 6 pobomi posens-
0aomsbcsi NUMAaHHA w000 MEMOPAHHUX MEHMOBUX KOHCMPYKYIU, WO € aKmyaibHum y
Haw yac. Ananizyromecs eumoeu 00 3acobié NPOECKMYBanHs Ma SUPIUeHHs 3a0ayi no-
WYKY ONMUMATbHO20 PO3KPOIO KOHCMPYKYIHUX MAMepianie 0 BUSOMOBNEHHS MEeXHIU-
HUX 00 'exmis.

Kniouosi cnosa: xomn ’tomepHe MOOEn06AHHS, MEHMOBA KOHCMPYKYIs, NOGEPXHSL,
npocmoposi Memopanu.

Abstract. The publication updates the issues of computer modeling, as well as some
physical properties of modeled objects. Also, the paper considers issues related to
membrane awning structures, which is relevant nowadays. The requirements for design
tools and solving the problem of finding the optimal cutting of structural materials for
the production of technical objects are analyzed.

Keywords: computer modeling, tent construction, surface, spatial membranes.

CproronHi icHye 0arato pi3HUX METOIB KOMIT IOTEPHOIO MOJIC/TIOBAHHS B
3aJIXKHOCTI BiJ 00CSTY, METH JIOCHI/PKEHHS Ta CKJIaJy BUKOPHUCTOBYBAaHHUX MO-
neneil. Yci BOHH € TOTY>KHUMH aHAJITHIYHUMH iHCTPYMEHTaMH, sKi yBiOpamu
BECh apCeHAJ HOBITHIX I1H(OpPMAaLiHUX TEXHOJOTriH, BKIIOYaroud rpadiyHi
00O0JIOHKH JUTSl MOJICJIIOBAHHS Ta IHTEpIpeTalil MOYaTKOBUX Pe3yNbTaTiB MOJIe-
JIIOBaHHS, 00’ €KTHO-OPIEHTOBAHE MPOrpaMyBaHHsl, IHTEpHET-pileHHs Tomo [1].

AHali3 OCTaHHIX IOCTIDKCHb 1 MyOJiKamiid BITYM3HSHUX 1 3apyODKHUX
BUEHUX TIOKa3aB, IO TEXHIYHI 3aCO0M YCKJIAIHIOIOTHCS, a OymiBenbHI Ma-
TepiaJiv 3aJMIIAI0THCS CTaHAAPTHUMH. Lle 3yMOBIIOE HOBI BUMOTH 10 3aC00iB
NIPOEKTYBAHHS, SIKi MOBMHHI BHPINIYBaTH 3aBAAHHS IOUIYKY ONTHMAaJIbHOTO
PO3KPOIO KOHCTPYKITIHHUX MaTepialiB JAJIsl BUTOTOBJICHHS TEXHIYHUX 00’ €KTIB.

Tak gK TEHTOBI KOHCTPYKIii B Cy4JaCHHX COLIaTbHO-€KOHOMIYHHX yMOBaX
HaOWUParOTh CHOTOHI BCE OLTBIIOT MOMYIIPHOCTI 3aBASKH CBOIM ITUPOKUM BIIa-
CTHBOCTSIM, BUHHUKA€ 1MOTpeda y MBUAKOMY OYJIBHUITBI MAJIOBUTPATHUX OyIi-
BeJIb JUIsl TTOJI0JIaHHs Ae(diuTy MOOLIEHOTO JKUTJIA Ta CHOPY.L 1HIIOTO TPH3HA-
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YeHHs. BuHMKae HEOOXiqHICTh 3aCTOCYBaHHS CIICHIATbHUX METOIIB, SKi OCHO-
BaHi Ha BUKOPHMCTaHHI PIBHOBAXHOTO CTaHy MeMOpaH, IO 3aCTOCOBYIOTBCS y
OyAiBHHLITBI.

Jis IOBEpXOHB, IO HE PO3TOPTAIOTHCS, BUMOTA ‘30€peKeHHs ITEeBHOI Te-
OMETPHYHOI BJIACTHBOCTI SKOMOT'a TOYHIIIE” peati3yeThCsl y BUIIISAL MiHiMi3a-
uii criorBopeHsb. [IpoTe, He3BaXkar0OUM Ha HASBHICTH BEJIMKOI KIJIBKOCTI HayKoO-
BUX TIpallb 3 JaHOI MPOOJIEMH ISl KATETOPIsl € HENOCTAaTHHO BUBYCHOIO.

I'eomeTpryHEe MOJETIOBAHHS PO3IIISAAETHCS SIK HAIIPSIMOK MaTeMaTHYHOTO
MOJICTIFOBAaHHsI, 10 BKJIOYA€ OMKC T'€OMETPHUYHHMX 00pa3iB 1 BUKOHAHHS Hal
HUMH TICBHHUX OTIepaliid y JBOBUMIpPHOMY, TPUBUMIpHOMY a00 OaraToBHMipHO-
My npoctopi [2]. TeopeTHIHOI0 OCHOBOIO T€OMETPHIHOTO MOJIEIIIOBAHHS € H-
(depeHIianbHA Ta aHANITHYHA TEOMETPIs, TOMOJIOTIS Ta PO3AUTH 00YHCITIOBAIb-
HOi MaTeMaTHKH, BUBYAIOTHCS METOH MOOYAOBH KPUBHX JIiHIH, TOBEPXOHb, TLN
Ta METOJY BUKOHAHHS HaJ HUMH Pi3HHX Omnepaniii i MeToIu KepyBaHHS YHCIO-
BUMH Mozensmu [3, 4].

OcTaHHIM YacoM BCE OIIBIIOTO MOIIUPEHHS Ta MOMYJIIPHOCTI HA0YBaKOTh
JIETKI €eKOHOMIYHO €(peKTHBHI TEHTOBI KOHCTPYKIil. BOHH BiZHOCATBCS 1O Kiia-
Cy M’IKHX 000JIOHOK. Taki KOHCTPYKTHBHI CHCTEMH SIBISIOTH COOOIO IPOCTO-
poBi MeMOpaHH 3 HYJIBOBOIO 3THHAIBHOIO JKOPCTKICTIO, SIKI CKJIANAIOTHCS 3i
CKJIQJIHUX TIOBEPXOHb IBOSKOI KPWUBU3HM. LI MOKPHUTTS MOXYTh YMHHTH OIIIp
TUIBKK TIOA0 PO3TAry. ToMy iXHS NMEpCIEKTHUBHICTh € OYCBHIHOIO BHACIIIOK
HasiBHOCTI Y HHX LIIJIOr0 HA0OpY MO3UTHBHUX BJIACTHBOCTEM, 1110 BUTITHO BiIpi-
3HSI€ TEHTOBI KOHCTPYKLIT BiJl TPaJULIHHNX, TAKUX K METaJIiuHi, 32111300 TOHHI
Ta iH. J[0o TaKMX BIACTUBOCTEH MOXKHA BiTHECTH: MOOIUTBHICTD, MONi(pYHKIIOHA-
JIBHICTb, JIETKICTh, KOPOTKHW TEPMiH MOOYJOBH (3BEIEHHS) Ta JIEMOHTaXy, a
TAKOXX BUPA3HUH, MPUBAOIMBHUII Ta CyYaCHHUM 30BHIIIHINA BUTIISL.

st BUOOPY MPOEKTHUX PillleHb, BAXKIUBUM (HAKTOPOM € TEPMIH CIyx Ou
TEHTOBHX KOHCTPYKIiH, a Takox iX BapTicTh. TepMiH BUKOPHCTAHHS 3aJIC)KUTD
BiZl BUOOpY TKaHHHU JUIs 00070HKH. CamMa TKaHMHA Ma€ Pi3HY MIIHICTh Ta eJa-
CTHYHICTh Yy BCIX HampsMKax MPUKJIaJaHHs HaBaHTaXeHHs. ToMmy sl Hampy-
JKEHUX KOHCTPYKUIH KpamumMu Oy 1yTh MaTepiajiy, 0 MaloTh MaTy IOB3Yy4iCTh,
00 TIoTIepeTHE HATIPYKEHHSI MOXe OyTH BTpadeHe, sIKIO TKaHWHA Oyae po3Ts-
TYBaTUCh 4H Ae(OPMYBATHUCh.

[Mpouecu reoMeTpu4HOrO MOJETIOBAHHS Ta IHXKEHEPHOTO aHali3y Moio-
HHX CIOpya MaiTh cBot creuudiky [5]. Ha Biaminy Bin TpaguuifiHuX KOH-
CTPYKIIIA HpH 3aJaHUX KPaHOBHX yMOBaX, ¢opMa HATATHYTOi TKAHWHHOI IIO-
BEpXHI BiJ’€MHOI KpuMBHHHU ['ayca € HEBIZIOMOIO Ha caMOMy IIOYATKy, a MOXe
OyTH 00YMCIIEHA TITBKK 3 BUKOPUCTAHHSIM BianoBiiHux meromais [6]. e oami-
€10 BIZIMIHHICTIO € T€, 10 B CHIIY CBO€ET CIeNU(iKu, TIOBEPXHI IBOSKOT KPUBUHU
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Ha BiIMiHY BiA JNiHIHYaTHX TOBEPXOHB, BiTOOPaXyIOTHCS HA IDIOCKY 001acTh
Tinpku npubmmxeno [7]. lle ycknamaioe moOymoBy iX kapT po3kporo. TeHToBa
TIOBEPXHS Mae€ psx HeOaXaHWX BIACTHBOCTEH, TAKHUX SIK HASBHICTH “MEpPTBUX
30H, HEpPIBHOMIPHICTH PO3MOMITy HABaHTA)XCHHS, KOHIICHTpAIlisl HAIpYyTH B
OKpeMUX ToYKax oo [8].

Taxkum unHOM, (aKTOPH, SIKi 320€3MEUyIOTh BEJIMKE PO3MAITTS HO3UTHBHUX
BJIACTUBOCTEH M’SIKHX OOOJIOHOK, OJHOYACHO € IMPUIMHAMH, KOTPi CYTTEBO
YCKJIaJHIOIOTh IIPOIIEC aHaJIi3y 1 MPOEKTYBaHHS TEHTOBUX KOHCTPYKLii. Tomy,
100 BUPIIIUTH TEOPETUYHI 3a/1aui PO3paxyHKy sSIKICHOT TEHTOBOI KOHCTPYKIII,
HEOoOXiJTHE 3aCTOCYBaHHSA CIEIiaIbHIX METO/IIB, III0 OCHOBAaHI HA BUKOPUCTaHHI
PiBHOBayKHOTO cTaHy MeMOpaH. He MeHII akTyalbHOIO € pobiieMa CTBOPEHHS
aJICKBaTHUX KapT PO3KPOIO M’SIKMX OOOJIOHOK, III0 TICHO 3B’si3aHa 3 KOPEKTHUM
PIILICHHSM OCHOBHHX 3a/1au.
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Annotation. Described the activity by Paul Otlet, who formulated the concept of
universal understanding the concept “document” and the general principles of the theo-
ry of documentation and became the founder of informatics as a science that comprehen-
sively considers the issues of the theory of information and communication, as well as
the organization of the processes of collecting, storing and information searching.Given
Paul Otlet’s achievements and inventions: The Universal Bibliographic Repertory, The
Universal Decimal Classification (UDC), Mundaneum.

Keywords: Paul Otlet, document, bibliography, Treaties on Documentation’, In-
ternational Federation for Information and Documentation, Mundaneum.

Anomauisn. Onucano Oisinonicmo Ilons Omné, sikuil cghopmynt08as KOHYEnyilo yHi-

’

8epCanbiHO20 PO3YMIHHA noHAmms “Ookymenm” ma 3a2anbHi 3acadu meopii OOKyMen-
mayii i cmas GyHOAmopom iHopMamuKu K HAYKU, WO 8CeOIYHO pPO32130aE NUMAHHS
meopii inghopmayii i komyHikayii, a maxodc opeanizayii npoyecie 360py, 30epedcents i
nowyky inghopmayii. 3eadano eunaxoou Ilonss Omaé: Yuisepcanvnuil 6ioniocpaghiunuii
Kkamanoe, Yuisepcanvra oecaimrosa kracugixayis (YIK), Mundaneum.

Knwouosi cnosa: Iorw Omné, dokymenm, 6ionioepagis, “Tpaxmam npo 0okymen-
mayito ", Mixcnapoona ¢ghedepayis 3 ingpopmayii ma dokymenmayii, ingpopmayitine cxo-
suwye “Mundaneum”.

Paul Otlet, in full Paul-Marie-Ghislain Otlet, (born August 23, 1868, Brus-
sels, Belgium — died December 10, 1944, Brussels). Paul was the oldest child in
the family. His mother, Marie, died at the age of 24. He didn’t go to school till
the age of 11, his father hired tutors instead before entering secondary school at
age 12. Father believed that classrooms were a stifling environment. Paul
Otlet was educated at the Catholic University of Leuven and at the Université


https://en.wikipedia.org/wiki/Universit%C3%A9_Libre_de_Bruxelles
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Libre de Bruxelles, where he earned a law degree on 15 July 1890 [15]
(Fig. 1, 2, 3), see the video [17].

sxlﬁ i@o Qﬁ*voo

Paul Otlet and the Bi lh of
the Information Age

; Fig. 2. Book by Fig. 3. A collection
Fig. 1. Paul Otlet, 1838 Alex Wright

In 1891 he met the lawyer and future Nobel Peace Prize winner Henry La
Fontaine (1913 in recognition of his contribution towards the peace movement)
(Fig. 4), marking the beginning of a long-standing collaboration. In 1895 Otlet
and La Fontaine established the International Insti-
tute of Bibliography and announced plans to create
a Universal Bibliographic Repertory that would
serve as a global clearinghouse for bibliographical
data. Despite considerable resistance from other
European librarians, they pressed forward with
their plans, creating a headquarters for the institute
and obtaining recognition and a small subsidy from
the Belgian government [16].

They wrote to the creators of the classification
and asked for permission to modify his system. And
soon they began to work and created the Universal
Decimal Classification. The same year they created Fig. 4. Henry La of index
a headquarters for the institute and obtaining recog- cards. Fontaine, 1916
nition and a small subsidy from the Belgian gov-
ernment [3, 15, 27]. In 1895 Otlet and La Fontaine began the creation of a collec-
tion of index cards, meant to catalog facts (Fig. 3), that came to be known as the
Universal Bibliographic Repertory. Soon this collection had more than 15 million
entries [16, 15].

In the late 1800s and early 1900s Otlet pioneered the field of what we to-
day call information science, but what he called documentation. A hundred
years before the development of the Internet, Otlet used terms like web of
knowledge, link, and knowledge network to describe his vision for a central
repository of all human knowledge. It is fabulous introduction to pre-digital
information classification. We can use this video in students’ groups in the con-
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ditions of university. It will give the students a visual appreciation of pre-digital
classification and organization of information (Fig. 3) (see the video [1]).

In 1904, Otlet and La Fountaine began to publish their Universal Decimal
Classification [19] (see the video [21]).

In 1906, Otlet and the chemist Robert Goldschmidt, had proposed “micro-
fiche” as a standard format for a “micro-photographic book”. Later on, they
proposed a portable library of “micro-photographic books” [19].

In 1907, his father died, and family struggled to maintain all parts of the
business. They created a company “Otlet Brothers”, Paul became the president
of the company [7].

In 1910 Otlet and La Fontaine established the Union of International Asso-
ciations, a federation of 132 international organizations that would play an im-
portant role in the formation of the League of Nations [19, 27].

The same year they created plans about the “city of knowledge”, which
Otlet originally named the “Palais Mondial” (“World Palace”), that would serve
as a central repository for the world’s information [19, 27], (Fig. 5, 6).

Fig. 6. Paul Otlet, Henri La Fontaine(left) and Mathilde Lhoest (his wife)
outside the gates of Palais Mondial, in Cinquantenaire (Brussel), 1930

In 1913, La Fontaine won the Nobel Peace Prize (Fig. 4), and invested his
winnings into Otlet and La Fontaine’s bibliographic works, because they were
suffering from lack of funding [16] (see the video [17]).

During World War I, Paul spent a lot of time trying to bring about piece. In
1914, he published a book, “La Fin de la Guerre” (“The End of War”) that de-
fined a “World Charter of Human Rights” as the basis for an international fed-
eration...


https://www.britannica.com/topic/Union-of-International-Associations
https://www.britannica.com/topic/Union-of-International-Associations
https://www.britannica.com/topic/League-of-Nations
https://en.wikipedia.org/wiki/Nobel_Peace_Prize
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After the end of World War I, they asked the Belgian government to spon-
sor the project in hopes that it would form the intellectual bulwark of a new
“World City” that would bolster Belgium’s case for making Brussels the head-
quarters of the nascent League of Nations. The Belgian government granted
space for the installation — which Otlet eventually began referring to as
the Mundaneum [33, p. 59], see the video [14].

After failing in its bid for the League of Nations headquarters, the political-
ly unstable Belgian government began to lose interest in the project, eventually
closing it in 1934 [15, 16, 19].

Paul Otlet wrote about his theories of organizing information on a grand
scale. His two major books were the Traité de documentation (“Treatise on
Documentation”) in 1934 (Fig. 7) and Monde: essai d’universalisme (“World:
Essay on Universalism”) in 1935, in which Otlet described his vision for a
worldwide information network that in many ways presaged the creation of
the World Wide Web more than 50 years later [19, 27] (Fig. 8). Otlet’s pri-
marily female staff answered information requests by hand. Without the digi-
tal luxury of keyword searches, a single query could take painstaking hours,
even days, of sifting through the elaborate index card catalog (Fig. 9), see the
video [13].

AT 1T
INTERNATIONAL
ORGANISATION AND

TRAITE
DOCUMENTATION

LE LIVRE SUR LE LIVRE

THEORIE ET PRATIQUE

Fig. 7. Traité de documentation, 1934

DISSEMINATION OF
KNOWLEDGE

Selected Essays
of Paul Otlet

TRANSLATED AND EDITED
WITH AN INTRODUCTION

by W. Boyd Rayward

5D

ELSEVIER

Fig. 8. Selected Essays by P. Otlet, 1990
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The library cat-
alog card is one
form of the popular
3x5 index card that
served as a filing
system for a multi-
tude of purposes for
over two hundred
years (Fig. 10). The
original purpose of
the index card and
its subsequent de-
velopment repre-
sented the early
stages of infor- 5
mation theory and Fig. 9. Otlet’s primarily female staff’
practice. Additional-
ly, as becomes clear below, without the index card as the first functional system
for organizing complex categories, subcategories and cross-references, studies
in the natural sciences would have never gotten off the ground [5].

The index card became the indispensa-
ble tool for both organizing and compre-
hending the expansion of human knowledge
at every level (Fig. 10). Along with several
important intermediary steps, the ideas that
began with index cards eventually led to
relational databases, document management
\ systems, hy-
Fig. 10. Printed library catalog card ~ Perlinks and
the World

y
\
.

Wide Web.

The Swedish naturalist and physician Carl
Linnaeus (1707-1778) is recognized as the crea-
tor of the index card (Fig. 11). Linnaeus used the
cards to develop his system of organizing and
naming the species of all living things. Linnaean
taxonomy is based on a hierarchy (kingdom,
phylum, class, order, family, genus, species) and
binomial species naming (homo erectus, tyran-
nosaurus rex, etc.). He published the first edition Fig. 11. Carl Linnaeus
of his universal conventions in a small pamphlet
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called “The System of Na- ,
ture” in 1735 [5] (Fig. 12).
While index cards con-
tinued to be used in Europe,
an important step forward in
information management
was made in the US by Mel-
vil Dewey (1851-1931), the
creator of the well-known 3
Dewey Decimal System (or - fodug 5
Dewey Decimal Classifica- L ’.]i” b
tion, DDC). Used by librar- | & —l{‘g‘ A
ies for the cataloging of °

books since 1876, the DDC Fig. 12. Linnaeus’ “The System of Nature”

was based on index cards

and introduced the concepts of “relative location” and “relative index” to bibli-
ography [5] (Fig. 13, 14).

T 2L By the end of the
e rvarne nineteenth century the
= Dewey classification
system and his 3x5
‘ - card catalog were being
| 2 i used in nearly every
RASEIIRING () AR RAKUEKS school and public Ili-
h brary in the US. The

basic concept was that

/'-' any member of society

' could walk into a li-

""""""" brary anywhere in the

Fig. 13. Melvil Dewey Fig. 14. The 1st edition country, go o the card

catalog and be able to
locate the information they were looking for [35].

While Dewey’s classification system became the standard in US libraries,
others were working on bibliographic cataloging ideas, especially in Europe. In
1895, the Belgians Paul Otlet (1868-1944) and Henri La Fontaine founded the
International Institute of Bibliography (1I1B) and began working on something
they called the Universal Bibliographic Repertory (UBR), based on index cards.
Funded by the Belgian government, the UBR involved the collection of books,
articles, photographs and other documents in order to create a one-of-a-kind
international index.
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Otlet and La Fontaine made an important conceptual breakthrough over
Dewey’s approach. In particular, they conceived of a complex multidimensional
indexing system that would allow for more deeply defined subject categories
and cross-referencing of related topics: the content of bibliographic collections
needed to be separated from their form and that a “universal” classification
system needed to be created that
includled new media and
information sources (magazines,
photographs, scientific papers,
audio recordings, etc.) and
moved away from the exclusive
focus on the location of books
on library shelves (Fig. 15), see
the video [18].

The UDC (the Universal
Decimal Classification) by Otlet and La Fontaine extended Dewey’s cataloging
expressions to include symbols (equal sign, plus sign, colon, quotation marks
and parenthesis) for the purpose of establishing “links” between multiple topics.
This was a very significant breakthrough that reflected the enormous growth of
information taking place at the end of the nineteenth century. By 1900, the UBR
had more than 3 million entries on index cards and was supported by more than
300 11B members from dozens of countries [5, 31] (Fig. 16, 17).

| o K

Fig. 15. Otlet’s ingenious index card system
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Fig. 16. P. Otlet. of
Dewey’s bibliographic Fig. 17. An explanatory schema of the UDC index
classification system formation in French, 1920
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Fig. 18. is an illustration | -
of the path of information
from a book (A), via the Méthodes
Universal Bibliographic ® bt o 10 Gilla

Repertory (RBU) (B), and
from there to classification
in individual libraries cata-
logues (C) and shelves (D).
At the centre of it is an index
card, carrying the important
information, plus decimal
code [29].

Within a year’s time, the
two men and a team of vol-
unteers had gathered 400,000
entries  recording  books,
speeches, sheet music, medi- ;
cal journals, museum pieces, mt- 3| Aayebapdpn, Guinneds 3
even newspaper and poster e
advertisements. By 1896, Fig. 18. Method
Otlet opened the doors on a
mail-in research service: users would pay a small fee to request information on
any number of topics, while staff would copy relevant note-cards, and send
them back by delivery service. In essence, Otlet and Fontaine were on their way
to turning their bibliography into a steampunk version of Wikipedia [34], see
the video [20].

Over the next decade, as their bibliography swelled to millions of entries,
simply organizing data into broad categories was not enough. Otlet sought to
create a classification system and subsequent search mechanism that could in-
tersect several subjects, and in 1904 he published a more polished version of his
Universal Decimal Classification system (Fig. 15, 18), see the video [6]. Basi-
cally it was a hierarchical card catalog system, sort of like the Dewey Decimal
System on ‘roids’. To handle retrieval, Otlet devised an algebraic algorithm
based on category and subcategory identification numbers, complete with a set
of relational operators. He had created his own analog search engine almost 90
years before Archie was developed... The jewel of Otlet’s vision for the new
“global village” would be the Mundaneum, a vast repository open to the public,

R
[y

T ra—



248 36ipnux me3 oonogioeti IN Mixcnapoonoi
Haykoso-npaxmuynoi kongepenyii, IBIT 2022

that would house the now 12 million 3x5 index cards and accompanying filing
system [34] (Fig. 19, 20), see the video [45].

Fig. 19. A Mundaneum media room Fig. 20. A reproduction of Otlet’s
original Mondotheque desk

In 1910, Otlet and La Fontaine shifted their attention to the establishment
of the Mundaneum in Mons, Belgium. Again with government support, the aim
of this institution was to bring together all of the world’s knowledge in a single
UDC index and by 1924, the Mundaneum contained 18 million index cards
housed in 15,000 catalog drawers (Fig. 9). But during the Depression and lead
up to World War |1, Paul Otlet realized that further management of the card
catalog had become impractical. He
began to consider more advanced tech-
nologies — such as photomechanical
recording systems and even ideas for
electronic information sharing — to ful-
fill his vision [35], see the video [2].

A massive center for documenta-
tion and communication, the Mundane-
um aimed at hosting all human
knowledge and facilitating worldwide
sharing through the connection of uni-
versities, governmental institutions, and
individuals. It was also meant to em-
body the idea of promoting peace
among nations. The information would
have been classified on indexing cards
under the Universal Decimal Classifi-
cation, developed by Otlet, and the — '
institutions would have merged shelves Fig. 21. Plan of the Mundaneum

§ Dhs MowThenEs DE D
o | Ln, Pusey mavches
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Fig. 22. The center of the Mundaneum
(1935)

Below we present a Video game:
Mundaneum Web 1895 in the Mundane-
um Museum (Fig. 26, 27) located in
Mons in a magnificent Art Deco build-
ing (Belgium) [30]. The trilingual game
Mundaneum Web 1895 on tablet pro-
vides a journey through the museum: our
very founder, Paul Otlet, rediscovers a
new youthfulness and guides visitors
Upon finding each featured location or
object in the museum, little games are

and printed documentation with screens
and telephones allowing users from all
over the world to ask questions (see the
video [28]). A first version of the pro-
ject was indeed realized and hosted in
150 rooms of the Palais du Cingquante-
naire in Mons, a location offered by the
Belgian government [4, 30], see the video
[12], (Fig. 23-25).

13 CELLULA MUNDANEL

Fig. 23. Laboratorium Mundaneum:
Powerhouse of Documentation.
C. Platounoff on commission of Otlet
(28 Dec 1937)

unlocked at geolocated landmarks. These fun and instructive challenges allow
to learn a little more about the founders of the Mundaneum, Paul Otlet and Hen-
ri La Fontaine, and their project: to gather together all of the world’s

L unwvers. Imtelligence, la science 1

Les choses
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knowledge. The various pur-
poses of the game:

—To discover the mu-
seum space of the Mundane-
um.

—To learn who its
founders are and how their
inventions worked (sheet,
archive, ...).

—To get the best score
possible [32].

The Mundaneum con-
sists of a ground floor over-
looked by two modular
floors on demand, a glass conference room overlooklng a brand new courtyard
at the back of the museum ‘
and a terrace. The Mundane-
um is today a center of pri-
vate archives and a museum
space recognized by the Wal-
lonia Federation. In the base-
ment of the building are 6
kilometers of archives which
are made available to re- s | \.
searchers around the world.

The museum space hosts a

permanent exhibition and major temporary exhibitions all year round recog-
nized internationally by the UNESCO World Memory Program and the Europe-
an Heritage Label [9].

In brief. Otlet’s monumental collection was predicated not on ownership
but on access and sharing — while amassing it, he kept devising increasingly
ambitious schemes for enabling universal access, fostering peaceful relations
between nations, and democratizing human knowledge through a global infor-
mation network he called the “Mundaneum” — a concept partway between Vol-
taire’s Republic of Letters, Marshall McLuhan’s “global village”, and the
iibermind of the future [26].

Otlet was more than a bibliographer, encyclopaedist, and founding father
of the discipline of “documentation”. He was also a sociologist, an internation-
alist, and an untiring promoter of his conception of “universalism” or “mondial-

Fig. 26. Photograph of Otlet sitting behind a scale
model of the Cité Mondiale designed by the Belgian
modernist architect Stanislas Jasinski in 1941

Fig. 27. The Mundaneum Museum in Mons (Belgium)
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isme”, of the Mundaneum and the Cité Mondiale [33, p. 58] (Fig. 28), see the
video [10].

While Otlet did not
by any stretch of the im-
agination “invent” the
Internet — working as he
did in an age before digi-
tal computers, magnetic
storage, or  packet-
switching networks -
nonetheless his vision
looks nothing short of

prophetic. In Otlet’s day, = xFig~— _ —
microfilm  may have 5’ ‘_h : ,
qualified as the most ad- Fig. 28. Paul Otlet in his office in the 1930 s
vanced information stor-

age technology, and the closest thing anyone had ever seen to a database was a
drawer full of index cards. Yet despite these analog limitations, he envisioned a
global network of interconnected institutions that would alter the flow of infor-
mation around the world, and in the process lead to profound social, cultural,
and political transformations [26].

And while he might well have been flummoxed by the anything-goes ethos
of present-day social networking sites like Facebook or Twitter, he also imag-
ined a system that allowed groups of individuals to take part in collaborative
experiences like lectures, opera performances, or scholarly meetings, where
they might “applaud” or “give ovations” [26].

In summary. First dimension in Otlet’s work that may be called visionary
is the way he approached “information” as consisting of “morselized”, quantifi-
able, and coded units or pieces of information. Otlet’s idea to record infor-
mation in separate chunks or units according to the “monographic principle”
foreshadowed, in a certain sense, the present tendency to conceive of infor-
mation as detachable and manipulable units or atoms of content, whose re-
trieveability has become more important than the information itself [33, p. 61].

A second level on which Otlet’s utopia still resonates with our present
times is the similarity between his vision of a collective, mechanical brain, on
the one hand, and the emergence of a global brain that some theoreticians and
philosophers observe to be emerging today. From the “collective, mechanical
brain” of Otlet, the “superorganism” of Herbert Spencer (1820-1903), the
“world brain” of H.G. Wells (1866-1946), the “noosphere” of the French
philosopher and Jesuit priest Pierre Teilhard de Chardin (1881-1955), different
scholars have tried to conceptualize in terms of evolutionary, humanist, and
organicist models what seems to be an emergent cognitive [33, p. 61].

-t
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Thirdly, Otlet’s ideas about the Cité Mondiale (Fig. 26) (see the video [8])
resonate with some of the trends that characterize current European planning poli-
tics. Otlet’s idealist activism for the location of international organization in one
world capital seems outdated in that the capital of Europe is today in fact a super-
position of the three official capitals (Luxembourg, Strasbourg and Brussels), a
network of cities hosting European Agencies, and a rotating European Capital of
Culture. Yet, even within this new paradigm of a polycentric capital, the process of
centre formation within the European Union continues, as well as the competition
for that matter between political, cultural, and economic centres [33, p. 61].

Otlet’s idea of collective intelligence working toward a common good
presaged modern concepts like crowdsourcing and “cognitive surplus” as well
as initiatives like Singularity University [26].
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Y]IK 004

3ACTOCYBAHHSA AJAIITUBHUX CEMAHTUYHUX AHAJII3ATOPIB
PU JUHAMIYHIN OBPOBIII BEJIUKUX OBCATIB
TEKCTOBOI IH®OPMAIIII

Pycnan Ano Xaoone
Hauyionanvuuii ynieepcumem “Oodecvka nonimexuixka” m. Qdeca, Ykpaina

Anomayin. Pozenanymo cyuacnuii Memoo ananisy mexcmy Ojid aemoMamuyHo20 6u-
SHAYEHH A8MOPCMBA AKUU 3ACHOBAHUL HA CUHMAKCUYHOL THQOpMayii ma Ha euxopuc-
ManHi BUSHAUHUKA Medic pedeHb i ab3ayie Sentence and Chunk Boundaries Detector —
SCBD y suxionomy mekcmi 0Jisi OMPUMAHHSL CULbOBUX MAPKEPI@ MeC CiG I NPONO3UYILL.

Knrwuoei cnosa: ananiz mexcmy, inmenexmyanvia cucmema, memoo SCBD.

Abstract. A modern method of text analysis for automatic determination of
authorship is considered, which is based on syntactic information and the use of the
Sentence and Chunk Boundaries Detector — SCBD in the source text to obtain stylistic
markers of word and sentence boundaries.

Keywords: text analysis, intelligent system, SCBD method.

KoMmn’toTepHuii aHasi3 TEKCTIB — MEPCIIEKTURA, SIKa IIBUIKO PO3BUBAETHCS B
obnacTi mTyqHOro iHTENeKTy. OiHA 3 KIIIOYOBHX 3324 KOMIT IOTEpPHOTO aHaJi3y
TOJISITA€ B MOOYIOBI TAKOTO CTPYKTYPOBAHOTO TIOJIaHHS TEKCTY, 10 SKOTO MOXKHA
3aCTOCOBYBATH METOH i aJlTOPUTMH PIllIEHHS IPUKIAJAHIX 33/1a4.

IcHye 3HaYHA KITBKICTH PI3HOBHIIB METOMIB K CHHTaKCHYHOTO, TakK i ce-
MaHTHYHOTO aHalli3y, SIKi 3aCHOBaHI Ha PI3HMX MOJENIAX CHHTAaKCHYHOI CTPYK-
TYpH TIPONO3HUIIi Ta Pi3HOMY pO3YMiHHI CEMaHTUKHU. [CHYIOWI CHCTEMH aHAIi3y
Ta MOJICJIIOBAHHSI TEKCTIB, /10 SKHX HaleXaTh iH(OPMAIifHO-TIONIYKOBI Ta 1H-
(opmalliiiHO-aHaNITHYHI CUCTEMH PI3HOTO CIPSIMYyBaHHSI, SIKi BKIIFOYAIOTh PO3T-
JsII 1 BUPILIEHHS TAaKUX 3aBJaHb SIK Kiacu(iKalist JOKYMEHTIB 32 TEeMaTHYHUMHU
KaTeropismMu, iieHTrdikailis aBTOPCTBa, BUSBICHHS HEKOPEKTHUX 3all03UYECHb,
IuIariaTy, MOJICJIIOBaHHS ySBJEHb 3HAHb MPO MPEIMETHOI 00JacTi Ta 3MmicTy
TEKCTIB, KMacudikaris i ¢pinpTpamis JOKYMEHTIB 3a 33/laHIMHU 3auTaMH i Oara-
TO IHIIMX.

Po3BuTok Mozeneit Ta MeTOAIB aHaNi3y Ta 0OPOOKH TEKCTOBHMX AAHUX Tic-
HUM YHHOM IIOB’S13aHO 3 PO3BUTKOM iH(OpMamiiHUX TEXHOJOTIH, 10 pOOHUTH
MOXIIMBMM BHKOPUCTAHHS TaKMX METOMAIB y MOOY/IOBI iHTENEKTyaJ bHUX iH(pO-
PMaLifHUX CHCTEM, EKCIIEPTHUX CHUCTEM 1 6a3 3HaHb.

[HTENeKTYaIbHY CHCTEMY MOXHA BH3HAYHTH K 0i0JIOTIUHY, IITy4HY abo
(dhopmaneHy crucTeMy, siKa BUSBISE 3JaTHICTH JI0 IUJIECIIPSIMOBAHOT TIOBEIIHKH.
OcTraHHE BKIIOYAE BIACTHBOCTI CIIJIKYBaHHS, HAKOMUYCHHS 3HaHb, NPUIHATTS
pilenb, HaBYaHHS, afanTailii Tomo. OHiero 31 cep 3acTOCYBaHHS aBTOMATH-
30BaHUX AHATITUYHUX AJITOPUTMIB, MOXe OYyTH pIillIeHHS KJIaciB 3aBJaHb, SKi



“IHOOPMALIIHHA FE3IEKA TA IHOOPMALIHHI TEXHOJIOTTI” 255

abo He MOXyTh OyTH BHpIIIEH] JIOAWHOIO 32 pealbHAUM Jac, abo X iX pimeHHs
BUMarae aBTOMaTH30BaHOI MATPUMKH, a00 Xk iX pillIeHHs Ja€ pe3yJabTaTH, Mo-
PIBHSIHHI 110 iHPOPMATUBHOCTI 3 PilICHHSMH JIOIUHH.

Merto aBTOMaTH4YHOI'O BH3HAYEHHS aBTOPCTBA Ha OCHOBI CHHTAaKCHYHOI
iHpopMarii 3acHOBaHMH Ha BHKOPUCTAHHI BU3HAUYHHKa MEX peuceHb i ab3auiB
(Sentence and Chunk Boundaries Detector — SCBD) y BuximHoMmy TeKcTi st
OTPUMaHHS CTHJIBOBUX MapKepiB MEX CJIiB 1 IPOIO3HIii — € HAHOUIBII akTya-
JBHAM METOAOM JUISA IHTETpalii 10 Cy9acHOTO IPOTPaMHOTO PillleHHS.

SCBD mopinse TeKCT Ha peYeHHS, a TIOTIM BH3HAaYa€ MeXi BHYTPIIIHIX pe-
YOBHX BHpa3iB, TAKWX K IMEHHHKH, IPUHMEHHHKH Ta iHm (puc. 1). Ha ocHOBI
pe3yIbTaTIB IPOTrpaMHOI 0OPOOKH 0OYHCITIOIOTHCSI HACTYITHI OIIHKH:

— Ha PiBHI CHMBOJIB: KiJIBKICTh pEU€Hb, KUIBKICTh CJIIB, YHCJIO 3HAKIB ITyH-
KTyarlii;

— Ha piBHI BUPa3iB: YHCIIO IMEHHUKIB, IPUHMEHHHKIB, TOLIO.

[ CIIOBHHK OCHOB ]

e InentudikaTop 0CHOB Tabanuy innexcis
e OcnoBa

e YacTuHa MOBJICHHSI

.

TMapanirmMarnunmii Kiac

e Inenrudikarop
e Koj rekcty

[Ta@-wn 151 IOBHUX cnono(bopmj

e Inentudikarop

cioBoopMH
e Crnosodopma
e Hnentudikarop OCHOBBI e Koj tekcty
e Tekcr

TaGmuia abpesiaTyp

e Inenrudikarop
ci1oBohopM
o Kox tekcty

e Inentudikatop
abpesiaTyp
e Koy tekcty

Tabmuus udpoBHx Ta
CHUMBOJIBHUX KOMllJleKCiB

e Inenrudikarop
KOMILIEKCY

o  Kowmruieke Tabnuus iHaexcis

e Inentudikarop
KOMILIEKCY
e Kox tekcty

Pucynox 1 — Cxema po3noodiny cknadoux KOMNOHEHMie mekcmy
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KpiM TOrO, BUKOPHCTOBYIOTBCS TaKi IapamMeTpH, IO OILIHIOIOTH MPOIEC
00pOOKH TEKCTY MPOTPaMOI0: KiJIBKICTh CIIIB, IO 3aJUIIMIIACS HEaHATi30BaHOIO
MICIIST KOXHOTO MPOXO/IY, YUCIIO KIFOYOBUX CIIB, KITBKICTh HEBIIMOBIAHUX JIJIS
Ki1acudikanii ciis.

Mertox Ha ocHOBI SCBD BHpoOiIsie MHOKMHHI IPOXOH 10 TeKCTy. KoxeH
MPOXIiJl aHaJi3y€e YacTHHY MPOMO3UIIH B 3aJIE)KHOCTI BiJI pe3ysbTaTiB monepe-
HBOTO MPOXoAay. Pemita 30epiraeThcs ANl MOAANBIIOrO aHamizy. CKIAIHICTh
po300py 301MBIIYETHCS TIPU KOKHOMY TIPOXOII.

BincoTox cimiB, AKi 3aJHOIFINCS HETPOAHANI30BAaHUMHU IIICHS KOXKHOTO
MPOXOAY, € BAXJIMBUM CTHIICTUYHUM (pakTOpoM, SIKHH BimoOpaxkae ceMaHTHY-
HY CKJIaJIHICTh TEKCTY.
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V]IK 004.67

OBPOBKA BEJMKHUX JAHUX JIJISI IPOTHO3YBAHHSI
OBCST'Y AKIIN 3A JOITIOMOI'OIO
IHCTPYMEHTIB DEEP LEARNING

€. Meosnuk

Hauionanvnuii Ynuieepcumem “Ooecvxa Ionimexuixa”, m. Odeca, Yxkpaina

Anomauia. YV enoxy eenukux 0anux 2iuboxe HaguanHs O NPOSHO3YEAHHA 0OcsA2y
KibKocmi akyitl, Wo mopeylomscs 8 Mexcax negroi axyii, inoexcy yu inuoi ingecmuyii
3a neeHUll NPOMINCOK Hacy. yin ma menOenyiti poH008020 punKy cmano uje Oinbu
nonynsipHuM, Hixe pauiwe. /[ HaéedeHHA NPUKIAdy 0OPOOKU OAHUX 3d OONOMOZ2OH0
mexnonoeiti Deep Learning 6yro obpano dami ondosoco pumnxy 2021 poky axyii
rxomnanii Tesla.Ilpononosane piwenns 0b6pobxu ma 6i3yanizayii 0aHUX € KOMIIEKCHUM,
OCKIIbKU BKTIOUAE 8 cebe nonepeonio oOpooKy (hoH006020 punky Habopy Odanux, Ilicia
npoeedenHs B8CeoDiuHOl OYIHKU BUKOPUCTNOBYBAHUX MOOenell MAWUHHO20 HABYAHHSL
MOJCHA OTtIMU BUCHOBKY, WO 3aNPONOHOBAHE DIUEHHS MOXce OYmuU SUKOPUCAHO NpU
006pobyi iHWUX HAOOPIE OAHUX 3a YMOGU IX nonepedHboi Kaacugikayi napamempis.

Kniouosi cnosa: Deep Learning,Stock market forecasting, Keras, Tensorflow,
8i3yanizayisi OaHuXx.
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Abstract. In the age of Big Data, Deep Learning is used to predict the volume of
the number of stocks traded in a particular stock, index, or other investment over a given
period of time. prices and stock market trends have become even more popular than
before. To give an example of data processing using Deep Learning technologies, we
selected data from the 2021 stock market of Tesla shares.The proposed solution for data
processing and visualization is complex, since it involves preprocessing the stock market
data set, after conducting a comprehensive assessment of the machine learning models
used, it can be concluded that the proposed solution can be used for processing other
data sets, provided that their parameters are pre-classified.

Keywords: Deep Learning,Stock market forecasting, Keras, Tensorflow,data
visualisation.

®DOHOBUI PUHOK — OIHA 3 OCHOBHHX OOJACTEH, SKOK 3aiiMaroThCs
IHBECTOPH, TOMY IPOTHO3YBaHHsS LIHOBOTO TPEeHAY Ha (DOHIOBOMY pPHHKY
3aBXK/AM € LIKaBOI0 TEMOIO JUIsl JOCHIAHMKIB SK 3 (iHaHCOBOi, Tak 1 3
TeXHIYHUX oOmacTteid. Y IBOMY HOCHIIKEHHI MeTa MOJArae B TOMY, IIOO
moOyAyBaTH CydacHy MOJIEIb IPOTHO3YBaHHS I[IHOBOTO TpEHOa, sKa
(GOKyCyeThCS Ha KOPOTKOCTPOKOBOMY TMPOTHO3YBaHHI OOCATY IIIHOBOTO
TpeHzaa. Ilicas 3HaYHOTO PO3BUTKY METOMIB INTYYHOTO iHTEIEKTY B OCTaHHI
poKu 0Oarato 3ampoONOHOBAaHUX pilleHb Oyia0 OmpoOOBaHO IS TOTO IIOO
00’emanTy MalrMHHe HaBYAaHHS 1 METOIN MIMOOKOTO HAaBYaHHS, 3aCHOBaHI Ha
MOMEpeHIX IMMiIXoJaX, a MOTIM IPOMOHYBAJIH HOBI METPHKH, SIKi CIYXaTh
¢yHKIissMU HapyaHHs, Lleft Tum momepenHix poOIT BIAHOCHUTHCSA IO 00IacTi
PO3p0o0KK 00’€KTIB 1 MOXKE PO3IIISLAATUCS SIK JDKEPEJIO HATXHEHHS i i1eit
po3impents QYHKIIA y HAIOMY HOCiimkeHHl. OQHUM i3 TaKUX MiAXOIIB €
IMIIIEeMEHTYBaHHs 3ropTKoBoi HeiiporHOi Mepexi( CNN), a Takox Moaenb Ha
OCHOBI HEWPOHHOI MEpeXi 3 TPUBAIOK KOpOTKo4acHOw mam’saTTio (LSTM)
JUIS aHalli3y pI3HMX KUIbKiCHMX crpareriii Ha ¢ongoBux punkax. CNN
30KpeMa CIY)KUTh JJIsl cTparerii BHOOpY akuii, aBTOMAaTHYHO BHTATYE
XapaKTepUCTHUKHA Ha OCHOBI KINBKICHHX HIaHWX, motiM ciig LSTM, mo6
30eperTy XxapaKTepUCTHKH YaCOBUX PAJIB AJS MiABHIICHHS MpuOyTKy. [IpoTte
JUIS TIOYaTKy aHai3y Ha0opy iCTOPWYHHMX NaHWX HEOOXITHO MOCHIAUTH SK
KOXKEH 3 IapaMeTpiB, IO BIUIMBAE HA OOCAT IIHOBHX aKIi¥ Tiei WM iHIIOL
GbipMu 1T IBOTO BUKOPUCTOBYIOYHM MOBY TporpamyBanHus Python ta 3acoly
Bisyamizamii Gibmiorekn matplotlib Bukomaemo anamiz 3MiH KOXKHOTO 3
napaMeTpiB 3 IUTMHOM 4acy Ul TOJAJbIIOT0 aHali3y Ta YUCTKH AaHUX SKi
MOXYTh BIUIMHYTH Ha NpPOTHO3YBaHHS IILOBOTO MapamMeTpy IpH
MIPOEKTYBaHHI HEHPOHHOT MEPEXKi.
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Pucynox 1 — 3minu napamempie Habopy OaHux 3 NIUHOM YACY

[ig gac oOumcrneHp OyIO BHUKOPHCTAHO PO3MOAUICHHS Ha HaBYaJbHI,
BaJTilaliiiHi Ta TectoBi Habopu BianosigHo Ha 70%, 20% ta 10%. HeobxinHO
3a3HAYMTH, IO JaHi HE NEePEMIIIYIOThCS BUMAJKOBUM YHHOM IEPE MOIIIOM 1X
Ha TECTOBI Ta Hap4yaibHI HaOopw nanwi. Lle BinOyBaeThcs 3 JBOX NMPHUYUH: IE
rapaHTye, 1[0 PO3MOALT JaHUX Ha BiKHA IOCIHIJIOBHUX 3pa3KiB Bce IIe
MOXJIMBUH, a TaKOXK 1€ TapaHTye, IO pe3yjbTaTu Bajijauii abo TecTyBaHHs
OyayTh OUIBIN peamiCTHYHHMH, OCKUIBKH OINHIOIOTHECS Ha OCHOBI JaHUX,
310paHUX ICIIA HaBYaHHS Mopeni. BaximBo MacmtaOyBaTh 00 €KTH Tepen
HaBYaHHAM HEHpOHHOI Mepexi. Hopmamizanis-nommpennii crnocid BUKOHAHHS
TaKOTO MacuITa0yBaHHs, BOHO IOJISITa€ Y TOMY 10O BiJHATH CEPEAHE 3HAYCHHS
1 PO3IUINTH Ha CTaHJApTHE BiAXWIEHHS KOXKHOI 03Haku.CepelHe 3Ha4YEeHHs Ta
CTaHJApTHE BIAXWICHHS CIiJ OOYMCITIOBATH JIMIIE 33 JTOTIOMOTOI0 HABYAJIBHHUX
JIaHWX, MO0 MOJIeTi He Maiy JOCTYyIy 0 3Ha4eHb y Habopax MEpeBipKH Ta
TecTiB. MOKHA TAKOXK CTBEP/XKYBATH, 1110 MOJIE)Ib HE TIOBUHHA MaTH JIOCTYILY JI0
MalOyTHIX 3Ha4eHb Yy HaBYAIGHOMY HA0Opi MiJ dYac HaBYaHHA, 1 MO L
HOpMaJi3allisi TOBWHHA BHUKOHYBATHCS 3a JOTIOMOTOIO CEpEelIHIX 3HAYCHb.
Mopeni anst HeHpoHHOT Mepeki HIbOro pimleHHs OyayTb 30uparH Halip
NPOTHO3IB HAa OCHOBI BIKHA IIOCHIZIOBHUX 3pa3KiB 3 jgaHuX. OCHOBHUMH



“IHOOPMALIIHHA FE3IEKA TA IHOOPMALIHHI TEXHOJIOTTI” 259

¢yHKIiIMEI BikoH BBeneHH € : llupuHa (KiTbKICTh THMYaCOBUX KPOKiB) BiKOH
BBEJICHHS 1 HamMCciB Ta 4YacoBMM 3CyB MK HHMH. ki 00’eKkTH
BHKOPHCTOBYIOTBCSL SIK BXiIHI JdaHi, MiTkH abo oOuaBa. BuxonaBmm Bci
3a3Ha4eHi BHMOTHM MOXKHAa MOOAYUTH pE3yNbTaTd POOOTH MOJeINi HaBYaHHI
mo0OyI0BaHHOT HEUPOHHOK MEPEKOIO:

s %@
—— Inputs.
@ Labels
@ Predictions

Volume [normed]

Volume [normed]

=)

Volume [normed]

=)
Time [h]
Pucynok 2 — Ilobyoosa epaghixy nepeddayysanoco odcazy akyiti KOMNAawii
y Maubymuvomy

Bucnogxu. Y pe3ynbrari NIpoBe/IeHHs aHai3y JaHuX Ta IXHbOT 00poOKH 3a
JIOTIOMOTOI0  TEXHOJIOT1¥  MaIIWHOrO,[JTHOOKOT0 HAaBYaHHSA 1  MOJANBIIOT
moOynoBr TpadikiB MOXXKHA IIATH BHCHOBKY, IO 3alpOIIOHOBaHA TEXHiKa
00pOOKM [aHWMX MOXe OyTH BHKOpHCTaHa y oOpoOmi Ta TOomaIbIIOMY
MPOTHO3YBaHHI 1IiH Ta 00cATiB akiil Ha GOHIOBOMY PUHKY Y MaiilOyTHEOMY.
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YK 004.65

JOCJIIKEHHS ITPOBJIEM OBPOBKH
HECTPYKTYPOBAHUX JJAHUX

Onez Cmacvo, Hazapiii bBypax

Kagpeopa ingpopmayiiinux mexnonoziiic ma cucmem eineKmpoHHux
Komynixauiii JIveiecvkozo depiicagnozo ynieepcumemy oe3nexu
acummeodianvnocmi, m. Jlveie, Ykpaina

Anomauin. Pozsumok inpopmayitinux mexnonoeiti ma iHmespayisi y ujoO0eHHe
oHcUmms Cycniibcmea npu3eie 0o cmpimxoi eenepayii eenukoi Kinbkocmi oanux. Ananiz
OCIAHHIX POKi68 0eMOHCMPYE PAOUKANLHI 3MIHU Y NPUHYUNAX PO3YMIHHA OAHUX A MO-
aicaueocmet ix eukopucmanis. Bunuknenns cmany “ingpopmayiiinozo ubyxy” npuseeno
00 NoABU NEPeBaHMAaNCeHHs. THPHOPMAYIIHO-KOMYHIKAYIUHUX MepedHc NOMOKAMU OaHUX
(8enUKUX OAHUX), WO, CBOEID UeP2OI0, YCKIAOHUNIO npoyec 0OpoOKU ma aHAli3y.

Knrwuoei cnosa: oani, mexronoeis, mooens, Big Data, axicme.

Abstract. The development of information technology and its integration into the
daily life of society has led to the rapid generation of a large amount of data. The analy-
sis of recent years demonstrates radical changes in the principles of data understanding
and the possibilities of its use. The “information explosion” state led to the appearance
of overloading of information and communication networks with data flows (big data),
which, in turn, complicated the process of processing and analysis.

Keywords: data, technology, model, Big Data, quality.

EBoutoriist TexHOOTi# BiI0OyBa€ThCsl MIBUAKMMHU TeMramu. Taka cuTyartlis
dbopMye cTaH, KOJIM yce Ta yCi HABKPYTH CBIIOMO YU HECBIIOMO T'€HEPYIOTh
JlaHi TUM 4 1HIDMM criocoboM. Pi3Hi cdepu BUpoOISsIIOTH AaHi 3 Oe3npere/eHT-
HOIO HIBHAKICTIO, 30KpEMa 1€ CTOCYEThCs cep OXOPOHH 3/I0pPOB’S, JlaHi comia-
JMHHHUX Meia, JaHi JaTYHKiB, TeNe(OHIB, CEpBEPHUX KypHAIIB, POHIOBHHA pH-
HOK, 1 T. 1. Lli mponecn npu3BoauTh 10 YOPMYBaHHS BEIHKOTO 00CATY, BUCOKOT
MIBUJIKOCTI Ta PI3HOMAHITHOCTI JTAaHWX, 1[0 TIPU3BEJNIO IO MOSIBU TEPMiHY ‘‘BENH-
Ki mani”.

B ananiTuni BenMKHUX aHMX iCHYE /1Ba THITH JIaHUX: CTPYKTYpOBaHi Ta He-
CTPYKTYpOBaHi JaHi. Y TOH 9ac K CTPYKTYypOBaHi JJaHi CTOCYIOTBCSI BHOPSIIKO-
BaHOi iH(popMamii B 6a3i 1aHNX, HECTPYKTYPOBaHi JaHi HaBIAKH, I1e¢ HEOOpPOoO-
JIeHi J1aHi, 9Ki HeJIeTKo KiacudiKyBaTH B iCHYIOUHX 0a3ax JaHUX, i BOHU AOCTY-
nHi B pisHEX popmarax. i yacTo HasuBarOTh iH(OpMalicr0 AOBIMLHOT GOpMH,
OCKIJIBKM BOHA JIOCTYIIHA B Pi3HUX (hopMaTax.

BinpmicTs TpagumiHHUX METOJIIB aHANI3Yy IEMOHCTPYIOTh BHCOKY €(eKTH-
BHICTh 32 YMOBH, IO yCi BXiJHI JaHi CKJIAIAIOThCA 3 €JHHOTO HAabOpy aTpudy-
TiB 1 30MpajMCs 32 €MHOI0 CXEMOIO BUMIPIOBaHHS, TOOTO MalOTh €IMHY CTPYK-
Typy. HaromicTe BenuKi 1aHi HallOBHEHI pi3HOPITHUMH, HEY3TOPKEHUMH, HEB-
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MOPSAKOBAaHNMHE Ta HECTPYKTYPOBAHUMH TAHUMH, OCKUTBKH iH(OpMAMis MI0A0
MIEBHOT'O BHIA/IKy MOXE OTPUMYBATUCh 3 Pi3HUX JpKepes. Came TOMY BHHHUKAEe
morpeba y po3poOJicHHI 3ac00iB Ta METO/IB BUJOOYBaHHS 3HAHB 13 TUX JaHUX,
110 TEHEPYIOTHCS B TPOLEC AiSUIBHOCTI JIIOJICTBA Ta MOXYTh OyTH KOPUCHUMH
JUTSL TIOJTATBILIOTO BUKOPUCTAHHS.

AKTyalbHICTh NPOOJIEMH TaKOXk 3aTOCTPIOETHCS Yepe3 CTPIMKe MOIIUpPEH-
HS BEJIMKHX JaHUX Yy cdepi Oe3neku KUTTEMISIBHOCTI, 30KpeMa B CHCTEMIi 3a-
XHCTy HAceJIeHHS BiJ HaI3BHYAHHUX CHUTyaliid. Y MisIIBHOCTI ONEpaTHBHO-
PATYBAIBHUX CITY’KO IIOJEHHO BiOYBaeThcsa 00poOKa BEMUKUX 00cATIB iHDOP-
MAIliifHAX pecypciB pi3HOTO MOXOKCHHS Ta, 13 HAIepex He BiJOMUMH MOZCIIS-
MU JaHUX, OCKUTBKH JaHi PO MOl HAAXOIATh 3 pi3HHUX Keper. HeoOxigHicTh
AHATITHKY TaKUX JaHUX BU3HAYAETHCS MOTPEOOr0 y MpHCKOpeHoMy 300pi i Ha-
KOIIMYEHHI BEJIMKMX MAaCHBIB EMIIPHYHUX JAaHHX 3 PI3HOMAHITHUX JDKEpe,
BHUI00YBaHHI I[IHHOTO Ta KOPHCHOTO 3a 3MICTOM 1 3py4HOro 3a (hopMOI0 KOHTE-
HTY Ta (opMyBaHHI 3HaHb 1 pecypciB Uil MPUHHSATTS ONEPATUBHUX YNPaBIiH-
ChKHUX pillIcHb MPH MPOTHO3YBaHHI, MONEPEIKCHHI UM JIKBiAaIii HaA3BHYANHIX
curyauiil. Taka HECTPYKTYPOBAHICTh Ta PI3HOPINHICTH AHUX CTBOPIOE MNEBHI
npobnemu aist ix 0OpoOku Ta GopMyBaHHS 3HaHB, 0 (GopMye NOTpeOy B HO-
BHX, OUTBII eEeKTHBHUX METOAAX aHAINI3y Ta 3aco0ax, sKi 3a0e3MeTyBaTUMYTh
aBTOMAaTH30BaHUI mporec 300py, 00poOKH Ta BHIOOYBaHHS LIHHOI iH(pOpMaIii
3 MOTOKIB BEJIMKHX JaHUX.

BypxumBuit po3sutok Big Data reHepye BEMHKY KUTBKICTh aKTyallbHOTO
HECTPYKTYPOBaHOTO KOHTEHTY, a Horo oOpoOka 3BUYHUMH METO/IaMH He 3a0e3-
revye HeOOXiHOT AKOCTI Ta MBUIKOCTI. CaMe TOMY, ITOCTAE MUTAHHS PO3POOKU
Cy4acHHX CHUCTEM aBTOMAaTHYHOI 0OpoOkM Ta Kiacudikamii BEIUKUX 00’ eMiB
JIaHUX.

[Mpouec cTpyKTypH3allii HECTPYKTYPOBAaHMX JAHUX OB’ s3aHHUM 13 BesMye-
3HOIO KIJIBKICTIO MTpo0JieM. 3 MOMIXK YCiX, BUAUISIOTh HACTYIIHI:

1. BincyTHiCTh MOXJIMBOCTI aHANI3Y 3a JOMIOMOTO0 3BUYAHUX CHCTEM

HecrpykTypoBaHi /aHi He MOXKHa aHaJi3yBaTH 3a JIONOMOIOK MOTOYHUX
0a3 maHUX, OCKUTBKH OLIBIIICTh aHATITHIHUX 0a3 HJaHWUX MPU3HAYCHI U CTPY-
KTypOBaHMX JaHUX i He 00JaHaHi JUIl HECTPYKTYPOBaHHX JaHuX. ToMmy, akTy-
AIBHUM 3QJIMIIAETHCS MUTAHHS PO3POOKM HOBI METOJM MOUIYKY, BHIIYYEHHS,
oprasisarii, aHaJ3y Ta 30epiraHHs JaHuX.

2. Bucoki Temnu MacmTaboBaHOCTI HECTPYKTYPOBAHUX JaHUX

PiBeHB POCTY BEIMKHX JAaHHUX 3iHCHIOETHCS 38 €KCIIOHEHIIHOIO 3aJIeKHi-
CTI0. 3TiTHO ICHYIOUHX AOCHIKeHb, y 2053 polli HeCTPYKTYpPOBaHi J1aHi CTaHO-
BUTUMYTH MoHAJ 93% Bix ycix MaHMX, AKi mepedyBaTHMyTh B 00pooii. Takuit
BeIHMKHHA o0csAT iH(popMamii MOKe MPU3BECTH O HECTIPOMOXKHOCTI 1CHYIOUHMX
MeTOiB 00pOOKH 3a0e3NeUnTH SKICHUHA aHajli3y TaKOTO THITY JAHUX, OCKIIBKH
yuM Oinbmmii HaOlp AaHWX, THM CKJIafHime ix 30epiraTé Ta onpanboBYBaTH Y
cnoci0, skl € cBoeyacHUM Ta eeKTUBHUM. [ BUpIlIEHHS L€l npodieMu
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HEOOXiTHO PO3pOOUTH CHCTEMH, SKi “pO3YMITHUMYTH” Ta “BMITHMYTH” e(eKTH-
BHO 0OPOOJISATH BEJIHKI 00CATH JAHUX.

3. AKTyaJbHICTh

[epexonarucs, 1110 AaHi peJeBaHTHI, — OHA 3 HAHOUIBIINX POOIIEM, KOJIH
CrpaBa JOXOHTh JI0 aHaNi3y HECTPYKTYPOBAaHUX JaHUX. Moieni aHanizy JaHux
HE MOXYTb PO3PI3HATH NMPUYMHHO-HACHTIJIKOBUI 3B’A30K 1 Kopessiuito. ko
MOJIeJTi aHATITHKH JaHUX 0ayaTh YaCTUH 3B’S30K MiX JBOMA Pi3HUMH 3MiHHU-
MU, BOHH HaZaayTh IbOMY 3B’S3Ky 3Ha4Hy Bary, HaBiThb SKIIO JaHi, sIKi Mic-
TATHCS B HHOMY HE € IIHHUMHU. TaKuif miaxiJ Mae BeJIUKHUA BIUIMB HA TOCTOBIp-
HICTP i TOYHICTH BUCHOBKIB.

4. He Bci HECTPYKTYpOBaHi AaHi MalOTh BHCOKY SKICTh

3araipHa SKICTh HECTPYKTYPOBAaHHX JaHUX € 3HAYHOIO MIpOI0 HEOJHOPiA-
Ha. BiICYTHICTh TOCHIIOBHOCTI B SIKOCTI BHHHKA€ Yepe3 HE TOYHICTh JaHHX.
Benuka yacTuHa aHuX, sika OTpUMaHa Bijl CYCIUILCTBAa MOXKe OyTH HEJIOCTOBI-
pHOIO, 200 YaCTKOBO JOCTOBIPHOIO, OCKUJIBKH JIIOJSIM IPUTaMaHHO NepeOisib-
IIyBaTH, CHOTBOPIOBATH a00 OyTH HEYeCHMMH LIOA0 CBOET iHpopmarii. Sk
oprasizauii BHece 1110 iH(opMallilo y CBOT aHaJITUYHI CHCTEMH IS TIO/1aJIbIIO-
r'O ONpAIFOBaHHs, BOHU HE OTPUMAIOTh TOYHHX BHUCHOBKIB, III0 MOXKE 3aIIKOIHU-
TH Ta 3HU3UTHU AKICTb NPHAHATHX PillICHB.

TakuM YMHOM, aKTyaJbHOCTI HabyBae HayKOBO-NIPUKJIAJHA 33ahaya Mo0y-
JIOBH 0araTopiBHEBOi BHUCOKOOPTaHI30BaHOI iH(pOpPMAMiHHOI TEXHONOTii MiAT-
PUMKH TPUHHATTS PillieHh Ha OCHOBI pO3pOOJICHUX MOZIETCH Ta METOIIB aHAi-
3y HECTPYKTYPOBAHUX JAHUX.

Ingpopmauiiini oxncepena

1. Cetera, W., Gogotek, W., Zokierski, A.et al.Potential for the use of large
unstructured data resources by public innovation support institutions. J Big Data 9, 46 (2022).
[Enextponnnii pecypc]. — Hoctymnuii 3 https://doi.org/10.1186/s40537-022-00610-6

2. Grimes S. Unstructured Data and the 80 Percent Rule, 2008, Clarabridge,
Bridgepoints. [Enexrponnuit pecypc]. — JoctymHuit 3 http://breakthroughanalysis.com
/2008/08/01/unstructured-data-and-the80-percent-rule/

3. Khlevnoi O., Burak N., Borzov Y., Raita D. (2023). Neural Network Analysis
of Evacuation Flows According to Video Surveillance Cameras. In: Babichev, S.,
Lytvynenko, V. (eds) Lecture Notes in Data Engineering, Computational Intelligence,
and Decision Making. ISDMCI 2022. Lecture Notes on Data Engineering and
Communications Technologies, vol 149. Springer, Cham. https://doi.org/10.1007/978-3-
031-16203-9_35

4. The challenges of analysing unstructured data, [Exexrponnuii pecypc]. — Joctymauit
3 https://seleritysas.com/blog/2019/08/27/the-challenges-of-analysing-unstructured-data/

5. Porymmna 0. B. 3acobu Ta Meronau aHamizy HECTPYKTypOBaHUX maHHX. [Ipo-
6nemu nporpamysanus. 2019. Ne 1. C. 57-77. [Enextponnnii pecypc]. — JoctynHuit 3
http://pp.isofts.kiev.ua/ojs1/article/view/348/3 46


https://seleritysas.com/blog/2019/08/27/the-challenges-of-analysing-unstructured-data/

Hanpsam 12

TEXHOJIOT'II BI3YAJIIBAIIIL JAHUX

YK 004.9:378
BI3YAJII3ALISI JAHUX
Anacenika /lam-Bacunveea Yane, Bnaoucnae Pinnuii

Xapkiecokuil nayionansnuit ynigepcumem paoioeieKmpoHiku,
M. Xapkis, Ykpaina

Anomauin. Mu scusemo 6 enoxy 0anux, a wjob ne Oymu npueoiOMueHUMY KilbKi-
CmMI0 KOHMeEHmMYy, MU MAEMO NPABUILHO 11020 cnputivamu. /[ia ybo2o HeoOXioHo nooasa-
mu ingpopmayito yikaeo ma 3po3ymino. Buxopucmosylouu eiemenmu 6izyanizayii, maxi
AK Olagpamu, Kapmu, 2pa@iku mowo, Mu 3a0e3neUyemMo KOpUCHyeaia Kpawum po3ymin-
HAM Oanux. Mema cmammi — GUGUEHHA BAICTUBOCTNI BUKOPUCIAHMA THCMPYMEHmMi6
8izyanizayii OaHux.

Knrwwuosi cnosa: sizyanizayis oanux, inpopmayis, Konmenm, epagiku, OaHi.

Abstract. We live in the era of data, and in order not to be overwhelmed by the
amount of content, we have to perceive it correctly. For this, it is necessary to present
information in an interesting and understandable way. By using visualization elements
such as charts, maps, graphs, etc., we provide the user with a better understanding of the
data. The purpose of the article is to study the importance of using data visualization
tools.

Keywords: data visualization, information, content, graphs, data.

Cdepa Bizyamnizamii iHpopMAaIi € pe3yIbTaTOM IOCTIHKEHb B3a€MOJIIT JTIO-
JIHU 3 KOMIT FOTepoM, iHpOopMaTHKH, rpadiku, AU3aifHy, IICHXOJIOTIT Ta METOIIB
6i3necy. Cama Bisyastizallisi — 1€ MPOIEC IMPEACTABICHHS ICSIKHX TaHUX Y BH-
TIIA1 300paXKeHb 711 MaKCUMAaIbHOTO TOJIETTIeHHST po3yMiHHS. JIroacekuiit Mo-
30K crpuiiMae iHGOPMAIIio 3a JOIOMOTOI0 5 OpraHiB YyTTs: 30pYy, CIyXY, AOTH-
Ky, cMaky Ta HioxXy. [Ipote 80-90% indopmarii moanHa cnpuiimae Bi3yaJbHO.
Bsaram Bi3yamizamis 3acHOBaHAa Ha NPUHIUINI HAOYHOCTI: TPOITIOCTPYBATH,
MPOJIEMOHCTPYBATH MTPEAMET 1 JIif0, a TAKOXK TPOLIEC, SBUIIE. 32 JOIOMOTOI0 IHX
pedeil MM MOKeMO NoAaTH iH(OopMaIlito B OLIBII iKaBUH 1 3p03yMiiHii croci6.

Takox Bi3yasnizalis JaHMX JOIOMarae CIpUHMard Ta 3amam sSTOBYBaTH
iHpopmanito. Hamr M030Kk cTBOpeHMH Uit CIPUHHATTS Bi3yalbHUX 300pa’keHb
Kpale, HiXK TeKCT, Yicia 4u TabnnyHui BMicT. ToMy MU 9acTo irHOpyeMo Ba-
XKIUBY 1H(OpMaILiIo y BEIMKUX 00cATax TeKcTy. Bisyamizamis nmokivkaHa J1oHe-
CTH JI0 KOpPUCTYBay4a Te, 110 BiH 3a3BMYail He OaYHTh.
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Be06-auzaiinepn Ta iHIII TBOPI KOHTEHTY MOXYTh CKOPHCTaTHCS LI€IO
TIPUPOIHOIO JIFOJICEKOI0 BIACTHUBICTIO, MO0 TepenaTH iM Oiblne JaHuX. A Tpo-
JyMaHa Bi3yaizamis, 0ocoOJIHBO IepCOHANi30BaHa, 3aTHA HE TUIBKH IepeiaTH
iH(popMariro, ane 1 3akapOyBaTucs B TaMm ’ATi. bo Bi3yai3amist TaHIX HE TiTbKU
nJoromarae B o0poOmi Benmukux oOcsriB iH(GopMmariii, ane i HaBiTH IMEPEKOHYE
KOPHCTYBAYiB.

Komn pmuzaiinep odopmisie inpopmamiro y BizyadpbHOMY (Gopmari, BiH BH-
KOpPHCTOBY€E aOCTpaKTHI JjaHi Ta poOHTH iX pealbHUMH, HaJarouu iM Gopmu Ta
00’eMy 3arayibHii KapTHHI. SIKIIO JOAATH O CBOTO MaTepialy CXeMH, JiarpaMmu
TOIIO, TO 3MICT MUTTEBO CTA€E MEPEKOHIIUBIILIIM.

Ile MoHa yCHIIIHO BUKOPUCTOBYBaTU B IHTEpHETI, 100 3MyCUTH KOpHC-
TyBadiB AyMaTH, BIpUTH Ta 3MiHIOBaTH cBoi emouii. Taka iHdopmanis “B pea-
JBHOMY 4Yaci” 3 OUIBIIOI HMOBIPHICTIO BIUIMHE Ha KOPHCTYBada, OCKIIBKU
CTBOPIOE B HOTO CBiIOMOCTI 00pa3y, sKi ameIolTh 10 HOro MOYYTTIB 1 MOYH-
HAIOTh TOBOPHUTH 3 HUM Ha eMOIiifHOMY piBHI. ToMy IoBipa A0 HROTO Habararo
OinpIma, HiXK IOBipa 10 TEKCTY.

Bisyaizamis naHnx nonomarae BUKIHKATH iHTepec. B [HTepHETI KOpucTyBa-
4i piKO MArOTh Yac i CHJIM IUICCIIPAMOBAHO YHTATH aHANITHYHI Matepiami. Sk
HACTIJOK, cydacHi 3MI akTHBHO 3aliMarOThCs Bi3yalli3alli€lo JaHUX. Horo Buxo-
PHCTOBYIOTh, OO 1IIKaBO MOAATH (IOMOBHUTH) MacCIITaOHUN Matepiaj, ajpKe Bi-
3yaizallisi 3aTHa EPETBOPIOBATH CKIIA/IHI peyl Ha IIPOCTI ISl pO3YMiHHSI.

BueHi BCTaHOBUWIIH, IO JIFOJMHA MOXKE Ai3HaTucs Jymie 70% indopmarii 3
CaiTy, SIKIIO Ha HbOMY € JIMIIE TEKCT. A SIKIIO J0JaTH KapTUHKHU a0o iHII METOAN
Bi3yaJi3auii, siki BKa3aHi Ha puc. 1, To JIFojUHa 3/1aTHa BKe 3aram’stati 95%.
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Pucynoxk 1 — Jleaxi memoou sizyanizayii 0anux
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A ycmix Bizyaiizauii 6e3rmocepesiHb0 3aIeKNUTh Bl MPaBHIBHOCTI i 3aCTO-
CyBaHHS, TOOTO BHOOpY rpadiuHOrO THIY, IPABHIBHOTO BHUKOPHCTAHHS Ta
odopmienHs. SIk BkazaHo Ha puc. 2, 60% ycmixy Bisyasizarii 3aleXuTh Bij
BuOOpy Tumy miarpamu, 30% Bix npaBHIbLHOrO BUKOpUcTaHHs Ta 10% Bix npa-
BWJIBHOTO JTU3aiiHY.

30,00% @ 10,00% @ 60,00%

Pucynok 2 — Cmpyxmypa sizyanizayii oanux

Omxe, Bizyanizalis — 1€ MMOTY)KHUHA IHCTPYMEHT JJIsl IOHECEHHs iliei 110
KOpPHUCTYBaiB, HIOMIYHHK JUIsl CIPUHHSTTS Ta aHaNi3y AaHuX. Lle oxHa 3 Baxn-
BUX HAaBUYOK JUUII MAapKeTOJIOTIB 1 BeO-aHANIITHKIB W HE TUIBKK TOMY, IO 3a J0-
TIOMOTOI0 Bi3yaiizallii JaHUX BOHH MOXYTb MOSICHUTH Maiike BCi Iii Ta pe3yib-
TaTH. Ane, SK 1 BCi IHCTPyMEHTH, Bi3yali3allilo HOTpiOHO BUKOPHCTOBYBATH B
noTpiOHMI yac 1 B moTpiOHOMY Micui. B iHmoMy Bumazaky iHpopMaiis Moxe
crpuiMaTHCs MOBIJIBHO 200 HAaBITH IIOMUJIKOBO.
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YK 004.03

AHAJII3 3ACOBIB TA CUCTEM OIITUYHOI'O
JOCJIKEHHS ITPOCTOPY

Ocman Ky3uk, Onexcanop Ilpuoamxo, Haszapiii Bypax

JIvsiscokuii Oeprrcasnuil ynieepcumem 6e3neKku HeummeoiaipbHocmi,
M. Jlveis, Ykpaina

Anomauia. [[na onmuuno2o 00CuiodiceHHs npocmopy 3acmoco8yioms pizHOMAHim-
Hi npucmpoi (kamepu cencopu), sKi 0aiOmb 3M02y OMPUMAMU PI3HI ACNEKMU HAGKOIUWL-
Hix 00 ’exmig. [npopmayis ompumyemocs 3 mampuyi abo 3a 00NOMO2010 CKAHYBAHHA
npocmopy. Binew oemanvHy inghopmayiro 05 po3pisHAHHA 00 €KMi6 MOdICHA ompuma-
mu, 3aCmoco8yroYU aneopummu 00pooKu iHpopmayii, OmpumMaroi 3 pisHux npucmpois.

Knrouosi cnosa: onmuune 00Ccniodxncents npocmopy, aieopumm, kamepad, 1ioap.

Abstract. Various devices (cameras and sensors) are used for optical exploration
of space, which make it possible to obtain various aspects of surrounding objects. The
information is obtained from the matrix or by scanning the space. More detailed
information for distinguishing objects can be obtained by applying algorithms for
processing information received from various devices.

Keywords: optical space exploration, algorithm, camera, lidar.

Ipocrip HaBKOJIO HAC YacTO BUMAarae U(POBOTO JOCHIIKEHHS IS MOX-
JIMBOCTI BHSIBJICHHSI HOTO CTPYKTYpH Ta pearyBaHHs Ha pi3HOMaHITHI 3MiHH. B
3aJICKHOCTI BiJl YMOB CEPEIOBHINA Ta 3aBIaHb, SKi CTABJIATHCS MEPei JOCIi-
HHKOM, BHKOPHCTOBYIOTh PI3HOMaHITHI Jiala30HH €JEKTPOMAarHiTHUX XBHJIb:
BUJIMME CBITJIO, iH(pauepBOHI IPOMEHI, YIbTpadioneToBi MPOMEHI.

OCHOBHUMHM METO/IaMH JIOCIIJDKEHHS MPOCTOPY € OTPUMaHHs, MoAaiblia
00poOKa Ta aHaJi3 BIATIOBIAHO O 3aBAaHb CTATHYHHUX a00 AWHAMIYHUX 300pa-
JKEHb, @ TAKOX BUSBJICHHS 3MiH 3a JIOTIOMOTOIO 3MiHH CTaHy ONTHYHUX CEHCO-
piB. OCHOBHUMHY TPUCTPOSIMH, SIKi OTPUMYIOTH iH(OpPMAIIFO PO HABKOJIUIIHIN
MPOCTip, € PI3HOMaHITHI KaMepH, sIKi MPAIOIOTh Y BIAIOBITHUX ONTUYHUX Jia-
Na3oHax, MyJbTH- T4 TilEPCHEKTPalIbHI KaMepH, a TaKOXX ONTHYHI CEHCOpH.
Indopmartist 3 kamep [uIsl T BUKOPUCTaHHS MOXe NMOTpeOyBaTH MOAAIBIIOT U~
(hpoBoi 00poOKM 3a BiAMOBITHUMHU aNTOPUTMAMHM, HATPUKIIAA, 3HAYCHHS TEM-
nepaTypu MiKCeNsl, OTpUMaHe 3a JIOTIOMOTOI0 iHppadyepBOHOT KaMepH, MEPETBO-
PIOETHCA Y BIANOBITHUN KOJip, 300pakeHHs 3 BUIAUMOI KaMepH OTPUMYE 3MiHY
KOHTPACTHOCTI, SICKpaBoCTi Ta iH. [licisa 0OpoOku iHpopMaIltis MoXke aHai3yBa-
THCSI Ha HAsABHICTh TWHAMIYHHUX 3MiH PI3HOMaHITHUMH METOJaMH Ta aJITrOpHUT-
mMamu. ONTUYHI CEHCOPH JIsl BUBYEHHS POCTOPY BUKOPHCTOBYIOTHCS Y TIOEN-
HaHHI 31 CKaHyBaHHIM IIPOCTOPY, a Micis OTPUMaHHs iHpopMalii nepenaroTs i
JUTSL IOJANTBII0T 0OpOOKH 32 BiAMOBITHUMHE aITOPUTMAMHU.
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Y 6aratboX MpaKTUIHUX 3aJadax TOCTIDKCHHS MPOCTOpPY Ha TerepimHii
yac HaOy/nu MOUIMPEHHS ceHcopw Kiacy migap (3 auri. Light Detection and
Ranging) [1]. Tlonepeanim ananorom Jigapy € cercop tuny TOF [2]. ToF Bu-
KOPHUCTOBY€E OJIMH IMITYJILC CBITJIa JUISl OLIIHKU BCHOTO MPOCTOPY, a JIiAap BHKO-
PHUCTOBYE CKaHEp SIKHIl 3 KUTbKOX TOYOK CBITJIa OTPHMYE IIi JaHi YacTilie Ta 3
O1IBLIIOI0 TOYHICTIO.

Posrnsnemo neranphinie LIDAR, ta npuanmn iioro po6ortu. Cencop 3a
JOTIOMOTOIO JIa3epa BUIPOMIHIOE CBITJIOBI MPOMEHI B HABKOJHIIHE CEPEIOBH-
mie. [Tymecyrodi mpoMeHi BiIOMBArOTHCSA Bifl 00’€KTIB Ta TIOBEPTAIOTHCS 10 CEH-
copa. CeHcop mepenae iHpopMaIio mpo yac, 3a SKuil BiZOUTHI IPOMiHB TTOBE-
pTaeThes 10 CeHcopa, 100 BU3HAYUTH BiCTaHb 0 00’e€kTa. [IoBTOpEHHS LIHOTO
nporecy 6arato pasiB y Hpoleci CKaHyBaHHS IPOCTOPY A€ MOXIUBICTh CTBO-
putu 3D KapTy HaBKOJMIIHBEOTO CEPEIOBHIIA.

KoskeH i3 METOMIB Ta MPUCTPOIB AOCIIPKEHHS IPOCTOPY MA€E CBOIO chepy
3aCTOCYBaHHSI, sIKa BU3HAYAETHCS IPAKTHYHUMH 3aBJaHHsAMHU. JJ1s paniBHUKIB
OKpEMHX CIIel[iaJIbHOCTeH (IOJiLisl, BIICHKOBI, IHKEHEPHU EIEKTPUUHUX MEPEK,
npauisauku JJCHC Ta iH.) Moke OyTr oTpiOHO0 crienudivHa iHdopMallis mpo
00’€KTH Yy HaBKOJIMIIHHOMY IPOCTOpPI Ta IX BJIACTUBOCTI. Y IIbOMY BHIIAIKY
PO3pOOIISIOTE BIAMOBIJHI AITOPUTMH, SIKI MICIsL Mpoliecy oOpoOKHM BUBOASATH
iHpopmanito y 3pyaHomy Burisini. Ilpote iHdopmarii, oTpuMaHoi IUIIe 3 01-
HOTO CEHCOpPa YM KaMepH, MOXe OyTH HelOCTaTHBO JJIs OLIHIOBaHHS BIACTHUBO-
creit 00’exTiB. Toxi 3a MOMOMOTOIO CHEHiATEHUX alTOPUTMIB, SIKi aHAI3YIOTh
iH(pOpMaIito, OTPIMaHy OJHOYACHO 3 PI3HUX MIPHUCTPOIB, OTPUMYIOTh JOTATKOBI
JaHi po 00’€KTH (HAaIpHKJIAJ, He JIMIIe X 300pakeHHs, a TeMIeparypy, reo-
METpPHUYHI PO3MipH, TOW0). B yMoBax HemocTaTHbOI BHJMMOCTI, HaIpUKIa[
3aJIMMIICHHS, 3BUYaiiHa Kamepa He JIa€ YITKOTO 300payKeHHs], SIKe JJO3BOJISIE PO3-
rieniTH okpemi npeamerd. ToJi MOXke JOMOMOITH 3aCTOCYBAHHS IHIIUX IPHU-
CTpOIiB, SIKi NPALOIOThH B IHIINX ONTHYHHX Jiana3oHax, a0o Ha OKPEMHUX 4acTo-
Tax, a TAKOX ITiICBIYYBaHHs 00’ €KTIB BiJIlIOBITHUM KOJIBOPOM.

OTxe, UIs TOCIIDKEHHST TIPOCTOPY MOXKYTh OyTH 3aCTOCOBaHi pi3HOMaHi-
THI TPHUCTPOT, SIKi IPALIOIOTh B Pi3HUX ONTHYHMX JiamasoHax. Jjisi oTpUMaHHS
OUThII TTOBHOI iH(pOpMamii PO 00 €KTH aKTyalbHUM 3aBIaHHAM € PO3pPOOKa
AITOPUTMIB, SKi 00poOIAIOTH iH(OpMaILlilo, OTPUMaHy 3 PI3HUX NPHUCTPOIB y
CYKYITHOCTI.
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BI3YAJII3ANISA TEOT'PA®IYHUX JAHUX
JJISI IOTPES HACEJIEHHSA

Inna Menvnuxkoea, /[enuc boiiko

Biookpemnenuii cmpykmypuuil niopo3oin
“Mawuno6yoienuit gpaxosuii konedsc CymcoKozo 0eprcasnozo yHieepcumeny”
M. Cymu, YKpaina

Anomauia. Y cmammi npedcmasieHo KOpOmMKuUll aHAli3 MexHoao02il ei3yanizayii
2eoepaiunux 3HaHb KOMN I0MEPHUMU HAYKAMU Ol CMEOPEHHS KOPUCHUX NPOSPAMHUX
NPOOYKMi6 pi3HOI memMamuKu, wo € po3gUMKOM Npoghecitinux Komnemenmuocmeti Mati-
oymHuix gaxisyis.

Knrwwuoei cnosa: sizyanizayis, ceoepaghis, kKomn 10mepHi HAyKu.

Abstract. The article provides a brief analysis of technologies for visualization of
geographic knowledge using informatics to create useful software products of various
topics according to the needs of the population.

Keywords: visualization, geography, computer science.

[eorpadis, € onHiero i3 HAyK, OO0 Aa€ GYHAAMEHT JUTS IMOJANBIIOTO yI0-
CKOHAJICHHS JIOCIIDKEHb y Tally3i TOCIOAapcTBa, AeMorpadii uu cdep mocmyr.
Y 10CKOHAJIEHHS! IOCIIPKEHb BiJOYyBA€THCS Uepe3 3aCTOCYBAHHS 00UNCITIOBAIIb-
HOI TEXHIKH, eJIEeKTPOHHUX OararoyHKLIIOHAIBHHX Jkepen iHdopmarii, Toio.
BianoBigHO pi3HI KOMIT'IOTEPHI HAyKH Jal0Th MOXKJIMBICTh 3HIHCHIOBATH TaKy
poOOTY 3 SAKICHUM PE3YJIbTATOM, SIKHA MaKCHMAJIbHO MPOCTHH ISl PO3yMIiHHS
HaCeJIEHHSIM, 4acTo He MOoTpe0ye BCTAHOBJIECHHS HEOOXIJAHOTO MPOrpamMHOI0
3a0e3MeueHHs, MaloTh Ha MeTi JOIOMOITH JIIOJWHI Yy BHPIIIEHHI PI3HUX IO-
BCSAKJCHHUX ITIMTaHb, HANPHKIAN, 3HAWTH HEOOXiTHUA 00’€KT HAa MICICBOCTI
OJTHUM Ha)KaTTsIM KIaQiIi rajpkeTa.

CyuyacHe iH(popMalliiiHe CycHiabCcTBO NOTPeOye HiTKOT 1 3pO3yMiiol KapTH-
HH CBITy 3 MIHIMaJBHOIO KUIBKICTIO 3aHBHX TEKCTOBHMX IOSICHEHb, III0 MAlOTh
JpyropsHe 3HaYeHHs 10 00’€KkTa yBaru. Hanpuknaza, 4 TO MpOrHo3 HOrou i3
CHHONTHYHOIO KapToro (puc. 1), 91 TO KapTa MOBITPSIHUX TPUBOT, a0 X KapTa
BYJIUIIb MiCTa 3 1H(PACTPYKTYPOIO, MICTATh YiTKY Bi3yami3amil0 XBHIIOIOUOTO
nutanHs. Takuit cioci6 30epexenHs i moxayi reorpadidaoi iHpopmaii € mpu-
KJIaJIOM B3a€MO3B 53Ky PI3HHX KOMIT'IOTEPHHX HayK Ta reorpadii, mo Haie-
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KHUTh JI0 EJIEKTPOHHHUX KapTorpadiuHuX MaTepiajiB, HamnpHKiIal, Yy BHIIISAIL
MIPOTrpaMHUX JOJATKIB.
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Pucynok 1 — 3pasox cunonmuunoi kapmu

O6poobkoro 1 aHai30M reorpadivHUX JaHUX 3alMarOTHCS TeoiH(pOopMariii-
Hi CHCTEMH, SIKi HACEJICHHS 3apa3 BUKOPUCTOBYE y BUTJIISII NPOrpPaMHUX J0AAT-
KiB cBoiX ramkeriB. Komm’torepHa Bisyaunizaris reorpadiuHux mnaHux HaOyma
aKTHBHOTO TOIIUPEHHs e B cepenuti 60-x pokiB XX cTouiTTd, i “6aTbkoM”
BBaXArOTh KaHaiams Pomkepa TomiliHCOHA, SIKMi Bhepiie y CBITI po3poOuB
MPALOIOYHIA TAKET CUCTeMHU 00poOKku reorpadiyamx manux [1, c. 10].

EnexktponHi kapTu Ta ra00ycu — 1e uudposi kaprorpadiddi Moaeli, aHa-
JIOTH 3BHYaiiHUX reorpadiyHuX KapT abo HapiraiiiiHux cucteMm. EjekTpoHHe
30MpaHHs, HAKOMMMYCHHS i 30epirands reorpadidroi iHpopmarii cTBOproE 1me-
peayMoBH s ii TOCTIHHOrO BUKOpUCTaHHS B pi3HUX (opmax [3]. HasBHicTh
aBTOMATHU30BAaHUX KOMIT IOTEPHUX CHUCTEMH, NPU3HAYEHUX JUIs 30MpaHHs, 30e-
piranss, oOpoOku (puc. 2), aHamizy Ta Bizyamizauii (monmanus) iHpopmamii y
BUTJISIII TEKCTY, KapT, Tabiauub, rpadikiB TOLIO € SKpa3 pe3yIbTaTHBHUM JJOKa-
30M KOPHCHOI B3a€EMO/1iT KOMIT IOTEPHUX HayK Ta reorpadii.
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Esi, HERE, DeLome, Mapmyindia, © OpenStreethap
contrbutors, and e GIS user community

Pucyrnox 2 — Buxopucmanns epagiunozco pedakmopa 0t 06pooku i eizyanizayii
eeozpapiunux danux

Iudopmaris B Takux 6a3ax HAKOMUYYETHCS IIBUAKO i HAIXOAUTD 3 YCHOTO
CBITY BiJl pI3HUX JDKEpel: MaHi CTAalliOHAPHHUX Ta CKCIECTUIIHHUX IOCIiIKEHBb
HAIIOi IJIaHETH, KOCMIYHUN MOHITOPUHT 3eMii (puc. 3), MaTepiaid CTaTHCTHY-
HHUX JIOBIJIHUKIB, HAaBYQJIbHUX MIIPYYHHKIB i MOCIOHMKIB, reorpadidni kapT,
IUIaHK # KapTocxeMH, aaHi aepodoTosiiomku Tomio [3].

Pucynox 3 — Kocmiunuii monimopune 3emui
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B ocHOBI Oynmp-s1K0i eNEKTPOHHOI KapTH € reorpadidyHa OCHOBA, IO CKJIa-
Ja€ThCS 13 TaHUX PO MPOIIECH, SIKi BiIOYBAIOTHCS HA TEPUTOPIT Ta TX qUHAMIKa.
EnextponHi kaprorpadidHi MpOayKTH MOXYTh OYTH SIK O€3KOIITOBHIMH, TaK i
KoMepLiiHuMH. [lo epeBar Takux pKepell 3HaHb MOYKHA BiJTHECTH, HAIPUKIIAL,
He BUOarnmBicTh 10 OyIb-AKOi onepauiiiHOI CHCTEMH; AOCTATHBO 3PO3YMIIHHA
iHTepdeiic 6e3 10JaTKOBOr0 BUBYEHHS TEPMIHOJIOTIT IO CTOCYETHCS TEMAaTUKU
MIPOTPaMHOTO KapTorpadigHOro MpoAyKTy; MOBHOTa iH(OpMaIlii Ha KapTax
3MIHIOETHCS B 3aJIC)KHOCTI BiJl MacmTaldy BiIOOPaXKCHHS; CUCTEMa MOIIYKY J03-
BOJISIE 3HAXOAMTH OO’€KTH 3a Ha3BaMU YM IHIIMMHU XapaKTEPUCTHKaMH Ta
BimoOpakaTH iX Ha KapTax; IJIsl KOXKHOI KapTH HaJa€ThCs JIETeHIa Ta OIHCOBA
indopmaris [3].

30upaHHs, HAKONMYEHHs 1 30epiranHs reorpadiqnoi iHpopmarlii B enexT-
POHHOMY BUTJISLII J]a€ 3MOTYy BUKOPUCTOBYBATH ii B Halipi3sHOMaHITHIIINX (op-
Max. OfHI€I0 3 HAWIOMIMPEHIINX € BHBEICHHS reorpadidHuX KapT pi3HOTO
3MICTY Ha €KpaH TeXHIYHOTO MPUCTPOIO, & TAKOK HA MPHHTEP Ul OTPUMAHHS
ix mamepoBux BapianTis [1, c. 11].

Bucnoexku. TakuM 4WHOM, CHOTOMHI pe3yNbTaTH Bi3yaiizamii reorpadid-
HUX JaHUX, a [I¢ KapTH, aTjacu, aepo- # KOCMIUHI 3HIMKH BUKJIAJCHI B MEPEXKI
[HTEpHET 1 € 3araTbHONOCTYIHHMH. 3pOCTAa€ W KUTBKICTh CYIMYTHHKIB 3eMITi, sKi
MTOCTIHHO CKaHYIOTh ii MOBEPXHIO, IO 1HQOPMAIIIFO TAKOXK PO3MIIIYIOTh Y BiJlb-
HOMY poctyii. ToMy, cydacHi NoTpedu CycHijbCTBa CIPSMOBaHI HA OTPUMaHHS
iH}opMmarii 3 BUKOPUCTAHHAM BCIX TEXHIYHMX MOJJIMBOCTEW ChOTOJCHHS. SIK-
pa3 Taki MOXKJIMBOCTI HPHIIBHIIIYIOTH 30ip, 00poOKy HeoOximHoi iHpopmarii
Ta Bi3yali3yloTh 00’€KT mociimkeHHs. Hayka reorpadis sk i1 iHIII HE € BHKIIO-
YEHHSAM Y B3a€MO3B’SI3KYy 3 PI3HUMH KOMII FOTEPHHUMH Taly3siIMHA JiSTBHOCTI,
BUKOPHCTOBYIOUH X acCIeKTH poOOTH AJIsl YAOCKOHAJIEHHS TPaJulliifHAX KapTo-
rpadi9HAX MPOIYKTIB, MO PO3MIMPIOE MOXKIMBOCTI 3aCTOCYBAaHHS Ta BITBHOTO
JOCTYITy JI0 HUX YCiX Oaaruunx.
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Y]IK 004

BUKOPUCTAHHA BEB-3ACTOCYBAHHS JIJIS BI3YAJI3AIIIT
OBPOBJIEHUX JAHHUX JIUIA BIPYCHUX 3AXBOPIOBAHb
HA ITIPUKJIAAI COVID-19

M. IInomnikoe, M. Pyoniuenxo, H. Illubacea
Hauionanvuuii ynieepcumem “Oodecovka nonimexuixka”, m. Odeca, Ykpaina

Anomauia. Y danili pob6omi posenidaemvcsa 3acmocysants 6izyanizayii oopobne-
HUX OaHUX BIPYCHUX 3AX60PI06AHb Yepe3 seh-pecypc. [na ananizy OaHux UKOPUCMOGY-
FOMbCsl PI3HE Memoou ma HetpOoHHI Mepec.

Knrwuoei cnosa: ananiz oanux, eipycui ingexyii, COVID-19, /lepeso piwenv.

Annotation. This article considers the application of visualization of processed
data of viral diseases through a web resource. Different methods and neural networks
are used for data analysis.

Keywords: Data analysis, viral infections, COVID-19, Decision tree.

Bcmyn. Y cyyacHOMY CBITI B&XKO ySBUTH I'ajly3b, Y sIKiii HE 3aCTOCOBYBa-
mcs udpoBi TexHoorii. LlidpoBi TeXHONOTII JO3BOIAIOTH MPUCKOPHUTH TIPO-
ec 300py, 0OpOOKH Ta BUKOPHCTAHHS AHHX i3 pi3HUX JDKepel. Takok MOKHA
ONTHMI3yBaTH Ta IPUCKOPUTH Pi3HI MPOLIECH 3 BUPOOHHIITBA PECYPCIB Ta iHIIE.
Tak, Ha CbOTOJHILIHIH JIeHb BEJHMKY MOIYJISPHICTh HAOUpae BUKOPUCTAHHS Pi3-
HUX METOJIOJIOTIH aHaNi3y JaHUX Ta IXHBOI Bi3yallizamii A 3py9IHOTO 30MpaHHs
iHpopMmaii. A mpoGiemMarrka pi3HUX BIpYCHHX 3aXBOPIOBaHb TAKOX MOTpeOye
MOCTIHHOT 0OPOOKH Ta NOUIYKY Pi3HHUX 3aJIeKHOCTEH.

Mema pooomu. Meta poOOTH PO3TISIHYTH Bi3yaJIbHE 3aCTOCYBAHHS MOJIe-
7 aHANi3y AaHWUX Ha HaOopi BximHWX 3Ha4eHb A1 COVID-19 ta BusBUTH OC-
HOBHI CUMIITOMH IIPU XBOPOOI.

Ocnosna wacmuna pooomu. Tematuka COVID-19 noumnae Brpavatu
CBOIO aKTYyaJIBHICTb 1 3 KOXKHMM POKOM Hpo Hei 3a0yBaloTh Bce yacTime i yac-
Tille, aje 1e He O3HAvae, M0 He 3’SIBUTHCS y CBITI HOBHH Bipyc a00 MOTOYHA
MyTalisi. BusBiIeHHsS pi3HMX CHMNITOMIB Ta IHIIMX 3aJI€KHOCTEH BCe OJHO 3a-
JIUIIAETHCS aKTYaIbHUM Ha ChOTOHINIHIN JIeHb [1].

3aBagKM MAaIIMHHOMY HaBYaHHS Ta iHIIMM METO/aM aHaji3y JaHWX MOXKHa
3 JIETKICTIO PO3TJISIHYTH T€ UM iHIIE JHKEPENo JaHuX. TakoX MOXKHA 3 JETKICTIO
3pOOUTH MPOTHO3 MOXKJIMBOTO 3POCTaHHS 3aXBOPIOBaHb a00 B3arayi BU3HAYHUTH
JOKEPEIIO 3aXBOPIOBAHHSI.

Tak, Ha CHOTOMHIMIHIN AEHP IITYYHUI THTEIEKT JO3BOJISE MIarHOCTYBATH
COVID-19. HeiipoHHa cucteMa J03BOJISIE IIPOBECTH OLIIHKY CTYIICHS ypasKeHHS
JIETeHb Y MAli€HTIB. ANTOPUTM JOCIIJDKY€E aHalli3 KpOBi, piBeHb caTypalii, pe-
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synbratit KT. BHCHOBKHM TakmX METOMIB JAOMOMAaraloTh NPaBIIIBHO MimiOpaTH
JIKYBaHHS Ta MOJIETIIYE POOOTY CHIBPOOITHUKIB y OJANBIINX MIPOIECaXx.

MoxHa 3HaiiTi Ge371iu HaGopis nanux B IuTepHeTi. X MokHa Mpoanamizy-
BaTH Ta 3HAUTH NEBHI 3aJISKHOCTI. AJle MopaxyBaTH MaTeMaTH4HO i3 3aJaHIMHU
mapaMeTpamu Iie TPaBIIIBHUH CIIOCiO, ane JaTH KOPUCTYBaueBi iHCTPYMEHT 3
JOCTYIIHUMH Bi3yaJlbHUM iHTepdelicoM Habarato Baxiusilie. BizyanbHi nani
MIPOCTIllle HA/IATH 1 JUTS BUSIBJICHHS 3aJIS)KHOCTEI BOHU 1€ Kpalli.

Jus nemoHcTpartii pobotn BuOepeMo HEBEIMKHUI gaTaceT xepena kaggle
[2] micTuTh iHpOpManiro npo nauieHTiB, ki 3xanu Tect Ha COVID-19. Beboro
5434 psnaxu Ta 21 croBnens. KoskeH psiIoK BiANOBITa€ CUMITOMAM MAIli€HTa, &
KOKCH CTOBIIELb CUMIITOMY. [lepeTBOpHBIIN aHi, MOXKHA PO3MIOYATH aHATII3y.

IIponemoHCTpYeEMO HEeBENMMKHUI mpHUKiIaz Bix mkepena kaggle [2] micTuth
iH(opMaIlifo PO MAIliEHTIB, sKi 3qamu Tect Ha COVID-19. Beboro 5434 psaxu
Ta 21 croBmenps. KojkeH psAmoOK BiANOBiga€ CUMIITOMAM MAIli€HTa, a KOXEH CTO-
BIIETIb CUMITTOMY. [lepeTBOpHBIIN AaHi, MOKHA 3aCTOCYBAaTH Pi3HI METOIH aHa-
nmi3y manux. Hampuknan, nams naHoro HabOpy MOKHA CKOPHCTAaTHCS HaiBHUM
kiacu(}ikaTopoM JepEeBOM yXBAJICHHS PIllICHb.

JepeBo pieHs — e MpeACTaBICHHS 3aBJaHHS Y BUMIIAIL JiarpaMu, o Bi-
Jo0Opakae BapiaHTH JiH, SKi MOKYTh OyTH 3/1iHiCHEH] B KOXKHIM KOHKPETHIH CUTY-
arii, a TAKOXK MOXKJIMBI pe3yJIbTaTH (pe3ysIbTaTh) KoxHoi aii. Takuit mixxia oco0-
JIMBO KOPHUCHUH, KOJIM HEOOXITHO NIPUHHATH Psi/L TIOCTIZOBHUX PIillIeHb Ta KOJIH Ha
KOXKHOMY €TaIli HpOLecy NPUUHSTTS PIlIeHHS MOXYTh BUHHUKATH YUCJICHHI pe-
synbTatd [3]. CKOpHCTAaBHIMCH UM KIacH(pikaTOpoM, MH MOXKEMO OTPUMATH
3MiHEHi JIaHi Ta 3a JIOMOMOTr0I0 Bi3yallbHUX 3aC00iB BUBeCTH i1 (puc 1).

DT feature importance with size (Yes: 4383, No: 1051)
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Pucynox 1 — [Jemoncmpayis pobomu depesa yxeanenns piuiers
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Sx 6agmuMo, MOJIeNTb BUIUIAE TaKi OCHOBHI TPH CHMIITOMH: CYXWH KaIllels,
XBOpE ropJo, MpodjaeMu 3 quxaHHsIM. Tak MokHa moGauuty 3 rpadika, Mo aBa
KpHUTepil OJHAKOBO HIyTh: XBOpE TOPJO Ta MpoOIEeMH 3 AWXAHHAM. 3YIHHUB-
IIMCh Ha [UX JAaHUX MOXKHA 3pOOUTH XMOHUIT BUCHOBOK, ajie SIKIIO0 KOPUCTYBad
MIPOIOBKUTH TECTYBAHHSA, 1 IIPOBEJE aHAJI3 3 BUKOPHUCTAHHSAM IHIIIUX MOJIENEH,
BiH OTpHMae, IO NpOOJIEMH 3 AMXaHHSIM HE MaloTh TAaKOTO IOBHOIL[IHHOTO
BIUIMBY, K BUJHO 3 MaloHKa. Lle 3 TMM 10 aHi NOAAIOThCA 3 ypaxyBaHHIM |
10 4 mMamoHKy. Aue skimo nogaté 1 o 2, To rpadik oapasy crabiiizyeTbes i
3IUIIHUTHCA TIIBKU XBOPE TOPIIO.

3aBIsIKM Bizyanizalii JaHUX MOXKHA MOOAYHTH SIK BiOOPaKarOThCsl BILIMB
THX Y IHIIMX MapaMeTpiB. A SKIIO 3aJaTH HEBEJIMKUH BeO-pecypc, y SIKOMY
KOpHUCTYBadi 3MOIJIM O BBOAMTH CBOI JaHi, 3MiHIOBATH iX Ta MeperyisiiaT, TO
MO>KHa HaJlaTH KOHCTPYKTOP AJIS HOJAIBIIOTO aHAMI3Y 5K 1 iICHYFOUHX MOJEIEH,
a TaKOX MPOTHO3YBaHHs Ta BU3HAYECHHS CUMIITOMIB 3 BIpyCOJIOTiI.

Bucnosox. Ha cporoHIlIHIA IeHb aHANi3 JaHWUX 3JaTHUH MPUCKOPUTH
npoiiec 30upaHHs pe3yJabTaTiB Ta MOJETMIUTH el mporec. Y poOoTi s mpo-
JIEMOHCTPYBaB poOOTy MOIEN Ha HEBEIMKOMY HaOOpi NaHUX Ha TMPHUKIai
iHpopMauii mpo cuMITOMHU y 0cib, siki xBopitoTe Ha COVID-19 i Bu3Ha4uB,
10 OCHOBHUMHM CHUMIITOMaMH{ XBOPOOM € CyXWH Kalleib, XBOpe Topio i mpo-
Onemu 3 nuxaHHsAM. [ IpOTO 3acToCcyBaB MpocTy Moaenb GNB, ska He nae
BHUCOKOTO pPE3yJIbTaTy, B 4OMY IE€PEKOHaBCs B KiHIEBOMY pe3ynbTati. Jlims
JieTajJbHOT poOOTH 3 JaHMMHU 0a)KaHO BHUKOPUCTOBYBATH MOJIENI 32 DPiBHEM
CKJIaTHOCTI BHIIIE.

Inghopmauiini orncepena
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2. Symptoms and COVID Presence (May 2020 data) [Enexrpounuii pecypc] /
Kaggle — Pexum mocrymy: https://www.kaggle.com/datasets/hemanthhari/symptoms-
and-covid-presence — Ha3sga 3 exkpany.

3. Decision Tree Classification in Python Tutorial [Enexrponnmii pecypc] /
Datacamp. — Pexum moctymy: https://www.datacamp.com/tutorial/decision-tree-
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PO3POBKA OJJHOCTOPIHKOBOI'O BEB3ACTOCYHKY
3 EJIEMEHTAMU BEBCKPAIIIHI'Y TA BI3YAJIIBALI
T'EOITPOCTOPOBUX JAHUX 3ACOBAMM PYTHON

Ipuna Cemuyx

JIveiscokuii nayionansuuii ynisepcumem imeni Ieana @panka,
M. JIveis, Ykpaina

Anomayin. Y pobomi posensioaemvcs 6e63acmMoOCYHOK, KU GUKOPUCIOBYE 8EOCK-
panine K iHcmpymenm 360py iHpopmayii npo nocayeu OHAAUHOBUX KHU2APeHb ma 30Ll-
CHIOE nooanvuwull ananiz yiei inghopmayii 3 memoro Popmy8aHHs 3aMOGIEHHS 34 HAll-
Kpaworo yinorw. 3acmocynok 3abesneuye 8izyanizayiro 0anux (8ioobpasicenns oioniomex
I KHUJCKOBUX Ma2da3uHie nobausy nesnoco micys). Onucano iio2o QyHKyioHan ma ix-
cmpymenmu 0Jist po3pooOKu.

Knwwuosi cnosa: seb6zacmocynok, nowyk ingopmayii, eebckpanine, 6izyanizayis
danux, Python.

Abstract. The paper discusses a web-application that uses web-scraping as a tool
for collecting information about online bookstore services and further analysis of this
information to form the best-priced order. Additionally, data visualization is present to
display libraries and bookstores near a given location. Its functionality and tools for
development are described.

Keywords: web-application, information retrieving, web-scraping, data
visualization, Python.

Bcemyn. Y cydacHOMY CBITI KiNBKiCTB iH(pOpMAIIii 3arajioM Ta B Mepexi [H-
TEPHET 30KpeMa 30UIbIIy€eThCS MOCTiiHO. Lle, y CBOIO uepry, BUMarae moctiii-
HOTO Y/IOCKOHAaJIGHHSI METOJIIB Ta IHCTPYMEHTIB IOLIYKY 1 CTPYKTYpyBaHHS iH-
¢dopmarii. Yce gacrime nocrae MUTaHHS aBTOMAaTH30BaHOTO 30MpaHHS Ta aHa-
nmi3y iHdopmarii, “po3kuaaHoi”’ mo pizHUX BeOpecypcax. be3 kopucryBaHHS
crewiai3oBaHUMK CepBICAMHU JIIOAMHI CaMOTYXKKH HEMOXIIMBO OXOIHTH Ta
NpoaHaNizyBaTH BeJHKi 00csaru ciaboctpykrypoBanoi iHdopmauii [1]. Ha no-
MIOMOT'Y B TaKHMX BHIIQJIKaX MPUXOJATH MIPOrpaMHi po3poOkH y cdepi aBTomMaru-
30BaHMX areHTiB, SKi MOJETIIYIOTH MONIYK iH(popMamii B Mepexi [HTepHeT.

Ha cporoanimHiil 1eHb iCHy€ BennKa KUIBKICTh SIK BHCOKOTEXHOJIOT1YHHUX
MOUIYKOBUX CHCTEM BIJIOMHX PO3POOHHKIB, TaK 1 BIIACHOPYY PO3POOJICHUX
KOMIIaHIIMH YU TIEPECIYHHMHU NPOTPaMiCTaMU BY3bKOCHEIiai30BaHUX MOITY-
KOBUX POOOTIB, (PyHKI[IOHANBHICTD SIKUX IPYHTYETHCS Ha BEOCKpAIiHTY — TeX-
HOJIOTIYHUX IHCTPYMEHTAX JUIsl BUHMAaHHs Ta CTPYKTypH3alii faHux 3 [HTepHeT
3 METOIO MOJAJIBLIONO iX aHamizy [2].
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B naniit poboti GepeThcst 10 yBaru Bi3yaii3allisi JaHUX, aKe 9acToO IS
TOTO, MO0 3pO3yMITH IeBHY iH(OpMAIlifo, HaNFCaHe MOTPIOHO MPOYUTATH JIe-
KiJIbKa pas3iB, TOJI SIK 3 KAPTUHKH YM 3 KapTH MOXeE 0/Ipa3y CTaTH BCE 3pO3yMi-
M. € BeNHMKa KUTBKICTh TEXHOJIOTIH Bi3yami3amii JaHUX IS TPEACTaBICHHSI
BenMKHUX 00csriB iHpopmamii. [Hpopmaris mocTiitHO 301MBIIyETHCS 1 HalKpa-
MM pillleHHs], 11100 3p03yMITH HECUUCIICHH] PSAKK IaHUX € Bizyauizamis [3].

[lepenymoBoto BUKOHaHHS L€l poOOTH CTANO Te, IO ICHYE HE Tak Oarato
cepBiciB Ta Be03aCTOCYHKIB JJIS ONTHMI3allii OHJIAHOBHX 3aMOBIICHb KHHT.
BinpmicTs 3 HUX HAJAIOTHh IMOCHWJIAHHS Ha MOTPIOHY KHIKKY 3 BKa3yBaHHAM Ii
I[iHK a00 MOPIBHIOIOTH I[IHM Ha KOHKPETHY KHUTY B PI3HUX OHJIAHHOBUX KHHIa-
PHAX, IO POOWTH iX KOPHCHUMH IJIsI KOpHCTyBada. AJile BOHM HE JOCKOHAII,
OCKINIBKM 9acTo He HaTaroTh iHQOpMAIii MPO BapTiCTh JOCTaBKH, a TAKOXK HE
MOBITOMJISIFOTh MPO JiF0Ul 3HWKKH. Y HHX 3a3BUYail HEMa€ MOXIIUBOCTI I[IHO-
BOTO aHAJTi3y HaOOpy KHHT, GOpMyBaHHS 3aMOBJICHHS 3 JEKUTBKOX KHUTApEHB 3
MIHIMaJTBHICTIO CYMapHOIO BapTIiCTIO, Y SKiif BpaxoBaHi 3araibHa CyMa JIOCTaB-
KM, JiF04i 3HIKKHU TOIO0. HemolikoM OKpeMHUX 3aCTOCYHKIB € BiZICYTHICTh Bi3y-
aizaiii reompOoCTOPOBHX MAHHX, SIKi MOTJIM O JOMOMOITH KOPUCTYBa4eBi Kpa-
IIe 3pO3yMiTH, /I¢ caMe HOMY 3AiCHUTH KYIIBIIO KHHUT YM 3a0paTH 3aMOBJICH-
Hi. MakcuManbHUi QyHKIIOHAN OIIBLIIOCTI TAKUX 3aCTOCYHKIB — 1€ OTPUMaH-
Hs iH(poOpMalil Mpo 3arajibHy BapTiCTh 3aMOBJICHHS B MEXaX OJHI€] KHUI'apHI.
TakuM YHHOM, KOPHCTyBada MO30aBISIIOTH MOJJIMBOCTI KYNUTH KHIDKKH 32
BUTIHUMH JUISl HHOTO YMOBaMH. 3 OTJIILy Ha Cy4acHi TPEeH/AH, HalKpaIiuM BHU-
pILIEHHSIM IMX MPOOJIeM € CTBOPEHHs Be03aCTOCYHKa, sIKMi OM BpaxoByBaB BCi
[l HEIOJIKH.

Mema. BuxopucroByrodn TexHouorii Python, cTBopuTtr BeG3acTOCyHOK 3
MOXIIMBICTIO ()OPMYBaHHs 3aMOBIJICHHSI B JIEKIJIbKOX KHUI'apHAX Ta 3 eJeMeH-
TaMH Bi3yaizailii FeOpPOCTOPOBHX JAHHX.

Bukopucmani mexnonoczii. Po3poOka Be03acTOCyHKY Oynia mpoBeieHa 3a
JOTIOMOTOI0 MOBH IporpaMyBanHsi Python, 3 BukopucTanHHAM (QpeiiMBOpKa
Streamlit. st orpumansst indopmariii 3 pisHux cepBiciB Ta BeOpecypciB BHKO-
pucrato 6ibmiorexy BeautifulSoup. 3a nonomororo 6i6miorexu Folium cteope-
HO T€0NpPOCTOPOBY KapTy.

Ilpozpamna peanizayia. B Mexax 1iei pobotu O0yino po3pobiIeHO KopHc-
TyBalbKUH iHTepQenc as BeO3aCTOCYHKY, SIKUH IIyKae KHUTH 32 BUTITHUMHU
ninamu. 11106 3HaiiTH onTHMaibHE 3aMOBIICHHS, KOPUCTYBad Ma€ 3allOBHUTH
Tpu moist: “IlpizBumie aBTopa”, “Hasa kuurm” i “KinpkicTe mpuMipHUKIB”
(puc 1). Ilicns naruckanHs Ha KHOmKy “Tlomryk 3amMoBieHHS” 3IMCHIOETBHCS
MOIIYK KOPHCHOI pesieBaHTHOI iH(opMallil Mo OHJIaWHOBUX KHHUTApHAX 3a JI0-
MMOMOTOI0 BeOCKpaImiHTy, OTprMaHa iH(OpMaIlis aHaTi3yeTbcs HA OCHOBI Tpa-



“IHOOPMALIIHHA FE3IEKA TA IHOOPMALIHHI TEXHOJIOTTI” 277

(OBHX aNTOPUTMIB i BUBOJUTHCS TPOTIO3UIIISI 3aMOBIICHHS 3 MiHIMAJIBHO MOXK-
JUBOI0 BApTICTIO Ta CYNpOBiNHOIO iHQOpMAaIi€ro (JOTOTUIH KHUTapeHb
bookclub.ua, yakaboo.ua Ta X Ha3BH, BapTOCTi KHHT, JOCTABOK, 3arajibHa cymMa
3amMoBIIeHHsT). KoprcTyBay MoKe CKOPUCTATUCS KapTOIO Ta 32 CBOIM MICIIEM pPO3-
TaIlyBaHHIM IMOOAYUTH KHATAPHI B OKOJIi 33/IaHOTO pafiycy. € MOXIIHBICTh 3Mi-
HUTH THUIT KapTH Ta CKOPHCTATHCS CIUIMBAIOYMM BIKHOM Haj MapKepoM, 1ol ai3-
HAaTHCs, SIKI caMe KHUTH HOMY KYITUTH BiTHOCHO ChOPMOBAHOTO 3aMOBJICHHSL.

3aMoB/eHHSA
) r ip ]
BigKpUTa KapTa By UL [l06aBUTH A0 CMCKY 3am H
MowyK 3amos 8
Kapta
T
x E) P L] ®

Pucynox 1 — I'onosna cmopinka 6e63acmocyHKy

Bucnoeku. 3anporioHoBaHMA BeO3aCTOCYHOK y TIOPIBHAHHI 3 ICHYFOUUMHU
MPOrpaMHUAMHU MIPOIyKTaMH Ma€ PO3IIUPEHNH QYHKIIOHAN, OCKUIBKHU JIa€ 3MOTY
copMyBaTH 3aMOBJICHHS 3 KUJIBKOX KHHT Y KUIBKOX KHHTApHSX 32 BHIIIHOIO
3araJIbHOI0 BApTICTIO Ta HAJAE MOXIIMBICTH Mi3HATUCS MiCLs KHHTapeHb s
3I1MCHEHHS caMOBHMBO3Yy. Be03acToCyHOK pealli3oBaHO 3a JIONOMOIOI0 cydac-
HUX IHCTPYMEHTIB PO3POOKH.
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Annotation. Described history of Microsoft Corporation, its development and
identified features of its activities. BASIC for computer systems on the 8086
microprocessor as the first high-level resident language to appear for 16-bit machines.
Investigated its products and given some examples of company activities: Microsoft
software, personal computer, Windows operating systems.

Keywords: Microsoft Corporation, Bill Gates, Paul Allen, Internet Business,
Microsoft Windows, Microsoft Office, Microsoft Servers, Microsoft Visual Studio,
Microsoft Mobile.

Annomauia. Onucano icmopiro kopnopayii Microsoft, ii pozeumok ma eusrHaueHo
ocobnusocmi il OisnbHocmi. BASIC 0nsi komn tomepHux cucmem Ha MIKponpoyecopi
8086 ax nepwa pe3udeHmua Mo8a 8UCOKO20 pPisHs, wo 3’a6unacs 01a 16-6imuux mawiun.
Hocniooceno it npodykyito ma HasedeHo NpUKIAOU OiTbHOCMI KOMNAHII: npozpamue
3abe3neyents, nepcoHanbHull Komn omep, onepayiini cucmemu Windows.

Kniouosi cnosa: xopnopayis Microsoft, indycmpia npocpammozo 3abesneuenns,
FBinn Teumce, Ton Annen, inmepnem-6isnec, Microsoft Windows, Microsoft Office, Mi-
crosoft Servers, Microsoft Visual Studio, Microsoft Mobile.

The company Microsoft Corporation (Fig. 1) began its history in 1975,
when Harvard student friends Bill Gates [2] and Paul Allen (Fig. 2), having
read an article published on January 1, 1975 in Popular Electronics magazine
about the new Altair 8800 personal computer, developed a Basic language in-
terpreter for it- a popular mainframe computer programming language, for use
on an early personal computer (PC), the Altair. A month later, on February 1, a
license agreement was signed with Micro Instrumentation and Telemetry Sys-
tems (MITS), the manufacturer of this PC, to use Basic as a part of Altair
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o Microsoft

Fig. 1. Logotype of Microsoft Corporation
few years, they refined BASIC and

developed other programming lan-
guages [14], (see the video [16]).
In 1980 International Business

Machines Corporation (IBM) asked
Microsoft to produce the essential
software, or operating system, for its
first personal computer (Fig. 3), the
IBM PC. Note that MS-DOS (Mi-
crosoft Disk Operating System) was
released with the IBM PC in 1981.
Thereafter, most manufacturers of

software. They thought of calling
their company Allen & Gates, but
felt it would be more appropriate for
a law firm, so Paul suggested Micro-
Soft, from microcomputer and soft-
ware. Shortly afterward, Gates and
Allen founded Microsoft, deriving
the name from the words microcom-
puter and software. During the next

-~

S

Fig. 2. Bill Gates and Paul Allen

personal computers licensed MS-DOS as their operating system and by the ear-

Fig. 3. Personal Computer

and nearly 90 percent of the world’s
PCs ran on a Microsoft operating sys-
tem. In 1995 the company released
Windows 95, which for the first time
fully integrated MS-DOS with Win-
dows and effectively matched in ease-
of-use Apple Computer’s Mac OS.
Microsoft also became the leader in
productivity software such as word-

ly 1990s Microsoft had sold more than
100 million copies of the program and
defeated rival operating systems such
as CP/M, which it displaced in the ear-
ly 1980s, and later IBM QS/2 [1, 14]
(Fig. 4).

By 1993, Windows 3.0 and its
subsequent versions were selling at a
rate of one million copies per month,

Fig. 4. IBM OS/2
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processing and spreadsheet programs,
outdistancing longtime rivals Lotus
and WordPerfect in the process [9].
Microsoft dramatically expand-
ed its electronic publishing division,
created in 1985 and already notable
for the success of its multimedia en-
cyclopedia, Encarta (1993~
2009) (Fig. 5). It also entered the
information services and entertain-
ment industries with a wide range of
products and services, most notably

unlimited Intemet
access viaMSN..

Microsoft

NCARTA

Fig. 5. Encyclopedia, Encarta

the Microsoft Network and MSNBC (a joint venture with the National Broad-
casting Company, a major American television network, which began in 1995

and ended in 2012) [8].

As a result, by the mid-1990s Microsoft (Fig. 1), which became a publicly
owned corporation in 1986, had become one of the most powerful and profitable
companies in American history. It consistently earned profits of 25 cents on every

sales dollar, an astonishing record [5].

Below we will describe it below Microsoft
Microsoft Office
comes in several editions, the differences between
which are in the package and price. The most com-

software (Microsoft office).

plete edition contains:

Microsoft Word (Fig. 6) is a word processor.
Available on Windows and macOS. Allows we to
prepare documents of varying complexity. The
product occupies a leading position in the market of

word processors [9].

Microsoft Excel (Fig.7) — spreadsheet.
Supports all the necessary features to create
spreadsheets of any complexity. Occupies a
leading position in the market. The latest ver-
sion uses OOXML

“.xlsx”
previous
versions used binary
format with “.xIs” extension. Available on Windows
and Apple Mac OS [9].

Microsoft Outlook (Fig. 8) is a personal communi-
cator. Outlook includes: calendar, task scheduler, notes,
e-mail manager, address book. Joint networking is sup-

format with
extension,

Fig. 8. Microsoft
Outlook

Fig. 6. Microsoft Word

ﬁ Excel

Fig. 7. Microsoft Excel



“IHOOPMALIIHHA FE3IEKA TA IHOOPMALIHHI TEXHOJIOTTI” 281

ported. The main competitors of the email client are Mozil-

la Thunderbird / SeaMonkey, Eudora Mail, The Bat! [9].
Microsoft PowerPoint (Fig. 9) is an application for
preparing presentations for Microsoft

Windows and Apple Mac OS X [9].
Microsoft Access (Fig. 10) — data-
base management.
Microsoft InfoPath (Fig. 11) a da-
ta collection and management application, simplifies the
Fig. 10. Micr information collection process.

0s0ft Access Microsoft Office Communica-
tor (Fig. 12) — designed to organize
comprehensive communication between people. Microsoft
e Office Communicator 2007 provides the

13 Office 200 - . . . .
l nq ability to communicate easily with in-

ase stant messaging, as well as voice and

Fig. 9. Microso
ft PowerPoint

and is closely integrated with it, which
Fig. 12. Micros  allows it to work with any program
application for preparing publications.
Microsoft Visio (Fig. 14) — an
Fig. 14. Microsoft  select information from databases
Visio [9].
Microsoft OneNote
(Fig. 16) is an application for recording and managing
notes.
Microsoft Office Groove 2007 Fig. 15. Microsoft
(Fig. 17) is a collaboration support g Pfoiect
application.
Microsoft Office Picture Manager — work with pic-
tures.

) video chat. This application is part of  Fig. 11. Micros
) the Microsoft Office software package oft InfoPath
oft Office in the Microsoft Office family.
Communicator  nricrosoft Publisher (Fig 13) — an
application for working with busi-
ness charts and technical charts, lets Fig. 13. Microsoft
you turn concepts and ordinary Publisher
business data into charts.
Microsoft Project (Fig. 15) — project management.
Microsoft Query — view and
Fig. 16. Microsoft Microsoft Office Diagnostics — diagnose and repair
OneNote damaged Microsoft Office applications.
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Microsoft Office SharePoint Designer is a tool for
building applications on the Microsoft SharePoint plat-
form and adapting SharePoint sites [9].

The beginning of 1983 was marked by the release
of Apple’s Lisa personal computer (Fig. 18) which —
though not very successfully ]
— used a graphical interface. ; '

The instability and high (oo g mnorosoft
price of the Lisa determined
its failure among users, but the Macintosh comput-
er, created in 1984 based on the work of the Lisa
project, sold more than 100,000 copies in its first
year of sales. Apple immediately benefited from
Fig. 18. Apple Lisa Microsoft’s success — its first GUI products, Word
personal computer and Excel, were designed specifically for the Mac-
intosh. Adherents of Dos simply laughed at the Lisa
and PC graphics shell, calling it the WIMP interface (window, Icons, Mice,
Pointers, wimp in translation “boring”). Folders and long file names, which are
now an integral part of Windows, also come from
Apple computers, which only in 1990 guessed
Microsoft to sue for “plagiarism”. In 1983 Mi-
crosoft has developed a hand-held, low-cost Mi-
crosoft Mouse computer (Fig.19) (Septem-
ber 23 1983) [7].

Microsoft is a leading manufacturer of soft-  Fig. 19. Microsoft Mouse
ware for Apple Macintosh computers. Apple an- computer
nounces the use of BASIC (Fig. 20) and Multi-
plan for its computers at the Macintosh PC presentation in 1984.

- Microsoft is creating a new division,
Hardware and Peripherals, to expand sales
in the computer market, which uses Mi-
crosoft software products (April 1984).
Windows development tools are being trans-
ferred to computer manufacturers and inde-
pendent software vendors. This month, Mi-
crosoft is also launching Project Software, a
program for hosting and allocating resources

Fig. 20. Applesoft BASIC (May 1984) [9].
The number of MS-DOS installations
continues to grow, with 200 computer
manufacturers already licensed. August. IBM releases the latest version of IBM
PC AT with Microsoft system software — MS-DOS 3.0, MS-DOS 3.1 and XE-

WORLD!"
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NIX. Microsoft announces sales of the Chart business graphics program. Mi-
crosoft creates and starts selling File and Word programs for Macintosh PCs.
Windows 1.0 users are finally able to work with multiple programs at once and
switch freely between them. However, overlapping windows is not allowed,

which dramatically reduces the comfort of

h i . In addition, qui fi
MICRSOFT. [hSiiGigv i vy

WINDOWS 1.01 (FIRST WINDOWS 0S)

e e T e OB (L3 Rees agreement to develop an OS / 2 operating
system (1987). The first Microsoft appli-
cation on CD is Bookshelf (Septem-
ber 8, 1987). The corporation announces a
new version of Excel for Windows (October 6, 1987) [9], (see the video [15].
Thus, today, the corporation’s success rests on operating systems of the

Fig. 21. Windows 1.0.

(Fig. 21, see the video [4]), as a result, it
did not become widespread in the market
[8].

Microsoft and IBM announce an

Windows family, including Windows Phone mo-
bile operating systems, as well as on Microsoft
Office programs. Microsoft began planning a ma-
jor replacement for all of its operating systems in
2001. The project, code-named Longhorn
(Fig. 22), encountered numerous delays, in part
because of efforts to address the public’s growing
concern with computer security and consumers’
desire for PCs to have greater integration with a
full range of entertainment equipment within the
modern electronic home [9] (see the video [4]).
The company started over, and the new op-
erating system, renamed Vista, was released to

LONGHORN

Fig. 22. Development of
Windows Vista

other software developers late in 2006 and to the general public in 2007. Like
most new operating systems, Vista met with initial problems involving incom-

patibilities with older computer peripherals. More
problematic for the new operating system was its
“bloated” structure, which required a very fast
microprocessor and large amounts of dedicated
computer memory for proper functioning. Its high
threshold for adequate system resources deterred
many companies and individuals from upgrading
systems from earlier, and perfectly serviceable,
systems such as Windows XP (Fig. 23) (derived
from the term Windows Experience). In addition,
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consumers were baffled by the numerous Vista options
— Home (Basic or Premium), Ultimate, Business, and
others — while business users (Microsoft’s core market)
balked at its major change to the user interface and
were unwilling to port their internal applications to the
new system [6].

In May 2011, the corporation announced the pur-
chase of Internet telephony company Skype Limited for Fig. 24. Microsoft
$ 8.5 hillion. After the takeover, the Microsoft Skype Skype
Division (Fig. 24) was created on the basis of Skype
Limited, with Skype director Tony Bates remaining its head [9].

In October 2012, Microsoft introduced
the new Windows 8 (Fig. 25) operating sys-
tem. At the beginning of September, 2013
Microsoft announced purchase from Finnish
Nokia (Fig. 26) of its division on production
and service of mobile phones Devices & Ser-
vices for 5.44 billion euros. According to ana-
lysts, in a sim-

Fia. 25. Windows 8 ilar way, Mi-
crosoft, by

combining the development of mobile devices
and software stuffing for them, will try to com-
pete with Apple. On November 19, 2013,
Nokia’s shareholder meeting approved this
deal. The deal was closed on April 25, 2014 [9]. - o )

In September 2014, Microsoft acquired Fig. 26. Finnish Nokia

the Swedish company Mojang AB, the
developer of Minecraft. In January
2018, Microsoft announced the acqui-
. sition of PlayFab (Fig. 27), a backend
PLAYFAB + | | MICTOSOﬂ service provider for creating and
launching cloud-based games. On Jan-
uary 16, 2018, Microsoft closes free
updates for Windows 8.1 with the
transition to Windows 10. Now Win-
dows 8.1 will not receive any signifi-
cant improvements and bug fixes — only patches against vulnerabilities, which
will be released for another five years, until 2023 [9].
In conclusion, the slogan “hugs, keep and go” often describes Microsoft’s
strategy of entering the market with extensive use of different standards, con-
tinuing to use them with their own improvements.

Fig. 27. Microsoft and GitHub
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YK 004.45
OCOBJMBOCTI IIOTPEEB ¥ 3AXHUCTI ONEPAIIIHHAX CUCTEM
Banepia banayvka, Tapac bpuu, Opecm Ilonomaii

Kadgpedpa ynpaeninna ingpopmauiiinoro 6e3nekoro JIvgiecokozo 0epircasnozo
YHieepcumemy 6e3nexu srcummeodianvnocmi, m. JIveie, Yxkpaina

Anomauyin. Onucarno nompedu y HeoOXIOHOCMI 3aXucmy ORepayitiHux cucmem.
Hasedeno ocroemi 3a60anns 3axucmy onepayiiHux cucmenm.
Knrwuoei cnosa: onepayitina cucmema, 3axucm onepayitiHux cucmem.

Abstract. Describes the need for protection of operating systems. The main tasks of
protection of operating systems are presented.
Keywords: operating system, protection of operating systems.

Omnepamiitaa cucrema (OC) — e Habip mporpam, MpU3HAYCHUH I 3a0e3-
MIEYCHHS B3a€MOJi{ BCIX HMPUCTPOIB KOMIT'IOTEpa i BUKOHAHHS KOPHCTYBaueM
PI3HUX Hii.

3axucT O0COONMBO BaXIMBUI y 0araTOKOpHCTYBAaLbKOMY CEPEIOBHILI,
KOJIM KiJIbKa KOPHCTYBauiB BHKOPHCTOBYIOTH TaKi PECypCH KOMII'IOTepa, SK
npouecop, nam’sate Tomo. OC3000B’s3aHa 3alpONOHYBAaTH MEXaHi3M, SKHA
3axXMIIa€ KOXKEH MpOoLeC BiJ IHIIUX MpoleciB. Y 0araTOKOPHUCTYBAaLbKOMY
CepelloBHUILI BCi aKTHMBH, SKi IOTPEOYIOTh 3aXHCTy, KIaCH(IKyIOThCS SIK
00’€KTH, a Ti, XTO XO04Ye€ OTPUMATU JOCTYH N0 IHUX 00’ €KTiB, HA3UBAIOTHCS
cy6’exramu. OC Hazmae pi3Hi “mpaBa JOCTYIy” pi3HUM Cy0’€KTam.

MexaHi3M, SKHH KOHTPOJIOE JOCTYN —IIporpaMm, mpoleciB  abo
KOPHCTYBauiB 70 pECypCiB, BH3HAYCHHX KOMII'IOTEPHOIO CHCTEMOIO,
Ha3MBAETHCS 3aXUCTOM. 3aXUCT MOKHA BHKOPHUCTOBYBAaTH SIK 1HCTPYMEHT IS
MYJBTHIIPOTPAMHHUX  ONEPALifHUX  CHCTEM,  JIO3BOJIIIOYM  KiTBKOM
KOpHCTyBauaM O€3IeYHO CIUIbHO BHKOPHUCTOBYBAaTH 3arajbHUI JIOTTYHHN
MPOCTip IMEH, BKJIFOYAIOYH KaTaor abo ¢aiim.

KopucryBauam OC moTpiGeH 3axXHCT KOMIT'FOTEPHUX PECYpCiB, TaKUX SK
nporpamHe 3a0e3ledyeHHs, Mam’aTh, npouecop Touo. KopucryBadi NOBUHHI
BXKMBAaTH 3aXOJiB 3axHUCTy, 100 momomortu Oararomporpamuiii OC, mo6
KiJIbKa KOPUCTYBadiB MOTJIM O€3MEeYHO BHKOPHUCTOBYBATH 3arajlbHUM JIOTTYHUIMA
MPOCTip iIMEH, SIK-OT KaTajor ado AaHi. 3aXUCT MOKe OYTH TOCATHYTHH HMIITXOM
30epekeHHs KOH(iAeHIIHHOCTI, YecHOCcTI Ta goctymHocTi B OC. Baxmuso
3aXUCTUTH MPUCTPIH BiJi HECAHKIIOHOBAHOTO JIOCTYIY, BIpYCiB, 4epB’sKiB Ta
IHIIUX IIKIUTMBUX TPOTPaM.

B 1omy Bce k Taku moJsirae HEOOXiIHICT 3aXUCTY B ONepaLiiHiil cucremi?

Pi3Hi moTpebu 3aXucTy B olepamiiHii cucTeMi Taki:

— ICHyIOTb pU3UKH O€3MeKH, Taki SK HEeaBTOPU30BaHE YWTAHHS, 3alluC,
Mogudikaniss abo TepelmKko/LKaHHA eQEeKTUBHIH poboTi cucTeMu Ui
ABTOPH30BAaHUX KOPUCTYBAUiB;
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— 3aXHUCT Jjonomarae 3a0e3neyuTy O0e3neKy AaHHX, MPOIIECiB 1 Iporpam Bif
HECAaHKIII0HOBAHOT'O JIOCTYILy KOPHCTYBadiB abo mporpam;

— BaYXJIUBO INEPEKOHATHUCS, 1[0 HEMA€ MOPYIICHb MPaB JOCTYITy, BIpyCiB i
HECaHKI[IOHOBAHOTO JOCTYITy A0 HasIBHUX AAHHX,

— METa 3aXHCTy IOJISIra€ B TOMY, 00 3a0€3MeUuTH JOCTYN O Hporpam,
pecypciB i JaHUX JIUIIE CHCTEMHUX OITHK.

Takoxx HeoOXigHO BpaxoByBath miii 3axucty B OC. Bouu dopmyrotscs
ignosigHo mo momituk Oesmeku OC. IlomiTvky O€3MEKH BH3HAYAIOTH, SKi
MPOLIECH OTPUMYIOTH JOCTYIl JIO PECYpPCiB KOMII IOTEPHOI CUCTEMHM, TaKUX SK
LEHTPaIbHUH TpoIecop, NaM’siTh, NpOrpaMHE 3a0e3le4YeHHs Ta HaBIiTh
omepaiiiiiia cucrema. Lle 000B 30K sIK PO3pOOHHKA OMEPAIiifHOT CHCTEMH, TaKk
i IporpamicTa nporpamu. Xouya Iii MOJITUKH 3MIiHIOIOTBCS B OY/Ib-sIKHUii Hac.

3axuct OC — 1e TexHiKa 3aXHCTy JJaHWX 1 MPOLECIB Bij MIKIIMBOrO abo
HaBMHCHOTO TPOHMKHEHHS. BiH MICTHTh TOJITHKH 3aXHCTY, CTBOPEHI HHM
caMHUM, YCTaHOBJIIOBaHI KEPIBHUNTBOM a00 HAKIAACHI iHAWBITyalIbHO
mporpamictamy, MO0 TapaHTyBaTH, IO iXHI MpOrpaMH  3axHIICHI
SIKHAWO1ITBIIIO0 MipO¥O.

OcHoBHUMH 3aBaaHHsaMu 3axurnieHux OC e:

— 3a0€e3MeUCHHS 3aXHCTY CBOTO BJIACHOTO CEPEIOBHINA BiJ HECAHKIIIOHO-
BaHOTO JOCTYILY, IMiIMIiHH KOMIIOHCHT Ta JaHHUX;

— 3axHCT iHpopMallii, 10 00pOOIIETHCS, HAKOTIUIYETHCS Ta 30epiraeThest
B cepeaoBuini 3axuiienol OC, BiJi HECAHKIIIOHOBAHOTO AOCTYILY.

Bin Takox 3abe3neuye 6aratornporpamay OC i3 6e3eKor0, Ky OYiKyHOTh
il KOpHCTYBaui, KOJIHM CIIIJIBHO BUKOPUCTOBYIOTH CIIIJIBHUIT TIPOCTIp, HAIIPUKIIAL
(aiinu yu KaTaIory.

Pounp 3axucTy B omepamiiiHiil cucTeMi moisrae B 3a0e3MeUeHHI MEXaHI3My
peaizarii MONITHK, SKi BU3HAYAIOTh BUKOPHCTAHHS PECYPCIB y KOMIT FOTEPHIH
cucreMi. Jleski mpaBuia BCTAHOBIIOIOTBCS IIiJ| 4ac IMPOEKTYBAHHS CHCTEMH,
TOJII 5K 1HIII BU3HAYAIOTHCS CUCTEMHUMH aJAMIiHICTPATOPAMH JJIS 3aXHCTY CBOIX
¢aiinis i mporpam.

KoxHa mporpama Mae OKpeMi MOJIITHKY IIOJI0 BUKOPHCTaHHS PEeCypcCiB, i
i TOJIITUKM MOXYTh 3MIHIOBaTHCS 3 4acoM. TakuM 4YMHOM, Oe3neKa CUCTEMH
HE € BiAMOBINANBHICTIO PO3POOHMKA CHUCTEMH, 1 NMPOTPaMiCT TAaKOXX MOBHHEH
PO3pOOUTH TEXHIKY 3aXUCTY, MO0 3aXUCTUTH CBOIO CUCTEMY BiJl MPOHUKHEHHSI.

OTxe, K010 6 Cy4acHOIO Ta 0€30TaHHO0, 3 MEPIIOTO MOTIISIY, CHCTEMOIO
3axucty He Oyna 6 ocHameHa OC Ta iHpopMaIiifHO-TeIeKOMYHIKaIliiiHa CHUCTe-
Ma, 3aBXIH 3HAHJETHCS CHOCiO T HECAaHKIIIOHOBAHOTO IOCTYILY 10 iH(popMaIlii.

AJte pu NpaBUIBLHOMY ITIXO[1 10 peatti3anii Ta ekcrutyaranii cucremH, ii
KOMITOHEHT — MOJJIMBO MaKCUMAaJIBbHO 3MEHIINTH PU3UK BTPATH YW BUTOKY iH-
(dopmariii, sska 0OpOOITIOETHCS Ta 30€pira€ThCcs B CUCTEMI, 3a0€3MEUUTH MaKCHU-
MaJIbHY Mpale3/1aTHICTh CUCTEMU HaBiTh 32 KPUTHYHUX OOCTaBHH.

OC Mo’XkHa BBaKaTH 3aXHILIEHOIO, SIKIIO BOHA 3a0e3reuye 30epexeHiCTh
iHpopMamii Ta HUTICHICTh JAHUX BIACHHUMH 3aco00aMu, 0e3 BUKOPUCTAHHS J0-
MTOMDKHOTO TIPOTpaMHOTO 3a0e3rmeueHHS.
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YK 004.45

ABTEHTU®IKALIA, AK OIUH 3 MEXAHI3MIB
3ABE3IEYEHHS BE3IEKHA ONEPAIIMHUX CUCTEM

Banepia Banayvka', Opecm Honomait’, Anopii Hy:fup2

1I(a¢e0pa ynpaeninua ingpopmayiiinoro é6eznekoro Jv6iecbKo20 0epicasnozo
YHigepcumemy 0e3nexu yxcummeoianpHocmi, m. Jlveie, Ykpaina

2Kaqbe0pa oe3nexu ingpopmauinnux mexunonocziii Hayionanonozo
yHigepcumemy “JIvsiecvka nonimexuixa”, m. Jlveie, Yxpaina

Anomayin. Onucano mexanizm asmenmuikayii, sk 00H020 3 MeXaHizmie 3abesne-
ueHHs Oe3nexu onepayiiiHux cucmem.
Kniouosi cnosa: onepayitina cucmema, asmenmuixayis.

Abstract. The authentication mechanism is described as one of the mechanisms for
ensuring the security of operating systems.
Keywords: operating system, authentication.

Onmnepamiitna cucrema (OC) — e 6a30BUIl KOMIUIEKC MPOTPAMHOTO 3a0e3-
MIEYEHHs, 110 BHKOHY€E YIPABIiHHS amapaTHUM 3a0e3Me4YeHHSM KOMII I0Tepa
abo0 BipTyalbHOI MaIlIMHK, 3a0e31edye KepyBaHHS 0OYUCITIOBATEHAM MPOIIECOM
1 oprasi3oBye B3aeMoifo 3 kopuctyBadeM. [lorsarts OC nepenbadae KOMITIEKC
B32€EMOIIOB’I3aHUX CUCTEMHHX MPOTPaM, MPHU3HAUSHHSM SIKHX € 3a0e3NeueHHs
B3a€EMOJIIT KOPHCTYyBava 3 KOMIT IOTEpPOM Ta (DYHKI[IOHYBAaHHS iHIITUX IPOTPaM.
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OC 3abe3medye B3aEMOMIIO MiXK almapaTHAM 3a0e3NedeHHSIM KOMIT I0Tepa, MpH-
KJIaJHUMH [IPOTrpaMaMu 1 KOpUCTyBadeM.

V¥ cygacanx OC po3poOHHKaMHU peai3oBaHO MEBHUH MEepertiKk MeXaHi3MiB
3abe3neueHHs Oe3NeKu — anropuT™Mu mudpyBaHHs iHpopManii, aBTeHTUdIKAITii
Ipu gocTyIi a0 iHdopMallii, 3aXKCTy BiJi HECAHKL[IOHOBAHOTO JIOCTYIY TOILO.
Kom0iHaris 1ux MexaHi3MiB, IX MOMJIMBOCTI IIIKOM 3ajieKaTh Bin (haHTasii
po3poduuka OC abo mporpaMHOro 3a0e3MeYCHHS.

MexaHi3Mu 3a0e3nedeHHs Oe3neKd OiIbII CHIIBHO pealli3oBaHi B omepa-
LiffHUX cucTeMax cepBepHOro 3acrocyBaHHs — Linux, BSD. Lle mop’s3aHo 3
raimy33o npusHadeHHs naHoro Ty OC — cepBepHE 3acTOCYBaHHSA B CEpero-
BHIIII BiTKPUTUX CUCTEM — [HTEpHET.

B Toi1 ke gac B onepariiiHiii cuctremi Windows OiJbIII TOBHO peai30BaHO
MeXaHi3MHU 3a0e3nedeHHs Oe3NeKu JUIl BUKOPUCTAHHS IPOTrPaMHOro 3adesre-
YEHHsI KOPUCTYBaYiB.

OnHKUM 3 OCHOBHUX MeXaHi3MiB 3a0e3meueHHs oe3neku OC € apreHTH(IKALIS.

ABTeHTH(]IKAIIS — BUKOPUCTOBYETHCS Ul MIATBEPPKEHHS JOCTYIY 10
iHpopMarii, 1o npuB’s3aHa a0 HANAETHCS 338 YHIKAIBHUM iJCHTH(IKATOPOM.
3a3Buyail aBTeHTU]IKALis BiIOYBa€ThCs CIIOCOOOM HaJaHHS:

— VHIKaJIbHOTO TpeaMeTy abo aTpuOyTy (eNeKTpOHHWHA KoY, CTapT-
KapTa, Kpunrorpadivanii cepTudikat TOIIO);

— mapouto (HaHO1TBIT PO3ITOBCIOKCHUH BH] aBTEHTH]IKAIIIT);

— OIOMETPUYHUX IaHUX (TOJNOC, BIAOMTKY MalbIlB, MAMKC, popMa JOJOHI
TOIIIO).

Haiikpamii Meronu aBTeHTH(IKalll BKIIOYaIOTh KOMOIHALiIO IMEHI KOpHC-
TyBaya Ta I1apoJisi, CKAHYBaHHS CITKIBKH OKa, BIJOUTOK MaJiblisd a00 HaBITh Kap-
TKW KOPHUCTYBaua JJisi JOCTYIY 10 CUCTEMHU.

OnHopasoBi napodi, 3amudpoBani Mapoii Ta Kpunrorpadis BUKOPUCTOBY-
I0ThCS 1171 CTBOPEHHSI HaIi{HOTO MapoJisl Ta MOTY>KHOTO JpKepesia aBTeHTH ikarlil.

1. OnnopasoBuii napons

Le yHikanbHUHA crtociO AJst KOKHOTO BXOMy KopHcTyBada. Lle komOiHaris
JIBOX TApOJIiB, SKi J03BOJSIIOTH KOPUCTYyBaueBi orpumaru joctyn. Cucrema
CTBOPIOE BHIIAJKOBE YHUCIIO, & KOPUCTYBay HAJIA€ BIANOBITHE. ANTOPUTM TeHe-
PY€E BHIAJIKOBE YNCIIO JJIsl CHCTEMH Ta KOPUCTYBaya, a pe3yJIbTaT 31CTaBIIsETHCS
3a JIOTIOMOTOI0 3araJIbHOT (PYHKII1.

2. 3amudposani naposi

Ie Takox myxe epeKkTHBHA TeXHiKa aBTeHTH(ikamii moctymy. 3amudpo-
BaHi JIaHi MIEPealoThCs Yepe3 Mepexy, sSKa Mepeaae Ta mepeBipse maposi, mo
JI03BOJISIE TIepeIaBaTH JlaHi 6e3 mepeps abo MepexoIUIeHHS.
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3. Kpurrrorpadis

Ile me oxmH croci®é rapaHTyBaTH, IO HEaBTOPH30BaHI KOPUCTYBadl He
3MOXXYTh OTPHMATH JOCTYH 0 JIaHUX, NEpefaHux depe3 Mepexy. Lle momoma-
rae Oe3MeyHo MepenaBaTh naHi. BiH npejcrapise KOHIICTIIIIO KIT0Ya IS 3aXH-
CTy naHuX. Y Liil cuTyauii Koy Mae BUpimanbHe 3HadeHHs. Koy kopuctyBay
HaJICWJIa€e JiaHi, BIH KOJye IX 3a JOMOMOTOI0 KOMII'IOTEpa, SIKUH Mae K04, a
oJlep>KyBad MOBHHEH JIEKOAYBAaTH JlaHi 3a JONOMOTOI0 TOTO CaMoro Kiroda. Y
pe3ybTaTi, HaBiTh AKIIO JaHi Oyae BKpaIeHO B CEPEIrHI MPOIeCy, iCHy€e BEH-
Ka MMOBIpHICTh TOTO, IO HEABTOPU30BAaHUH KOPHCTYBAa4 HE 3MOXKE OTPUMATH
JI0 HUX JOCTYIL.

4. IBox(akTopHa ayTeHTU(IKAIIS — [Ie TOAATKOBUI piBEHb OC3MEKH, OKPIM
Barroro napoJst abo PIN-koxy. Skmio micis BXoay B 0OJIKOBHIA 3aITiC 3a JIOTIO-
MOTOI0 TIapoJisi BaC MPOCHJIM BBECTH LU(PPOBUIA KOA, HAICIaHUH HA MOOUIBHUI
NPUCTPIH IS MIATBEPKEHHS Ballol ocoOu, BU BXKe 3HaeTe, 110 Take 2FA.

JlBodakropHa ayTeHTH(IKalis B TOETHAHHI 3 TPAAUIIHHOIO CHCTEMOIO
nmapoJiiB 3abe3nedye OUTBII HAMIMHUN 3aXUCT, HIXK BUKOPUCTAHHS TUIBKU 00JTi-
KOBHX JaHUX Jisi BXoxy. CaMe 3aBASKM HasBHOCTI IBO(MAKTOPHOI ayTeHTH(]i-
Kallii 0araTb0X aTak 3a OCTaHHI MICSI[ MOXKHa 0yJi0 O 3amo0irTy.

PimenHs noTpiOHE 111 KOMITaHi# OyIb-sIKOTO PO3MIpy, OCKLIEKH MIOACHHO
CHIiBpOOITHUKY 3iIICHIOIOTH BXiJ Ha JeKiibKka miatdopM. B meprry wepry aBo-
(hakTopHy ayreHTH(]iKaNiI0O HEOOXIMHO 3a0e3MednTH A OONIKOBUX 3amHCiB 3
mpaBaMH aIMiHICTpaToOpa Ta THX, XTO Ma€ JIOCTYI OO KOHQIACHIIHHOI iHpOp-
Marii. Lle € moTy>kHUM KpOKOM 10 3armoOiraHHs KpaaiKili JaHUX 1 MOXKIUBUM
(hiHaHCOBUM BTpaTam.
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YK 004.9:378
BHUI ONTEPAIIIMHUX CUCTEM
Ilaeno Ilpoyenko, Inna I'agpunenko

Xapkiecokuil nayionanvnuil ynigepcumem paoioeieKmpoHiku,
M. Xapkie, YKpaina

Anomauin. Basicko naszeamu 2any3sv, AKa po3gueAEmMvbCs Mak CMpimKo, aK ingop-
Mamusayis ma Komn romepuzayia. Y cyuacnux peanisax éMinHA Kopucmyeamucs inghop-
MAYIUHUMU  MEXHONO02IAMU CMAN0 aKmyaibHum Ons 6inbuiocmi moode. OcKinbKu
KOMN tomep npoHu3sye 8¢i cghepu dcummsl, 100U 68AHCAIOMb, WO KYIbMYPd CRINKYSAHHS
3 Komn romepom eadiciusa. Memoro yici cmammi € po3yMiHHA NOHAMMS ONEPAYILIHUX
cucmem ma ix munie.

Knrwuosi cnosa: onepayitini cucmemu, xomn 'romepu, iHQopmMayitini mexHonozii,
Windows, Microsoft, MacOS.

Abstract. It is difficult to name an industry that develops as rapidly as informatiza-
tion and computerization. In modern realities, the ability to use information technologies
has become relevant for most people. Since the computer permeates all areas of life,
people believe that the culture of communication with the computer is important. The
purpose of this article is to understand the concept of operating systems and their types.

Keywords: operating systems, computers, information technologies, Windows, Mi-
crosoft, MacOS.

Konu koMI’roTep BMHKAETHCS, OlepalliiHa CHCTeMa 3aBaHTaXYEThCS B
mam’sTh paHillie IHIIUX TPOTpaM, a MOTIM CIYKHTh IUIATPOPMOIO Ta Cepeo-
BUIIEM, Ha SKOMY BOHM TpamioloTh. HeMoximBo ysBUTH poOOTY 3
KoMIT'toTepoM Oe3 omnepaniiHOi CHCTEeMH. A 3HaHHS ONEpaliifHUX CHUCTEM He-
0OXifHI /17151 YCIIITHOTO BUKOPUCTAHHS Cy4aCHUX KOMII IOTEPIB.

OnepariifHa cucTeMa — Iie CKJIQJHA CYKYITHICTh 0araToIiIbOBHX i Oarato-
(GYHKIIOHATBHUX TpOTpaM, sIKa € HEeBiJl’€MHOI0 YaCTHHOIO Maiike BCiX cydac-
HUX KOMIT IOTEpPHUX CHCTEM.

VYTumity, Taki SK 3aBaHTaXyBadi Ta 0i0710TEKM 3arajJbHOBKHUBAHUX MPO-
Lexnyp, sIKi Ho4anu po3poOsATHCS 3 TOSBOIO MEPUIOTO TTOKOJIIHHS KOMIT I0TEpiB
3arajJpHOTO Tpu3HaueHHs (KiHenb 1940-X pokiB), ciif BBaKaTH HOIMEpPEIHUKA-
MU ONepauiiHuX CUCTEM. Y THIITH MiHIMI3yrOTh ()i3W4HI MaHIMyJIALil oneparo-
pa 3 npuUcTpoeM, a Oi0JIIOTEKH TO3BOJIAIOTH YHUKHYTH 0araropa3zoBoro rnporpa-
MyBaHHSI OJJHMX 1 THX CaMMX Jii (peajizallis orepariii BBeIeHHs-BUBEICHHS,
00YHNCIIeHHS MaTeMaTUYHUX (PYHKIIIH TOIIO).

Ornepauiiina cucrema (OC) 3aiimae OiIbII BaXKJIMBE MICIIEe B CYKYITHOCTI Cy-
YaCHUX CHCTEMHHUX NPOTPaMHHUX 3aco0iB, IO CKJIAaJaloTh IporpaMHe 3abesre-
YeHHs eJIeKTPOHHO-00UuHCIIOBaIbHOI ManHu. Jlo (yHKIiN onepaiuiiHoi cucTe-
MH BXOJMTb TaKOX 3a0e3IeueHHs] BUCOKOI NMPOAYKTUBHOCTI JABOX HAaWBaXKIIMBi-
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IIAX XapaKTEPUCTHK KOMIT IOTEPHOI CHCTEMH: e(peKTUBHOCTI Ta HamiiHOCTi. [Tix-
BUINCHHS ¢(hDEKTHUBHOCTI — II¢ MiJBHUIICHHs ¢(EKTUBHOCTI BUKOPUCTAHHS amapar-
HUX 3aC001B; 3HIKCHHS CUCTEMHHUX BHUTPAT; IiBUIICHHS MPOIYKTUBHOCTI Mpaili
KOPUCTYBaya; MMiJBUIICHHS 3pYYHOCTI BUKOPUCTAHHS KOMIT FOTEPHOT TEXHIKH.

Slka omepariiiHa cucTeMa HalHoMmyJsIpHiIIa cepen kopuctypadiB? Crnucok
BUTJIS/IAE TaK:

— Windows;

— MacOs;

— Android;

— Ubuntu;

— Linux Toro.

Sxmo po30uTH omepariiiHi CHCTEMH, BCTAHOBJCHI HA KOMII IOTEPax, TO
TyT nigupye Windows — Ha Hel npunanae 76,58% Bcix komm torepi. OS X —
18.93 i Linux — 1.62%. Lle MmoxHa nmobauutu Ha puc. 1.

Windows L]

0sX

Linux J1.62

Chrome 0S 1.1

Other |1.77

CraTucTuka OC 2020 World PC “

Pucynox 1 — Hatinonynapuiwi OC na 2020 pix

OTKe, TaBaiiTe AETANbHIIIE PO3MIITHEMO TPY HANMOMYISIPHIIII ONepariiHi
CHCTEMH.

Microsoft Windows — 1ie 3aranbHuii TepMiH AJs ONEpaIiiHUX CHCTEM
cMapT(OHIB, MJIAHIIETIB, HOYTOYKIB 1 MEpCOHAIBHUX KOMII I0TEpiB, po3polite-
HUX Kopropaniero Microsoft y Crionydenux Illtarax.

OcHoBHI nepeBaru yiaro0seHoi 6aratbMa “BiHan” monsraioTs B HACTYITHUX
(axTopax:

— 3pyuHuit iHTEpdeEiic;

— Bennka KUIBKICTH SIKICHOTO IPOTPAMHOTO 3a0€3MEYCHHS, SIKE MOXKHA
BCTAHOBUTHU OE3KOIITOBHO;

— Jlerko BCTAaHOBHUTH Ta HAJIAIITYBATH.
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Aute € i minycun. bimsmricts Bepciit WIiNdOWS € maTHHMH omnepartiitHuMn
cucteMaMy. Takox BHCOKa BapTiCTh IPOTPAMHOTO 3a0e3NeYeHHs — TOJOBHUM
uenoik Windows.

MacOS — 1e onepartiiina cuctema, po3pobiena Apple mis koM’ 10TepiB,
siki BoHa BupoOise. [l OC BigoMma sIK MPOAYKT MpeMiyM-Kiiacy, CTBOpeHa IS
KOpHUCTYBaviB — BOHA BiJIoMa CBOIM I'apHUM JU3aiiHOM, 3pyYHUM iHTepdencoMm i
YyZIOBUMH MYJIBTUMEIIHHUMH MOXJIMBOCTSMH. AJie I pIIICHHS JaJleKo He
KOYKHOMY TI0 KHIIIEH], OCKIIBKH i caM KOMII'I0Tep, i omepariiina cucrema Apple
IyXe Opori B MOPIBHSAHHI 3 iHMMMHU KoM rorepamu. OTxke, omepariiina cu-
CcTeMa Ma€e MEHIINH BiJICOTOK KOPUCTYBaUiB.

Linux — e ciMeiicTBO omepariifHux cucTeM 3 BiIKpUTHM KojaoM. Lle o3Ha-
4ae, mo X Moxe MoaudikyBaTH (3MIHIOBAaTH) 1 PO3MOBCIOKYBAaTH OYAb-XTO B
Oynp-sKkii Touwi cBity. Lle poOuTh 110 onepauiiiHy cucTeMy Jay)Ke BiIMIHHOIO
BiJl IHITUX OTEpallifHIX CHCTEM, TaKuX K Windows, ski MOke 3MiHIOBAaTH Ta
PO3MOBCIOKYBaTH Jintie BIacHUK (Microsoft). Linux HazBaHO Ha decTh JliHyca
TopBaybzca, sikuii 3akiaB ocHOBY Linux y 1991 pori.

Moro nepepara B TOMY, 110 BiH G€3KOIITOBHHI i € 6araTo pi3HUX Bepciii Ha
BuOip. KoxkHa Bepcist Mae cBiif BIacHUN 30BHINIHIA BUIIIA, HAUIIOMYIIAPHIMIH-
mu € Ubuntu, Mint i Fedora.

OpnHak, He3BaXKar0yM Ha BCi 111 epeBary, Linux BUMarae BUCOKMX HABHUYOK
kopucTyBava. Tomy Linux HaivacTile BCTAHOBIIOIOTE IPOrPaMicTH, MEPEXeBi
IE)KeHepH Ta 1HIII (axiBIIi.

OTxe, KOKHA oIepalliiiHa ciucTeMa Mae CBOI mepeBard 1 HeJONIKH, TOMY
KO’KeH BHOMpaE BIAMMOBIIHO IO CBOiX moOakaHb i chepu AisLTBHOCTI.
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Abstract. The paper considers the problem of cyber security and its impact on busi-
ness in the modern world. Global cyber security trends from a business perspective, how
global companies are interested in cyber security. An overview of the most common
threats, methods of cyber-attacks, consequences, and measures to avoid or mitigate them.

Keywords: cyber security, cyberattacks, global business, protection, social engi-
neering, information.

Anomayin. Y cmammi posensioacmocs npobnema xibepbesnexa ma il enius Ha
6isnec y cyuacnomy cgeimi. I 106anvui mendenyii kibepbesnexu 3 mouku 30py Oiznecy ma
HACKITbKY 2100anvHi Komnauii 3ayikaeneni 6 xibepoesneyi. O2nad Ha HatinowupeHiuii
3a2po3u, Memoou Kibepamax, HACTIOKU MA 3aX00U iX YHUKHEHHS. a0 NOM SAKULEHHS.

Knrwuoei cnosa: xibepbesneka, kibepamaku, 2106aneHutl 0i3Hec, 3aXucm, coyians-
Ha iHofceHepis, THpopmatiyis.

Cyber security has become a necessity for businesses of all sizes as their
systems and networks containing sensitive and valuable data have come under
siege by malicious actors. It is designed to protect all categories of data from
theft and damage. Without a cyber security strategy, your business cannot de-
fend itself from cyber threats leaving it vulnerable to malicious actors, who will
identify your business as an easy target. Along with the way technology has
evolved over the years, there has been a steady increase in inherent and residual
risks. Businesses have adopted more convenient methods of carrying out their
operations, for example, data can now be stored on the cloud, i.e. many busi-
nesses use cloud services like Amazon Web Services, to store their valuable
data. Although convenient, businesses rarely secure their information adequate-
ly while using these cloud services, paired with an increase in attacker sophisti-
cation, this has led to a heightened level of risk that your business may succumb
to a successful cyber-attack or data breach. Cyber-attacks are increasingly get-
ting more sophisticated as criminals are having an easier time evading tradition-
al security controls, through the adoption of new methods of attack that imple-
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ment Al and social engineering. Businesses as they adopt newer technology
need to also enhance their cyber security efforts to match it.

A strong cybersecurity strategy consists of different layers of protection to
defend your business against all kinds of cybercrime, including attacks that are
designed to access, change or destroy data, extort money from your employees
or business, or aim to disrupt your day-to-day business operations.

Cyber strategies should take into account: infrastructure security, network
security, application security, information security, cloud security, employee
security training and awareness, disaster recovery, or business continuity.

We are only becoming more reliant on technology, sensitive information
like client and customer information is being stored online on cloud storage
solutions like Dropbox or Google Drive. Businesses have become more reliant
on computer systems, and this has only been boosted by the COVID-19 pan-
demic, with the majority of businesses having to adopt work-from-home solu-
tions. This reliance along with the adoption of cloud services, smartphones, the
Internet of Things, and Al has led to various new security vulnerabilities that
didn’t exist a few years ago.

Governments have also increased their regulation when it comes to cyber-
crime, for example, the General Data Protection Regulation (GDPR) is the
toughest privacy and security law in the world. With the GDPR, Europe is sig-
naling its firm stance on data privacy and security at a time when more people
are entrusting their personal data with cloud services and breaches are a daily
occurrence. Therefore, with the increase in regulation by government bodies on
cybercrime, there has been an increase in importance and attention given to
cybersecurity. Standard boards like the National Institute of Standards and
Technology (NIST), have released a framework to help businesses understand
their information security risks, and improve their own cybersecurity measures
in the hopes of defending against cyber-attacks and data breaches [1].

Criminals are increasingly targeting the information stored by businesses,
with information theft being the most expensive and fastest-growing segment of
cybercrime. This is supported by the increase in businesses storing identifiable
information via cloud services, thus increasing its exposure. However, it is im-
portant to note that theft is not the only possible goal, with some criminals
choosing to either change or destroy information, with the hope of building dis-
trust in an organization or government.

Social engineering continues to be the easiest form of cyber-attack with
ransomware and phishing attacks being common attack methods to gain entry
into a business’s critical systems or networks. Third-party risk is also increas-
ing, as criminals choose to target third or fourth-party vendors, such as IT pro-
viders to gain access to businesses they partner with. All of the above trends
have only helped heighten the need for and importance of cybersecurity to be
taken seriously by businesses. Cyber-attacks can influence every organization
regardless of size, in many ways including financial losses, dip in productivity,
damage to reputation, legal liability, and business continuity problems. Accord-
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ing to The U.N. disarmament chief, cybercrime is up 600% because of the
COVID-19 pandemic. All signs point to cyberattacks only increasing from here
on out, therefore, businesses need to prioritize the implementation of a robust
cybersecurity program or strategy [2].

To protect your business from cybercriminals, we offer a few simple steps:

— Educate employees. Cybersecurity training is a strategy implemented by
the IT and Security professionals in an organization to prevent and mitigate risk
when it comes to compromising an organization’s information security. These
training programs are specifically designed to provide employees with clarity
regarding their roles and responsibilities when it comes to upholding information
security. A successful security awareness program helps employees understand
proper cyber etiquette, and the security risks associated with their actions and to
identify cyberattacks they may encounter during their day-to-day operations.

— Implement privileged access. Privileged Access Management refers to
the strategies and technologies organizations utilize to manage privileged access
and permissions for users, accounts, processes, and systems across an IT envi-
ronment. By strategically assigning employees the correct level of access de-
pending on their role and responsibilities in the organization, the overall risk of
suffering extensive damage from a cyber-attack is effectively mitigated, irre-
spective of whether it is from an external actor or due to internal errors.

— Monitoring, Detection & Response. Businesses need to monitor their
systems and networks on a 24/7 basis to ensure that there is no suspicious activ-
ity that may point to an attack or breach. If cybersecurity monitoring is not in
place this could lead to a delay in detecting that an attack is underway, and your
business may not be able to respond in time to prevent it or reduce its impact.

— Manage Third-Party Risk. Third-Party Risk refers to the potential threat
presented to a business’s employees and customer data, financial information, and
operations, from third-party vendors e.g. suppliers and other outside parties that
provide products and services and have access to your systems. It is important for
businesses to do their due diligence when collaborating with a vendor e.g. ensur-
ing that they have adequate information security policies in place and continue to
monitor that these standards are upheld when handling their valuable data.

Conclusions. The steps described above are reducing cyber-attack-related is-
sues in our day-to-day work, increasing our cybersecurity, and reducing the chance
of falling prey to a cyber-attack or data breach. This is one of the most important
parts of the process that ensures the continuation of all business activities.
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Anomauia. Cmeopero 6e6-000amok 3 HeoOxioHum gyuryionanom. Ilpoepammui mo-
oyni € doxymenmosanumu. IIpospamuuil K00 GUKOHAHUTLL BIONOGIOHO 00 NPasul “2apHo2o
cmunio” i MakcumanvHo onmumizoganuil. IIpakmuyHum 3acmocyganusm pobomu €
cmeopenHsl 6e6-3ACMOCYHKY 3 RPOCHO30M NO200U HA OCHOBI OUCMAHYILIHO20 MOHIMOPUH-
2y knimamuunux ymos. Cmeopena inghopmayilina cucmema 0ae MONCIUBICING 3PYUHO i
WBUOKO OI3HAMUCL 0eMANbHI NOKASHUKU NPOHO3Y N0200U 8 6Y0b-AKill mouyi ceiny.

Knruoei cnosa: ingpopmayitina cucmema, 6e6-000amox, MOHIMOPUH2, KAIMaAMuuHi
MO8

Abstract. A web application with the necessary functionality has been created. The
software modules are documented. The program code is made in accordance with the
rules of “good style”” and is optimized as much as possible. The practical application of
the work is the creation of a web application with a weather forecast based on remote
monitoring of climatic conditions. The created information system makes it possible to
conveniently and quickly find out detailed indicators of the weather forecast in any part
of the world.

Keywords: information system, web application, monitoring, climatic conditions.

Just peamizamii 1aHOTO TPOEKTY BHUKOPUCTOBYBanmd 0Oi0OmioTeky React.
React — JavaScript-6i6mioTeka € it CTBOPEHHS KOPUCTYBAIBKHX iHTepdeiciB.
Bona pgonomarae cripocTUTH CTBOPEHHS IHTEPAKTUBHUX iHTepdeticiB. Ham mot-
piOHO JwMIIe omucaTH, sIK Pi3HI YaCTHHH IHTep(ENCy BUIIIIAIOTH Y KOXKHOMY
cTaHi A0AaTKy i React e()eKTUBHO OHOBUTH JIHIIE MOTPIOHI KOMITOHEHTH, KOJIHU
JaHi 3miHsATBCA [ 1, 2].

Jus ctBopenHs React-momaTky BiAKpHBaEMO TEpMiHAIM 3a JOMOMOTOIO
KOMaH/IM npxcreate-react-app cTBOproeMo IpoekT 3 iM’sim weather-app. Ilicis
TOTO, SIK KaTaJIOT 3 IPOEKTOM CTBOPHBCS, BUJAISIEMO BECh BMICT (ailiiB App.js
Ta App.css y KaTajo3i src — BiH HaM OiJibllie He 3HaT00UTHCSI.

BcranoBimoeMo HacTyITHI akeTH, siKi OyyTh OTPiOHI B Iporieci po3poOKH:

— react-icons (s po6OTH 3 iIKOHKaMH);

— google-map-react (muist poGoTH 3 KapTaMu);

— react-alert Ta react-alert-template-basic (st po6oTH 3 OBiOMIICHHSIMI);

— recharts (mst po6otu 3 rpagikamu).

YV nporpami OyayTh Bi OCHOBHI CTOPIHKM — CTOpiHKa JIJIsl BBOJY MICTa, B
SKOMY MH X04eMO Ji3HaTHcs iHdopMairo npo noroay (cropinka CityForm.js),
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Ta CTOpiHKA /e Oe3mocepeHhO BUBOANUTRCS iHPOPMALis PO moroay (CTopiHka
WeatherData.js). V karaiosi SIC CTBOPIOEMO KaTajior pages, y sKOMy CTBOPIO€-
Mo ¢aiimu CityForm.js ra WeatherData.js — B Hux Oyae onucana po3miTka CTO-
piHoK i sorika, a Takox CityForm.css Ta WeatherData.css, ne 6yayts omucani
CTHJII IUX CTOPIiHOK.

[adopmariro mpo MOroay OTPUMYBATHMEMO BHKOPHCTOBYHOUH api caiTy
openweathermap. J{is boro HEOOXiAHO 3apeeCTPyBATHCS Ha JaHOMY pecypcei i
y TepCOHANLHOMY KabiHeTi oTpumatH api-kimod. Takok HEO0OXiTHO OTpUMAaTH
api-ximou i pobotu 3 google-kapramu. Lle HeoOXiaHO 3pOOUTH Y MEPCOHAIB-
HOMY KabiHeTi Ha caiiTi console.cloud.google.com.

VY oaitni App.js omucyemo ¢yskmiro getData() mis oTpuMaHHS MOTOIH Y
Oyzap-sikomy MicTi cBity. Jlorika nanoi QyHKIiT HacTymHa: BUKOHYeThcst GET-
3anMT 3a MocWiIaHHsAM http://api.openweathermap.orq i api-kiroua, SKHA MH
TIOTIePeTHHO OTPUMAIIH, IicTst 9oro oTpuMaeMo JSON-BIAMOBiAb, SIKY 3aHOCUMO
y BiacTuBicTh data. Takoxx mapajiesibHO BHKOHYEMO 0OpOOKY ITOMHIIOK, BUKOPHC-
TOBYIOUH METO/H 3 0i0Ii0TeKH react-alert Ayt BiqoOpaXkaHHs 1X Ha EKpaHi.

VY ¢daiimi CityForm.js, BAKOPHCTOBYIOUH PO3MITKY jSX, CTBOPIOEMO (HOopMy
3 TEKCTOBUM IIOJIEM i OJIHI€I0 KHONKOIO, TP HATHCKaHHI Ha Ky BUKJIUKATHU-
methest pynkuis getData(). V daiini WeatherData.js cTBoproemMo jSX po3miTky
CTOPIHKH, Ha SIKiif BinoOpakaTuMeThes iH(opMalis npo nmoroay: arMmochepHu
THCK, BOJIOTICTb IOBITpsI, IIOTOYHA TeMIeEpaTypa, MiHiMalbHa Ta MaKCHUMaJbHa
TeMIiepaTypa 3a TroJMHY Ta 3a JIeHb,CTaH Moroau (Hampukiaz — AOIl, TyMaH,
COHIIE), YacC CXOJy Ta 3aXO/y COHIIS, IIPOTHO3 MOTOJH HA 5 IHIB BIEpel, a Ta-
KoK cTBoproemo ¢yHkiiro getWeatherForecast() s oTpuMaHHS MPOTHO3Y
norogu. [lama QyHKIis mparroe aHanoriuHo mo ¢yHkmii getData(), Timpku
OTpHUMYE 1 30epirae aaHi mpo MPOTHO3 MOroaAu. Y KOKHOMY 3 OJIOKIB Ha eKpaHi,
B SIKMX BiJIOOpa)aroThCs JIaHi, BiJOYBAEThCS MAPCHHT JaHHMX 31 3MiHHOI data.
VYeci cruni 36epiratorees y daiini WeatherData.css.

VY Orowi 3 JaHUMH NPO TEMIIEPATypy BiOYyBaeThbCs iX MEPETBOPEHHS Y
rpagycu Llembcis (y JSON-06’exti BoHM BkaszaHi y ®PapeHreiitax), y Omomi 3
4acoM CXOJy Ta 3aXOJy COHIS IEPETBOPIOEMO MITICEKYHIH y TOJUHU Ta XBH-
JUHM, a y Oyomi 31 3HaYEHHSAM THCKY IepeBOAMMO 3HadeHHs Ilackanp y 3Ha-
YeHHS B MiIiMETpax PTYTHOTO CTOBIIIIS.

Bino6pakeHHs! IPOTHO3Y MOTOM BiIOYBa€ThCs HACTYITHUM YMHOM. [licis
TOTO SK OTPUMAEMO JaHi MPO IOToay, 30epiraeMo 3HaYCHHS TEMIIEPATypH Y
macuB forecast, a 3HaYeHHsT KOHKPETHOTO Yacy, KO Oyje Ta YM iHIIa TeMile-
parypa — y Macus categories. Jlani MacuBH mepeqaroThesl y BIACTHBOCTI JIiHIN-
Horo rpadika 3 6i6miorexu recharts, ne BigoOpakaroThCst 3a OOpaHUM 1HIEKCOM
nmas (Big 0 go 5, mo BiAmoBizae KimbkocTi AHIB). Bubip ingekca BigOyBaeThCs
HIDKYE rpadika — 3a JOMOMOror Meroxy map() BinOyBaeThCsl peHIEPHHT yCiX
MOXJIMBHX 3Ha4€Hb 4Yacy, KOJIM MOXHA NEperJIiHyTH roroay. [yt cTBOpeHHs
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6110Ky 3 google-kaproro Bukopucraemo kommoreHt GoogleMapReact 3 6i6imio-
Teku google-map-react, 8 mapameTpu SIKOTO TIEpelaEMO MOTEPEAHbO OTPHMa-
HUU api-KIr0Y, 3HAYCHHS NPUOIKCHHS KapTH, a TAKOXK KOOPAUHATH (OBroTY
Ta MHUPOTY), SKi OTpuManu, BUKOHaBIIM GET-3amut Ha caiitr openweather-
map.org. Ha manomy ertari crBopenHst Web-monaTtka 3aBepireHo.

s mpuknany BBOIUMO Y TEKCTOBOMY MOJI Oyab-sike MicTO (HampuKiana
JIbBiB), HaTHckaemMo KHOMKy “Getinfo”, ma HacTymHili CTOpiHIII OTpUMAEMO
iHdopMmarifo mpo moroay y aaHomy micri (puc. 1).

Lyiv, UA

Sunrise
07:25

11.84°C

8°1167°c  8%1200°C

Pressure
76894 Torr

Pucynox 1 — Bizyanizayis danux

Ha miit cropinmi BizoOpaxaeTbes iH(popMaris mpo moroay: arMochepHuit
THUCK, BOJIOTICTh MOBITPS, IOTOYHA TEMIIEpPaTypa, MiHIMaJbHA Ta MaKCHMaJbHa
TeMIepaTypa 3a TOJMHY Ta 3a JIeHb, CTaH IOroJu (01, TyMaH, COHIIE), Yac
CXOJly Ta 3aXO0Jly COHIISI, IIPOTHO3 MOTOAM Ha 5 NHIB (MOKeMO oOpaTtH moTpio-
HHUI HaM JIeHb), @ TAKOXX € MOXJIMBICTh HeperisHyTH google-kapTy, ie BKa3aHO
PO3TaIlyBaHHs MiCTa.

TakuM YHHOM, NMPAKTHYHUM 3aCTOCYBAaHHAM POOOTH € CTBOPEHHS BeO-
3aCTOCYHKY 3 NPOTHO30M IOTO/IM HA OCHOBI AMCTAHI[IHHOTO MOHITOPHHTY KIIi-
MarnuHux ymoB. CTBopeHa iHdopmarliiiHa cucTeMa MiIXOAWTh sl BUKOpPHUC-
TaHHS K OKpeMili 0coli JuIs cBOIX MOTpeO, Tak i A aHANi3y METEOJaHuX BY-
3bKOCTICIIIaTi30BaHUMH TIIIPHEMCTBAMH a00 HayKOBMMH ycTaHoBaMH. Bona
JTa€ MOXJIMBICTD 3pYYHO 1 IIBHAKO [I3HATHCH NETaJbHI MOKAa3HUKHA INPOHO3Y
MOTOM B Oyb-AKiH TOYIII CBITY.

Ingpopmauiiini 0sxcepena
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BE3NIJIOTHI JIITAJIBHI AITAPATHU VIS HIJIBUINEHHA
OYHKINIOHYBAHHA KPU30BOI'O HEHTPY
OUBLJIIBHOI'O 3AXUCTY

Januin bezen, Cepziit Emenvanenko

JIvsiscokuii Oeprrcagnuil ynieepcumem 6e3neKu HeummeoianbHocmi,
M. Jlveis, Ykpaina

Anomauia. Kpusosuil yeump yugineHo2o 3axucmy 6ioicpae 8axciugy poiv y npu-
UHAMMI YNPAGIIHCOKUX PileHb NpU HAO38UYALHUX CUMYAYISIX HA OCHOBI MOHIMOPUHEY
ma awnanizy ompumaroi ingopmayii. Bin maxooic ciayeye 0ns Hanazo0xceHHss ma Ois
KOOPOUHYBAHHA 83AEMOOIT 6CIX Op2aHi6 0epiHcanoi 61adu ma OnepamueHo-pamy8aibHUx
niopo3oinie micma, ma obnacmi y pasi GUHUKHEHHs HA038uuatHoi cumyayii. /[ns egek-
MuUHO20 Mma Oe3neuHo2o nPogedeH s Po36i0y8aNbHUX 3a0ay € OOYITbHUM 3ACTNOCYBAHHS
BIIJIA Ha eioxkpumomy npocmopi, wo 0038011€ nokpawumu OisnvHicms Kpusosoeo
YeHmpy YuginbHO20 3aXUCHTY .

Knwuoei cnosa: xpusosutl yewmp, HAO36UHAUHA CUMYAYis, YUSLIbHUL 3AXUCHI,
BI1IJIA, kpuzose ynpasiuinmsi.

Abstract. The Crisis Center of Civil Protection Crisis Center plays a vital role in
making emergency management decisions based on monitoring and analysis of the
received information. It also serves to establish and coordinate the interaction of all
state authorities and operational rescue units of the city and region in case of
emergency. For the effective and safe performance of reconnaissance tasks, it is
advisable to use UAVSs in open spaces, which allows for to improvement of the activities
of the Crisis Center of Civil Protection.

Keywords: crisis centre, emergency, civil defence, UAVSs, crisis management.

CruxiiiHi uxa, KaTacTpOo(pu HA HAIIIH [JIAHETI MOPOKY 3a0UPAIOTh JIFO -
CBKi JKHTTS, PyHHYIOTh HACEIICHHI ITyHKTH ¥ pi3HI 00’€KTH, MPUHOCIYHN BEJHKI
30UTKH [eprkaBi Ta HaceneHH0. Tinbku 3a 2021 pik YkpaiHa BTpaTuia BiJ Hal-
3BUYAHUX CUTYaIii 30uTKiB Ha cyMmy noHax 24,4 muH monapis [1], a mwme 3a
BiCiM MICSAIIIB BiJi MOBHOMACIITA0HOI BiHU, 30UTKH YKpaiHH CATAIOTH MOHAJ
127 mnpa nonapis [2].

Sk Hacmimox [JepxaBHa ciry>k6a YkpaiHu 13 HaJa3BUYalHUX CUTYAIlil iHiIli-
I0€ Ta BIIPOBAPKY€E CYYacHi TEXHOJIOTii Ta HOBITHI METOIM JJISI BUPIIIEHHS IPO-
OyeM 3 JTKBiJaIii HACHIAKIB BifichkOBHX Aill. BoHa CTBOpIOE Ta/abo 3amo3u4ye y
3aKOPJIOHHUX TMAPTHEPIB HOBI Ta Cy4acHi crocoOu y 00poTh0i 13 HaI3BUUAHHUMU
CHUTyarisiMu (BificbKOBOTO Xapakrepy). OZHNM i3 XOPOIINX MPHKIIAIIB OCBOEHHS
Ta IMIUIEMEHTYBaHHS 3aKOPJOHHOTO JIOCBiIy Ta €BPONEHCHKHUX CTaHAAPTIB, €
CTBOpPEHHs Ha 0a3i HaBYAJIBHMX YCTAHOB IMBUIBHOTO 3aXWCTy Ta MiJPO3[ILIiB
neHTpansHoro mianopsakysanuio amapary JICHC Ykpainn KpuzoBux 1ieHTpiB.
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Metoro Kpu3oBoro meHTpy LUBUIBHOTO 3aXUCTy — MiJBHIICHHS DPiBHA
KOMIICTEHTHOCTEH Ta HaBHKIB Yy BiIIpaIfOBaHHI B3a€MOJii BCIX OpraHiB JepiKa-
HOi BIIaM Ta ONEPaTHBHO-PATYBAIBHUX IMIAPO3IUIIB MicTa Ta obyacTi y pasi
BUHUKHCHHS HAJI3BHYaiiHOT cutyanii. HamaromkeHHs B3aeMOIil Ta TOPSAKY
3aJIy9eHHS BiIIOBIIHWX OpTaHiB YIpaBIiHHSA B ymMoBax BuHUKHeHHA HC, 30k-
peMa 3 IpaKTUYHUMH IpaliBHUKaMH, SKi Oe3rnocepeHbo BXOMAATH 0 CKIIaay
komiciit TEBTaHC wmicTa Ta obnacri, mrrady 3 mikeiganii HC [3].

OpmHUM i3 OCHOBHHX 3aBJIaHb KPH30BOTO LEHTPY € MOHITOPHHT i aHAaJi3
oTpuMaHoi iH(popMalii Ta 31iiCHEHHS CBOEYACHHUX Ta NPaBHIBHUX yIPaBIiHCh-
KUX pilIeHb. A JUISl IbOTO HA/IBAXJIMBO MPOBECTH SKICHY PO3BIAKY MiCISl BUHHH-
kHeHHs: HC. MeToro npoBeieHHST pO3BIJKH BBa)KA€THCSI OTPUMAHHS TaHHX, IO
OyIyTh BHKOpPHCTaHI IJIi BU3HAUEHHS CTYIIEHIO 3arpO3H JIIOJSM, TPAaBHIBHOI
OIIIHKM 00CTAHOBKH Ha MICIIEBOCTI Ta MPUHAHATTS BiAMOBIIHOTO PIMICHHS IIOI0
nikBigamii manoi noxii. EQekTuBHICTh po3BigyBadbHUX 3aX0MiB Oy/e 3alekaTi
BiJl BUKOHAHHS HU3KH BHMOT, TAaKUX SIK ONEPATHBHICTH, OE3MIEPEPBHICTh, aKTH-
BHICTb, JOCTOBIPHICTH 1 I[UIECHIPSIMOBAHICTh [4], TOMY 3aCTOCYBaHHs O€3MiI0T-
HOI TEeXHIKH AJIs1 BAKOHAHHS PO3BIAYyBaJbHUX 3a/a4 Ha BIAKPUTOMY HPOCTOPI €
HaiiOLIpII epeKTUBHNM Ta Oe3meYHHM. be3niIoTHI TiTanbHI anapatH, sKi TaKox
B NPOCTOHAPOIJII Ha3WBaIOTh “Oe3MiNOTHHKaMu” 1/abo “mpoHamMu’, IIMPOKO
3aCTOCOBYIOTb SIK y BilICBKOBHX CIIpaBax, TakK i y UBUIbHOMY XHTTI.

B Vkpaini BITJIA mupoko BUKOPUCTOBYIOTH I TIPOBENCHHS PO3BimyBa-
JIHUX OTIepalliil MmiJ] Yac BOEHHUX i, a JUIs MOTPeOd MUBLIHLHOIO 3aXKCTy HOTro
MOMYJIAPHU3aLlisl TiIbKM Habupae o0epTiB, aje BKe 3apa3 IX BUKOPUCTAHHS MOKa-
3y€ JIOCHTH XOPOILi Pe3yJIbTaTH. [X 3aCTOCOBYIOTH JUIS FapaHTyBaHHS POGOTH
TYMaHITapHUX KOPHIOPIB, JUIA eBaKyamii Ta s CYHPOBOAY DPO3MiHYBaHHS.
Takoxk O€3MUIOTHUKH 31HCHIOIOTh PO3BIJIKHU MOXKEXK Ta OIS 30H HaJ3BUYAM-
HUX CHUTYaIlii.

Crextp 3acrocyBanb BITJIA 3 KO)KHUM pOKOM POCTE i pO3BHBAETHCA, a Ho-
ro HOMyJsIpH3allisi BCe Kpalle 1 IIBHIIIE J03BOJISE OTPUMYBATU aHAJITHUHY
iHdopmMariito, Oifblie TOrO BOHO 3/CUIEBIIOE JAaHy 3aaa4y. Jlo npuknany [5-7],
MOXKHa BHMIUTUTH Taki cepu 3actocyBaHHs BIIJIA, siKi BUKOPHCTOBYIOTBCS
3aKOPJIOHOM: BiliCHKOBa pPO3BiJKa; BHKOHAHHA 3aBIaHb MOHITOPHHTY IOTEH-
iHHO HEeOEe3MeYHNX 30H, BUSABJICHHS PadialliifHOl, XIMi4HOI Ta Gi0JOTiYHOT He-
Oesriexk 4M 3arpos, ieHTndikauii oTpyHHUX pedoBHH, ineHTH(IKamil Oiomoriy-
HHUX 3ac00iB, MONEpEHKEHHS Ta BU3HAUCHHS MiCIs PO3TallyBaHHS HeOe3mleK i
3arpo3; HeoOXigHiCTh KapTorpadyBaHHA Ta cTBOpeHHsA 3D kapT; mpu OmiHII
CTYIEHIO TIOIIKO/PKEHHsI OyNiBII 1 PU3UKY NPOBEAEHI aBapiiHO-pATYBAILHHUX
poOit; Bukopuctanus BIIJIA mms mocraBku ryMaHITapHHX pedeil meprioi 1o-
nomory; BukopuctanHsa BIIJIA npw BUHUKHEHHI HaA3BHYANHOI CHUTYyaIil mpH-
poaHoro XapakTepy (IOBeHi, 3emierpycax); Bukopucranns BIIJIA npu npose-
JICHI TIOIIYKOBO-PATYBAJIbHUX pPOOIT Ha BOAI, B ropax, Yd INpH po30upaHHi
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KOHCTpyKLii; BuKopuctands BIIJIA nmpoBeneHHs mpodimakTHIHOT TisITPHOCTI Y
OyamiBenmpHIH ramysi A JONOMOTH iHCTEKUii y mepeBipii OyziBens i MaiinaH-
YUKiB JUIs 3a0e3redyeHHst Oe3neku Ta KOHTpouto; BHKopHucTanHs BITJIA mus
CTBOPHTH 3arajJibHOT KAPTHHU HAJ3BUYANHOI CUTYaIlii miJ 9ac abo Mmiciis MOJii,
U1 chopMyBaHHS CIIPaBKHBOI KapTHHH MacIITady Ta ii BIUIMBY; A chopmy-
BaHHS ONTUMAJIBHOI JIOTICTHYHOT PO3B’SI3KU Ta MPAaBHIBHOTO PO3MOIIIY pecyp-
CIB ITiCJISl CTUXIIHOTO JINXa; CIIOCTEPENKEHHs 3a MOMISIMH Ta MacOBUMH 3i0paH-
HSMH B PeaJbHOMY Yaci, sIKi OXOILTIOIOTh BEJIMKI TEPHUTOPIi, Taki K MapadoHH,
CIIOPTHBHI 3aX0M Ta ()eCTUBAI, SIKI CTBOPIOIOTH Oarato mpoOisieM aiist Opuran
MIBUAKOT JOMOMOTH.(MEANIIMHA KaTacTpod); MBHUIIIE PearyBaHHs Ha BUKJIMKA
Y CUTBCBKil MicieBOCTI (pO3p00IeHHS MPOTOTUIIB HMACAXUPCHKUX MOBITPSIHUX
TPAHCHOPTHUX 3aCO0IB U TOCTABJICHHS MAIIEHTIB IO JiKapeHb); KOHTPOIb 32
CTaHOM JIICOBUX MAaCHBIB, CLIBCHKOTOCIIOJIAPCHKHUX IOCIBIB, CTE)XEHHS 3a SIKic-
TIO Ta CBOEYACHICTIO BXKUTTS PI3HUX 3aXO0/iB Ha IIUX TEPUTOPIIX.

OTxe, Bukopucranus BIIJIA g motped KpuzoBoro meHTpy Bimirpae Ba-
JKIUBY POJIb JUIS NPUIHATTA yNpaBIiHCHKUX pimieHb mifg yac HC, a ocobmuBo
Mij 9ac BiiCHKOBOI'O CTaHy.
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AHAJII3 METOJUK TA IPUCTPOIB CKAHYBAHHSI
PAIYKHOI OBOJIOHKH OKA JIJISI BAKOPUCTAHHS
B I'AJTY3I HACAKNPCHLKUX NEPEBE3EHD

1 2
Baneumun I'onuap”, I'anna Mapmuniok
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Hauyionanvnuii agiayinnui ynigepcumem, m. Kuies, Yxpaina
2Mapiyn0ﬂbcw<m? Oepacasnuii ynieepcumem, m. Kuis, Yxpaina

Anomauia. Y 0onosioi nagedeHo 0CHOBHI MEMOOUKU CKAHYBAHHS PAUOYHCHOT 000~
JOHKU OKa. Hadano nopigHanvHy Xapakmepucmuxy memooie oiomempuunoi ioenmui-
Kayii. Hasedeno ma npoauanizo8ano npucmpoi, AKi MOXCHA GUKOPUCTIOBYBAMU 8 2aTLY3i
nacas’scupcLKux nepeseseHb.

Knruoei cnosa: paiioyscna obonouka oxa, biomempuuna ioenmugixayis, memoou
CKAHYBAHHS, NACAJICUPCHKI NEPe6e3eHHS.

Abstract. The report describes the basic methods of scanning the iris. A
comparative description of biometric identification methods is provided. Devices that
can be used in the field of passenger transportation are given and analyzed.

Keywords: iris, biometric identification, scanning methods, passenger
transportation.

PosmizHaBaHHA paiIy>KHOI OOOJIOHKM OKa — Ii¢ OIOMETpHYHHHA METOZ,
AKMi HAGMPAE MOMYIAPHOCTI B ychOMY CBiTi. Oro TouHicTs i Ge3KOHTAKTHUIH
MeToJ ineHThdiKamii ocid poOIsATs HOTO iealbHIM OIOMETPUYHHAM PIlICHHSIM
JUTS 0araThOX HANPSIMKIB JIFOJCHKOI AISTEHOCTI.

Sk 1y BUMaAKy 3 yciMa GiOMETpHUYHUMH PillIEHHSIMH, OJAHUM 13 (hakTopiB,
SIKHI TIEPEIIKOKA€E 3pOCTAaHHIO, € TypOOTa PO KOHDIACHIIWHICTD 1 HE3PYUHO-
CTi, 1[0 BUHHKAIOTh JJIsI KiHIIEBOro KopuctyBadya. OiHaK y Mipy ToOro, sik pi-
LIEHHS CTAIOTh O3MEUHIIMMH Ta 3pYUHIIIUMH JJIsl KOPUCTYBaYiB, 1[I MpoOIeMu
BUPILIYIOTHCS, 1 TaJly3b NPOJIOBXKYE CTPIMKO po3BuBarucs [3].

CkaHyBaHHS palIyHOI OOOJOHKH BHUMIpIOE YHIKaJbHI Bi3epyHKH B paii-
JYXKHii 0OOJIOHIII, KOJEOPOBI KOJIa B odYax Jogel. biomeTpuuHi ckaHepu I
po3Mi3HaBaHHs paiykKHO1 00OJIOHKH OKa MPalioI0Th MUITXOM OCBITICHHS paii-
Jy’KHOi OOOJIOHKM OKa HEBHJMMHUM IH(PAYEPBOHUM CBITJIOM IJISI BHUSIBICHHS
YHIKaJIbHUX Bi3epYHKIB, SKi HE BUIHO HE030poeHNM oKoM. CKaHepH paayx HOI
00O0JIOHKH BUSIBIISIIOTH 1 BUKIIFOYAKOTh Bil, TIOBIKH Ta M3€pKaJbHI BiIOIMCKH, SKi
3a3BUYail OJIOKYIOTh YaCTUHU panaykHOi 00010HKH. KiHIIEBUM Pe3yJabTaToOM €
Habip MiKCeiB, M0 MICTHTH JIUIIE PaWIyXHy 000I0HKY. Jlami Bi3epyHOK JiHiH 1
KOJIbOPiB OKa aHai3YEThCS, MO0 BUAUIMTUA OITOBUI Bi3€pYHOK, SIKHH KOIY€E
iHpopManito B padayxHii obomoHmi. Leit 6iToBuil mabion onuppoByeThCS Ta
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TIOPIBHIOETHCA 13 30epekeHNMH ITabioHaMu B 0a3i JaHWX I TepeBipka (3ic-
TaBJICHHS IA0JIOHIB OJUH 10 OAHOT0) abo ineHTUdikanii (3icTaBiaeHHs madIo-
HIB OJIMH 10 Oarathox) [2].

[MpuxnagoM BHKOPHUCTAHHS BOTO OIOMETPHYHOIO METOIY B rajy3i maca-
JKHPCBKHX TNEPEBE3CHb € TPAHCIIOPTHA CITyk0a, sika 00CIyroBye YOTUPH OKPYTH
Kamnigopnii, CIIIA. Bona Tectye ckaHepy paiay>kHoi 000JIOHKH OKa, 11100 nepe-
KOHATHCS, 10 CTYICHTIB BUIIAKOBO HE 3aJHIIMIA B aBTOOYCI, e TaHi BUIIPO-
OyBaHHS BHKJIFIKA€ 3aHCTIOKOEHHS 111010 KOH(IACHITIHHOCTI AESIKUX SKCIIEPTIB.

Excnepument y KamidopHii cTaBcs B TOH MOMEHT, KOJH IITKOJIM BCE Jac-
TilIe BIPOBAKYIOTh TEXHOJIOTII IJIsI KOHTPOITIO 32 YYHAMH 33U iXHBO1 Oe3re-
ku. CkaHepH paimy>KHOI 0OOJOHKH OKa piAlIe 3yCTPidaroThCs B MIKOJIAX, ajie B
6araTboX IITaTax iX BAKOPUCTOBYBAJIM AK 3aMiHY CTYAEHTCHKHX KapTOK.

B aepomopTax cBiTY TEXHOJIOTIsI pO3ITi3HABAHHS Paiy’KHOIO OOOJOHKOIO
OKa BCE HIMPIIEC BUKOPUCTOBYETHCS IS IMiJBUINCHHS OC3MEKH, 3PyYHOCTI ma-
CaXKUPIB 1 MOJIMIICHHS e()eKTUBHOCTI poOOTH mepconany [1].

[TopiBHSHO HOBHIA OJATOK PO3Mi3HABAHHS paiiy>KHOI 000JOHKH TPU3HA-
YEeHHUI He JUIsl MacaKUpiB, 110 NpHOYBaIOTh B aepoIoOpT, a I THX, XTO BiJ0y-
Bae. Bono nos3Bonse ms “Haniiinux nacaxwupi” (Trusted Travellers) npucko-
PHUTH TPOXODKEHHS peecTpalii Ta IHIINX IPOLEIyp, OB A3aHUX 13 Oe3MeKor0
MOJTBOTY.

VHIKaJIbHUI 10JaTOK pO3IMi3HABaHHS Paiay>KHOI OOOJOHKM BKIIIOYAE pe-
TEJIbHY INEepeBipKy Ha HasBHICTH TOTO YW IHIIOIO IMAcaXHpa B KOHTPOJIHHOMY
cimcky WatchList, mo MicTUTh iHPOPMALIO PO IiJ03PLIHX, PO3MIYKYBAHUX
abo BHCHaHMUX 3 KpaiHu oci0. Haiibinpina Ha ChOTOAHINMIHIN JCHB 1HCTAJSIIS
i€l mporpaMu posmizHaBaHHs paiilyKHOT 0OOJOHKH, 10 BHUKOPHUCTOBYE pPO3-
NOJIICHY apXiTeKTypy mija Ha3Boto IrisFarm [4].

OTxe, po3mi3HaBaHHS paiayXHOI 00OJOHKH OKa — II¢ aBTOMAaTH30BaHUM
MeroJ 6ioMeTpu4HOi ieHTUdiKanii, sKuii Oepe yHiKanbHI Bi3epyHKH B KiJblie-
MO/ (iIOHIN 001aCTi HABKOJIO 31HMII KOKHOTO OKa. lle Haa3BUYaliHO HAMIMHUH 1
TOYHHUHA MeTOX imeHTH(DiKaMii 3 TyKe HIU3HKUM PiBHEM ITOMIJIKOBHX 30iTiB, IT0-
PIBHSIHO 3 IHIIMMHU CHCTeMaMH OioMeTpuuHOI ineHTH(ikaii. OCKUIbKH MiaTBe-
PIUKEHHS OCOOMCTOCTI TMacakupa 3a pe3ysibTaTaMH CKaHYBaHHS paiy)KKH, BH-
Marae napamerpy — TOYHICTb BH3HAueHHSA. [IOMMJIKM MOXYTh TpaIuIATHCS 3
BipoTimHICTIO 1 0 2 MUTBHOHIB, B TOH Yac sSK CKaHYBaHHs BiIOWTKY Majbls —
qumre 10 100 000. ToOTo mig yac BUKOPUCTAHHSA JaHO1 CUCTEMU B Taly3i maca-
KHUPCHKUX TEPEBE3CHb, MMPOOIEMH 3 MOMHUIIKOBOIO ieHTH]iKaIi€l0 OyayTh BH-
HUKAaTH HE TaK 4acTo, MOPIBHAHO 3 IHIMHUMH O010METPUYHUMH METOJIaMH 1/1eH-
TrdiKarii macaxupis.

Takox Meron imeHTH]IKaIil Macakupa 3a paiayXKHOIO 00OJOHKOIO OKa,
JIO3BOJISIE 3YUTYBaTH 000JIOHKY 3 BiacTani 10 150 cMm, Ta He moTpedye mpsaMoi
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B3a€eMO/IiT 3 0C00010, Ky MepeBipsrOTh. Jl0 TOTO X, HAsBHICTH iHYPAYSPBOHOTO
MiZICBITJICHHS JTO3BOJISIE 3YUTYBaTH OIOMETPHYHI JaHI 3 OOOJIOHKH OKa, TpHU
OJITHYTHX JIIOJAMHOIO COHIIE3aXUCHUX a00 ONTHUYHUX OKYJSPIB, a TAKOX JiH3,
110 B CBOIO Yepry, HE CTBOPIOE JJIs 0CI0 HEOOXITHOCTI TOAATKOBUX MaHIMyJisi-
wiit aus 3aificHeH s 3UMTyBaHHS 00OJIOHKHM oKa. Po3risiHeMo cucremy ineHTH-
bikamiii ocodbu 3a momomororo mpuctporo Eyelock. IIBuaKiCTh 34nTyBaHHS
TaKoro ckaHepa craHoBHTH 50 ocib 3a xBWIHHY, 0 ctaHOBUTH 72000 ocib Ha
1006y [5]. Taka BECOKa MIBUAKICTH PO3Mi3HABAHHS € HEOOXiHOO JUTs OiIBIITOCTI
aepoIIopTiB, 3 BEIMKUM MOTOKOM TMacaxupiB. | Hapasi me Haiikpare pimreHHs,
BpPaxOBYIOUH IIBUAKICT TMPOMYCKaHHS MAacaXHpiB Ta KOEPIi€eHT MOMHIIOK.
Hapasi TexHONOTis BHKOPHUCTOBYIOTHCS B aepomopty Jlybai B OO0’emHaHmX
Apabcpkux Emiparax 6].

Bucnoexu. Cuctemu ineHTudikarii ocodu 3a pailyKHO0O 000JIOHKOK OKa
IUIsL TTACAXKUPCHKOTO TPAaHCHOPTY, 3017bIIATE MIBUAKICTH OOCIYrOBYyBaHHS Ia-
CakKHpiB, OCKUTPKM 3HUKHE HEOOXIMHICTh peecTpalii Ha petic. Takox mpussene
JI0 3arno0iraHHs MOXIIMBMM TepakTaM a0o IHIIMM IMPaBOIOPYLICHHS, IO B
CBOIO Yepry IpH3Bee 10 HOJIMIISHHs TpaHCcopTHOT 6e3nexn. HasBHi MeTonu-
KU Ta IPHUCTPOI CKaHYBaHHS paliyHOi 0OOJOHKH OKa JUIi BUKOPHUCTAHHS B
rajgy3i MacaKMpChbKHX MEpPEBE3CHb, I03BOJSIOTH BTIJIMTH B JKUTTS INPOEKT 3
BIIPOBAJPKEHHSI CUCTEMH iJeHTH(DIKaIT 0coOu 3a paiayKHOI 0OOJIOHKOIO OKa
B MiCTaX, [ 1ie Hapa3i He BIPOBA/HKEHO, 0€3 CTBOPEHb BEIUKHUX TPYIHOLIIB JUTs
TTACaKHUPIB.
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OBI'PYHTYBAHHS IHOOPMAIIMHO-AHAJITUYHOI CHCTEMHA
MIATPUMKHA NPUAHATTS YIIPABJITHCHKUX PINIEHD
MOJ0 MATEPIAJIBHOI'O 3ABE3IIEYEHHS
CIIEIJAJII3OBAHUX ®OPMYBAHbD

1 2 .2
bozoan Koxomko~, Onexcanop Ilpuoamko®, Poman I'onosamuit

YUT-komnania Scanmarket, m. Konenzazen, /lanin

2 . o o . . .
JIveiecokuil depircagnuii ynieepcumem 0e3neKu HeummeoiaibHocni,
M. Jlveie, Yrpaina

Anomauia. Mosa tioe npo cmeopeHHsa cucmemu RIOMPUMKU NPUUHAINMA DiuleHb
HA OCHOBI OompuManHs I azpeeayii Oawux O onmumizayii npoyecie onepamusHoO20
VIPABIHHA pecypCcHO20 3abe3neyerts Cheyianizo8anux opmyeans.

Knrwuosi crosa: cneyianizoeani ghopmysaris, Ynpaeiints npoyecamu, neinepJec,
XMapui mexHo02ii, azpezayis OaHUX, NPUUHAMMS PilieHs.

Abstract. We are talking about the creation of a decision-making support system
based on the acquisition and aggregation of data to optimize the processes of
operational management of food resources of specialized formations.

Keywords: specialized formations, process management, paperless, cloud
technologies, data aggregation, decision-making.

Cy4acHi yMOBH JIOTICTUYHOTO Ta PECYPCHOTO YIpPAaBIIHHS CIeliali3oBa-
HUMHU (OPMYyBaHHSIMHU MOTPEOYIOTh MOCTIIHOT pOOOTH i3 BEIMKHMHU 00’ eMamMu
nannx. Haxans, mponenypa oOpoOkn naHuX, 3a3BUYai, 341HCHIOETHCS BPYUHY,
a MakCHUMaJIbHHI TPOrpec 100 aBTOMAaTH3alil UX IPOLECIB JTOCATHYB JIMIIE
PIBHSI BUKOPUCTaHHS MakKeTiB 0(iCHUX MPHUKIAIHUX nporpam. Pydne abo Hari-
BaBTOMATHYHE OOPOOJIEHHS BEIMKOro OOCATY AaHHX MOXKE 3yMOBIIOBATH [0
BUHHMKHEHHSI TTOMWJIOK, CTBOPIOE HM3KY IpOOJIEM MOB’S3aHUX 3 HETOYHICTIO
OIIPAIfOBAHHS JJAHUX, 3yMOBIIIOE MTOBTOPHI MepepaxyHKH TOMIO. SIKIIO po3riis-
JIaTH CEKTOp pecypcHOro 3abe3rnedeHHs onepaTuBHUX (opMyBaHb, TO JONATKO-
BOIO XapaKTEPUCTHUKOIO TAaKWUX JTAHUX — AWHAMIYHICTb. J[0 pHKIary cKiajachbke
MPUMIIIEHHS CIyXOW MPOOBONBEYOT0 3a0€3MEeYeHHS MPOTATOM 100U Mae Haj-
XOJDKEHHSI HU3KM HOBHX TaHWX — HOBI HAJXO/KCHHSA, 00JIIK BUKOPHUCTAHOTO,
TepMiHHU 30epiranHs, HaKJIaHi BUTpaTu Ta 6araTo iHIIOTO.

AKTyaJTbHMM MPHUKJIAZOM HOTpeOH y aBTOMaTH3alii mporeciB 00poOku Be-
JMKUX MacHBIB JaHUX € MOTpeda y MiATOTOBIN THXHEBHX a00 MIOMICIIHUX 3Bi-
TIB CTOCOBHO BHMKOPHCTaHHSI PECypciB, iX KUIBKOCTi, HIHHOCTI YM BUTpaT Ha
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MIPUKIIai IPOAOBOIBUMX TOBapiB. BiacHe 00poOka Ta OTpUMaHHS TaKUX ITaHUX
32 yMOBH BEJIMKOI KIBKOCTI BXIJJHUX MapaMeTpiB OyBae BKpail yCKIJIaJIHEHOO.
[MigTprMKa moAiOHMX MPOIECiB Y TpagumiiHHOMY (opMarti € BKpail TpOMi3 KO0
Ta TOBITBHOIO, IO MOKE CHPUYMHHUTH JO BTPATH AKTyalTbHOCTI OTPHMAaHOTO
pe3ynbTary.

VY CBITII NOCTaBJIEHUX MPOOJIEM BapTO PO3IIISIHYTH BIIPOBAKEHHS CHCTE-
Mu npuiteiaTTa pimens (Hagami CIIP) 3 moOymoBoro 3pydHOrO JFOIWHHO-
MAaIIMHHOTO 1HTep(eNCy SKUA TO3BOJIMTH 3MIHCHIOBATH KEpyBaHHS BiAIOBIiJ-
HUMH TIpoliecaMu MartepianbHoro 3abesnedenHs. CIIP He maroTh 3aranbHOI-
PHUHHATOTO BU3HAYCHHS TaK K IX KOHCTPYKIIS 3aJI€)KHUTh Bifl IOCTABJICHHX 3a-
na4. Buxopucranns CIIP, B mepury 4epry, 103BOJNTH aBTOMAaTU3yBaTH HU3KY
MpOLECiB, a IHII PaJUKaJIbHO CHPOCTHTH — BBiJ, MiATPUMKA Ta MOHITOPHHT
JaHWX i (POpMyBaHHS BiAIIOBIIHUX 3BiTIB.

Ha nepmomy erami po3poOku IUIaHyeThCS pealtizaliist IPOTOTHITY CUCTEMH
MiATPUMKH NPUIHATTA pillleHb L1010 OpraHi3amii MpoJoBOIFYOT0 3abe3neyueH-
Hs Ha 0a3i JIbBIBCHKOTO JIep)KaBHOTO YHIBEPCUTETY O€3NEeKH KUTTEAISIBHOCTI.
3a yMOBH e(eKTHBHOI peaiizamii cuctemMu, Oyre MOXIHUBE 11 MOJaNbIIe MacI-
Ta0yBaHHsS Ha iHIII Cremiaii3oBaHi (opMyBaHHS YKpalHH HUITXOM arperamii
YHIKaIBHUX JJAHUX B MEXKaxX OJHOTO CEpBicy. 3BMYaliHO, IO MacIiTalyBaHHSI
cucTeMH NoTpeOyBaTHMe PO3POOKH JOAATKOBUX MOAYIIIB 3aJIEKHO Bij CHELH-
¢iky GYHKIIOHYBaHHS MiAPO3ALTY.

BaxniBo BiMITUTH, IO PO3pOOKa TAKUX CHCTEM CTAa€ HE JIMIIE aKTyallb-
HOI0, a i JJOCTYITHOIO yepe3 nmomysisipu3aiito [T TeXHOIoriii Ta Bce OUIbIN aKTH-
BHOTO iX mompeHHs. Ha gaHuit gac icHye BETMKHUI CTEK TEXHOJIOTIH i3 HeoO-
MEXEHUM JIOCTYIIOM, 1110 JJO3BOJISIE X BUKOPUCTAHHS 3 METOIO peaizalii npukK-
JIaTHUX 3aBIaHb aHAIITHKUA BEJIMKOTro oOcsry aaHux. 31e0uIbinoro po3podka
MOIOHUX CHCTEM MiATPUMKH MPUAHATTS PIillIeHb HE MOoTpeOye BeTNKuX (iHaH-
COBHX 3aTpar, JIUIIC PO3POOKH apXiTEeKTYPH CHCTEMHU Ta 11 iMIUIeMEHTAIIii.

Ha nogarkoBoMy etarmi mporpaMHoi peasi3aliii CHCTEMH JOCTaTHBO 3ally-
YEeHHsI HEBEJIMKOI KOMaHJIM PO3pOOHUKIB y KuIbKocTi 2 — 3 ocobu. Takum 4n-
HOM 0e3 3aTpar J0JIaTKOBHX PECYpCiB, Ha MOYATKOBHX €Tarax po3poOKH MOXKHA
OyZie akKTMBHO BUKOPUCTOBYBATH (iocodito MiAX0my 0 pO3pOOKH Mmporpam-
nux cuctem “fail fast, move/learn faster”. Taka cucrema mMoske GyTH peastizoBa-
Ha 32 KIIE€HT-CEPBEPHOIO apXiTEKTYPOIO i3 BUKOPHCTaHHSIM OJHi€l MOBHU IIpO-
rpamyBanHs (10 npukiary Javascript). Onrumisariist po60TH CHCTEMHU MOKIIHBA
3a paXyHOK BHKOPHCTaHHS HHU3KH MOIIMPEHNX (PeHMOpKiB Ha PI3HUX PIBHAX
NIPE/ICTABICHHS JaHUX, a TAKOX ICHYIOUMX HNPHUKIAJAHUX MPOTrpaMHUX iHTep-
¢eiiciB (API) ta npuknagHux iHTEp@eiiciB KOpUCTyBaya Ta XMapHHUX CEpPBEPax.
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B kiHIIeBOMY BHNAIKy KOPUCTYBadi CHCTEMH MaTHMYTh TOCTYII HA Pi3HUX MIPH-
CTpOsIX y Oyab siKWif 4ac. B cucreMy Takox IpONOHYETHCS IHTErparisl MPOLECciB
CHHXPOHI3amii KIEHTCPKUX OIepamii 3 CEpBEPHOI0 YAaCTHHOIO MICII THMYAco-
BOI BTpaTH 3’ €IHAHHA (10 MPUKIALY IICIA BiIKITIOUCHHS €JIEKTPOIIOCTadaHHS).
3a yMOBU BiJTHOBJICHHS 3’€THaHHS KIIEHTCHKOI YaCTHHU 13 CEPBEPHOIO, BiIOY-
JIeThCSl aBTOMAaTUYHA CHHXPOHI3allisl JaHUX Ta 3BITIB 0€3 JOAATKOBUX MaHIITy-
TSI KOPUCTYBaya.

OpHi€ro 3 OCHOBHUX 3aJad IPH peatizalii cucreMu Oyzae GpopMyBaHHS Ha-
JIEXKHOT apXiTeKTypH JaHUX IS IX 3py4HOTr0 OTPUMAaHHs, OHOBJICHHS Ta 00p00-
neHHs. JlaHi MarOTh BOJIOAITH BapiaTHBHICTIO Ta 3pY4HOIO KoHbirypaiito. Kog
Ha CTOPOHI KiieHTa (iHTepdelic KopucTyBaua) Mae OyIyBaTHCh TAKHM YHHOM,
mo0 OyTH He3aJe:KHUM BiJ MPOrpaMHOi peanizalii Ha cepBepHii 4u XMapHii
YaCTHHI 13 MOMJIMBICTIO HOro MaiOyTHBOI Mirpauii Ha iHmI cepBicu. B cBoro
Yepry HpHu BIATIOBIAHIA MIATPUMII TaKWX CHCTEM B PEXHMi PEaJbHOTO Yacy
MOXHA BOJIOJITH aKTyaJbHUMH AAHUMH JUIS NPUAHATTS €()EeKTHBHUX PILICHB i
ONTUMI3aIlil YIpaBIiHCEKHUX MPOLECIB.

HaykoBa akTyanpHICTE PO3pOOJICHOI CHCTEMH IOIIATaTUME Y pO3poOIi HO-
BUX METO/IIB OTPHMAHHS Ta JOKYMEHTYBAaHHS YIPABIIHCHKHUX PillleHb Ta MO0Y-
JIOB1 Ha X OCHOBI €(PEKTHBHUX AJTOPUTMIB AHATITUKM BEIMKHUX MAHHUX 1 MiAT-
PUMKH NPUHHATTS pinieHs. Hanpuknan B po3po0iieHiii cucteMi Oyzae BupilieHa
nmpobieMa 11010 BUBEJCHHS BEIUKUX OOCATIB JAaHMWX JUIA iX MOPIBHIHHA B Me-
JKax €IMHOI CTOPIHKH, HAa NMPUKIal TaOJMIl, 3 JeCsTKaMHU THCSY KOMIpOK 0e3
3HAYHOI BTPATH MIBHIKO/I1 (MOBa ijie PO KIIEHTCHKY CTOPOHY, a He big query
qu big data).
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BEB-PO3POBKA “BUSINESS INTELLIGENCE” 3ACOBIB
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Onexcandp Manmynenko-, Onvza babadscanosa

Ulvsiscokuii nayionanvnuii ynisepcumem imeni leana dpanxa,

M. JIvgis, Ykpaina

*JIvsiscoKuii 0epoicagHuil yHisepcumem 6e3neKu HeummeoianbHocmi,
m. JIveie, Ykpaina

Anomauia. Be6-0oooamoxk (Bl-3acmocynok) cmeopero 3 euxopucmanuam 6ionio-
meku Reactjs ma psdy nesnux mooynie (ecmanoeneni 3a donomozor node package
manager 6esnocepeorvo nio uac po3podxu 000amKy), 3a OONOMO2010 AKUX MONCHA PO3-
wupumu QYHKYIOHAN NpopamMu NeGHUMU 20MOBUMU DilleHHAMU (Hanpukiaod, dodamu
MONCTUBICIb BUKOPUCMANHSA PI3HUX 8U0I6 epaghikie 00 do0amKy, abo cmunizo8ani Kom-
nonenmu select ma inwi).

Kniouosi crosa: seo-oooamox, Bl-zacmocynox, 6ibniomexa React.js.

Abstract. Web application (Bl-tool) was created using library React.js and list of
modules (they were installed using node package manager during of development of
app), for the help of which it is possible to expand the functionality of the program with
ready-made solutions (for example, to add the possibility to display different types of
graphics or styled components select, etc).

Keywords: Web application, Bl-tool, library React.js.

Tepminu “Business Intelligence” (BI) Ta “Gisnec-anamiTuka” Haidacriiie
BHKOPHCTOBYIOTBCS SIK CHHOHIMH, aJieé M)k HUMH € pi3HHUI. bi3Hec-aHamiTka
(y By3bKOMY pO3yMiHHI), Ha BifMiHy Big BI, Mae crmpaBy 3 yxe OYHUIICHHUMH,
MiATOTOBJICHUMH TS aHAJII3y TaHUMH, BUKOPUCTOBYE CTATUCTUYHI Ta KUIBKICHI
IHCTPYMEHTH JJIs OI[IHKH IOTOYHOI CHTYyaIlil Ta MPOTHO3YBaHHSA, TOMY Ii Bce
YacTille Ha3MBaIOTh “MOTJIHOJIEHA aHATITHKA .

Business Intelligence crogatky 3aiiMaeTbcsi OUMIIEHHSIM, KOHCOJIIAIIEI0
JIaHUX, TIEPETBOPEHHSM iX y 3py4HUil U1 aHanmi3y Qopmar, ii 3aBgaHHS — iHTe-
pIpETyBaTH BEJHKY KiJbKICTh JaHHX, 3arOCTPIOIOYHN yBary JIMIIE Ha KIIOYOBUX
(akTopax, sIKi BIUIMBAIOTh Ha €(EeKTHBHICTh, MOJENIOBATH PE3YNbTaT PI3HUX
BapiaHTIB [il, BiZCTEXYBaTH PE3yJIbTAaTH NMPUHHATTS pimeHb. OCHOBHE MPHU3-
HaueHHs Bl — ne came npuitHATTS pimeHs 11 Oi3HecCy.

BI miaTpumye nmpuifHATTS Ge3miui Oi3Hec-pilIeHs — BiJ OHepariitHux 1o
crpareriyaux. OCHOBHI omepaliifHi pillleHHs BKJIIOYaOTh B ceOe MO3UIIOHY-
BaHHS TpoayKiii abo miH Ha Hei. Crparteriuni Gi3Hec-pilIeHHS BKIIOYAIOTH B
cebe mpiopureTH, 1M 1 HampsMku. Bl-cucrema HaiOuLIbm edeKTHBHA, KOJIU
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BOHA 00’€THYy€ HaHi, OTPUMAaHi 3 PHHKY, Ha SIKOMY TIPALIO€ MiATPHEMCTBO (30B-
HIIIHI JaHi), 3 JAaHUMHU 3 JDKEpea Ha MiANPHUEMCTBI, TAKUMH K (IHAHCOBI Ta
BUPOOHWYI (BHYTpIlIHI JaHi). Y MO€IHAHHI 30BHINIHI 1 BHYTPIMIHI [aHI Tal0Th
TIOBHINTY KapTHHY Oi3Hecy, TOOTO aHANITHKY, SKy HE MOKHa OTPHMATH B pe-
3yJbTATI aHANI3Y AaHUX TUTBKH BiJl OJTHOTO 3 IUX Jkepen [1].

Bl-cucreMu po3BHBAIOTECS 32 YOTUPMA OCHOBHHMH HAIIPSIMKAMH:

— 30epexenns qanux. [lani B cxosunli Bl-cuctemnu (data warehouse, DW)
CTPYKTYPYIOTBCS CIIEI[iaTbHIM YHHOM JJIsI OB epeKTHBHOTO aHAMi3y i 00po-
Oxu 3anuTiB (Ha BiAMiHY BiJ 3BHYaiHHX 0a3 JaHUX, A€ iH(popMamis OpraHizo-
BaHa TaKUM YMHOM, III00 ONTUMI3yBaTH 9ac 00pOOKH MOTOYHHUX TPAH3AKIIiii).

— InTerpaunis nanux. s ¢popmyBaHHS 1 MATPUMKH CXOBHI JaHUX BUKO-
puctoBytotbcs ETL-3aco0u — iHCTpyMeHTH, sKi 3a0€311e4yI0Th OTPUMaHHS Ja-
HUX (extract), iX nmepeTBopeHHs (transform), ToOTO npuBeAEHHS 10 HEOOXiTHOTO
dbopmarty, i 3aBanTakeHHs (load) manux B cxoBwiie ado B iHIITY 0a3y.

— Anamiz manux. [ BceOIYHOTO aHai3y MaHMX BHUKOPUCTOBYIOTHCS
OLAP-incTpymenTu (on-line analytical processing). BoHI 103BONSIOTE pO3Ts-
JATH Pi3HI 3pi3W MaHWX, BUSBIATH TPESHOM 1 3aJICKHOCTI (32 perioHaMH, MPoIy-
KTaMH, KJIIEHTaMH TOIIO).

— IlpeacraBnenHs naHux. [l NpeacTaBiIeHHs JaHUX BHKOPHUCTOBYIOTHCS
pizHi rpadiuni 3aco0u — 3BiTH, Tpadiku, miarpamMu. 3aradbHONPUHHATHM 3aC0-
6omM Bisyamizamii ganux € iHpopmariiini naxeni (dashboards), Ha sKuX pe3yib-
TaTu BiOOPa)XaroThCs y BUIJIS/IL iIHAMKATOPIB 1 IIKaJ, 10 JJO3BOJISIIOTH KOHTPO-
JIFOBATH MOTOYHI 3HaYE€HHs BUOpaHUX MOKa3HUKIB, MOPIBHIOBATH 1X 3 MiHIMaJb-
HO/MaKCHMaJIbHO AOMYCTUMHMH i TAKUM YMHOM BHSIBJIATH MOTEHIIIHI 3arpo3u
JUIst O13HeECy.

st peanizanii BaacHoro Bl-3acrtocynky o6panu 6i6miorexy React.js (Bu-
KOpHUCTOBYBaJHCsl MOBa po3mitku html, crumi €SS, moBa javascript), sika € mo-
CHUTB TOIYJIIPHOIO T 3pYYHOIO ISl CTBOPEHHS BeO-10aTkiB [2]. B ocHOBHOMY
JaHa 610ioTeKa BUKOPUCTOBYETHCS y TIOEJHAHHI 3 IHIIUMH TEXHOJIOTISIMH, Ha-
npHKiIaz — NOde.jS (BUKOPUCTOBYEThCS [UIsl HAITMCAHHS CEPBEPHOI YaCTHHHU 0~
JlaTKa), ajie B JaHOMY BHIAKy BUCTauMIIO JUIIe ogHoTo React-y.

React — JavaScript-6i6mioreka € it CTBOPEHHS KOPHCTYBAIbKHX iHTEP-
(eticiB. React criporirye cTBopeHHsI iHTepakTUBHUX iHTep(eiiciB. [lexknapaTuBHi
iHTepdeiicn pobnsaTe Ko Oinbln mependadyBaHUM i Horo Habararto jeriie Ha-
Jaro[DKYBaTH. 3a JOTIOMOTOI0 React.js Mu MokeMo CTBOPIOBATH iHKAICYIbOBa-
Hi KOMIIOHEHTH, SIKi KEepYIOTh BJIACHHM CTaHOM, a 3 HUX MOXXeMO MoOy/yBaTu
ckiaaHi inTepdeiicu. OCKiIBKH JIOTIKa KOMIIOHEHTIB HamucaHa Ha JavaScript,
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3aMiCTh IIA0JOHIB 3 JICTKICTIO MOXHA TIepelaBaTH CKJIaIHI NaHi y MOJATKy 1
36epiratu cran okpemo Big DOM.

Opnsieto 3 ocobmuBocteit React € Bipryansamit DOM. Bin no3Bosste 610:i-
OTelll BU3HAYUTH, sIKi yacTUHU DOM 3MIHHIUCS, MOPIBHSIHO 31 30epeKECHOI0
Bepcieto BipTyanbHOro DOM, i TaKMM YMHOM BU3HAYUTH, SIK HaHC(PCKTHBHIIIC
orHoButu DOM Opayzepa. TakuM 9HHOM TPOTPaMICT MPAIOE€ 3i CTOPIHKOIO,
BBa)KAIOYH III0 BOHA OHOBJIOETHCS BCH, aje 010Ii0TeKa caMOCTIHHO BUPIMTYeE SKi
KOMITOHEHTH CTOPIHKU TpeOa OHOBUTH.

Bymo ctBopeHO Tpu pi3HI CTOPIHKH, HA SKUX € MOXIUBICTD MEPETIIIHYTH
yci mani 3 o0paHoro Qaiiiny popmaTy CSV, a TaKOK MOOYIyBaTH rpadiku pizHUX
tumis (barplot, line plot, areaplot) Ha ocHoBi nux manux. ['padik Oyayerses 3a
JIOIIOMOT010 KoMmoHeHTH <Chart>, siky Mmu cTBopuiu BracHopyd. aHa KoMmo-
HEeHTa 3HAXOAUTHCSA y Karamo3i componentsy caiini Chart.js. dnst mo6ynosu
rpacdikiB HaM 3HaHOOUTHCS MOIy b Recharts [3].

Jist Toro 1100 3HalTH OCHOBHI XapaKTEPUCTUKH JIaHHX, Taki K MOJa, Me-
JiaHa, KOpEeIAIis, KBapTHII Ta iHII, peati3yBaiu psax (YHKIIH B OKpEeMOMY
¢aiimi (y manomy ¢aiini peanizoBana oxna ¢ynkuisi — Reacthook, scepenuni
sikol 1 onrcaHi yci Hann ¢yHkunii). Yci 1l XapakTepuCTHKH MOMICTHIN Y TabJIu-
IO, B SKiii MOYKHA TMEPErNITHYTH Pe3yabTaTh (JaHa TaOJHI € aHaJOroOM pe-
3ynpTaty Merony description 6i6miorexu pandas y mosi python). 3a nornomororo
rpadikiB MO>KHA 00paTH MOTPIOHI HAM JaHi, 1 MICIs I[Or0 MOJATH iX Y 3pYYHO-
MY JJIs CIpUIMaHHS BUIJISIL, 0OpaBILIM BiANOBIHKE THIT Tpadika.

OpuH 3 MiHYCIB IIBOTO BE0-3aCTOCYHKA — JJIS TOTO, MO0 3aBaHTaXHUTH
(aiinu 3 BETUKOIO KUTBKICTIO MaHUX ((aiimu po3mipoM Oimbmri 3a 10 M6) Moxe
3HAI00UTHUCS JEIKUH MPOMDKOK Yacy, 1 IiJ] yac MepexojiB MiX CTOpiHKaMH
JIOIaTKy MOXKYTb OyTH 3aBHCAaHHS Ha AeKinbka cekyHa. st Toro, mob mocop-
TYBaTH JiaHi BEIMKUX 00’€MiB 3a IIEBHUM CTOBIILIEM, 3HAJOOHUTHCS ACSKHH Yac.
Haiikpaiiie qana mporpamMa CrpaBiIsieThes 3 (aillaMi HEBEIUKHUX PO3MIpIB.

3a momomororo barplot mokaa mo6yayBati nocuts iHdGopmaTHBHI rpadiku
3 IEKiITbKOMa KOJIOHKaMH, sIKi HIyTh 1o oci Y (Hampukiaj, MiHiMallbHA Ta MaK-
crMaJibHa IiHa J0Japa 3a MicsIb).

Ingpopmauiiini 0xncepena
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https://ru.reactjs.org/
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YK 004.42
YAT-BOTH AK 3ACOBU CIIIVIKYBAHHS 13 KOPUCTYBAYEM
M. Heoinvcoka, O. Cypunosuu
JIyubkuii nayionanvhuii mexuiunuii ynieepcumem, m. JIyyvk, Yxkpaina

Anomauia. B cmammi npoauanizosano uam-6omu 5K 3acodu CHIIKY8AHHA i3
Kopucmysayem. Posenamymo 3uauenns uwam-6oma, eudineHo iX OCHOBHI 6uou (3a
aneopummom pobomu, 3a opmamom 63aemooii, 3a yiisamMu 3acmocyeanis). 3azHaieno
0CHOGHI nepesacu uam-6omie. Pozeisinymo npunyun pobomu wam-6oma.

Knrouosi cnosea: uam-o6om, eudu uam-bomis, romyuixayis, Telegram, API
MeceHOHcepu.

Abstract. The article analyzes chat bots as a means of communication with the
user. The meaning of a chat bot is considered, their main types are highlighted (by the
algorithm of work, by the format of interaction, by the purposes of application). The
main advantages of chat bots are indicated. The principle of operation of the chat bot is
considered.

Keywords: chat bot, types of chat bots, communication, Telegram, APl messengers.

Ilocmanosxka npoonemu. CydacHuii [HTEepHET € yHIBepcalbHUM
CepelloBHUILEM ISl CIHIJIKYBaHHS, po3Bar Ta HaBuaHHs. CIIKyBaHHS uepe3
MEpeXy CTaJl0 HEeBiJ €MHOI0 YaCTHHOIO KHUTTS IUIsI OaraThoXx Jroaei. B manHwmit
yac y CBiTI icHye 0e3niu 3aco0iB, ¢GopM 1 crocoOiB CHiIKYBaHHS, 1 YnMaia
YacTHMHA 3 HHUX IIOB’s3aHa 3 CYYaCHUMH TEXHIYHUMH MOMIIMBOCTSMH, SIKi,
30KpeMa, IPEICTaBICHI BUKOPUCTAHHSIM [JI00AIBHOI KOMII FOTEPHOT MEPEeKi.

Ananiz ocmannix oOocnioxycenv i nyonikayiu. HaykoBUX ITOCIIIKCHB,
NPUCBSYEHUX 4YaT-00TaM, ICHye He3Ha4yHa KiJbKiCTh. BUBYEHHs Tpouecy
po3po0OKK 9aT-00TiB Ta pPO3MOBHHX iHTep(EHCIB 3IIMCHIOETHCS HAa OCHOBI
marepianbHol 6a3u Cpini [xanapcaHam. Temaruka po3poOKku 4ar-0OTIB y
MOMYISIPHUX MECEHIpKepax poskpuBaeTeest y KHuM31 Cepris I'epacbkosa
“IlocTymHHH 4aT-00T. SIK 3alydWTH Ta YTPUMATH KIIi€HTIB 3a JOTIOMOTOIO
WhatsApp”.

Dopmynrosannsn yineu oOocnioyncenns. MeTor0 pPoOOTH € CTBOPEHHS
knacudikamii 4aT-00TiB 32 (QYHKIIOUIBHUMH OCOOTMBOCTAMH. 3aBIAHHIMH
pobotu €: 1) mpoaHanisyBaTH 3Ha4E€HHS Ta aKTyaJbHICTh 4aT-00TiB; 2) BUSIBUTH
OCHOBHi BHIH 9aT-00TiB Ta iX 0COOMMBOCTI; 3) 3a3HAUNTH NepeBary 4ar-00TiB;
4) BU3HAUUTH NPUHIMI pOOOTH 4aT-00Ta.

Buknao ocnoenozo mamepiany oocnioicenns.

Ha crporopHinmHii 1eHb 4ar-00TH SIK Cy4acHi IHCTPYMEHTH KOMYyHiKalliif
CTaJM IIMPOKO BUKOPHCTOBYBATHCS B 6araTbox cdepax >KUTTEAISIIBHOCTI JTIONUHN
3 METOIO BCTAHOBJICHHSI KOHTAKTy 3 KOPHCTyBauaMu Mepesxi [Hreprer. HaitOubury
HNOMYJSIPHICTh  4aT-00TM  OTpUMaNM, KOJIM T04Yajocs I1X BHKOPHCTaHHS B
MeCceH pKepax 1 colialibHUX Mepexax (Hanpukiasn, B Telegram, Viber, Facebook).
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CrBoproBary 4ar-00TH 3a jonoMororo API-meceHpkepiB HaCTIIBKK MPOCTO,
oo Ie MOXKe 3poOuTH Oymb-KWil IporpamicT-modarkiBemnp. s ix po3poOku
BHUKOPHCTOBYIOTh TOTOBI NPOTOKOJIM. Y CBOIO Yepry, MECEHIKEPU MiATPUMYIOTh
TIpare3JaTHICTh OOTIB 32 TOTIOMOTOI0 BIIACHUX CEPBEPHUX MOTYKHOCTEH.

YV KOHTEKCTI HAIIIOrO MOCIIHKEHHS BAKIMBHUM € BU3HAYECHHS IOHATTA ‘‘dar-
60o1”. Ilix dgar-00TOM B 3araJbHOMY CEHCI 3a3BHYail PO3YMIIOTH CIEHiaJIbHY
mporpamy, sKa 3IMCHIOE€ IHTEPHET-CIIUIKYBaHHSA 3 OJHHM YH 3 JEKiJIbKOMa
KOPHCTYBa9aMH, BUKOPHCTOBYIOHH WITYYHUH iHTENeKT. bot, ckopodeHo Bix poOoT,
— KOMIT'IOTepHA MPOrpama, fka aBTOMATHYHO M 32 TMEBHOK 3aJaHOK CXEMOIO
BUKOHYE Aii yepe3 Ti x iHTepdeiicy, mo i 3BUuaiiHuil KoprCTyBad.

Po3poOHuk Ta HaykoBeub B. lonikoB Ha3zuBae uar-00TH BIpTyaJIbHUMH
CHIBPO3MOBHHUKAMH, SIKI 3’€JHYIOTh KOPDHCTYyBada i3 CEpPBEPOM 1 DPO3YyMIlOTh
Ha0ip KOMaH/ Y1 MOBY JtoauHH [1].

OTxe, aHANI3yIOYHM 3a3HA4YCHE, MPOIOHYEMO IIiJ] MOHATTAM ‘4ar-00T1”
PO3YMITH NPOTpaMy-TIOMIYHHK, IO J03BOJISIE KOMYHIKYBATH 3 KOPHCTYBadeM 32
3a371aJerilb MPOIMCAHUM CLECHAPIEM.

Botn MOXyTh BHKOHYBaTHM NpakTHYHO Oyab-iKi 3aBIAHHS, SKI MOXE
poOUTH KO)KeH KOpHCTyBad4 akayHTy Telegram 3 onmaitH-cepBicamu. Pobotn
MOXYTb BUNTH, PO3BAXKATH, IIyKaTH, TPAHCIIOBATH, HaraxyBaTH, 3 €IHyBaTH Ta
migkIroyaTucs 1o intepHery pedeil. 1o cyri, 60t — 1e Takuii cobi 3py4Huit
JUTS JTIONMHY 1HTepdelic poOoTH 3 pi3HOMaHITHUMH BeO-ciryx0amu [2].

Yar-60Tn MOXKHa KiacuikyBaTH 3a HACTYIHMMH O3HAaKaMH: ajrOpUTM
pobotu, hopmar B3aemMoii Ta il 3acTocyBaHHs [3].

3anexHO B aaropurMy poOOTH uaT-00TH OyBalOTh OOMEKCHi Ta
camopo3BuBatoui. OOMexeHI O0OTHM BiJIOBIAAIOTh Ha KOHKPETHI 3alUTH
KOPHCTYBadiB 3a 3a3/aJIeTib PO3POOJICHNM CKpUNTY. BoHH MaroTh oOMexeHy
KIUJIBKICTH BIAIIOBiAEH.

CaMmopo3BuBarwYi 4ar-00TH — pi3HOBUIA OOTIB, SKi pPO3POOIAIOTHCS Ha
ocHoBi mTy4HOro iHTenekry (ILI) i 3matHI po3ymitu cyTb Oecimm Ta MOXYTh
BECTH ‘““KUBY” pO3MOBY 3 KOpUCTyBadeM. J[aHUi1 BUIl OOTY 3 9aCOM HABUAETHCA 1
Jae OUTBIN peJIeBaHTHI BiIMOBI/II HAa 3aITUTH KOpHCTyBada [3].

3a ¢dopmaroMm B3aemonil 3 KOpUCTyBayeM 4Yar-00TH MOAUIAIOTH Ha
KHOTIKOBI, TekcToBi i BOyzoBani (inling). OcobnuBicTh KHOMKOBUX 4ar-00TIiB —
CIIUIKYBaHHS 3 KOPHCTYyBa4eM depe3 KHOIKM 3 BapiaHTamHu [Iiil. BoT pearye Ha
HUX, K Ha KOMaHJH, i MIPOTIOHY€e KOPHCTyBaueBi YTOYHIOIOUI KHOMKH abo0 mae
BIANOBigs HAa IMOCTaBJeHe 3amuTaHHA (puc. la). Jlanwmil Tum YaT-60Ty HYacTo
3aCTOCOBYIOTh B MECEHIDKEpax.

Haii6inpm  yHKIIOHAIBHUM BHAOM  BIpTYaJIbHOTO  CITIBPO3MOBHHKA
BBaXKAIOTh TEKCTOBUH 4ar-00T. KomyHikalis 3 HUM ONm3bKa 1O JIFOICHKOI,
OCKUTBKM 0OT pO3Mi3Hae 3anuT, aHaimidye iHdopMamio 1 migbupae i
KOpHCTYBa4a HeOOXiIHy BiANoBiap (puc. 10).

BOynoBanmii  (inline) war-60T 3’SBISETBCS yCepenWHI Jaliory B
MECEHIKepl Ticis BUKIMKY (@HIK OOTa 1 mMpomnoHye BapiaHTH mii (puc. 1B).
Inline bots BUKOPUCTOBYIOTH IS MTOLIYKY JIOKALIil, 3aMOBIICHHS TKi Tomio [3].
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B 3anexxHocTi Bin wine#t 3actocyBanHs chat bots OyBaroTh IBOX BHIB:
KOMYHIKaIiiiHi Ta QYHKIIOHAJIbHI.

KomymnikamiitHi 00TH 3a0€3MedyroTh CIITKyBaHHS KOMITaHii 3 KII€HTaMH.
Cepen ocHOBHUX (DyHKII KOMYHIKaTHBHOTO 4aT-00Ta €:

— BIIMOBi/Ib HA 3aMUTAHHSA, SIKi HAYACTIIIE 3a/1al0Th KOPUCTYBAYi;

— CTIOBIIICHHS Ta HAACWIAHHA 1HQOPMAIii PO 3HIKKH, aKIlii, CHemiatbHi
MIPOTIO3HUIIIT;

— 3/IIICHEHHs] KOHCYJIbTAlli} 1010 HaJIaHHS CEPBICIB Ta IOCIYT;

— 3a0€3MeYeHHS 3BOPOTHROTO 3B S3KY.

OyHKITIOHATEHUH 9aT-00T € 3aMiHOI0 MOBHOI[IHHOTO MOOITEHOTO TOHATKY.
BipTyanbHuii TOMIYHMK HajJae MOXIIMBICTh KOPHCTyBadaM 3JiiICHIOBATH
MOIIYK, pPE3epB, 3aMOBJICHHsS TOBapiB, OPOHIOBAHHS aBia Ta 3aTI3HUYHHUX
KBHTKIB, )KHTJIA, CTOJHKIB B PECTOpaHi TOI0; OaHKIBCHKI omepartii [5].

Yar-60TH MaroTh HHU3KY IIepeBar, 30KpeMa e(eKTHBHA B3aeMOAis 3
KOPHCTyBauaMH, JIETKiCTh Y KOPHUCTYBaHHi, NMPOCTUIl 1 3py4HHI AOCTYyNm 10
iHpopMarii, KpoCIuaTOPMHICTh, MOXIJIMBICTHh aBTOMATHU3yBAaTH PYTHUHHI Iii,
EKCIIePIMEHTYBATH 3 TIOa4eio Marepiaiy oo [3].

Yar-60TH  MOXYTh  BHKOPHUCTOBYBaTHCS  UIA  CIUIKYBaHHA MK
KOpUCTYBadyaMH, a TakOX B PO3BAXAIBHHX, iH(QOpMaLiMHMX OUIIX (Jar-00TH
MOXXYTb TIOBIIOMJISITH KOPHCTYBady IPOTHO3 IIOTO[M, KypC BAaJIOT, 3allMCyBaTH
KJTi€HTa Ha IPUHOM, 3/IIIICHIOBATH PEECTPALiio I3BIHKIB) 1 B CTy>k0axX MiATPUMKH.

BinpmicTe Mofei xo4 pa3 31MTOBXyBamucs 3 0OTaMHM Ta HaMaraiucs 3
HUMH nocriikyBatucs. [TpuHomn po6oTu Oyxab-sKoro 4yaT-00Ta mojisrae B OT-
pUMaHHI Ta BUKOHaHHI KoMmaun (puc. 2). Ckpwurt, mponucanuii y 60Ti, iae 3a
MEBHUM LUKIJIOM. SIKIIO KOPHCTyBau e MO 3aKJIaJIEHOMY CKPHIITY, YKOJHUX
npoOiieM He BUHMKAE. POOOT BiAMpaIboByeE 3aUT Ta BIANOBIIAa€ HA 3alIUTAHHS.
Konm BiH HEe MOXe 3HAWTH BiANOBib, B JIiaJOT BCTyMac MEHEKEP YU 4aT-00T
MIPOTIOHYE KOPHUCTYBady 3aJMIINTH CBiii HOMep TenedoHy.
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Pucynox 2 — Ipunyun pobomu wam-6oma

Croromni B Telegram mparroroTe aecsatku poOotiB. Cepen HOMyISIpHHX
Telegram-6oriB € HacTymHi:

— @ytranslatebot — mepeknanae Bamii MOBiTOMIICHHS HA OyIb-Ky MOBY
cBity. [Ipaiitoe sik B 0cOOMCTHX yarax, TaK i B [PYHOBUX.

— @ImageBot — BiampaBre 1mpOMy OOTY KIFOYOBE CJIOBO, i BiH 3Haiiie
BiNIOBiTHE 300pa’KeHHS.

— @HotOrBot — mrykae HOBHX 3HaHOMHX Yy CTHJI MPOrpamMu JUis
3HafioMmcTB Tinder, y sikifi TpeOa BUCTaBIATH JIOAAM “mofoOaeThes” abo “He
nopo0aeTsest”.

— @glavburgerbot — 0Oot, sikmii Oepe Bamli KOOPAHMHATH Ta IyKae
HaANONMMKYUIA 3aKai, e MOXKHA 3°IcTu Oyprep.

— @telerobot — BuBoUTH MOTO/Y, HOBHHU Ta IIUTATH i3 caiity bash.im.

— @paypbbot — no3sosste kimienram “TlpuBarGaHKy” HepeKasyBaTH OJMH
OIHOMY KOIITH B MeceHkepi Telegram [1].

Bucnoexu. BukopuctanHs 4aT-00Ty B Halll 4ac € JOCUTh €()EeKTHBHUM Ta
€KOHOMIYHO BHTIIHMM Yy Oynb-skii cdepi aisubHOCTI. Ha choropHiHii 1eHb
BOHH € pi3HOMaHITHUMH. Yar-00TH MOXHa Ki1acu(piKyBaTH 3a HACTYITHUMHU
O3HAKaMH: aJITOPUTM poOOoTH, hopMar B3aEMOIIT Ta I1iJTi 3aCTOCYBAHHS.
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KOT'HITUBHI TA TH®OPMAIIAHI TEXHOJOT T IIATPUMKHA
NPUHUHATTSA PIINEHDb B ABTOMATHU30BAHUX
CUCTEMAX YIIPABJIIHHSI B YMOBAX PU3UKY

Olena Pavliuk!, Hamanis /Iucaz, Bozoana ®eouna’

'Department of Distributed Systemsand Informatic Devices Silesia University
of Technology Gliwice, Poland

’Hayionansnozo ynisepcumemy “/Ivsiscvka nonimexnixa”, m. Jlvsis, Yxpaina
Ykpaiucoxoi akademit dpylcapcmea, M. JIvgis, Ykpaina

Anomauia. Cyyacnuil eman po36umky mexHo02il YnpasiiHHs ciabo cmpyKkmypo-
BAHUMU IEPAPXTUHUMU CUCTIEMAMU, BUPOOHUNMUMU NpOYecamu, IHAHCO8UMU ma pecyp-
CHUMU NOMOKAMU TPYHMYEMbCS HA KOHYENnyii Onepamuero-KoManoHo20 0ianoay 3 pi3-
HUMU PIBHAMU NPIOpUmMemis npu (popmMyeanui ma npuiiHAmmi piuieHv.

B ymosax 0ii 3a2po3 i 30yprorouux ghakmopie (Ak Ha MexHoI02iuHi npoyecu ma i
VAPAasAsioui npoyecu), pisko 3p0CMae 8ax3caugicms npoobiemu iIHhopmayitino2o ma cuc-
MemMHO20 3a0e3neyeHHs NPUIHAMMA piueHb npu gopmysanHi cmpamezii KOOpOUHayiti-
HO2O0 YNPAGIIHHA 8 IEPAPXIUHIU CMPYKMYPI.

Knwuoei cnoea: inmenexm, Heupocmpykmypa, onepamueHa OisibHiCmb, CEHCOp,
PUBUK, HAO3BUYALIHI CUMYayii, MEXHOLeHHI CIPYKMYPU, NPUUHAIMMA piluleHb, YNPAaeiiH-
H3l, OaHi, IHoOpMayis, KOSHIMUBHA MOOETb.

Abstract. The current stage of development of management technologies for loosely
structured hierarchical systems, production processes, financial and resource flows is
based on the concept of operational-command dialogue with different levels of priorities
when forming and making decisions.

In the conditions of threats and disturbing factors (both on technological processes
and management processes), the importance of the problem of information and system
support for decision-making in the formation of a coordination management strategy in
a hierarchical structure is sharply increasing.

Keywords: intelligence, neurostructure, operational activity, sensor, risk,
emergency situations, man-made structures, decision-making, management, data,
information, cognitive model.

Axmyanvnicms. CydacHe BUPOOHUIITBO — 1€ CKJIAJIHI iHTETPOBaHI JIOH-
HO-MAaIIMHHI KepoBaHi cucteMu. CTparerii ynpaBIiHHS JUISI TOCATHEHHS METH
cbyHKuloHyBaHHﬂ BXOISITh AK B CTPYKTYpY aBTOMATH30BAHOi CHCTEMH YIpaB-
JHHS (ACY) Tak i B 6a3y 3HaHb 1 HOpMATHUBIB NPOopeciiHUX HABUKIB ONepaTo-
pa. B iepapxii 3abe3neuenns Haxiiinoro ¢pyHkuionysanus cucremu ACY nepen
OIIEepaTOPOM CTOATH 3ajadi, sIKi HEOOXiTHO PO3B’SA3aTH HA HUKJIAX MOTOYHOTIO i
TEpMiHAIBHOTO Yacy:

— KOHTPOJIb AMHAMIYHOTO CTaHy eHeproakTuBHUX 00 exTiB ACY-TII;

— OIIIHKA PEXMMHOI CUTYAIlil eHeproreHepydInX 00’ €KTiB;

— (hopMyBaHHS KOOPAWHYIOUMX i U HMiATPUMKH IJTBOBOTO (PYHKILiO-
HYBaHHS CHCTEMH (SIK B py9YHOMY TaK i aBTOMaTHIHOMY PEXHMi) IIPH BiIXMICH]
BiJl ITITBOBOT TPAEKTOPIi peskuMy (DYHKITIOHYBaHHS;
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— VIIPaBIiHHA 1 PETyYIIOBAaHHS TEXHOJIOTIYHIMH IIPOIleCaMi B HOPMAaJIbHUX
peXnMax 1 HaJ3BUYAHMX CUTYamigax (3rilHO HOPMaTUBHHUX BUMOT i IILTbOBOTO
3aBIaHHS 3MCHIICHHS IIKiIJTUBUX BUKHUIIB).

OCHOBHI acHeKkTH HpoOJIEeMH YIPaBITiHHSA €HEPTrOAKTUBHUMH CHCTEMaMHU
PO3MIISHYTI y nparsix [1—5] o010 KOMIIOHEHT iHTENEKTYyalbHOi 1 01epaTopchbKol
nisbHOCTI. DYHKIIT Ta pOJNb KOTHITHBHOI CTPYKTYpH Y HpoOLECi IisuIbHOCTI
YIPaBIIHCHKOTO MEPCOHANY NPH HPUHHATTI pillleHb y MOBHIA Mipi He Aocii-
JDKeHHI 1 mpoOyiema He po3B’s3aHa. Lle poOuTh 1eil HampsiM J0CiiKeHb y T0-
JaJbIIOMY aKTyaJbHUM.

BaxnmBoro € mpobiemMa oO0rpyHTYBaHHS MOXKIHUBOCTI 3MEHIICHHS PHU3UKY
(mpm mii 30ypenb, iHGOpMAIITHUX Ta PeCypCHHUX aTak) MPUHHATTS HEIPAaBHIb-
HUX IUIBOBHX pIllICHb ONEPATHBHHUM IIEPCOHAJIOM B aBTOMAaTH30BAaHUX CHCTeE-
MaXx YIpaBIiHHSA 5SKi (YHKIIOHYIOTh B TPAaHHYHHX PEXXUMaX 1 B CTPYKTYPY SKHAX
BXOJISITh CHEPTOAKTHBHI 00’ €KTH.

Merolo pociipkeHb € po3poOsieHHs €()EeKTUBHOI CUCTEMH MiITPUMKH
NPUIHATTS ONEPATUBHHUX DILICHb B aBTOMAaTH30BaHHUX CHCTEMa YIPaBIiHHS B
YMOBAaX PH3HKY.

B ymoBax niif akTuBHHX ()aKTOpiB BIUIUBY Ha CTPYKTYP €HEPrOAKTHBHOTO
00’€KTa, MOTOKH pecypciB SKi BIUIMBAIOTH HA CTaH 00 €KTa, Ta iH(bopMauiﬁHI/Ix
aTak Ha MPOLECH yr[paBJ'IlHHﬂ oreparop 6e3 BIAMOBIAHOI CrIeMiaTbHOI MmiAroTo-
BKM HE MOKE NMPUIMaTH aJeKBaTHI plmeHHﬂ y CTPECOBHX CHTYallisiX, TaK SK
HEOoOXiTHO BUKOHATH KOMILJIEKC Orepaliil iHTeNeKTyaabHoI 00poOKH JaHUX MPo
CTaH 00 €KTa.

[Tpu npUHHATTI ONlEepaToOpOM PIllIeHb B €KCTPEMAIbHUX YMOBaX HEOOXiIHO
BUKOHATH HACTYIHI omeparii Juisi po3B’s3aHHs MpoOsjeMu (OLiHKA CHUTYyallii)
BUPOOJICHHS 11iJT1, ICKOMITO3HMIIIS 33/1a4, sIKi MarOTh 1HQOPMAIiiTHUI Ta KOTHITH-
BHUI XapakTep B yMOBaX MPUHHATTS pillIeHb

Ha ocHoBi mpoBeieHOT0 aHami3zy, OOTpPyHTOBAHO BUOIp YIPaBIiHCHKHX iH-
TENEeKTyallbHIX Ta iHQOpMAaIiitHUX omeparliii 0OpoOKH MOTOKIB TAaHUX MPO CTaH
00’ekta. Po3poOieHo omepariiiHy MoOJENh BHKOHAHHS I[UICOPIEHTOBAHUX
YIPaBIIHCHKUX PillleHb Ta peaizarii 1iit (ki BUBOJSITh TEXHOI'€HHY CHCTEMY B
LUILOBY 00J1aCTh peXXUMy QYHKIIIOHYBaHHS B yMOBax Jii 30ypeHb 1 aTak).

Bumesragana npoGiema € KOMIUIEKCHOIO0. BoHa BKIIIOYae CUCTEMHHUH, pe-
cypcHHH, iHQOpMAIifHUI Ta yHnpaBIiHCEKHHA piBHI. B mpobmemy Takox BXo-
JSTh 33/1a4i LJICOPIEHTOBAHOI MOBEJIHKM NepcoHany (Ha IcuxodiznyHOMY i
KOTHITHBHOMY piBHI aHaJNi3y CUTYyalil i IPUHHATTS PillIeHb) B eKCTpEMaJIbHUX
YMOBaXx, pU3HKax, KOHQIiKTax. B komIuiekci s npobiema He po3B’s3aHa i To-
MY € aKTyaJIbHOIO.

Ha cTpykTypy €eHeproakTHBHOTO 00’ €KTa Ta IOTOKH PECYPCiB BIUIMBAIOTH [Iii
aKTUBHHUX (aKTOPiB BIUIMBY Ta iH(OpPMAIifHI aTakd Ha MPOLECH YIPaBIiHHA.
Onepatop 6e3 BiAMOBIIHOI CIEianbHOI MiATOTOBKK HE MOXE MMPUAMATH aJeKBaT-
Hi pIlIEHHS y CTPECOBUX CHTYAIlifX, OCKUIBKM HEOOXiTHO BHUKOHATH KOMILIEKC
orepalliil iHTeneKkTyanpHoi 00poOKH TaHuX Mpo cTaH 00’ ekra (puc. 1). [4].

[Ipu npuiHATTI onEepaTOpOM pillIeHb B EKCTPEMaIbHIX YMOBaX HEOOXiIHO
BUKOHATH HACTYIHI omnepauii [y po3B’si3aHHs MPpoOIeMH OLIHKH CHUTYyalii, BU-
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poOIIeHHS Wiji, JEKOMIO3HIIi 3a1ad (IKi MaloTh iHPOPMAaLIAHIA Ta KOTHITHB-
HUI XapakTep B yMOBax IMPUAHATTSA pimeHs) (puc. 1):

1) KVd — Bin6ip, 06pobKa i OIiHIOBaHHS TaHWX TPO CTaH 00 €KTIB y CTPY-
ktypi ACY-TTI;

2) KId — inTepnipeTyBaHHs TaHUX, BUAICHHS iX 3MicTy (Ha OCHOBI mpoiie-
IypHu Kiacudikamii y miTbOBOMY MPOCTOpPiI CHCTEMH 3TiTHO MHOKHHH O3HAK
pexxuMy (YHKIIOHYBaHHS 00’ €KTiB);

3) KRS — Bu3HAUEHHS CTYMEHS BiIXUICHHS CTAHy CHCTEMH BiJ IJIOBOTO
cTaHy (i Ha OCHOBI BU3HAYEHUX CTpaTerii moOyyBaTH MpoLeAypy NPUHMaHHS
YIPaBISIFOYMX PillleHb, TAKTHK 1 IUIAHIB KOMaH/IHUX JIii);

4) strat(U /Ci) — chopMyBaTn TaKTHKH IUIaHY KOMaHIHMX Aiif (Bigmosin-
HO 0 CTpATerii yIpaBIiHHS I peai3alii HiThoBUX 3a1a4);

5) obrpynaryBaT crnoci6 (OpMyBaHHS JHHAMIYHMX TaONUIb HPUHAHATTS
pilreHs (U151 TIaHyBaHHS MTOCIITOBHOCTI KOMaHIHUX ITTEOBUX [ii);

6) OI[IHUTH PU3UKH YNPABIIHHS B YMOBAaX [l 3arpo3.

YnpaeniHHA | kKoopauHauis
A LG I(RmM) A N -
shF CTyniHb peanisauii ari
1,0 125
Sit o )
(As) EdbekTusHi Aii ynpasniHHs arz <0,01
0,8
1,0
Sit HDocTtaTHi ans peanizauil
(un) npoTuasapinHux Ain an < 0,1
0,6
0,75
Sit (Us) Mo>knuBo peanisyBaTtun
RN - - ynpasnsatoui gii a3 < 0,2
0,4
0,5
. Mar>ke HEMOXKITUBO, Lo
Sit (U2) m peanisye ynpasriHCbKi Oif arz <0.5
0,2
P 0,25
Sit (U1 , Hemorxnuneo peanisysatun
it (U1 A npouec ynpasniHHSA an <1,5
0,0
— Tr<Td -—

Pucynox 1 — Mooicnusi cmanu ma peanizayii ynpasnincokux 0itl npu Oii’ akmueHux gax-
MOpI8 AK NPU HeYIMKUX OAHUX NPUBOOSMb 00 PUSUKY — A8apitiHoi cumyayii

Ananiz piena cucmemnux i KOZHIMUGHUX PU3UKI6 npu npuiHAmMmi pi-
WIeHb 6 CKIAOHIN MEXHO2eHHINl cucmemi 6 ymosax Oii akmuenux paxmopie
3azpo3 ma inghopmayiiinux amax.

BiamoBigHO 10 cTpyKTYpHO-(DYHKIIOHAIBHOT cxeMH iH(popMamiiHOi TeXHO-
JoTi1 hOpMyBaHHS YIPABIIHCHKUX PIllIEHb BUIUTMMO KJIACH YIPABIIHCHKUX JIiH:

1. Indopmartiiini omnepartii (mporexypu i MeToan oOpoOKH TaHUX, CTaTHC-
THKH, (hopMyBaHHS 00pa3iB CHUTyalliil, METOAN OI[iHIOBAaHHSA IapaMeTpiB TPaeK-
Topii, KIacugikarii, 3MiCTy TaHUX) Ta METOIHU OLIHKH YaCOBUX XapPaKTEPHCTHUK
3MiHHU TPAEKTOPiH BiAHOCHO ITLOBOI 00JIACTI;
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2. KorniTuBHi onepamii (T1aHyBaHHS CXEMH TPOIECY PO3B’SI3aHHS IILICO-
PIEHTOBaHMX 33j1a4, IHTEpHpETalis Ta MPOTHO3 PO3BUTKY CUTYyallidl BiTHOCHO
it GpopMyBaHHS ynpaBIsFOYUX Jii, 10 BUKOHYIOTHCSI HA OCHOBI AMHAMIYHHUX
TaOJIMLb 3TiAHO CTpATETiH 1 IUIaHIB YIIPaBIiHHS HA TEPMiHAIBLHOMY LIUKIII).

Jnist oniHKM pU3HKY popMyeMO:

— MHOXXHHY aJIbTCPHATUBHUX PIllICHb A = {A(U i )}

— MHOXHHY TpaekTopiii crany M (Trak(X,));

— JiHI{ JOTyCTUMHX PEXUMIB L(L m Ly Ly );

— JiHito aBapiitHoOro pexumy — L, ,

— MHOXKHHY 1HTEJIEKTYyaJlbHIX (paKTOPIiB BILTUBY M [I «Fy ];

— MHOXWHY iHpopMariitaux (akTopis 3arpo3 M I.IFa,Z J;

— MHOXHHY KPHUTEpiiB ISl OLIHKK PU3UKIB M [Ki ] Ta aJbTePHATHUBHE PO3-

OUTTS IPOCTOPY JNOIMYCTUMHX CTaHIB.

3aNexXHICTh CTYIICHS peaji3allil yrpaBIiHCHKHIX i KOOPAWHAIIHAUX Hii Bix
(akTopiB HaBeZeHO Ha puc. 1.

Bucnoexku. B poboti posrisiHyTa iHpOpManiiHO-(QyHKIIOHAIbHA CTPYK-
Typa Ipoueayp BHOOPY Ta IIaHyBaHHS iH yNpPaBIiHHSA B €KCTPEMAIBHUX CH-
TyaIlisx.

Bukonasno:

1. Anani3 nporiecy BUHUKHEHHSI KPU30BHX 1 KOH(IIIKTHUX CUTYallii;

2. OOrpyHTOBaHO IOCTaHOBKA MPOOJIEMH HPUHHATTS pillleHb 1 HaBeJCHA
CTPYKTYpHa CXeMa;

3. O0rpyHTOBaHa CXeMa CUTYaliHHOTO YIIPaBIIiHHS;

4. [poanarnizoBaHa IPUYUHN BHHUKHEHH 3arp03 1 KpU30BUX CHTYAIIiH;

5. CchopMoBaHO BUMOTH 10 MPOIETyp YIPABIIHCHKHUX [ilf HA OCHOBI CHC-
TEMH MOJEINI ANHAMIYHOTO pearyBaHHS;

6. [ToOynoBaHa cxemMa ANHAMIYHUX IIKAJI HABAHTA)KCHHS.
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CYYACHI IHOPOPMALIMHO-KOMYHIKALINHI TEXHOJIOI'Ti
B TYPU3MI

Hamania Ilozyoa

Xapkiecokuii HayionanvHuil exonomiunuii ynieepcumem im. C. Kysneys,
M. Xapkie, Ykpaina

Anomauia. Cyuacni inghopmayivino-xomynikayiini mexrnonoeii (IKT) sidiepaioms
6a2omy poib y cyuacHiu yughpositl exonomiyi. IKT cmaromsv paxmopamu KOHKYpenmoc-
NPOMONCHOCII MA CNPUSIOMb NOKPAUEHHIO eheKMUBHOCME NIONPUEMHUYLKOT OISLIbHO-
cmi y mypusmi. Taxi IKT sx VR, AR, Big Data, SaaS, xmapni mexnonozii sabesneuyioms
Kpawyy KOMYHIKAyito Midic ycima cmeukxoaioepamu ma cnpusiioms 6uxooy 3 I10KAIbHUX HA
27100abHI MYPUCMUYHT PUHKLL.

Knwuoea cnosa: ingopmayitino-koMyHikayiini mexnonoeii, mypusm, oioxcumai-
3ayis.

Abstract. Modern information and communication technologies (ICT) play an im-
portant role in the modern digital economy. ICTs become factors of competitiveness and
contribute to improving the efficiency of business activities in tourism. Such ICT as VR,
AR, Big Data, SaaS, Cloud technologies provide better communication between all
stakeholders and contribute to the exit from local to global tourism markets.

Keywords: information and communication technologies, tourism, digitalization.

CyuacHnuii Oi3HEC CTaB aKTUBHUM YYaCHHUKOM JiJKHTaNi3amii, ToOTO 1Hd-
poBuX TpaHC(hOpMAIIii, 10 BUKIUKAHI IEPEX0I0M BiJ IHAyCTpiami3allii 10 emno-
XM 3HaHb Ta Cy4aCHUX TEXHOJIOTIH, B OCHOBI SIKHX 3HaXOIThCs iH(OpMaIiiHO-
KOMYHIKaIiitHi Ta mudposi TexHonorii. JaHuil mpoIec OXOIUTIOE CYCIITBCTBO
Ta eKOHOMIKY Bixke 1moHaza 50 pokiB, onHak came nonuii 2019 poky cranu, Bigno-
BigHo 1o /[liamanty [loprepa, “Bunankom”, sKMH XO4 i JAOCHTh HEraTHBHO
BIUIMHYB Ha yci cepH AiSIbHOCTI, y TOH e Yac, CTaB IOIITOBXOM JI0 aKTHB-
HOro BUKopucTtaHHs cydacHux IKT.

VY 6impIIOCTi BHNMAAKIB MIOAO0 TYPHCTHYHOI CepH, TO AOCTIIHKEHHS Ipo-
IeciB Ta HaCJNIAKIB JJPKUTaNI3alii 30cepe/KeH]l Ha MUTaHHAX iH(dopMaliiitHo-
KOMYHIKaIifiHux TexHonorii [1-3], X HexoiiKax Ta MOXJIMBUX pU3UKax [4].
Benukwuii 610k qOCTiKEHb MPUCBSIYEHUN 3B’ SA3KY MiKUTAIi3aIlii Ta eKOHOMI-
YHOTO PO3BUTKY KpaiHW, €KOHOMIYHHM MOJEJNISIM, L0 JOCIIUKYIOTH IaHUH
3B’s130K, Hanpukian, TSAs and CGE moneni. ToOTO akTyalbHICTh JOCHIKECH-
HS HE BHUKJIMKA€ CyMHIBY, OCKiNbKH IU(POBI 3MiHH BiAOyBarOThCS Ha BCIX €Ta-
max poOOTH MiANPHEMCTB TYPHCTHYHOI chepw Ta BIUIMBAIOTH Ha e(heKTHBHY
B32€EMOJIIIO YCIX 3alliKaBICHUX CTOPIH.
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BrcoxoTexHOOTIUHI raiysi € Iy’Ke BaXXIMBUMH JJIsI €KOHOMIKH, 30KpeMa
i exoHOMIK KpaiH €Bpomeiicbkoro Coro3y. ToMmy BenmKa yBara MpHIUIIETHCS
MATIPUEMCTBAM, IO HAJeXaTh N0 TaKMX Tajy3ei, Tak sSK BOHH € JIBUT'YHAMH
€KOHOMIYHOTO PO3BUTKY TaKoi KpaiHH, THM CaMHM, 3a0€3MeUyI0Ul BUCOKY J10-
JaHy BapTICTh Ta OIUIATY IMpPAaLiBHUKIB, 3afHATHX Y TaKHX c(epax eKOHOMIKH.
BigmoBinHo 10 odimidHNX maHux €BpocTaTy, Maibke 50 THC. MiANPHEMCTB, MO-
yuHatouu 3 2014 poky, MparooTh SIK BUCOKOTEXHOJOTIYHOMY BHPOOHHITBI Ta
HAaBITb OLTBIIE Y BHCOKOTEXHOJIOTITHOMY HayKOMICTKOMY CEKTOpi IOCTyT [6].

udposi tpanchopmarii BinOyBaroThCs y BCiX KpaiHaX CBITY, ILOIpaBaa
OJIHI CTAIOTh JIiIEpaMy Ta HOBaTOPaMH, 1HII — 00IHMAalOTh 32 OKPEMHMH MO3H-
LisIMH Kpari MicIld, a YaCTUHA — KpaiHu, 0 B CHJIY IEBHUX 00CTaBWH, HE MO-
XKYTb JIOCSATTH TO3UTHBHHUX pe3ynbTaTiB. L{ndposi 3MiHM AEMOHCTPYIOTH TEH-
JeHIifo Oi3Hecy BuKoprcToByBaTH cydacHi IKT myst migBuimeHHs e()eKTUBHOCTI
MATPHEMHUIBKOI iSTIBHOCTI Ta JOCBiAYy poOOTH 3 KilieHTOM. BinmoBinHo, BH-
KOPHCTAaHHS TaKMX TEXHOJIOTiH BXKe Ma€e MeBHI HACHIIKH [7]:

— VY 2021 porii Ha nudpoBy Tpanchopmalliro 0ysio BUTpaueHo moHasd 1,5
TpUIBHOHA JI0NIapiB;

— o 2023 poxy mporHO3yeThCs 30UTBIICHHS TI00aTbHUX BHUTpPAT 10 6,8
TPJIH A0JIapiB Ha U(PPOBI 3MiHM;

— 3a JI0MOMOr0I0 BIPOBA/KEHHS LU(PPOBUX TEXHOJIOTIH BinOyBaeThCs Ii-
JBHIIEHHS edeKTuBHOCTI podotu (40%), MPHUCKOPIOETHCS TPOLEC BUXOIY Ha
pHHOK (36%) Ta cripusie 3a/10BOJICHHIO O4iKyBaHb KiieHTiB (35%);

— lanys3i, siki HailiMOBIpHilIle YCHINIHO aAanTyOThCs 10 HU(POBOI TpaHCc-
¢dopmarii, ne nocnyru (95%), dinancosi nociyru (93%) Ta oxopoHa 310pOB’s
(92%);

— O4iKyeThCs, 110 BUTPATH HA PUHKY 1U(ppoBOi TpaHchopMaIlil 3pocTyTh
Ha 19,1% mpoTAromM HacTyITHHX I SITH POKIB.

Y po3pi3i po3MipiB MiAPHEMCTB, TO TAKOX ICHYIOTh BiIMIHHOCTi y BHKO-
pucranHi cydacHux IKT. 3okpema, BeJIMKi MiJIPUEMCTBA YacTillle BOPOBAIKY-
I0Th HOBI TeXHOJIOTIT y MOpiBHSHHI 3 ManuMu Ta cepenniMu (MCII). Hanpu-
KJiaJ, TporpaMHe 3a0e3nedyeHHs s IUIaHYyBaHHS DPECypCiB IiANIPUEMCTBA
(ERP) y BenuKux mignpHeMcTBax cTaHoBUTh 81%, y Manux i cepeanix — 37%.
PoboTa 3 comianbHUMH MepexaMy OiNbII MpUTaMaHHA BEIWKHUM ITiJIPUEMCT-
BaM (61%), MCII — 28%. Ilponmax oHiaiH 31iiicHIOIOTE Maibke 40% BEIHKHX
MiIIpUEMCTB, Y Tol ke dac, MCII nponatots iume 18% [8].

Buxopucranns cydacHux IKT meperBopioe puHKH 3 JOKaJIbHHUX Ha TI00a-
nbHI. Po3Burok IKT BrumBae Ha 3pocTaHHs iHAYCTpIii MOAOpOXKEH 1 TypusMy B
ycix Hanpsimax OizHecy. [lo-mepiue, MynbTHMenia, K CIIOCiO MPOCYBaHHS Ty-
puctuuHOi iHAyCTpii, Hampukiax Instagram, Facebook, TikToxk. ITo-apyre, IKT
MOXYTh CTBOpIoBatu (oto, rpadivni npoextu (Hanpukiaan, 3D-Typ), skl € He-
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OOXITHMMH TYPUCTHYHUM IOCTAYAILHUKAM JUIS PEKJIaMHU CBOIX mpoxaykTiB. Ilo-
Tpere, BukopuctaHHs GPS, 3a momoMoroio SKOTro TYpHUCTH 3HAXOISATH Micle
npusHadeHHs (Hanpukian, Google Maps), a Takox BiICTeXeHHs (U1 Typuc-
TUYHHX MIANPUEMCTB) PI3HOMaHITHUX Jill TypuCTiB 3a gonomororo GPS i cma-
pTdoHY (3 000B’I3KOBUM 03HAHOMIICHHSIM TYpHCTa IIPO Taki xii) [9].

TexHoutorii JOMOBHEHOI Ta BipTyalbHOI peajbHOCTI 32 OCTaHHI KiJIbKa po-
KiB CTaJId BCE OUIBII JOCTYNHUMH Ta LIMPOKO BHKOPHUCTOBYBAaHMMH MPO, IO
cBimuaTh HacTymHi maHi. Ouikyerbcs, mo a0 2027 poky rimoOanbHUN PUHOK
BIpTyaJbHOI peaJbHOCTI AocsrHe 26,9 MinmbsipAiB 1ojdapiB, a craHoM Ha 2022
piK oOcAr pUHKY CTaHOBHUTH 7,72 Minmbsipaa nonapis. Kinekicte VR kopucryBa-
giB yume y CIIA namigye 57,4 minbiioHa KopuctyBadiB, a AR — maibxe 91 wmi-
TBHOHIB KOpHCTyBadiB [7].

BipTyasnbHa Ta JOTOBHEHa pealibHICTh, TEXHOJOTIi BEIMKHX AaHHX, Tep-
COHANi3alisg, IHTEpPHET peuel, mporpaMHe 3a0e3leueHHs K mociyra (SaaS),
OHJIAWH-TIIATPOpPMH, OE3KOHTAKTHI Ta XMapHi TEXHOJIOTII — IIe Ti TEXHOJIOTI1, 3a
SIKMMU BBAKA€ThCS OYIC PO3BUTOK MalOyTHBHOTO, Y TOMY YHUCII 1 TypU3MI.
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Annotation. This paper is devoted to British mathematician and logician Alan Tu-
ring, who created and worked in the field of computer science. Described how was cre-
ated a new field of computer science (artificial intelligence), especially Turing’s
achievements, what steps needed to be taken to do so, and how it affected our world.
Turing’s design for the Automatic Computing Engine (ACE) was the first complete
specification of an electronic stored-program all-purpose digital computer.

Keywords: Alan Turing, probability theory, artificial intelligence, letters from Tu-
ring to Churchill, The Imitation Game (USA, United Kingdom, 2014).

Anomauia. Cmamms npucesiueHa OPUMAHCbKOMY MamemMamuxy i 102iky Anawy
Tiopiney, sixuil meopug i npayioeag y 2anysi ingpopmamuxu. Onucano sk 6yno cmeopeno
HOBY 2any3b iHhopmamuky (wmyunull inmenekm), Haykosi docsaenenns Tiopinea ma ax
ye enaunyio Ha Haw ceim. Hazonoweno, wo npoexm Tiopinea Onsi agmomMamuiHo2o
o6uucniosanvroeo osuzyna (ACE) 6ys nepworo nosnoro cneyugpixayieio ynisepcanbnoz2o
Yyupposozo komn tomepa iz 36epexncenumu ereKmpoHHUMY NPOSPAMAMU.

Kniouosi cnosa: Anan Tiopine, meopis vimogipnocmeti, wimyyHuil inmenexm, 1Uucmu
Tiopinea Yepuinio, gpinom “I'pa 6 imimayio” (CILIA, Beruxobpumanis, 2014).

When a true genius appears in the world, you may know him by this sign:

that all the dunces are in confederacy against him

Jonathan Swift

Allan Turing was a founding father of artificial intelligence and of modern
cognitive science, and he was a leading early exponent of the hypothesis that
the human brain is in large part a digital computing machine. He theorized that
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Fig. 1. Alan Turing, age 16 (1928)

major contributions to math-
ematics, cryptanalysis, logic,
philosophy, and mathemati-
cal biology and also to the
new areas later named com-
puter science, cognitive sci-
ence, artificial intelligence,
and artificial life. The son of
a civil servant, Turing was
educated at private Sher-
borne school (Fig.2). He
entered the University of
Cambridge to study
mathematics in 1931

the cortex at birth is an “unorganised
machine” that through “training” becomes
organized “into a universal machine or some-
thing like it”. Turing proposed what subse-
quently became known as the Turing test as a
criterion for whether an artificial computer is
thinking (1950) [11] (Fig. 1), see the videos
[4; 37

Alan Turing, in full Alan Mathison Tu-
ring, (born June 23, 1912, London, England —
died

June 7, 1954, Wilmslow, Cheshire), Brit-
ish mathematician and logician who made

Fig. 2. Sherborne school (2022)

(Fig. 3). After graduating in 1934, he was elected to a fellowship at King’s

Fig. 3. University of Cambridge

College (his college since 1931)
in recognition of his research in
probability theory [11], see the
video [2].

Alan Turing was one of the
most influential thinkers of the
20th century. In 1935, aged 22,
he developed the mathematical
theory upon which all subse-
quent stored-program digital
computers are modeled [29],
(see the video [5]).

In 1936 Turing’s seminal
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- paper “On Computable Numbers, with an
Application to the Entscheidungsproblem
(Decision Problem)” was recommended for
publication by the
American
mathematical
logician  Alonzo
Church  (Fig. 4)
[11]. In this paper,
Turing
reformulated Kurt
Godel’s 1931
Fig. 4. Alonzo Church results (Fig. 5) on
the limits of proof
and computation, replacing Godel’s universal
arithmetic-based formal language with the formal Fig. 5. Kurt Godel (1926)

and simple hypothetical
devices that became known
as Turing machine [3, 38]
(Fig. 6).

The Entschei-
dungsproblem  (German,
“decision problem”) is a
famous problem in mathe-
matics. David  Hilbert
(Fig. 7) formulated the

Fig. 6. The Turing machine [2]

problem in 1928: Is there an algorithm that will
take a formal language, and a logical statement
in that language, and that will output “True” or
“False”, depending on the truth value of the
statement? The algorithm does not tell how it
reaches the answer, nor prove if the answer is
always correct [13].

Alonzo Church had himself just published
a paper that reached the same conclusion as
Turing’s, although by a different method.
Turing’s method had profound significance for Fig. 7. David Hilbert
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the emerging science of computing. Later that year Turing moved to Princeton
University to study for a Ph. D. in mathematical logic under Church’s direction
(completed in 1938) [11]

Turing Machine (Fig. 6) is extensively studied in the Theory Of Automata
and was invented by Alan Turing in 1936, who called it an “a-machine” (auto-
matic machine). It was Turing’s Doctoral advisor, Alonzo Church later coined
the term “Turing machine”. Turing gave a brilliant demonstration that every-
thing that can be reasonably said to be computed by a human computer using a
fixed procedure can be computed by such a machine. Turing machines are simi-
lar to finite automata/finite state machines but have the advantage of unlimited
memory. They are capable of simulating common computers; a problem that a
common computer can solve (given enough
memory) will also be solvable using a Turing ma-
chine, and vice versa. The Church-Turing thesis
claims that any computable problem can be com-
puted by a Turing machine [41].

Alan Turing (Fig. 8) proved that his “univer-
sal computing machine” would be capable of
performing any conceivable mathematical com-
putation if it were representable as an algorithm.
He went on to prove that there was no solution to
the decision problem by first showing that the
halting problem for Turing machines is undecid-
able: it is not possible to decide algorithmically
whether a Turing machine will ever halt. John
von Neumann (1903-1957) (Fig.9) acknowl-
edged that the central concept of the modern
computer was due to Turing’s paper. To this
day, Turing machines are a central object of
study in theory of computation [3].

After graduating from Cambridge and get-
ting his PhD in mathematics from Princeton,
Turing worked part-time for the Government
Code and Cypher School, helping to decipher
encrypted messages [42].

At the outbreak of hostilities with Germa-
ny in September 1939, Turing joined the

Fig. 8. Alan Turing

Fig. 9. John von Neumann
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Fig. 10. Alan Turing reported to Bletchley Park, where he and a team of the best British
scientists would work on breaking Enigma

Government Codebreaking team at Bletchley Park (Fig. 10), Buckinghamshire
and played a crucial role in deciphering
Enigma (Fig. 11), the code used by the
German armed forces to protect their radio
communications. Turing’s work on the ver-
sion of Enigma used by the German navy
was vital to the battle for supremacy in the
North Atlantic (the Enigma machine was
used by Ger- g
mans to code L - Keyboard
their - military LA b oot
communica-
tions  during Fig. 11. The Enigma machine
World War 1.

British mathematician Alan Turing helped break
the Enigma code), see the video [32].

In November 1939, Turing and his col-
leagues Peter Twinn (1916-2004) (Fig. 12), Gor-
don Welchman (1906-1985) (Fig. 13) and John
Jeffreys (1916-1944) were convinced that the
Fig. 12. Peter Twinn only way to decipher Enigma naval messages

Rotors /
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would be “the machine now being made at Letchworth, resembling, but far larg

er than, the Bombe of the Poles (superbombe
machine)” (HW 14/2) (Fig. 15). Luftwaffe
messages were not as intricately enciphered
and would only require a normal bombe Many
documents connected to Turing’s work during
the Second World War were destroyed for the
purposes of national security, and some, such
as his two papers on statistical theory, “Statis-
tics of Repetitions” and “The Applications of
Probability to Cryptography” were only re-
leased in 2012 (1). Still, The National Ar-
chives holds important documents relating to
Turing, from which much can be learnt [14].
Turing also contributed to the attack on

Theme methods k ave both of them given muo-esaful results, but
they ere not preotiosble for omses wh ere there are meny Stecker, or

even where there »re few Stecker and meny whe:lorders,

A mechsnicel method, The Boube

Now lst us turn to the cese whers there is = large number of Steck

’ 80 many that sny » tempt %0 meke use of the Zwexxthxx unsteckered
letters is not likely to susoceed, To fix our idess let us take a
particulsr orib,

12 3 45 ¢ 7 8 10 11 12 1% 14 1" 16 17 17 19 20 21 22 23
D AEDARQOZS IQMNMMEBILOGMNDP?P NKRA
KX I N3 2 U 8 AR2T'Z BE 2 0 2V O0ORDBITRTI
24 28
v
QT

!
Presunsbly th e method of moluticn will devend on teking & Y

hypotheses about parts of the keys snd drewing whet oonolusions

Pow e noving to g6t either m confirmation or a comtredistion,

Fig. 14. 4 crib in Turing’s Mathematical theory
of ENIGMA

Royal Society Computing Machine
Laboratory at Manchester Universi-
ty. Turing was also a founding fa-
ther of modern cognitive science,
theorizing that the cortex at birth is
an “unorganized machine” which
through “training” becomes orga-
nized “into a universal machine or
something like it”. He went on to
develop the use of computers to
model biological growth, launching

Fig. 15. The Bombe at Bletchley Park

| " B,
3 \ / 3
TN

Fig. 13. Gordon Welchman

the cyphers known as “Fish”,
which were used by the Ger-
man High Command for the
encryption of signals during
the latter part of the war. His
contribution helped to shorten
the war in Europe by an esti-
mated two years (see the vid-
eo [5]). After the war, his
theoretical work led to the

development of Britain’s first
computers at the National
Physical Laboratory and the

———
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the discipline now referred to as Artificial Life [29].

The Polish cryptologic bomb, designed by mathematician Marian Rejewski
in 1938, had been built to mechanize the deciphering of German enigma-
encoded messages. In 1939, the Poles had turned everything over to Britain and
France, and it is their work that Turing and Welchman used to develop their
own version of the machine [14] (Fig. 15), (see the video [28]).

Fig. 16. The Colossus

Below an example of a crib in Turing’s Mathematical theory of ENIGMA ma-
chine (Fig. 14).

Documents held at The National Archives also tell of other aspects of Tu-
ring’s war. While he didn’t design the Colossus (Fig. 16), the very first pro-
grammable digital computer, used to break to Lorenz cipher (codename: Tun-
ny), his work on probability in cryptanalysis proved invaluable in the building
of the machine [14], see the video [9, 16].

In July 1942, Turing developed a complex code-breaking technique he
named “Turingery”. This method fed into work by others at Bletchley in under-
standing the “Lorenz” cipher machine. Lorenz enciphered German strategic
messages of high importance: the ability of Bletchley to read these contributed
greatly to the Allied war effort.
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Turing travelled to the United States in December 1942, to advise US mili-
tary intelligence in the use of Bombe machines and to share his knowledge of
Enigma. Whilst there, he also saw the latest American progress on a top secret
speech enciphering system. Turing also spent some time designing codes as

well as breaking them, and
worked at Hanslope Park on “De-
lilah”, a portable device that could
encipher a voice message. Turing
returned to Bletchley in March
1943, where he continued his
work in cryptanalysis. Later in the
war, he developed a speech
scrambling device which he
named “Delilah” [15] (Fig. 17).

In 1945, Turing was awarded
an OBE for his wartime work.

Turing was a mathematical

Sanre) and Gontidential.
w6
woom W7,
Poreign offies,
Tondon, 8.1,

(mistehlex Fark).

Fig. 18. First page of the letter to
Churchill, 21 October 1941

(Fig. 18).

Fig. 17. Delilah code machine, 1946

genius but, like the rest of us, he some-
times had to face more mundane prob-
lems. During 1941, codebreaking at
Bletchley Park was hindered by shortages
of typists and unskilled staff. These short-
ages could have been easily rectified, but
the codebreakers urgent requests were
ignored by officials in Whitehall. Going
over the heads of those in command at GC
& CS, Turing and his colleague Gordon
Welchman (the head of Hut 6, responsible
for breaking army and air force Enigma
messages (Fig. 13) wrote directly to Prime
Minister Winston Churchill: “Work is be-
ing held up, and in some cases is not being
done at all principally because we cannot
get sufficient staff to deal with it.”

On receiving the letter Churchill minuted his Chief of Staff, General Is-
may: “action this day Make sure they have all they want on extreme priority and
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report to me that this had been done.” It fell to Stuart Milner-Barry of Hut 6 to
deliver the letter by hand to 10 Downing Street.

Fig. 19. Winston Churchill at his desk working at
Number 10 Downing Street, 1941

Station, hailing a taxi, and with a sense of
total incredulity (can this really be happen-
ing?) inviting the driver to take me to
10 Downing Street. The taxi-driver never
blinked an eyelid: without comment he di-
rected himself to Whitehall. Arrived at the
entrance to Downing Street, 1 was again
surprised at the lack of formality: there was
just a wooden barrier across the road, and
one uniformed policeman who waved my
driver on. At the door to No. 10 I paid off
the taxi, rang the bell, was courteously ush-
ered in, explained that | had an urgent letter
which | was anxious to deliver to the Prime
Minister personally, and was invited to wait.
Of course | did not see the Prime Minister
himself; but very shortly there appeared a
dapper dark-suited figure of shortish stature

Churchill’s response was
swift. He noted: “Make sure they
have everything they want on
extreme priority and report to
me that this has been done”.
(Fig. 19, 20).

In 1986, Milner-Barry re-
called his trip to Whitehall:
“Why | was deputed to carry the
letter to No. 10 I do not remem-
ber — at a guess, because | was
the most readily expendable
from the scene of action. What |
do recall is arriving at Euston

Fig. 20. Churchill’s note,
22 October 1941

whom | subsequently identified as Brigadier Harvie-Watt, Mr. Churchill’s PPS
from 1941 to 1945. To him | again explained my errand; and while obviously
and understandably puzzled as to who | might be and what this was all about, he
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took me sufficiently seriously to promise that he would without fail deliver the
letter to the Prime Minister and stress its urgency” [12]. (Fig. 21, 22).

i Let us remember the Os-
car-buzzed movie “The Imita-
tion Game” (2014) (see the film
[30]) that tells the story of Alan
Turing, the British cryptanalyst,
who helped a great deal to
solve the Enigma code used by
the Germans during World War
1l (Fig. 22, 23, 26).

This movie is full of com-
pelling scenes that demonstrate
Turing’s capacity to think on a
higher level and his single-

Fig. 21. The Turing machine atBIetchIey Park minded determination to crack
the Enigma code, qualities that
led to him be named the father
of modern computer science.
The film’s message, repeated
by its two main characters, is
uplifting: Benedict Cumber-
batch as Alan Turing.

“Sometimes it is the peo-
ple no one imagines anything
of who do the things that no
one can imagine” [14], see the
video [43].

Alan Turing, who is the subject of “The Imitation Game”, based on An-
drew Hodges’s excellent biography, “Alan Turing: The Enigma” (1983) [24].

As his character points out in
the film [30], it is often people’s
differences and peculiarities that lead
them to make new discoveries, and
this can be recreated with computers
that “think” in a slightly different
way. The movie is noteworthy for
Benedict Cumberbatch’s  perfor-
mance as Turing, which may not be
completely true to life but is certain-

, ly moving, and realistically captures
Fig. 23. Decoded scene. Turing’s team [32]  both the pressures of his role at

Fig 22. The Imitation Game (2014). The Bombe
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Bletchley Park and the personal pain felt
because of his oppression [14]
(Fig. 24, 25, 26, 27).

Turing’s appearance on the big
screen does give us an opportunity to dis-
cuss his extraordinary scientific and math-
ematical legacy, on which the movie is
built (see the video [35]).

The term “imitation game” comes
from a paper Turing written in 1960 called
“Computing Machinery and Intelligence”,
where he asks “Are there imaginable digi-
tal computers which would do well in the
imitation game?” Turing then goes on to
describe a game that is really a test to de-

termine if comput-
ers can actually
think [40].

On a literal
level, the film’s title
relates to some of
Turing’s most im-
portant work, but
it’s at best peripher-
al to the film’s plot.
The term “imitation

AMULABLE O% LAY 39 B DRIOAL MO MAREN §

Fig. 26. The Bombe. “The Imitation
Game” (2014)

7/

\)
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Fig. 25. Turing Turing was an atheist

game” comes from a paper Turing wrote
in 1960 called “Computing Machinery
and Intelligence”, where he asks “Are
there imaginable digital computers which
would do well in the imitation game?”
Turing then goes on to describe a game
that is really a test to determine if com-
puters can actually think.

Turing describes it as a simple party
game involving three players. Player A is
a man, player B is a woman and player
C (who plays the role of the interrogator)
is of either sex. Player C is unable to see
either player A or player B, and can
communicate with them only through
written notes. By asking questions of
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player A and player B, player C tries to
determine which of the two is the man
and which is the woman. Player A’s role
is to trick the interrogator into making
the wrong decision, while player B at-
tempts to assist the interrogator in mak-
ing the right one.

A. Turing then argues that the game
can prove the presence of (artificial) in-
telligence if a computer could take the
role of Player A and make player C
guess wrongly just as many times when
an actual human being is sitting in for G
Player A. (Fig. 27, 28). Fig. 27. Turing’s motto in “The
Imitation Game” (2014). in “The
A Imitation Game” (2014)

“ITIS THE VERY PEOPLE Examined more closely, one also
could interpret the title as a metaphor for
wm] ND ONE IMM“N[S Turing’s inability to truly understand and

ANYIRING OF WHO 00 relate well to others. Perplexed by the

m[ ""NES "m N“ “N[ tangled web of social interactions, inti-

mations and subtext, Turing often dis-

; L
; EAN IMM“N[ cusses his difficulty with human interac-
j L | tions [40].
But in real life, the machine that
In Gincmas cracked Enigma was called the Bombe

November 14

(Fig. 15, 21, 29, 30), see the videos
Fig. 28. Keira Knightley as Joan Clark 17 19]), and the first operating version of
it was named Victory. The digital com-

puter Turing invented ]
was known as the Uni- -
versal Turing Machine.
Colossus (Fig. 16), the
first programmable digi-
tal electronic computer,
was built at Bletchley
Park by engineer Tom-
my Flowers (see the vid-
eo [16]), incorporating
Turing’s ideas [27]. Fig. 29. The bombe at Bletchley Park
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Fig. 30. Bombe decryption machine

sus”, the world’s first elec-
tronic programmable com-

puter, built at Bletchley
Park, Buckinghamshire,
during WW I1.

After the War, Alan
worked first at the National
Physical Laboratory and
then at Manchester Univer-
sity on the development of
the computer from his first
ideas in the early 1930s for
a “Turing machine”. And
although the war work
might have delayed Turing’s
academic work, it greatly
accelerated progress in elec-

Fig. 31. The Manchester Mark 1 at working on the
Ferranti Mark | Computer, 1951

Manchester University’s
Computer Machine Laboratory.

The Manchester Mark |
(Fig. 31) was built at Manchester
University in 1946 under the supervi-
sion of Professor Max Newman.
Alan Turing had previously been
involved with the construction of the
ACE (Automatic Computing Engine)
at the National Physical Laboratory,
and with the construction of “Colos-

tronics, so that in 1945 he returned to his first love, creating a complete design
for what he expected to be the world’s first fully programmable computer, the

Fig. 32. Alan M Turing and colleagues

National Physical Labora-
tory’s ACE — the Auto-
matic Computing Engine
and then at Manchester
University on the devel-
opment of the computer
from his first ideas in the
early 1930s for a “Turing
machine”. Turing joined
the  Manchester  team
(Fig. 32), and again with
remarkable prescience
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started work on artificial intelligence, wondering whether electronic machines
could be programmed not just to do Maths, but to think in the way human
minds do — a hot topic of debate even now [37, 38].

Turing was elected a Fellow of the Royal Society in 1951. In the early
1950s he was developing a theory of morphogenesis, a mathematical theory of
organic growth. The work was left incomplete when he died, on 8 June 1954, at
his house in Wilmslow, Cheshire. His death at a time when official secrecy still
hid his code-breaking work [17, 25], see the video [1].

Alan Turing (Fig. 33) has been
identified not just as the father of
computer science but as the father of Alan Tuﬂng, Phb
the modern computer. This argument 1912-1954
is strengthened by the fact that Turing
was involved with the construction
of an important computing device
(the Bombe) used for decrypting the
German Enigma code during World
War Il at Bletchley Park [18].

The British genius also made
key contributions to the British ef-
fort, during the Second World War,
to crack the German Army’s seem-
ingly unbreakable Enigma code, an .
achievement that integrated mathe- Fig. 33. Alan Turing: the man who
matics, engineering, and a nascent changed history
effort in computer science, and
which ultimately played a crucial role in shortening the war [26], see the video [34].

At last, we suggest you look the video where professor Jack Copeland dis-
cusses Alan Turing’s impact on information technology. Turing is often consid-
ered to be one of the greatest minds in the 20th century, and Copeland looks at
how many of Turing’s ideas lie behind some of information technology’s most
fundamental theories [39].

Alan Turing is often remembered as the founding father of artificial intelli-
gence. The A.M. Turing Award was created to honor his great work and is fre-
quently referred to as the computer science equivalent of the Nobel Prize.
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CYYACHI TEHJAEHLIi BAKOPUCTAHHS IH®OOPMALIIHUX
TEXHOJIOT'Tii ITPY NIITOTOBLI ®AXIBIIB 3 KIFEPBE3NEKHU

Ipuna I'enewko, Banenmuna Auyk

Kagpeopa ynpaeninns ingpopmauiitnoro éesnexoro Jvsiscokozo oeprcasrnozo
yHigepcumemy 0e3nexu ycummeoianvnocmi, m. Jlveie, Ykpaina

Anomauin. ¥V po6omi posenanymo meopemuuni ma HayK080-MemoOudHi Hanpamu
BUKOPUCIAHHSL THPOPMAYIIHUX MEeXHOA02Il npu nid2omosyi cneyianicmis 3 Kibepbesne-
Kku. OKpecneno iHcmpymenmapiti ma U3HA4€HO CYYAacHi nioXoou 00 KOMIAEKCY Coyianb-
HO-Ne0Aazo2iyHUX nepemeopeHrs, N08 A3AHUX 3 HACUYEHHAM OCGIMHIX cucmem iHpopma-
yitinoto mpooykyiero. Hagedeno memoouuni nioxoou 0o ¢hopmyeanus koHyenyii ma
CMPYKMYpU 8UKOPUCIAHHA HOGIMHIX 3HAHb MA MEXHONO02I, WO OUHAMIYHO PO36UBA-
omuvca y 8i0nosioHocmi 00 nomped ma UMOoz2 4acy.

Knruoei cnoea: ingopmayitini mexnonoeii, ¢hpetimsopx, mexuonoeia Django, pyu-
He MeCmy8anHs, aemomMamu3o8ane mecmyeanHs, 6isHec-anaui3.

Abstract. The theoretical and scientific-methodical directions of the use of
information technologies in the training of cyber security specialists are considered. The
toolkit is outlined and modern approaches to the complex of socio-pedagogical
transformations associated with the saturation of educational systems with information
products are defined. Methodical approaches to the formation of the concept and
structure of the use of the latest knowledge and technologies, which are dynamically
developing in accordance with the needs and requirements of the time, are given.

Keywords: information technology, framework, Django technology, manual
testing, automated testing, business analysis.

Indopmaruzanisi OCBITH SIBIISIE COO0I0 B IIMPOKOMY PO3YMiHHI KOMILIEKC
coLiaIbHO-TIEIarOTIYHMX MEPETBOPEHb, MOB’SI3aHUX 3 HACHYEHHSM OCBITHIX
cucteM iHQOPMAIIHHOI MPOAYKIIE, 3aC00aMU 1 TEXHOJIOTIE, Y BY3bKOMY —
BIIPOBA/PKEHHS B 3aKJIQJIM CHCTEMH OCBITH iH(opMauiiiHux 3aco0iB, 110 IPyH-
TYIOTBCSI Ha MIKpOIIPOLIECOPHIA TEXHili, a TakoX iH(popMariiHoi nmpoaykuii i
MeIaroriyHuX TEXHOJIOTIH, 1o 0a3yroTbcsi Ha IMX 3acobax. Y HayKoBO-
TIeJIaroriuHii Jiteparypi cyTHICTh iH(OpPMaTH3allil BU3HAYAIOTb, SIK CTBOPEHHS
CHPUSITIIMBUX YMOB JUIsS BHUKJIAJAdiB 1 CTYIEHTIB IIOZO BIJIBHOTO JOCTYITY JIO
3HAYHUX 00’€MIB KyJIbTYpHOI, HaBYaIbHOI i HayKoBoi iHpopmamii y Oa3ax na-
HUX, eNIEKTPOHHUX apXiBaxX, TOBiTHUKAX, CHIIMKIIOTIETisIX.

HapuanpHuil mporec cy4acHOro HaBYaJBHOTO 3aKJIaAy Ma€ MOCTIHHO BIO-
CKOHAJIIOBATHCh, 1 1€ BJIOCKOHAJIEHHS MOXE BiOyBaTHCS Yepe3 aKTHBHE BHKO-
pucTaHHs iHGOPMAIIHHIX TEXHOJOTIH. AHai3 MOCTIKEHb YKPaiHCBKUX yde-
HUX 3 MMUTaHb iHpOpMAaTU3allii OCBITH Ta MiABUIICHHA ¢()eKTUBHOCTI HAaBYAIIb-
HO-BHXOBHOT'O IIPOLIECY [I03BOJISIE CTBEPIDKYBATH, IO IisI poOJieMa 3aBXAu
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Oyzne axkTyanpHOIO i moTpeOyBaTMMe BIOCKOHAJICHHS Yy 3B S3KY 31 CTPIMKHAM
PO3BUTKOM iH(GOPMAIIHHUX TEXHOJIOTIH.

CporonmHi He MOXKHa YSBUTH OCBITY 0€3 BHUKOPHCTaHHS iHpOpMAaLiiHIX
TexHooriii. CydacHa oCcBiTa MOBHHHA OyTH MOBHICTIO U()poBor0. CTyIeHTH Ta
BUKJIa/Ia4i TOBHHHI BMIiTH BHKOPHCTOBYBATH Pi3HI MporpamMu [UIA HABUYAHHS Ta
poboTH. Baxxi1MBUM 0COOHMCTICHUM aclieKTOM SIKOCTI OCBITH € GopMyBaHHS Ha-
BUYOK CaMOCTIiifHOCTI ¥ KpeatuBHOCTI. DopMyBaHHSA Takoi OCOOHCTOCTI €
000B’SI3KOBOIO TIEPEYMOBOIO JIEMOKPATHYHOTO PO3BUTKY OYIIb-SIKOTO CYCHiJIb-
CTBa Ta YCIINIHOCTI Cy4acHOi €KOHOMIKH, IO MOTpedye BiNMOBimANbHOCTI i
akTuBHOCTI. JIst Toro 1mo6 37100yBadi BUIOI OCBITH MOIJIM 1€ B MpOILEci Ha-
BYAHHS BH3HAYMTH, SKMH caMe BUA HisIQBHOCTI Oyzae mepeBaXkaTH B MOAAIIb-
IOMY, NOTPIOHO M Yac HaBYaHHS OMAaHyBaTH SKOMOTa OijblIe PiI3HOMaHITHUX
TEXHOJIIOTIH.

Po3risHeMo esiki 3acTOCyBaHHs, MPOTpaMu Ta METO/H, sKi, Ha HaIly aYy-
MKy, TIOBUHHI OyTH HPUCYTHIMH y HaBYaIbHOMY mporeci. [lepmmii 3 HUX 1€
¢dpeiimBopk — Flutter, po3pobnenuit Google 3 BIIKpUTHM MPOTPaMHUM KOZIOM,
SKAHA JO3BOJIIE MPOCTO 1 IMIBUAKO CTBOPIOBATH MOOUTBHI fgomatku mist iOS i
Android. Ilpu upomy B poboti Flutter He BUKOPUCTOBYE HATHBHI KOMIIOHEHTH
30BciM. 3amicTh Iporo Bei Ul-enemeHTH y QpeiiMBOPKY CTBOPIOIOTHCS 3a I0-
MOMOTOI0 BJIaCHOTO TpadiuHoro aprkka. Flutter mo3Bossie cTBOprOBaTH BCi
SJIEMEHTH IPH3HAYCHOTO Ui KOPHCTyBada iHTepdeiicy momaTtky 3 TOTOBHX
BiIKeTiB.

[MopiBHSAJIBHA XapaKTepUCTHKA BUKOPUCTaHHS (PEHMBOPKIB IJIsl po3po0-
JIeHHsI MOOUIBHUX JI0/1aTKIB HaBeleHa B TabJ. 1

Ta6muus 1
IlopiBHA/IbHA XapaKTepPUCTHKA BUKOPUCTAHHS (ppeliMBOpPKiB
IMopiBHAJIbHA 03HAKA Flutter React Native
bibmioreka BimKkeTiB [opiBHsiHO He3anexxHWid Bix | Mae Oimpmry BiacHy
CTOPOHHIX 6i0mioTek- | GiOmioTeky Ul-
CJICMEHTIB. CJIEMEHTIB.

CyMiCHICTh 3 KOHKpET-
HUMH IU1aThopMamu

Binpm yHiBepcanpHUiT 1 mHpO-
KO 3aCTOCOBYETBCS.

Busenserscst HecyMmi-
CHHUM 3 JICSIKHMH IIjIa-
ThopMaMH.

[TpoayKTUBHICTD

[lepesepirye no MpoayKTUBHO-
CTi, BUKOPHCTOBYIOUHM HOBHIC-
TIO BIIMIHHUH MiAXiA 10 peH-
nepunry. CTBOpPIOE BIIacHi Bi-
JDKETH 1 BUKOPHUCTOBYE rpadiu-
HUI1 IPOLIECOp ISl pEHAEPHHTa.

He 3ano3nvye Hatus-
HI  KOMIIOHEHTH 3
IHIIUX TIaThopm.

Po33ocepemkenicTh

Hanae MOXIHBICTH 30CepeuTH
3yCHJUIL po3poOHHKa 1 BCi ¢i-
HAHCOBI pecypcH BHKJIIOYHO Ha
(YHKIIOHAJIBHOCTI camoro
MOOUIBHOTO JI0JATKA.

Pozzocepemxye  3y-
CHIUISL pO3pOOHHKA Ha
1HII IpYTOpsiIHi
HPOLIECH.
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Jani omumemMo TexXHOJOTiI BuKopucTanHs Django. Ile BinkpuTa mporpa-
Ma a1 BeO-po3poOOK BHCOKOTO piBHA, sika HammcaHa Ha Python. Lle BimeHa
pamMka, sika Jjoromarae IpaloBaTH i CTBOPIOBAaTH BeO-CalT IIBUAIIE i Kpalle
MOpiBHAHO 3 iHmMMMHK pamkamu, Takumu sk Flask. Jlns ctBopeHHS BeG-cailTy
MOTpiOHO iHTErpyBaTH 0€3Ji4 KOMIIOHEHTIB, OTPiIOHO 00poOIATH aBTEHTUI-
KaIlil0o KOPUCTYBava, HAIPUKIIAL, BXiJ Ta BUXIJ 3 Pi3HUMH (hopMamu, TaHESIIMHI
Ta 3aBaHTaKCHHS JIOKabHUX (haiiniB Tomo. I{e Hamae Habip rOTOBUX KOMITOHE-
HTIB y paMku. s pamka eKOHOMUTH Yac Ta €HEePrilo BiJl IMepe3anucy KOIy It
KO’KHOTO KOMITOHEHTa 3 HyJIsl Ta Hajae BOynoBaHi ¢yHkuii. lomaTkoBuUM cTH-
MYJIOM 10 BKJIIFOUEHHS B OCBITHI IIPOTpaMU BUBYCHHS TeXHOJIOTIi Django € Toit
(axT, 1110 YMMaIo MomyJsIpHUX MPOrpamM, a came: Instagram, Spotify, YouTube,
Mozilla FireFox, BukopucroBytots Django Framework.

[Ticnst TpOXoHKEHHS KypCy MO TECTYBaHHIO, CTYJICHT MaTUME MOXKJIUBICTh
03HAOMUTHCH 3 0a3010 TECTyBaHH, SKa MOTPiOHA UISA MiATBEPHKEHHS SIKOCTI
MPOAYKTY, SIKUil BiH po3poOiisie. He MeHI BaKJIIMBUM € Te, IO CTYICHT Ha-
BUHUTHCS OyTH OUIBII-yBa)KHHM Ta CIIOCTEPEKIMBUM, HABUMTHCS aHAI3yBaTH
MPOJYKT 1 BHOCUTHU CBOT ifieT y IPOEKT.

[Ile omHMM MeTONOM, SIKWH, Ha Hally AYMKY, IOBUHEH OyTH NPHUCYTHIM i
HaBYAJIILHOMY TIpolleci MpW IMmiArotoBli (axiBuiB 3 KibepOesneku € Oi3Hec-
aHawi3 — e Habip METOIB, SKi JOMOMAararTh 3pO3YMITH CTPYKTYpPY, 0COOIHBO-
CTI KOMIIaHil KJIi€HTa, BU3HAYUTH il TOTPeOM 1 3ampoNOHYyBaTH BapiaHTH pi-
IIeHHS 3ajadi. B mporeci Gi3Hec-aHali3y BHOHMPAIOTH ONTHMANIBHE DIllICHHS,
TOTYIOTb JI0 HHOTO BUMOTH, OLIHIOIOTh, SKa (PYHKIIOHANBHICTh HAOLIBII BaX-
JIMBA JUIA 3aMOBHHKA, YKJIA/IalOTh Ta MOTOPKYIOTh JOKyMEHTAIIo0 IS po3po0-
nukiB. B IT 0Gi3Hec-aHANITHKK NpaIOOTh 3 1HOOPMALIHHUMH CHCTEMaMu —
caliTaMy Ta J10JJaTKaMH.

Hagenemo 3amadi, siki BAKOHYIOTh Oi3HEC-aHAITHKH: O3HAWOMIICHHS 3 013-
HECOM 3aMOBHHMKA; BUSIBIJICHHS MOTpeO Oi3Hecy; ydacTh y po3poOiieHHI BUMOT
JI0 CHCTEMH; IIJIrOTOBKA JIOKYMEHTAIl Ta ii y3ro/pkeHHs; chopMyIloBaTh 3a-
Jadi Juist pO3pOOHUKIB; y4acThb B 3/1a4i IPOAYKTY.

B ymoBax ¢opmyBaHHS iHPOpMALIHHOTO CYCIIBCTBA iHPOPMAIIiSt OCBITH,
3anpoBaJPKEHHS] HOBUX 1HQOpMaLiHHUX TEXHOJOTIH — IIe JIMIIEe EePIIHi KPOK y
cucreMi nepeOynoBu cycminbcTBa. CydacHili 0COOMCTOCTI MOTPIOHO MPHIIETTH-
TH TparHeHHs HE TUIBKM HABYATHCh, ajleé ¥ BMIIO BHKOPHCTOBYBATH HOBITHI
3HAHHS Ta TEXHOJOTii, TUHAMIYHO PO3BHUBATHCH y BIANOBIITHOCTI 10 MOTped Ta
BHMOT Hacy, III0 CTOCYETHCS SIK CTYACHTIB, Tak i mexarorie. Bigrak, rpyHTyI0-
YHUCh HAa HOBUX 1H(OPMALIITHUX TEXHOJIOTISX, OCBITa IOBUHHA HaOyBaTH BUIIE-
pemKaIbHUM XapakTep.

Ingpopmayiiini oxncepena
1. Sfuyx B.I. Meronosnoriss HayKoBOro Mi3HAaHHA Ta OHTOJIOTIS HAYKOBUX JOCIIi-
JDKeHb B mpoueci mpodeciitHoi miaroroBkn ¢axiBuiB 3 kibepbesmexu // B. Smyk,
M. Hasutka / matepianu VI MixknapoaHoi HaykoBO-TIpakTH4HOT KoHpepentii “Inpopma-
LifHO-KOMYHIKaI[i}{Hi TeXHOJIOTIT B Cy4acHiil OCBITi: JOCBiz, MPOOIEMH, IEPCTIEKTUBH .
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YK 004.9:378
IHO®OOPMATHU3ALIA OCBITH
Hanuno I'onuapos, /Imumpo Meuwikos

Xapkiecvkuil nayionanvnuil ynigepcumem paodioeeKmpoHiku,
M. Xapkie, Ykpaina

Anomauin. [lleuoxi memnu ingpopmamuszayii cycninbemea npusgeiu 00 3HAYHUX
3MIH Y NOBCAKOEHHOMY dicummi ma npoghecitiniu disnvHocmi mooeil. Ingopmamuzayisn
0C8imu € KIoY08010 YMOB0I0 0Nl (POPMYBAHHA Cheyianicmis, 30amHux npayoeamu 6
HOBUX yMosax npayi, dedani binvul asmomamuzoganux. Memorw oanoi pobomu € docii-
02fCeHHs cymHOoCcmi, cmpamegitl, meHOeHyitl ma HacHioKi8 3acmocy8anHsa MEeXHON02Il Y
HABYATILHOMY NPOYECI.

Knwuoei cnosa: ingopmayitini mexnonozii, ocgima, cmpamezis, meHoeHyii po-
36UMKY.

Abstract. The rapid pace of the informatization of society has led to significant
changes in everyday life and professional activity. Informatization of education is a key
condition for training specialists capable of working in radically new, increasingly au-
tomated working conditions. The purpose of the article is to study the essence of infor-
mation technologies, strategies, trends, and consequences of their application in the
educational process.

Keywords: information technologies, education, strategy, development trends.

B ocsiri iHpopMaTH3aIis BiIKpUBa€E AOCTYI IO TI00ATbHUX iH(QOpMAITiii-
HHUX PeCypciB, 3MEHIIIY€E 3aJIe)KHICTh BHKIIAJAaHHS 1 HABYAHHS BiJ MICIS po3Ta-
IIyBaHHS YYacHHKIB IIPOIECy, NMPHUCKOPIOE TIoOali3alliio, CHpusie BJIOCKOHA-
JICHHIO (OPMH 1 3MICTy HAaBYAJIBHOTO MpOLECY, MiJABHILYE €()EKTHBHICTH 3a-
CBOEHHs Marepiany. 3araioM, iHdopMaliiiHi TeXHOJIOTI] — 1€ IHTerpoBaHa cy-
KYIHICTh METO/1iB, BUPOOHUYMX MPOLECIB 1 MPOrPaMHO-TEXHIYHMX 3aCO0IB JIJIs
300py, 00pOOKH, 30epiraHHs, PO3MOBCIO/DKEHHS, BiIOOpPaKCHHS Ta BHKOPHC-
TaHHs iH(popMaIlii Ha KOPUCTh KopucTyBadiB [1].

[Tix ocBiTHBOIO iHPOPMALIIHOIO TEXHOJIOTIEI PO3YMIIOTH MOJENb HaBYa-
JIBHOTO TIPOILECy, WiJI SKOI JOCATaloThCS HacaMIepe] 3a PaxyHOK MOJKJIMBOCTI
MOBHOI[IHHOTO BUKOPUCTaHHS KOMII IOTEpIB 1 IporpaMHoro 3adesnedeHHs. Mi-
JKHAPOJIHI €KCIIEPTH Ta BUYCHI IiITBEPAMIN BAXIUBICTE 1 HEOOXITHICTh BIPOBa-
JUKEHHsI iHpopMamiiHUX TexHoiorid B ocity. IT BrumBaroTh Ha Bci cdepu
JIFOJICBKOT MiSTBHOCTI, ajleé 4M He HalCWIbHIIIE BOHM BIUIMBAIOTH Ha OCBITY,
OCKIJIbKM Jal0Th MOMJIMBICTh 3ampOBaJUTH a0COTIOTHO HOBI MiAXOAHW IO BH-
KJIagaHHsS Ta HaB4aHHSA. OCKUTBKHM IHTEPaKTHBHICTH 1 MyJIbTHMEAiHHA HA0Y-
HICTh CHIPHAIOTH KPAIIOMY MPECTABICHHIO, @ OT)Ke, KpaloMy 3aCBOEHHIO 1H-
dhopmarii.
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lonoBHa Mera HOBHX iHPOPMALIHHUX TEXHOJOTIH — 3poOWTH Tak, MO0
y4HI ogyBanucsi KoM($popTHO B iH(popMariiftHoMy cycminbcTBi. HoBi iHpopMa-
LiifHI TEXHOJIOTI] BKJIIOYAIOTh B cebe (opMmyBaHHs iH(pOpMaIiiHOI cBiTOMOCTI
CTY/ICHTIB Ta MiIrOTOBKY (haxiBIiB B rajry3i KOMIT IOTEPHUX HayK.

IadopmaniitHi TEXHOJIOTIT JO3BOJSAIOTH CTYACHTaM OTPUMATH JOCTYII O He-
TpaJULIHHNX JUKepel iHpopMaii Ta MiABUIIUTH e(EeKTHBHICTb CaMOCTIHHOT po-
6otu. BukopucTaHHS KOMIT'IOTEpa BHUMara€ pO3yMiHHS TOTO, SIK KOMII FOTEpH
MPAIIOIOTh 1 IO BOHU POOJSATH. TEXHOMOTiSI BUKOPHUCTAHHS KOMII'IOTEpa UL
MIPOBE/ICHHS YPOKIB JIO3BOJISIE TPEHYBATH 1 aKTHBI3yBaTH MaM’ATbh, CIIOCTEPEKIIH-
BICTh, KMITJIMBICTh, KOHIIEHTPYBaTH yBary Y4HIB i 3MYLIyBaTH iX IO-pi3HOMY
OIIHIOBATH IH(OpPMAIifO, MO HamaeThbcsa. KOMIT'IOTepH 3HAYHO PO3MIHPIOIOTH
MOJKIJIMBOCTI MOJAaHHSA HaBYAIBHOI iH(opMamii. BukopucrtanHs KoIp0poBOi, Tpa-
(iuHOi, 3BYKOBOi, Cy4acHOi BiJICOTEXHIKH JI03BOJISIE MOJEIIOBATH PI3HOMAHITHI
cuTyatii Ta cepenoBunia. Lle MoXke miABUIMTH €HTY31a3M yUHIB 10 HaBYAHHS.

Kpim Toro, BUKOpHCTaHHS KOMII IOTEpiB B HABYaHHI MOXE YCYHYTH OZHY 3
HaWBaXJMBIIIMX NPUYUH HETaTUBHOTO CTAaBJICHHS O HaBYAaHHS — HEYCITilI-
HicTe. [lpamroroum 3a KOMII'IOTEPOM, Y4YHI MarOTh MOXIIMBICTH JOBECTH
PO3B’s3aHHSA 3a/1a4i 10 KiHIIS, CIIUPAIOYNCh Ha HEOOXiTHY JOTIOMOTY.

Po3BuTOK CycminbcTBa, HAYKHM W TEXHIKM NOCTaBUB OCBITHI CHCTEMH Ha
BUIIEPEDKEHHSI MOTPeOU BUKOPHUCTAHHS HOBHMX 3aco0iB HaBuaHHs. OgHHUM i3
TaKWX 3aCO0IB HABYAHHS € KOMIT FOTEPH Ta KOMIT IOTepHi iH(pOpMaIliifHi TeXHO-
JIOTii, sIKi aKTMBHO YBIHILIM B Hamie »uTTs octaHHi 10—15 pokiB. bo choroani
KOMIT FOTep — HAWMOTYXHIIINK 3acid oTpuMaHHs Ta 00poOku iHpopMarii, Mo-
KITMBOCTI KOMIT'IOTEPHOI Ta MepexeBoi TeXHiKH, HOTro IIBHAKICTh BPaXKaroTb.
ToMy aOCONMIOTHO 3aKOHOMIPHHUM € BIPOBA/DKCHHS ITMX 3ac00iB y CydacHHH
HaBYAJILHUM Mpol1ec.

[Mo-mepmie, ToMy 110 BIPOBAKEHHS iHPOpPMAaNiHHIX TEXHOJIOTIH y cydac-
HY OCBITY 3Ha4HO NPUCKOPWIO INepeiady 3HaHb i TEXHOJOTIYHOTO Ta COLialb-
HOTO JIOCBily, HAKOITUYEHOTO JIFOJABMH, HE JIMIIE BiJ MOKOIIHHS 10 TOKOJIIHHS,
aJie 1 BiJ OZIHIET JFOIUHH JI0 1HILION.

Mo-npyre, cygacHi [T migBUIIWIN SKICTh HABYAHHS Ta OCBITH, TO3BOJIHB-
M JTIOJSM YCIIITHIIIE Ta MIBHU/IIIE aJanTyBaTHUCS MO €KOJOTIYHUX Ta COIialb-
HUX 3MiH. Lle 1ae MOXJIINBICTh KOKHOMY CTYJACHTY OTPUMATH HEOOXiTHI 3HAHHS
B CYy4aCHOMY Ta IOCTiHIYCTpiaIbLHOMY CYCH1IBCTBI.

ITo-Tpere, akTUBHE Ta €PEKTHBHE BIPOBAKECHHS IINX TEXHOJIOTIH B OCBITY
€ BaXUTUBHM (PAKTOPOM Y TIPOIECi CTBOPEHHSI HOBOi CUCTEMH OCBITH, IO BiJIIO-
BiZlae BUMOTraM iH(OpPMaLIIfHUX CHUCTEM, Ta MOJIepHi3auii TpaanIiifHOI cHCTeMH
ocBitH [2].

Ha pasi, cydacHuit cTyieHT MOBHHEH OyTH KOMYHiKaOeIbHHUM; BMITH Ca-
MOCTIHHO 3100yBaTH 3HaHHS Ta 3aCTOCOBYBATH iX Ha MPAKTHIi; TBOPYO MHC-
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JUTH, TEHEPYBaTH i[ei; TpaMOTHO TpaIoBaTu 3 iHdpopmamnieto (Opatu HEOO-
XiZHI 175 BHpIMICHHS MEBHOI mpoOiieMu (akTw, aHANi3yBaTH iX, pOOUTH He-
0OXiHI y3arajabHCHHs) 1 T.I. SIK B MOXETE 3aMITHUTH, Y IIbOMY MEPENiKy €
3rajika Ipo BOJIOJIHHA iH(popMaliero. 3HOBY IMOKa3yrOUd HaM Te, 110 3HAHHS
TEXHOJIOTiH, BMIHHI HUMH KOPHCTYBAaTHCS — I€¢ IyXe Ba)UIMBi (akToph y
CYy4aCHOMY CYCIIJIbCTBI.

[Ipore TpyAHOLIIB Ha LBOMY LUISXY BHUCTAa4a€, B OCHOBHOMY BiJICYTHICTb
a0o0 HynbOBe (hiHAHCYBaHHS X PO3BUTKY B mKonax. KpiMm Toro, morpiOHi Buco-
KOKBai(pikoBaHI BHKIAAadi Ta MOCTiHHI miABHIICHHS KBamidikamii. Po3BuTox
rJI00aIbHOTO MPOIIECy iH(GOpPMaTH3aLlil, MO BXKE IMOYaBCcsi B PO3BHHYTHX Kpai-
Hax, CTaBUTh NEpeJi CUCTEMOIO OCBITH HOBY TIJI00aibHy MpobieMy, a came Iiji-
TOTOBKY JIFOJWHU JIO JKUTTA 1 ISUTBHOCTI B a0COIFOTHO HOBUX yMOBaxX — B iH(O-
pMamiiHOMY CyCIiIbCTBI [3].

Ile moTpebye HOBOrO MiAXOAY A0 IMPUHIIMIIOBOIO BUPILICHHS MPOOIeMHU
iHpopmaru3zanii y cdepi ocBiti. CporoHi 3aralbHOBHU3HAHO, 110 iHQOpPMaIIil-
Ha CKJIAZIOBA Ma€ NOMIHYBAaTH B OCBITHIH cmcTeMi MailOyTHBOTO. bo OCBITHI
CHUCTEMH MArOTh HE JIMIIC HAJaTH YYHAM HEOOXIiTHI 3HAHHS MPO HOBE iH(OpMa-
iifHe CepeloBUILE CYCHIbCTBA TAa NPAKTHYHI HABHMYKH BHKOPUCTAHHS HOTO
MOXIIMBOCTEH, a 1 BUPOOUTH B HHOMY HOBHH CBITOTJIAN, SKHI Ma€ IPYHTYBaTH-
sl Ha PO3yMiHHI BUPIMIATBHOT poiti iHpopmarii.

Ha nopo3i XXI cTouiTTss My OBUHHI BU3HATH, LIO JIFOAW BCTYNAIOTh Yy HO-
BY epy — iHpopmaniitHy. Bing Toro, Hackiapku e(peKTHBHO MU OyJeMO BUKOPHC-
TOBYBATH 1H(POPMAIIIIO SK CTPATETiYHUI YHMHHUK PO3BUTKY IMBLTI3aIlii, 3HAY-
HOIO MIpOIO 3aJISKUTh HE JIMIIE T0OpOOYT 1 CTablIbHICTh HALIIOTO CYCIIIbCTBA,
a i MOXKJIMBICTh MOZOJIAHHS TI00aNbHUX KPU3.

Tomy iH(pOpMaTH3aIis CYCHUIFHOTO XUTTS Ta MIMPOKE PO3MTOBCIOKCHHS
MOB’sA3aHUX 3 HEI0 KOMIT FOTEPHUX TEXHOJIOTIH CYTTEBO BILUTHHYJIA OU HA 3MICT
OCBIiTH, 3a0€3Meumn y4aCHHKIB HAaBYaJbHOTO IPOIIECY HOBUMH TEXHIYHUMHU
3ac00aMH BUKJIAQJaHHs Ta HABYAHHS, HaJUXHYJIM HAa CTBOPEHHS aBTOMAaTH30Ba-
HUX 1HGOPMAIIfHUX CHCTEM JUIsl BUPIIICHHS MOXKJIMBUX IPOOJIEM.

Ingpopmauiiini oncepena
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IUDPOBIBAILI OCBITHBOI JISIJIBHOCTI
3AKJIAJIB IPO®ECIMHOI OCBITH

Ipuna I'onuapoea

Binouepkiecokuii incmumym nenepepenoi npogeciiunoi oceimu /[3B0O
“Yuieepcumem meneorncmenmy oceimu” HAIIH Ykpainu
M. bina Ilepkea, Kuiecvka oonacme, Ykpaina

Anomayin. B pobomi poszensioaromucs nowamms yugposoi mpancgopmayii oceimu,
BUKIIAOEH] aKMYAbHi npodaeMu yugposizayii 0ceimmuv020 npoyecy 8 3aKiaoax npogeciii-
HOi  oceimu. Akyenmosano ysazy Ha HeoOXiOHOCHI pO36UMKY THQOPMAYILHOT KOMNemeHMm-
Hocmi nedaeoeie 3axknadie npogheciiinoi (npoghecilino-mexHiunoi) ocsimu AK 6aHCIUBOL
yMO8U 3a0e3neyerts epeKmueHocmi nid2omosky Kaopie 018 yugpogozo cycnintbcmea i
Yupposoi eKOHOMIKU.

Knrouosi cnosa: yupposizayis, yugposa ocsima, iHghopmayitiHo-KOMYHIKayitiui me-
XHONOZIE, Yudposa KomMnemeHmHicme.

Annotation. The concept of digital transformation of education is considered in the
work, the current problems of digitalization of the educational process in vocational educa-
tion institutions are outlined. Attention is focused on the need to develop the information
competence of teachers of professional education institutions as an important condition for
ensuring the effectiveness of personnel training for the digital society and digital economy.

Keywords: digitization, digital education, information and communication technolo-
gies, digital competence.

CpOroJiHi MH XHMBEMO B €M0XY YETBEPTOi MPOMHCIIOBOI PEBOIONIT, B SIKiH
VYkpaiHa oOpania CTpaTeTidHUA Kypc Ha HOBITHIH iHIYCTpiaJbHUH pPO3BHTOK 1
OJlHA 3 YMOB IIbOTO PO3BUTKY YKpaiHM — MacoBa Ta IIBHIKA IU(POBi3amis mpo-
MHCIIOBUX CEKTOpPiB. 3BHYAHO HE CTOITH OCTOPOHB 1 ocBiTa. LlnpoBi TexHOMOTIi
€ “IHCTpYMEHTOM” PO3BUTKY Cy4acHOro iH(opMaliifHoro cycmninbcrsa ta pedo-
PMyBaHHs Cy4acHOI cucTeMu podeciifHOT OCBiTH B YKpaiHi.

Kiayc 111Ba6, 3acHOBHUK 1 TOJIOBHHIA Mpe3ueHT BeemipHoro dhopymy B Jla-
BOCE, HANKCAB KEPIBHHUIITBO, SIKE JOTMIOMAra€ HaM 30PIEHTYBaTHCS B MUHYJIHX
3MiHax i Ay’Ke BIyYHO ONHCYE caMe Te, IO BiIOYBA€THCSA B HAIOMY HU(POBOMY
CYCTUIBCTBI 3apa3: “XapakTep 3MiH, 0 BiIOyBaIOTHCS, HACTUILKH (QyHIAMEHTa-
JIGHUM, 1110 CBITOBA iCTOPIA 1€ HE 3HAJIA TTOI0HOT eMOXH — Yacy SK BEIUKHX MO-
KJIMBOCTEH, TaK i MOTeHUiiHuX Hebe3mek™ [1].

OIHHAM 13 HaWBa KJIMBIIIKX I[TOKA3HUKIB IHHOBALIMHOIO Ta TEXHOJIOTIYHOI'O
MOTEHIITy KOXKHOI KPaiHM € piBeHb PO3BUTKY TEXHOJIOTIH, 34aTHICTh €KOHOMIKH
KpaiHKW po3BUBATHCS B yMoBax Ludposux TpaHchopmaniid. Portulans Institute ta
World Information Technology and Services AllianceniopigyHo MIOpiYHO BHITyC-
KalOTh 3BiT, B SKOMY aHaJi3yIOTh iHAEKC MepexeBoi rotoBHoOcTi (Networked
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Readiness Index) — KOMILTEKCHUI TIOKA3HHUK, [0 XapaKTEPU3Ye PiBCHb PO3BHTKY
iH(opMaIiiiHUX TeXHOJIOTiH KpaiH cBiTy. ExcriepT po3paxoByIOTh iHAEKC Mepe-
JKEBOI TOTOBHOCTI Ha TijcTaBi 62 pi3HUX MOKa3HUKIB, sSIKi MOXHA 00 eHATH Y 4
rpynu: technology (texHomoriuna ckmamoBa), people (moacekuii daktop), gov-
ernance (ympaBiHCbKMIF HaBHK), impact (BmwvB). Ha manuii yac Bxke omy0miko-
BaHi JIOCII/PKeHHs pedTHHTY 3a 2022 piK, BIANOBIIHO 10 SIKOTO YKpaiHa mocifae
50 wmicre (2019 pik — 67 micre, 2020 — 64, 2021 - 53) [2].

V 6epesni 2021 poxy Kabiner MinicTpiB Ykpainu cxamoe Konmentiiro po-
3BHTKY NHA(PPOBUX KOMIETEHTHOCTEH Ta 3aTBEpKEHHS IUTAHY 3aXOMiB 3 1i peari-
3arii, B sIKiif BU3HAYA€E TIPIOPUTETHI HATIPSMKH 1 OCHOBHI 3aBJaHHS 3 MUTAHb PO3-
BUTKY IU(POBUX HABHYOK Ta IU(PPOBUX KOMIIETEHTHOCTEH, MiJBUIIECHHS PiBHS
1(hpoBOI TPAMOTHOCTI HACENICHHS B YMOBAX PO3BHTKY HHU(POBOi CKOHOMIKH Ta
1udgpoBoro cycmijabeTra [3].

CTBOpEHHSI 3arajlbHOEBPONEHCHKOTO OCBITHBOTO MPOCTOPY, PO3LIMPEHHS
€KOHOMIYHHUX, MOJITHYHUX 1 KYJIbTYPHHX KOHTAKTiB, YIOCKOHAJECHHS CHCTEMH
npodeciitnoi (MpodeciiiHo-TeXHIYHOT) OCBITH HA Cy4acHOMY €Talli BUMarae Ho-
BUX MIJXOJIIB JIO OpraHi3aIiii OCBITHROI MisuibHOCTI 3100yBauiB oceitu 3I1(TIT)O,
CIPSIMOBAHUX Ha PO3BUTOK OCOOHMCTOCTI MaiilOyTHBOTO MpaliiBHUKA, ()OPMyBaHHS
fioro mpodeciitHoi MoOinpHOCTI. Ha chOTrOmHI BCEe TOCTpIIe BiqUyBa€eThCS MPO-
OJeMa TOTOBHOCTI ITeIaroTiB, 10 poOOTH 31 3700yBadYaMH OCBITH, MPEICTaBHUKA-
MU “TIOKOIIIHHA Z”, cepell SICKpaBUX OCOOJIMBOCTEH SKUX — A(pOBa 00I3HAHICTB.
Teopis mokoniae Xoysa-llITpayca crBepmKye, mo ¢Gopmye Ta BU3HAYAE TOKO-
JIHHS HE TUTBKY 1 HE CTUTBKHU BiK, CKUTBKH IIHHOCTI JIFO/IEH, sIKi (hOPMYIOTBCS i
BIUTMBOM CYCHLUIBHUX, TOJITHYHNAX, CKOHOMIUHHX, COLIANBHHUX, TEXHOJIOTIYHIX
no/iiii Ta BUXOBaHH y ciM’T [4].

Bukopucranns nudpoBHx 3aco0iB y HaBUaJIBLHOMY IPOLECI BUKIUKAE MOT-
peOy po3po0IICHHST HOBHX METOAMK 1 TEXHOJIOTIH MPpOoQeCciiiHOT OCBITH 1 HABYAHHSI.

Ilix yac poboTH B OHOMY 3 3aKiajiB npodeciitnoi ocity M. [Himnpa Oymy-
BaTH CUCTEMY METOJMYHOIO CYIIPOBOLY MH PO3IIOYAIIH 3 BU3HAUSHHS IIPIOPUTET-
HHUX HampsMiB (opMyBaHHS LM(PPOBOI KOMIIETEHTHOCTI nexarora. Hamu Oynu
BUJIiJICHI HACTYITHI PiOPUTETH:

— 3HaHHA TPO TEXHOJIOTil, IX MOJIMBOCTI Ta OOMEXKEHHS IJIsI BUPIIICHHS
NeJIarorivHyX 3aBJlaHb, 10 3aCHOBaHI Ha MpodeciitHO-0COOUCTICHNX MOXIIMBOC-
TSX Ta OOMEXKEHHSX B TaTy3i 3aCTOCYBaHHS IM(POBUX TEXHOJIOTIH;

— YMiHHS KOMIUIEKCHO BUKOPHCTOBYBAaTH LU(POBI TEXHOJIOTII y Heaaroriy-
Hill AisUTBHOCTI, IO 3aCHOBaHI Ha Oe3MEepEepBHOMY BIOCKOHAJICHHI Ta PO3BUTKY
podeCiifHOT MiSUTBHOCTI;

— JIOCBiJ] TIOJIaHHS B TIEIAaTOTIYHOMY CIIBTOBAapHUCTBI HOBUX MOJENeH Tena-
TOTIYHOI JiSUTBHOCTI, 110 3aCHOBaHI Ha CaMOCTIHOMY 1 iHII[IaTUBHOMY 3aCTOCY-
BaHHI IIM(POBHUX TEXHOJIOTiH;

— [IHHICHE CTaBJICHHS 10 BUKOPUCTAHHS MU(YPOBHUX TEXHOJIOTIN y CBOIN Ji-
SUTBHOCTI, 1110 TPYHTYETHCSI Ha pediekcii cBoro 1 aysxoro nocsiny B ramy3i IKT.
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Ha nepmomy erami CTBOpPEHHSI MOJIEN METOJMYHOTO CYIIPOBOLY B YMOBAX
uudposizaii Ha OCHOBI aHaJIi3y OyJIM BUSIBJICHI HACTYIHI MPOOJIEMH: HEIOCTaT-
Hill piBEHb BOJIOJIHHA BHKJIagadyaMH IU(PPOBUMH TEXHOJOTISIMH, HAasSBHICTh
“HCHUXOJIOTIUYHUX Oap’epiB”’; BIACYTHICTh MOTHBAII 10 OCBOEHHS HOBOTO BHIY
JUSUTBHOCTI; BIJICYTHICTH METOJMK, SIKi O JO3BOJISUTM 3MIMCHIOBATH BHKJIAIAHHS
TIPEIMETIB 3 BUKOPHCTAHHSAM CYYaCHUX HU(DPOBUX TEXHOJIOTIH.

Jnst camoaHamizy crany 1upoBizalii Ta eeKTHBHOCTI BUKOPHCTAHHS -
(pOBHUX TEXHOJOTIH y 3aKJIa/i OCBITH MU CKOPHCTAJINCS OHJIAHH-IHCTPYMEHTOM
SELFIE (mpoekT €BpOonenchKoi KOMicCii), SIKHAi JOTOMIT OLIHUTH €(peKTUBHICTH
BIIPOBA/DKEHHS 1HHOBAIIMHUX IW(POBUX TEXHOJOTiHi B OCBITHBOMY INpOIeci,
3’sicyBaTH, Ha SKOMY €Tari OU(POBOTO PO3BUTKY 3HAXOJUTHCS 3aKiaj OCBITH,
OIIHUTHU CTYIiHb BOJOMIHHS IMU(POBUMH TEXHOJIOTiSIMH TienaroriB. CamMoaHai3
MOKa3as, 1110 Juiie 5% MenaroriB € HOBaTOpaMu, SKi OJHI 3 TEPIINX BUKOPUCTO-
BYIOTh HOBI 3ac00M HaBuYaHHs, 47% MEIAroriyHOro CKiaay MOYHHAIOTh BUKOPHUC-
TOBYBaTH HOBITHI IM(POBI TEXHOJOTI], KOJW MPOWILIN MEeBHE HaBuUaHH:, 16%
BUKOPUCTOBYIOTh HOBI IT-TexHouorii ynumie Toxi, koau Oayate B I[bOMY MEBHI
repeBary.

[udpoBsizaliisi OCBITH Ma€ JOCTATHHO PealbHHUX MPOOJEM: 3HAYHA YaCTHHA
3100yBadiB OCBITH HE Ma€ HEOOXITHUX IS OHJIAIH-HABYAHHS TaJKETIB 1 SIKICHO-
TO iHTepHeT-3’€JHaHHI;, BUKJIaIadaMm i 3700yBadaM OCBITH 0€3 TOCTaTHBOTO JOC-
Bifly BUKOPHCTaHHS IM(PPOBUX PECYPCiB BaXKKO HABYATHCS OHJIAMH; HaidacTime
i BUTTISIOM DU(POBOI TpaHChOpMAIli BHKIamadi OMU(PPOBYIOTh LIIKOM Tpa-
JIWILIHI TIXO0MH — 1 e He € MUQpOoBi3aIli€ro.

OCBITHS AisUIBHICTD 3 BUKOPUCTAHHSM IIM(PPOBUX TEXHOJIOTIH MOTHBYE 3710~
OyBadiB OCBITH JI0 MPOLIECY HABYAHHS, CTUMYJIIOE 110 (hopMyBaHHSI 0COOMCTOCTI,
noruoIIr0€e mpodeciiiHy CnpsiIMOBaHICTh, OBOJIOJIHHS CYYaCHHUMHU TEXHOJIOTISIMH,
Oe3nocepe/iHbO OB SI3aHMMHU 3 MaiiOyTHBOIO mpodeciiiHow aisbHIcTIO. Tomy
KOJKEH IeJIaror Mae 3poOHTH CBill BHECOK y (hopMyBaHHS 1M(PPOBOI KOMIIETEHT-
HOCTI BUITYCKHHKIB 3aKJIa/liB IpodeciiiHOT OCBITH.
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VJIK 371:004
IHO®OPMALIMAHI TEXHOJIOI'I B OCBITI 3BO JICHC YKPAIHU
Iz0p Kogany

JIvsiscokuii Oeprrcagnuil ynieepcumem 6e3neKu HeummeoianbHocmi,
M. JIveie, Ykpaina

Anomauyin. Y cmammi 8uceimueno meopemuxo-memoooioiuHi 0CHO8U 3aCMOC)-
6anHs iHopmayitinux mexnono2ilu 6 oceimi. Busnaueno ponv i micye inghopmayiinux
MeXHO02Il 8 OCBIMHLOMY NpoYeci, OOTPYHMOBAHO HANPAMU THPOPMAYIUHO20 PO3CBUMKY
ma npuxyunu npogeciiinol 0ceimu 8 yMosax 6nposaoHCeHts iHQOPMAayiliHUX MexHOI0-
2ill y 3aKna0ax suwoi oceimu 2any3i be3nexu IoOuHU.

Knwuoei cnosa: inpopmayiiini mexnonozii, npogeciiina niocomosxa, maiuoymHi
gaxisyi, eanysv be3nexu IHOOUHU.

Abstract. The article highlights the theoretical and methodological foundations of
the use of information technologies in education. The role and place of information
technologies in the educational process is determined, the directions of information
development and the principles of professional education in the conditions of the
introduction of information technologies in institutions of higher education in the field of
human security are substantiated.

Keywords: information technologies, professional training, future specialists, the
field of human security.

CaiT TpaHchopMy€eThCs SIK Y TJI00aNbHOMY, TaK 1 JOKaJbHOMY BHMIipaXx,
IO BIMarae HOBHX IiJXOJIB MiITOTOBKH JIFOJUHH JI0 KHUTTEMISUIBHOCTI, 30Kpe-
Ma ocBiTHIMH 3acobamu. TpanuiiiiHa ocBiTa 30epirac KOHCEPBATHBHUIA 3MICT,
MOCTYNAaYHUCh NOTpedaM Ta MepcreKTUBaM ChOTOJICHHs. BinnosinHo, mocrae
npobJjeMa B aKTHBHOMY BIIPOBaJKEHHI 1HPOpPMAaIiHHIX TEXHOJIOTIH Ta iX iHTe-
rpauii 3 IHIIMMH HAYKOBHMH TaJIy3sIMH, OCKUIBKH SIKICTh OCBITHBOTO ITPOIIECY
3aJIeKHUTh BiJI BUKOPUCTaHHS iHQOpMaliHHUX TEXHOJOTIH y MO€AHAHHI 3 IHTEeP-
HETOM, IO CIpHUsE AKICHIMIIH T0Jadi HAaBYAIBHOTO MaTepiany Ta 3aliKaBIeHOC-
Ti MOJIOZ1 Y HOTO BHBYCHHI.

BrponoBx OCTaHHIX AECATHIITH CHOCTEPIracThCsl 3alliKaBICHICTh Yy BU-
BUYCHHI IHPOPMAIITHUX TEXHOJIOTIH, 30KkpeMa it B ocBiTi. Lleit HampsIMOK BUCBIT-
JICHO y TIpansxX BITYM3HSHHMX HayKOBIIB, Takux sik B. bukos, O. bonnapenko,
P. I'ypesuu, M. KoBanb, M. Kozsip, O. Mimenko, T. Pak. Ines “xommn’roTepHUX
HaBYAIBHUX CEPEIOBUIN’, sIKA € MAIPYHTSIM OITBIIOCTI Cy4acHHX HaBUAIBHUX
KOMIT IOTEpHHX MPOrpaM HaJIeXHUTh aMepUKaHchbkoMy nocuigauky C. [leinepry.
[IpobnemMn TUIAKTHKHM Ta NMEPCHEKTHBH BUKOPUCTAHHS iHPOPMAIIHHUX TEXHO-
jorit B ocBiTi BHCBiTIIEHO . PoGepTt, mcuxonoridHi OCHOBH KOMII IOTEPHOTO
HaB4aHHs BUOKpemuB FO. Mamoin, cucteMy miaroToBKH (aXiBI[iB 10 BUKOPHC-
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TaHHS iH()OpPMAaNiHHOI TEXHOJIOTII B HABYAIILHOMY IPOIIECi 3aIPOIIOHYBAB i Je-
TanpHO 0OTrpyHTyBaB M. JKammak. AHami3 HayKOBO-TIEAroridHoOl JTEepaTypH,
MOKa3ye, IO JUIA CIiBPO3MIPHOCTI 4Yacy, OCBITI MOTPIOHO MaTW iHHOBALIHHHUN
BEKTOD, SKHH crpusTUMe (pyHKIIOHAJIBHOCTI CyCIijbeTRa [2].

Mu noromxyemocs 3 aymkoro M. Kyci#f, koTpa oOrpyHTyBajia HarpsiMH
IHHOBaLIHHOTO PO3BUTKY NpO(deciiiHOi OCBITH B yMOBax BIIPOBaKEHHs 1H]O-
pMaLiiiHuX TEXHOJIOTIH y 3akiagax BUILOI ocBiTH JlepxaBHOI ciry:xOmn YkpaiHu
3 Ham3Bu4aiHux curyanid (3BO ACHC VYkpainm). Jlo Takux HampsiMiB BUeHa
BimHOCHTH [4, c. 30]:

— HayKOBO-TIeJJaroriyHi MiX0au A0 peanizalii BUMOT MOJEpHi3alii ocBiT-
HBOTO TIPOIIECY;

— IHHOBaIifHI TEXHOJOTil HaBYAHHS IS MIABUINCHHA TPOQecioHamizMy
MaiOyTHIX (haXiBLIB MMOKEKHO-PATYBAJIBHOI CITyKOU;

— IiABHUIIEHHA AKOCTi podeciiinoi ocitn y 3BO JICHC VYkpainy;

— 0COOHCTICHO-OPi€EHTOBAHUH IMiAX1A O opraHi3alii mpodeciiiHol ocBiTH;

— METOJMYHE CYIPOBOJDKEHHS 1 3a0e3nedeHHs npodeciiiHol miaroToBKky;

— KOMIICTEHIIii y TpodeciiiHiil OCBITi; opraHi3allisi HayKOBO-IOCIiAHOI PO-
00TH KypcaHTiB; iH(popMariitHi TexHomorii B ynpasmiaHi 3BO JJCHC YkpaiHu,
aBTOMATH3allis poOOTH 010TI0TEK;

— iHHOBAII1 Y TMiATOTOBIII 1 MMiABUIIECHHI KBaTi(hiKallii BUKIa1a4iB;

— B32€EMOBITHOCHHH M)XK HABYAJIbHUMHU 3aKJIaaMH.

BaxxmiBuM € i Te, 10 KOXKEH OCBITHIW IPOLieC MOBUHEH OMHPATUCh Ha Me-
TOJIOJIOTIIO, 30KpeMa JAWAAKTH4YHI HpUHUUIK. Y 1poMy KoHTekcTi M. Kozsp
BKa3aB, 10 /Ui (pyHKIIOHYBAaHHsS OCBITHBOTO CEPENOBHINA 3 BUKOPHUCTAHHIM
iH(pOpMaLiHHIX TEXHOJIOTiH, IIOTPIOHO BPaXOBYBATH TaKi TPY MPUHIIHITH:

— yinichocmi (BU3HAYAE€ MEPIIOYEPTOBICTE BHOOPY MimxomiB 10 (opmy-
BaHHS iHPOPMALIHHOTO CePEeOBHIIA 3aKIay OCBITH SIK I[UTICHOTO SIBHIIA, ITiJI-
MTOPSAKOBAHOTO 3aBIAHHSAM IOBHOIIHHOTO CIIpHMaHHS MaiHOyTHIMU (axiBIis-
MU JIHCHOCTI, 30KpeMa HaBKOJIMIIIHBOTO CBITY);

— KOMNIEKCHO20 Nioxo0y 00 npobaemu inghopmamusayii oceimu (peanizy-
€THCSl Yepe3 HayKOBO OOIDYHTOBaHE BH3HAUCHHS NEPBHHHOTO BXiJHOTO CTaHy
nporiecy iHpopmaTH3alii, 3aCTOCyBaHHS MPOTPAMHO-IIIFOBOTO MiAXOAY MO
PO3BUTKY ¥ yIpaBIliHHS I[UM TPOIIECOM, KOOMEPaIlito cy0’ €KTiB, 3aIliKaBICHUX
y iHpopMaTH3aLii OCBITH, 3MiHY TpaJULiHHKUX MOTJIAIB Ha mpolec iHpopmaru-
3arlii OCBiTH);

— cucmemHoi nodbyoosu inghopmayitinoeo cepedosuwja (BUMarae po3pooky
I CTBOpPEHHS HOBHX CTPYKTYp, IIO 3a0€3IeuyIoTh OpraHizaliio Ta QyHKIiOHY-
BaHHS TEXHOJIOTIH, peati3amiio BiIKPUTOCTI Li€l CHCTEMH Ha BCiX PiBHSX, HAsB-
HocTi 00MiHIB iH(popMarieto B cdepi mpodeciifHoi )KUTTEAINBHOCTI) [3, ¢. 6].

3 ormsiy Ha 11e, MOXKEMO CTBEpJIKYBATH, IO BCi, 0€3 BUHSATKY, IIe1arorid-
Hi TeXHOJIOTI] € iHOPMAI[IHHUMH TEXHOJIOTISIMH, OCKUIBKM OCHOBY OCBITHBHOTO
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TEXHOJIOTIYHOTO TIPOILIECY CKJIaJa€ OTPUMAaHHSA, 30epiraHHs 1 HEepPETBOPEHHS
inpopmamii [1]. 3aranom BupoBamkeHHs iHpopMamiitaux TexHooriit y 3BO
JCHC VYxkpainu npuckoproe repeady 3HaHb 1 HAKOIIMYEHOTO JOCBIY y raiysi
0e3reKy JII0JMHU He TUTBKM B MeXax ofHiel KpaiHu, a i 1mo Bcromy cBiTy. Cy-
YacHi iH(OpMaIiifHi TeXHOJIOTI1, i ABUIIYIOTH SKICTh MPO(eciiHOI M ITOTOBKH,
CHpHSAIOYM YCHINIHIKA afganTanii MaiiOyTHIX (axiBLiB 10 HABKOJMUIIHBOTO Cepe-
JIOBUIIA, 10O YMOB CJIY>XKOH, 1€ JJa€ MOXKJIUBICTh KO)KHOMY 3 HUX OTPHMATH He-
00XiHI 3HAHHA SIK ChOTOHI ((hopMasibHA OCBIiTa), TaK i B MallOyTHROMY (Hedo-
pMmaibHa ocBita). Takox, aKTHBHE BIIPOBAPKEHHS IIMX TEXHOJIOTIH B OCBITY €
B)XJIMBUM YMHHUKOM CTBOPEHHSI HOBOI CHCTEMHM OCBITH, IO BiJIOBiIa€ BUMO-
raM caMoro CycCHiNIbCTBa, i Ipolecy MOAEpHi3awil 3acTapinoi, KOHCepBaTUBHOI
CHCTEMH OCBITH.

Buknazene, nae miacTaBu i BACHOBKY MPO Te, IO BIPOBAHKCHHS 1H(O-
pMamifHUX TEXHOJIOTIH € 3araJbHIM OPi€EHTHPOM PO3BHUTKY BCIiX cep KHUTTEi-
smpHOCTI 3BO ICHC VkpaiHn, a TakoXK OOHHM i3 MPIOPUTETHHX HANPSAMIiB
PO3BUTKY ocBiTH. [H(opMalLiitHi TEXHOJOTi MO3UTHBHO BIIMBAIOTH Ha MPOLIEC
HABYAHHS 1 BUXOBaHHSA MaiOyTHIX (aXiBIiB HacaMIepea TOMY, IO TpaHCchop-
MYIOTh 3acTapiii cxemu i meronu mpodeciiiHoi miaroroBku. LinecnpsmoBane
BIPOBaJKeHHs 1HQOpMaLifHUX TEXHOJIOTIH Y CHCTEMY OCBITH B YMOBaX ChOTO-
JICHHSI IPYHTYETBCSl Ha 3aCTOCYBaHHI KOMII'IOTEPH30BaHOT TEXHIKH, CIelliaib-
HOTO YCTAaTKyBaHHS, MPOTPAMHHUX 1 alapaTHUX 3ac00iB, cucTeM 00poOku iHpO-
pMmarii Tormo.

[MoganpuiMMu NMEpCreKTUBaMU € BHOKPEMJICHHSI 3aKOHOMIPHOCTEH BIpO-
BapKeHHs iH(popMmariitaux TexHomorii y 3BO JJCHC Ykpainm, mo cnpustume
CaMOPO3BHUTKY MalHOYTHIX PATYBaJbHUKIB Y rary3i Oe3MeKH JIFOIMHH.
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Y]IK 004.7

OPTAHIBALISA HABYAHHSA CTYJAEHTIB 3A 3MIIIAHUM
®OPMATOM 3 YPAXYBAHHSAM JOCBIAY
YHIBEPCUTETY 3 HIMEYYUHU

Bonooumup Jloouax, Hamania Mapmunosa
Cymcokuii oeporcasnuii ynieepcumem, m. Cymu, Ykpaina

Anomauin. Posensodaromvcsi numanHs opeanizayii HaGuaibHO20 npoyecy Ois
cneyianbHocmi Kibepbe3neka 6 yM08ax 60€HHO20 CIMAHY I3 3ACMOCYBAHHIM MEXHOL0-
2ill enekmpoHHo20 HagyauHa. Kombinayia ounux ma oucmanyiunux opm HA8YAHHA,
CUHXPOHHOI Ma AcCUHXPOHHOI 83aiMO0ii i3 cmydenmamu 003604€ 3abe3neyumu Oe3-
nepepeHicmey nid2omosKu, aie nompedye necmanoapmuux piuens. J[ocgio yHieepcu-
memy Manneaiim 3 6npo8addiceHHs: 2IOPIOH020 PopmMamy HAGUAHHS OYOe KOPUCHUM 8
HAWUX yMoBax.

Knruosi cnosa: 2ibpione nasuanns, Kibepbesneka, niam@popma eiekmpoHHo20
HABYAHHSL.

Abstract. Issues of organization of the educational process for the specialty of
cyber security in the conditions of martial law with the use of electronic learning
technologies are considered. The combination of face-to-face and remote forms of
education, synchronous and asynchronous interaction with students allows for
continuity of training, but requires non-standard solutions. Mannheim University ’s
experience in implementing a hybrid education format will be useful in our
conditions.

Keywords: hybrid teaching, cybersecurity, e-learning platform.

3 orysiy Ha BoeHHHH cTaH B YKpaini B CyMCbKOMY Jiep)KaBHOMY YHiBep-
cuteti (Cym/lY) opranizaifito HaBY4aJILHOTO IPOIECY BH3HAUYCHO 3a 3MIlIAHUM
(dopmaToM. B 0OCHOBHOMY 3aHSATTS MPOBOISATHCS B PEKUMI BiICOKOH(EPECHIII,
3a TIOTPe00I0 MPAKTHYHOTO BiJNPALIOBAHHS Ta MOXIIMBICTIO O€3MEKH Y4acHH-
KiB — OYHO B ayIUTOPIsIX. YHIBepCUTET OyB TOTOBUI OpraHi3amiifHO, TEXHITHO 1
METOJMYHO JI0 OHJIAHH PeXXUMY HAaBYAHHSA, Y TOMY YHCII JUIS IiJrOTOBKH CTY-
JIeHTIB crieriaigpHoCcTi KibepOesneka. dyHKuioHye ruiatgopma eneKTpOHHOTO
HaBYaHHS, 110 IHTETrpy€e HaBYAJIbHUI KOHTEHT OHJIAMH KypCiB 3 CHCTEMOIO Me-
Hekmenty (LMS) Ta miarpumkoro koMmyHikarii yqacuukis [1].

AJe BUKJIMKM Ta HeCTabibHI YMOBH CHOTOJICHHS MOTPEOYIOTH KOPEKIIii
oprauizauii HaBYaJILHOTO Tpouecy. J[is BIPOBaPKEHHS JKUTTE3JATHHX Ta
OipIn epeKTHBHUX PIilIeHh KOPUCHUM OyJe IOCBiA yHiBepcuTeTy MaHHraim
(Himeduwna) opranizaiiii OHJIaiiH HaBYaHHS, BiANPaIlbOBaHUH TTiJ] 4ac MaHaeMil
CovID19.

OmnnaiiH-HaBUaHHS 3a0e3nedye Oe3MepepBHICTh HABYAIBHOTO MPOLECY B
YMOBax KatacTpo(, MOXKIMBICT Y4acTi y I[bOMY IPOLECi K BUKJIAIadiB 1 CTy-
JICHTIB, HE3aJIEXKHO BiJ MICIIE3HAXOJPKEHHS Ta TOTO, SIKUHA PO3BUTOK Ma€ CUTY-
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amist HaBkoJy1o. O4eBHIHO, 110 SAKICTH OHIAHH-HABYAaHHS 3aJ€KUTH 31€01IBIIOTO
BiJl TUCIMIUTIHOBAHOCTI Ta BMOTUBOBAHOCTI CTY/ICHTIB.

Came NUTaHHIO MOTHBAIii 3Ha4YyHy yBary HPUAUIAIOTH B YHIBEPCHUTETI
MasnmnraiiM. IIpoexTyBaHHSI HaABYaJIBHOTO KypCY, BUKOPUCTaHHS iIHCTPYMEHTIB,
KOMYHIKaIlisl 13 CTyJJleHTaMHd BUKOHYIOThCS 3 ypaxyBaHHSIM BHUMOT B3a€EMOJii B
OHJIalH KypcCi, MOTHBAL] 1O HABYAHHS, MEPEIKEBOTO ETHKETY.

Jlonomory BUKJIaJauaM 3 IIMX IHTaHb, a TaKOX HAaBYaHHS 3 JUJAKTHKH,
METOAMKH, BUKOPUCTAaHHA TEXHIYHUX 3aC00iB 1 CTBOPEHHS OHJIAWH Kypcy Ta
opradizarlii eeKTHBHOTO HaBYaHHA Hajiae LleHTp BUKIamaHHA Ta HaBYaHHA [2].
[ligroToBiIeHO METOAWYHI PEKOMEH/AI] Ta MPOBOAITHCS TPEHIHTH 3 TEMAaTHKH
1poBOro HABUAHHS, OpraHi3alii OHJIAHH 3aHATh Ta BUKOPUCTAHHS IIaTtdop-
Mu enekrpoHHoro HaBuaHHSA ILIAS. CrtBopeHo 0a3y oOHNaliH KypciB Ins
OCBITHIX mporpam yHiBepcuteTy ManHraiim [3].

B Cym/lY Takox CTBOPEHO CBOIO 0i0JIOTEKY OHJIalH KYpCiB, Y TOMY YHCII
3 MaTeMaTUYHHUX JUCHHUILTIH [4]. KOHTEHT GLIbIIOCTI 3 HUX € KIaCHYHUM — TEK-
CTOBHUI Matepiall, TpCHaXEpH, TECTH, 3aBJaHHs, UUTIOCTpaTHBHI MaTepianu. 1s
TpaauiliiHa MOJICTb Mepeaayi 3HaHp “BUKJIANa4-CTyICHT B TUCTAHIIMHUX yMO-
BaxX HaBYaHHs He nyxe epektuBHa. CTyIEHTH Kpalle cpuiiMaroTs iHdopmalito
y ¢dopmari Bigeozamucy. Came y BUMIIAII BiZleO3alICy JISKIIF BUKJIAAa4a ITiIro-
TOBIICHI OUTBINICTH KYpCiB ULl OHJAWH HAaBYaHHSA B yHiBepcuUTeTi MaHHTaiM.
JloninbHO B HAIIMX YMOBaxX TeX 3a0C3MEYUTH TEXHIYHI 3aCO0M Ta OCBOIOBATU
HOBI IIZIXOAM BUKJIAJaHH JJIs1 CTBOPCHHS HABYAJILHOTO BiJICOKOHTEHTY.

HesBakaroun Ha Cy4acHi MOXJIMBOCTI TEXHOJIOTIH OHJIAH HAaBYAHHS, JUIS
CreMiagbHOCTEH 1HKCHEPHO-TEXHIYHOTO MPOQIII0 OLIbII JOPEYHAM IS OBO-
JIOAIHHS MPAKTHYHHUX HaBHYOK € odduaitn Gopmar. Takox Iuis crierianbHOCTI
KibepOe3rieka MOTPIOHO 1aTH CTYIACHTAM peajbHUN JOCBiA KibepOe3meku 3
NPaKTHYHOIO CKJIAIOBOI0 Ta HAJATH HAaBMYKHM, 100 BOHM MOTJIHM CTaTh
ycmimHuMu npodecionanamu. J{is BUpilieHHs IMX 3aBJaHb Ha Kadeapi Kibep-
oe3nexku Cymcrkoro nepxkapHoro yHisepceutety (Cym/1Y) BinOyBaeThest po30y-
JIOBa KiOEpIIONTOHy 3 METOI0 BIATIPAIOBAHHS CTYICHTAMH TAKTHK BiIOWTTS
Kibeparak, a TaKOXX CUMYIILIS KibepaTrak 3 OZHOYaCHUM HalpalfoBaHHSIM Me-
TonuK KiOepHamaniB. [lepenOavaeThcs miaTpUMKa OHJIAWH-HABYaHHS 3 KiOep-
0e3neKu, MOXKIIMBICTh BipTyai3awii KJIaciB.

Jnst HaOyTTS NPaKTUYHMX HABMYOK 3 OOJNaIHAHHSAM KiOeprojirony 3a
MOJKJIMBOCTI CTYJICHTH HaBYAIOThCS odiaifH i1 y BilichkoBuid 4ac. Bukmamadi
MOEAHYIOTh OYHI 3aHATTS Ta OHJIafH-HaBYaHHSA. BUKOPHUCTOBY€ETHCS. TIOpHUAHUI
(opMmaT — 11e OCBITHIH MiXiJ, KOJU OJHI CTYACHTH BiABITyIOTh 3aHATTS 0COOH-
CTO, a iHII O6epyTh ydJacTb BipTyanpHO. I'i0praHe HaBuaHHSA MOTpebye Oinmpmoi
THYYKOCTI BiJl BUKJIaja4a, HEOOXiAHOCTI HaBYAaTH OOWJIBI TPYNH CTYJEHTIB OJI-
HouacHo. [lepeHeceHHs 3BUMHUX MPAKTHK BUKJIAJAHHS 3 ayJJUTOPHHUX 3aHSThH B
OHJIaliH-(OpMaT HE MpaIoe, MOTPIOHO KOMOIHYBaTH ‘“>KMBE” CIUIKYBaHHS 3
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oHNaH. /|11 mpboro TakoX MOXYTh OyTH 3alisHi aCHHXPOHHI €IEMEHTH HaB-
YaHHsI, TaKi K OHJIAHH Kypc Ta HOIEepPeHbO 3alicaHi Bifeo.

Kopucaum € nocBix yriBepcureTy MaHHTaliM 3 BIIPOBaKEHHS T10piIHOTO
(dopmaTy HaBUAHHS.

[ligrotoBieHi HUIMH METOAMYHI peKOMEHMAMii 3 IUIAaHYBaHHS TiOPUIHUX
3aHATh, CIIJIKYBaHHS ayAMTOPIi Ta BIPTYaJIbHOTO KJacy, MOE€JHAHHS CUHXPOH-
HUX Ta ACHHXPOHHHX METOMIB B3a€MOIii JO3BOJIATh HAJAroIUTH TiOpimHuit
(opmMaT B HalIMX yMOBax.

Takum urHOM, KOMOIHAIA OYHUX Ta AUCTAHIIHHUX (POpM HABUAHHS, CHH-
XPOHHOI Ta AaCHHXPOHHOI B3aiMOJil M03BOJE 3abe3neunTH Oe3MEepepBHICTH
(haxoBOi MATOTOBKHM B yMOBaX BiiCHKOBOTO 4acCy.
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Anomayin. Po6oma npucesuena 0ocniodxcennio npobiemu 8npoeads’CeHHs MexHo-
noeiil eetimihixayii' y cucmemy oceimu. Ha niocmaei npogedenozo ananizy 3pooineui pe-
KOMeHOayii oo cucmemamusayii 00CIiOHCeHo 8 Yill YapuHi, 3 6UKOPUCIAHHAM NiOX0-
0i8 MAWUHHO20 HAGYAHHS MA THCMPYMEHMAPIIO IHMEeNeKMYyaibH020 AHANI3Y OAHUX.
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HABYAHHSL.
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Abstract. The paper is devoted to the study of the problem of introducing
gamification technologies into the education system. Based on the analysis,
recommendations were made for the systematization of research in this area, using
machine learning approaches and tools intelligent data analysis.

Keywords: gamification of education, gamification tools, machine learning.

Teitmidikartist (irposizartist, refimizaris, anri. gamification) — Bukopuc-
TaHHS ITPOBUX MPAKTHK Ta MEXaHI3MiB Y HEITPOBOMY KOHTEKCTI 3 METOIO 3alTy-
YeHHS KIiHIIEBHX KOPHCTYBadiB 0 po3B’s3aHHs mpoGuemu [1, 2]. Leit Tepmin
3’siBuBcs y 80-x pokax XX cTopivusi Ta OyB BBEACHHI 3aB/SIKH IIaJCHIN TOMYy-
nspHOCTi OaraTtokopucTyBarpkoi Bimeorpu MUDI, mo moegHyBana eileMeH-
TH poaboBoi rpu, hack and slash, inTepakTuBHO1 miTeparypu Ta HajaBaga 3MOTyY
Y PeXHUMI peabHOTO Yacy OJJHOYACHO B3aEMOJISTU JCKUIBKOM TIPaBLsM 1 CITiI-
KyBaTHCS TIpH koMY Y 4ati. 3 modatky 2010-X pokiB imes reimidikamii crama
OIHUM 13 KIIOYOBHX TpPEHIIB MOTHBAIii NHepcoHamy y Oarateox Oi3Hec-
crpykrypax. J[xeitn Mak-I'onan y cBoiit kausi “Reality Is Broken: Why Games
Make us Better and How they Can Change the World” cnporuosysas, 1o 10
2015 poky puHOK reiimidikanii gocsirue $15 mupa, i BoHa NPOHUKHE B YCi
cep JI0CHKOT TisUIBHOCTI, Y TOMY 4HCIIi i B ocBiTY [3].

Mo>keMo 3 TEBHICTIO CTBEpPKyBaTH, Io mporHo3 /xeitHa Maxk-I onana
cnpasauBes. [locTynoBo mporiec reiimidikarii (irpoBizaiii) HaOyB MOMUPEHHS
B ycix c(epax Hamol KHUTTEAISIIBHOCTI 1, 3BICHO X, cepa CydacHOi OCBITH He
crana BuHsATKOM. ¥Y 2020 poui excrieptu komnanii Growth Engineering 3acBin-
YMIM, Mo TeiiMidikariito BUKOPUCTOBYIOTh MoHan 70% kommaHiil 31 cnmcky
kommaHiit Global 2000 Ta B HoganbsIioMy IporHO3YIOTh, IO TI00ATBHUNA PHHOK
revimicikarii 3pocre 10 30,7 minssapaa gonapis CIIHA mo 2025 poky mpu cepe-
nubopiuHoMy Temi 3poctanHs (CAGR) y 27,4%. [4]. Ilpu mpomy, Ha choroa-
HIIIHIA JeHbp HAHOiNbIIe BUKOPUCTOBYE TeiMi(iKoBaHI pimieHHsS po3apiOHa
TOPriBis, 3aiiMatoun 28,6% PHHKY, OCBiTa X CIIAYyE 3a HEIO SIK HACTYITHUH 3a
MOMYJISIPHICTIO ceKTOp [4].

OueBuHO, M0 NPOOJIEeMH, BIPOBAKEHHS €JIEMEHTIB redMidikarii B ocBi-
THIH TIPOIIEC, HE OMUHYJIH 3aI[iKaBJI€HOCTI BITYM3HIHUX Ta 3apyOiKHUX yUESHHUX.
Jnst mpuknany, y cBoix pobdotax JIi llenmon (Lee Sheldon) mocnimxyBaB BH-
KOpPHCTaHHSI POTOTHINIB 0araTOKOPHUCTYBALBKOI IpU AJIsl CTBOPEHHS! HaBYallb-
HHX KYpCiB 3aKJIaJliB OCBITH [5]; BIUIMB e(eKTy irop Ha MOTHBAIlI0O B HABYaHHI,
y cBoix pobotax posrasmanu Jonanea Kmapk (Donald Clark), Huukano H.,
Marsm H., Cmotp O. [6-9]; reiimidikanito K cCydacHUI HanpsM BiTYU3HSHOT
oceitu pocnimkysanu [lepesciasceka C, Cmarina O. [10] Ta iHmi.
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https://www.wiki.uk-ua.nina.az/%D0%A0%D0%BE%D0%BB%D1%8C%D0%BE%D0%B2%D0%B0_%D0%B2%D1%96%D0%B4%D0%B5%D0%BE%D0%B3%D1%80%D0%B0.html
https://www.wiki.uk-ua.nina.az/%D0%86%D0%BD%D1%82%D0%B5%D1%80%D0%B0%D0%BA%D1%82%D0%B8%D0%B2%D0%BD%D0%B0_%D0%BB%D1%96%D1%82%D0%B5%D1%80%D0%B0%D1%82%D1%83%D1%80%D0%B0.html
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[Ipore, HEe 3Ba)kar04YM Ha 3HAYHY KUTBKICTh MyOIiKamiil y I mapwHi, MO-
JKEMO CTBEpIPKYBAaTH, L0 3HAHHS PO Te, SIK redMidiKyBaTH AiSNIBHICTH BiIIO-
BiTHO 10 crenn(iku OCBITHROTO KOHTEKCTY, BCe IIe 0OMexeHi. [HKkonn ckiana-
€ThCS BPAXKCHHS, IO CTPIMKUI MPOIeC BIPOBAKEHHS TerMidikarii y Haipiz-
HOMAHITHIIIUX 11 pOsiBaX B OCBITHIHN MpOIEC, BUMEPEIUB JOCTITHUKIB Y PO3Y-
MiHHI 11 MexaHi3MIB i MeToiB. AJpke pi3HOMaHITTS hopM reiimidikariii, peani-
30BaHMX Ha CHOTOJHI B OCBITHBOMY IIpOILeCi MiHCHO Bpakae. Iy mpHKIany,
HaBEJEMO JIMIIIE YaCTUHY HAHOLIbII HOMYJISPHUX 3 HUX:

— Ipa, SIK IHCTPYMEHT IICUXOJIOTIYHOTO BILIUBY;

— Tpa, K IHCTPYMEHT OTPUMAaHHS 3HaHHS 3 OKPEMUX rajy3ei;

— Ipa, K IHCTPYMEHT OBOJIOZIHHS HPAKTHYHUMH HaBHUKAMU;

— Ipa, SIK IHCTPYMEHT KOMaHHOI po0oTH

— Tpa, K IHCTPYMEHT U CTBOPCHHS 1HHOBAIIIT,

— Tpa, K CUMYJIALIS;

— rpa sk 3acib TUCKycCii;

— Tpa, SIK IHCTPYMEHT IS IOCHIPKEHb TOIIO.

OnHak, Ha CHOTOJHI BCE XK HE BHCTA4a€ CHCTEMAaTH30BaHUX Ta OOIPYHTO-
BaHUX JOCITI/DKEHb IIOJO TOTO, SIKi €JIEMEHTH TPH, y SKUX il IposBax Ta s
SIKOTO KOHTHHIEHTY, MOXYTb OyTH HalOLIbII MPUHHATHIMH, Ta 32 SIKUX 00CTa-
BUH CTUMYJIFOBaTUMYTb OakaHy HOBEIiHKY.

Ha nanry nymKy, OJHUM 3 HaWlepCHEKTHBHIIIMX HAMPSMKIB MPOBEICHHS
TaKUX JOCIIKCHb € BUKOPUCTAHHS IMi{X0/1iB MAIIMHHOTO HABYAaHHS Ta IHCTPY-
MEHTapil0 IHTEJNEKTyalbHOrO aHanizy Aanux. s nmpukiany, Ha puc. 1 Bigo-
OpakeHO, YaCTHHY pe3yNbTaTiB 0araTokiIacoBOi Kiacu(ikaiii 3a JOIOMOTOO
AutoML (Pycaret) piBHS aganiTHBHOCTI I'PYTI, IO OHJIANH-TPH, SIK CUMYJISIIIT.
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3 HaBEOEHOTO PHCYHKAa BHJIHO, IO HAWKpamuid piBeHb aJalTHBHOCTI Y
IIKOJISIPiB, BikoBa Kateropis — 11-15 pokiB, cTaTs — 4osoBiva.
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Annotation. Currently, there is an increasing understanding that the traditional
scheme of obtaining education in the first half of life is obsolete and needs to be replaced
by lifelong education and training throughout life. New learning theories must be devel-
oped that focus on learning without temporal and spatial boundaries.

Keywords: education, teachers, network technologies, information environment.

Anomauia. B oanuii vac 3pocmae po3ymiHHA mMoe2o, wo mpaouyitina cxema 3000ym-
ma 0ceimu 6 Nnepuiiil NONOSUHI HCUMMA 3acmapina i nompedye 3amiHu 0e3nepepeHor0
0CBIMOoI0 MA HABYAHHAM NPOMAOM YCb020 dcumms. Heobxiono pospobumu nogi meopii
ocsimu, AKI 30Cepe0HCYIOMbCs HA HABUAHHT De3 Haco8UX I NPOCTOPO8UX KOPOOHIE.

Knrwuoei cnoea: oceéima, suxiadaui, mepesicesi mexHonoeii, ingpopmayiiine cepe-
dosuye.

Today, one of the characteristic features of the educational environment is
the ability of students and teachers to access structured educational and meth-
odological materials that teach multimedia complexes of the entire university at
any time and any point in space. The UNESCO Report on the main directions
of activity in the field of education and informatics after the First International
Congress “Computer Science and Education” states that it is not the technology
itself that is important, but its interaction with learning and its role in the con-
text of the education system as a whole. The developers of distance education
concretize the individualization of educational behavior in the following way,
believing that in distance learning the features of a student-centered way of
learning are most clearly manifested: flexibility, modularity, accessibility, prof-
itability, mobility, manufacturability, social equality, internationality [1]. In-
formation technologies bring the possibility and necessity of changing the very
model of the educational process: the transition from reproductive learning —
the “transfer” of knowledge from one head to another, from a teacher to stu-
dents — to a creative model (when a life situation is modeled in the classroom
with the help of new technological and technical support or a process where
students, under the guidance of a teacher, must apply their knowledge, show crea-
tivity to analyze a simulated situation and develop solutions to the tasks set).
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Globalization requires deep and radical changes in the structure, methods of
teaching, and research, as well as the training of managerial and teaching staff [2].

According to W. Hasson and E. Waterman, “any discussion of the quality
of distance education will inevitably affect the selection, retraining, and support
of teaching staff participating in a technical training program. In the traditional
academic environment, teachers are carefully selected according to very strict
criteria, which are mainly academic in nature, taking into account related fac-
tors, the availability of research papers and publications, etc. The criteria for
selecting teachers for distance learning programs should be primarily academic”
[3]. The development and expansion of the use of educational information tech-
nologies are directly related to the problem of changing the effectiveness of
education. Determining the effectiveness of any method, training technology
includes — measuring the result achieved, the cost of material resources, and the
time to achieve it. In this case, groups of students who used and did not use
computer learning support are usually compared. Can traditional quality criteria
be applied to key aspects of distance education in a technological learning envi-
ronment? The application of this approach to the assessment of information
technology in training implies that the latter does not bring anything new to the
goals and objectives of education. The introduction of information technology
affects the quality and content of education. There is an approach that involves
the use of traditional criteria of quality and efficiency in technological higher
education. Key aspects are considered to be: qualified teaching staff; pedagogi-
cal skill; development of a course with the addition of elements due to the use
of technological teaching aids; work of student services. For example, Regis
University, a Jesuit liberal arts university located in Denver, Colorado (USA), is
currently developing quality standards in the following areas: the process of
selecting teachers and preparing them for online teaching; constant retraining
and support of teachers; development of a technological learning environment;
technical and academic support for students studying online; technology poli-
cies to ensure continuous monitoring and improvement; organization of student
services for distance learning [4]. An important and effective condition for the
progress of any society has been and is the creation and expansion of a single
interactive information space. The common information spaces have historical-
ly largely contributed to the acceleration of the development of all mankind as a
whole, and have been a decisive factor in the improvement of civilization in all
areas. Therefore, the creation of a single interactive information space can be
considered a strategic goal of introducing modern and promising information
technologies into all spheres of human activity. This can be achieved thanks to
modern information and technical equipment for the main types of activities in
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education: educational, pedagogical, research, organizational and managerial,
expert, etc.

Building a single information space in education will achieve: improving
the efficiency and quality of the learning process; intensify the process of scien-
tific research in educational institutions; reduction of time and improvement of
conditions for additional education and adult education; increasing the efficien-
cy and effectiveness of managing individual educational institutions and the
education system as a whole; integration of national information educational
systems into the global network, which will greatly facilitate access to interna-
tional information resources in the field of education, science, culture, and other
areas. Uneven investment and interest in participating in e-learning will have a
marked impact on the state of affairs in higher education. Apart from the elite
universities, which have a fairly strong political influence (due to rich graduates
and solid funds), other institutions of higher education will be in a very vulner-
able position. Only those universities that systematically invest in e-learning,
constantly create programs, and enter into partnerships will successfully survive
this decade [5]. A promising education system should take into account the
main challenges of the 21st century and the most important human problems
associated with them in the modern and upcoming information society. The
most important areas of transition to a new educational concept, which will be-
come the basis of a promising education system necessary for the conditions of
the 21st century, include, in particular, the fundamentalization of education at
all its levels; implementation of the concept of advanced education; widespread
use of innovative and developmental education methods based on the use of
advanced information technologies; increasing the availability of quality educa-
tion through the development of a distance learning system and means of in-
formation support for the educational process using modern information and
telecommunication technologies.
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CYTh TA IPAKTUYHE 3HAUYEHHSI 3AITPOBAJI’KEHHSI
THOOPMALIMHUX TEXHOJIOI'TI B OCBITHIM MPOLEC
BUIIUX BINCbKOBUX HABYAJIBHUX 3AKJIAIIB
B CYYACHHUX YMOBAX BINCBKOBOI'O CTAHY

Baoum Pusicuxos, Anamoniii FOpxos

Biiicbkoeuii incmumym Kuiscvkozo nayionansnozo ynisepcumemy
imeni Tapaca Illeeuenka, m. Kuie, Yxpaina

Anomauin. 3anposadicenns IHOOPMAYIHUX MEXHON02I 8 0C8ImHIll npoyec 6u-
WuUX IICLKOGUX HAGUANILHUX 3AKIAIE 8 CYHACHUX YMOBAX yuacmi YKpainu y nosHomac-
wimabHitl 8ilini Ha Mui agpecii pocii cnpusmume po3s A3aHHI0 HA2ANbHOT nompeou cbo-
200€HHsI NPUCKOPEHOI Ni020MOBKU BUCOKOKBANIPIKOBAHUX OQiyepcokux Kaopie, momy
WO BOHU MAKCUMATLHO HADIUNCAIOMb OC8IMHILL npoyec peaibHoi 6010801 JisAIbHOCHII.

Knrwuoei cnosa. ingopmayitini mexnonoziil, 8iticbko8a 0c6ima cb0200eHHs, pealb-
Ha 6otiosa distbHicmb, ogiyepu 36potinux Cun Yrpainu.

Abstract. The introduction of information technologies into the educational process
of higher military educational institutions in the modern conditions of Ukraine is
participation in a full-scale war against the background of Russian aggression will
contribute to solving today’s urgent need for accelerated training of highly qualified
officer personnel, because they bring the educational process as close as possible to real
combat activity.

Keywords. information technology, military education today, real combat activity,
officers of the Armed Forces of Ukraine.

[HopmarniiiHa peBoOIFOLis, IO BiIOYBAETHCS MPOTATOM OCTaHHIX JIECATH-
pivb, 3yMOBITIOE KapJMHATIBbHI 3MiHH B CYCIIJIBCTBI: 3apPOKYIOTCS HOBI KYIIb-
TYpHI Ta €eKOHOMIYHI TEHCHIIii, HOBE BHPOOHHUIITBO (TIPOIYyKYBaHHS iH(pOpMa-
il sIK CaMOCTIHHOTO TOBapy), HOBI BUJM coLlialibHUX KOMYyHikaliil. Taka cdepa
JKHUTTSI CYCITUIBCTBA, SIK Oe3rneka Ta 000poHa, He MOIJIa 3aJIMIIMTHCS 11032 BILUIH-
BOM iH(opmariitHoro daxtopa y 30poianx Cmmax Ykpaian. 36poitni Cumn
Yxpaiau (3CY) npoinum BUIpoOOBYBaHHS Ha MIIHICTE B yMOBaxX 00poTHOH i3
CYYacCHOIO 30BHIITHBOIO arpeciero, MmiaTBEPAUIN CBOIO O0€3MaTHICTh Ta eheKTH-
BHICTh BUKOPUCTaHHS iH(QOpMaLiifHUX TEXHOJIOTIH y Cy4acHii BiiHi 3 pociero.

Sk cBiguaTh HAyKOBI fociipkeHH [2; 3; 4] 1 mokasye npakTHka rmpu ¢pop-
MYBaHHI TOTOBHOCTI BIICEKOBOCITYOOBIIIB JI0 peaabHOI 00HOBOI MisSUIEHOCTI B
nporieci nmpodeciitHoi migroroBku odirepis 3CY MokHa 3a0€3MEUYUTH MUITXOM
peanizanii HaCTYIHHMX IHHOBAI[IfHMX HaNpsIMiB: CTBOPEHHS MYJIbTHMEMIHHUX
HaBYaJbHUX  KOMIUIEKCIB 3@  TNPAaKTUYHOIO  TEMAaTHKOIO;  CTBOPEHHS
KOMIT FOTepPHUX HAaBYAJBHHUX CHCTEM; BIPOBAKCHHS iH(POpMAIIHHUX 1 KeHc —
TEXHOJIOTiH y CHUCTEeMy MiArOTOBKU BiHCHKOBHX (PaxiBIliB; PO3POOIICHHS MYIIb-
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TUMENIHHUX BipTyaJbHHX TPEHAXEPiB(CUMYJIATOPIB); MOACTIOBAaHHS HABUYAIIh-
HUX 1rop; po3pOoOJICHHS CUCTEMH aBTOMAaTH30BaHOI OLIIHKH 3HaHb; PO3POOJICHHS
iH(pOpMAaIHHO-TNCTaHIIHHO-TPEHAKEPHOI CUCTEMH HaBYaHHSI.

SIKuio 3BepTaTHCs 0 JUKEPEN MOHATTS “TEXHOJIOTIS”, TO MM MOBHHHI 3a-
¢ikcyBaTH, 110 BOHO TOXOJIWTH i3 BOX TPEUBKUX CJIIB — MHUCTEUTBO, Maii-
CTEPHICTH 1 CJIOBO, HaBUaHHS. TakuM YHHOM, TEXHOJIOTiI0 MOYKHA BUSHAYUTH SIK
YCBiZIOMJICHE TIPAKTUYHE MUCTELTBO, YCBIIOMJIEHA MACTEPHICTb.

3anpoBakeHHs iHOPMAMiHHUX TEXHOJIOTIH y BIHCHKOBiH OCBIiTi CHOTO-
JeHHs TIependadae pO3BUTOK TAKMX BaXKIMBHX IEJArOTi9YHAX TEXHOIOTIH sIKi
BIUIMBAIOTH JOCHTH MTO3UTUBHO HA TaKy CIEUN(IYHY MiArOTOBKY, SK MiATOTOBKA
odinepi 3CY, a came: eeKTUBHICTh, BIATBOPIOBAHICTh, Bidyamizamis. Bumie
3a3HA4YCHI MEJaroTiYHi TEXHOJIOTii B HAWKOPOTIIMHA Yac OCBITHBOTO IIPOIECY
BBH3 un BHII (3BO) makcumaibHO CHpHSIOTH (OPMYBaHHS HpPAKTHYHOT
CKJIaZIOBOi MakCHMaJIbHO HaOJMKEHOI IO peanbHOi 0OHOBOI AisJIBHOCTI BiiCh-
KOBOCITYK00BIU [1].

Hanamo KOpOTKY XapaKTepHCTHKY IMX MeIaroriyHuX TexHosorid. Edek-
TUBHICTb, 11€ KOJHM CydYacHi MeNaroriuHi TeXHOJOTi iCHYIOTh B KOHKYPEHTHHX
YMOBax 1 MOBUHHI OyTH €()EeKTHBHUMHM 3a pe3yJIbTaTaMH i ONTUMAJIbHUMH 32
BUTpaTaMH, TapaHTyBaTH JOCSTHEHHS NIEBHOTO CTaHAAPTY OCBITH.

BinTBoproBaHicTb. MOXIHBICTE BUKOPHCTAaHHS (IOBTOPEHHS, BiITBOpPEH-
Hs1) TIEATOTiYHOT TEXHOJIOTIT B CIIeNU(IYHAX OCBITHIX 3aKiIagax, TAKUX SIK Bili-
CHKOBI, IHIIUMU cy0’ ekTamu [3].

Bisyaumizarist — nmepenbadyae BUKOPUCTaHHS ayiOBi3yalbHOI Ta €IEKTPOH-
HO-00YMCITIOBABAIBHOI TEXHIKHM, a TAaKOK KOHCTPYIOBAHHS Ta 3aCTOCYBaHHS
PI3HOMAaHITHUX AUAAKTUYHUX MaTepiaiiB i OPUTiHAIBHUX HAOYHUX I1OCIOHHKIB.

3anpoBa/pKEHHS Y CYYaCHHIA OCBITHINM MPOIEC BUIMX BIICHKOBHX HaBYaJIb-
HUX 3aKJa/iB iHPOPMALIHUX TEXHOJIOTIH CPUSATHME ITUPOKOMY BUKOPUCTAHHS
IHTEPaKTUBHUX 1 KOMIT'IOTEPHUX TEXHOJIOTIH HaBUaHHS, SIKMX He OyJOo B Tpajau-
1iiiHi# cuctemi migrotoku odinepie 3CY [4]. e Tak 3BaHi MOjemi 3MiIIaHOTO
HaBYaHHS, MepexHe CiBpoOiTHULTBO. OHUM 13 HalieeKTHUBHIIIUX (HaKTOPiB B
JTAHOMY BHIIQJIKYy € JLJIOBI POJBOBI irpH, sIKi BUBOASATH OCBITHIH MpoIiec Ha HOBHI
piBeHb. [XHs 0COGIMBICTB — B ypaxyBaHHi BificCbKOBO-IPAKTHYHOT CIPAMOBAHOCTI
IiITOTOBKM KYPCAHTIB Ta IEpeBa)KaHHI TBOPYOT'O CTHIIIO ITOBEAIHKH YYACHHKIB
3aHsTh. [IpuiiMaroun Ge3rnocepeHIO y4acTh Yy AUIOBHX irpax KypCaHTH ONWHS-
IOTBCS B CUTYAIIiIX, MAKCUMaJIbHO HAOIKEHHUX JI0 peabHOl MaiiloyTHBROI npode-
CiliHOT AisTbHOCTI Ha odimepchkux mocaaax. [1ix gyac Takux 3aHATH B ayauTopil
MOJIETIIOIOTh 0OHOBY OOCTaHOBKY, B “‘€KCTpEMaIbHIX yMOBaxX'~ sKoi y MailOyTHiX
odinepiB, (axiBIiB TAKTHYHOTO PiBHS, (OPMYETHCA TOTOBHICTH BHKOHYBATH
000B’SI3KM 3 MaKCHMAJIBHOIO aJanTamiero onpasy micis Bumycky 3 BBH3 ta
BHII(3BO) i otpumManHa odinepcbkoro 3BaHHS. |1 1BOTO BHKOPHCTOBYIOTH
pi3HOMaHITHI METOJM 1 3ac00HU: CydacHi mporpamMHe 3a0e3MeYeHHs i HaBYaJIbHO-
METOJIMYHI MOCIOHUKH, XMapHi TEXHOJIOT .
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BIPTYAJIbBHE HABYAHHSI B YMOBAX CbOT'OJAEHHA:
AHAJII3, TEHAEHIII, IEPCIIEKTUBU

Oxkcana Tpycesuu

Kagpeopa npuxnaonoi mamemamuku i mexanixu JIb8iecbkozo deprcasnozo
YHigepcumemy 0e3nexu xcummeoianpHocmi, m. Jlveie, Ykpaina

Anomauin. PeanvHicms cb0200eHHsI CHOHYKAE PI3HI chepu HAWO20 Hcumms npu-
cmocosyeamucs ma 6ymu eHyuYKumu. BunuknenHs eipmyanvHoi océimu, 6ipmyanibHO20
HABYAHHS, CMBOPEHHS GIPMYAIbHO20 CEPed0UWd HA OCHOBE IHHOPMAYIHO KOMYHIKA-
YIUHUX MEeXHON02IU — Ye pe3yibmam Hauwloi peanbHocmi. Ananis, menoenyii ma nepcne-
KMueu npoyecy 8ipmyaibH020 HAGYAHHSL, SIK OCHOSHULL Meceddc 0anoi nybnikayii.

Knrwwuoesi crosa: sipmyanvhe HaguanHs, §ipmyanibHa 0Ceima, iHOOPMayiiiHo KoMy-
HIKQYItiHI MexXHOI02Il, BIPMYalibHe HAGUAIbHE CepedosuLye.

Abstract. Today’s reality forces various areas of our lives to adapt and be flexible.
The emergence of virtual education, virtual training, creation of a virtual environment
based on information and communication technologies is the result of our reality.
Analysis, trends and perspectives of the virtual learning process, as the main message of
this publication.

Keywords: virtual learning, virtual education, information and communication
technologies, virtual educational environment.

PeanpHicTh ChOTO/ICHHS B YKpaiHI MiATBEPANIO NPaBHIIbHICTH CTBOPEHHS
BIPTYaJIFHOTO CEPEOBHIA ACKUIbKAa POKIB TOMY, SK TOJIOBHOT'O BEKTOpa HOBOL
iHpopManiiHO — HaBYAJILHOI €MIOXM PO3BUTKY KpaiHu. Biiina B YkpaiHi noBo-
JIUTh HEOOXiJHICTh CTBOPEHHS BipTyaJbHOTO CEpe/IOBHINA HE JIMIIE JUIS Ha-
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BYaHHS y BUIIMX HAaBUAIBHUX 3aKJa/iaX, ajie 1 y mKonax, npodeciiHo — TeXHiu-
HUX YYWINIAX, KOJICJKaX, TEXHIKyMax TOIIO. AJDKE BipTyaJbHE HaBYAHHSA
3abe3nedye Hpolec HEeNepepBHOCTI HABYAHHS, IO € OJHUM i3 OCHOBHHX 3a-
BJIaHb CydacHOi ocBiTH. OUeBUIHO, IO BipTyalbHE HABYAHHS — II€ MPOIEC Ta
pe3ysbTaT KOMyHIKallii B yMOBaX BipTyaJIbHOI'O OCBITHBOTO CEPEIOBHIIIA.

3acTocyBaHHS TEXHOJIOTIH BipTyalbHOI PEaJbHOCTI B OCBITI NPH3BEIIO,
BJIacHE, JI0 MOSIBH BIPTYaJIbHOTO OCBITHHOTO CEPEIOBHIIA, B PaMKax SKOTO MO-
JKIJIMBa Oe3mepepBHA caMopeatizallis i CaMOpO3BUTOK OCOOUCTOCTI 3a YMOB Op-
ranizanii Ta (yHKI[IOHYBaHHI OCBITHIX cHcTeM Ha 0a3i TEXHOJIOTIH BipTyaabHOT
pearsHOCTI. BaykTMBUME CKIIaTHIKAMH BipTyaJbHOTO HABYaHHSA € 3a0e3IedcH-
HSl, BJIACHE, CAMOT'O HABYAHHSI, BU3HAYMBIIH NPIOPUTET HABYAHHS, SIK JOMIHaH-
THHUH TIepe]] BUKJIaJaHHAM; JOMIHYBaHHS AiSUIBHICHOTO THITy HABYaHHS; OpraHi-
3amil caMOCTIHHOI HaBYaIbHOT MiSUIBHOCTI; CIIOHYKaHHS 10 IiJBHIICHHS PiBHS
eMOIIItHOTO CcpuitHATTSA iH(popMamii Ta (GopMyBaHHS yMiHb peai30BYBaTH
pi3Hi hopMH caMOCTIHHOT AisIIBHOCTI 111010 00p0oOKH iH(pOpMAIL].

Bumi HaB9anbHI 3aKiaqyd BUKOPHCTOBYIOTH BipTyallbHE HAaBYaHHS i3 Me-
TOIO: €KOHOMII yacy MejaroridyHoro CKiany; HaJaHHS IHCTPYKLIH y THY4YKUi
croci0 cTyIneHTaMm, He JIMITYIOUH IX y 9Yaci Ta Miclli HABYaHHS, HaJaHHS iH-
CTPYKLIH y crioci6, 3BUYHHUI I Cy4acHOTO BeOOPIEHTOBAHOTO MOKOJIIHHS CTY-
JICHTIB; CIPUSIHHS CIIBPOOITHUIITBY Ta MOUIMPEHHIO iH(GOpMAIlii; HaJaHHI MO-
KITMBOCTI OOMiHY MaTepiajlaMy MiX Pi3HUMH Kypcamu; 3a0e3leueHHs] aBTOMa-
TUYHOI 1HTEeTpalii pe3yIbTaTiB HABYaHHS CTYICHTIB.

BipTyanbHe OCBITHE cepeloBHIIE — 1€ BIIKpUTa CHCTEMa, B paMKax sSKOl
Ha OCHOBI 3aCTOCYBAaHHS TEXHOJIOTiH BipTyallbHOI pealbHOCTI 3a0e3MeuyeThCs
e(eKTUBHE IHTEPaKTHBHE CaMOHABYaHHS B OCBITHHOMY MpoILEci. 3po3yMino,
BipTyaJbHE OCBITHE CEpPEIOBHUINE € COLIaJIbHUM PE3yJIbTaTOM peasibHOI AiHCHO-
CTi, aje HOro MMIaKTUYHUI MOTEHIIa] 3aIMIIAETHCS] HEIOCTATHBO PO3KPUTHM,
OCKUJIbKH HasiBHI MPOTHUPIYYsl MK MOTpedaMu OCBITHBOI NPAKTUKU B €(heKTHB-
HOMY OCBITHBOMY CEPEIOBHIIi i CTaHOM HayKOBOTO 3HaHHS MPO HUX. Baxin-
BOIO MPOOJIEMOIO € po3po0Ka MOJIEI BIPTyaJbHOT'O OCBITHROTO CEPEIOBHIIA Ta
BHU3HAYCHHS NUIAXIB HAHOIIBII ONTHMATBHOTO 3aCTOCYBaHHS TEXHOJIOTIH Bip-
TyaJbHOI PEeaJbHOCTI B OCBITI.

BipTyanbHe OCBITHE cepelOBHUINE €, 3BHYAHO, TBOPYHM CEpEIOBHILEM,
HaBYaHHS B SIKOMY MOJKJIMBE 3a HasBHOCTI BHYTPIIIHBOI MOTHBaILlii CTYHCHTIB,
iX eMOUIHHOMY TiIHOMI Ta MO3UTHBHOMY, ONITUMICTHIHOMY HacTpoi. HeoOxin-
HOIO YMOBOIO HaBYaHHS y BipTyallbHOMY OCBITHBOMY CEPEIIOBHIII € peatizailist
0coOHMCTICHOOPiEHTOBAaHOI ocobucrocTi. JloBipa BHKIagaviB 10 iHILIaTHUB CTY-
JIEHTIB B TaKiii CUCTEMi BUINA, HIXK B TPaAMIiHIN cucTemi ocBiTh. [Ipu mpomy
AKTHBHICTH CTYJEHTIB 3aJIMIIAETHCSI BUCOKOIO, OCKIJIBKHM TEXHOJIOTi IPOAYKTH-
BHOI TBOpUOI HisutbHOCTI Ha 0a3i iHOpPMAIiiHO KOMYHIKAIIHUX TEXHOJOTii
HA/Ial0Th HEMaJIl MOXIJIMBOCTI JUISl CaMOpeai3allii CTyIeHTa.

YrpoBakeHHs iHGOpMaIiiHO KOMYHIKAIIIMHUX TEXHOJIOTI 3 BHKOPHC-
TaHHSIM MYJbTUMEIIMHUX TEXHOJOTIA Ta BIIJANICHOTO AOCTYIy IO iH(pOpMa-
IHHO-OCBITHIX PeCypCiB CIPHUAIOTH 320€3MeUeHHI0 HEMIEPEPBHOCTI BipTyaIbHO-
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ro HaBYaHHsI, a MOXIJIMBICTh BHOOPY IUIaHYy Ta METOJMKH HaBYaHHS CHPUSIOTH
PO3KPHUTTIO Ta BHSBICHHIO iHIWBIIYyaJbHUX TBOPYHX 3MiOHOCTEH CTYHEHTIB.
Peaizanis ¢opm Ta MeTO/1iB HABYaHHSI, 0COOJIMBO TP OpraHizauii caMocTiiHOT
HaBYAIBHOI JISIIBHOCT] Y BipTyaJlbHOMY OCBITHROMY CEPEIIOBHIIII, € CYTTEBUM
(hakTOpOM TMINBUIICHHSA MOTHBAIi 70 HAaBYAIBHO-II3HABAIBHOI iSUIBHOCTI,
TABUIICHHS PiBHSA €MOIIHOTO COPUIHATTSA HOBOTO MaTepiany. Y BipTyaiabHO-
MY OCBITHBOMY CEpEIOBHILI pPEasli3yeThCsl CYKYIHICTh YMOB, IO CIIPHSIOTH
TIPOIIeCY aKTHBHOI B3a€MOJIi MiXK BHKJIAAaYaMH i CTYJCHTAMH 3aBASIKH Opi€H-
Tauii Ha BUKOHAHHS PI3HUX BUJIB CaMOCTiHHOI poOOTH Ha OCHOBI iH(oOpMaiii-
HHX OCBITHIX TEXHOJIOTIH.

BiptyasnbHa peanbHICTh i3 3aCTOCYBaHHSIM iH(OPMAIIHHO KOMYHIKaI[i HHUX
TEXHOJIOTiH B OCBITI CIpUs€ CTBOPECHHIO IHTEPAKTUBHOTO OCBITHBOTO BipTyallb-
HOTO CEpelOBHIIA i3 BUKOPUCTAHHSM CYKYITHOCTI 3aC00iB, METOZIB CTBOPEHHS
Ta peanizamii BipTyalbHUX 00pa3iB 3 METOIO B3aeMOZIi 3 HUMHU ab0 BcepeanHi
HHUX, BIJMOBIZHO 3 BUCOKHM PiBHEM JOCTOBIpHOCTI. BipTyanbHe OCBITHE cepe-
JOBHILE, CTHXIHHMI Ta BOJHOYAC LIJIECHIPSIMOBAHHN PO3BHTOK SKOTO YiTKO
MPOCTEIKYETHCS Ha Cy4acHOMY €Talll, € BIIKPHUTOI CUCTEMOIO, 10 NPE/ICTABISIE
B3a€MO3B’30K 3aCO0iB HOBUX iH(QOPMAIifHO KOMYHIKAiHHUX TEXHOJIOTIH 1
KOMYHIKAI[ITHUX MOJJIMBOCTEH Ui 3a0e3medeHHs] e()eKTUBHOIO HABYAHHS 3a
HasBHOCTI IHTEPAaKTUBHOI B3a€MOJIi1 BCiX Cy0 €KTIB OCBITHHOTO IPOLIECY.

BipryanbHe OCBITHE cepelOBHIIE € TUIIOBUM TBOPYUM CEPEIOBHIIEM CaMo-
PO3BUTKY BUTFHOI Ta aKTHBHOI OCOOMCTOCTI, SIKii BJIACTHBA aKTHBHICTh, BUCOKA
CaMOOLIIHKA, BIJIKPUTICTB, @ TAKOK CBO0O/Ia MIpKYBaHb. JJOMIHYIOUNM Yy BipTyajb-
HOMY OCBITHHOMY CEpPEJOBHIL BUCTYNAE METOJl CAMOHABYAHHS 13 MOCTIHHOIO B3a-
eMoIi€r0 (CHiBIpaIier0) cy0’eKTIB BUKIAAaHHs Ta Cy0’€KTIB HABYAHHS 332 YMOBU
HasIBHOCTi Oe3MepepBHMX 3BOPOTHHX 3B’S3KiB MK HAMH. B yMoOBax BipTyaui3arrii
Ta iH(pOopMaTH3aLlii CyCNiIbLCTBA MOJIEIIOBAaHHS BIPTYaJIbHOTO OCBITHHOTO CEPEo-
BHIIIA € OCHOBOIO JIISI BUSIBJICHHS TIOTEHINATY Cy4aCHOT'O OCBITHHOTO CEPEIOBHIIA
Ta MOXJIMBOCTEH! HOr0 IPAKTUYHOTO BTIJICHHS B HABYAIBHOMY ITPOLIECI.

Ingpopmauiiini oxncepena

1. Kysuk A.J., Kapabun O.0., Tpyceua O.M. Buma matemarnka. Yactuna 1.
Hapuanenuii mocionuk. — JIssis: JIAY BXXJI, 2014. — 400 c.

2. Kysux A.JI., Kapabun O.0O., Tpycesuu O.M. Buma maremaruxa. Yactuna 2.
Hapuanwsuuii moci6uuk. — JIBis: JIAY BX]JI, 2014. — 250 c.

3. Orapenko B. 3miHa mapagurmu Jep>kaBHOTO YIPABIIiHHS Ta MOJIENi YIIPaBIiHHS
BUIIOF0 OcBiTO0// JleprkaBa Ta perionu. — 2004. — Nel. — C. 75-80.

4. Crenko M., bomo6am f., Hlunkapyk B., I'py6inko B., babun I. Buma ocita
VYkpainu i bomoncekuit mporec: HapuansHuii ociouuk. — Tepromiib: HaBuanbHa KHUTA
— boraan, 2004. — 384 c.

5. Tomuiit T. Incruryuionamizamisi Oe3nepepBHOi ocBiTH B YkpaiHi: (akropHa
00yMoBIeHICTh. ABTOped. AuC. Ha 3100. HAYK. CT. KaHA. COLIOJIOTiYHUX HayK. — XapKiB:
2006. — 20 c.

6. Tauiit P.M., Craciok M. ®., TpyceBuu O.M. InterpansHe uncienus. Hapuyanb-
Huit mociouuk. — JIsBiB: JIAY BX]/I, 2019. — 135 c.



“IHOOPMALIIHHA FE3IEKA TA IHOOPMALIHHI TEXHOJIOTTI” 365

YK 354.404+614.84

OCOBJIMBOCTI HIAI'OTOBKH OIIEPATOPIB
BE3NIJIOTHUX JIITAJIBHUX AITAPATIB
Y COEPI IUBIJIBHOI'O 3AXUCTY

Bixmopia ®@ininnoea, Anopin I'aspucs

Kagpeopa ynpaeninns ingpopmauiitnoro éesnexoro Jvsiscokozo oeprcasrnozo
yHigepcumemy 0e3nexu ycummeoianvnocmi, m. Jlveie, Ykpaina

Anomauis. 3 KoJCHUM DOKOM IHHOBAYIUHI MEXHONO02I GHOCAMb 3MIHU 8 Haule
orcummst. Bece uacmiuie Hao 20108010 MOJCHA novwymu ma nobaquumu OpoHu, K8aOPOKOn-
mepu, 6e3ninomui Iimanvki anapamu yu 6e3niIOMHI TIMatbHi KOMIIEKCU SIK 8 aMamop-
CbKUX Max i 8 npogecitinux yinsx. L{s mexuika cmae 6 npucooi wupoxKomy Koy npoge-
citl ma cneyianbHOCmell Ha 8CIX PIGHSX, MOMY AKMYAIbHICMb 0CAeHeHHs npogecii one-
pamopa 6e3nitomHo20 JiMmaibHO20 anapama NOCMAe HA2aIbHOW NOMpPeooro.

Knrwuoei cnoea: yusinonuii 3axucm, 6e3ninomui MimaivHi anapamu, HAGYAHHA,
onepamop.

Annotation. Every year, innovative technologies bring changes to our lives.
Drones, quadcopters, unmanned aerial vehicles or unmanned aerial systems can be
heard and seen more and more overhead, both for amateur and professional purposes.
These technologies are useful for a wide range of professions and specialties at all lev-
els. Therefore, the urgency of mastering the profession of an unmanned aerial vehicle
pilot is an urgent need.

Keywords: civil protection, unmanned aerial vehicles, training, operator.

3abe3nedeHHss Oe3MEeKH CyCHUIBHO 3HAYYLIOl JISUTBHOCTI € KOMIUIEKCHHM
MUTaHHSM, SIKE BUMarae 3aJlydeHHs pi3HOMaHITHUX TeXHIYHHUX 3aco0iB. Ha cho-
TOAHIIIHIM IeHb PO3pPOOJICHO HHU3KY METOJIB PaHHBOTO KOPOTKOCTPOKOBOTO
NPOTHO3yBaHHs HaJ3BUYANHUX CHTYallil Ta iX MOMJIMBHMX HACJiJIKiB, HaIpH-
KJIaJ, 3aBYACHI OOCTEXECHHS TEPUTOPIH UM 00’€KTiB; BiOMiI XapaKTEPHCTHUKU
00’€eKTIB y iX IpUpOJHOMY CTaHi; iIeHTU]iKOBaHI (aKTOpU Ta SBHILA, SKI MO-
JKyTh BHECTU 3MIiHHM JI0 TAaHUX, OTPUMAaHUX 3 KapT, OMKCIB, TOBITHUKIB Ta CIEITi-
aJNBHO1 JTiTepaTypu. AJjie MPOTIATOM OCTAHHBOTO JACCATHIITTS CTPIMKO pO3BUBa-
I0ThCS. METOJIM ONIEPAaTHBHOTO NMPOTHO3YBAHHS JJISI MOTIEPE/KEHHS Ha/l3BUYa-
HHUX CUTYyalil, MONIyKYy Ta PATYBaHHS i3 3aJy4eHHSM IIJIOTOBaHUX 1 Oe3MiJoT-
HUX JITaJbHHUX amapariB 3 BHKOPHCTAHHIM TreoiH(pOpMAmiHHUX TEXHOJOTIH i
MOHITOPHHTY, CHTHAJIbHUX JATYMKIB i CeHCOpHUX Mepex [1, 2].

OmHaK MOXJIMBICT BUKOPUCTAHHS IIOTOBAHOI aBiallil He 3aBxau edek-
THBHA Yepe3 TPHUBAJIMK Yac pearyBaHHS, BENUKi (iHAHCOBI BHUTPATH Ta CYyBOPY
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3aJICKHICTh BiZf MOTOAHUX YMOB. OIHMM i3 HAWMEPCIEKTUBHIMINX HAmpsMiB
BUPIIICHHS i€l IPOOJIeMH € BUKOPUCTaHHS O3IIIOTHHUX JITATBHUX araparis 3
KOPUCHUM HaBaHTXECHHSIM 10 50 Kr, i3 CTaHIISIMH HAa3€MHOT'O YIpaBIIiHHS Ta
pI3HOMaHITHUX 3ac00iB MOHITOPHHTY, BHSBJICHHS Ta PO3BIJIKM HaJ3BHYANHHUX
CHUTYaIlii, [0 TO3BOJIsE CKOPOTUTH Yac OpraHizamii 3aificHeHHs npogiTakTHy-
HHX 3aX0/1iB 200 MOIIYKOBO-PATYBAIBHUX (aBapiiHO-pATYBANBHIX) 3aX0.iB [3].

BesminoTHi niTanbHi anapaTu — anapary, siki MOXYTb 3JIiTaTH, 311 CHIOBA-
TH TOJIT Ta cijatu 0e3 (i3MyHOI NPUCYTHOCTI MiJIOTa YK Macaxxupa Ha Horo
6opty. KepyBaHHS MOIBOTOM 3IIHICHIOETHCS AMCTAHIIHHUM KEepyBaHHSIM OIle-
paTopoMm, YH BIiJIIOBIAHOO MPOrpamMor0, abo 3a JOMOMOTOI0 CIICI[iaibHOI CTaH-
il KepyBaHHsI, IO 3HAXOUTHCS 11032 TOBITPSIHUM CYAHOM. be3minoTHi JiTans-
Hi amapaTd 374aTHI BECTH MOBITPSHY PO3BIAKY 1 CIIOCTEPEKCHHS, IepenaBaTH
(oto 1 BimeoiHpOpMaIiIO B PEKUMI PEaTHHOTO Yacy, OyTH HOCISIMH 1 MillIeHsI-
MU, JISITH B SKCTPEMaIbHUX YMOBax [4].

BukopucranHs 0€3MUIOTHOI JiTalbHOT TEXHIKM XapaKTEPU3YETHCS BEIHU-
KOIO PI3HOMAHITHICTIO JITAIbHUX alapariB, sSK 3a 30BHIITHIMH XapaKTEPHUCTHU-
KaMH, TaK 1 3a cnoco0aMu 3acTOCyBaHHS. Be3MiOTHI JiTanbHI amapaTH, sKi
TaKOX Ha3MBaIOTh “OE3MUIOTHUKAMHU™ 1 “IpOHaMK’, IIMPOKO BXKUBAIOTH SIK Y
BiICPKOBHX, TaK i B MUPHHX LIJISIX.

HeBilicbKOBI JIpOHH 3aCTOCOBYIOTBCSI Ul PO3B’S3aHHSI yCECTOPOHHBOTO
KOJIa 3aB/laHb, BUKOPUCTAHHS SIKMX IUJIOTOBAaHMMHU JIITAILHUMH anapaTtaMyd Mo-
ke OyTH HeOe3IeyHe YU HeAOIITBHE.

Baromoro 3HadeHHsI O€3MiIOTHI JiTaiubHI amapatu HaOymm B [lepxkaHiid
ciyx0i YkpalHu 3 HaJA3BHUYaWHUX cUTyaliil. 3aBIsiku poOOTi 3 Oe3MiJIOTHUMHU
JTANbHUMHU anapaTaMi CTajlo 3HAYHO JIeTIIE MPOBOJUTH PO3BIIKY HOXKEXK Yy
EKOCHCTeMax 3 TOBITps, HETEXHIYHE OOCTE)KECHHS TEPUTOpPi Ta akBaTOpiil Ha
HasBHICTb BHOYXOHeOEe3NeUHHUX IPEIMETIiB, 3/1iHCHIOBATH IOLIYK JIIOJEH, sKi
3a0JryKaju y Jiici abo sIKMX BiJJHECIIO y BiakpuTe Mope [2].

3amydeHHs1 OE3MIJIOTHOTO JITAIFHOTO anapaTa 3/iHCHIOETHCS 3a PillIeHHIM
KEpIBHHKIB 3 JIIKBiJaIil Ha3BUYAWHOI CUTYyAIlil, TaCIHHS MOXKEXi, TOIIYKOBO-,
aBapifHO-PATYBAJBPHUX Ta MIPOTEXHIYHHX POOIT HA TEPHUTOPii IKWX BUHHKIIA
Ha/I3BHYAIHA CUTYaIlis, TI0XKEeXKa YU HeKIacu(hiKoBaHa MMOIis.

KepyBaHHs G€3MIJIOTHUM JIITAJIbHAM anapaToM IOBHHHE 3/1HCHIOBATHCH
KOMIIETEHTHOIO 0c00070, sIKa MPOHILIa Kypc HaBUYaHHS Ta Ma€ HEOOXiTHI 3HAH-
HS 1 HABUYKH B IIiH ramysi.

Jns HaBYaJIBHOTO IIPOLIECY Ha TPHUBEACHHS Y BiANOBIIHICTH BHMOTaM
npodeciiinoi kBamidikamii miArOTOBKHM (axiBLiB, MO OyIyTh 3alydaTHCS [0
MOHITOPHHTY Ta JIIKBifamii HaA3BUIAMHUX CUTYalliid i GopMyBaHHS MOTHBAIIii
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JI0 TIOCTIHHOTO CaMOBJOCKOHAJICHHS PO eCiifHOT KOMITeTeHIIii CTBOPEH] KypcH
HaBYaHHS KepyBaHHS OC3MUIOTHUMH JiTaIPHUMH amapaTaMmu. B mporpami kyp-
cy nepeabayeHi TEOPETUYHI Ta NPaKTUYHI BiapantoBaHHsi. BoHa po3paxoBaHa
Ha (axiBLiB Oyb-KOI raxy3i Uu CHEeNiaIbHOCTI.

BesninoTHwmii miTanbHUI amapaT BapTiCHUH MpHian, TOMY UIS OTPUMAaHHS
MPaKTHYHUX HAaBUYOK JOLUILHO Oysio 6 BUKOPHUCTOBYBaTH cuMyisitop. Lle mpo-
rpama, sika BCTaHOBJIFOEThCS Ha MEPCOHAIBHUN KOMIT'IOTEp 1 LUILIXOM IPHE-
HaHHS IIyJIbTa KEPYBAaHHA A0 MEPCOHATIBHOTO KOMII'FOTEpA JIa€ MOXKIHBICTD
BipTyaJIbHO KepyBaTH OC3MIIOTHUM JIITAIFHAM alapaToM.

BuxopucranHs Takoi mporpaMu JI03BOJIMTh B 3HAYHO KOPOTKHI TEPMiH, Ha-
OyTH HEOOXi/THI 3HAHHS Ta OBOJIOHITH MPaKTHYHAMH HaBUYKAMHU KepyBaHHS 0e3-
IIJIOTHUAM JIITATBHUM amapaToM, a TaKOXK 3MEHIINTh MOXIIMBICTH MEXaHIYHOTO
YUIKOJKEHHS JITAIbHUX anapaTiB Ta 30epesKeHHs MaTepialbHO-TEXHIYHOT 6a3H.

Takox 1e JO3BOJHUTH 30UTBIIATH KUTHKICTh MiNTOTOBICHUX (DaXiBIB B IIii
rajy3i, sKi HeoOXimHI KOXHIH AepKaBHIM ITOKEKHO-PATYBANBHIA YacTHHI,IKA
3MIHCHIOE BHI31 HA Miclle HA/J3BHYAaHOI CUTYyallii i BUKOPHUCTOBYE OE3MIJIOTHHI
JITaNbHUN anapaT s OTPUMaHHs NEeBHOI iH(opMallii npo HaJA3BUYalHy NOIIO.

IIpu TepMiHOBIH HEOOXITHOCTI CIEINAICTIB 3 KepyBaHHS OE3MiJIOTHIMHU
JITalbHUMHU alapaTtaMH Ta B yMOBax IaHAEMIil 4M BiHM akTyanbHUM Oyjo 0
pO3po0HTH HaBUaHHS B OHJIAHH (opMaTi i3 NPAKTHMYHUM BiINpaIfOBaHHIM Ha
KOMIT FOTEPHOMY CHMYJIATOPI, IO JAAaCTh MOMJIMBICTH NMPOWTH Kypcu Oesmoce-
PEIHBO 3 MICIII TIpalli.

BukopucraHHs OTpMMaHHMX 3HaHb Ta HABUYOK ITiJl 4ac HaBYaHHS JI03BO-
JIUTH IPOBOANTH PATYBaJIbHI ONepalii y HaACKIaJHUX YMOBaX Ta BaKKOJOCTY-
ITHUX MICISX 1 IOTIOMO’KE BPSITYBAaTH HE OJIHE JIFOJICHKE KUTTH.
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LIU®POBA KOHTEHTHA TBOPYICTb
SIK BAJKJIUBA CKJIAJIOBA JIUUKUTAJII3ALII OCBITH

Onena KQoenkosa

Binouepkiecokuit incmumym nenepepenoi npogpeciiinoi oceimu /[3BO
“Yuisepcumem meneorcmenmy oceimu” HAITH Ykpainu,
M. bina Ilepkea, Ykpaina

Anomauin. @opmysants iHGOPMAYIUHO-YUPDPOBOT KOMIEMEHMHOCME MOA0OT Ni0
Yac 0CBIMHLO20 NPOYECY € KIOUOBUM Y CUCTHEMAX OCBIMU AK eKOHOMIUHO PO3GUHEHUX
Kpain, max i 6 npogeciviniii oceimi Yxpainu. Llugpposa konmenmua meopuicms € 00HUM
3 Kpumepiie 8UMIPIOBAHHA DI6HA HABUYOK IHQOpMAYitiHO-Yupposoi KomnemeHmHocmi
3000y8auie ocgimu i 6i0N0GIOHO 00 YbO2O AKMYANIZYEMBCA ii 8a2oMicmy AK 8ANHCIUBOT
CK1a0080i dudxcumanizayii oceimu 6 yinomy. Bucgimieno 00¢6i0 wooo 3acmocy8anHs
sideoxocmunzy YouTube 015 cmeopennsa 0c8imnb020 Yyughpoeo2o KOHMeHmy.

Knrwuoei cnosa: oioscumanizayis, mexnonoeii, ocgimue menebdayents, yupposuii
KOHIMeHM.

Abstract. The formation of information and digital competence of young people
during the educational process is key in the education systems of both economically
developed countries and in the professional education of Ukraine. Digital content crea-
tivity is one of the criteria for measuring the level of information and digital competence
skills of education seekers and, accordingly, its importance as an important component
of digitalization of education as a whole is actualized. The experience of using YouTube
video hosting to create author ’s educational digital content is highlighted.

Keywords: digitization, technologies, educational television, digital content.

Cy4acHuii eTarn po3BUTKY OCBITH IOB’sI3aHUH 3 IIMPOKUM BUKOPUCTAHHIM
cydyacHuxX iH}opmaniliHo-koMyHikauiiHux texHousoriit (IKT) 1 moxmuBocTei,
0 HANAIOThCS TIO00aNbHOI0 Mepexero IHrepHeT. [HpopMmamiiiHi TexHOIOTIT
3HAYHO PO3MIUPIOIOTH MOXKJIMBOCTI MOJAaHHA HaBYaIbHOI iH(MopMaii. Jumkn-
Taji3allis B OCBITI € yHIaMEHTATPHAM YHHHUKOM €KOHOMIYHOTO 3POCTaHHS B
cydacHux ymoBax. Possutok Digital Agenda for Europe mepenbauaerscs 3a
TaKUMHU HanpsiMaMu: OU(PPOBE CYCIIECTBO; PO3yMHE JKUTTS; KOMYHAJIBHI MOC-
nyryu; KibepOesneka i KOHQIIEHIHHICTD, [HTepHET MOBipa; MOCTIHKEHHS Ta
IHHOBaLlil; AOCTYIl Ta KOMYHiKalil; 1udpoBa ocBita (cTapran €BpOIM; JaHi;
XMapHi TeXHOJIOTii; MaiiOyTHE [HTEpHETY; KOHCYnbTaHTH TOIO) [1; C. 2].

VY 3B’43Ky 3 IIMM BHPIIIATBHOTO 3HAYE€HHS HaOyBalOTh BiITANCHUN JTOCTYII
JI0 OCBITHIX pecypciB, omyOiikoBaHUMH B Mepexi, 1 MOXKJIMBICTh ONEpaTUBHO-
TO CIIJIKYBaHHS BCiX Y4aCHMKIB OCBITHBOTO Iporecy. Hapasi, Bxe BCi po3ymi-
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10Th, 0 [HTEepHET Mae KoMocalbHi iHpOpMaLiiHI MOKIMBOCTI i HE MEHIII Bpa-
xatoui ociayru. [lommupenHro tuknuTai3amii B OCBITI CIIPUSE 3aPOBAKEHHS
3G-3B’513Ky, 32 IOTIOMOTOIO SIKOTO PO3IIOBCIOIKYIOTHCS MU(PPOBiI TexHOJOTII. B
VYkpaiHi mocTyn AWDKHATANI3aNii YCHIITHO BiIOYBaeThCcA y HAmpsMax eNeKT-
ponHoro HaBuaHHs (elearning), IT (indopmaniiinux Texuouorii), TKII (tene-
KOMYHIKaliitHi nociyru) tomo [2; c. 3].

OnHak, SKUMH O BJACTHMBOCTSAMH HE BOJIOMIB TOHM YW IHIIHMHA 3aci0 HaBYaH-
Hs, iH(pOpMAIlIITHO-TIpeIMETHE CEpEeIOBUINE, TTEPBUHHI IUIAKTUYHI 3aBIaHHS,
0COOJMBOCTI Mi3HABaJbHOI IISUIBHOCTI YYHIB, 3yMOBJICHI NEBHUMH IUISIMH
ocBith. [HTEpHET 3 yciMa CBOIMH MOXIMBOCTSIMH 1 pecypcaMu — JIMIIe 3acih
peaizanii UX HiJei i 3aBIaHb.

Mera ocBiTHIX mporpaM (IH(pPOBOro KOHTEHTY) — PO3IIHPIOBATH KPYro-
3ip, IoroMaraTy CIpuiiMaTH Kpacy CBiTy, mpocBimati. BinOyBaeTbes Lie B pi3-
HUX Qopmax duepe3 BimeoXocTHHT YouTube: BHITyCKH OCBITHIX HOBHH, TOK-
10y, MOKYMECHTaJIbHUX KiHO(LIBMIB, pO3BaXKAIbHUX Iepeaad, CIEeKTaKIiB, Ki-
HO(DIBMIB, TeNeBI3iHHNUX JEKILiH, IrpOBUX HaBuaibHHUX mOy. OCHOBHUM Oara-
TO(YHKIIOHAILHIM 3aBJAaHHSIM OCBITHBOTO TelieOaueHHS BBaXKAETHCS MOIIH-
PEHHS HaBYAJIBbHO-KYJIbTYpHOI iH(popManii, CHIpUSHHS B HABYAHHI Ta CIIPUHHST-
Ti HOBMX 3HaHb PI3HUX 3HAUCHb 1 TUIIB (OCBITHE 3aBJaHHS).

Taxk, Hanpuxiag B Kurai ocBiTHE TenebaueHHs CTajIo “apeHor0” OCBITHBOL
pedopmu. TemebadeHHs MOCTIHHO TpOMArye iHHOBALiWHI OCBITHI KOHIIEIIT,
crpusie TPOCYBaHHIO pedopM, BHKOHYIOUM CBOI OpraHizaliiiHy (QYHKIO.
SInoHCchKe OCBITHE TeneOadeHHs BiZoMe SIKICHUMH HepeadyaMy 1po KyJIbTypy,
cBOIMH JOKyMeHTanbHUMHE (inbMaMu. OcBiTHE TenebadenHs B IliBaenniit Ko-
pei BBa)KaeThCs TOJIOBHUM 1HCTPYMEHTOM BHXOBAHHS JIFOJICH MPOTITOM YCHOTO
ixaporo xutTsa. OcoOnuBa yBara NPHIUIETHCS I03aypPOYHOMY BHXOBAHHIO.
3MicT mporpam Oe3KOHmTOBHOTO OCBITHBOTO TeneOaueHHs CIIIA Brimrouae nu-
TSAYl Tepenadi, TeNEeBi3iiHI YPOKH MO YHIBEPCUTETCHKUM HAYKOBHM IHCIIHILII-
HaM. AHrIilcbKke myOniyHe TesiebaueHHs SBisie cOOO00 LM CIIEKTP BUCOKOS-
KICHHUX OCBITHIX ITOCIYT, III0 OXOTUTIOE BCi PiBHI MIATOTOBKH ayAUTOPII.

OcBiTHBOTO TeneOaueHHs! B YKpaiHi B JaHUH 4ac B YUCTOMY BHIJIAIL HE ic-
Hye. OYHKIIIT OCBITHBOTO TelebaueHHsI YaCTKOBO MEPEHIIUIA JI0 TUCTAHIIIHHOTO
BHUXOBaHHS 3 3aCTOCYBaHHS HOBITHIX TEJIEBi3IHHUX TEXHOJIOT1i Ta [HTepHETY.

udpoBi NMpOAYKTH MOKEMO PO3IIISIATH SIK MPOEKTH, SIKI CTBOPIOIOTHCS
BJIacHOPYY 3100yBauaMy 3akiajiB Npo¢eciiHOl OCBITH IIiJi KEPIBHUIITBOM ITe-
JAroTi4HOTO IMPAIliBHUKA IS TMOJANBIIOTO PO3MIMIEHHS HA BiJIEOXOCTHHTY
YouTube. Tenexkananu 00’€THYIOTh Y CHUIBHOTY HE TUIBKH 3/100yBaviB OCBITH,
aJe ¥ iX OHOMITKIB-APY3iB, OATHKIB.

3aBnaHHA, SIKI MOXKHa BHKOHYBATH 3a JOIIOMOTOI0 BJIACHOTO I[HTepHeT-
TenebadeHHs: BKIIOYSHHS MaTepialiB Mepexki B 3MICT YpOKy (iHTeTpyBaHHS iX B
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TpoTrpaMy HaBYaHHA); CAMOCTIHHHUH MOIIyK iHpOpMamii y9HIMH B paMKaxX po-
00TH HaJ| MPOEKTOM; MOTIMOJICHE CaMOCTiliHe BUBUCHHS 1HO3€MHOI MOBH, JiK-
BiJallis MMPOTAJIMH B 3HAHHAX, YMIHHSAX, HABUYKAX; CAMOCTIiifHA MiATOTOBKA 10
CKJIagaHHA KBarigikamiiiHoro icuty i 3HO; cuctemMarnaHe BUBYEHHS TIEBHO-
TO aCHeKTy 1HO3eMHOI MOBH JUCTAHIHO il KePIBHUIITBOM BUKJIaaaya; Iij-
BUILICHHSI MOTHBAlIi 1 CTBOPEHHs NOTPeON B BUBUEHHSI 1HO3€MHOI MOBH 3a J10-
TIOMOTOI0 XKHMBOTO CITUIKYBaHHS, (JOpPMYyBaHHS i PO3BUTKY YMiHb 1 HABUYOK YH-
TaHHs, Oe3nocepesHb0 BHKOPHCTOBYIOUM MaTepiali Mepexki pi3HOro piBHA
CKJIaJHOCTI; (OpMyBaHHS 1 PO3BUTKY YMiHb i HABUYOK ay[ilOBaHHS Ha OCHOBI
ABTCHTUYHUX 3BYKOBHUX TEKCTiB Mepei [HTepHeT, TakoX BIAMOBIAHO IMiATOTO-
BIICHUX BHKJIaJa4eM.

Bukiagayi Tako) MarTh Hapasi TEXHIYHI MOMIIMBOCTI JIsl 3aIUCY CBOIX
JIeKLii Ha Bifeo 1 BuKnaaeHHs iX B InTepHer. [l “nepeBepHyTOro HaBuaHHS
XapaKTepHO BUKOPHCTAaHHA BoAKacTiB (vodcast), mogkacTiB (podcast) i mpeBon-
kacTuHry (pre-vodcasting). [Tomkact (Podcast) — 1ie 3BykoBuii aiin (aymionek-
1ist), SIKMH HOTO TBOpEIb PO3CHIIAE MO MiAmucii depe3 iHTepHeT. OmepkyBadi
MOJKYTh 3aBaHTaXYBAaTH IMIIKACTA HA CBOI MPHUCTPOi (CTamioHapHI i MOOLIBHI)
abo cIyxaTH JIeKIii B pexXrMi OHJIalH.

Boakact (Vodcast) — 1e Bifeodaiin (BigconeKiis).

IpeBoaxacrinr (Pre-Vodcasting) — e MeTo[ HaBYaHHS, MPU BUKOPHCTAHHI
SIKOTO BHKJIaTa4 CTBOPIOE BOAKACT 31 CBOEIO JICKIIIE0, 00 3700yBadi OCBITH OTpH-
MaJi ySIBIICHHS IIPO TEMY 1€ JIO 3aHATTS, Ha SIKOMY 11 TeMa Oy/ie pOo3rIIsHyTa.

TakuM 4MHOM, 3aCTOCYBaHHS U(YPOBOrO KOHTEHTY B OCBITHBOMY IIpOIIEC]
€ BIJMOBIJII0 HA BHKJIMKH Bi3yaJbHOI'O MOBOPOTY, IO XapaKTepU3ye cydacHe
CYCITUTBCTBO 1 JI03BOJISIE BUPIMINTHU 3a7ady iHIMBiAyali3alii OCBITHROTO MPOC-
TOPY, IO € OJHI€I0 3 TOJIOBHKUX TEHACHIIIH oCBITH XXI CTOMITTS.

3a HacHiTKaMU aHaJi3y MeJaroridYHOl MPaKTHKU B 3akiaaax mpodeciitHoi
OCBITH MOKEMO 3pOOUTH BHCHOBOK, 110 IIM(POBUI OCBITHIHf KOHTEHT Ha [HTEp-
HeT-KaHalaxXx Mae BEJMKHH MOTEHIal JUIsi PO3BUTKY IPOLECIB U DKUTAII3aIi]
ocBitu. B minomy, ocBiTHe IHTepHET-Tene0aueHHs HAa TaHUI MOMEHT He 37aTHE
3aMIHUTH KJIACHYHOI OCBITH, ajle BOHO MOe OyTH XOpOILIMM JIOTIOBHEHHSM JIO
06a30BO1 OCBITH Ta O CAMOPO3BHUTKY MOJIOJIO1 JIFOIUHHU.
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