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INTELLIGENT PROJECT-ORIENTED RISK MANAGEMENT  

AT CRITICAL INFRASTRUCTURE OBJECTS 
 
Об’єкти критичної інфраструктури є складними організаційно-

технічними структурами та елементами сучасного суспільства. Проте їх 
функціонування, особливо під час війни, здійснюється в умовах активного 
впливу різноманітних ризиків, а саме обстрілів і цілеспрямованого знищення, 
технологічної збої, природних катастроф, кібератак та інші негативних події. 
З огляду на сказане необхідне розроблення та впровадження ефективних 
стратегій з управління проєктними ризиками, зокрема використання 
інструментарію інтелектуального проєктно-орієнтованого управління.  

 
Critical infrastructure objects, such as energy systems, transport networks, 

telecommunication systems and others, are complex organizational and technical 
structures and elements of modern society. However, their operation, especially  
in times of war, is under the active influence of various risks, including shelling  
and deliberate destruction, technological failures, natural disasters, cyber attacks  
and other negative events. Therefore, such a state of affairs requires the development 
and implementation of effective project risk management strategies that will  
ensure the smooth functioning of critical infrastructure objects and minimize  
the potential consequences of negative events. 

Intelligent project-oriented management is among the approaches that can be 
applied to risk management at critical infrastructure objects. This approach combines 
the concepts of intelligent systems and project management to effectively  
identify, assess and manage risks. It is based on the application of a toolkit  
of intelligent algorithms and technologies, including software and environment, 
application of artificial intelligence systems, data analysis, machine learning,  
for automating decision-making processes and risk forecasting. 

Ensuring the optimal level of security and stability of critical infrastructure 
objects in the context of constantly changing conditions and potential threats  
is the main goal of using intelligent project-oriented risk management. This type  
of management tools has several advantages. 

First, it allows project managers to perform quick and accurate analysis  
of large amounts of data, which contributes to more effective decision-making.  
The use of intelligent algorithms makes it possible to detect complex dependencies 
and tendencies that cannot always be detected by human experts. 

Secondly, intelligent project-oriented risk management allows for risk 
forecasting and identification of potential threats. This allows you to quickly take 
preventive measures and develop action plans to minimize the possible consequences. 
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Thirdly, intelligent systems can be used to automate monitoring and risk 
management processes at critical infrastructure objects. In particular, by obtaining 
data from various sources, conducting their comparative analysis and taking response 
measures at the automatic level to ensure the state of safety and stability of objects. 

However, in addition to the advantages, the use by project teams of the tools of 
intelligent project-oriented risk management at critical infrastructure objects requires 
systematization and the solution of a number of problems. Among them are 
organizational, legal and, most importantly, technical. In particular, there is a need  
to develop standards and regulations that will identify requirements for risk 
management systems and their interaction with existing systems. An important 
structural element is solving the issue of forming a security cluster, ensuring  
the confidentiality and privacy of processing a significant amount of data used  
in the risk management process, in particular in the conditions of martial law. 

Therefore, intelligent project-oriented risk management at critical infrastructure 
objects today is an important tool that will ensure the state of security during  
the planning, implementation, operation of security-oriented projects, programs  
and portfolios of projects, their reliability and sustainability, which in turn will 
improve the process of responding to potential negative events, reduce the risk  
of emergency emergency situations, destruction due to military actions, and  
minimize the potentially negative impact on society. 
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