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AHOTANIA
Bitaniit boiiko “Po3poOka anroputmy Ta MoOJeNl 1HTerparii(po3ropTaHHs)
Oe3meKko-opieHTOBaHUX JojaaTkiB Ha 0a3i Google cloud platform”. Marictepcrka
pobora3a crernianpHicTi0122 "KoMIT 1oTepHi HayKu'" CKJIaIa€ThCs 3 TEKCTOBOT YaCTUHH,

10 MICTUTh 3 PO3JLIH, /5 ¢., 23 puc., 27 JKepen.

O0’exkT pociigkeHHsi — cydacHl miaTGopMmu s poOOTH B XMapHOMY

CepeIOBHIIII.

Meta po00TH — METOIO MaricTepchbKoi KBamQikamiitHoi poOOTH € AOCIIHKEHHS
IUIAXIB YJIOCKOHAJEHHS ICHYIOUMX O€3MEKO-OpPIEHTOBAHUX MPOTPAMHHUX PECYPCIB,
pO3poOKa aNropuTiB 3alyCKy Ta iHTErparii BeO 0JaTKIB 3a JIOIMIOMOI'OK XMapHOI'O
CepelOBHUIIA, MOUTYK PIIIEHb I CTab1IBHOI pOOOTH TPOTrPaMHOTr0 MPOAYKTY @ TAKOK

3a0€e3MeUYeHHs] MaKCUMaJIbHOT 3aXUIICHOCTI PECYpCy Bij KibeparTaxk.

3M1iCHEHO aHaJi3 MOMYJIAPHUX PIIIEHB SKI BUKOPUCTOBYIOTHCS JJIS 3aITyCKY 1
NIATPUMKHU MPOTPaMHOro 3a0€3MEUEHHS B MEPEkKI IHTEPHET a TAKOX 3a JOMOMOTrOI0

aHaJI13y BUBYEHO HAMPSAMKH 33 SKUMHU MOTPIOHO MPOBECTH yIOCKOHAJICHHS.

Bu3HaueHO nepcreKTUBY BUKOPUCTAHHS XMapHUX MIAaTGOPM sl TOKPAICHHS

poOOTH Mporpam.

[IpoBeneHo aHami3 CBITOBHX PIlIeHb JJIs POOOTH B XMApHOMY CEPEIOBUIII Ta
3MIMCHEHO aJrOpUTMI3allil0 POOOTH 1 I1HTErpyBaHHS OCHOBHUX HANpsIMKIB IS

BI/IpiHIeHHH IIOCTABJICHUX 3aJdad4.

Po3pobiieHo anropuT™Mu Ta MOJIENb 1HTErpalli rOTOBUX MPOrPaMHHUX PIlIEHb

JUJISL 3aITyCKY B XMapHOMY CEPEJIOBHIIII.

33]’[}’01( IIporpaMHOro 3a0e3IeYeHHs 3 METOI0 TCCTyBaHHA IIPCACTABIICHUX

pILIEHB.

XMAPHI CEPE/JOBUILIA, TIPOTPAMHE 3ABE3IIEUEHHS, AHAJI3 3ATPO3 B
MEPEXI IHTEPHET, ITPOBJIEMATUKA TOTOBUX BE3ITEKO-OPICHTOBAHI
MTPOIYKTU



ABSTRACT

Vitalii Boiko "Development of an algorithm and model of integration
(deployment) of security-oriented applications based on the Google cloud platform.”
Master's thesis on the specialty 122 "Informatics" consists of a text part, which contains

3 chapters, 75 pages, 23 figures, 27 sources.
The object of study - is modern platforms for working in a cloud environment.

Purpose- the purpose of the master's qualification work is to research ways to
improve existing security-oriented software resources, develop algorithms for
launching and integrating web applications using the cloud environment, find solutions
for the stable operation of the software product, and also ensure maximum protection

of the resource from cyber attacks.

An analysis of popular solutions used to launch and maintain software on the

Internet was conducted, and areas for improvement were explored through the analysis.

The prospects of using cloud platforms to improve the operation of programs are

determined.

An analysis of global solutions for working in the cloud environment was carried
out, and algorithmization of work and integration of the main areas of solving the tasks

were carried out.

Algorithms and a model of integration of ready-made software solutions for

launching in a cloud environment have been developed.
Launching the software in order to test the presented solutions.

CLOUD ENVIRONMENT, SOFTWARE, ANALYSIS OF THREATS IN THE
INTERNET NETWORK, PROBLEMS OF FINISHED SECURITY-ORIENTED
PRODUCTS
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BUCHOBKH

OTKe pOBIBIIHY aHaJi3 0yJIO MOKa3aHO OCHOBHI BUKJIMKH SIKI BUHHUKAIOTh TIEPe]]

KOMIaHIIMHM SK1 3aITyCKaI0Th 1 MIATPUMYIOTh BEO pecypcH B TEMEPIIIHIX YMOBaX.

Ha ocHoBi HaBeaeHUX IOCHIIKEHb MOXHA 3pOOMTH BHCOHOBOK, IO 1ICHYHOY1
BapiaHTH PO3TOPTaHHS 1 MATPUMKH MPOTPAMHOTO 3a0€3MEUCHHS B MEPEKi 1IHTEPHET
MalTh PAJ 3HAYHMX HemodikiB. OJauWHAa 3 TOJOBHUX IMPOOJIEM TaKUX pillleHb €
HEJOCTaTHIM 3aXUCT Bil BOPOXKMX aTaK PI3HOTO THUITYy. TakoX 3HAYHUM HEIOJIKOM
MOHa BBOKATH CTaOLIbHICTh POOOTH JaHUX CHCTEM IIiJ] YaC BEJITMKOTO HaBaHTaKECHHS

SAKC MOJKC CIIPUYMHUTH 3YIIMHKY CHUCTCMU.

BpaxoByroun HaBeneH1 JaHHI K1 OLTM OTpUMAaHI IMiJl Yac JOCIIKCHHS
MOJKHa 3poOuTH BUCHOBOK, o Google Cloud s rapHoro mpomno3uii€ero s 3amycKy
MPOrpaMHUX TMPOJYKTIB B XMapHOMY CEpEAOBHINI. 3aBASKA IHCTPYMEHTaM SIKi
MIPOTIOHY€E CEPBIC LI BapiHT MmiAiiAe SK 1 JJIsl MaJIuX CEPBICIB TakK 1 JJIsl BEITUKHUX
NPOEKTIB. BUKOpHCTOBYIOUM HAWHOBILII TPOTOKOIHM O€3MEKHM XMapHE CEPEJOBUIIIE €
3axXuIIeHe BiJ] MPOHUKHEHHs 330BHI a 3a jgornomoroio cepsicy AlIM iforo moxxHa
3aXUCTUTH BiJ HeOe3neku 3 cepenauHu. Cremianizyrouuch Ha OOYMCITIOBAIBHUX
pecypcax, Takux SK BEJMKI JlaHi, aHAJTITHKa Ta MalllMHHE HaBuyaHHs, xMapa Google
MPOTMOHY€E 3HAYHI MOXKJIMBOCTI MacIITA0yBaHHS Ta OalaHCYBaHHS HAaBaHTAXEHHS, 110

3a0€3MeUnTh CUCTEMI CTA0LIbHY pOOOTY MijA OyAb SIKUM HABAHTAKEHHSM.

[linx yac mnpakTUYHOI JAEMOHCTpalili OyJi0 TPEeACTaBIECHO 3aIyCK
MIPOTPAMHOTO MPOAYKTY JJISI JOTIOMOTH MOTEPIiauM Bij BiiiHU. [1i7 yac qemoHcTpartii
3almycKy OyJo TPOJAEMOHCTPOBAHO HANAIITYBaHHS CEPEIOBHUINA 3a JOMOMOTOIO
iHCTpyMeHTY opkectpu3amii Terraform. Takox mig wac 3amycky Oysio TOKa3aHO
HaJAIITyBaHHS TMPOTOKOJNIB Juisi 3a0e3MedyeHHs OUIBIIOTO 3axUCTy IiJ 4ac
BUKOPUCTaHHSA Mpoaykry. 3a momomoroto Load Balancer Oymo mokazano meton

OalaHCyBaHHSA SKUM 3a0e3me3nedye CTadlIbHICTh pOOOTH MIPOTpam.



PoOnsiun BUCHOBKM TIO HaBEICHOMY IMPHUKJIAJy MOXKHA BIIEBHETHCS, IO 32
JIOTIOMOTO0 XMapHOTO CEPEI0OBUINA MOYKHA BUPIIIIMTH OCHOBHI ITPOOJIEMH K1 ICHYIOTh

Ha JaHHWH MOMEHT JJIsi 0€31EeK0-0pIEHTOBAHUX IHTEPHET PECYPCIB.
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