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KOMILIEKCHA CUCTEMA 3AXHUCTY KPUTHYHOI
IHOPACTPYKTYPU YKPATHU B YMOBAX BOEHHOI'O CTAHY

Poman SSIKOBYYK
JOKTOp TEXHIYHUX HAYK, JOICHT, HAYaJIbHUK HABYAIbHO-HAYKOBOTO IHCTUTYTY IIUBLIBHOTO

3axucTy JIbBIBCHKOTO JEP)KaBHOT'O YHIBEPCUTETY O€3IMEKH KUTTEISIILHOCTI,
r.yakovchuk@Idubgd.edu.ua, ORCID: 0000-0001-5523-5569

Anpapiit TABPUCH
KaHJMJaT TeXHIYHUX HayK, TOLEHT, 3aCTYITHUK HayaJIbHUKa Kadeapu LUBIIBHOIO 3aXUCTY

JIbBIBCHKOTO JIEPKABHOTO YHIBEPCUTETY OC3MEKH KUTTEIISUIBHOCTI,
Havrys. AND@gmail.com, ORCID: 0000-0003-2527-7906

Bikropis ®LJIIIIIIOBA
aJI’TOHKT JIeHHO1 (hOpMU 3100yTTS OCBITH JOKTOPAHTYpHU-a]1 FOHKTYPH JIbBIBCHKOTO IEpKABHOTO

YHIBEPCUTETY O€3MEKH KUTTEISITBHOCTI,
filippova99@ukr.net, ORCID: 0000-0003-0771-1975

Ha3zapiii TYP
3100yBa4 4ETBEPTOTO (OCBITHHO-HAYKOBOTO) PiBHS BUIIOI OCBITH JIbBIBCHKOTO JIEP:KaBHOTO

YHIBEpCHUTETY O€3MEeKH KUTTEISUTBHOCTI,
rptb2020@gmail.com, ORCID: 0000-0002-0557-5351

Y pochikeHHI pO3MISAIAIOThCA MPOOJIeMU 3aXUCTY 00 €KTIB KPUTUYHOI 1H(GPACTPYKTypHU
(OKI) VYkpainm B ymoBax moBHOMacmTaOHOI 30poitHOi arpecii. IIpoBemeHo iHdopmariiiiHo-
aHAJIITUYHUM OIS aTak Ha iIHPpacTPyKTypHi 00’ ekt 3a niepio 2022-2024 pokiB i3 BUKOPUCTAHHSIM
PI3HUX BUAIB 030pOEHHS.

OOrpyHTOBaHO HEOOX1/IHICTH KOMIIJIEKCHOT'O MIAXO0Y /10 O€3MeKH, 110 OXOIUTIOE OpraHi3alliiHi,
TEXHI4H1, 1H(OpMaLliliHI Ta KaAPOBI KOMIIOHEHTH.

[IpencraBneHo y3arajgbHeHy OJIOK-CXEMY 3aXOMIB 13 3aXHCTy KPUTHYHOI Ta €HEpreTU4HOI
1H(pacTPYKTYpH Ta 3alpOIIOHOBAHO IHTETPAIlil0 MIXKHAPOIHOTO JIOCBIAY J0 HAIlIOHAJILHUX PIIICHb.

Merta focizxaxennsi: chopMyBaTH HayKOBO OOIPYHTOBAHUM MiIXi 10 3MIIIHEHHS 3aXUCTY 00’ €KTIB
KPUTHYHOI 1H(PaCTpyKTypu YKpaiHM B yMOBaxX BOEHHOTO CTaHy IIUISXOM aHaJl3y CY4YaCHHX 3arpos,
CTaTUCTHYHUX TEH/ICHITIH aTaK, CHCTEM PU3HK-MEHEDKMEHTY Ta TIPAKTHK MIXKHAPOIHOTO JIOCBIITY.

Metoau pgochaimkeHHsi: 1H(MOpMalifHO-aHANITUYHUNA METOJl, TOPIBHSAJIBHUI  aHami3,
CHCTEMHHI aHaJli3, METO/IN PU3HK-MEHEKMEHTY.

Pe3yjbTaTi: Ha OCHOBI JOCIHI/PKEHHsI BCTAHOBIEHO, 10 3 2022 no 2024 poky nonax 2110
00’€KTIB KPUTUYHOI IHPPACTPYKTYPHU 3a3HAIH YPAXKEHb, 3 AKUX 425 — 00’€KTH €HEepreTHKH; HalOLIbII
MOLIMPEH1 3arpo3u: pakeTHi oOcTpinu, ynapu bnJlA, kibGeparaku; 3ampONOHOBAaHO CTPYKTYpY
IHTErpOBaHOTO IMIAXOJY /O 3aXHCTy, IO BKJIIOYAE: TPOTHO3YBAHHS 3arpo3, PaHHE BUSBICHHS,
IHKeHepHUH Ta UM(POBHHA 3aXHCT; y3arajJbHEHO MDKHApOJIHI MPAKTHKH YIPaBIIHHS CTiHKICTIO,
c(pOopMOBaHO OJIOK-CXEMH CTPATETIYHOT0 3aXUCTY KPUTUYHOI Ta eHepreTHUHoi iHdpacTpykTypH [1].

TeopernyHa WiHHICTG JOCTIKeHHS: TEOPETUYHA I[IHHICTh TOJSATa€ y PO3BUTKY
KOHIENTYaJIbHOTO MiJIXOAY 0 aHaJi3y CUCTEMHM 3aXUCTy 00’ €KTIB KPUTHUYHOI 1HPPACTPYKTYPH SIK
CKJIaJJHOI COILIIOTEXHIYHOI CHCTEMH B yMOBaX TiOpuIHOI BiffHH. Y3arajabHEHO IOJIOKEHHS I0/10
MYJIBTHIUCIHILTIHAPHOTO PU3HK-MEHEKMEHTY.

IIpakTHyHa HiHHICTH AOCTIAKEHHSsI: IPAKTUYHI PE3YIbTaTH MOXKYTh OyTH BUKOPUCTAHI IPU
po3po0I1i JAep>KaBHUX TMPOTpaM 13 3aXUCTy KPUTHUYHUX OO0’ €KTIB; y MPOIEC MOJEpHi3alii CHCTEM
eHepro3abe3neyeHHs; i 4ac IIaHyBaHHS OOOPOHHUX 1H)KEHEPHHUX 3aXO/IB Ha 00’€KTax a TaKoX
MIPH TATOTOBII TIEPCOHAITY.
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OpuriHaJbHICTh: IOCTIIKEHHS 00’ €IHYE CTAaTHCTHYHI JaHl TPO YPaKeHHS KPUTUYHOI
1HppacTpyKTypH, OJOK-CXeMHE BiZOOpaKEHHS 3axoiB O€3MeKW Ta MIKHAPOJHI MIAXOOH 0
VIPaBIiHHS PU3HKAMH, CTBOPIOIOYH I[IIICHY MOJIEINb 3aXHCTy Y BOEHHHX YMOBaX.

OO0Me:keHHsI T0CTiIZKeHH S : IesIKi OOMEXKEHHSI ITOB’ s13aH1 3 HEITOBHOTOIO 200 3aCEKPEUYCHICTIO
CTATUCTUYHHUX JIAHUX MPO YPaAKEHHS BIHCHKOBHX Ta 1HIIMX 00’ €KTIB.

MaiiGyTHi 70CTiIZKeHHSI: TIEPCIICKTUBHIUM HAIMPSAMOM IMOJATBIINX JOCITIKEHb € CTBOPEHHS
MaTeMaTHYHUX MOJIEJICH JIJIsl IPOTHO3YBAHHS JIECTPYKTUBHOTO e(eKTy Ha iHPpacTpyKTypy.

KuarouoBi cioBa: xputnuHa iHQpacTpyKTypa, BOEHHHUN CTaH, CHEpreTHYHa Oe3IeKa, PH3UK-
MEHEKMEHT, CACTEMHHUI aHaji3, 00CTpiIu.

COMPREHENSIVE PROTECTION SYSTEM FOR UKRAINE'S CRITICAL
INFRASTRUCTURE UNDER MARTIAL LAW

Roman YAKOVCHUK
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The article addresses the challenges of protecting critical infrastructure facilities in Ukraine
under conditions of full-scale armed aggression. An information and analytical overview of attacks
on infrastructure objects during 2022-2024 is provided, covering the use of various types of
weaponry, including missiles, Shahed-136 drones, aerial bombs, and S-300/S-400 systems.

The necessity for a comprehensive security approach is substantiated-one that integrates
organizational, technical, informational, and human resource components.

A generalized block diagram of measures for the protection of critical and energy infrastructure
is presented, including automated monitoring systems, cybersecurity solutions, engineering shelters,
and intelligent risk management tools.

The integration of international practices into national protection systems is proposed.

Purpose: to develop a scientifically grounded approach to strengthening the protection of
Ukraine’s critical infrastructure under martial law through the analysis of current threats, statistical
trends of attacks, risk management systems, and international practices.

Method: information and analytical method, comparative analysis, systems analysis, and risk
management methodologies.

Findings: the study established that over 2,110 critical infrastructure facilities were damaged
between 2022 and 2024, including 425 energy sector objects.

The most common threats were missile strikes, UAV attacks, and cyber incidents.

An integrated protection framework is proposed, which includes threat forecasting, early
detection, engineering and digital protection.
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International resilience management practices have been generalized (ISO 31000, cybersecurity
models, blockchain-based solutions, etc.).

Strategic protection block diagrams for critical and energy infrastructure have been developed
(Figures 5-6).

Theoretical significance: the theoretical value lies in the development of a conceptual
framework for analyzing critical infrastructure protection as a complex sociotechnical system in the
context of hybrid warfare. Key principles of multidisciplinary risk management have been
summarized.

Practical implicstions: the practical findings can be used in the development of state programs
for the protection of critical assets, in the modernization of energy supply systems, in the planning of
engineering defense measures, and in personnel training.

Originality: this study combines statistical data on infrastructure damage, block-diagram
representations of protective measures, and international risk management practices to form an
integrated protection model under conditions of war.

Research Limitations: some limitations are due to the incompleteness or confidentiality of
statistical data on the damage to military infrastructure.

Future Research: a promising direction for further research is the development of
mathematical models to forecast the destructive impact on infrastructure.

Keywords: critical infrastructure, martial law, energy security, risk management, systems
analysis, missile attacks.

Beryn

Y XXI cronitri kputhyHa iHGpACTpyKTypa IOCTAaE HE JHIIE SK CYKYHHICTH 00 €KTIB
TEXHIYHOTO 3a0e3IeUeHHs, a K CKJIaJHa COLIOTEXHIYHA CHCTEMa, BiJ HAIIHHOCTI SKOI 3aJE)KUTh
cTaOimbHICT, (YHKLIOHYBaHHS JepKaBH B YyMOBaxX HaJ3BHYalHUX cuTyauid. OcobmuBoi
aKTyaJbHOCTI 1151 ipoOseMa HaOyBae B YKpaiHi — KpaiHi, sika 3 2022 poky € 00’ekToM 30poitHOT
arpecii 3 Ooky pociiicekoi (enepamii. MacoBaHi ataku Ha OO’€KTH E€HEPreTHKH, TPaHCIOPTY,
KOMYHAJIBHOTO TOCIIO/IapCTBA, MEIUIIMHY Ta 3B’ SI3KYy MIOKa3allH, 0 KPUTHYHA iHQpacTpyKTypa cTana
HE JIMIIE 1HXKEHEPHO0, aje W CTpaTeriyHO MIIIEHHIO, BUBEJCHHA 3 Jaay SKOi HPU3BOAMUTH 10
CEepHO3HUX COLIabHUX 1 TyMaHITApHUX KPHU3.

Oco6uBICTh CydacHOi BIHU MoOJIATaE y ii TIOpUIHOMY XapakTepi, o NoeaAHye (Hi3UyuHi aTaku
13 kibepaTakamu, i1H)OpMAIIHHUMH BITUBAMU, EKOHOMIYHUM TUCKOM. Y 1IbOMY KOHTEKCTI KPUTHYHA
1HpPpacTPyKTypa CTae BPa3IUBOIO 3 YCIX OOKIB — K JI0 MPSAMUX PaKeTHUX YAApiB, TaK 1 10 HUPPOBUX
3001B, IUBEPCiii, 3HUIIIEHHS JIAHLIIOT1B TOCTaYaHHsI, IEPELIKO/1 Y JIOTICTHULII Ta KOMYHIKaIisaX. biibie
TOro, 00’€KTH 1H(QPACTPYKTYPH HEPIJKO CTAIOTh IHCTPYMEHTOM JJIsl CTBOPEHHS TUCKY Ha LIUBLIbHE
HACEJIEHHS, 1110 CBIAYUTH IMPO HASBHICTH IUIECHIPSAMOBAHOI CTparerii Bopora I0J0 ecKasarii
COL[IaIbHOT HAIIPYTH.

VYKpailHChKUI JOCBIJ, Ha Kajb, YK€ MPOJAEMOHCTPYBAaB MacIITa0HI HACTIAKU TaKUX Aif. Y
Nepioiv OCIHHBO-3UMOBHX KammaHiid 2022-2024 pokiB COTHI HACeNEHUX MYHKTIB 3aJHILAINCH 0e3
CBITJIa, TeIJia 1 3B’SI3Ky BHACHIIOK yJapiB MO €HepreTMYHUX 00’ekrax. [leski perioHu BTpadaau
JOCTYTI JI0 MUTHOI BOJIM Yepe3 MOpYLIeHHS poOOTH HACOCHUX CTaHLiN. byo ypaskeHo Benuki 00’ ekTu
MaJIUBHO-€HEPTreTUYHOTO  KOMIUIEKCY, TpaHC(GOpMATOpHI MIACTaHIii, MaricTpajdbHl JIiHII,
JMCIIeTYepChKi eHTpu. Hacmiiku Takux atak mposiBIAIOTHCS HE JIUIIE B eKOHOMIYHOMY BUMIpI, a i
y cdepi TyMaHITapHO1 O€31EeKH, OXOPOHH 3/I0POB’ s, COIIaTbHOI CTa0ITEHOCTI.

OxpiM i3uyHUX 3arpo3, 0coOIMBE 3aHEMOKOEHHS BHUKIMKAIOTH KibepaTaku, sKi aenani
YacTillle CYyNpOBOKYIOTh pakeTHI 0O0CTpiiy. BigoMo mpo 4ucieHH1 BUMAAKU CIpoO BTpY4YaHHS Y
po6oty SCADA-cucteMm, 31aM onepaTOpCcbKUX cepBepiB, caboTax eHepreTHYHUX mporecis. Y 2023-
2024 poxax Oyno 3adikcoBaHO CKJIaAHI OaraTOpiBHEBI aTaku Ha IUGPOBI CUCTEMHU YNPaBIIHHS
1HPPACTPYKTYPOIO, SIKI MOEJHYBAIM €JIEMEHTH COL[albHOI 1HXEeHepil, MIKIJIMBOTO MPOrpaMHOro
3a0e3neueHHss Ta DDoS-kammaniif. Taka 0araroBeKTOPHICTh 3arpo3 BUMAarae IMeperisay
TpaauLiifHOTO MiAXoay 10 Oe3neKku — BiJ] MPOCTOi OXOPOHU O0’€KTIiB 10 (OpMYBaHHS IiTICHOI
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- 1H(popMariiHOo-aHATITHYHI (MOICITIOBAHHS PU3HUKIB, CHCTEMH PAHHBOTO BUSBIICHHS ).

- Boanouac, aganrariisi MiXKHapOJHOTO TOCBiy BUMArae BpaxyBaHHs YKPaiHCBKUX peaiil:

— aCHUMETPHYHICTb 3arpo3: YKpaiHa CTHKA€ThCS 3 PAKETHUMH Ta JPOHOBUMH aTaKaMH MalkKe
IIOJTHS, M0 MOTPeOy€ HE JIUIIE CTINKOCTI, a i MOOLTBHOCTI 3aXUCTY;

— pecypcHi 0OMeKXeHHs: HEOOX1THICTh (OPMYBATH PIIICHHS, SIKI MOXKYTh OyTH e(eKTUBHUMHU
HaBiTh PH 0OMEKEHOMY (iHAHCYBaHHI,

— BHCOKHH CTYIiHBb Helepea0auyBaHOCTI: arpecop MOCTIMHO 3MIHIOE TAKTHUKY.

Kpim Toro, BaXXJIMBUM YHHHUKOM € JIFOJICBKUI pecypc — SIK Ha PiBHI ONIEpaTUBHOTO ITEPCOHATY
00’€KTiB, TaK 1 Ha PiBHI yIpaBIiHCBKUX pimeHb. HeoOxigHa miaroroBka KajapiB, SKI BOJIOAIIOTH
HaBUYKAMHU KPU30BOTO YIPABIIHHSA, PO3YMIHHIM TEXHOJIOTIH KiOep3aXUCTy Ta CHCTEMHOTO aHAIIi3y
3arpos.

Takum 4MHOM, Cy4acHa CHCTEMa 3aXHCTy KPUTHUHOI IHPPACTPYKTYPH Mae OyTH TUHAMIYHOIO,
aJIalTHBHOIO, TEXHOJIOTIYHO THYYKOIO Ta IITMOOKO IHTEIPOBAHOKO B 3aralIbHOHAIIOHATBHY CUCTEMY
Oe3meKH.

BucHoBku

B nocnimkeHH1 mpoaHatizoBaHo 3aXUCT 00’ €KTIB KpUTHUHOT iHPpacTpyKTypu YKpaiHu miJ yac
BiIICBKOBOT'O KOH(QITIKTY, i IKPECIIOI0YH CKJIAIHICTh CyYaCHHX 3arpo3 1 HEOOXiTHICTh KOMILIEKCHOTO
MiIXOMY.

VY po06oTi YiTKO MiJKPECIeHO, MO0 KPpUTHYHA iH(PPACTPYKTypa € OCHOBOIO >KUTTENISITBHOCTI
KpaiHH, ToMY 1110 3a0e3rneuye (GyHKIIOHYBaHHSI €KOHOMIKH, TPAHCIIOPTY, 3B 53Ky Ta KOMyHaJIbHUX
MOCHyr Ui HaceleHHs. MonepHizamist 00’ekTiB  iHQpacTpyKTypH, BHUKOPHUCTaHHS CHCTEM
MOHITOPUHTY Ta MOCUJICHHS (PI3UUHOr0 3aXUCTY 3HAYHO M1IBUILYIOTh CTIHKICTb /10 aTaK, BKJIIOYA04U
paKeTHi Ta KiOepHETUYHI 3arpO3H.

Takox aBTOpaMH JTOBEJIEHO, IO 3aXUCT €HEPreTHMYHHX OO0’€KTIB € MPIOPUTETOM, OCKUIBKU
SHEePTeTUYHUIN CEKTOp YKpalHH € CTPATETiYHO BAKIUBOIO YACTHHOIO 1HPPACTPYKTYPH, a 3HUIICHHS
YM TOIIKOKEHHS 00’€KTIB €HEePreTUKH MPU3BOAUTH 10 3HECTPYMJICHHS BEJIMKUX PErioHiB, IO B
CBOIO 4Yepry mnapaiizye poOOTy IHIIMX BaXJMBUX YCTAaHOB. YpPakeHHS IUX OO0 €KTIB MOXKeE
YCKJIQAHUTH JIOTICTUKY, PEMOHT TEXHIKM, BUPOOHHUITBO 30poi Ta iHIII OOOPOHHI MPOILECH.
BincyTHICTb e1eKTpoeHeprii Ta Teria B yMOBaxX XO0JIOJHOI MOT0IU CTBOPIOE Cepilo3H1 MpoOaemMu st
3/10pOB’sl TPOMAJH Y KpaiHH.

VY miacymMKy, B yMoBax Oe€3NpereleHTHOTO 3pOCTaHHS aTaKk Ta TEXHOTEHHHWX 3arpos,
3allpONOHOBAHI 3aX0/1M MOKJIMKAHI HE JIUILE MiABUIIUTH CTIHKICTh 1H(PACTPYKTYpH 10 pyHHYBaHb,
aje W COpusTH CTaOLIBLHOCTI Jep)kaBu Ta Oesmeni ii rpomazisH. [[ocBin, oTpuMaHUN 3 aHATIZY
MDKHapOJHMX MPAKTHK, J03BOJIA€ YKpaiHi ajantyBaTu e(peKTUBHI CTpaTerii Ul 3aXUCTy KPUTUYHOT
1H(PaCcTPYKTYpH, a TAKOK PO3POOJIATH HALIOHATIBHI M1JIXOAH, 1110 BPaxOBYIOTh CIIeU(}IKy Cy4acHOTO
KOH(QUIIKTY Ta HEOOXIJHICTb ONEpaTHBHOro pearyBaHHs. Lli BUCHOBKM Ta peKOMEHJAIl MOXYTh
CIyryBaTtu (yHIAMEHTOM JUIsl TOJAITBIINX HAYKOBHUX Ta MPUKIIAJHUX JOCITIKEHb, CIIPSIMOBAHUX Ha
(opMyBaHHSI KOMIUIEKCHOI CHCTEMM 3aXUCTYy 00 €KTIB KPHUTHYHOI 1H(PACTPYKTYpH Yy KOHTEKCTI
r7100aJIbHOT Ta HALlIOHAJIBHOI OE3MEKH.
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