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CYITECTUBHUM MOTEHIIAJI AHIVIOMOBHOI KOMYHIKAIIII
Y IU®POBOMY CEPEJJOBHUIII: BEPEBAJIBHUM PENTIPESEHTAHT
TA BUKJIUKHU JJISI MOBHOI BE3IIEKH

Y emammi oocniosiceno cyeecmuerny cneyuixy cyuacHo2o aneioMo8HO20 WAXPANICLKO20 OUCKYPCY, AKUU QYHKYIO-
HY€E 8 Medcax sipmyanbHoco npocmopy. Inobanizayia ingpopmayilinux nomokie ma neperecents 6izHecos6oi, Qinancosoi
ma noecaAKOeHHOi KOMYHIKayii 8 inmepHem-mepexcy akmyanizy8anu 8U4eHHs HOBUX 0eCMPYKMUSHUX rHcanpia. OcKinbKu
AH2NICOKA MOBA € OOMIHAHMHUM KOOOM MINCHAPOOHOL Yyuposoi 63acmodii, came i mekcmosuil npocmip cmae 0CHO-
GHUM MAUOAHYUKOM 05 peanizayii ¢piwune-amax. Mosa y ybomy Konmexcmi po32isidacmucsi He auue K 3acio nepedayi
OesiHghopmayii, a K CKIAOHULl IHCMPYMeHm 8NIU8Y HA KOSHIMUSHY cghepy adpecama.

Jlocniooicentss 3ymosiiene HAsABHOI CYNePedHICII0 MIdC GUCOKOK) MEXHOIO2IYHOK 3AXULeHICIIO YuDpOosUx niam-
dopm ma epaznusicmio «10OCbKO20 DAKMOPAy, AKUL 3M108MUCHUKY eKCIIYAMYIOmMb 3d O0NOMO20I0 COYIaNbHOI iHce-
nepii. Tpaduyitni asmomamuzoeani cucmemu Oesnexu (cnam-@itompu) GOoKycyiomvcsi HaA MEXHIYHUX Napamempax
NOBIOOMIEHb, NPOME YACMO BUABISIOMBCS HeePHEKMUSHUMY NPOMU HOBUX, TH2BICIUYHO AOANNOBAHUX | 32€HEePOBANUX
WMYYHUM [HMENeKmoM meKkcmis. Y 36’s13Ky 3 yum nocmae npooiema i0CymHOoCmi YimKux JIHeGICMUYHUX Kpumepiie
oughepenyiayii’ MaHinyIAmMuUEHO20 KOHMEHNY, WO CIMBOPIOE NPSAMI GUKIUKU O MOBHOI Oe3neKu KOpucmyeayis, niopusa-
F0UU [XHIO 30aMHICMb 4ACHO PO3NI3HABAMU KOMYHIKAMUBHI 3A2PO3U.

Memoro naykoeoi npayi € susagnenHa ma Kiacugikayis MOBHUX MAPKePI8 NPUX08AHO20 8NIUBY, WO BUCTIYNAIOMb Gep-
OANbHUMU penpe3eHmanmamii Cy2eCmueH020 NOMEHYiany 6 aHeIOMOSHIl KOMYHIKayii y yugposomy cepedosuui, 3a01s
00IPYHMYBAHHsL 3ACa0 MOGHOI Oe3neKu.

Jlns peanizayii nocmaegnenoi memu asmopamu 6y10 cpopmosano KOpnyc aHeioMOSHUX DIUUHEOBUX NOBIOOMIEHD,
SKI NIONA2ANU KOMIIEKCHOMY AHANI3Y 3d OONOMO20K MemoOi8 JIHe8ONPASMAMUKU MA KPUMUYHO20 OUCKYPC-aHanizy. 3a
pe3yibmamamut O0CAIOHNCeHHS BCMAHOBIEHO, WO 8ePOAIbHUL PENnpe3eHmMAanm Cy2eCmii CUCIEeMHO BUABIAEMbCS HA Kilb-
KOX MOBHUX pieHax. OOTPYHMOBAHO 1eKCUKO-CeMAHMUYHI cmpamezii wmyuHo2o degiyumy uacy, ncegdoasmopumemy ma
sanaxkysanns. Ha npaema-cunmaxcuunomy pieui 6uoKpemieHo 0OMIHY8AHHA NACUBHUX KOHCMPYKYIL 0is imimayii ogiyiti-
HUX Cnogiwens ma Haomiphe eaicusanns imnepamugis. Ocoonusy yeazy npuoiieno JiHeGICmMudHUM AHOMATISIM (HOMUIKAM
HeUmu8OMOBHUX asmopis), AKi pyunyioms cyeecmugnuil epexm mexcmy. /[06e0eHo, wo MapKy8anhs yux elemMeHmis €
OCHOBOI0 IIH2BICTNUYHO20 CKAAOHUKA MOBHOI be3neku 6 mepedici. [Ipakmuuna yinnicms podomu nouseac y MosciueoCmi
BUKOPUCTAHHSL i1 BUCHOBKIG NIO YaC BUKIAOAHHS KYPCI8 0LN080I anenilicbKol MO8U ma mediazpamomnocmi Ois CHyOeH-
mis-ghinonocis.

Kniouogi cnoea: cycecmusnuil nomenyian, ameioMO8HA KOMYHIKAYis, yugpose mosne cepedoguuie, 8epOAIbHULL
penpeseHmanm, MogHa besnexa, PiuuHe-OUCKypc, IiHe60NPAMAMUKA.

ISSN 2308-4855 (Print), ISSN 2308-4863 (Online) 177



MogoszHaBscTBO. AiTEpaTypO3HABCTBO

..............................................................................................................................................................

Anna MARMULYAK,

orcid.org/0000-0002-7526-5850

PhD,

Lecturer at the Department of Ukrainian Studies and Intercultural Communication
Lviv State University of Life Safety

(Lviv, Ukraine) anya.marmulyak@gmail.com

Khrystyna VERBYTSKA,

orcid.org/0000-0002-7951-0964

Candidate of Sciences in Social Communications, Associate Professor,

Associate Professor at the Department of Ukrainian Studies and Intercultural Communication
Lviv State University of Life Safety

(Lviv, Ukraine) khrystynav1004@gmail.com

Tetiana LYPCHENKO,

orcid.org/0000-0003-0173-3372

Senior Lecturer at the Department of Ukrainian Studies and Intercultural Communication
Lviv State University of Life Safety

(Lviv, Ukraine) tetyanalypchenko@ukr.net

SUGGESTIVE POTENTIAL OF ENGLISH-LANGUAGE COMMUNICATION
IN THE DIGITAL ENVIRONMENT: VERBAL REPRESENTATIVE
AND CHALLENGES TO LINGUISTIC SECURITY

The article examines the suggestive nature of contemporary English-language fraudulent discourse operating
within the virtual space. The globalization of information flows and the migration of business, financial, and everyday
communication to the Internet have made the study of new destructive genres a matter of current importance. As English
is the dominant medium of international digital interaction, its textual space serves as the primary arena for phishing
attacks. In this context, language is viewed not merely as a vehicle for disseminating disinformation, but as a sophisticated
tool for influencing the recipient’s cognitive processes.

The study is prompted by the existing contradiction between the high level of technological security of digital platforms
and the vulnerability of the «human factor,» which malicious actors exploit through social engineering. Traditional
automated security systems (spam filters) focus on the technical parameters of messages, yet they often prove ineffective
against new, linguistically adapted, and Al-generated texts. This gives rise to the problem of a lack of clear linguistic
criteria for distinguishing manipulative content, which poses direct challenges to users’linguistic security by undermining
their ability to timely recognize communicative threats.

The aim of this research is to identify and classify linguistic markers of covert influence—which serve as verbal
representations of suggestive potential in English-language digital communication—in order to substantiate the principles
of linguistic security.

To achieve the stated objective, the authors compiled a corpus of English-language phishing messages, which were
subjected to a comprehensive analysis using methods of linguopragmatics and critical discourse analysis. The study
results reveal that the verbal representation of suggestion manifests systematically across several linguistic levels.
The lexical-semantic strategies of artificial time pressure, pseudo-authority, and intimidation are substantiated. At the
pragma-syntactic level, the dominance of passive constructions—used to simulate official notifications—and the excessive
use of imperatives are identified. Particular attention is paid to linguistic anomalies (errors made by non-native speakers)
that undermine the text’s suggestive effect. It has been demonstrated that the marking of these elements forms the basis
of the linguistic component of online language security. The practical value of the study lies in the potential to apply its
findings when teaching Business English and media literacy courses to philology students.

Key words: suggestive potential, English-language communication, digital linguistic environment, verbal
representative, linguistic security, phishing discourse, linguopragmatics.

[ocTranoBka nmpoodaemu. CTpiMKa €BOJFOLIISI TJI0-
0asbHOTO 1H(HOPMAIIHOTO CYCIILCTBA T4 IHTCHCH-
(hixartist mupoBUX TIPOIIECIB TPU3BETH 0 TPaHCPOP-
Marii TpaJaWIifHIX MOBJICHHEBHX >KaHPIB Ta ITOSBU
HOBUX (DOpPM JECTPYKTHBHOTO BIUIMBY B MEPEXKIi.
B ymoBax cywacHux ribpugHux 3arpo3 iHpopma-
uifina Oe3meka jaep)kaBW Ta iHIUBiAa Oesmocepen-

AxryaspHi mMTaHHS rymaHiTapamx Hayk. Bum 104, 2026

HBO 3QJIEXKUTH B1Jl CTIMKOCTI OCOOMCTOCTI O MOBHUX
MaHIMyJsIid y BipTyanbHOMY mpoctopi. OaHuM i3
HaWHEOE3MEUHIIHX MPOSBIB TAKOTO ACCTPYKTUBHOTO
BIUTUBY € (DIITHHT — TEXHOJOTiS COIIalIbHOI iHKEeHe-
pii, o pearnizyeThes uepe3 TEKCTOBI MOBiIOMIICHHS B
inTepHeti. EdextuBHicTh moaibHux kibeparak 0asy-
€TbCSl HE JIMIIEC HA TEXHIYHMX ajropuTMax, a # Ha
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TOHKOMY 3HaHHI IICHXOJIOTi] azpecara, 0 KOILy€eThCs
Yyepe3 KOHKPETHI MOBHI OAMHUI. OCKIJTbKU aHTIii-
ChbKa MOBa € JIOMIHYIOYHM KOJOM Y MIXKHapOIHOMY
6izaeci Ta IT-immycTpii, mocmimkeHHs ii CyrecTHB-
HOTO IMOTEHITIaTy B IIaXpalchKOMy THUCKypci Ha0yBae
ChOTOJHI OCOOIMBOrO 3HAYEHHS. 3aXUCT KOPUCTYBa-
YiB BiJ] TAKUX 3arp0O3 BUXOAUTH 32 MEXI1 CyTO TEXHIU-
HUX PIllIeHb 1 0€3MOCEePEIHBO AIeIoE 10 KOHIICITY
MOBHOI O€3[eKH — 3[aTHOCTI JIFOJAMHU 1IECHTHU(IKY-
BaTH Ta HEWTpasli3yBaTd MPHUXOBaHI MaHIMYIATHBHI
KOIIM B TEKCTaX. BinTak, BUHHWKIA TIOTpeda HAyKOBO
ormucaTy Ta Kiacu(ikyBaTd BepOaIbHUIA pernpe3eH-
TaHT LIaXpaiCbKUX HAMIipiB B aHITIOMOBHIM KOMYHi-
Karlii y muppoBOMY CEepeIOBHIIL JIJIsl pO3pOoOKH edek-
TUBHHX KPUTEPiiB MOBHOI Me/iaririeHu.

AHani3 pocaimkenb. OyHIaMeHT A7 BUBYECHHS
CYI€CTUBHOI'O Ta MaHIIYJIATUBHOIO IOTEHLIIAIy TeK-
CTY 3aKJIaJCHO B KJIACHYHHUX MPAIIX 13 KPUTHUHOIO
muckypc-anamizy T. Ban [eiikom (Dijk, 2008: 11),
H. ®eiipxaipom (Fairclough, 1995: 12), P. brakapom
(Blakar, 1979: 9) ta Teopii MOBIEHHEBHX akKTiB JIK.
Ocrtinom (Austin, 1962: 8), JIxx. Cepnbem (Searle,
1979: 14), me MoBa TPAaKTYEThCS SK IHCTPYMEHT
Momudikalii MOBEMIHKH ajpecara. Y BITUM3HSAHIN
JIHTBICTHIII TparMaTHYHUN 1 CYreCTHBHUH CKIIaJ-
HUKHU KOMYHIKaIlii akTuBHO po3pobistu I [Toyeniios
(ITouerros, 2000: 4), C. Xaborunchka (XKaboTHH-
ceka, 2005: 2) ta @. banesnu (bamesuu, 2004: 1).
Crnenmdika kKoOMyHIKaIii y 1u(GpoOBOMY CEpeIOBHUIII
Ta €BOIIOLlIA IHTEPHET-)XaHPIB MepeOyBaloTh y IICH-
TPl yBaru Cy4yaCHHMX MEAIaJiHIBICTiB, 30KpeMa, KOH-
LEMNIis KOMI IOTEPHO-O0IIOCEPEIKOBAHOTO JTUCKYPCY
onucana C. ['eppinrom (Herring, 2004: 13). [Tutanus
iHpOpMAIiifHOT Ta MOBHOT Oe3IMeKH B yMOBaX HOBIT-
HIX BIPTyaJlbHUX 3arpo3 IMOPYIIYIOTBCS Y TIPaIsax
JI. Macenko (Macenko, 1999: 3). ta O. CepbeHchKoi
(Cepbcbka, 2011: 6). Bogaouac y poGotax mpoBia-
nux anriictiB O. CeniBanosoi (CeniBanoBa, 2008: 5),
I. IlleBuenxo (IlleBuenxo, 2002: 7) neraiabHO OMH-
CaHO JIIHTBOKOTHITHBHI Ta TparMaTHYHI KOHCTAHTH
CY4acHOI'0 aHIJIOMOBHOTO JiJIOBOIO ¥ KOpPIOpaTUB-
HOTO IUCKypciB. OKpeMHUil MIacT 3aKOPAOHHUX PO3-
BiJJOK OCTaHHIX POKiB MPHUCBSYCHO KiOEepiHTBiCTHUII
Ta JHTBICTHYHIA €KCIIEPTH31 MaxpalChbKUX TEKCTiB
M. Kynrxapaom, T. I'pantom (Coulthard, 2010: 10).
[Tonpu moTyXHY TeopeTHuHy 6a3y CyrecTHBHOI JIiHT-
BICTHKH, BepOaIbHUI PENPEe3eHTAHT AHTIIOMOBHOTO
(bimuHTYy K crenudiqHOTO AeCTPYKTUBHOTO JKaHPY
3aITMIIAETHCS MAJIOMOCIIPKEHUM. BUTbIIICTh iCHYIO-
YHUX Tpamb i3 KidepOesnekn MarTh CYyTO TEXHIYHUH
XapakTep 1 KOHUEHTPYIOThCS Ha apXiTeKTypi Cram-
(biapTpiB YK MamMHHOMY HaBuaHHI. JIiHTBiCTHUHUI
BUMIp MOBHOi O€3IMeKH KOPHUCTYBAYiB y BIpTyallb-
HOMY IPOCTOPl HYacTo PO3DISAAETHCS HAYKOBLSIMH

JIMILIE TOTUYHO, O€3 MPUB’SI3KK A0 JIIHIBOIIparMaruy-
HUX MapKepiB KOHKPETHOI MOBH. Y cydyacHuX (ijo-
JIOTIYHUX CTYIISIX MPAaKTUYHO BIACYTHI mpari, siKi O
CHUCTEMHO ONMHMCYBAJIM MOBHI MaCTKX (DIIITHHT-TIOBI0-
MJICHB, TTOOYIOBaHUX 3a kaHoHaMHu Business English.
Takox morpeOye TIHOMIOr0 TEOPETUYHOTO OCMHC-
JICHHS KOTHITUBHUN MEXaHI3M CHPHUHATTS IUITYYHO
CTBOPEHHUX CYIeCTHBHHUX TPHIEpiB TEPMIHOBOCTI Ta
NceBI0aBTOpUTETY. HeocTaTHh0 BUBUCHUM 3aJIHIIIA-
€THCS 1 ACTEKT JIIHTBICTUYHUX aHOMAJIH y TeKCTax
Kibeprmaxpais, sSKi BUCTYIIalOTh MapKepaMH JIECTPYK-
mii cyrecTMBHOTO BIUIMBY. TakuMm dYwHOM, (par-
MEHTApHICTh JIIHTBICTUYHUX OMHUCIB aHIIIOMOBHOTO
HIaxpaiicbkoro AMCKYpCy Ta MpakTHYHa moTpeda y
pO3po0ILll KPUTEPIiB MOBHOI OE3IMEKH 3yMOBIIIOOTH
BHOIp BEKTOpA HAIIOTO JOCIIIKCHHS.

MeTo10 cTATTi € KOMIICKCHUH JIIHTBOTIparMaTuy-
HUH aHaJi3 Ta CHCTeMaTu3allis BepOaIlbHUX MapKepiB
CYTeCTHUBHOTO IMOTEHLialy B aHIJIOMOBHIN KOMYHiKa-
uii y nudpoBoMy cepefoBHUIl Ha Marepiaii (iluH-
rOBUX NOBiJjOMJIeHb. Ha OCHOBI BHSIBJICHUX MOBHHUX
MapKepiB Ta CTpareriii MTYy4YHOTO BIUIMBY IUIAHY-
€TBCSI OKPECIIUTH KITIOYOBI BHKJIMKH MOBHIiHM Oe3merri
KOPHUCTYBauiB Ta OOTPYHTYBAaTH T'yMaHiTapHI 3acaau
iXHBOT HM(POBOI TirieHu.

Buknaxg ocuHoBHoro marepiamay. JlocmimxeHnHs
BepOAILHOTO peNpe3eHTaHTa CyreCTHBHOTO TOTEH-
miagy JeCTPYKTHBHOI  aHIJIOMOBHOI  KOMYHIKa-
mii y mudpoBOMy CEpemoBHIINI 3IIHCHIOBANIOCS Ha
OCHOBI C()OPMOBAHOTO HAMH KOPIYCY, SIKHH MiCTHUTh
50 aBTeHTHYHUX (DINIMHTOBUX TOBIIOMIICHb (€JIeK-
TPOHHUX JIUCTIB Ta SMS-CHOBIIIIEHB), IO IMITYOTh
o(iliifHy KOPECIOHJICHI[IF0 TPOBIJIHUX CBITOBUX
opeuni (PayPal, Netflix, Amazon, FedEx, Google).
JlinrBOMIparMaTHIHU Ta ANCKYPCUBHUM aHAITI3 MaTe-
piaiy J03BOJNIMB CTPYKTYypyBaTH BepOasbHI 3aco0m
HaBiIOBaHHS Ta BUKJIMKU MOBHIiW Oe3merli 3a TphoMa
B3a€MOIIOB’I3aHUMH  PIBHAMH: JIEKCHKO-CEMaHTHY-
HUM, MparMa-CUHTAaKCHYHUM Ta piBHEM JIiHTBiCTHY-
HUX aHOMaJii.

1. JlekcWKO-CEMaHTHYHHHA pIBEHB: BepOamizarlis
TPHUTePiB Ta EMOIIHHOTO THCKY.

Ha nexcnuHomy piBHI CYreCTHBHHMI IOTEHLIal
peamisyeTbcs 4epe3 CUCTEMY CIiB-TpUTepiB, CIIps-
MOBaHUX Ha BIJIKIIOUCHHS PAalliOHAJIBHOIO aHaJIi3y
CUTYyaIlil aapecaToM MUIIXOM amelsii 10 0a30BUX
eMoIiid (cTpaxy, maHiku, OakaHHs Buromu). [locimi-
JUKEHHST JTO3BOJIMJIO BUOKPEMUTH TPHU JIOMiHAHTHI
JIEKCUKO-CEMAHTHYHI CTpaTerii: cTpareris MITYyYHOrO
nedinuTy dYacy 3aBIsKH HaBiIOBAIBHOMY €(EKTy
0a3yeTbCsl Ha 3BY)KEHHI YaCOBHX MEX JJISl yXBaJCHHS
piteHHs. Y KOpITyci JOCIiIKEHHS 11e BepOatizyeThest
Yyepe3 TOEAHAHHS all €EKTHBIB BUCOKOI IHTEHCHBHOCTI
Ta KOHKPETHHX 4YacoBUX oOMexeHb: «Urgent action
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required: Your account has been flagged. Please verify
your identity within 24 hours to prevent permanent
suspensiony; «Immediate response necessary. Failure
to log in now will result in instant deactivation of your
servicesy. Jlexcemu urgent, immediate, instant QpyHk-
LIOHYIOTH SIK MparMaTH4YHi MapKepH HEBiAKIAaJHOCTI,
a CIIOBOCIIONYUYCHHS permanent suspension ado frozen
funds TEKCHKaJ3yIOTh 3arpo3y Oe3MOBOPOTHOCTI
HETaTWBHUX HACIHIAKIB, OJIOKYIOUM KPUTHYHE MHC-
neHHst monuHu. CTpareris JierituMizarii Ta IMceBIo-
ABTOPUTETY: AJIsl MPUCHIUIAHHS MUJIBHOCTI ajapecara
maxpai akTUBHO €KCIUTyaTyIOTb HOMIHATHBHI MOJIENl
odimifiHO-nimoBorO cTHmio (Business English). Cyrec-
TiSl JIOCSITAETHCS IUITXOM BUKOPUCTAHHS CKIIQJHUX
IMEHHMKOBUX KOHCTPYKIIH, IO iMITYIOTh IHCTUTYLIH-
Huit craryc: «Dear Customer, Our Advanced Cyber
Security Division has detected a suspicious login
attempty; «This notice is issued by the Global Billing
and Verification Teamy». BuxopucranHs MapkepiB
Advanced Cyber Security Division un Global Billing
Team cTBOpIOE B KOTHITHBHIM CHCTEMi KOpPHCTyBada
TTOMIJTKOBHH (hpeliM JieTiTUMHOCTI. JIekcemu detected,
suspicious, unauthorized 3amo3W4eHi 3 peaTbHOTO
IT-muckypcy, mo mocuimoe iIro3ir0  oQiiiiHOCTI.
Crpareris 3aJIKyBaHHs Ta 3aTPO3H BTPATH EKCILTyaTye
TICHXOJIOTIYHE TIPAarHCHHS JIIOMUHU YHUKATH 30WTKIB:
«We noticed unusual activity on your card. To avoid
financial penalty, update your tax information». Jlex-
CUYHI OJIMHUII 3 HEraTUBHOI KOHOTalliew (unusual
activity, penalty, security breach) NirOTb SIK CyTeCTHBHI
MTOJIPa3HUKH, 3MYIITYIOYH KOPHCTyBada (OKyCyBaTHCS
BUKJIFOYHO Ha YCYHEHHI ySBHOI HEOE3MEeKH.

2. IlparmMa-cMHTaKCHYHUN PIBEHb: LIJIOKYTHBHA
CWJIa Ta CUHTAaKCUYHE MAacKyBaHHS: Ha CHHTaKCHY-
HOMY DiBHI BepOalbHUM pETNpe3eHTAHTOM CYTecTii
BHCTynae crenndiyaa apXiTeKTOHIKa peueHb, SKa
MacKy€e CIpaBKHI IHTEHLIi aBTOpa Ta MaKCHMI3ye
CHOHYKaJIbHUH e(dekT. Y 1poMy 3pi3i BHOKpEM-
JICHO TaKi MparMaTW4Hi KOHCTAHTHU: JIOMIHYBaHHS
MMACHBHOTO CTaHy. Y KIACHYHIH aHTJIOMOBHIH 0i3-
HEeC-KOMYHIKaIlil MaCHBHUI CTaH BUKOPUCTOBYETHCS
JUISL QUCTAHIIIOBAHHSA Ta 00 ekTuBHOCTI. DimmHr-
JIUCKYpPC IHCTPYMEHTAJI3y€e II0 TpaMaTW4Hy Kare-
TOPII0 JUTSl 3HATTS TEPCOHATBHOI BiIITOBITAIBHOCTI
Ta HaJaHHSA TEKCTy «pPOOOTH30BAHOTO» BUTIISIY
CUCTEMHOIO MOBIIOMIEHHS: «Your account has
been locked due to several failed attempts. Access is
temporarily denied until verification is completedy.
CuHTaKkCcH4YHI CTPYKTYpH has been locked, is denied
YCYBalOTh pEaNbHOr0 cy0’€KTa Jii, CTBOPIOIOUU
11103110 00’ EKTUBHOTO aBTOMATH30BaHOTO IPOIIECY.
e mpurHidyye KpUTHYHE 3alMTaHHS ajpecara Ipo
TE, XMO came HAJCUIIAE TIOBIJIOMIICHHS, 110 € TIpsi-
MHM BUKJIUKOM JJIsi MOBHOI Oe3mekn. Bucoka koH-

LEHTpalis IMIepaTuBHUX KOHCTpyKuid. Ilicns
IICUXOJIOTIYHOI MIATOTOBKH ajpecara 3a JOIOMO-
TOI0 3aIIKyBaHHS, TEKCT MUTTEBO IMPOIOHYE €U~
HUH «PATIBHUI» aNITOPUTM il depe3 TUPEKTUBHI
MoBieHHeBl aktu: «Click here to log in. Update
your billing data immediately. Do not ignore this
notificationy. Haxka3zoBi niecinoBa click, update,
download MaroTh BUCOKY UIIOKYTHBHY cuiy. Bonun
(YHKIIIOHYIOTh SIK Oe3aJIbTEpHATHBHI KOMaHIM, 1110
CHOHYKAIOTh /10 aBTOMATHYHOTO BUKOHAHHS (iznd-
HOT 1ii (KJTiKy Ha IIKiAJUBE MOCUIIAHHS).

3. PiBeHb JIIHMBICTUYHUX aHOMATIH SIK IECTPYKTOP
CYTeCTHBHOTO BIUTUBY: HAMOIIBII 3HATYIIIUM BHKIIH-
KOM Ta BOJHOYAC 1HCTPYMEHTOM 3a0e3ITe4eHHSI MOB-
Hoi Oe3reKku y 1upoBOMyY IPOCTOPi € aHATII3 MOBHUX
nepiariii. OCKIIbKM 3HaYyHAa 4YacTWHA (DIIIMHTOBUX
KaMIaHiil po3pooseThes cyd’eKTaMu, sIKi HE € HOCI-
SIMH aHTJTICBKOT MOBHU 200 T€HEPY€EThCS aBTOMATH30-
BaHUMHU NepeKiIagadaMu 0e3 HaJleXHOI mparMaruy-
HOIT aJlanTailii, TSKCTU MICTSITh SICKpPaBi JIIHTBICTHYHI
aHoMatii.

Hamu BusiBmeHO Ta Kiacu(iKOBaHO MOPYIICHHS
MOBHOI HOpMH, a came aHOMaJjil KaTeropii BH3Ha-
4YeHOCTI/HeBU3HaYCHOCTI: « We detected a suspicious
activity in your accounty (IMEHHUK activity y [bOMY
KOHTEKCTI (YHKIIOHY€ $AK HE3IYyBaHWH, BHUKO-
pUCTaHHS HEO3HAYEHOTO AapTHUKISA € TOMHUIIKOI).
«Please click on O link below to restore the access»
(mpomyck apTHKIIS Tepe]l KOHKPETHUM NOCHIIaHHIM
Ta HA/UIMIIKOBE BKWBAHHSI O3HAUYEHOTO AapTHKIIS
mepen aOCTpaKTHHUM IMEHHUKOM access). Ilopy-
IIeHHS JIEKCUYHOI CIIONy4dyBaHOCTI: «Please make
the necessary steps» 3aMiCTb HOPMAaTHBHOTO JUIS
Business English «take steps / take measuresy.
«Your password was made invalid» 3aMicTh KOHBCH-
wiriaoro «became invalid / was rendered invalidy.
CrHTaKCUYHI Ta MyHKTyalilHI 3CYBH: MOPYILICHHS
KOPCTKOTO aHIIIHCHKOTO TOPSJIKY CJiB, HETHUIOBI
JUist OQILIHHOTO CTWII 3HAKH OKIUKY abo Xao-
THYHE BUKOPHCTAHHS BEIUKHX JITEp BCEpeauHi
pedeHHs: «For security reasons is required your
instant confirmation!y. Jlnsa MOBHOI 0COOHMCTOCTI 3
BHCOKHM PIBHEM JIIHIBICTUYHOI KOMIIETCHI[T came
i BepOanbHI aHOMajii BHCTYNAalOTh MapKepaMu
JIECTPYKIIii CYTeCTUBHOTO BIUIMBY. BoHM pYHHYIOTH
CTBOPEHMI maxpasmMu ppeiiM «odiiifHOro iHCTUTY-
LIHOTO TOBIOMJICHHS, CUTHAII3YOUH PO HEeOe3-
MeKy 1 BUCTYNArOYd BHYTPIMIHIM TPUTEPOM MOBHOI
Oe3MeKn KOPUCTyBaJa.

BucHoBku. Y crarti 3QiiiCHEHO KOMIUIEKCHE
JIHTBICTUYHE JOCIIPKEHHS JIECTPYKTUBHOTO IIIaX-
pPafChbKOTO JUCKYPCY B IHTEPHET-CEPEIOBHII, IO
JTIO3BOJIUIIO C(POPMYITFOBATH TEOPETUYHI Ta MPAKTUIHI
i ICYMKH.

180

AxryaspHi mMTaHHS rymaHiTapamx Hayk. Bum 104, 2026



Mapmyasx A, Bepbuyska X, Aumgenxo T. CyrecTuBHMIA MOTeHIIaA aHTAOMOBHOI KOMYHIKAIIT...

...............................................................................

OOrpyHTOBaHO, O BepOAIBHUN pPENpe3eHTaHT
CYTeCTHBHOTO TOTEHIialy B aHTJIOMOBHIN KOMYHiKa-
uii y mudpoBomy cepenoBuili (Ha Marepiaii GiluHry)
€ CKIaJAHOI0 0araropiBHEBOIO CHCTEMOIO MOBHHUX
3ac00iB, CIIPSIMOBAHUX Ha MOAHMMIKAINIO TOBEIIHKA
ajzipecara IUIIXOM MPUTHIYEHHS HOro palioHaJIbHOTO
KPUTUYHOTO MHCJICHHS Ta MPHUCUIUISTHHS MHIBHOCTI.
Ha nexcuko-ceMaHTHYHOMY piBHI BHOKPEMJICHO Ta
KIacu(ikoBaHO TPW JOMIHAHTHI CTpaTerii Cyrecrii:
HITYYHOTO Je(IIUTY Yacy, IICEBI0ABTOPUTETY Ta 3aJIsI-
KyBaHHs. BepOampHUMH Mapkepamul IHX CTpaTerii
BHCTYTAIOTh €MOIlIMHO-iIHTeHCHU(IKOBaHI a1 €KTHBH,
4acoBi 0OMexXyBadi Ta creuudiuyHi iMEHHUKOBI KOH-
crpykuii. Ha mnparma-cMHTakCMUHOMY piBHI BcTa-
HOBJICHO, IO UUIOKYTHBHA CHJIa TIOBIJIOMJIEHb MAa€
MIPUXOBaHO-TUPEKTUBHUN xapakTep. CyrecTHBHHUN
e(eKT TMOCHITIOEThCS Yepe3 AOMIHYBaHHS KOHCTPYK-
Uil [AacMBHOTO CTaHy, SIKi yCyBalOTb PEaJbHOIO
cy0’ekra aii Ta IMITYIOTb 00’€KTHBHI pOOOTH30BaHi

...............................................................................

CHOBIILICHHSI CUCTEMH OE3IIEKH, a TAKOXK Yepe3 BUCOKY
KOHICHTPALI0 IMIIEPaTUBIB, SIKi CIIOHYKalOTh KOPHC-
TyBaua JI0 HeralHoro BUKoHaHHs (i3nyHoi aii. JloBe-
JICHO, IO KJIIOYOBHM IHCTPYMEHTOM 3a0e3TeueHHs
MOBHOI KiOepOe3rekn 0COOMCTOCTI € ImeHTH(IKAIlisI
JHTBICTUYHUX aHOMAaNiW (HeBialiii apTUKIIB, TpH-
HMEHHUKIB, JIEKCUYHOI CIIOJYYyBaHOCTI Ta CHHTAaK-
CHUYHOTO TOPSZIKY CIiB), SIKi BUHHKAIOTh BHACHIJOK
reHepallii TEKCTIB aBTOPaMU-HEHOCISIMM MOBHU YU
aBTOMATHYHUMU Tiepeknanadamu. [1i anomamii BUCTY-
MAIOTh JECTPYKTOPAMH CyTeCTUBHOTO BILUIHUBY, pyHHY-
IOTH UTFO3110 JIETITUMHOCTI IIOBIJOMJIEHHS Ta CUTHAJI-
3yI0Th KOPHCTYBa4yeBi PO HEOE3MEKY.

[lepcnekTBH MOAANBIINX PO3BIIOK Yy IIHOMY
HanpsMi TOJATA0Th Yy JOCTIDKEHHI TpaHcopMmariii
CYTeCTUBHHX CTpATeTill Miji BIUIMBOM I€HEPATHBHOTO
MITYYHOTO 1HTENEKTY, a TaKOK y PO3poOIi JIHTBiC-
TUYHAX KpPUTEPIiB JUIsI aBTOMAaTH30BaHUX CHCTEM
MOHITOPHUHTY HH(POBUX 3arpo3.
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