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Hou. T. €. Pak, n-p texun. nayk; 10.O. bop3os -
JIbBiBChKMIT [lepkaBHUMN yHIBEPCUTET O€3MEKH KUTTENISITBHOCTI
JIHIMHI ®OPMHU 3 EJEMEHTAMM AJITOPUTMY RSA 1
JOAATKOBE 3AIIYMJIEHHSA B 3AXUCTI HIBTOHOBHUX
3OBPAXKEHDb

PosrasayTo mpobnemu 3axucty 300pa)keHb BiJl HECaHKI[IOHOBaHOTO aoctymy. Cdop-
MYJIbOBaHO BUMOTH JI0 METOMIB MIM(PYBaHHSA y BUNAJKY iX BUKOPUCTAHHS CTOCOBHO 300pa-
KEeHb — IMOBHA 3alIyMJICHICTh 3amu(poBaHOro 300paxkeHHs. OMUCaHO BHUKOPHCTAHHS elie-
MEHTIB anroputMy RSA 1 miHiHUX GopM 171 BUKOPUCTAHHS TpH mudpyBaHHI — Aemud-
pyBaHHI 300pakeHb TPH HASIBHOCTI J0JIATKOBOTO 3allyMJICHHS. 3allpolioHOBaHa Moaudika-
1ist 6a3oBoro anroputMy RSA Moxe 3acTOCOBYBATUCH AJIs KU(PYBAHHS SIK JJIS TTIBTOHOBHX,
TakK 1 s KOJHOPOBUX 300paskeHb. CTIMKICTh JO HECAaHKIIOHOBAHOTO Jemu(pyBaHHs 3aIpo-
MMOHOBAHOTO AITOPUTMY 3a0€3Mevy€eThCs CTIMKICTIO 0a30Boro anroputMy RSA3 momatkoBoro
CTIHKICTIO, SIKa HATAE€TbCS BUKOPUCTAHHAM JIHIHHUX (HOPM.

Kiro4oBi cioBa: mmdpyBanss, aemudpyBanns, anroput™ RSA, niniitna ¢popma.

Beryn

300pakeHHs] — BIATBOPEHHS BUIY, (OPMH 1 KOJIbOPY MpEIMETa CBITIOBU-
MU TPOMEHSIMH, IO TPOUIUIA ONTUYHY CHUCTEMY 3 IEHTPOBAaHUX CepuuHux
MIOBEPXOHb, SIKI MAlOTh OJHY 3arajibHy ONTUYHY BiCh. SIKIIIO 300pa)keHHs Mpe/-
MeTa YTBOPEHO MEePETUHAHHSIM CaMUX ITPOMEHIB, TO BOHO Ha3UBAEThCS JIHNCHUM,
SIKITO iXHIM TPOJIOBXKEHHSM — YSBHUM. [Ipy 1IbOMy MOJIHMBI Taki BUMAQIKH:
IpU po3TalllyBaHHI peaMeTa 3a MOABIMHOI0 (JOKYCHOIO BIICTAaHHIO BiJl CUCTEMHU
fioro 300pakeHHs, PO3TAIIOBAHE 3a MEPUIMM (POKYCOM Yy MPOCTOPi 300pakeHb,
Oyne MiCHUM, 3MEHIIIEHUM 1 3BOPOTHHUM, TIPU PO3TalllyBaHHI MpeaMeTa Ha Io-
NBIMHIA (OKYCHIN BiJCTaHI BiJi CUCTEMHU HOTO 300pa)X€HHS, PO3TAlllOBaHE B
IpocTOpi 300pakeHb TaKOXK Ha MOJBIMHIN (OKyCHIN BIJCTaH1 Bi CUCTEMH, Oye
JIACHUM, PIBHUM CaMOMY MHPEIMETY 1 3BOPOTHHUM,; SIKILO MPEIMET PO3TalioBa-
HUW MDK MEPIINM 1 ApyruM GoKycaMmu, HOTo 300pakeHHs, OJiep)KyBaHe B MPOC-
TOpP1 300pakeHb 3a MOABIMHUM (OKycoM, Oyne NiMCHUM, 301JIbIIIEHUM, 3BOPOT-
HUM; SKIIO MPeaMeT PO3TalllOBaHUM MiX TMepeaHIiM (POKYCOM 1 CHCTEMOR0, HOTro
300paxxeHHsI, OJIEPKYBaHE TAKOXK y MPOCTOP1 MPEAMETIB, OyAe YSIBHUM, MPSIMUM
1 301JIBIIICHHM.

Sk cTOXacTMYHUI CUTHAJ 300pa)K€HHS € OJHUMHU 13 HaOUIbII Y)KUBaHUX
BUJIIB 1H(oOpMaIIii.

Ane 300paXkeHHSI € CUTHAJIOM, SIKHI BOJIOJI€E, B JOJATOK J0 THMOBOI iH(popMa-
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TUBHOCTI, I1I€ ¥ Bi3yaJbHOI 1HGOPMATUBHICTIO. BiMOBIIHO aKTyallbHOKO 3aj1a-
Yel0 € 3aXHMCT TaKOro 300pa)k€Hb BiJl HECAHKI[IOHOBAHOTO JOCTYITY Ta BUKOPHC-
TaHHs. lle cipuunHIOE 10 BUKOPUCTAHHS BIIOMHUX KJIACUYHUX METOIB MUppPY-
BaHHS Yy BUMAAKY IU(PYBAHHS 300paKEHb.

Anroputm RSA € ogHuM 13 HalOUIBII YKUBAaHUX MPOMUCIOBUX CTaHJap-
TiB mudpyBaHHsS cUTrHamMB. Ha BiAMIHY BiJi CHMETPUYHOIO KOJYBaHHS, INPHU
SAKOMY TpOLeAypa pO3MIH(PPOBKH JIETKO BIAHOBIIOETHCS 3a MPOLEAYPOIO IIH(]-
pYBaHHS 1 3BOPOTHBO, Yy CXEeMl KOJYBaHHS 3 BIIKPUTUM KIHOYEM HEMOXIIUBO
O00YMCIINTH TPOIEeNypy MeHUPpPyBaHHS, 3HAIOYM MPOLEAYpYy IIHPPYyBaHHS.
besneka anroputMy RSA noOynoBaHa Ha NMPUHIMII CKIATHOCTI (hakTopu3aiii
[UJIMX YKCell. AJITOPUTM BUKOPHUCTOBYE JIBa KJIFOY1 — BIJIKPUTHH 1 CEKPETHUH |,
pa3oM BIAKPUTHH 1 BIAMOBIAHUN HOMY CEKPETHUH KIIIOYl yTBOPIOIOTH Mapy
KITIOUIB.

Taka 1H(QOPMATHBHICTH 13 CYYAaCHUMHU METOJaMu 00OpOOKH 300pakeHb J1a€
MOXJIMBICTH JIJIS peajiizallli HecaHKI[IOHOBaHOTo JocTyny. OpraHizaiisi aTaku
Ha 3amu@poBaHe 300paKeHHs] MOKJIMBA Y IBOX BapilaHTax. yepe3 TpaauliiHu
37I0M METOAIB mudpyBaHHs, a00 Yepe3 METOIH Bi3yaabHOT 00pOOKH 300pakeHb
(Meronm ¢inbTpallii, BUAUICHHS KOHTYPIB, TOIIO). B 3B’ S3Ky 3 IIUM JI0 METO/IIB
mm@pyBaHHS Yy BUMAAKY iX BUKOPHUCTAHHS CTOCOBHO 300pa)X€Hb BHCYBA€THCS
1€ OJ{HAa BUMOTa — IMOBHA 3aIllyMJICHICTh 3amudpoBaHoro 3o0paxkenHs. Lle mo-
TpiOHO I TOTO, 100 YHEMOKJIMBUTH BUKOPUCTAHHS METOJIB Bi3yaJlbHOI 00-
pOOKHU 300paKeHb.

Meta pob6oTn
[To BigHOIIEHHIO 10 300pa)K€HHS aKTYaJbHOI 33/1a4€i0 € Take MOAU(IKO-
BaHe BUKOpHUCTaHHs anroputMy RSAmo0:
- HE 3MEHIIIUTH KpUIITorpadiuHy CTIMKICTh anroputMy RSA;
- 320€3MeUnTH MOBHY 3aIlyMJICHICTh 300paKEHHS, 3 METOI YHEMOXKIIH-
BUTHU BUKOPUCTAHHS METO/IIB Bi3yalbHOI 00pOOKH 300paKeHb.
OmHuM 13 NUISXIB CTBOPEHHS Takoi MoauQikallii € MO€IHAHHS €JIEMEHTIB
anroput™My RSA1 niniiiHuX GopM B mporpamHii peasizari .
XapakTepucTHKHU 300pasKeHHs.
[caHyroTh ABa crocoOu (popmMyBaHHS 300pakKeHHS TEXHIYHUMH 3aCO0aMM:
MaTpu4HU# (pacTpoBHIi)i BEKTOPHHIA.
B ocHoB1 MaTpuuHOro crnoco0y (GpopMyBaHHS 300pa)Ke€HHS JICKUTh MPUH-
IIUTT PO3KJIaJIaHHsI HOTO Ha €JIEMEHTH CKIHYEHUX PO3MIpIB, SIK MIPaBUIIO, y hopMi
TOYKH a00 MpPSIMOKYTHUKA. EneMeHT 300pakeHHs - MIKCeNnb MPH MaTPUIHOMY
croco0i CTBOPEHHSI 300pakeHHST HE MOKE MaTH CTPYKTYPH, a TUTbKH KOJIip 1/ab0
SICKPaBICTb.



MarpuuHuii crocid CTBOPEHHs 300paK€HHS BUKOPUCTOBYETHCS y Temeda-
YeHHI, MpU TepenaBaHHl 300pak€Hb 3a JOMOMOTOI (DAaKCUMITBLHUX arapariB
TOIIO. 3 TOYKU 30py 1H(GOPMALIHHOT €MHOCTI, MATPUYHE 300paKEHHS Ma€ J0-
CUTh 3HaYHY HaJIMIIKOBICTh, TOOTO mepenaeTbes Oarato iHopmariii, He0OOB's-
3KOBOI JIJIsl CHpUUHATTS TpadiuHoro oOpasy. Hampukian, 1is cTBOpeHHs Cy-
IIJILHOTO Tja, (JOHY KapTHUHHU, 30BCIM HEOOOB'S3KOBO MepeaaBartu iH(opMallito
OKpPEMO TPO KOJIIp Ta CKPaBICTh KOKHOTO MIKCEIO (HOHY.

Hexaii 3a1an0 pucyHok P 3 mmpuan | i Bucotu h. HMoro moxna po3ris-
JIaTH K MaTPHUIIO THTEHCUBHOCTEH TIKCEB

“1 - Q)

: (1)
Ch1 = Chy

e Gj —3HAYE€HHS IHTEHCUBHOCTI MIKCEa.

[Tix rpamarito sickpaBOCTI 3BMYaiiHO mpuaisieTbes 1 Oaiit, mpudaomy O -
YOPHUM KOJTIP.

3amavya BUIIJICHHS KOHTypa BHMAara€ BHUKOPUCTAHHs Omepalliii Hall Cycil-
HIMHU €JIEMEHTaMH, SIK1 € UyTIUBHUMU JI0 3MiH 1 MPUramaroTh 00JacTi MOCTINHUX
pIiBHIB SICKpaBOCTi, TOOTO, KOHTYPH — 1I€ T1 00JIacTi, Ie BUHUKAIOTh 3MiHHU, CTa-
I0YM CBITJIMMH, TOAl AK 1HINI YAaCTHUHHU 300paKeHHS 3aJMINAIOTHCS TEMHHUMHU.
Tomy BUIIUJICHHS KOHTYpa O3HA4ya€ IMOUIYK HAWOUIbII Pi3KKUX 3MiH, TOOTO MaK-
CUMYMIB MOAyJIs Bekropa rpagienta [2]. Ile € ogHi€ro 3 mpuuuH, Yepes 1o Ko-
HTYPH 3aJUIIAI0THCS B 300pakeHH1 mpu mmdpyBaHHi B cucteMi RSA, ockiIbKu
m@pyBaHHS TYT 0a3yeTbCs Ha MITHECEHH] 10 CTETEHs 10 MOJIYJIIO JIEIKOro Ha-
TypasibHOTO uncia. [Ipu mbomMy, Ha KOHTYp1 1 Ha CYCIJIHIX JI0 KOHTYypa MiKceIax
MiTHECEHHS IO CTENEHS 3HAYCHHS SICKPaBOCTEH J1a€ 11e OUTBIITNA pO3PUB.

Onuc anropurmy mMgpyBaHH.
IIu¢ppyBaHHs 10 MIECTH PAJKAX MAaTPHII 300paKeHHS.
Hexait P,QRT,W L- Tpu mapm JOBUIBHHX TMPOCTUX YHCEI

iIN=PFQM=R T N=P*QM=R T,L=W*V, [N)=(P-1)(Q 1,
JM)=R-D(T-1, jM)=R-D(T-1, j(N)=U-DW-1). Mudpy-
BaHHS BiJI0YyBA€THCS MOEIEMEHTHO 3 BUKOPUCTAHHSM HACTYITHOTO MEPETBOPEH-
HS €JIEMEHTIB MaTpuili 300paxkeHust C-
1. BumagkoBo BuOupaeThest Harypanbae uncioe< j(N) i 3HaxoauThcs Ta-
Ke HaTypanbHe d, 11100 BUKOHYBaiacs kourpyexiis ed=21(mod j( N)) :
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2. BumagkoBo BUOHMpAETHCS HATypajibHE YHCIO S< j(M) 1 3HaXOJUTHCS
Take HaTypajibHe t, o6 BUKOHyBanacs KOHrpyeHmis St=1(modj(M)).

3. BumankoBo BHOMpaeTbcs HaTypalbHE YHCIO U< J(L) 1 3HAXOAUTHCA

Take  HaTypajibHE W, mo0  BHKOHyBajacs  KOHTPYEHIis
uw=1(modj(L)).
4. Ins  xoxkaoro K= 6*,i=0 12,... 1 KOXHONO e€JeMEHTA

G, j 0 < j<I| Oynyerbcs uncio bk, j:C(ek,j)(mod N).

5. lna xoxkHoro N=6*i+1i=012,... 1 KOXHOrO eJIeMEHTa
Cn,j 0<j=<l Oymy€eThCS YHCIIO0
an, j:C?n’j)(mOd(b( N)+ bk + 1), ze f(]) — dynxuis samymnen-

HSl.
6. ns xoxumoro k= 6*i+2i=0,12,... i KOXXHOTO eJIEMEHTA

G, j 0 < j<I| Oynyerbes uncio bk, j:(‘?k,j)(moc( M).

7. Insa  xoxknoro nN=6%i+3i=012,... 1 KOXHOIO eJEMEHTa
Cn j» 0<j<l OyayeTncst YHCIIO
an, j:CEn’j)(mod¢( M)+ bk #+ d ), ne 9(])— dynkuis saurymnen-

HSL.
8. Ins xoxknoro K= 6*i+4i=0 12,... 1 KOXHOIO eJeMEHTa

S, j 0 < j<I| Oynyerbes uncino bk, jzcth,j)(mod D).

9. Jlnes  KOXKHOTO n=6*1+5i=0 1,2,...1 KOXHOIO €eJeMeHTa
Cn,j 0<j=<I Oymy€eThCs YHCIIO0

an, j:CE’}’]’j)(mod(I)( D)+ bk i I ), ne h(j) —dynxuis samrymnenns.

7. 3ammdpoBaHUM € 300payKeHHS MMicJIsl BUOOPY BCIX CTPIYOK BX1JTHOTO 30-
Opa’keHHS.
8. Bci uncna kk b anj MOCTIZJOBHO 3alHUCYIOTHCS B HACTYITHY MAaTPHITIO
1) )

o g e Iy

o



JMemu¢pyBanns. JlemunppyBaHHS BUKOHYETbCS B OOEPHEHOMY HOPSAIKY
3 BUKOPUCTAHHIM BJIACTUBOCTEN anroputmy RSA.

Pesynpratu HaBeJCHI Ha Puc.1 - 3 npu
P =23Q =37,S=73,T=37,U=97 W=37. OyHkuii 3amymJeHHI MarOTh
purian - f(§) = -j.g(i) = -i%h(j) =i3.

c‘._'ofl the ]fal gon
: I

Puc.2. 3ammudpoBane 300pakeHHs
S s §

v

Puc.3. JlemmudpoBane 300pa>keHHS

PesynpraTn 3 1HImIMUM ~ 3amIymyIeHHSM HaBeieHl Ha Puc.4—6 npu
P =43 Q =37,S5S=73,T=37,U=97, W=37. Oynkmii 3amymicHHs Ma-

ot Burisn - f(j) = —j3.9(j) = -j3h(j) =j3.
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Puc.6. emudpoBane 300pakeHHS
[Ticns BizyanpHOro moOpiBHSHHSA Puc.2 1 Puc.5 BuaHO, 110 CTpyKTypa 3a-

mHPPOBAHOTO 300paKEHHS 3aJI€KUTH BiJl BUTJISAY (DYHKIIN 3alIyMJICHHS 1 3Ha-

yeHb npoctux uncen P,Q,R T,W, U. Kourypu B 000x 3ammudpoBanux 300pa-
XKeHHsX BiACYTHI. [loyaTkoBe 1 aemmppoBane 300pakeHHs] HE3HAYHO BLAPI3-
HSIIOTBCSA PIBHEM SICKPABOCTI.

BucHoBku

1. 3anmponioHoBana Moaudikaris mudpyBaHHS MOXKe OYTH BUKOPHUCTaHA SIK
JUTS TIIBTOHOBUX, TaK 1 U1 KOJTBOPOBUX 300pa)KE€Hb 1 IPYHTYIOTHCS Ha BUKOPH-
cTaHHi iaei 6azoBoro anroputMy RSA. OnHak, He3alneXHO BiJl TUITY 300pakeH-
HSl, IPOMOPIIIIHO 0 PO3MIPHOCTI BXIAHOTO 300pa)XE€HHS, MOXKE 3POCTH PO3MIp
mM(POBAHOTO 300PAKEHHS.

2. CTIAKICTh 70 HECAHKI[IOHOBAHOTO Jemu(pyBaHHs 3alpONOHOBAHOIO
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aNropuTMy 3a0e3MeuyeThesl CTIMKICTIO 0a30Boro ainroputMy RSA 3 pomartko-
BOIO CTIMKICTIO, SIKa HAAA€ThCS BUKOPUCTAHHAM JIHINHUX (HOPM.

1. Ilasnuouc T. Ancopummul mawunou epaguxu u 00pabomku u300pasceHull. —
M.: Paouo u cesa3w, 1986.-399.

2. b Aue. Hugposas obpabomka usobpasxcenuti. — Mocksa, Texnocgepa
2007.- 583.

3. Bproc llnaitiep. [puxnaonas kpunmoepaghus. —M.. Tpuymgh, 2003. — 815b.

4. IOM. Pawxesuu, /I./J]. Ilenewrxo A.M. Kosanvuyx, M.3. Ilenewro. Moougi-
kayia ancopummy RSA ons Oeaxux knacie 300padcicens. Texuiuni eicmi
2008/1(27), 2(28)C. 59 — 62.

5. Kosanvuyk A., llenewrxo /I., bopsos FO.binapui onepayii ma enemenmu aneo-
pummy RSA npu wugpysanni — Oewughpysanni Konboposux 300padiceHs.
Komn' omepni nayxu ma ingpopmayivini mexnonoeii., Ne/ 71, 2013¢. 121-126.

Pak T.E., bop3os I0.A. Jluneiinbie ¢gopMmsI ¢ d1eMeHTamMu ajaroputma RSA u gonosaHure-
JIbHOC 3alIIYMJICHHE B 3aIIUTE IOJYTOHOUBIX n306pameﬂm"4.

PaccmoTpensl mpo6ieMbl 3aIUThl H300paKEHUH OT  HECAHKIIMOHHUPOBAHHOTO JIOCTYTIA.

CdopmynupoBanbl TpeOOBaHUS K METOAaM IHU(POBAHUS B CIIy4ae UX HCIOIB30BaHUS OTHO-
CUTEIHHO U300PKEHUI — IMOJTHAS 3alTyMJICHHOCTh 3an(poBaHHOTO n300paxkenus. Omnuca-
HO HCITI0JIb30BaHUE 3JIEMEHTOB ainroputMa RSA u nuHelHbIX GopM A UCTIOIB30BaHUS MPU
mrdpoBanuy — nemm(poBaHUN U300paKEHUH PH HATMYUH JOTIOJHUTEIBHOTO 3aIIyMIICHHS.
[pennoxxennas moaudukanus 6azoBoro anroputMa RSA MOKeT mpUMEHATHCS A U PO-
BaHUWA KaK JJIA ITOJIYTOHOBBIX, TaK WU JJIsSI IBETHBIX H306pa}K€HHﬁ. CTOMKOCTD K HCCAaHKIIMOHU-
POBAaHHOMY JIeMIN(POBAHUIO TPEIIOKEHHOTO aJITOPUTMA 00ECTIEYNBAETCS CTOMKOCThIO Oa30-
BOro anroput™Ma RSA ¢ 1omomHUTENBHOM CTORKOCTHIO, KOTOpAs MPEIOCTABIISCTCS UCIIOJIB30-
BaHHEM JIMHEHHBIX (POpM.

Kirouessie cioa: mmdposanue. Jlemudposanue, anroputM RSA, nuneiinas ¢popma.

Rak T.Ye.,, Borzov U.O. Linear formswith elements of the RSA algorithm and ad-
ditional noisein defense of grayscale images.

This article deal with the problem of image proi@ctfrom unauthorized access. The
requirements to encryption methods in the casenafjes - full noisy encrypted image. The
using of elements of the RSA algorithm and lineanfs for images encrypting-deciphering
in case of additional noise is described. A modifien of the basic algorithm of RSA encryp-
tion can be used for grayscale and color imagesisR&ce to unauthorized decryption of the
proposed algorithm is provided by the basic stgbRSA algorithm with additional stability
provided by the use of linear forms.

Keywords: encryption, decryption, the RSA algoritimear form.



Summary

Images, as a stochastic signal, are the most colgnused type of information. The
image is a signal that has typical and visuallpinfative. This informative combined with
modern methods of image processing makes it peswhbinmplement unauthorized access. In
this regard, the encryption methods for imagesamasher additional requirement - full noisy
encrypted image. This is necessary to avoid theotigesual techniques of image processing.
According urgent task is to protect this image fromauthorized access and use. This leads to
the use of well-known classical encryption methimilencrypting of images.

RSA algorithm is one of the most commonly used stidustandard for encryption of
signals. But, it's unable to calculate decryptiongess in the scheme of coding of public key
in case of knowing the encryption process. SeclRBA algorithm is based on the principle
of complexity factorization of integers. The algbm uses two keys - public and private
which form a key pair.

Organization of attacks on encrypted image is abéal in two versions: through tradi-
tional laying out of encryption methods or throughthods of visual image processing (filter-
ing, edge detection, etc.).

Task of allocation of contours requires the usemdrations on neighboring elements,
which are sensitive to changes and shade the afeasistant brightness levels, ie, contours -
is those areas where there are changes, becorghtgrli while other parts of the image are
dark. Therefore, the selection of contour meandirfign the most dramatic change - the maxi-
mum modulus of the gradient vector. This is onehef reasons that remain contours in the
image when encrypting in RSA system is used, becansryption is based on exponentiation
modulo of some integer. Thus, in the contour anithénneighboring pixels the exponentiation
brightness value gives an even greater gap.

The actual problems of using of RSA algorithm are:

- shutting out of diminishing of resistance of dggraphy of RSA algorithm;

- ensure complete noisy of image in order to pretes use of visual techniques of im-
age processing.

One of the ways of creating of such modificatioraisombination of elements of the
RSA algorithm and linear forms in program implenagiain.

The requirements to encryption methods in the chismages - full noisy encrypted
image. The using of elements of the RSA algorithmd Bnear forms for images encrypting-
deciphering in case of additional noise is desdibe

A modification of the encryption can be used famygrcale and color images to and use
of ideas based on the basic algorithm of RSA. Hawneregardless of the type of image in
proportion to the dimension of the input image, $lee of the encrypted image can increase.

Resistance to unauthorized decryption of the pregp@dgorithm provided by basic sta-
bility of RSA algorithm with additional stabilityrpvided by the linear forms.
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