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AHOTANIA

Ocran bognap «BusBrieHHss HeOe3MEYHNX BXOKEHb Y KOMITIOTEPHY MEPEKY
3a JOMOMOTOI0 CHCTEM BHSBICHHS BTOPTHEHb Ta 3a0€3MEUeHHs 3aXUCTy TakKoi
Mepexi». JlumomHa pobota 3a crneriansHicTio 125 «KibepOe3nekay ckiagaeTbes 3
TEKCTOBOI YaCTUHH, IO MICTUTH 3 po3ainu, 63 c., 17 puc., 31 mxepeno.

O0'ektoM pmocaymkeHHs € IDPS - cucremu BuUSBIEHHS Ta 3amoOlraHHs
BTOPTHCHb.

Meta poOoTH — AOCHIKEHHS Ta aHaii3 poOOTH CHCTEM BHUABICHHS Ta
3ano06iraHds BTOprHeHb, T00To IDPS-cucremu.

MeTtonn OCHIKEHHS — BHUBYEHHS HAyKOBOI JITEpaTypu 3 TEMH
JOCIIJIKEHHSI, HOPMAaTHUBHO-TIPABOBOi 0a3M, aHATITUYHUM 1 MOPIBHSJIBHUNA METO[H,
METOJIM CUCTEMHOTO aHaji3y, 1HIYKIIi.

VYV mepmioMy po3auli  poO3MNISIAAIOTHCS 3arajibHl MOHSITTS TMPO  CUCTEMU
BUSIBJICHHSI Ta 3amoOiraHHs BTOPTHEHb. B npyromy posiiiai po3risgacTbesi BUOID
METOJIIB Ta KpuTepiiB mocmimkeHs IDPS. ¥V tpetbomy po3aini BimOyBaeThes aHai3
cydacHux IDPS-cucteM. J{ocaimkyroTbess 0COOIUBOCTI pOOOTH Ta JIEMOHCTPYIOThCS

iHTEepdeicu cucTem.

IDS/IPS CUCTEMM, ITHOOPMAIIIMHA BE3IIEKA, SNORT, SURICATA



ABSTRACT

Ostap Bodnar "Detection of dangerous intrusions into a computer network
using intrusion detection systems and ensuring the protection of such a network."”
Thesis on the specialty 125 "Cybersecurity" consists of a text part containing 3
sections, 63 pages, 17 figures, 31 sources.

The object of the study is IDPS - intrusion detection and prevention systems.

The purpose of the work is to study and analyze the operation of intrusion
detection and prevention systems, ie IDPS-systems.

Research methods - the study of scientific literature on the research topic,
regulatory framework, analytical and comparative methods, methods of systems
analysis, induction.

The first chapter discusses general concepts of intrusion detection and
prevention systems. The second chapter discusses the selection of methods and
criteria for IDPS research. The third chapter analyzes modern IDPS systems. Features

of operation are investigated and system interfaces are demonstrated.

IDS/IPS SYSTEMS, INFORMATION SECURITY, SNORT, SURICATA
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3AT'AJIBHI BUCHOBKHA

B pesynbpraTi mpoBeneHoi poOoTH Oy IpoaHaTi30BaHI XapaKTEPUCTHKU,
0COOJIMBOCTI pOOOTH CUCTEM BUSBIICHHS Ta 3al100IraHI0 BTOPTHEHb.

CucremMu BUSBJIICHHS BTOPTHEHb Ta 3amo0iraHHS BTOPTHEHb IPOBOASTH
MOHITOPUHT TIOMIM, 10 BiAOYBalOThCS B KOMIT'IOTEpHIN cucTemi abo Mepexi, 1
aHATI3YIOTh X Ha HAABHICTh O3HAK MOXJIMBUX IHIIMJICHTIB, AKi € MOPYIICHHSIMHA a00
HEMUHYYMMH 3arpo3aMH MOPYUIEHHS TOJITUK KOMM'IOTEPHOI O€3MeKH, MOJITUK
JOMYCTUMOT'O0 BUKOPUCTAHHS ab0 CTaHAapTHUX METOMAIB 3a0e3rnedeHHs] Oe3neKku Ta
3IIACHIOIOTHh CIIPOOH 3YNMUHKY BUSBJICHUX MOXJIMBHUX 1HIMIEHTIB. Jleski opraHizarii
BUKOpUCTOBYIOTh |IDPS ans iHmux wined, Takux sK BHUSBICHHS NpoOJieM 3
MOJITUKAMU O€3MEeKU, TOKYMEHTYBaHHS 1ICHYIOUUX 3arpo3 1 yTPUMaHHS OKPEMUX 0C10
B mopymieHHs TomiTuK Oe3meku. IDPS cranu HeoOXigHMM JOMOBHEHHSIM [0
1H(}pacTpykTypu O6e3MeKn Maibke KOJKHOI OpraHizailii.

IDPS He MOXyThb 3a0e3Me4YnTH TOBHICTIO TOYHE BHSBICHHS; BCi BOHHU
renepytoth false positivse (HeBipHe BH3HAYCHHS JOOPOSIKICHOI AKTUBHOCTI SIK
mikiauBoi) i false negativse (He3naTHICTb ieHTH(IKYBATH IKIAJTUBY aKTUBHICTB ).

Bubip mnpaBuiabHOT CUCTEMH 3 TOYKH 30py KOMIIAHII 3aJ€KUTh BII Ppsay
bakTopiB:

e Heo0Xi1HOTO PiBHS 3aXUCTY MEPEKI;
e Cdepu mismbHOCTI KOMITAHIT;

e [IliaroroBku (haxiBIliB;

e bromkery opranizariii.

Ha nmpukinasni cygacHoi cucTeMu BUSIBIICHHSI BTOPreHb SNOIT Oyiio AoCHiKeHO,
BIJICTEXXEHHS J[Id B Mepexi, CipoOU CKaHyBaHHS MOPTIB Ta Opytdopc SSH-cepaicy.
Byno noka3aHo 3BiTH BCiX MOJIH, K1 B1IOYJIUCH B CUCTEMI.

Ile nmamo wyiTke po3ymiHHS poOOoTH Ta s 4yoro notpidHi IDPS  mis
opraizamifi. CucremMH BUSBJICHHS BTOPTHEHHS € TMOTY)KHUM 1 THYYKUM
IHCTPYMEHTOM BHUSIBJICHHS MEPEKEBHX aTaK. BUKOpUCTaHHS iX JOLIIBHO, TaK SIK 3

KO>KHHMM JIHEM KUJIBKICTh 3arpo3, a BIJIMOBIIHO 1 aTakK, 3pOCTAE.
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