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AHOTANIA

Bbposuyk I1.B. “IloOynoBa cucremu kpunrorpadiyHoro 3axucty iHpopmarii
Ha OCHOBI BuKopucTanHs Meroxy Triple DES”. Jluniomuaa po6oTa 3 crerianbHOCTI
125 “KibepOe3mneka” CKJIaIa€ThCs 3 TEKCTOBOI YaCTUHM, 1110 MICTUTh 3 po3aiid, 58 c.,
2 tabmu, 15 puc., 43 mxepena.

O6’exT — mpotiec mudppyBaHHI KOHDIICHIIIHHUX TTOBIIOMJICHb.

Merta po6oTu — moOyayBaTH CUCTeMY KpHUIITOrpadiyHOTro 3aXuUcTy iH(popmarii
Ha ocHoBI mudpy Triple DES 3 Bukopuctanusm MmoBu nporpamysanss Python.

VY  nunnoMHii po6oTi OakanaBpa OINMCAHO MOXJIMBI BapiaHTH 3aXUCTy
iH(popMaIllli B aBTOMaTU30BAHMX CHCTEMAaX, BH3HAYEHO MICLE KpHUITOrpadiuHUX
cucteM y chepi iHbopMaIIiHOI Oe3MeKH.

3pobiieHo aHami3 Kpuntorpa@iuHUX MeToAIB MUGPYBaHHS Ta PO3MU(PpyBaHHS
nanux. Onucano anroput™m Triple DES MeroaiB mmdpyBanHs Ta po3mH@pyBaHHS
KoH(pimeHmiiHoi 1HdOopMaIli, cPopMyIbOBAHO NPAKTUYHI PEKOMEHIAIT 11010
mudpyBaHHs Ta po3mM(pyBaHHS JaHUX HA OCHOBI BHUKOPHUCTAHHS MOBU
nporpamyBaHHs Python.

KPUIITOI'PA®IA, AJIITOPUTM HIMOPYBAHHSA  TRIPLE DES,
IMMOPYBAHHS TA PO3IIMOPYBAHHSA KOH®IJIEHIIMHOI THOOPMAIIII,
PYTHON.



ABSTRACT

Brovchuk P.V. "Building a system of cryptographic data protection based on
the use of the Triple DES method." Thesis in the specialty 125 "Cybersecurity"
consists of a text part that has 3 chapters, 58 pages, 2 tables, 15 figures, 43 references.

The object of the work is the process of hiding confidential messages using the
Triple DES encryption algorithm.

The aim of the work is to write on the basis of the Python programming
language an algorithm for encrypting and decrypting Triple DES to hide confidential
information in messages.

In the thesis are described possible variants of data protection in automated
systems and is determined the place of cryptographic systems in the field of
information security.

There was made the analysis of cryptographic methods of data encryption and
decryption. There is described the algorithm of Triple DES methods of encryption
and decryption of confidential information, and are formulated practical
recommendations on data encryption and decryption based on the use of Python
programming language.

CRYPTOGRAPHY, TRIPLE DES ENCRYPTION ALGORITHM,
ENCRYPTION AND DECRIPTION OF CONFIDENTIAL INFORMATION,
PYTHON.
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3AT'AJIbBHI BUCHOBKHA

Y aumioMHiM  poOoTi  mporeaypud mu@pyBaHHS Ta  po3mUQpPyBaHHS
CEKPETHOTO TEKCTOBOTO TMOBIJOMIICHHS Peai30BaHO MOBOIO TMporpaMmyBanHs Python
Ha OCHOBI BUKOPUCTaHHS 0JiouHOTO mHdpy 3 cuMeTpudHuM Kirodem Triple DES.

VY mnepmomMy po3aili OMMCAaHO OCHOBHI TOHATTS Ta MIAXOAW JI0 3aXHUCTy
iHpopMarllii, a TaKkoXX HACHIAKH, SKI MOXYThb BHHUKHYTH B pE€3yJlbTaTi aTaku Ha
iHopMalrito, a came: €KOHOMIUHI BTpaTH Ta MoOpayibHa IKojaa. Bu3HaueHO 1110
iHpopMalriss 3 TOYKM 30py I1H(OpPMAIHOI Oe3MeKH XapaKTEPHU3YEThCA TAKUMHU
KaTeropisiMu, K KOH(1ICHI[INHICTh, IUIICHICTh, AaBTEHTUYHICTh, alleJIbOBAHICTh, a 3
TOYKHA 30py 1H(POPMAIIHHUX CHUCTEM HAIIMHICTIO, TOYHICTIO, KOHTPOJEM HOCTYIIY,
KOHTPOJIbOBAHICTIO, KOHTPOJEM 1AeHTU(IKAIlll, CTIMKICTIO 10 HAaBMHCHHX 300iB.
Takox  pO3MJISIHYTO  MOXJIMBI ~ METOJAM  3aXWUCTy  1HQopmailii, 30Kpema
KpunrorpadiuHui 3aXHUCT.

Y  apyromy po3aiii  JOKJIAAHO OMMCAHO OCHOBHI €TalM  allTOPUTMY
mudpyBands Triple DES Ta BuokpemiaeHO OCHOBHI cdepu HOro 3acTocyBaHHS, a
camMe JUIsl TIPUXOBYBAHHS CEKPETHUX ITOBIIOMIICHb, 3aXUCTy OaHKIBCHKHUX JaHUX.
TakoX BHSBICHO BIAMIHHOCTI Ta NOOYAOBAaHO CTPYKTYpPHY CXEMY TOJOBHHUX
BigMiHHOCTEeH anroputMiB mudpyBanas DES Tta Triple DES. PeanizoBano
MOPIBHSHHSA OCHOBHUX THUIIB KpUOTOrpagiyHUX MmHU(pIB Ta MOOYyIOBAHO CXEMY
SAKOCT1 KPUMITOTPAPIYHOTO 3aXUCTY.

Y TperboMy po3Aidl PO3TIITHYTO OCHOBHI aCHEKTH peajli3alllii aJropuTMiB

g pysanHs/po3mmdpysanns Triple DES moBoro mporpamysanus Python.
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