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AHOTANIA

PoctucnaB /IpaGoBcekuii «MoentoBaHHSI MEPEKEBUX aTak JJisi TeCTyBaHHS
3aco0iB  3axucty iH(opmarii». Jlumimomra pobGoTta 3a chmemiampHiCTIO 125
«Kibepbe3neka» CKIamaeTbcsl 3 TEKCTOBOI YaCTUHHU, IO MICTUTH 3 po3aiiau, 60 c., 13
puc., 1 Tabmuiro, 61 mkepena, 1 mtogaTok.

OO0'eKTOM JOCIHIJIKEHHSI € METOJMKAa TECTYBaHHS Ha NPOHUKHEHHS BeO-
CepBepiB.

Meta poboT — TiABHUIIEHHS €(PEKTUBHOCTI Ta IIBUIKOCTI TECTYBaHHS Ha
IPOHUKHEHHS BeO-CEPBEPIB, METOIU MTOPIBHSIHHS.

MeToau [OCHIKEHHST — BHBUEHHS HAYKOBOI JTepaTypu 3 TEMH
JOCIIJKEHHSI, HOPMAaTUBHO-TIPABOBOI 0a3M, aHANITUYHUNA 1 MOPIBHSAJIBHUN METOMM,
METOJY CUCTEMHOTO aHaJIi3Yy.

VY npakTU4HIN YaCTUHI pO3pOOJEHO METOAUKY TECTYBAHHS HA MPOHUKHEHHS.
Po3pobnena MeToauka BpaxoBy€ IepeBaru ICHYIOUMX METOJIMK TECTyBaHHS Ha
IIPOHUKHEHHS Y CBITI Ta MICTUTh MEPEIIIK Ta OMUC IHCTPYMEHTIB JJIsi TECTYBaHHS.

VY po0oOTI TakoX € aHalli3 MONIMPEHUX BPA3JIUBCTEN y BEO cepBepax, cnocoon
3aXHMCTY BiJ] HUX, Ta OIIHKA BPa3JIMBOCTEH 3 BUKOpUCTaHHSIM MeTpuku CVSS.

[IpakTiyHe 3HAYe€HHA pOOOTHM TOJATAaE€ Yy 3HUKEHHI TPUBAJIOCTI Ta
oOrpyHTyBaHHI BUOOPY 3ac001B Ta IHCTPYMEHTIB TECTYBaHHS Ha IPOHUKHEHHS.

PesynpTaTi 3a1MCHEHUX Yy AMIUIOMHIA POOOTI JOCHIKEHb MOXYTh OyTH

BUKOPHUCTaHI IPU TECTYBAHHI HA MPOHUKHEHHS BEO-CEpBEPIB.

TECTYBAHHA HA IIPOHMKHEHHA, BEB-CEPBEP, BPA3JIMBICTD,
METOJUKA, ATAKHU, BEG-IOAATOK



ABSTRACT

Rostyslav Drabovskyj "Simulation of network attacks for testing information
security tools". Thesis in the specialty of 125 "Cybersecurity" consists of textual part
that contains 3 sections, 60 pages, 13 figures, 1 table, 61 sources, 1 addition.

The object of the study is a method of testing the penetration of web servers.

The purpose of the work is to increase the efficiency and speed of testing for
web server penetration, comparison methods.

Research methods - the study of scientific literature on the research topic,
regulatory framework, analytical and comparative methods, methods of systems
analysis.

In the practical part the technique of penetration testing is developed. The
developed methodology takes into account the advantages of existing methods of
testing for penetration into the world and contains a list and description of tools for
testing.

There is also an analysis of common vulnerabilities in web servers, ways to
protect against them, and vulnerability assessment using CVSS metrics.

The practical significance of the work is to reduce the duration and justify the
choice of means and tools for penetration testing.

The results of research conducted in the thesis can be used in testing the

penetration of web servers.

PENETRATION TESTING, WEB SERVER, VULNERABILITY,
METHODOLOGY, ATTACKS, WEB APPLICATION
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3AT'AJIBHI BUCHOBKH

Y nmummomHIE poboTi Oyna po3pobieHa METOAWKa IS  MOXKIUBOCTI
1 IBUIIEHHS €(PEKTUBHOCTI Ta MIBUIKOCTI TECTYBaHHS HA MPOHUKHEHHs. [y TorO,
00 JOCATTH METH poOOTH, MU MPOBENIM aHali3 (YHKI[IOHYBaHHS Ta CTaHy BeO-
cepBepiB. Tako MU BU3HAYWIM Ta MPOaHaI3yBajH MOMIMPEHHI BPa3IMBOCTI BeO-
CEpBEPIB, Ta MOXJIMBOCTI aTaK 4Yepe3 BPa3IUBOCTI, TOMY IO BaXKJIUBUM ETallOM
TECTyBaHHS Ha MPOHUKHEHHS € MOIIYK Bpa3iuBocTe. CTPYKTypH, sIKi IIYKAIOTh
YPa3IMBOCTI, TAKOXK OYyJU MpoaHami30BaHl. 3T1IHO 3 JOCIIKECHHIMA, MA 3HAUIILIH
CTaHAapTHU OOPOOKH JaHUX MPO YPa3IUBICTb, METPUKU KPUTHUUHOCTI BPA3IUBOCTEH
Ta IHCTPYMEHTH AJiA iX momyky. [IpoaHanizyBanu iCHyrOUM METOJIMKH Yy cBiTI. Ta
3pOOMIIM BUCHOBOK, IO OUTBIIICTh METOAIB OXOIUTIOIOTh IMPOKUHM CHEKTP MPOoOIeM
Ki0epOe3neku, ToMy HEOOXITHUU JOJATKOBUM 4ac, 110 BUTPAYAETHCS HA aHAII3
Bpa3JIMBOCTEH BIAMOBIAHO JI0 ICHYIOUMX METOAaMH 1 BHOIp, 30KpeMa, THUX
KOMIIOHEHTIB, K1 MIIXOIATh IJIsl TECTyBaHHS Be0-10/1aTKIB.

3a J0MOMOrol pe3ysbTaTiB aHali3y Ta JOCHDKEHHsS OyJo po3po0ieHo
aJariToBaHa METOJIMKA, fKa TPOHHKAE B MEPEXKy, Ta BpPaxOBYE MIKHAPOIHI
JIOCSITHEHHSI B 1IboMy HanpsiMky. Came TOMy J03BOJIE€ TEPEBIPATH HASABHICTH
HaWOUTbII TOIMPEHUX BPA3IMBOCTEH. A 3aBIASKH BIIOOPY TECTYBaHHS JIUIIE
BPA3JIMBOCTEH JINIIIE 3 KPUTHUYHUM DPIBHEM PU3UKY IMiJIBUIIYETHCS €(PEKTUBHICTS.
[IpakTyHa MIHHICTH POOOTH MOJSATAE B CKOPOUYEHHI TPUBAIOCTI 1 OOTPYHTYBaHHI
BUOOpPY IHCTPYMEHTIB TECTyBaHHS HA MPOHUKHEHHS. Pe3yiabTaT AUIIOMHOT POOOTH

MOKe OyTH BUKOPUCTAHUH JJIsi TECTYBaHHS HA IPOHUKHEHHS BEO-10aTKIB.
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