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AHOTALIS

Heneka IOpiit «YaockoHalleHHS alropuTMy peaiizallii KpunrorpapiyHoro
metony RSA». Jlummomna poGora 3a cnemianbHicTio 125 «KiGepbesneka
CKJIaJIa€ThCSl 3 TEKCTOBOI YACTHHH, IO MICTHTh 3 PO3IiIM, D55 CTOpPIHOK, 6
pucyHKiB, 3 Tabiuii, 38 mxepena.

O0’eKkT JOCHiIXKEeHHsI — TIPOIEC yIOCKOHAJIEHHS alrOpUTMY peaizarii
kpunrorpadigaoro meroay RSA.

IIpeamer [ocaiIzKeHHs1 — NOPOrpPaMHUI KOJA, HIO0 BHUKOHYE (YHKIIL
mupyBaHHs Ta po3WM(ppyBaHHS TEKCTOBUX MOBIIOMJIEHb 3 BHUKOPHUCTAHHAM
kpunrorpadiunoro aropurmy RSA.

Meta pob6oTH — po3poOUTH TOAATKOBHM alrOPUTM, 3aCTOCYBAHHS SIKOTO
IABULIUTE KpunTorpadiuny criiikicts mudpy RSA ta anmpoOyBatu Horo.

VY nunioMHii poOoTi 6akanaBpa po3TJIsTHYTO MUTAHHA 3aXUCTY 1H(OpMaIli,
Kpunrorpadiudi  MeTrogu 3axucty 1Hpopmamii. IIpoanamizoBaHo mpeamer
kpunrorpadii Ta 11 aKTyaJlbHICTh, NPHUHIMI POOOTH KpUNTOTPadidHOrO
anmroputMy RSA. Omnmcano mpoliec mporpamMHOi — peaiizaiii  MOBOIO

nporpamyBanHs Python ynockonanenoro kpunrtorpadigyaoro anmroputmy RSA.

THO®OPMAIIIMHA BE3IIEKA, 3AXUCT IHOOPMALIII,
KPUIITOT'PA®IA, RSA, PYTHON.



ABSTRACT

Neneka Yuriy "Improvement of the algorithm for implementing the
cryptographic method RSA". Thesis on the specialty 125 "Cybersecurity" consists
of a text part containing 3 sections, 56 pages, 29 figures, 3 tables, 38 sources.

The object of research is the process of improving the algorithm for
implementing the cryptographic method RSA.

The subject of research is program code that performs the functions of
encryption and decryption of text messages using the cryptographic algorithm
RSA.

The purpose of the work is to develop an additional algorithm, the
application of which will increase the cryptographic stability of the RSA cipher
and test it.

In the diploma work of the bachelor the questions of information
protection, cryptographic methods of information protection are considered. The
subject of cryptography and its relevance, the principle of operation of the
cryptographic algorithm RSA are analyzed. The process of software
implementation of the RSA advanced cryptographic algorithm in the Python

programming language is described.

INFORMATION SECURITY, INFORMATION PROTECTION,
CRYPTOGRAPHY, RSA, PYTHON.
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JOJATOK A ..o MMOMWJIKA! 3AKJIAJIKY HE BU3HAUYEHO.
JOJATOKB.........ovvvererenn. MMOMMJIKA! 3AKJIAJIKY HE BU3HAUEHO.



3AT'AJIBHI BUCHOBKHA

Y gumnomHiM po6oTi i mmdpyBaHHS TEKCTOBHX KOH(DIIEHIIHHUX
MOBIJJOMJIEHb 3alpONOHOBAHO Ta peali30BaHO MOBOIO mporpamyBaHHs Python
MiX1]1 10 BAOCKOHAJIEHHS anroputmy mudpysanus RSA.

Y mepmioMy po3auli OMUCAHO AaKTyaJbHICTh THUTaHHS 3a0€3TCUCHHS
IIJTICHOCTI, KOH(IACHIIIMHOCTI Ta JOCTOBIPHOCTI 1HQOpMAIli 3a JOIMOMOIOI0
BUKOPHUCTaHHA METOJIB KpunTorpadii. ¥ cydacHux iH(OpMaLiiHUX cHUCTeMax
JIOAM YacTO OOMIHIOIOTHCS NaHuMU. g Toro moO OyTH BIIEBHEHUMHU B TOMY,
mo iHbopmailiss He Oyje MiJJlaHa MEepeKpydyBaHHIM, a00 He Oyne migMiHEeHa
koM. OTxe, METOK 3aCTOCYBaHHA KPUNTOrpa(piyHUX METOHIB € 3aXHCT
1H(MOpMAIIHOT CUCTEMH B1J IIUIECTIPSIMOBAHUX aTakK 3 OOKY 3T0BMHUCHHKA.

VY npyromy po3aini 3po0JIeHO OTJisii OCHOBHUX KJIaciB MKU(PIB, PO3IIISTHYTO
iXH1 BIJIMIHHOCTI, BHOKPEMJICHO TOJIOBHI IepeBaru Ta Henoiiku. OjHiel0 3
npo6iem OuUTbIIocTi MKU@pPIB € BEIUKI BUTPATH MPU BUKOpUCTaHHI. Ha mpakTui
HI OJlHAa 3 KPHUIITOCUCTEM HE € aOCOJIIOTHO CTilikoro. Ha choromHimHiii geHb
HaWKpanuil MOKa3HUK CTIMKOCTI MalOTh ACHUMETPUYHI CUCTEMH IH(pPyBaHHS,
30kpema RSA.

VY TpeTboMy po3.iil pO3TISTHYTO KpUNTOrpapiyHUil MEeTO IU(pyBaHHS —
RSA, BkazaHo Ha #HOro HeMONIKK. 3alpOTOHOBAHO MIAXIJ 0 BIOCKOHAJICHHS
mnpy RSA 3a 1onomMoror0 BUKOPUCTaHHS MPOLEAYPU PO3OMBAHHS TEKCTOBOIO
MOBIJOMJICHHSI Ha OJIOKM Ta JOJATKOBUX AJTOPUTMIB 3aIlIyTyBaHHS BCEpEAMHI
HUX.  3AIMCHEHO  MporpamMHy  peaii3ailil0  yJOCKOHAJICHOTr0  METOIY
mupyBaHHs/po3mMppyBaHHs MOBOIO nporpamyBaHHs Python Bepcii 3.9 IntelliJ

IDEA Community Edition 2018.3.5.
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