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AHOTANIA

Tpopumuyk Poxcomana «Pospobka 3axuuyenoco XmapHo2o cepeoosuia Ha
bazi Raspberry Pix». JlummomHa po6oTta 3a crnemianbHicTIO 125 «KibepOesmekay»
CKJIQIa€ThCS 3 TEKCTOBOI YACTHHM, IO MICTUTh 3 po3aimm, 62 cropinku, 18
PHUCYHKIB, 28 JKeper.

06’ckm Oocniddcenns. XMapHI TexHoJjorii, xmapHe cxosuiie, NextCloud,
Raspberry Pi.

IIpeomem Oocniodcenns: po3poOJICHHS 3aXUIIEHOT0 XMapHOT'O CepeI0BUIIA

Axmyanvuicms pooomu: XMapHe CEepeloBHUIIEC — 1€ OAMH 3 ICHYIOUHX 3apa3
pecypciB st 30epekeHHs naHnux. Ha HboMy 3pydHO 30epiratu JaHi, peaaryBarti,
MPOBOAUTH aHAJII3, HaJIaBaTU JIOCTYM JJIsl CIUIBLHOT poOOTH 32 HEOOXI1THOCTI. X04a
icHye mpoOJieMa, SIKIIO IPH MOPYIIIEHHI Xo4a O OJIHIEl 3 OCHOBHHMX BJIACTUBOCTEH
3axuieHoi 1H(opmarli: MMUIICHOCTI, KOH(]iAeHIIItHOCTI ab0o JOCTYIHOCTI, Ha
XMapHi CEpBICH 4acTO BiOYBalOTHCS PI3HOTO POAY aTakd, IO NPU3BOASTH /10
BUTOKY, 3IMICyBaHHS a00 3HMINEHHS AaHUX. TOMy aKTyaJdbHICTh 3a0e3MeueHHs
Oe3reku 1HpopMallil Ha XMapHUX CEPEJOBUIIAX HE BUKJIMKAE CYMHIBIB.

Cmpyxkmypa pobomu. JlunnmomHa poOOTa CKIaAa€TbCs 31 BCTYIY, TPbhOX
PO3/ILIIIB Ta BUCHOBKIB.

llpaxmuuna 3uauywicms: NOJSATAE y aBTOPCHKINA po3poOIIl MPaKTUYHOT poOOTH
3 BUKOpHCTaHHIM cepicy Nextcloud.

Knrouosi cnosa: XmapHe cepefoBHINe, XMapHI TEXHOJOTII, TpUBaTHA XMapHa,

Nextcloud, mikpokomm’totep, Raspberry pi, 3axuliieHe CXOBHIIIE.



ABSTRACT

Roksolana Trofymchuk "Development of a protected cloud environment
based on Raspberry Pi". Thesis on the specialty 125 "Cybersecurity" consists of a
text part containing 3 sections, 62 pages, 18 figures, 28 sources.

The object of study: cloud technology, cloud storage, Next Cloud,
Raspberry Pi.

Subject of research: development of a protected cloud environment

Relevance: The cloud environment is one of the current resources for
storing data and providing access to it from a variety of devices as needed. It is
convenient to store data, edit, analyze, provide access to work together if
necessary. Unfortunately, there is a problem when at least one of the main
properties of protected information is violated - integrity, confidentiality or
accessibility. Cloud services are often attacked in various ways, leading to data
leakage, distortion or destruction. Therefore, the relevance of information security

in cloud environments is beyond doubt.

Structure of the work: Thesis consists of an introduction, three sections

and conclusions.

Practical significance: is the author's development of practical work using

the service Nextload.
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1.3 BUON XMAPHUX CEPEJOBULLL
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CnuncoK BUKOPUCTAHOI niTepatypu 6

3ATAJIbHUM BUCHOBOK

B aunnomuiit  poGoTi Oylno MpoBEeACHO aHal3 poOOTH XMapHUX
TEXHOJIOT1H, B TaHOMY BUMIAJKY - XMapHOTO CXOBHUIIA. byJI0o pO3TISHYTO CydacHe
HanpaBieHHs [oT B TexHo-cBiTi. Sl oO3HailoMuIach 3 TaKUM MaJIeHbKUM, alie
MOTY)XHUM MiKpokoMmIil torepoM Raspberry Pi, HaBumnace xopuctyBaTucs Linux
OC Ta itoro TepminaioMm “headless”. Mana 3mory HanamryBatu LAMP-cepBep ta
KOH(DIrypaiiii cepBepHOi YaCTUHHU, III0O BCE MPABUIBHO 1 KOPEKTHO IMPAIIOBAJIO.

PoOmsiun  migcyMKHm MOXY CKaszaTH, M0 HAIAMTYBaHHS CEKBIOPHOTO
XMapHOTO CepBicy MOTpedye Ay’Ke BETUKOI BCUIYMUBOCTI Ta YBAXKHOCTI, 11100 Hije
HE MPOMYCTUTU KOH(DIrypalliro 4d, BUMAIKOBO, CAMOTr0o cebe He 3a0I0uuTH. AJie
SAKIIO HaJ UM “TOXIMIYMTH TO BU OyAeTe IyxkKe 3AUBOBaHI pe3yJbTaTOM B
npueMHoMmy kitoui. [lo cyti, Bu Oynere 3HaTM Ha YOMY BOHO XOCTHTHCS,
HaJlalITyeTe JaHUKM cepBic mig cede Ta CBO1 MOTpeOr MpHu TOMY, IO SIK JOJATKOBE
CXOBHIIIE BU BUKOpHUCTaeTe BiacHUl SSD 1uCK, a HE HEBIAOMO Ji€ PO3MIIECHY
“xmapy”’, 3a siky Tpeba miatuti. MeHi ayke mogo0aeThes, 1m0 B TAHOTO CEPBICY €
MOXJIMBICTh BXxoay He TUIbkH 3 1K, a Takox € mogaTok Ha MOOUIBHUM. 3BICHO, S
HE CyIep 3aXWIICHHWM HOro 3poOujia, HEe Bce 1ealbHe, aje s po3idpanach 3
KOH(]irypamisiMy, 10 Moke€ OyTH MOIITOBXOM B MOJANBIIOMY [0 MOKpPAIIEHHS

MOI'0 XMapHOT'0 CXOBHIIIA B TUIaH1 OE3MEKH.
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