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AHOTALIS

Map’su FOxuma «IMyHOJOTIUHI CHUCTEMH B 3a0e3medueHHi 1H(opMaIiiHol
6e3nekn». Jumnomuaa pobora 3a crnenianpHicTiO 125 «Kibepbesneka» ckiiagaeTbes 3
TEKCTOBO1 YaCTUHHU, 110 MICTUTH 3 po3aium, 53 c., 16 puc., 20 mxepern.

O06'eKTOM JOCHIIKEHHS € IMYHOJIOTIYHI CHCTEMHU.

Meta pobOTH — AOCHIIKEHHS MOXKIMBOCTEH CTBOPEHHS IMYHOJIOTTYHHUX
cucteM B iH(opMaliitHii 6e3nerrl 1 croco01B BUSBICHHS MOPYIIEHbD.

Metonu [MOCHIKEHHS — BHBYCHHS HAyKOBOI JTepaTypu 3 TEMHU
JOCIIDKEHHSI, HOPMAaTUBHO-TIPaBOBO1 0a3u, aHAIITHUYHHMN 1 MOPIBHSJIBHUA METOJIH,
METOJIM CUCTEMHOT'0 aHaJi3y, IHAYKII.

VYV nmepuioMmy po3ainl poO3MISIAAIOTHCS TEOPETUYHI ACMEKTH JOCHIIKEHHS
IMYHOJIOTIYHUX cHUCTeM B 1HOpMaliiHIi Oe3neni, 30KpeMa TepeayMoBH 1
MO>KJIMBOCTI CTBOPEHHSI MOJIEJIE IMyHHUX CUCTEM B iH(OpMalliiiHiii O6e3mnerl, orisy
pEryJIIOBaHHS B3a€EMOBIJTHOCHH 3aXMIIEHOI CUCTEMU 3 3O0BHIIIHIM CEPEIOBUIIEM,
crocoOu BUSBJICHHS MOpYyIIeHb 1HGOpMaIiitHOi Oe3nekr 1 BU3HAYEHHS 3aXO/IiB
pearyBaHHsI Ha MOpYIIeHHs. B npyroMy po3aiii po3risgaloThCsi CTaH 1 TEHACHINT
PO3BUTKY IMYHOJIOTIYHOTO MiJIX0ny B iHGOpMaIliiiHii 6e3nemi. Y TpeThoMy pO3Jii

JOCIIIKEHO KOMILIEKC MOJIEIei IMyHOJIOTIYHUX CUCTEM.

IMYHOJIOI'TYHI CUCTEMM, IHO®OPMAIIIMHA BE3IIEKA



ABSTRACT

Marjan Ukhyma "Immunological systems in information security”. Thesis in
the specialty of 125 "Cybersecurity” consists of textual part that contains 3 sections,
53 pages, 16 figures, 20 sources.

The object of study is the immune system.

The purpose of the work is to study the possibilities of creating immune
systems in information security and ways to detect violations.

Research methods - the study of scientific literature on the research topic,
regulatory framework, analytical and comparative methods, methods of systems
analysis.

The first section discusses the theoretical aspects of the study of immune
systems in information security, including the prerequisites and possibilities of
creating models of immune systems in information security, review of regulation of
the protected system with the environment, ways to identify information security
violations and identify response measures. The second section considers the state and
trends of the immunological approach in information security. The third section

examines a set of models of immune systems.

IMMUNOLOGICAL SYSTEMS, INFORMATION SECURITY
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3AT'AJIBHI BUCHOBKH

B pesynbrari aumnomHoi poOotu Oynu cTBOpeHi: (DyHKIIOHAJTbHA MOJEIb
IMYHOJIOT1YHOT CUCTEMH, MOJIENIb MPUHITUITY Jii IMyHOJIOTIYHOI CUCTEMH, CTPYKTypHa
MOJICJIb IMYHOJIOTIYHOI CHCTEMHM 1 BHBUCHI TEOPETHYHI AaCMEeKTHU JOCIIKEHHS
IMYHOJIOTIYHUX CHCTEM B iH(OpMaIiiHOT Oe3MeKH.

[lim yac BUKOHAHHS JUIJIOMHOI POOOTH OyJIM MOCHIIKEHI MEPeayMOBH 1
MOXKJIMBOCTI CTBOPEHHS MOJeJel IMYHHMX CHCTEM B 1HQopMarliiHii oOe3rerr,
PETYJIIOBaHHS B3a€EMOBIIHOCHH 3aXUIIEHOI CHCTEMH 3 30BHIIIHIM CEPEIOBHUIIEM,
CIOocOOM BHSBJICHHsI TIOPYIICHBb 1H(OpMAIiHOI O€3MeKH 1 BH3HAUCHHS 3aXO/IIB
pearyBaHHs Ha MOPYLIEHHS, CTAH 1 TEHJEHII PO3BUTKY IMYyHOJIOTIYHOIO MiAXOAY B
iH(opMariiiHiid Oe3mneri, OCHOBHI 00JIacTi 3aCTOCYBaHHSI IMYHOJIOT1YHOTO MIIXO.Y.
Byno posrisiHyTO 3acTOCyBaHHS —MPUHIMINB  (PYHKIIOHYBaHHS  MEXaHI3MIB
IMYHOJIOTIYHO1 CUCTEMH B 3aJ1aul MOO0YI0BH 3ac001B 3aXUCTy 1HGOpMAIlii.

B pesynbpTaTi NpakTUYHOI YACTUHU JUIUIOMHOT poOoTH Oyl CTBOpEHi
dbyHKI[IOHAIbHA ~ MOJIeNIb  IMYHOJIOTIYHOI ~ CHCTEMH, MOJENIb MOPUHIUIY il

IMYHOJIOT14YHO1 CUCTEMU, CTPYKTYPHA MOJIENb IMyHOJIOT1YHOI CHCTEMH.
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