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Kurin Cepriit «JlocmikeHHs Ta ONTUMI3allis CUCTEM BHSIBJICHHS Ta 3aXUCTY
iH(bopMmartii Bix HecaHkIioHOBaHOTO Aoctymny 1o cepBepy LIO3TC Ta IT I'Y JICHC
VYkpainu y XepCoHCBKi# 001acTi».

JlumuiomHa poGota 3a cmemianbHICTIO 125 «KibepOesnekay CKIagaeThCcs 3
TEKCTOBO1 YaCTHUHH, 10 MICTUTH 3 po3aiiu, 65 c., 17 puc, 1 tad.

O0’€eKT — cepBepHE MPUMIILIEHHS Ta CEPBEP.

[Ipenmer nocmimkeHHs — BHUOIp JOCTYNHHUX 1 3alpoOBaKEHHS JOJATKOBUX
CUCTEM JIJIsl 3aXKMCTY 1HhopMaIlli BiJl HECAHKI[IOHOBAHOTO JIOCTYITY.

Meta poOOTH — BIOCKOHAJIUTH TEXHIYHY CHCTEMY 3axucTy iHpopmamii B
JIOKaJNbHIN MEPEXi Ta CEpBEPHI.

Meroau AOCHIDKEHHS — aHali3 JITepaTypHUX JKepesl Ta 1HQOopMaliiHUX
WEB-pecypciB 3 TeMH OOCHIIKEHHS, MOPIBHSJIBHUN aHali3 BUMOI /10 MOOYAOBH
CEpBEPHUX MPUMIIIECHb, ICHYIOUUX PIIIEHb Ta 3aC001B 3aXUCTY JI0 JOKAJIBHOI MEPEXKI
CEpBEPIB.

VY nanHiii AUIuioMHIA poOOTI PO3IJSIHYTO MHUTAaHHS 3aXHUCTy I1HQOpMauli BiJ
HECAHKI[I0HOBAHOTO JOCTYIlY, BIOCKOHAJICHHS CHUCTEM, Ta BUKOPUCTAHHS 1CHYIOUHMX
TEXHOJIOTIYHUX pilleHb. PO3MISIHYTO Ta MpoaHali30BaHO CKJAJ CUCTEMH il
dbyHKIIOHATBHI Ta TEXHIYHI OCOOMMBOCTI Mmia dYac ii cTBopeHHA. [IpoBemeHo
MOPIBHSUILHUIM aHaJ3 ICHYIOUMX BUMOT 1 METOJIIB 3aXUCTY CEPBEPHUX MPUMIIIEHD Ta
cepBepiB. 30Kpema MPOBEACHUI aHaji3 piBHA KpUOTOrpapiyHOro Ta TEXHIYHOTO

3aXMCTIB 1H(pOpMAIIii.

IHOOPMAIIMHA BE3IEKA, TEXHIYHUN 3AXHCT, THOOPMAILILS,
TEXHIYHO-TTIPOI' PAMHII 3AXUCT, CEPBEP, CEPBEPHE ITPUMIIIEHHSI.



ABSTRACT

Zhyhin Serhiy, "Research and optimization of systems for detection and
protection of information from unauthorized access to the server of the Center for
Emergency Situations and IT of the State Emergency Service of Ukraine in Kherson
region."

Thesis on the specialty 125 "Cybersecurity” consists of a text part containing
3 sections, 65 pages, 17 figures, 1 table.

Object - server room and server.

The subject of research - the selection of available and the introduction of
additional systems to protect information from unauthorized access to the local
network of the server.

The purpose of the work is to improve the technical system of information
protection in the local network and on the server.

Research methods - analysis of literature sources and information WEB-
resources on the research topic, comparative analysis of requirements for the
construction of server rooms, existing solutions and security tools for the local
network of servers.

This thesis considers the protection of information from unauthorized access,
improvement of systems and use of existing technological solutions. The composition
of the system, its functional and technical features during its creation are considered
and analyzed. A comparative analysis of existing requirements and methods of
protection of server rooms and servers. In particular, an analysis of the level of

cryptographic and technical protection of information.

INFORMATION SECURITY, TECHNICAL PROTECTION,
INFORMATION, TECHNICAL AND SOFTWARE PROTECTION, SERVER,
SERVER PREMISES.
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3AT'AJIBHI BUCHOBKHA
3a mepioJ BUKOHAHHA IUIUIOMHOI poOOTHM OakajaBpa MM JOCHIIUIA TEMY
3axucty cepepy Ta cepBepHoro npumitienss [{[O3TC ta IT I'Y JJCHC VYkpainu y
XepCcoHChKIM 0071acTl Bl HECAHKIIIOHOBAHOTO HocTymy. Jli3Hamucs MOXIUBI ciaalki
MICIISl JIOKQJIBHOT MEpeki TOJIOBHOTO YIMPAaBIIHHA, 4Yepe3 sKi KiOep3loduHelb abo
MNOPYIIHUK MOXKE 3AIMCHUTH aTaKy, BUBIBIIM 3 JIaJy CE€pBEpP 3MEHIIYIOYH HOro
J€3aTHICTh, 3HUIIMTH BAXJIMBY 1HPOpMaIit0o ad0 BUKPUBAIOUYM CEKPETHY
iHQopMallito 3 TPUCTPOIB I 11 30epiraHHsA, HAHOCSYM HEMOIMPABHOI IIKOJU
pemyTalii yrpaBiiHHs, Ta AUCKPEIUTYBABIIN POOOTY BiAILTY 3aXUCTY 1H(GOpMAII].
3riIHO HAIIOTO JOCTIIKEHHSI OCHOBHUMHU TaKUMH CITA0KUMH MICI[IMA MOXYTh
oyTu:
O JOCTyH 10 MAIllMH, 32 JONOMOroK '"JOpHHMX XOMIB"— aTaku, sika MOXKeE
3arpo’KyBaTv BUKOHAHHSM KOPUCTYBauaMH HECAHKI[IOHOBAaHHMX OIeparlii
Ha cepBepl, IO aTaKyeThCsA; 3acCTOCyBaHHS MoxkiauBocter [13, He
3aJIeKJIapOBaHUX PO3POOHUKAMU;
o mnoMuIkH B riporpamax — SMTP-cepsepax (SMTP problems);
O (I3UYHUI JOCTYIl /0 CEPBEPHOrO NPHUMIIICHHS KOPUCTYBayiB SIKI HE
MAalOTh CIIEIIAIBHOTO JOMYCKY 10 pOOOTH 3 anapaTHUM 3a0ecriedeHHSIM
BukopuctoBytoun BUMOTH Ta OyJI0OBY OaHKIBCBKOI MEpPEXi, 1 HaJaHOIO
KEPIBHUKOM JIOKYMEHTAIII€I0 MPO MOOYAOBY CEPBEPHOrO MPUMIIIEHHS y CTPYKTYpI
JICHC Tta HopmaTuBHHUX AOKYMEHTIB TEeXHIYHOTO 3axucCTy i1Hdopmamii 1 pi3HOi
METOJMYHOI JIITepaTypyu, MU MPUHAIUIA A0 BUCHOBKY, IO I ONTHMI3AIii 3aXUCTY
1H(dopmarrii, HeoOX1JHO JOAATKOBE TPOIIOBE 3a0€3MEUECHHSI BIIJIUTY IJIs1 KYITIBIIi:
o Raid-kouTponepa;
o MikMepexeBoro ekpany Cisco;
O BCTaHOBJICHHS JIIEH31MHOTO MporpamMHoro 3abe3neueHts Cisco;
O 3aCTOCyBaHHS  CHUCTEMH  KOHTPOJIO  Ta  yOpaBIiHHA  JJIA
YHEMOXJIMBJIEHHSI IOCTYIy 10 CEPBEPHOrO MPUMIIICHHS (axXiBISIMH 3
IHIIUX BUIAUNB a00 CTOPOHHIMM oOcoOaMH, SKI HE MarTh Ha I

BIJIMOBIAHOTO J03BOJY.
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OCHOBHHMM HaIIUM PIlIEHHSAM OyJIO HAMUCAHHS CTOPIHKU CKPUIITOBOIO MOBOIO

nporpamyBanHsi PHP ctBopenoro mist reneparnii HTML-cropiHok Ha cTOpoH1 BeO-
cepBepa, po3po0JIeHOT HAMHU I
O aJAMIHICTPYBaHHS CHCTEMHU KEpPYyBaHHS Ta YOPAaBIIHHSA JOCTYIIOM JO
CEpBEPHOTO MPUMIIIEHHS
O CTBOPEHHS €IMHOT 0a3u HOMEPIB KApTOK 1A€HTU(IKATOPIB, 3aKPIMIIEHUX
3a KO)KHUM TPAIiBHUKOM KOMY BiH BUJIaHUH, 32 MO0 NPi3BUIIEM
O aBTopu3allii Ta iAeHTU(IKAIT TPaIiBHUKIB IS BXOAY, 32 JOMOMOIOIO
Openka abo KapTKH iAeHTU(IKATOPA,;
O aBTOMAaTUYHOIO BIAKPUBAHHA JIBEpEH, Y pa3l BAAJIOT aBTEHTU(DIKAI1i
o BeaeHHs Tabmumi 3 Jaroro Ta YacoM BXoay 1 BUXOAY KOpPUCTyBaya 0
CEpPBEPHOIO MPUMIIICHHS
O aBTOMATUYHOIO 3aKPUBAHHS JBEpEil
3a 101oMOroI0 1€l ONTUMI3ALll]l 3aXUCTY CEPBEPY, Ta CEPBEPHOrO MPUMIILICHHS
O3 ta IT I'Y ICHC VYkpainu y XepcoHChKIil 001acTi, MOXHa OyTH BIIEBHEHUM Y
TOMY 1110, 3aXMCT BiJl HECAHKI[IOHOBAHOT'O JIOCTYIy MOOYAOBAaHUU 3TiJHO BHUMOT, 3
BUKOPUCTAHHSAM HaWCy4YacHIIIMX TEXHOJOTrIA, 1 MU TOTOBI J0 NPOTUAI aTakam,
TOJIOBHE TIOCTIHE OHOBJICHHS TPOTPAMHOTO 3a0€3MEeUeHHS, TMOCTIMHUMA TOIIyK

BpA3JIMBOCTEN Ta HETAMHE 1X YCYHCHHS.
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