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AHOTANIA

Mxmsipyk  Anapiii «Po3poOienHss cuctemu 00poOKM Ta  30epiraHHs
MEPCOHATILHUX JaHUX Y MOOUTBHOMY J0JaTKy». JlummmomMHa poboTa 3a CreriaabHICTIO
125 «KibepOe3mnekay CKIamaeTbcsl 3 TEKCTOBOI YaCTUHH, 110 MICTUThH 3 po3/iiau, 59
CTOPIHOK, 29 pUCYHKIB, 5 TabmauIk, 31 mKepena.

OG’ext — mpouec Ppo3poOJICHHS CUCTEMH OOpoOKM Ta 30epiraHHs
NEPCOHANIBHUX JAHUX Y MOOLTLHOMY JTOJIATKY.

[IpenMer AOCHIIPKEHHST — CHUCTE€Ma, Ha OCHOBI MOOUIBHOTO JOAATKY, IO
BUKOHY€ (GYyHKIII 00OpoOKU Ta 30epiraHHs MEepCOHATBHUX JAaHUX 3 BUKOPUCTAHHSIM
kpuntorpadiunoro anropurmy AES.

Merta poO0TH — po3poOUTH CUCTEMY, HA OCHOBI MOOUIBHOTO JOJATKY, 10 Oy/e
BUKOHYBaTH OOpoOKy Ta 30epiraHHsi MNEPCOHAIBHUX JaHUX 3 BUKOPUCTAHHSIM
KpUIITOTpaiuHOrOo alNropuTMy mudpyBaHHs/qemnppyBaHHs.

VY nunnomHil poOoTi GakanaBpa pO3IVIIHYTO MUTAHHS 3aXHUCTY 1H(poOpMaIii y
MOOUIBHUX TPUCTPOSIX Ta JIOAATKaX, KpUnrorpadiuHi MeToau 3axvcTty iHdopmariii.
[IpoananizoBaHO cy4acH1 3acO00M pO3pOOKH MOOUTBLHUX JIOAATKIB, MPUHIIUI POOOTH
kpunrorpadiunoro amropurmy AES. Omnwmcano mporec mnporpamMHoi peanmizartii
kpunrorpadiunoro anroputmy AES Ha MOBI mporpamyBanHst JavaScript ta mporec

pO3pOo0IeHHS MOOLTEHOTO JOJATKY 3 BUKOPUCTAHHIM OOpaHUX TEXHOJIOT1H.

THOOPMAIIIIMHA BE3IIEKA, 3AXUCT IHOOPMALIIT, KPUITTOI' PA®IS,
MOBLUJIbHI ITPUCTPOI, AES, JAVASCRIPT, REACT NATIVE, FIREBASE.



ABSTRACT

Shkliaruk Andrii "Development of a system for processing and storing
personal data in a mobile application." Thesis on the specialty 125 "Cybersecurity"
consists of a text part containing 3 sections, 59 pages, 29 figures, 5 tables, 31 sources.

Object - the process of developing a system for processing and storing personal
data in a mobile application.

The subject of research - a system based on a mobile application that performs
the functions of processing and storage of personal data using the cryptographic
algorithm AES.

The purpose of the work is to develop a system based on a mobile application
that will process and store personal data using a cryptographic encryption /
decryption algorithm.

In the bachelor's thesis the issues of information protection in mobile devices
and applications, cryptographic methods of information protection are considered.
Modern means of mobile application development, the principle of operation of the
AES cryptographic algorithm are analyzed. The process of software implementation
of the AES cryptographic algorithm in the JavaScript programming language and the

process of developing a mobile application using selected technologies are described.

INFORMATION SECURITY, INFORMATION PROTECTION,
CRYPTOGRAPHY, MOBILE DEVICES, AES, JAVASCRIPT, REACT NATIVE,
FIREBASE.



SMICT

170 141 (ST MMOMUJIKA! 3AKJIAJIKY HE BU3SHAYEHO.
PO3JIUT 1. 3AXUCT IH®OPMAII V MOBUIBHUX TIPUCTPOSX I
D01V ) 0N G MMOMUJIKA! 3AKJIAJIKY HE BU3HAYEHO.

1.1 IIpoGnemu Ge3nexn y MoOLIbHUX pUCTposx 1 noaatkaxllomunka! 3aknagky

HE€ BU3HAYCHO.

1.2 Buay MOOUIBHUX JTOHATKIB ...cevvvvvvvvvvvnnnn, IMomuaka! 3akiaaky He BUBHAYEHO.
1.3 Cucremu 3axucty y MoO1IbHUX AonaTtkaxIlommika! 3akaaaky He
BH3HAYEHO.

1.4 Kpunrorpagiuni meronu 3axucty nanux llommiaka! 3akinaaky He BU3HaAYeHO.
BHCHOBKH J0 PO3MULY ...vveeveieieeenieeenineenieens Homuika! 3akiagky He BU3HAYEHO.

PO3AUI 2. AJITOPUTM IIN®PYBAHHA TA 3ACOBU PO3POBKUITIOMMJIKA! 3Al

2.1 Aaroputm mudpyBanug AES................. Homuika! 3akiagky He BU3HAYEHO.
2.2 OpeiimBopk React Native...........ccceeeeeeene Hommika! 3akiagky He BU3HAYEHO.
2.3 OpelMBOPK EXPO...cvvveeiiiiiiiiiic e, Hommika! 3akiagky He BU3HAYEHO.
2.4 Mosga nporpamyBanHs JavaScript........... IHomuiaka! 3akinaaky He BUSHAYECHO.
2.5 baza manux Firebase.........cccocvvvvviiirennnn, IMomuaka! 3akiaaky He BUBHAYEHO.
2.6 Cepenosuriie po3pooku Visual Studio Codellomuika! 3akiaaky He
BHU3HAYECHO.
2.7 BUCHOBKH JI0 PO3JILITY vvvveervrnresssreeeseenns IMomuaka! 3akiaaky He BUBHAYEHO.

PO3/11J1 3. OITMC ITPOI'PAMHOI PEAJII3ALII MOBIJIBHOI'O JIOJATKYIOMMJIK

3.1 CTPYKTYPA HPOEKTY .eeenvverernrrereinrreeennnnnns HHomumika! 3akiagky He BU3HAYEHO.

3.2 IIpoextyBanns inTepdeiicy kopuctyBadallommiika! 3aknaaky He
BHU3HAYEHO.

3.3 Peamnizamis anroputmy mudpysanas AES na mosi JavaScript........... IHommuika!
3akjIaAKy He BUSHAYEHO.

3.4 baza maHux Firebase.........ccccvvvvvvviiirnnnnnn, HHomumika! 3akiagky He BU3HAYEHO.

3.5 OMHC KOMITOHEHTIB .vvvvvnieeeeereeerrreniisreeeeens HHommika! 3akiagky He BU3HAYEHO.



3.6 BUCHOBKH 10 PO3AULY ...covvevvernreereeeenne HHomuaka! 3aknaaky He BU3HAYEHO.

SATAJIBHI BUCHOBKW .......oooiiiiiiiie e 6
CITMCOK BUKOPUCTAHUX JIXKEPEJL.......ccooiiiiiiieiicc e 7
Honatok A. IIporpamua peanizauis anroputmy AES na JavaScript ........... IMomuika!

3akjaAKy He BU3HAYEHO.
Honatok b. [Iporpamua peasizaiiisi KOMIIOHEHTIB MOO1JILHOTO OAATKY ..... [loMuiaka!l

3a1<.11azucy HE BHU3HAYCHO.



3AT'AJIBHI BUCHOBKHA

VY mummomHIA poOoTi IS po3poOJICHHS cucTeMH OOpoOKM Ta 30epiraHHs
NEPCOHAIBHUX JTAHUX CTBOPEHO KPOC-TIATHOPMHUN MOOUIBHUNA AOJATOK, B SIKOMY
peanizoBaHo (yHKIIO MU(pyBaHHSA JaHUX 3a JIOMOMOIOK KpUITOTrpadivyHOIO
anroputmy AES.

VY nmepmioMy po3diii ONMKHCAaHO OCHOBHI MpoOJeMH 3axucTy iHdopmalii y
MOOUIBHUX MPHUCTPOSAX Ta J0JaTKaxX 3 ypaxyBaHHSM OOMEXKEHb, IO CTOCYHOThCS
JAHUX amapariB Ta iX MPOrpaMHOTO 3a0e3MEeYeHHs, a caMme: MOPTAaTUBHICTD,
oOMexxeHuid dYac pobotu Oatapei, BOyAOBaHI JaT4yuKu CMapTHOHY, IO TaKOK
3UUTYIOTh 1H(popMalio Ta iHm. OnucaHo OCHOBHI BUAM MOOUIBHMX JOJIATKIB 3a
(yHKLIOHAJIOM Ta 3a MPUHLMIIOM PO3pPOOKH: HATHBHI, BeO-BepCii CalTiB, TiOpHJIHI
(xpoc-matdopmii). Takoxk poO3rISIHYTO MPUHIUIK, HA SKUX 0a3ylOThCA CUCTEMH
3aXMCTy y MOOUIbHUX AojaTkax. OnucaHo OCHOBHI METOJM KpPHUITOrPa(idHOIro
3aXUCTY JIaHUX.

VY npyromy po3auli MPOBEAEHO aHai3 MPUHIMITY poOOTH KpUNTOrpadhidyHOro
anroputMmy Jis mudpyBaHHs Ta aemudpyBadds gaHnux AES, 3 omucaHHSAM KOXHOTO
etamy peanizamii. Po3risiHyTo TexHIuH1 3aco0u, 1m0 Oynu oOpaHi Jyisi MpOrpaMHOi
peasnizanii MOOUIBHOTO JOJATKY 3 (PyHKIIE MUppyBaHH/AeInPpyBaHHS JaHUX, a
came: (peiiMBOpK miIs po3poOKu  Kpoc-miathopMHUX gogaTkiB  React Native,
TEXHOJIOT1I0 JUIsl CIPOIIEHOTO PO3TOPTaHHsS J0JaTKiB EXPO, MOBY mporpamyBaHHs
JavaScript, cepBic mns cTBopeHHs 0a3 maHux Firebase ta cepemosuiie po3poOku
Visual Studio Code.

Y TperboMy pO3/iJi OMUCAHO CTPYKTYPY MPOEKTY MOOUIBHOTO JOJIATKy
«IlepconanbHi maHi». Po3rimsHyTO eram MpoeKTyBaHHs iHTepdeiicy KopucTyBaua
nonatky. OmucaHo MporpamMHy peasizaiiio OCHOBHUX (PYHKIIINA KpUNTOTrpadiqHOTO
anroputMy AES Ta mponec CTBOpeHHs BiJAalieHOi 0a3u JaHUX Ha OCHOBI CEpBICY
Firebase. IlpoBemeno ommc mporpamMHOi peamizaimii OCHOBHHX KOMIIOHEHTIB

MOOUIBHOTO JTOJIATKY.
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