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AHOTALIA
Hapis T'onuapoBa “Po3poOka MeTomoiorii aHamizy Bpas3IMBOCTEH Ta

TECTYBaHHS 3ac001B 3aXUCTy BeO-CepBEpiB y BipTyalbHIM nmabopartopii’. [urnmomua
pobora 3a cremianbHicTIO 125 «KibepOe3neka» ckilaiaeThCs 3 TEKCTOBOI YACTUHHU, LTO
MICTUTH 3 po31un, 63 ctopinku, 41 pucynok, 30 mxepern.

00'exToM pocaigxenHs € iHpopmalliiiHa 6e3reka BeO-cepBepiB.

Meta podoTu: po3poOKa BIpTyalibHOI JIabopaTopii 1Jis TeCTyBaHHs O€3MeKu
BeO-cepBepiB, MPOBEICHHS aHAi3y BPa3IMBOCTEH Ta BU3HAYCHHS MOXKIIUBUX METO/IIB
1X YCYHEHHH.

IIpeamer nocuaigkeHHsi: MeTOAM Ta 3acoOM TECTyBaHHS CEpBEpiB Ha
BPa3JIUBOCTI.

MeTtoau nocaiTzKeHHsI: BUBUCHHS BIIKPUTHUX JDKEPET HA TEMY JTOCIIIKESHHS,
HOPMATHMBHO-TIPaBOBO1 0a3M, aHANITUYHUN 1 MOPIBHSJIBHUNA METONU, pO3poOKa
poTrpaMHUX MPOAYKTIB, METOAM CUCTEMHOTO aHAi3y.

IIpakTHyHa 3HAYYNIICTH: TIOJISITAE y CTBOPEHI BIPTyasIbHOI Jabopartopii 3
BUKOpHUCTaHHM free software 3 MOXKIMBICTIO IIBUIKOTO PO3TOPTAHHS ISl TECTYBaHHS

BeO-cepBepiB Mepe1 MIKITIOUEHHIM iX 10 [HTepHeTy.

IHOOPMAILIIMHA BE3IIEKA, BIPTYAJIbHI TECTOBI JIABOPATOPII,
BEB-CEPBEPH, VIRTUALBOX, APCHE, NGINX, METASPLOIT.



ABSTRACT

Dariia Honcharova “Development of a methodology for vulnerability analysis
and web server security testing in a virtual laboratory”. Graduation work on the
specialty 125 “Cybersecurity” consists of a text part containing 3 sections, 63 pages,
41 figures, 30 sources.

The object of study is information security of web servers.

The goal is to: development of a virtual laboratory for testing the security of
web servers, analyzing vulnerabilities and identifying possible methods for resolving
them.

Subject of research: methods and tools for testing servers for vulnerabilities.

Research methods: study of open sources on the topic of research, regulatory
framework, analytical and comparative methods, software development, methods of
systems analysis.

Practical significance: is to create a virtual lab using free software with the

ability to quickly deploy to test web servers before connecting them to the Internet.

INFORMATION SECURITY, VIRTUAL TEST LABORATORIES, WEB
SERVERS, VIRTUALBOX, APCHE, NGINX, METASPLOIT.
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3ATAJIbHI BUCHOBKH

B naniit nummomHii po6oTi OysI0 MPOBEACHO aHaI3 BPa3JIMBOCTEH Ta 3arpo3u
oesneku BeO-cepBepiB. OcobOnuBa yBara MNpUAUIAIACE METOJAaM Ta IHCTPyMEHTaM
TECTYBaHHS 3aXUCTy BeO-CEepBEpiB, XapaKTCPUCTHUIlI 3HAWJICHUX BPA3JIMBOCTCH, a
TaKOXX CrocobaM iX yCyHEHHs. Byno po3risiHyTO TpUHIUI POOOTH BipTyaTbHHX
MallliH Ta TPOBEICHO TECTyBaHHs Oe3meku BeO-cepBepiB Apache Tta Nginx,
BCTaHOBICHUX Ha rimepsizopi VirtualBox, 3 xoctoBoi cucremu Ubuntu 20.04 i
roctboBo1 — Kali Linux.

Mertoro pobotn Oyno CTBOPEHHsS BIpTyalnbHOI jJaboparopii s TECTyBaHHS
Oe3reky BeO-cepBepiB, MPOBEICHHS aHATI3Y 3HAWICHUX BPa3IMBOCTEN Ta BU3HAUCHHS
MO>KJIMBHUX CIIOCO01B Ta 3ac001B iX ycyHeHHs. [locTtaBiiena MeTa JOCSATHYTA Y IOBHOMY
o0cs31. [{ns boro Oyio BUKOHAHO TaKi 3aBIAaHHS:

® PO3TJISIHYTO MOHSTTS BeO-CEPBEPIB Ta MEXAHI3M iX poOOTH;

® [IPOAHAJII30BAHO PI3HUIIIO MK BPA3JIMBOCTSIMU Ta 3arPO3aMHU;

® PO3TJISIHYTO MOIIMPEH] aTaku Ha BeO-cepBepH Ta X HACTIIKY;

® PO3TJISIHYTO MOHSTTS aHaJi3y Ta TECTYBaHHS BPa3INBOCTEH;

® TMIPOBEICHO aHaJi3 BIIMIHHOCTEH BipTyasi3alii Ta KOHTEHHepHU3aIlii,

® CTBOPEHO BIpTyasIbHY JJa00PaTOPItO 3a JOTIOMOTOIO IHCTPYMEHTIB
aBTOMATH30BAaHOTO CTBOPCHHSI Ta HAJIAIITYBAHHS BIPTyaJbHUX MAIIIVH,

® TIPOBEJCHO CKaHyBaHHS Bpa3lIMBOCTeH BeO-cepBepiB Apache ta Nginx;

® BHU3HAYECHO MOXJIMBI CIIOCOOM YCYHEHHS Bpa3UBOCTEH;



® TIPOBEJCHO TECTYyBaHHS Ha MPOHUKHEHH: 3a nonomoroto Metasploit.
HeoOxiqHo MOCTIIIHO MPOBOAUTH TECTYBAaHHS BPa3iIMBOCTEN PI3HOMAaHITHUMHU
IHCTpYMEHTaMH Ta BIPOBAJKYBAaTH 3aXUCT BeO-CEpBEPIB, OCKUIBKA HEXTYyBaHHS

MOJIITUKHU O€3MEKH MOXKE MPU3BECTU A0 BTPATH KOH(DIIEHUIHHUX AaHUX.
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