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AHOTALIS
I'naaneBa Comomist «JloCHIIKEHHS KOHIICHIT ITOMITHKHA OC3MEKH 1 CHCTEM

KOHTPOJIIO IOCTYMY JJIsl IOKaJbHUX Mepex». bakanaBpcbka kBamidikaiiiiiHa podoTa 3a
crnemianbHicTio 125 “Kibepbe3neka”  ckiIagaeTbcsi 3  TEKCTOBOI  YaCTUHU
(MOSICHIOBAJIBHOT 3aMMKUCKHU), 10 MICTUTH 3 po3aiuiu, /0 c., 25 puc., 3 Tabn., 37 mxepern.
A Takox — rpadiuHoi (mpe3eHTalii), 1o MiCTUTh 15 craiiB.

O0’eKT JOCHIKEHHS — 3aXUCT JOKAIbHUX MEPEX PI3SHUMHU METOoJaMu Ta
3acobamu.

[Ipeamerom AociPKEHHSI — OCOOJMBOCTI BUKOPUCTAHHS JAaHUX METOMIB IS
PI3HHUX TUIIB MEPEK.

Meta pobGoTH — PpO3IJISIHYTH BHUAM Ta TOMOJOTIi JIOKATBHUX MEPEeX,
IpoaHalli3yBaTH METOJIM Ta 3acO0M 3aXUCTy OMAIIHIX Ta KoprmopatuBHux LAN Ta
HaJNAIITYBaTH O€3MeYHy Ta HAJIHY TOMAIIHIO MEPEXKY.

VY nauiii IUIIIIOMHIA poOOTI PO3MIISIHYTO MUTAHHS 3aXUCTY JOKATLHUX MEPEX BiJl
3JIOBMHCHHUKIB, 1X J1{ y MeXkax Mepexi Ta kibeparak. Y poOoTi BukoHaHo aHajiz LAN,
OTIMCAHO iX TepeBaru Ta HeloMiKU. Takox OyJid pO3TJISHYTI OCHOBHI BPa3JIMBOCTI Ta
3arpo3u JOKaIbHUX Mepex. ONMrucaHo MOXKIIMBI MEPEKHI aTaku, X TMPHUHITUIT pOOOTH,
OCHOBHI METOJIA 3aXUCTY JOMAIITHIX Ta KOPIIOPATUBHUX JIOKATIBHUX MEpek. Takox y
po6oTi OyB BUKOHAHMH TMPaKTHYHHN 3aXHUCT JOMAIIHBOI JIOKAJbHOI MEpexi 3
BUKOPUCTAaHHSAM PI3HMX METOJIB Ta 3ac00iB 3aXHMCTy IOCTYMHUX KOPUCTYyBadeBl

Mepexi.

MEPEXA, JIOKAJIbBHA MEPEXA, BE3IIEKA MEPEXI, METO/U
3AXUCTY MEPEXI, KOPIIOPATUBHA MEPEXA, TOMAIIHA MEPEXA.



ABSTRACT

Hliantseva Solomiia "Research of the concept of security policy and access
control systems for local networks".

The bachelor's qualification work in the specialty 125 "Cybersecurity" consists of
a text part (explanatory note), which contains 3 sections, 70 pages, 25 pictures, 3 tables.
And also - a graphic part (presentation) containing 15 slides.

Object — the protection of local area networks by various methods and means.

The subject of research - the features of the use of these methods for different
types of networks.

The purpose of the work is to review the types and topologies of local networks,
to analyze methods and means of protection of home and office LANs and to set up a
secure and reliable home network.

This thesis considers the protection of local networks from attackers, their actions
within the network and cyber-attacks. The diploma analyzes the LAN, describes their
advantages and disadvantages. The main vulnerabilities and threats of local networks
are also considered. Possible network attacks, their principle of operation, basic
methods of protection of home and corporate local networks are described. Also in the
thesis was performed practical protection of home LAN using various methods and

means of protection available to the user network.

NETWORK, LOCAL NETWORK, NETWORK SECURITY, NETWORK
PROTECTION METHODS, CORPORATE NETWORK, HOME NETWORK.
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BUCHOBOK

Y pesynabrari BUKOHAHHS JIaHOI JUIUIOMHOI poOotu ©OakanmaBpa OyIio
NpoaHalli3oBaHO POOOTY Ta 3axXUCT JOKAIbHUX Mepex. OcoOmmBa yBara Oyna
npujiieHa 0e3neni KoprnopaTuBHUX Ta aoMamHix LAN, a TakoXX NpakTUYHO OyiIu
3aCTOCOBaHI METOIU Ta 3aCO0M 3aXUCTY JOMAIIHIX JIOKAITBHUX MEPEK.

3a pe3ynbTaTaMu BUKOHAHHSA POOOTH MOKHA 3pOOUTH TaKl BUCHOBKH:

Po3rnsiHynM MOHSATTS JOKAJIBHOT MEpexi, 11 ICTOpPil0 BUHUKHEHHS Ta CKJIAJOBI.
Takox mpoananizyBanu Haumnommupeninii Tornosnorii LAN Ta ix mepeBaru Ta He1OJIKH.
Po3i6panu moOyaoBy BipTyaibHUX Ta 0€3POTOBHX JIOKATBHUX MEPEXK, IX 0COOTMBOCTI
ta nepeBarn Haja npoctuMu LAN. JleTanbHO pPO3TISHYTO TEpeBard Ta HEIONIKU
JIOKAJIBbHUX MEPEXK Ta MOMKIJIMBI MEPEKHI aTaKU HA MEPEKY.

[IpoananizoBaHO BaxJIMBICTh KOHTPOJIIO TOCTYITY JI0 JIOKATbHUX KOPIOPATUBHHUX
MEpEeX Ta iX CTPYKTypy Ta MepeBaru BUKOPUCTAHHS Ha MiAMPUEMCTBAX. 3’SICOBAHO
HAWTIONIUPEHIIT METOIU 3aXUCTY SK KOPIOPATHBHOI, TaK 1 JIOMAIIHbOI MEpPEexKi, JJIs
30UTBIICHHS PIBHS 0€3MEKH KOPUCTYBAaHHS [TUMU MEPEKaAMH.

OmnucaHo nmporiec HaIaITyBaHHs IOMAITHROTO MapiipyTu3zaropa mepexi LAN, a
came Oyno BuKOHaHO HactymHe: 3MiHa SSID, IP-ampecu mepexi, BCTaHOBIEHHS
HajiitHoro mapons 1 WiFi mepexi, mmdpyBanusa no npotokoiax 6esnexku WPA/
WPA2, BcranoBiaeno VPN mis Oe3meyHoOro KOpHCTyBaHHS Opay3epoM, BKIFOUCHO
direTpamito MAC-anpec ta Firewall mepexi Ta BUMKHEHO JO3BLIT Ha BiJJIajCeHUM
JOCTYTI IO CUCTEMH.

Po3pobneno BrmacHuid meTon «3aMiHa CHUMBOJIB» Tepemadi iHbopmarii s
3ano0iraHHs cny(QiHry Mepexi 3JIOBMUCHHKAMH, JI€ BUKOPHUCTOBYETHCS aITOPUTM

RSA anst mmdpyBanHs ocoOUCTHX AAaHUX KJIIEHTIB, HA MPUKIIAJl BXOAY B COLIAIbHY



MEpPEXKY, )K€ BUKOPUCTOBYETHCS OTHO(DAKTOPHA ayTeHTU(IKALIIS.

OTXe, KOXKEH KOpPUCTYyBau MeEpeXl MOBUHEH MNEPEKOHATHUCS, L0 PETYISPHO
nepesipseTe KOHDIrypalliro CBO€i Mepexi, 11 Bpa3IUBOCTI Ta 3arpo3u, 00 3aXUCTUTH
MEpEXY BiJl 3JIOBMUCHMKIB 1 MAa€ HEOOXIIHI IHCTPYMEHTH Ta NEPET0B1 METOIH, 1100 HE

Oyn0 c1abKuX MICIb Y Ja31BOK y MEPEXi.
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