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AHOTANIA
CesatocnmaB Kozak “/locmipkeHHS CHUCTEM YIpaBiIiHHSA 1HGOPMAIIHOO
OC3MeKoI0 MAMPUEMCTBA Ta pPO3poOKa peKOMEHAAIlid MoJ0 iX omTuMizalii’.
bakanaBpceka kBamidikamiiiHa pobota 3a cnemianpHicTIO 125 “Kibep6esnexa”

CKJIaJIa€ThCs 3 TEKCTOBOI YACTHHU (MOSCHIOBAJILHOI 3aMKMCKH ), 10 MICTUTh 3 PO3ILIH,

63 c., 15 puc., 2 Tabm., 42 mxepena. A Takox — rpadiuHoi (Ipe3eHTaIrli), o MICTUTh
11 cnmaiimis.

OG’exT nmochipkeHHA — ruiatdopMa 3 HaJAaHHS XMApHUX OOYHMCIIOBAIBHUX
pecypciB AWS.

[IpeameT gocmipKkeHHs — po3po0Ka CTIMKUX Ta €PEKTUBHUX CUCTEM YIIPaBIIHHS
1H(popMaIiiHOI0 Oe3MeKO0I0 Ha MIANPUEMCTBI.

Merta poO0TH — JOCIIIKEHHS CIOCO01B 3a0e31eueHHs 0e31eKu KOH(1IeHIIIHHOT
iHdopmari mignmprueMcTBa 1 06i3HECY BiJ BUTOKIB Ta BTPATH; MOIIYK ONTHUMAaJIbHUX
METO/IIB 3aXUCTy, 00poOKH, 30epiranHs 1H(OpMaIlli Ta MiJBUIIEHHS €QEKTUBHOCTI
YIPaBITiHHS TAKUMH CHCTEMaMH.

bakanaBpchka kBamidikaiiiHa poOoTa cHpsMOBaHA Ha JIOCHIKEHHS Ta
CTBOpeHHs Oe3me4yHoi iHGoOpMaliiHOI CHCTEMH 3a JIONOMOIOK  XMapHOi
1H(DpacTpyKTypH.

Pesynbrat po60oTH Oys0 3apONOHOBAHO Ta BBEIEHO y BUKOPUCTAHHS IS
KOMEpUIHHOT KOMMaHii 3 HaJaHHsA MOCAYr MO ONTHUMI3alli I[IH Ta YNpaBIiHHA
npoxaxkamu Zilliant Inc.

XMAPHI OBUUCJIEHH S, IHOOPMAIIIMHA BE3IIEKA, ITPOIIEC CI/CD,
CEPBICH AWS.



ABSTRACT

Sviatoslav Kozak “ Research of information security management systems of
the enterprise and development of recommendations for their optimization ™.
Graduation work on the specialty 125 “Cybersecurity” consists of a text (explanatory
note) part containing 3 sections, 63 pages, 15 figures, 2 table, 42 sources. And also — a
graphic (presentation) containing 11 slides.

The object of study — the process of learning using innovative online
technologies.

Subject of study — AWS cloud computing platform.

Purpose — research on ways to ensure the security of confidential information
of enterprises and businesses from leaks and losses; search for optimal methods of
protection, processing, storage of information and increase the efficiency of
management of such systems.

The bachelor's degree is aimed at researching and creating a secure information
system using cloud infrastructure.

The results of the work were proposed and put into use for the commercial
company for the provision of price optimization and sales management services
Zilliant Inc.

CLOUD COMPUTING, INFORMATION SECURITY, CI/CD PROCESSES,
AWS SERVICES.
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3AT'AJIBHI BUCHOBKHA

B pe3ynbTaTti BUKOHAHHS TATIIOMHOT poOOTH OYJI0 TPOBEACHO OIKC MPEAMETHOT
obJacti Oe3nepepBHOi 1HTErpallii 1 J0CTaBKU. 3pO0JICHO ACTANBHUN O 00’ €KTa.
Byno po3risiHyTo TEeXHOJOrli 3 MeTOH OOpaHHS HaWKpamoro KaHaujgaTa s
MOCTABJICHOI 3a/1aul.

BusnadeHo mociiioBHICTh A1i P po3pooOIll, a caMe:

- po3po0OKka iHPpacTpykTypu y xMapi AWS;

- ctBopenHs GitHub opranizariii;

- po3po0OKa mairuiaitHy 0e3nepepBHOI IHTETpallii.

Takox Oyno MPOBEAEHO MEPEBIPKY JOCTYNHUX pIIIEHb arnapaTHOTO
3a0e3Me4eHHs Ta 1IHPPaCTPYKTYpHUX KOMIOHEHTH. BU3HaueHO TUIl eK3eMIuisipa Ta
HaKONMMYyBayva, SKi € ONTUMAJLHUMHU 1 B MOAAIBIIOMY OYIyTh BUKOPHCTOBYBATHCH
pu Po3pooOli.

[Tix yac po3poOku cructemMu OyJI0 OMUCAHO OCHOBHI ii KOMIIOHEHTH Ta T€, 3a 1110
BOHU BianoBigaoTh. CTBOpeHa cTilika 1H(pacTpykTypa a0 300iB, BUKIMKAHUX
npobiieMamMu Ha poOOUOMY MiCIIi, Ay>KE MPOCTa 10 00’ €THATH JIFOACH SISl BUPIIICHHS
npobiemu 3a nonomororo GitHub Ta mpocra y posmupenHi, ne Oyab-sKuii
KOPHUCTYBad, Koro 3anpocsath Ha GitHub opranizariii, 3Moxe B35TH y4acTh y MPOEKTI
MicTs 10JJaBaHHS HaJlAITYBaHb CepBepa.

[Ipomec mepeHECeHHs TPOTPAMHOTO 3a0e3MeUeHHsS B POoOOYE CEepeIOBUIIC
TPpyAOMICTKMM 1 HeOe3neyHudd. MoxkHa 3poOUTH  PO3pOOKY MPOTPaMHOTO
3a0e3MeueHHs] OUTBII KOPUCHOIO Ta €(EKTUBHOIO, YNOPSIKYBABIIM IIed mporec. Y
3B’SI3KY 3 IIUM Oe3MepepBHa IHTETpallis Ta pO3rOpTaHHSA € IBoMa Hale(PEeKTUBHIIINMHU
CTpaTerisiMu JJIsl TPUCKOPEHHS pO3POOKH MPOrpaMHOTo 3a0€3MeUeHHS.

Po3pobnena cucrema 3a JOMOMOTOI0 MpoIecy Oe3mepepBHOi iHTerparii Ta
Oe3mepepBHOTO PO3rOPTaHHS JO3BOJISIE 3aCTOCOBYBATH OCTaHHI 3MIHM B KOJII
MPAKTUIHO MOMEHTAIBHO, 1 3 BpaXyBaHHIM MPUCYTHHOTO B MPOIECI TECTOBOTO €TaIty,
0€3 BCAKUX PU3HKIB IS 1HOPACTPYKTYPH MIANPUEMCTBA. TaKuM YMHOM BUPIIIYETHCS
TPOMICTKHI €Tar OHOBJICHHSI TPOTPAaMHOTO 3a0€3MEUCHHS Ta CUCTeM O€3MeKH, KUt
MPUCYTHIN y KOXKHIN 1H(POPMAIIIHIN cCHCTeMI, 1110 TOBOPUTH MPO 3HAYHE 3MEHIIICHHS

MO>KJIMBUX BPA3JIMBOCTEN B CUCTEMI.
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