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AHOTALIA
Banepiiit MenbiioB “Opranizaliisi 3aXucTy cailTy CTBOPEHOTO 3a TEXHOJIOT1SIMU
MongoDB, Angular 12, HTML5, CSS3, JavaScript, NestJS”. BakanaBpcbka
kBamidikaiiiina poborta 3a cnemianbHicTIO 125 “KiGepOe3nexa” cKiaga€eThecs 3

TEKCTOBOT YaCTUHU (IIOSCHIOBAJIBHOT 3aIMCKH ), 1110 MiCTUTH 4 po3aiiu, 62 c., 30 puc., 1

Tab1., 24 mxepena. A Takox — rpadiyHoi (Ipe3eHTallii), o MicTUTh 12 crnaiais.

OO0’ exT TOCHIKEHHS — MPOIIEC PO3POOJICHHS BEO-3aCTOCYHKY 32 TEXHOJIOT1SIMHU:
MongoDB, Angular 12, HTML5, CSS3, JavaScript, Express.

[Ipenmer nociiiKeHHs — 3aXUCT BeOCalTy Ha cTajii po3poOKH.

Mera pobGotu — 3abe3neyeHHs HAAIHHOTO 3aXUCTy BeOIIaThOpMH BIJ
HECaHKI[IOHOBAHOTO JIOCTYITY 70 OOJIIKOBUX 3aIKCIB KOPUCTYBAYiB Ta iX OCOOMUCTUX
JaHUX.

bakanaBpchka kBamiikamiiiHa poOoTa copsiMOBaHa Ha 3a0e3NedyeHHS
HAJIHHOTO 3aXUCTy BEOCAWTIB y TaKMX BPA3JIMBHX MICIIX SK BIIKPHUTICTH KOY,
30epeKeHHsI TapoJiiB, KOH(iAeHIIHHOCTI 1HpOpMaIli Ta JOCTynmy A0 OOJIIKOBHX
3alUCIB KOPHUCTYBaviB. ¥ poOOTi OYyJI0 JOCIIIKEHO Ta Po3poOJIeHO CydacHI METOIU
3aXUCTY 3 BUIIE HABEACHUX MPOOIIEM.

Po3pob6iroBana cuctema mpejcTaBieHa y BUTIISA BeOCalTy, a came BeOcaiTy 3
aanTUBHUM TpadigyauM iHTepdericom kopuctyBada. CepBic J03BOJISIE€ KOPUCTYBauaM
KEPTBYBATH KOIITH YEpPEe3 BaIIOTYy Ta KPUNTOBANIOTY. Takoxk BinOyBa€eThCs

MOHITOPHUHT BX€ MPUA0aHOT TOIOMOTH Ta SIKY 1€ TOTPIOHO KYIHUTH.

3AXHCT ITPOI'PAMHOI'O 3ABE3IIEYEHHS, BEBCANT, BA3U JAHUX,
BEBTEXHOJIOI'Il, BEECEPBEPU, MOBA ITPOTPAMYBAHHS JAVASCRIPT.



ABSTRACT

Valeriy Meltsov "Organization of website protection created on the basis of
technologies: MongoDB, Angular 12, HTML5, CSS3, JavaScript, NestJS. Graduation
work on the specialty 125 “Cybersecurity” consists of a text (explanatory note) part
containing 4 sections, 62 pages, 30 figures, 1 tables, and 24 sources. And also — a
graphic (presentation) containing 12 slides.

The object of study - aweb app developed for creating an opportunity to collect
and distribute funds for humanitarian aid for the Ukrainian people during the war that
has been created on technologies: MongoDB, Angular 12, HTMLS5, CSS3, JavaScript,
NestJS.

The purpose of the work is to provide reliable protection of the website against
unauthorized access to accounts of users and their personal data.

The graduation work has been directed toward providing dependable protection
for the websites with vulnerabilities like the security of the code, saving passwords,
private information, and access to accounts of users. New modern methods of
protecting the above problems have been explored and developed in the work.

The elaborated system is presented as a website with an adaptive graphic user
interface. The service allows users to donate funds through currency and crypto. It also
allows monitoring items of humanitarian aid in stock and goods which are needed to

buy.

SOFTWARE PROTECTION, WEBSITE, DATABASES, WEB
TECHNOLOGIES,  WEB SERVERS, JAVASCRIPT PROGRAMMING
LANGUAGE.
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3ATAJIbBHI BUCHOBKH

Mertoro auIUIOMHOI poOOTHM Oyna opraHizamiss Oe3NeKd IPOorpaMHOro
3a0e3nedeHHs BeOCcalTy CTBOPEHOIO JIJIsl TYMaHITapHOI JOMOMOT'H YKPAIHIISIM.

[Tin yac pobGoTu OyJIO MOCHIAKEHO OCHOBHI BPAa3IMBOCTI HAIIOrO BeOCaMTy,
cepel SKHUX: 30€peKEeHHA NapoJiiB Ta KOHPIACHIIWHUX JaHUX, ayTeHTHQIKaIlis
KOPHUCTYBauiB, JOCTYIHICTb KOJY.

Bbyno mpoBeneno BuOip Hallkpamux pilieHb s 3a0e3MeUYeHHs 3aXUCTy
BeOcaiiTy, a came:

® XelIyBaHHs MapoJiiB I HAAIMHOTO 30€peKeHHs 10 0a3u JaHuX;

o JWT crpareris qi1s 6e3nedHoi ayTeHTU(IKaLi KOPUCTYBAviB,;

e mudpyBaHHS JaHUX 3a A0MOMOro RSA;

® [PUXOBAHICTH KOAY 3a IOMOMOror o0dyckariii.

Takox 11 pimeHHss OynM BTUIGHHI Y MPOEKTI, SIK NPUKIAL HAAINHOTO
3a0€e3MeUeHHs 3aXUCTY IIUX BPa3IMBOCTEH.

Beb6caiiT 6yB ctBOopenmii 3a gomomororo creky MEAN (MongoDB, Express,
Angular, NodeJS). Bcei 111 TexHOIOT1i 1al0Th MOKJIMBICTh CTBOPUTH CyYaCHHM BeO-
3aCTOCYHOK Ta BUKOPHUCTATH JJIsl CTBOPEHHSI HATHOBIII METOAN O€3MEKH.

OTxe KOXXKHE MporpamMHe 3a0e3NeUeHHS Ha JaHWM Yac MmoTpedye HaIiiiHOTO
3aXUCTy. SIK TOKa3yrOTh TENEpilIHi MOJii y CBITI, HaBiTh BEJHMKI Ta MOMYJSpHI
KOMITaH1i 3a3HAIOTh PI3HOTO BHUIY aTak. 3ajjisi 3aroOiraHHs bOMY, HIOJHS THCSYI
PO3POOHUKIB MOKPAIIYIOTh CUCTEMHU 1 CTpaTerii 3aXHCTy pi3HUX chep MisITBHOCTI.
ToMmy moTpiOHO 3aBXIW 3aJUIIATHCS Yy TPEHAl HOBUX TEXHOJOTIM Ta cTparerii
3aXHCTY, 1 CBOEYACHO OHOBJIIOBATH CBO1 CHCTEMHU. AJIXKE BiJ] IBOT'O 3QJICKUTh HE TIILKU

¢dbiHaHCOBI BTpaTH, a i TOBIpa KOPUCTYBaYiB /10 IHPOPMAIIMHUX PECYpPCiB KOMMaHIi.
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