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AHOTALIA

Cennmr AHacracig «JlocimiKeHHsI TEXHOJIOT1 CTBOPEHHS MEPEKEBHUX IMAaCTOK
IUIS 3aXUCTY KOMIT FOTEPHOT MEPEXi».

JunmomHa poboTa 3a chnemianbHicTIO 125 «KibGepbesneka» CkIagaeTbecs 3
TEKCTOBOI YAaCTHHM, IO MICTUTh 3 po3auu, 60 c., 42 puc. Takoxk — rpadiyHoi
(mpe3eHTallii) YaCcTUHH, 1110 MICTUTh 12 claiiiB.

O06’€exT — mporpamu Ta METOu AJig cTBopeHHs: HoneyPot.

[Ipeamer nocnimkeHHS — OCOOJMBOCTI BHUKOPHUCTaHHS pPI3HUX METOMAIB Ta
Iporpam Ha pi3HUX CHCTEMax.

MeTta nocmipKeHHS - 03HAHOMHUTHUCH 3 ICTOPi€I0 CTBOPEHHS JAaHOI TEXHOJOTII,
fioro kiacuikairi€ro Ta BUIaMu, iepeBaraMu Ta HeJIOTIKaMH, CTBOPUTH HOBY MACTKY
HoneyPot 3 ycix MOXJIMBUX IHCTPYMEHTIB, IPABWJIBHO MPOBECTH HAJAIITYBAaHHS,
TaK0X BUKOPUCTATH MPOTpamMy Ta MEePEBIPUTH K OyJie MpalloBaTH 1 pearyBaTH IiJl 4ac
aTaky Ha HEICHYIOYY CUCTEMY.

VY naniii OGakanaBpChKiil KBamidikaiiiHiii poOOTI PO3TISHYTO TUTAHHS TIPO
HECaHKI[IOHOBAaHUM JIOCTYIl B MEPEkKi, BUOpAHO JEKLIbKa METOMIB 1 3aC001B 3aXUCTY
BiJl 3JIOBMHCHHUKIB, OIMCAaHO BHOpaHi mporpamMu JUisl TOMAJBINOI peari3ailii,
peanizoBana pobota HoneyPot Ha BipTyanbHiii mamuui/aa OC Windows/ua Android,

IIPOBEICHO aHAJII3 3MiH CTaHy CUCTEMH JIO/TIiJT 9ac/miciiss poOOTH MACTKH Ta ITiJIBEICHO

MiACYMKH.

KOMIT'IOTEPHA MEPEXA, MEPEXEBA ITACTKA, 3ACOBU 3AXUCTY,
METOIN 3AXUCTY, IHCTPYMEHTU, HAJIALIUTYBAHHA, BIPTYAJIBHA
MAIINHA, CUCTEMA, WINDOWS, ANDROID.



ABSTRACT

Senysh Anastasia «Technology research of network traps for protection of a
computer network».

Thesis on the specialty 125 "Cybersecurity” consists of a text part containing 3
sections, 60 pages, 42 figures. Also — a graphic (presentation) part containing 12 slides.

Object — programs and methods for creating a HoneyPot.

The subject for research — features of using different methods and programs on
different systems.

The purpose of the work is to get acquainted with history of creation this
technology, its classification and types, advantages and disadvantages, creating a new
trap HoneyPot from all possible tools, make the correct settings, also use the program

and test how it will work and its reaction during the attack on a non-existing system.

This thesis considers the unauthorized access to the network, chosen a few
methods and funds of protection, described chosen programs for future realization,
realized work of HoneyPot on virtual machine/ on OS Windows/ on Android-system,
analyzed changes of system condition before/during/after working traps and made a

conclusion.

COMPUTER NETWORK, NETWORK TRAP, FUNDS OF PROTECTION,
METHODS OF PROTECTION, TOOLS, SETTINGS, VIRTUAL MACHINE,
SYSTEM, OS WINDOWS, ANDROID-SYSTEM.
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3AT'AJIbHI BUCHOBKH

B paniit  OakamaBpcbkidt  kBamigikaliiHid poOoTi Oylio NpPOBEAEHO Taki
JTOCJTIJIPKCHHS .
® BHUBYEHO ICTOpIIO Moxo/xeHHs HoneyPot Ta ioro knacugikoBaHo Ha
JEK1IbKa BU/IIB,
® O3HAMOMJIEHO 3 IHCTPYMEHTIB pI3HUX THUIIIB Ta PIBHIB B3aEMO/III,
HaBE/ICHO TPUKJIIAJIH IIPOTPaM;
e BUOpaHO OCHOBHI, Ha TEMEPINIHIA Yac, IHCTPYMEHTH, SKI MOXYTb
JOTIOMOTTH Y peaizaiiii HoneyPot;
®  CTBOPEHO BJIACHY «I1ACTKY» JJI PO3CIIAyBaHHS 3TOBMUCHUX JIiiA;
e TpaBWILHO HajamToBaHo HoneyPot nis nmpaBmibHOT poOOTH;
e mepeBipka nmoBeAinku HoneyPot Ta ctany cucTeMU IICIIs aTaky;
® TIABENCHI IMIJICYMKH Ta BUOPAHO HaMKpamil METOAW JJjIsi CTBOPEHHS
MACTKH 1 IOIJIbIIOT POOOTH 3 HEIO.
3aBasIKM MMyHKTaM, SIKi HaBEJCHI BUIIE, OyJia OCATHYTa YCIIIIIHA peai3aiis y
CTBOpPEHHI Ta HaJalTyBaHHI BiacHoro HoneyPot ta mpoBenena poOoTa 3 mepeBipKOIO

Ha Ipane3aaTHICTh «IACTKH.
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