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AHOTALIA

[IlnOynpka Tapac. «AHami3 3arpo3 Ta po3poOka kouiemmii 3axucty Web-
J0JIaTKIiB BUBUYEHHS 1HO3eMHOI MOBU». bakanaBpcbka kBamiikauiiiHa poOoTa 31
cnemianbHocTi 125 «KibGepOesneka» CKIATA€ThCd 3 TEKCTOBOI (MOSICHIOBAJIBHOT)
YaCTUHHU, 10 MICTUTh 4 po31iin, 59 cTOpiHOK. A Takox — rpadika (rmpe3eHTaris), 1o
MicTuTh 11 cnaimis.

OO0’ ekt nocmimxenus —Web-101aTku 3 BABYCHHSIM 1HO3€MHOT MOBH.

[Mpeamer nmocmimkeHHs — MexaHi3M Oesrmeku Django Tta mepeBipsiin 3a
nonomoroto OWASP ZAP.

Merta — Ha NpuUKJIaai CTBOPESHHS BeO-10aTKy ISl BUBUCHHS aHTJIIHCHKOI MOBH
npeAcTaBUTH KoHmeniii 3axucty Web-monatkiB. BeO-momaTok peanizoBatu 3a
normomoroo Django. Po3pobutu mporpamy O€3MeKH, BHKOPHUCTOBYIOUH MOJICIIb
0e3neunoi po3pooku Whitelist ta mporectyBanu Bee 3a gonmomororo OWASP ZAP.

bakanaBpcbka kBamidikairiiiHa pobora crnpsiMOBaHa Ha PO3pOOKY Oe3MeUHUX
Web-no1aTkiB 3 BUBUCHHSIM 1HO3EMHOT MOBH.

3aranbHuii 06csar podotu: 59 cropinok. KirouoBsi ciioBa: Be6-1071aTOK, IHO3€MHA

MOBa, aHTJIIChbKa MOBA, iHpopMaIliiiHI TEXHOJIOT11, 0a3a JaHUX, TPOTPaMHUM TPOTYKT.



ABSTRACT

Shibunka Taras. "Threat analysis and development of the concept of protection
of Web-applications for learning a foreign language.” The final work on the specialty
125 "Cybersecurity" consists of a text (explanatory) part containing 4 sections, 59
pages. And also - graphics (presentation) containing 11 slides.

Object of research - Web-applications with learning a foreign language.

The subject of the study was the Django security mechanism and was tested
using OWASP ZAP.

Aim - The aim of this work is to create a web application for convenient and
productive learning of English in higher education. The web application is
implemented using Django. Developed a security program using the secure
development model whitelist and tested everything with OWASP ZAP.

Bachelor's qualification work is aimed at developing secure Web-applications
with foreign language learning.

Total volume of work: 59 pages. Keywords: web application, English language,

information technologies, database, software product.
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BUCHOBKH

Jlana po6oTa npucBsUeHa BUSBICHHIO BPa3JMBOCTEH B 10AaTKAX, III0 BUHUKIIN
yepe3 HeAodiku 3abe3nedeHHs Oe3neku. PimeHHs naHOT NpoOJeMH MOMXKIMBO 3
TECTyBaHHSIM Oe3nekun web-gonatka 3a momomororo metononorii OWASP testing
guide. YuM cknaaHime cait, TUM OuIbllle 4Yacy MOTPIOHO Ha HOro MEpeBIPKY 1
Hanaro/keHHs. Ha »xanp, icHye 03y MpUKIaiB, KOJU PO3POOHUKHU 1 3aMOBHHUKHU
BTpa4yaloTh €Tal TECTYBaHHS CAMTy, IO MPAKTUYHO 3aBXKIU MPU3BOAMTH J0 BEITUKUX
(GiHAHCOBHMX 1 TUMYACOBHUX BUTPAT B TOJANBIIOMY, HEBIOBOJCHHS KOPHCTYBadiB
pecypcy 1 B pe3ynibTaTi, HEOOXIIHICTh JoompaitoBaHHs (a00 HaBITh IMOBTOPHOT
pPO3pOOKH) pecypcy. Xou MPOBIBIIM MOBHUI ITUKI TECTYBaHHS OE3MEKH, HE MOXKHA
O0ytu Ha 100% BHeBHEHHUM, 1110 CUCTEMA MO-CIIPaBKHbOMY Oe3neyHa. Aje MokHa OyTH
BIEBHEHUM B TOMY, IO BiJICOTOK HECAHKI[IOHOBAaHWX IPOHUKHEHb, KPaJiKOK
iHbopmarlii 1 BTpar naHux Oyae B pa3ud MEHIIE, HDK y THUX, XTO HE IMPOBOJIUTH
TECTyBaHHS O€3IEKH.

B pesynbrari poGotu Hanm kBamidikamiiiHOO OaKaJIaBPCHKOK POOOTOIO
oJIep>KaHO HACTYIHI pe3yIbTaTH:

1. Ornrcana KOHIIEMIIIS METOJIUKH PO3pOOKH Oe3NedHuX BeO-3aCTOCYHKIB 3
BUKOPHUCTAHHSIM 3arajJibHOI MOJIeJi OLJIOTO CITUCKY.

2.  Po3pobneHo mpoTOTHIT BEO-3aCTOCYHOKY 3 BHUKOPHUCTAHHSIM METOJIHKH
PO3pOOKH Ta OMUCaHii B gaHii po6oTi, Takox momaaHo crocoOu, 3a JTOIMOMOTOK0 STKHX
peaTizoByBaHO BiIIIOBIIHICTh MTOBEIIHKH Be0-3aCTOCYHKY J0 MOJIEJI O1710T0 CIIUCKY.

3. VY xBamidikamiifHiii 0akamaBpCbKiii poOOTI OTPUMAHO B MUIOMY

3aJI0BUTbHUMN PE3yJIbTAT 3aCTOCYBAHHS PO3POOICHOI METOIHKH.
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