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AHOTALIA

Oner LikuieBny “Po3poOsieHHsT KOMILIEKCHOIO 3aXHMCTy aBTOMAaTHM30BaHOL
CUCTEMH Oprasizalli Ta NpOBEAEHHS TYPHIpPIB 3 poboToTexHiku”. bakamaBpchka
kBamidikaiiiina poborta 3a cnemianbHicTIO 125 “KiGepOe3nexa” cKiIagaeThecs 3
TEKCTOBOT YaCTHHU (MOSICHIOBAJIBHOT 3aIMCKH ), 1110 MICTUTH 3 po3aiiy, 60 c., 30 puc., 1
Tab1., 33 mKepen. A Takox — rpadiuHoi (mpe3eHTallii), mo MicTuTh 14 craiis.

OO0’ €eKT JOCHIIHKEHHS] — CKaHYBaHHS CalTy TYpHIPIB 3 pOOOTOTEXHIKM CKaHEPOM
Bpa3JIMBOCTEM.

[IpenmeT mocmimKeHHS — OCOOJIMBOCTI BpPa3lMBOCTEH Ta 3aXWCT Bil HUX 3a
JIOTIOMOT'O0 CKaHepa BPa3JIMBOCTEH .

MeTta poOOTH — PO3TISTHYTH BHIIM BPa3JIMBOCTEH Ta SIK BiJl HUX 3aXUCTHTHCH 32
JIOTIOMOT'OI0 CKaHEPiB BPa3IMBOCTEH.

VY OakanaBpchbKiid KBasliikaiiiHii poOOTI PO3TJISIHYTO MUTAHHA 3aXUCTY BiA
BPa3JIMBOCTEH CAMTIB IS MPOBEICHHS TYPHIPIB 3 POOOTOTEXHIKHA. Y poOOTI BAKOHAHO
aHaJll3 OCHOBHUX BpPAa3JIMBOCTEH CalTIB Ta OMUCAaHO iXxHIO pobory. Takox Oyio
PO3TIISTHYTO BHIU TYPHIPIB 3 poOOTOTEXHIKH Ta ckaHep BpaziuBocteil Nikto. Takox y
po60Ti OyJI0 BUKOHAHO CKaHYBaHHS CAUTy JJIs1 IPOBEJICHHS TYPHIPIB 3 pOOOTOTEXHIKH
3a gonomoror ckanepa BpasnuBocterd Nikto, posrisiHyTo Horo poboTy Ta crocoou

3aXUCTY BiJI BPa3JIUBOCTEH.

TYPHIPU, POBOTOTEXHIKA, POBOTHU, 3AXUCT, BE3IIEKA CAWUTY,
BPA3JIMBOCTI, METOU 3AXUCTY CAMTY, CKAHEP BPA3JIMBOCTEIA.



ABSTRACT

Oleg Tsvikilevych "Development of complex protection of the automated system
of organization and holding of robotics tournaments"”. The bachelor's qualification
work in the specialty 125 "Cybersecurity” consists of a text part (explanatory note),
which contains 3 sections, 60 pages, 30 figures, 1 table, and 33 sources. And also - a
graphic (presentation) containing 14 slides.

The object of research - scanning the site of robotics tournaments with a
vulnerability scanner.

The subject of research - features of vulnerabilities and protection against them
with a vulnerability scanner.

The aim of the work is to consider the types of vulnerabilities and how to protect
against them with the help of vulnerability scanners.

The bachelor's thesis deals with the issue of protection against vulnerabilities of
sites for robotics tournaments. The paper analyzes the main vulnerabilities of the sites
and describes their work. The types of robotics tournaments and the Nikto vulnerability
scanner were also discussed. Also, the site was scanned for robotics tournaments using
the Nikto vulnerability scanner, its work and ways to protect against vulnerabilities

were considered.

TOURNAMENTS, ROBOTICS, WORKS, PROTECTION, SITE SECURITY,
VULNERABILITIES, SITE PROTECTION METHODS, VULNERABILITY
SCANNER.
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BUCHOBOK

PobGoToTexHika — 1e CKIaJHA ramxy3b, fKa MOKJIATAEThCA Ha 0OaraTo pi3HUX
MOXKIIMBOCTEH. EKCriepuMeHTyr0Yr 3 POOOTOTEXHIKOI, CTYJICHTH MOXYTh BUSBUTH
CBOI CWJIbHI CTOPOHM, B IHXKEHEpii, mporpamMyBaHHI, MaTEeMaTHLl YU IHTEpecl 0
IHHOBAIIITHUX TEXHOJOT1H, TakuX sk 3D-1pyk abo apoHHU.

BripoBapkeHHS pOOOTOTEXHIKM B OCBITY MOYE JOIMOMOTTH yYYHSIM 3HAHTH CBOE
3aXOIUICHHS Ha pPaHHBOMY eTammi. XTO3HA, CKUIbKMA JITeH Morinu O 3aiMaTHCh
pPOOOTOTEXHIKOIO, ajile BOHU HIKOJIM HE MaJId MOYKJIMBOCTI TTPOSIBUTH CBIil TaJIaHT.

PoGoroTexHika poOUTh HaBYaHHS MPOrpaMyBaHHS BeceuM. [IporpamyBaHHS —
e pobora MaiOyTHbOTO. [IpOTE CTy/IEHTaM I1e MOKE 3/1aTHUCS HYJIHHM 1 HEIIKABHM,
SKIIO BUKIAJaTH 1€ TPAJAMUIIIHHUM METOJOM, SKHH CIHPAEThCA HA TEOPII0 Ta
a0CTpaKkTHI MOHATTA. []03BOJISAIOUH YUHSIM €KCTIEPUMEHTYBATHU 3 (DI3UYHUMH POOOTAMHU
Ta CIOCTEpIraTH 3a Pe3ysbTaTaMM iXHIX 3yCWJIb 13 MpOrpamMyBaHHS, MOXKHA 3MIHUTH
iXHE COPUUHATTS MPOTPaMyBaHHS, MAIIMHHOTO HABYaHHS Ta IITYYHOTO THTEIIEKTY.

Po6oroTexHika Mo)ke HaBYMTH TpaimtoBatTd B Komauil. [Ipu mnpaBuibHOMY
IIPOBEICHHI POOOTOTEXHIKA CIIPUSE PO3BUTKY KYJIbTypHU KOMaHHO1 poooTH. PoboTa B
rpymax HaJl BOPOBAHYKCHHSIM MPOSKTIB pOOOTIB JAaCTh YYHSM I[IHHI YPOKH KOMaHIHO1
poboTw.

[TonibHO M0 HaBYaHHA 3 pOOOTOTEXHIKH, 3MaraHHsi 3 POOOTOTEXHIKH
MTOKPANTyIOTh aHATITHYHI HABUYKH YYHIB 1 JAIOTh iM 3MOT'y IIIBUIKO OIIHATH Ta 3HAUTH
pilIeHHs Ipo0OJIeM, 3 IKUMU BOHU CTUKAIOThCS. CTyIeHTH, K1 O€pyTh Y4acTh y TaKHX
3MaraHHgaxX 3 pPOOOTOTEXHIKH, OKPIM PO3BUTKY HABHUYOK PO3B’S3yBaHHS TPOOIEM,
peani3yroTh aOCTPaKTHI MOHATTS HA MpakTuill. HaliBa>KIuBIilIOI0 METOIO BC1X 3MaraHb
3 pOOOTOTEXHIKH € BUKOHAHHS MTPOEKTIB 13 YUHIMHU, SIKI IIIKABISATHCS Ii€10 cheporo, Ta
PO3BUTOK ITPOBUX HABHYOK HA OCHOBI iXHIX IH)KEHEPHUX 3HAHb. 3MaraHHs 3
pPOOOTOTEXHIKM MAalOTh MOCTYIOBHI MpOlLIEC HABYaHHS, CTYJEHTHU IOBHHHI OYyTH
YBROXHUMHU Ta 30CEPEHKCHUMH, 00 OyTH yCIIMIHUMH Ta OTPUMATH MAKCHUMAJIbHY

Bi1avy BIJ IIUX 3MaraHb.



3MmaraHHs 3 poOOTOTEXHIKM JIONOMAralTh YUHSIM Pi3HOTO BIKY NOOAYUTH, YOTO
BOHHU JII3HAIOThCA Ha NMpakTulll. Haropoau, siki NpucyaKyroThCsl Ha OUTbIIOCT] 3Maralb
3 pOOOTOTEXHIKH, NOKJIMKAHI MIABUIIMTH LIKAaBICTh Ta €HTY31a3M YUYHIB JO TEXHOJIOT1H
Ta POOOTOTEXHIKHU.

3axuct BeO-caliTiB € OCHOBOIO JIJIsl BUDKMBAHHS Ta 3pOCTaHHA O13HECY, 5K 1€ YITKO
MIATBEPIXKYIOTH JaHi 3 ycboro cBity. Hanpukinan, 43% >xepTB 3710My AaHUX € MAJIUMU
OiANPUEMCTBAMHU, 3 SIKUX 69% 3MyIIEH1 3aKPUTHUCS MPOTIToM 6 MICSIIIB IMICIs aTaKu.
He3Bakatoun Ha Te, 110 Bce OUIbIIE BIACHUKIB OI3HECY BUSBISAIOTH CTYpOOBaHICTbH
3aXHCTOM BeO-CalTiB, BCE e OaraTto THUX, XTO BBaXKa€, IO IXHI BeO-CAlTH SKMMOCH
YUHOM 3aXMIIEH] BiJ] IUX 3JIICHUX aTak abo 10 MPOCTHH CKaHEp BPa3JIMBOCTEH €
JOCTaTHLOIO Oe3rnekoro. Takuii HeaneKkBaTHUM MiAXiJ 10 Oe3meku BeO-A0aTKIB Y
MO€THAHHI 31 3pOCTAI0YOI0 JIETATBHICTIO Ta CKJIAJIHICTIO aTaK CIPUYUHSAE 3POCTaHHS
KUTBKOCTI aTak.

306utku Bin KiOepaTak Belnue3Hi — B cepenHboMy 3,92 maH nponapis CIIIA.
ITpocTi, ane epekTUBHI KPOKHU JJIs 3aXUCTy BEO-CAWTIB MOXYTh 3HAYHO MIJBUIIUTH
0e3rneKy BeO-10/1aTKIB 1 M030aBUTH MiANMPUEMCTBA BiJl INX BEIMUE3HUX BUTpPAT.

Ha naniif 6akanaBpchKiit kBamidikamiiHiii podoTi OyJI0 pO3IIISIHYTO:

e [JoHATTS PO POOOTOTEXHIKY;

e Bunu TypHIpiB 3 pOOOTOTEXHIKH;

e Bunu yemmnioHatiB 3 pOOOTOTEXHIKH;

e Buu irop Ha TypHipax;

e OCHOBHI BUIM BPA3TUBOCTEH CAMTIB;

¢ SIKi € BUJIM CKaHYBaHHS;

e 1o moxxe pooutn ckanep BpaznmBocteit Nikto;

e Sk mparmroe ckanep BpazimBocteit Nikto;

e [I{o moTpiOHO poOHTH MO0 3aXUCTUTHUCH BiJ BPA3IUBOCTEH.
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