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AHOTANIA
[TaBno SukoBuit «Po3poOka Ta aHaI13 MOKIUBOCTEN MOKPAIICHHS MEPEKEBOTO
3aXUCTy KOpPIOpaTHUBHOI Mepexi». bakamaBpcbka KBamidikaiiiiHa poOoTta 3a
cremianbHicTiIo 125 “KibGepbesneka”  CKIaga€TbCs 3  TEKCTOBOI  YaCTUHHU

(HOSICHIOBAJIBHOT _3alUCKHU), IO MICTUTh 3 po3ainu, 8lc., 37 puc.,, 1 Tabm.,

41 mxepena. A Takox — rpadiuHoi (Ipe3eHTartii), mo MicTuTh 11 cnaiinais.

O6’exT nmochimkeHHs — iHQopmamiiiHa Oe3neka KOPIOpaTUBHOI Mepexi
KOMIIaHij.
[Ipenmer pocimiKeHHS — MeETOAM Ta 3aco0u 3a0e3MedeHHs] 3aXHCTy

KOPIOPaTUBHOT MEPEK1 B/l HECAHKI[IHOHOBAHOTO JIOCTYILY.

Mera po6otu — po3poOKa METOMIB TMOKpALICHHS MEPEKHOTO 3aXUCTy
KOPIOPaTUBHOI 1H(OPMAIIITHOT MEPEXKi.

bakanaBpcbka kBamidikariiiina podoTa cipsiMOBaHa Ha JOCTIIKEHHS METOJiB
3a0€e3IeUeHHs] MEPEKEBOT0 3aXUCTYy KOPIIOPATUBHOT iH(OPMAIIIIHHOT MEpExKi.

Hapeneno npaktudyHe KOH(MIrypyBaHHS MOJIENI MEpexXi Ta Mmiadip MepexeBOro
oOJ1aTHaHHS.

HaykoBa HOBH3Ha poOOTH TONIATae B JOCIIKEHHI IOKpAIIEHHS pPOOOTH
KOPIOPAaTHBHOI MeEpeXi, BUKOPHUCTOBYIOUM HOBE OOJIaJIHAHHSA Ta HOBI CHCTEMHU
MOJIETTIOBAHHSI.

HanpsiMku mogapux AOCHIKEHD MOJIATAI0Th Y ICTAIbHOMY aHai3l poOOTH
MOJIeJTi MEepeX1 Ha MiJIMPUEMCTBI Ta TECTYBaHHSI Ha O€3IeKyY 3 METOO JOCIITUTH CIa0Ki
MicIIs, 00 YCYHYTH iX.

KmouoBi cnmoBa: MOJIEJIb MEPEXI, OSI, CISCO, KIBEPBE3IIEKA,
KOPIIOPATMBHA MEPEXA.



ABSTRACT

Pavlo Yankovy "Development and analysis of opportunities to improve the
network protection of the corporate network." The bachelor's qualification work in the
specialty 125 "Cybersecurity" consists of a text part (explanatory note), which contains
3 sections, 81 pages, 37 figures, 1 table, 41 sources. And also - a graphic (presentation)
containing 11 slides.

The object of research is the information security of the company's corporate
network.

The subject of research - methods and means of protecting the corporate network
from unauthorized access.

The purpose of the work is to develop methods to improve the network
protection of the corporate information network.

Bachelor's thesis is aimed at studying methods of network protection of
corporate information network.

Practical configuration of the network model and selection of network
equipment are given.

The scientific novelty of the work is to study the improvement of the corporate
network, using new equipment and new modeling systems.

Areas of further research include a detailed analysis of the operation of the
enterprise network model and security testing to explore vulnerabilities to address
them.

Keywords: NETWORK MODEL, OSI, CISCO, CYBER SECURITY,
CORPORATE NETWORK.
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BUCHOBKH

['onoBHa MeTa OUIUIOMHOI poOOTH — MOOYA0BA 3aXUUIEHOT KOPIOPATUBHOL

Mepexi Ha 0a3i o0anHanus CiSCO

AKTYallbHICTb JIAaHOTO JOCIIKEHHS MOJisArajia B TOMY, IIBUJIKICTb rio0ai3aiii

IHTEPHETY 3pOCTa€ 3 KOXXHHM POKOM 1 TepeBullye Bci ouikyBaHHS. KibKiCTh

KOPIOPATUBHUX MEPEXK 3POCTAE 3 KOKHUM POKOM 1 KUIBKICTh aTak Ha JIaHl 00’ €KTH

TAKOXK 3pOCTac. TOMy MUTAHHA 3aXHUCTY MCPCIK BiI[ HecaHKHiOHOBaHOFO AOCTYIIY €

akTyasJlbHUM. VIMOBIpHICTh BUTOKY JAHUX B MEpEXl MIANPUEMCTBA MOXKE 3aBIATH

3HAYHUX E€KOHOMIYHUX Ta penyTaliiHuX 30UTKIB. BupimeHHs naHoi npobiemMu —

HaJNAIITYBaHHS KOMILIEKCY arapaTHO MPOrpaMHUX 3ac001B 3aXUCTY MEPEXi.

JIist JOCATHEHHS MOCTaBJIEHOT METU B JAUIUIOMHIA poOOTI OyJI0 BUKOHAHO

HACTYyIIHE:

[IpoananizoBaHO iICHYIOY1 MPOOIEH MEPEKEBOTO 3aXKUCTY 1 MOKIJIMBUX aTak Ha
MEpEeX)eBY IHPPACTPYKTYPY, IO MiATBEPIWIO BPa3IUBITH KOPHOPATHBHHUX
Mepexl.

[IpoananizoBaHO HAMOUIBII PO3MOBCIOKEHI 3aCO0U MepekeBoro 3axucry. Lle
7ano 3MOTy migiopaTd e(eKTHBHI 3aco0M sKi BUKOPHCTOBYBAJIUCS B JlaHIi
po0OoTI.

[IpoBeneno miabip eheKTUBHOrO MPOTrPpaMHO amapaTHOr0 KOMILIEKCY 3aXUCTY
Mepexi.

BrnpoBa/pkeHHST J1TaHOTO KOMIUIGKCY B MEpEXeBY 1HPPACTPYKTypy s
30UTBIICHHS PIBHS 3aXHUIIEHOCTI

HanamryBanus mapameTpiB 0€3MeKu Ha MEPEKEBUX MPUCTPOSIX.
HanamryBanHs ~ MepekeBOro  €kpaHy Uil MiHIMI3alii  pU3HKIB
HECaHKI[I0HOBAHOT'O JIOCTYyNy ab0 aTak Ha MepekKeBY iIHPPaCTPYKTypy.
HamamryBanus xmapuoro cepsicy Cisco Umbrella mist ¢irprpamii iHTepHET

Tpadiky

Pesynbratn paHoi mumiuomMHOI poOOTH MOXKYTh OyTH BUKOPHCTAHI s

moOyZ0BH KOPIIOPATHBHOT MEpEeXi MiANPUEMCTBA, SKa Oyle 3aJ0BOJBHITH BCI

moTpedu CTOCOBHO Oe3Mekn iHPOpMaIliifHIX PecypciB OpraHizaiii.
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