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AHOTALUS

Anaroniit  3r03iH  “JloCHiJPKEHHSI MOKJIMBOCTEM OpraHizaiii 3aXWIlEeHOTro
0e3MpoBITHOTO JOCTymy A0 iH@opmallii B ymMOBax BIUIMBY 3arpo3 1 PHU3UKIB Ta
BUPOOJIEHHSI PEKOMEHJalllid, MI0J0 OOpaHHs paliOHAJIbHUX MEXaHI3MIB 3aXHCTY
oe3npoBinHux Mepex Wi-Fi ta WiIMAX”. bakanaBpceka kBamiikaniiina podora 3a
crnemianpHicTIO 125 7KibepbOesneka”  CKIAZa€ThCs 3  TEKCTOBOI  YacCTUHU

(TIOSICHIOBAILHOT 3aIMUCKH ), IO MICTUTH 3 po3autu, /3 c., 48 puc., 2 Tabm., 36 mKeper.

A Takox — rpadiuHoi (ope3eHTallii), 1o MIiCTUTh 15 craiiB.

O0’ext mocmimkenns — 6e3nposiani mepexi Wi-Fi ta WIMAX.

[IpenmeT mochipkeHHST — TMPOILEC CTBOPEHHS Ta 3a0e3MeUYeHHs] 3aXHUCTy
oe3nposigaux mepex Wi-Fi ta WiIMAX.

Merta po6oTu — po3p0o0IeHHS Mepex Oe3IPOTOBOTO KOMYHIKAIITHOTO 3B'A3KY -
Wi-Fi ta WiIMAX, iXHbOTO 3aXHIIEHOr0 OE3MPOBIAHOIO JOCTYIy 10 iHpopMaIlii B
yMOBax BIUIMBY 3arpo3 1 PU3HKIB y OaraToriatopMHOMY 1HCTPYMEHTI Bi3yaJlbHOTO
MOJIETTIOBAHHSI.

bakanaBpcbka kBamidikariiiHa po0OoTa chpsMoBaHA Ha OOIPYHTYBaHHS Ta
PO3pOOJICHHST 3aXHUCTy MEpeX Oe3IPOTOBOTO KOMYHIKAIIMHOTO 3B'SI3KYy, B YMOBaX
BIJIMBY 3arpo3 1 PU3UKIB Ta 31MCHEHHS PEKOMEHIAIIIH, 040 0OpaHHs paIlioHATbHUX
MEXaHI13MIB 3aXHUCTy Oe3npoBigHuX Mepex Wi-Fi ta WiIMAX.

Po3pobiieno Momenp KOMyHIKaIliii Ha ocHOBI Oe3apoToBoi Mepexi Wi-Fi ta
MOJIeJIb IUPOKOCMYTOBOrO JocTymy Ha Beiwki Bigctani WIMAX, mporpamae
pillIeHHs, SKUX BUKOHYBAJIOCh Y MPOrpaMi CUMYJIAIi Mepexi Ta nepenadi qanux Cisco
Packet Tracer.

Hanano pexomenpariii, moao MexaHi3My 3aXHCTy JaHUX O€3APOTOBUX MEPEK:
pEeKOMEH Al JJIs 3aXUCTY 31 CTOPOHU MEPEXKi, IS 3aXUCTY 31 CTOPOHU KITIEHTA Ta

BHSIBJICHO PSIJT IIEpeBar Ta HeIOJIKIB.



ABSTRACT

Anatoliy Zyuzin "Research of possibilities of organization of protective wireless
access to information on conditions of threats and risks and creation of recommendations
on choice of rational mechanisms of protection of Wi-Fi and WIMAX wireless
networks"”. The bachelor's qualification work in the specialty 125 "Cybersecurity"
consists of a text part (explanatory note), which contains 3 sections, 73 pages, 48 figures,
2 tables, 36 sources. And also - a graphic (presentation) containing 15 slides.

The object of research is wireless Wi-Fi and WiMAX networks.

The subject of the research is the process of creating and ensuring protection of Wi-
Fi and WIMAX wireless networks.

Purpose - development of wireless communication networks -Wi-Fi and WiMAX,
their secure wireless access to information in the face of threats and risks in a multi-
platform visual modeling tool.

The master’s qualification work is aimed at substantiation and creation of
protection of wireless communication networks, in the conditions of influence of threats
and risks and implementation of recommendations on the choice of rational mechanisms
of protection of Wi-Fi and WiMAX wireless networks.

Wi-Fi wireless communications model and a WiMAX long-distance broadband
communications model were developed, a software solution implemented in the Cisco
Packet Tracer network simulation and data transmission program.

Recommendations on the mechanism of data protection of wireless networks are
given: recommendations for protection of the parties of a network, for protection of the

parties of the client and a number of advantages and lacks are revealed.
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BUCHOBOK

B naniii poboti, g omnucaB kiacugikaniio OE3MpOBIIHUX MeEpex nepenayl
iHdopmartii, cepen sikux: 0e3aporosi yokanbHi Mepexi (WLAN), siki BUKOPUCTOBYIOTh
craumapt |EEE 802.11 - Wi-Fi, Oe3mporoBi wmickki wMepexi (WMAN), ski
BukopuctoBytoTh cranaapt |IEEE 802.16 — WIMAX. BukoHaB MOpiBHHS IUX MEPEX B
TaOnuill, abu 3pPO3YMITH TEXHOJOTIYHI BIAMIHHOCTI MDK HHUMH, JO0 SIKMX BXOJUTh
(WBHMIKICTh MepeAadl JaHUX BIAHOCHO iX BiJICTaHI1 [ii, poOOYOi YacTOTH, MPOIYCKHOI
3IaTHOCTI KaHaJy Nepeaadl Ta airopuTMIB IHPpPyBaHH).

HagiB Tunogi Bpasznusocti aius Mepexxk Wi-Fi ta WIMAX, ockinbku, Kollu cripaBa
JOXOJIUTH J10 hakTopy Oe3meKu, 0e3IPOTOBI MEPEKI BBAXKAIOTHCS OUIBII HEOE3MEUHITUMU,
HDK MEpei SIKI BUKOPUCTOBYIOTh JPOTOBE 3’ €JHAHHS, Yepe3 CBI TWUN Mepeaayl JaHuX -
BUKOPHCTOBYIOUM pagioxBuii. Takok TpeacTaBWB MpsMi 3arpo3d Ta CIOCOOH 3JI0MY,
IpOTOKOJIM 3axucTy Oe3npoBigaux mepek (WEP, WPA, WPA2 ta WPAR3), anroputmu
mu@pyBaHHs WX MPOTOKOJIB, K1 MICTUTh HaOIp (PYHKINN I MiIBUIEHHS O€3MeKu
0€3IPOTOBOI JIOKAJIbHOT MEPEXi.

3MO/1eITI0BaB KOMYHIKAI[i}0 Mepeski Ha 0CHOBI 0e3poToBoi Mepesxi Wi-Fi ta Mogens
IIMPOKOCMYTOBOTO AocTyy Ha Benuki Bizcrani WIMAX B Cisco Packet Tracer. Hanas
peKoOMeHaaIli Il 3aXUCTy MeEpeX, 31 CTOPOHHM KJIiEHTa Ta Mepexki, SKi TOTpiOHI
JIOIATKOBOTO I TOKpAIllEeHHs KOMYHIKallli Ta 3a0e3reueHHs KOH(IACHIIIHOCTI,
IUTICHOCTI Ta JocTynmHOCTI. Ha 3aKiHYeHHS MOXKHA CKa3aTH, 110 TEXHOJIOTis 0€3ApOTOBOrO
3B’SI3Ky Ta 0€3pOTOBI MEpeKi MalOTh YHCIICHHI TIEpeBaru HaJl JPOTOBUM 3B’S3KOM, TaKi
SK. BapTICTh, MOOUIBHICTh, MPOCTOTA BCTAHOBJICHHS Ta HAAIMHICTG (BIICYTHICTDH
HMOBIpHOCTI 30010 3B'S3KY Yepe3 MONTKOKCHHS KaOeliB).

OxpiM mepeBar € 1 HEHOJNIKH, Cepell SKuX. Oe3leka Ta BTPYYaHHA y CHUCTEMHU
0e31poTOBOrO 3B'SI3KY, BUKOPHCTOBYIOUM BIAKPUTUN TMPOCTIp - SK CEpPEIOBHUILE IS
nepenayi curHamis. B pesynprati icHye Benmde3Ha WMOBIPHICTH TOTO, 10 PaIIOCUTHAIH 3
OJIHi€1 cucTeMu 0€3APOTOBOrO 3B’ SI3KY 200 Mepeki MOXKYTh 3aBaXaTH 1HIIUM CUTHAJIaM.
besnieka € ofHi€0 3 TONOBHUX NpoOieM Oe3IpOTOBOrO 3B'SI3KY, TOMY IO CHUTHAIU

MepeIaloThCA Y BIAKPUTOMY IPOCTOPI 1 MOKE ICHYBAaTH PHU3HK, IO 3JIOBMHUCHUK MOXKE
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MEPEXOIUTH CUTHAJIY Ta CKOMIIOBaTH KOH(D1IEeHIIIMHY 1H(hOpMaIlito, SIKIIO Mepexa He Oyie
MaTH JI0CTaTHHOTO 3aXUCTY, a KIIIEHT MEPexkKi Oy/ie HEXTYBAaTHU BJIACHOIO 1H(OpMaIIiHOIO

0€E3IEKOIO.
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