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INTELLIGENT PROJECT-ORIENTED RISK MANAGEMENT
AT CRITICAL INFRASTRUCTURE OBJECTS

O6’ekmu  Kpumuynoi  iHppacmpyKmypu € CKIAOHUMU  OpP2aHi3ayitHO-
MEXHIYHUMU CMPYKMYPAMU MA eeMeHmamuy Cy4acho2o cycnitbcmea. Ilpome ix
@DYHKYIOHYBAHHSA, 0COOAUBO Ni0 UYac BiliHU, 30IUCHIOEMbCA 8 YMOBAX AKMUBHO2O
BNIIUBY PIZHOMAHIMHUX PUBUKIE, A came OOCMPINi6 i YinieCcnpsamMo8aHo20 3HUWEHHS,
MexXHON02IYHOI 3001, NPUPOOHUX Kamacmpo@, Kibepamax ma iHWi He2amusHux nooii.
3 o0enady Ha cxazane HeoOXiOHe pO3POONeHHST MA BNPOBAONCEHHS eDeKMUBHUX
cmpameziti 3 YAPAGNIHHA NPOEKMHUMU  PUSUKAMU, 30KpeMa GUKOPUCTAHHA
IHCMPYMEHmapiro IHmeneKm)aibH020 NPOEKMHO-OPIEHMOBAHO20 YNPAGJIIHHAL.

Critical infrastructure objects, such as energy systems, transport networks,
telecommunication systems and others, are complex organizational and technical
structures and elements of modern society. However, their operation, especially
in times of war, is under the active influence of various risks, including shelling
and deliberate destruction, technological failures, natural disasters, cyber attacks
and other negative events. Therefore, such a state of affairs requires the development
and implementation of effective project risk management strategies that will
ensure the smooth functioning of critical infrastructure objects and minimize
the potential consequences of negative events.

Intelligent project-oriented management is among the approaches that can be
applied to risk management at critical infrastructure objects. This approach combines
the concepts of intelligent systems and project management to effectively
identify, assess and manage risks. It is based on the application of a toolkit
of intelligent algorithms and technologies, including software and environment,
application of artificial intelligence systems, data analysis, machine learning,
for automating decision-making processes and risk forecasting.

Ensuring the optimal level of security and stability of critical infrastructure
objects in the context of constantly changing conditions and potential threats
is the main goal of using intelligent project-oriented risk management. This type
of management tools has several advantages.

First, it allows project managers to perform quick and accurate analysis
of large amounts of data, which contributes to more effective decision-making.
The use of intelligent algorithms makes it possible to detect complex dependencies
and tendencies that cannot always be detected by human experts.

Secondly, intelligent project-oriented risk management allows for risk
forecasting and identification of potential threats. This allows you to quickly take
preventive measures and develop action plans to minimize the possible consequences.
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Thirdly, intelligent systems can be used to automate monitoring and risk
management processes at critical infrastructure objects. In particular, by obtaining
data from various sources, conducting their comparative analysis and taking response
measures at the automatic level to ensure the state of safety and stability of objects.

However, in addition to the advantages, the use by project teams of the tools of
intelligent project-oriented risk management at critical infrastructure objects requires
systematization and the solution of a number of problems. Among them are
organizational, legal and, most importantly, technical. In particular, there is a need
to develop standards and regulations that will identify requirements for risk
management systems and their interaction with existing systems. An important
structural element is solving the issue of forming a security cluster, ensuring
the confidentiality and privacy of processing a significant amount of data used
in the risk management process, in particular in the conditions of martial law.

Therefore, intelligent project-oriented risk management at critical infrastructure
objects today is an important tool that will ensure the state of security during
the planning, implementation, operation of security-oriented projects, programs
and portfolios of projects, their reliability and sustainability, which in turn will
improve the process of responding to potential negative events, reduce the risk
of emergency emergency situations, destruction due to military actions, and
minimize the potentially negative impact on society.

References

1. Bushuyeva N., Bushuiev D., Bushuieva V., Achkasov I. IT Projects
Management Driving by Competence. 2018 [EEE [3th International Scientific
and Technical Conference on Computer Sciences and Information Technologies,
CSIT 2018. P. 226-229. DOI: 10.1109/STC-CSIT.2018.8526680

2. 3auko O. b., Pak IO. I1. Ominka crany 0e3MeKu KUTTEISTBHOCTI PEeTioHIB
VYkpainu: iHTerpoBanuil niaxin. Iloowcexcna d6esnexa. 2008. Ne 13. C. 86-90.

3. IHasyk I. B., Kobunkin JI. C. OcoOauBocTi (QopMyBaHHS KOHLEMIIT
YIOPaBIIiHHS MPOEKTHUMHU PU3UKAMH Ha 00’€KTaxX KPUTUYHOI 1HOPACTPYKTYpH. [HHOGIHE
CYUACHUX MPEHOI8 8 MeHeOHCMeHMI be3nexu. 30IpHUK HayKosux npayb Bceykpaincvkoi
HayKko8o-npaxmuunoi kongepenyii. Jlvsie: JIIYV B)K]/]. 26 tpaBus 2023. C. 59-60.

4. 3auxo O. b., Pax 1O. II., Pak T. €. [linxonu a0 dbopmyBaHHs MOPTQeEs
NPOEKTIB  YJIOCKOHAJIEHHS CHCTEMHM O€3MEeKH O KUTTEIISIBHOCTI.  Ynpaeninusa
npoeKkmamu ma po36UmoK eupooruymea: 30. Hayk. np. Jlyeaucek: euo-eo CHY
im. B. [lana. 2008. Ne 3 (27). C. 54-61.

5. Kobylkin D.S., Pavuk 1.V. Analysis of risks when planning projects to
create critical infrastructure objects. XX Mioxcuapoona xoughepenyia «Ynpaeninus

npoexmamu 'y  po3suUmKy  cycnitbcmeay. Tema: «VYnpaeninna npoexmamu
nicangoenHoi po3oyoosu Ykpainuy. Kuis: KHYBA. 2023. C. 37-41.

37


https://www.scopus.com/authid/detail.uri?authorId=57201367823
https://www.scopus.com/authid/detail.uri?authorId=57204956894
https://www.scopus.com/authid/detail.uri?authorId=57204948518
https://www.scopus.com/authid/detail.uri?authorId=57200314277
https://www.researchgate.net/deref/http%3A%2F%2Fdx.doi.org%2F10.1109%2FSTC-CSIT.2018.8526680?_sg%5B0%5D=0cv3U8kCdg6h3Sv2p73o1rcAng-GqFGfjY30XyVcEQGXpU2qAS9Ryo_uS-mVzlk-og4AZJvTwHnLIhewGbRHZEC20A.RWzbvRy_PfpIi6PF981qkpHZ4trdZgHWjkE_v2SbRSjfYcHRlw6dupTQIk7nxV3IC-LQLDWJDogGfWUEoXOwwg

