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MOHITOPHUHI' TA AHAJII3 BEJIMKUX OBCAI'IB JAHUX
3ACOBAMMH IIVIAT®OPMMU ELASTIC STACK

KynpikoB Mukura, Cmotp Oabra
JIveiecokuii Oeprcasnuii ynieepcumem deznexu yxeummeoianvrnocmi, m. JIveie

PoGoTa mpucBsideHa AOCTIIKEHHIO e(eKTHBHOCTI BHKOPHCTAHHS 3aco0iB
wrargopmu Elastic Stack B po3pizi MOHITOPHHTY Ta aHaTi3y BEIHKHX 0OCATIB 1a-
HUX, 3 METOI0 aJIMiHICTpYBaHHS CHUCTEM, aHaJi3y iX Oe3NeKH, MBUAKOAII, BIIMOB
tomo. Ha mizcraBi mpoBeieHOTro AOCIiIKEHHS 3p00JIeHI peKOMEeHIamii moa0 10-
iTbHOCTI BUKOpHcTaHHA 1iat¢opmu Elastic Stack, mis BupimeHHS 3aBHaHb
aHaJi3y BEIHMKHX OOCATIB JaHUX, MOHITOPHHTY CHCTEM, JIOT'YBaHHS, HOIIYKY i
QHANITHKU BEIUKUX JTAHUX

Kniouosi cnosa: mnatpopMu MOHITOPHHTY Ta aHali3y BEIMKUX MAaHHX,
Elastic Stack, Big Data, .

The paper is devoted to the study of the effectiveness of using the Elastic
Stack platform tools in the context of monitoring and analysing large amounts of
data, with the aim of administering systems, analysing their security, performance,
failures, etc. Based on the study, recommendations are made on the feasibility of
using the Elastic Stack platform to solve the problems of analysing large amounts
of data, monitoring systems, logging, searching and analysing big data

Keywords: Big data monitoring and analysis platforms, Elastic Stack, Big
Data.

BaxnuBicTs podoTu: B cygacHOMY CBIiTi BeNWKi 00CSATH NaHHUX € HE0O-
XITHICTIO U1 0araThOX OpraHi3aliif Ta MIANPUEMCTB Yy pi3HUX chepax. AHa3
VX IaHUX € BXJIMBUM €TalloM Yy BU3HA4YEHHI cTpaTerii pO3BUTKY Ta MPUHAHSTTI
e(eKTHBHHX YTIPABIIHCHKUX pilleHb. OCOOINBO aKTyalbHUM Ha CHOTOJIHI € TH-
TaHHS MOHITOPWHTY Ta aHaJi3y MaHHX B cdepi po3poOKH Ta agMiHICTpyBaHHS
cucTeM Oe3rneKkH AaHuX. Y 3B'I3Ky 3 UM, BOKJIMBUM 3aBJIaHHSAM € BHOIp maT-
dbopMu, 110 3HAYHO CHOPOCTHTH Ta 3a0e3meuuTh ¢(PEKTUBHUN MOHITOPUHI Ta
aHaJIi3 BEJIMKUX 00CATIB JaHuX Jor-daitis.

Ocp mesKi 3 HaOLTBII NOMYIAPHUX MIAT(HOPM I MOHITOPHHTY Ta aHa-
i3y BEIHMKHX JaHUX Ha CHOTOJHI:

1. Elastic Stack: — panimie Bimommuii sk ELK Stack, - 1ie Habip Bimkpu-
TUX JOAATKIB JUIs 300py, 00poOKH, 30epiraHHs Ta Bi3yai3alii JIor-TaHuX.

2. Grafana: — mnardopma Bizyaiialii Ta MOHITOPHHTY, SIKa JO3BOJISIE
CTBOpIOBAaTH rpadiky, AiarpamMu Ta maHewdl JUIs PI3HOMAHITHUX JPKepel TaHUX,
Bkimtouatoun Elasticsearch, Prometheus Ta iHmi.

3. InfluxDB: — 6a3a nanux 1us 30epiraHHs Ta Bidyaunisauii YaCOBHX psi-
JiB JaHUX, 10 BUKOPUCTOBYETHCS JJIsl MOHITOPUHTY Ta aHaJi3Yy.
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4. Graylog: — cucrema yrpaBIiHHS XypHaJIaMH Ta aHAJi3y, sKa J03BO-
JIsi€ 30UpaTH, IHAEKCYBAaTH Ta aHAI3yBaTH KYPHAIH 3 PI3HUX JIKEpeJL.

5. Datadog: — xmapHa miaTdopma 1Jisl MOHITOPHUHTY Ta aHalli3y JaHuX,
sKa Ha/la€ PI3HOMAHITHI IHCTPYMEHTH JUIsl Bizyasi3auii Ta aHaJi3y METPHK, JIOT-
¢aiinis Toro.

6. Nagios: — cucteMa MOHITOPHHTY, SIKa BUKOPHCTOBYETBCS IS BimcTe-
JKCHHSI CTaHy pi3HUX KOMIIOHEHTIB CHCTEMH Ta BIANIPaBKU CIIOBILIEHb B pasi
npobeM.

KosxHa 3 HEX Mae cBOi mepeBaru Ta oOMesxkeHHs. Bubip Mixk My miat-
(hopMamu 3aJIeKUTH Bil 0COOIMBOCTEH Ta OTped BaIIoi OpraHizallii Ta Bix KOH-
KPETHHUX BUMOT BaIlIoro MpoekTy, OHAK, B KOHTEKCTI MOHITOPHHTY Ta aHANI3y
BEJIMKHUX OOCATIB HaHWX, 3 METOIO aJMIHICTPYBaHHS CHCTEM Ta aHAI3y iX 0e3-
neku riatdgopma Elastic Stack rpae kiaro4oBy posb, 3a0e3nedyroud HOTYXKHI
IHCTpYMEHTH /11 300Dy, 30epiranHs, 00poOKH Ta aHasi3y AaHUX Jor-(aiiis.

IpencraBiaennst nmpoaykry: Elastic Stack € oxmiero 3 HalmomyIspHIIINX
BimkpuTHx mwatopM Ui oOpoOKM Ta aHamily BeNMKUX oOcsriB JaHuX. BoHa
BKJIIOYAE B ceOC JCKUIbKA KIFOUOBHX KOMITOHCHTIB, SIKi CIIIJIBHO MPAIFOOTh JUIS
3a0e3MeYCHHs MIOBHOT'O KTy 00pOOKH TaHUX, BiJI IXHROTO 300pYy JI0 aHAIi3y.

1. Elasticsearch: Ile motyxHuii Ta MacuTabOBaHU# MOIIYKOBUI JBH-
I'YH, SKUil 103BOJIsiE €DEeKTUBHO 30epiraTH, MIBUAKO 3HAXOAUTH Ta aHATI3yBaTH
Benuki oOcsru gaHux. Elasticsearch Bomosie po3monieHO0 apXiTEeKTYpOIO, M0
JIO3BOJISIE JIETKO MacIITa0yBaTH CUCTEMY 3aJIS)KHO Bill 00CATY NaHHX.

2. Logstash: Ie#i komnoHeHT BiamoBigae 3a 360ip, 0OpoOKy Ta mepeaady
pizHOMaHiITHHX TumiB maHux 1o Elasticsearch. Bin 3a0e3meuye MOXIHBICTE i-
JbTpalil Ta MEPETBOPEHHS JAHMUX Iepel IXHIM 30epiraHHsIM, 10 POOUTH HOTO
HEe3aMiHHUM IHCTPYMEHTOM Jisi 0OpOOKHM JKypHAJIB, MOAINM Ta IHIIUX CTPYKTY-
POBaHMX JaHUX.

3. Kibana: Ile noTyxHuit iHCTpyMeHT AJIs Bi3yamizaiii Ta aHami3y naa-
HUX, SIKMH JJO3BOJISIE KOPHUCTyBayaM CTBOPIOBATH JWHAMIYHI Ta IHTEPaKTHBHI
rpadiku, 1ambopau Ta 3BiTH Ha OCHOBI AaHuX, 30epekenux y Elasticsearch. Bin
JTO3BOJISIE IIBHUIKO 3IIHCHIOBATH TIOMIYK, (DiIbTpaIlifo Ta Bi3yaii3alliio JaHHUX 3a
JIOTTOMOTOIO0 TIPOCTOTO Ta iHTYITHBHO 3pO3yMLJIOTO iHTEp(EHiCy.

4. Beats: Ile Halip Jerkux areHTIB, SKi BHKOPHCTOBYIOTHCS IS 300py pi3-
HOMAHITHHX THIIIB JAHHUX 3 PI3HUX Jpkepent. Beats 103Bosisie 3py4HO 30MpaTH AaHi 3
JIOTIB, METPHK CHCTEMH, MEPEXI Ta ayJuTy, IO POOUTH HOTO YHIBEpPCAIHHUM iH-
CTPYMEHTOM JIJIs1 3a0€31eUeHHST IIOBHOTO 300py JaHUX IS TIOAABIIIOTO aHai3Yy.

Ocp neski nmepeBaru Ta Henoiiku Elastic Stack y mopiBHsAHHI 3 iHIIUMEI
aThopMaMu:

Ilepesacu Elastic Stack:

o TI'nyuxicmo i pozwmuprosanicms: Elastic Stack myxe rHydkwii i m0-
3BOJISIE aJIaNITYBAaTHCS 10 Pi3HUX ClieHapiiB Benukux naHux. Elasticsearch serko
MacTabyeThcs TOPU30HTAIBHO, I03BOJISIIOYH 00pOOIISITH BEIHUKI 00CSTH JaHUX.
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o Jlezkicmb euxopucmanusa i cnpougenuii ceman: Elastic Stack Bimo-
MHH CBOEIO MPOCTOTOI0 y BCTAHOBJICHHI Ta HAJAINTYBaHHI. Y MOPIBHSHHI 3 1H-
MMM PIlIEHHSAMH, BiH MOKe OYTH IBUIKO PO3TOPHYTHH Ta BUKOPUCTAHHH.

o lupoxuii ¢pynkuionan Kibana: Kibana Hanae posmmupeHi iHCTpY-
MEHTH Bi3yaizallil Ta aHalizy AaHuX. BiH IpocThii y BUKOPUCTaHHI 1 103BOJISIE
JIETKO CTBOPIOBATH Pi3HOMaHITHI rpadiku Ta giarpamu.

o Axmuena cninenoma i niompuma: Elastic Stack kopucryerscst Be-
JMKOI0 Ta aKTHBHOKO CIUIBHOTOK, IO BaXJIMBO IJIS PO3BUTKY Ta BHPIIICHHS
npobieM.

o Iupokuit nadip inmezpayiii: Elastic Stack mae 6arato ToTOBHX areH-
TiB (Beats) 1y pi3HUX THIIIB JaHUX, 8 TAKOK IHTETPAILIO 3 iHITUMHA CHCTEMaMH.
Heoounixu Elastic Stack:

e  Bumpamu pecypcie npu eeauxux oocsacax oanux: Ilpu odpoOui ny-
JKe BeMHKHUX 00csriB nanux Elastic search Moxe BUMaraTi 3HaYHUX PECYPCIB.

o Cknaduicmsy niompumku: 31 3011bIIEHHSIM MacIiTabiB BUPOOHUITBA,
KOH(]Iryparrisi Ta miaTpUMKa MOKE CTaTH CKJIaHIIIO, OCOOIMBO AJIs HE JTOCBI-
JUEHHX KOPUCTYBayiB.

Po3poOka Ta JOCHIIKEHHS CUCTEMH MOHITOPUHTY Ta aHali3y BEJIHKHX
o0csTiB manmx 3a momomororo rratdpopmu Elastic Stack BimkpuBae mmmsax mo
e(EeKTHBHOTO YIPaBIiHHA JaHUMH Ta 3a0€3MeUCeHHS [IBUIKOTO Ta TOYHOTO aHa-
i3y 171 IPMAHATTS BaKIMBUX pillleHb. 1i €()EeKTHBHICTH Ta THYUYKICTh Haaae
3MOTy OpraHi3amisM 3 JITKICTIO BIIPOBAPKyBATH CKIIAJHI PIMICHHS aHANITHKU
JAHWX JUTA BUPIMICHHS Pi3HOMaHITHUX 3aBJaHb y cdepi Oi3HeCy Ta TEXHOJIOTIH.
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