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Hanpsim 1

YIPABJIIHHSA IHOOPMALINHOIO BE3IEKOIO
B YMOBAX BIMHUA

VIIK 004.056
BUKOPUCTAHHS TEXHOJIOTTH BJIOKYEIH TA NFT
JUISL PO3MEJKYBAHHSI TOCTYITY 10 JEPKABHUX PEECTPIB

Banepia BATAIIbKAY,
Bacuns IOBEPEXKHUK®?
Kagpeopa ynpaeninua ingopmauiiinoro 6esnexoro Jlvgiecokuii depcaes-
Huil ynisepcumem de3nexu rcummeoiansvnocmi, m. Jlveis, Ykpaina.
2Kagpedpa 3axucmy ingpopmayii Hauionanvnuit Yuieepcumem «/Ivsiscoxa
Ilonimexnixkay, m. JIveie, Ykpaina.

Abstract. The explores the potential of blockchain and NFT technologies to manage
access control to public registries in Ukraine. It reviews the principles of blockchain as a
decentralized database and NFTs as unique digital identifiers that enable precise access
control, enhancing data security and transparency in public registry management.

Keywords: blockchain, NFT, data access, public registries, confidentiality,
identification.

Anomauia. [ocriodxceno moocaugocmi 3acmocysanis mexnono2iu onroxueiin ma NFT
071 3a06e3nedeHHs PO3MENHCY8AHHA OOCMYNY 00 Oepicagrux peecmpie Yxpainu. Posenany-
Mo npunyunu pobomu O10KYelH AK deyenmpanizoearnoi 6asu oanux ma NFT ax yuikano-
HUX Yughposux ioeHmughikamopis, wo 003601A10Mb KOHMPOTIO8Amu 0OCMyn 0o iHghopma-
yii, nidsuwyrouu 6e3nexy ma npo3opicno YpagiiHHsI OAHUMU.

Knrwwuosi crosa: onokueiin, NFT, docmyn 0o danux, depoicasHi peecmpu, KOHQpIOeH-
yiunicmo, i0enmugixayis.

Buxopucranas 1udpoBHX TEXHOJOTIH CTal0 HEBiA'€MHOI0 YaCTHHOIO Cy-
YacCHOT'O YIIPaBJIiHHS JaHWMH, 0COONMBO y cdepi JAepxaBHUX peecTpiB. I3 3poc-
TaHHSM BUKJIMKiB, MOB'I3aHUX 13 KOH(]IACHIIHHICTIO, 3aXUCTOM Ta JIOCTYITHICTIO
iHpopMarii, BIPOBaHKEHHS 1HHOBALIHHUX PIMIEHb € )KUTTEBO HEOOXimHUM. 3a-
crocyBaHHs O1ok4eiiH Ta NFT € nmepcrnekTHBHUM MiIX0MOM Ul pO3MEXYBaHHS
JOCTYIly JI0 AEp’KaBHUX PEECTPIB, IO BXKE JIEMOHCTPYE CBOIO €(EKTHBHICTH Y
pi3HuX cdepax, Bij (iHAHCOBHX OINEpaliil 10 yNpaBIiHHS IPaBaMH BIACHOCTI.

Brnokuelin — ne genenTpanizoBana 6a3a JaHUX, IO 3a0e3reuye 30epexeHHs
3aIKciB TpaH3aKIid y He3MiHHOMY BHUIIIsiAl. KoskeH GJIok 3B’sI3y€ThCs 3 monepe-
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HIM 9epe3 Xelll, yTBOPIOIOYH JIAHITIOT, M0 3a0e3Meduye MiIICHICTh i HEMOKITUBICTD
3MiH 0e3 y3romkeHHs Bciei mepexi [1]. Taka cTpykrypa poOUTh OIOKUYEHH inea-
JBHUM JUISL 3aCTOCYBaHHS B CHCTEMax, J1e HeOOXiqHI HalliiHI 3aIiCH, SIKi HEMOX-
muBo miapobutu. NFT (Non-Fungible Tokens), y cBoio depry, € yHIKaJIbHUMH
(pOBUMH aKTUBAMH, IO JO3BOJIAIOTH TOYHO BU3HAYATH MPaBa JOCTYITy 0 pe-
CypCiB 1 CTBOPIOBATH MEXaHi3MH YIIPaBIiHHS BIACHICTIO [2].

OnHaK [EeHTpaNi30BaHi CUCTEMH YIPABIIiHHS ACpPKaBHUMH PEECTPaMH 3alld-
LIAIOThCS BPA3IMBUMHU JI0 KOPYMIi, MiIpoOOK Ta KiOEpP3IOYMHHOCTI, IO MOXE
MIOCTAaBUTH MiJ 3arpo3y KOH(IAEHIIHHICTS 1 HiicHICTh iHpopmanii [3]. Bukopuc-
TaHHs O0yokuciiH Ta NFT momomarae MiHIMI3yBaTH IIi pPU3UKH 3aBJSKH JICIICHTPA-
J30BaHii mpupoIi 30epiraHHs TaHUX 1 MexaHi3MaM U poBoi imeHTudikarii [4].
Hanpukian, yci TpaH3akiii B O10K9eiH (HiKCYIOThCS Y XPOHOIOTITYHOMY MOPSAKY
i TOCTYTIHI AJIS TIePEBipKH, IO TiABHUIIYE ITOBIPY IO CUCTEMH.

3 ormsaAy Ha Ii XapaKTePHUCTHKH, OJOKYECHH 3a0e3euye BUCOKY CTIHKICTh 10
HECaHKIIOHOBAaHUX 3MiH, IMPO30PIiCTh i MOXKIHBICTh ayauty. Lle mo3Boise edek-
THUBHO BiJICTEXKYBaTH omeparii Ta 3amobdiratu ¢amscudikarmism [5]. Bukopucran-
HS CMapT-KOHTPAKTIB 3a0e3ledye aBTOMATH3AIi0 MPOIECiB yIPaBIiHHSI TOCTY-
TIOM, JI03BOJISIIOYY HaJaBaTH HOTo 33 MEBHUX YMOB, TaKHX SIK BepHikallis Kopuc-
TyBa4ya Y¥ BUKOHAHHS IHIINX KpUTepiiB Oe3neku [6]. CMapT-KOHTPAKTH € BaXKJIH-
BUM IHCTPYMEHTOM, L0 J0/A€ THYYKOCTI i aBTOMATH3alii B CHCTEMH YIpaBIiHHS
JOCTYTIOM.

3actocyBannsi NFT mist ineHTHdikamii Ta KOHTPOJIIO AOCTYMy € OCOOJIUBO
eexTuBHUM. KOo)keH TOKEH MICTUTD yHIKalbHUI HU(POBHUIi MiANKUC, 110 MiATBEP-
JDKy€ MOTO aBTEHTHYHICTh 1 YHEMOXIHUBIIOE MiApoOKy [7]. Buxopucranus NFT
JUTSL PO3MEXXYBAHHSI JIOCTYITy 1O IaHHUX JIO3BOJISIE YITKO BU3HAYaTH, XTO M€ MIPaBO
Ha JIOCTYII 0 KOHKPETHHUX JaHHX, 1 CIIPHSE IiABUIIEHHIO TPO30POCTi Ta Oe3nexn
YOpaBITiHHS 1HPOPMALIIETO.

Ile ocobmBO BaXIJIMBO IS JEPKAaBHUX PEECTPIB, JI€ JOCTYI 0 MEBHOI iH-
¢dopmarii mae Oyt 0OMEXEHHM Ha DPiBHI KOPHCTYBadiB. 3aBASKH YHIKaIbHUM
ur(poBUM TOKEHaM MOXKHA PO3MEXYBaTH IIpaBa JAOCTYIy A0 JIaHUX, 3a0e3neuy-
I0YM KOHTPOJIb HaJ TUM, XTO MOXE MeperjsgaTh 4u 3MIHIOBaTH iH(pOpMaLio.
Takuil miaxing T03BOJSIE MIABHIIUTA SPEKTHUBHICTH CHCTEMH, POOJSYM 1 OiIbIn
HaJIHHOIO Ta 3aXMILEHOIO.

TexHOMOT14HI KOMITOHEHTH CUCTEMH BKIIIOUYAIOTh OJOKYeHH-TIIaTGopmy Ass
36epeskenHst ganux ta NFT juis ynpaBniHHS nmpaBamu JocTyly. Bukopucranus
KpunTorpadiyHux KimodiB 3abe3nedye aBTeHTHU(IKaNilo: PUBATHUN KITFOY BHKO-
PHUCTOBY€EThCS /IS MIANUCY TpaH3aKWid, a MyOmiuyHUN — JJIs TIepeBipKU iIHCY.
Lle cTBOpIOE HailiHe cepenoBHUILe AJIsi OE3NEYHOro YIPaBIiHHS JaHUMH, /1€ KOX-
Ha OTIepallisl € 3aXHIIEHOI0 Ta IPO30POIO.

BrpoBayxenns 61okueiin Ta NFT y neprkaBHI peecTpy CyHnpOBOKY€EThCS Tie-
BHUMHM BHUKIHKaMu. Cepesr HUX BHCOKA BapTICTh peasti3amii, HeoOXiHICT iHTerpa-
1ii 3 HAsIBHUMM CUCTEMaMH Ta PEryJSITOPHI MUuTaHHs. Hanpukiaj, muTaHHs 3aXUCTy



NPUBaTHHX KIFOYiB KOPHCTYBAUiB € KPUTHYHUM, aJDKe IX BTpaTa MOXE MPU3BECTH
JI0 HEIOCTYITHOCTI MaHuX. [y mogonaHHs UX IpoOiieM MOTpiOHI HOBI CTaHAApTH
Ta TOJITHKH, IO PETYIIOI0Th BUKOpHcTaHHs OyokdeiH Ta NFT. Takoxx HeoOXigHO
TIiIBAITYBAaTH PiBeHb O0I3HAHOCTI INEPCOHANY, NMPOBOAMTH HABUAHHS Ta 3aTydaTH
eKCTIepPTiB 3 KibepOe3neKu A BIPOBAHKEHHS X TEXHOJIOTIH.

3aranom, 3actocyBaHHS OmoxdeitH Ta NFT amsg ympaBimiHHA JOCTYIIOM IO
JIEpXKaBHUX PEECTPIB MOXKE 3HAYHO IMIJBHUIIMTH O€3MeKy, MPO30PIiCTh Ta ePEeKTHB-
HicTh ynpasiiHHs iH(popMaiero. [Tonpu NeBHI BUKIMKH, 11i TEXHOJIOTI MAlOTh I10-
TEHIIAJ CTaTH OCHOBOIO I MOOYAOBH cydacHOi mu(pOBOI iHPpPACTPYyKTypH, 3a-
0e3nevyroyr 3aXKCT AaHUX Ta 3MII[HEHHS JIOBIPH I'POMaJIsH JI0 JIEp’KaBHUX OpraHiB.

Inghopmauinni oxcepena

1. bananpka B.C., Omipcbkuii 1.P., ITo6epexnnk B.O. Bukopucranus Non-Fungible
Tokens Ta Onok4elH U1 pPO3MEXKYBaHHA MAOCTYIly IO JAEPKaBHUX peecTpiB //
KiGepbesmeka: ocBiTa, Hayka, texuika. — 2024. — Ne 4 (24). — C. 99-114. DOIL:
https://doi.org/10.28925/2663-4023.2024.24.99114.

2. Omipcopkuit 1., bananpka B., ITobepexnnk B. CyuacHi MOKIMBOCTI BUKOPUCTaHHS
OJtokueitH-TexHouorii B ocBiTHIN cuctemi // Ukrainian Scientific Journal of Information
Security. — 2023. — Vol. 29, Issue 3. — C. 138-146. DOI: https://doi.org/10.18372/2225-
5036.29.18073.

3. [Mo6epexknuk B., bamampka B., Omipcbkuit 1. Po3poOka koHmeniii cucremu
YIpaBIiHHS HABYAHHIM Ha OCHOBI Oiokueiin-rexuosorii / CEUR Workshop Proceedings.
—2023. - Vol. 3550.

4. Valeriia Balatska, lvan Opirskyy, Nataliia Slobodian, Blockchain for enhancing
transparency and trust in government registries, CPITS-11 2024: Cybersecurity Providing in
Information and Telecommunication Systems II. — 2024. — P. 50-509.

5.V. Poberezhnyk, V. Balatska, |. Opirskyy, Development of the Learning
Management System Concept based on Blockchain Technology, in: Workshop on
Cybersecurity Providing in Information and Telecommunication Systems Il Vol. 3550
(2023) 143-156.

6. Dong, M., Wang, X., Niyato, D., & Han, Z. Blockchain for Secure and
Trustworthy 1oT: A Survey // IEEE Access. — 2021. — Vol. 9. — P. 4955-4971. DOI:
https://doi.org/10.1109/J10T.2019.2920987.

7.Singh, P., & Singh, K. A review on security and privacy issues in blockchain
technology // Materials Today: Proceedings. — 2021. — Vol. 44. — P. 3495-3498. DOI:
https://doi.org/0.1201/9781003022688-11.


https://doi.org/10.28925/2663-4023.2024.24.99114
https://doi.org/10.18372/2225-5036.29.18073
https://doi.org/10.18372/2225-5036.29.18073
https://doi.org/10.1109/JIOT.2019.2920987
https://doi.org/0.1201/9781003022688-11

“IHOOPMAI[IHHA BE3IIEKA TA IHOOPMAI[IFHI TEXHOJIOIT” 9

YK 004.42:65.012.1
MEHE/J)KMEHT IH®GOPMAIIMHOI BE3NEKHU IMIJIIPUEMCTB
B CYYACHHX PEAJIIAX

Hamania ®EJTHHEIIb,
Onexcandp CHHUILIA
Kagpeopa ynpaeninnsa ingpopmauiiinoro 6e3nexoro Jlvsiecokuii oepircasnuil
YHieepcumem be3nexu yxcummeoianvnocmi, m. /Ivgie, Yrpaina.

Abstract. Every year, the number and complexity of cyberattacks increases, which
requires enterprises to implement effective protection systems. The volume of processed
information, including personal data of customers, is increasing. Inadequate protection
can lead to financial losses and loss of customer trust. Many countries introduce strict
norms and standards in the field of information security (GDPR, ISO/IEC 27001, etc.),
which obliges enterprises to comply with certain standards. A security breach can cause
serious reputational damage. Thus, effective management of information security is
critically important for the sustainable development of enterprises and their
competitiveness in the modern world.

Keywords: information security, security, management, cyber attacks, network
security, monitoring tools.

Anomauisn. 3 KodxcHUM POKOM 3DOCMAE KibKICMb [ CKIAOHICMb Kibepamak, wo eu-
Mazae 6i0 NiONpUEMCME 3aNPOBAOHCEHHS eeKmUsHUX cucmem saxucmy. 3pocmae obcse
06poboeanol ingopmayii, exmouaOwy nepcoHanvHi dawi kuienmis. Henanescnuil saxucm
Modrce npuzsecmu 00 pinarcosux empam i empamu 008ipu 3 60Ky Kiienmis. bazamo Kpain
66005Mb JHCOPCMKI HOpMU [ cmandapmu 6 cepi ingopmayiinoi 6esnexu (GDPR, ISO/IEC
27001 mowo), wo 30008'13y€ nionpuemcmea 0OmMpUMy8amuchy negHux cmanoapmis. Ingo-
pmayitina be3neka cmae axicaugoio CKiadosoio imioxcy komnauii. Tlopywenns 6esnexu
Modrce 3a60amu cepiio3Hoi wkoou penymayii. Taxum uunom, egheKmugHull MeHeOICMeHMm
iHGhopmayitinoi be3neku € KPUMUYHO BANCIUBUM O CIAN020 PO3BUMKY NIONPUEMCME |
IXHbOI KOHKYPEHMOCNPOMOICHOCMI 8 CYYACHOMY CEIMI.

Knrwuosi cnosa: ingpopmayiiina 6esnexa, besnexa, menedcmenm, Kibepamaxu, 6es-
neka mepesici, IHCmpyMenmu MOHIMOPUHZY.

3 PO3BUTKOM HOBUX TEXHOJIOTiH, TAKMX SK IITYYHHHA 1HTENEKT i OJIOKUYeHH,
BHHUKAIOTh HOBI MOMJIMBOCTI JUIs MTOKpaileHHs iHdopmMariiHoi 6e3nexku. Mere-
JDKMEHT iHpopMamiiHOi Oe3rmekn — 1ie mpolec, 1o BKIoYae B ceOe IuIaHyBaHHS,
peaizaniio, KOHTPOJIb Ta YJAOCKOHAJIEHHs 3aXOJiB, CIPSIMOBAHMX Ha 3aXHUCT iH-
¢dopmarii Bil HECAHKIIIOHOBAHOTO JOCTYIY, 3HUIIEHHS, 3MiHA a00 MOIIKOKEH-



Ho. [le KOMIUICKCHHMH MiIXil, KM OXOIUTIOE TEXHOJOTiYHI, OpraHi3amiiiHi Ta
JIOACHKI acleKTH 3a0e3neueHHs iHpopMaiifHO{ Oe3MeKH.

OcHOBHI KOMNOHEeHmMU MeHedHCMeHmYy iHdopmauyiinoi de3neku eKknoya-
omop:

Oninky pu3ukiB. BusBneHHS Ta OIiHKa MOTEHIIIHUX 3arpo3 Ta BpPa3iIHBOC-
Tell iHdopMaIliitHux akTHBIiB. Lle mM03BOJsIE 3pO3yMITH, SKI PH3HKH € HAWOUIBII
KPUTHYHHUMHU JIJIsI OpraHi3allii.

[omniTuky Ta npouexypu. Po3pobka JOKyMEHTIB, [0 BU3HAYAIOTh IIPaBUIIA i
mporerypu At 3a0e3nedenHs iHpopmamniiiHoi 6e3meku. [1omiTHKY TOBUHHI OyTH
3pO3yMIUIMMH Ta JOCTYITHUMH JJIS BCIX CIIBPOOITHHKIB.

Texuiuni 3axonu. BrpoBapkeHHs 3ac00iB 3aXUCTY, TAKUX SK aHTUBIPYCHE
IporpamMHe 3a0e3NeUeHHs, CHCTEMH BHSBICHHS BTOPTHEHb, MIM(PYBAHHS TaHUX
Ta OpaHIMayepHu.

HaBuanns Ta 06i3HaHicTh. [IpoBelieHHs peryIsipHUX HaB4aHb AJIs CHiBpOOi-
THUKIB 3 NMUTaHb iHQOpMAaIiiiHOi Oe3neky, mo0 MiIBUIINUTH X 00I3HAHICTH MPO
3arpo3y Ta HalKpalli MPaKTHKH.

MouitopuHr ta ayauT. [locTiiiHui KOHTPOIIB 32 BUKOHAHHSM IOJIITHK 1 MPO-
LeaAyp, a TAKOXK MEPIOANYHI ayJAUTH IS BUSBICHHS HEMOMIKIB Ta MOXKIMBOCTCH
JUTS TIOKPAIICHHS.

BigHoBiIeHHS micis iHIUACHTIB. Po3po0ka IiaHiB Ha BUMAAOK IHIHICHTIB,
IO J03BOJISIOTH HIBUAKO BiJHOBHTH HOPMaJIbHY AiSJIBHICTH OpraHizarii micis
MOJKJIMBHX aTaK Yd BUTOKIB iH(popMaIii.

MenemxMeHT iHpOpMaiiHOI Oe3leKh B YMOBaX BOEHHOTO CTaHY Ma€ psif
0COOJIMBOCTEH, SIKi 3yMOBIIEHI Crie(DIYHUMH BUKIMKAMH Ta 3arPO3aMHU:

1. 3pocTaHHs PU3HKIB i 3arpo3:

— xibepHeTH4HI aTakd (i 4ac BOEHHOTO KOH(DIIKTY 3pocTae HMOBIpHICTh
KiOepHEeTHYHHX aTak 3 00Ky Bopora. Lle Moxe BKiIIO4YaTH B ceOe XaKepChKi aTaky,
(biyHr, BipycH TOLIO;

— ¢iznuHa 3arpo3a (iHPpacTpyKTypa, B TOMY YHCII iHPOPMALIHHI CHCTEMH,
MOJKe OyTH i 3arpo30i0 (i3UYHUX aTak abo PyHHYBaHb).

2. IIBuAKicTh pearyBaHHS:

— aJIaNTHBHICTh (HEOOXITHICTh MIBHIKOT afamnTarii cTpaTeriil i TAKTHUK 1H]oO-
pMartiitHoi 6e3reKy y BiJIIOBi/Ib Ha 3MiHIOBaHI 0OCTaBUHM Ta 3arpo3N);

— IUTaH i Ha BHUMAJ0K HaJA3BUUAHUX cUTyamii (po3poOKa Ta BIPOBAKEH-
HS TUIAHIB Ji¥ IUTS IIBUIKOTO pearyBaHHS Ha IHIMICHTH);

3. 3abe3ncueHHs Oe3MeKH KOMYHIKaITii:

— 3axuUCT iHpopMaIii (MOCHIICHHS 3aXO0/iB JJIs 3aXUCTY KaHAJIiB KOMYHiKaIlii,
OCKUTBKH 1H(pOpMaLis MOXe OyTH MepexoIuieHa ado CIIOTBOPEHA);
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— mudpyBaHHs (BUKOPUCTaHHS MM(PYBaHHS IS 3aXUCTY Yy TIUBOI iHDOP-
Martii).

4. HaBuaHHS Ta 00i3HaHICTb:

— perynspHe HaBYaHHs: [liqBUIIEHHS 0013HAHOCTI CMiBPOOITHHUKIB IIOI0 HO-
BHUX 3arpo3 Ta METOJIB 3aXHUCTY.

— TPEHIHTH 3 KPU30BOTO YIIPaBIiHHA (IIPOBEICHHS HABYaHb, MO0 (POKYCYIOTh-
csl Ha pearyBaHHI Ha IHIM/ICHTH B yMOBaXx BIHH).

5. CxyragHICTh yTIpaBIiHHS pecypcamu:

— 0OMEeXeHiCTh pecypciB (MOXIIMBE 3MEHIICHHS (iHAHCYBaHHS Ta PECypcCiB
JUIs 3a0e31edeHHst iHpopMaliiHOT Oe3neKH);

— po0oTa 3 BijJlalecHUMH KOMaHAaMHu (111 4aC BOEHHOTO CTaHy MOXYTb OyTH
0OMe)XCHHSI Ha MEepeCyBaHHs, TOMY BaXIMBO 3a0e3MednTH Oe3leKy BinmaleHnX
pobounx MicIp).

6. CriBrparid 3 Jep>KaBHUMH OpraHaMu:

— B32€EMOJIsl 3 IPABOOXOPOHHMMH OpraHaMy (TiCHa CIHIBIpaLs 3 JIepiKaBHU-
MU CTPYKTypaMH Il OOMiHYy iH(OpMAIIi€ro PO 3arpO3H Ta iHIIUACHTH);

— Y4acTb y HalllOHaJBHUX Iporpamax Oe3Mneku (3ay4eHHs 10 HalliOHAIbHUX
iHiIiaTHB 1 mporpam 3 iHdopmaiitHoi 6e3rnekn).

7. ®oKyc Ha KPUTHYHO BaXKJIMBI CUCTEMU:

— NIPIOPUTETHICTh (BU3HAYEHHS KPUTHUYHO BAXKJIMBUX 1H(MOPMAILIHHUX CHC-
TEM Ta PeCypciB, sKi MOTPEOYIOTh 0COOIMBOIO 3aXUCTY B YMOBAX BiiiHHM).

8. OmiHKa Ta ayTuT

— peryispHH{ MOHITOPHHT (MOCTIHHH MOHITOPHHI CTaHy iH(pOpMAaIiifHOT
0e3IeKH Ta ayJIUT BPa3IMBOCTEN JUIsl CBOEYACHOTO BHUSIBJIICHHS 3arpo3).

3arasom, cIi 3a3HAYHTH, IO MEHEHDKMEHT iH(popMaIiiiHoi Oe3neKu B yMo-
BaX BOEHHOI'O CTAHy BUMAarae CUCTEMHOIO, aJJalTUBHOTO MiJXOAY, & TAKOXK TiCHOI
B3a€MOJIii MIXK yciMa 3alliKaBJIeHHUMH CTOPOHAMH ISl 3a0e3eYEeHHs] MaKCHUMallb-
HOI 3aXHILeHOCTI 1H)OpMaLiTHUX aKTHBIB.
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YK 004.056 _
OCOBJINBOCTI 3ABE3INEYEHHS BE3ITEKW IHOOPMANIMHUX
IMMOTOKIB BAHKIBCBKOI YCTAHOBHU

Opecm ITOJIOTAH
Kagpeopa ynpaeninna ingpopmauiiinoro 6e3nexoro Jlveiecokuit oeprwcagnuil
YHigepcumem 0e3nexu ycummeoianvHocmi, m. JIveie, Yxpaina.

Abstract. The information flows of banking institutions that require protection are
described. The main stages of the life cycle of the project for implementing a system for
protecting information flows of a banking institution are studied. The main works for
implementing a project for protecting banking information are considered.

Keywords: information security, banking institution

Anomauia. Onucano inpopmayitini NOmoKu OAHKIBCLKUX YCMAHO8, AKI Nompebyioms
saxucmy. JJocniodceHo 0CHOGHI emani JHCUMMeEBO20 YUKIY NPOEKMY 3anpo8aAOICEH s CUC-
memu 3axucmy iHoOpMayitiHux NOmMoKie 6anKiecbKol ycmanosu. Po3ensHymo ocHOGHI po-
6omu 3anpPo6AONCEHHS NPOEKMY 3aXucmy 6anKiecokoi inghopmayii

Knruosi cnosa: inghopmayitina besnexa, OaHKIBCbKa YCMaHo8d

Sk Bimomo, cyyacHa OaHKIBChbKa yCTaHOBa — II¢ YHIBepcalbHA YCTAHOBA, IO
nparHe 3A1HCHIOBATH sIKOMOTa OibIlie BHJIB Olepalliid, sKi cpsiMoBaHi Ha 3a0e3-
niedeHHs 1 GyHKI[IOHYBaHHS, 3 OJJHOTO OOKY, SIK Cy0'€KTa MiIIPHEMHHIBKOI JTisi-
JILHOCTI, 3 IHIIOTO — sIK (DIHAHCOBOTO MOCEPEHUKA, SIKMH 3IIIICHIOE BIACTUBI i0-
My ¢yHkuii. SIkio po3risaaaTi 0aHKIBCbKY YCTaHOBY, SIK IIPOEKTHY OpraHizaiilo,
TO OCHOBHUMH 11 LUISIMH € SIKICHE HAJIaHHS MOCIYT CBOIM KIIIEHTaM (3aMOBHHKAM,
CIIOKMBaYaM MPOIYKTY MPOEKTY) NPU YMOBi 3a0e3leUeHHs] CBOIO iCHYBaHHS Ta
(YHKIIOHYBaHHS.

B cyyacHuX ymoOBax, KOJM LIMPOKOTO PO3HNOBCIOKEHHs HalyJio BHKOpHC-
TaHHSI OOYHCIIOBAIBHOI TEXHIKH 1 3aco0iB 0OMiHy iH(pOpMAIi€l0, BHHUKAIOTH
KaHaJIU 1 MOXKJIMBOTO NPOCOYCHHS Ta HECAaHKLIOHOBAHOTO JIOCTYIY 10 Hei 3i cTo-
pOHH 3110BMUCHHUKIB. OCOOJIMBO Bpa3IMBUMH ChOTOJHI 3aJIMIIAIOTHCS OOUMCITIO-
BaJIbHI Mepexi Ta cepBepHe nporpamue 3abesnedeHHs. [Hpopmarlis, HupKyItoIo-
Yya B HUX, MOKe OyTH HE3aKOHHO 3MiHeHa, BUKpajieHa a0o 3HuieHa [5].

BpaxoByroun BHlllecKa3aHe, /s 3a0e3e4eHHs] BAKOHAHHSI IOCTaBIICHUX I1e-
pen 6aHKIBCHKOIO YCTaHOBOIO IiJIeH, HEOOXIJHO JOTPUMYBATHUCS P BUMOT, IIpa-
BHJI Ta mporenyp indpopmariifHoi 6e3nexu. [npopmariiiina Oe3neka BUCTyIaE Cy-
YaCHUM TPOIIECOM, KU € HEOOXiTHUM Ut 3a0e3IedcHHs Oe3neku iHhopMariii-
HHUX pecypciB Oyab-sKMX Oprasizaiiif, 30kpema 1 0aHKIBCHKHX yCTaHOB, IO B
CBOIO YEpr'y € OJHI€I0 3 YMOB JOCSTHEHHS iX MPOEKTHUX Hiitei. J{1s BUKOHaHHS
BHMOT, III0 BUCYBAIOTHCS NpaBWJIaMy iH(GOpMaIiifHOi Oe3NeKH € TOTpUMaHHs BH-
MOT 3aXHCTy 00’€KTiB iH(opMaLiitHOI AiSIBHOCTI, SIKi 1IbOTO NOTPeOyI0Th. OCHO-
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BHUMH 00’€KTaMH 3aXHCTy OaHKiBCHKOI yCTAaHOBM BHUCTYMAIOTH ii iH(OpMaIiitHi
moToKH. ToMy BHHHMKaEe HEOOXiIHICTh 3aIpOBaKyBaTH CHCTEMY 3aXHCTy iH)Op-
MAIliifHAX MMOTOKIB OaHKIBCHKOI YCTAHOBH.

[Tin indpopmaniiianM TOTOKOM OaHKIBCHKOI1 YCTAHOBH PO3YMIIOTh CYKYIIHICTh
JAHWX, SKi MUPKYIIOOTH B 11 MeXaxX Ta HeoOXiTHI I 3MIHCHEHHS YIIPaBIiHCHKUAX
nporeci. [IpoxomkeHnas iHQOpMaIifHAX MMOTOKIB y OaHKIBCHKiH yCTaHOBI 3a0e3-
MEYyIOTh CydacHi iH(opMaIliiiHi cucteMu Ta TexHOIOril. HeoOXiMHICTh MPOEKTY
3aNpOBAPKCHHSI CUCTEMH 3aXHCTY 1H(OPMALIIHUX MOTOKIB OaHKIBCHKOI yCTaHO-
BU CIIPSMOBAaHWH Ha MIATPUMKY e(EeKTHBHOI poOOTH 3rajaHux iH(opmamiiHuX
CUCTEM Ta TeXHOJOrid. OCHOBHUMH HOPMaTUBHMMH JIOKYMEHTaMH, L0 BU3HaYa-
I0Th OCHOBHI HalpsIMU Ta CIOCOOM pealtizalii npoekTiB B cdepi 3axucTy OaHKiB-
CHKHX yCTaHOB, 30KpeMa ix iH(popMamiiHUX MOTOKIB, € 3akoH YKpaiau «IIpo iH-
(opmartiro» Ta psI iHITNX 3aKOHIB, TOCTAHOB, PABIJI Ta CTAHIAPTIB.

HeoOximHICTE y 3ampoBayKeHHI TAKOTO MPOEKTY (PaKTHIHO 3aIeKIapoBaHa y
crargaprax 27001, 27002 punanux HanionanpanM bankom Ykpainu.

OCKiTbKM OCHOBHHMM HPU3HAYECHHSIM NPOCKTY BHCTYIA€ 3aXHUCT iH(pOpMAILi k-
HUX TIOTOKIB, TO BapTO BU3HAYHUTHUCH, SIKi caMe iH(popMaIliitHi MOTOKN HEOOXiIHO
3axuIaT. [HIMMU cioBamu, Ky cdepy iHpOpMAaIiiHOT AisTbHOCTI OaHKIBCHKOT
YCTaHOBH NOBUHEH 3aXHIIATH IIPOIYKT IIPOEKTY, & CaMe CUCTeMa 3aXHUCTY.

OTxe, OCHOBHI iH(OpMaIliiiHI TOTOKK OAHKIBCHKOI YCTaHOBH, sIKi MOTPeOy-
I0Th 3aXHCTY, MOYKHA PO3JIUINTH Ha HACTYIIHI TPYIIH:

— inopmaliitHi TOTOKM B LIEHTpaJbHINA aBTOMaTH30BaHiil cucremi «Omnepa-
LIAHMIA TeHb OaHKY»;

— iHpoOpMaLiiiHi OTOKKA B BHYTPIITHHOOAHKIBCEKIM MiX(LTIHHIN mmaTixHii
CHCTEMI;

— iHpopManiiiHi TOTOKH B MikOaHKIBCPKHX IUIATDKHUX cucTeMax B Hario-
HaJIbHIM Ta IHO3EMHIl BalllOTax;

— iHpopMaLiiiHi TOTOKH B IJIATDKHUX CHCTeMaX OaHKIBCHKHX aBTOMATiB 00-
CITyTOBYBaHHSI INIACTUKOBHX IUIATIKHUX KapT;

— iHpopMaIiiiHi MOTOKH B TEICKOMYHIKAIIMHIA CHCTEMI BiJJajICHOTO YII-
paBiiHHS paxyHKamu Ki1ieHTiB «KiienT-banky, «[HTepHer-bankiH»;

— iH(opMalliitHI TOTOKH B CHCTEMaX «EJIEKTPOHHOT TTOILTH.

Bapro 3a3Ha4uTH, 1110 MPOIYKTOM IPOEKTY 3alPOBA/IKEHHSI CUCTEMH 3aXHCTY
iHpOopMaIIHHIX TOTOKIB OAHKIBCHKOi YCTAHOBH € CTBOpEHAa KOMIUIEKCHA CHCTEMa
3aXUCTy 1H(GOPMALIfHUX MOTOKIB, IMiJl SIKOI0 PO3YyMIIOTh B3a€EMOIIOB'SI3aHY CYKYII-
HIiCTh OpraHi3alifHUX Ta IHKEHEPHO-TEXHIYHNX 3aXO0/1iB, 3aCO0IB 1 METO/IB 3aXHUCTy
iH(opMawii BiJl pO3roJIOLIeHHs, BUTOKY 1 HECAHKIIOHOBAHOTO OCTYILY [4].

JKuTTeBHI LMK NPOEKTY CHCTEMH 3axHCTy iH(OpMaliliHMX MOTOKIB OaH-
KIiBCbKOI YCTaHOBH BKIIIOYAE psifl eTamis [6]:

— (OopMyBaHHSI BUMOT JI0 CUCTEMH 3aXHCTY IHPOPMAIIHHIX OTOKIB OAaHKiB-
CBKOI yCTaHOBU;

— PO3pOOIEHHS MOITHKY O€3TeKH;



— pO3pOOIICHHS TEXHIYHOTO 3aBIAaHHA Ha CTBOPEHHS CHCTEMH 3aXHCTy iH]O-
pMariifHuX TOTOKIB OaHKIBCHKOI YCTaHOBH;

— CTBOPEHHS MPOEKTY CHCTEMH 3aXHUCTy iH(GOpMaIiifHIX MOTOKIB OaHKIBChH-
KOI yCTaHOBHU;

— BBEJCHHSI B [0 CHCTEMH 3aXHCTY;

— CYIIPOBIJI CHCTEMH 3aXHUCTY.

OnHUMHU 13 CKIIaJIOBUX HAaBEJCHHUX BUIIE €TalliB, 0€3 SKUX HE MOXe OyTH pe-
ayizoBaHUi OyIb-SKMH IPOEKT, L0 IOB’S3aHUH 13 3alpPOBAPKEHHSIM CHCTEMH
3axHCTy iH(pOopMallii, € MHOXXKHHA poOiT P, 10 npeacraBieHa y BUMIIA KOPTEXY:

P = {III1, OO3, TKBI, MII, M3, TII3, O3},
ne, I1I1. — neranbHUI M1aH NPUMILLEHHS, B SKOMY ICHYIOTb 00’€KTH, 110 MOTpe0y-
I0Th 3aXHCTy (iHpOpMAIiiHi MOTOKH) Ta Oyae PYHKIIOHYBaTH IPOAYKT MPOCKTY;

003 — ommc 00’€KTiB 3aXHUCTY, 3apamdl SKAX MOTPIOHO 3ampOBaKyBaTH
MIPOEKT, B TAHOMY BHIIAJIKy Ml 00’ €KTaMM 3aXUCTy PO3YMIEThCS aBTOMAaTH30BaHa
cucreMa 0aHKiBCBKOI YCTaHOBH;

TKBI — ormmc MOXXIIMBHX TEXHIYHUX KaHAJIB BUTOKY iH(popMaii;

MII — onmc Moxemi MOpyIIHNKA KOH(MIACHIIHHOCTI, IITICHOCTI Ta OCTYTI-
HOCTI iHpOpMaLiHHIX 00’ €KTIB 3aXUCTY;

M3 — onmic Mozeni MOXKIIMBUX 3arpo3 iHGopManiiHUX MOTOKIB;

TII3 — npono3uuii o BBEIEHHIO B [0 TEXHIYHUX Ta MPOTPaMHHUX 3ac00IB
3axuCTy iHGOpPMAIIIHUX MOTOKIB, 3 MeTOk0 3a0mokyBanus TKBI;

O3 — po3po0IieHHs MONITHKK OpraHi3aliifHOro 3aXucTy iHpopMaliiHUX 110~
TOKiB 0aHKiBCHKOI YCTaHOBH.

BaxnuBuM e1eMEHTOM IIPECTABICHOTO KOPTEXKY BHCTYIAIOTh TEXHIUHI Ka-
Hay BUTOKY iH(opmarii (TKBI), ockinbku came depe3 HUX BiIOyBaeThCS MOXK-
JUBUHA BHUTIK iH(QOPMAIIfHUX MOTOKIB 32 MOTCHIIIMHI MEXi 30HH il TPOIYKTY
MIPOEKTY — KOHTPOJIhOBaHOI 30HU. PosrmsHemo ocHoBHI TKBI, mo mpuramanHi
aBTOMATH30BaHill cucTeMi OaHKIBCHKOI yCTaHOBH (Ta0mwis 1).

Tabnuys 1. Texniyni kananu UmMoxy ingpopmayii yepe3 0CHOBHI CKAAA08L
aemoMamu3068anoi cucmemu

Busnayenns Ta nepeJik

00’€KTiB AKi MiIsAralTh Mo:xknuBuii BUTIK 32 paXyHOK
3aXHMCTY
BHNIPOMIHIOBAHHS EICKTPOMATHITHAX CUTHAIIB, SIKi IOTIM
MOXYTb TIEPEXOIUTIOBATHCH BUIIAIKOBUMH aHTCHAMH,
OcHoBHi [epcoHanbHi Heperisily CTOpOHHIMU ocobaMu 300pakeHHs] Ha MOHITO-
CKJTaJI0BI KOMIT I0TEepH Pi, CIIOCTEPEIKEHHST CTOPOHHIMH 0Cc00aMu 3a poOOTOIO 3
aBTOMATH- KJIaBiaTypolo, HECAHKI[IOHOBAHOTO JOCTYILY /IO ONEPAaTHB-
30BaHOL HOT NaM’SITi UM HaKONU4YyBayiB KOMII I0Tepa.
CHCTEMH JlokanpHa MPOHMKHEHHS B Hel BIpYCiB i 3aK1ai0K, Meperisay; CTo-
Mepexa 3 BH- poHHIME 0cobamu 300pakeHHsI HA MOHITOPI, CIIOCTepe-
XOJIOM Y JKEHHS CTOPOHHIMH 0c00aMu 3a poOOTOI0 3 KIIaBiaTyporo,
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Internet HECaHKI[IOHOBAHOTO JOCTYITY JI0 OTIEPaTUBHOI aM’ ATl UK
HaKONNYyBaviB KOMIT 10Tepa.

KomniroBanmbHO- | BHIPOMiIHIOBaHHS €JICKTPOMArHITHUX CHIHANIB, CIIOCTE-

PO3MHOXYBa- PeXeHHSA CTOPOHHIMH 0cobamu 3a X poOOTOIo, 1Iii Ha HUX

JIbHA TEXHIKa CTOPOHHIX 0Ci0.

CurHanbHi JIiHIi . N .

Mepesi HaBEJICHHS Ha TEXHIYHI 3ac0o0u, iHIII TIPOBOIX Ta Kabelti,
SIKI PO3MIIIICHI Ha BIJICTAHSIX, MEHII KPUTHYHHX.

Ethernet P B a i P

Besnexa 6aHKy BH3HAYAETHCS K CTAH CTIHKOI )KUTTEAISUIBHOCTI, TIPH SIKOMY
3abe3nedyeThesl peajizallis OCHOBHUX IHTEPECIB 1 NMPIOPUTETHHX ILijeld OaHKy,
3aXUCT BiJl 30BHIMIHIX 1 BHYTPIMIHIX AecTaObimi3younx (pakTopiB HE3aleKHO Bij
YMOB (DyHKIIIOHYBaHHSL.

Tomy y mportieci po3poOIeHHsT KOHIIETIIT YIpaBIiHHSA 0aHKIiBCHKOO MisTbHi-
CTIO BapTO BHIUINTH OCHOBHI MporecH (yHKIIOHYBaHHS 0aHKIBCHKOi YCTaHOBH i
BHKITIOYUTH MOXJIMBICTH BUTOKY iH(popMarii, I HECaHKIIOHOBAHOTO BHKOPHC-
TaHHs, HAHECCHHS 30MTKIB, YIYIIIEHHS BUTOIU 3 OOKY BCIiX 3alliKaBICHUX CTOPIH i
B HampsiMi JOCSATHEHHS OCHOBHMX IiJIeH OaHKIBCHKOT MisutbHOCTI. Peamizaris mux
MOJI0)KEHb TapPMOHIHHO BIUCYETHCSI B KOHICIIIIO KOPIOPATUBHOTO YIIPABIiHHS
0aHKIBCHKOIO HiSIBHICTIO, JI0 SIKOT CHOTOJIHI 3aJy4aloThesl Jeaani Oiiplie GaHKiB-
ChKHX ycTaHOB [1].

Yupasiiaasa iHbOpMAIiHHOK Oe3MeKor OaHKIBCHKOI YCTAHOBH i MMOBHHHO
CTaTH YaCTHHOIO Ii€] KOHIEMIIil.
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BIPYCH-IPONIEPH: TEXHIKHM JIOCTABKH IIKIJJIMBOTO 113
TA OBXIJ] 3AXUCHUX CUCTEM

Apmyp TKAYEHKO
Kagpeopa ynpaeninna ingpopmauiiinoro 6e3nexoro Jlveiecokuit oeprwcagnuil
YHigepcumem 0e3nexu ycummeoianvHocmi, m. JIveis, Ykpaina.

Abstract. This work outlines the unique characteristics of dropper viruses and their
behaviors within operating systems.
Keywords: dropper, behavioral analysis.

Anomauia. Onucano ocobausocmi 8ipycig-oponnepis ma ix no8ediHKy 8 onepayitiHux
cumemax.
Kntouogi cnosa: oponnep, nosedinkoguii ananis.

Bipycu-npormepn € ogHIMHU 3 HAUTIOMMPEHIIUX 1HCTPYMEHTIB IS ITOIIH-
PeHHA IKiIUBOTO TporpaMHoro 3abdesnedenns (ILI13), 3abe3nedyroun ycmimAy
JIOCTaBKy Ta BCTAHOBJICHHS] HeOa)kKaHMX KOMIIOHEHTIB Ha MPHUCTPii xepTBuU. Jpo-
IIepH MOXYTh NPUXOBYBAaTH CBOIO AKTHBHICTh 3a PaXxyHOK 0araToCTyIIEHEBHX
nporecis Ta 06dycKarii Koy, 0 YCKIaAHIOE X BUSABJICHHS. [XHE BUKOPHUCTAHHS
0co0MMBO HeOe3reyHe Yepe3 MIMPOKUHA CHEeKTp LIKIAIMBUX I, SIKI MOXYTh BHU-
KOHYBaTUCs Ha 1H(IKOBaHMX CHUCTEMax, BKIIOYHO 3 KPaliXKKOIO JaHHX, KOHTPO-
JIEM CHCTeMH a00 3apayKeHHSIM MEpPex.

TlonoBHe 3aBmaHHS Apormepa — mpuxoBaHo goctaButd ocHoBHe LT3 abo
HIII IIKIZJTMBI KOMIOHEHTH Ha LIJIOBY cucTeMy. Ha mepmomy ertari gpomrmep
BCTAHOBIIOE (aiiil 3 OCHOBHOIO 3arpo3oro. Yacto aponmep MiCTHTh BOyZOBaHi
AITOPHUTMH, M0 00XOIATh AHTUBIPYCHUHN 3aXHUCT, TaKi sSK mMUpyBaHHS ad0 Mac-
KyBaHHS [TOBEIHKH, 10 YCKJI/IHIOE X BUSIBJICHHS HA PaHHIX CTaifAX 3apa)KCHHS.

CyuacHi Jpormepyu TMOAUIIIOTHCS HA J[BA OCHOBHI THIIHM: OJHOCTYIICHEBI
(single-stage) ta Garatocrymenesi (multi-stage). OQHOCTYIIEHEBI APOIIEpPH He-
raiiHO PO3ropTalOTh OCHOBHY 3arpo3y Iiclisi NOTPAIUIsiHHS B cucTeMy. bararocty-
NIeHEeBI JPONIEpH, HABNAaKH, BUKOPUCTOBYIOTh KiJIbKa €TaliB IJISl TOCTYIIOBOTO
PO3TOpTaHHS HIKIJUIMBUX KOMIIOHEHTIB, 110 TO3BOJISIE TM YHHKATH aHTHBIPY CHOTO
KOHTPOJIIO, IKMIA MOKe He Bifpa3sy BU3HAUMTH 3arpo3y uepe3 nmpuxoBani nii. ba-
raTOCTYNEHEBl Jpomnmnepu 0coOJMBO HeOe3MmeuHi, OCKUTbKM Ha KOXKHOMY eTarli
MOXYTb /I0JIaBaTH HOBI KOMIIOHEHTH 200 HaBiTh BCTAHOBIJIIOBATH iHIII APONIEpH
Ju1st Gararopa3oBoi JocTaBKM WKimBoro 13 Ha Ty & cucTeMy.

BusiBneHHs npomnnepiB BUMarae CKJIaJHUX METOJIB aHaNli3y, TAKUX SIK MOBe-
JIHKOBMH aHai3, OCKIJIbKHM CTaTHYHI METOAM HE 3aBXIHM CIPalbOBYIOTH Yepes
iXHIO 37aTHICTH JI0 MacKyBaHHsS. Hampukian, HOBeNiHKOBHI aHaii3 J103BOJISIE
BUSIBUTH Mi103pini Jil Iporpam y CHUCTEMI, Taki K aHOMaJIbHi 3aruch y (aiaoBy
CHCTEMY, HECTaHIApTHI MEpPEXEeBi 3aITUTH a00 HEKOHTPOIHOBAHHUH 3aITyCK MpOIe-
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ciB. /leski aHTUBIPYCHI CHCTEMH BUKOPHUCTOBYIOTHh TEXHOJIOTI] IITyYHOTO iHTEMe-
KTy JJIs1 PO3ITi3HABaHHS NPUXOBAHUX IIKIIJIMBHUX MIA0IOHIB, X09a JPOTIIEPH IIOC-
TIHHO aJaNTYIOTHCS Ta BIOCKOHAIIOIOTH 00Xi/I 3aXUCHHUX Oap'epiB.

Jis edexTHBHOT MPOTHAIT JpoTmmepaM PeKOMEHIY€ETHCS IMOETHYBAaTH KilbKa
3aco0iB 3axucty. lle Britouae oHOBJIEHHS onepaniiHux cucteM Ta [13, mob yHu-
KHYTH BPa3lINBOCTEH, BUKOPUCTAHHS OaraTOpiBHEBMX AaHTHUBIPYCHHX pIIlIeHb 3
MIOBEIIHKOBHM aHAJi30M, a TaKOXX HaJlallITyBaHHs IOJITHK MEpPEXeBOi Oe3rekwu,
sIKi 0OMEeXYIOTh HeOe3IeuHi il Ta KOHTPOJIb HaJ CTOPOHHIMH mporpamamu. O0-
MEXEHHS JOCTYIy O HeOe3NeuyHUX CalTiB Ta BUKOPUCTaHHS (aepBOIIB I MO-
HITOPHHTY MEpEXEBUX aKTUBHOCTEH TaKOXK MOXKYTh 3HAUHO 3HHM3UTH PU3MK 3a-
paKeHHS yepe3 JIPOIIepH.

Jpornrepn NpencTaBisIOTh CKIAMHY Ta aJalTUBHY 3arposy Ul Cy4acHHX
IT-cucrem. OCKiNbKY IXHS 3AaTHICTh YHUKATH TPATUIIIMHOTO BUSBJICHHS MOCTIi-
HO BJOCKOHAJIOETHCS, IHTETpallis CYYacHHX 3acO0iB 3aXWCTy 3 MOBEIIHKOBHM
aHaI30M € KIII0YeM JI0 3anodiranHs iH¢ikyBaHHs. [lIBHKe BHUSBIECHHS IIKiUIN-
BHX [iif Ha paHHIX eTamax Ta IiJBHIICHA KiOepoOi3HAHICTh € HAWKpAIIUM 3aXHC-
TOM BiJ{ IIUX CKJIAJHUX 3arpo3.
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Abstract. The theoretical, scientific-methodical and organizational-functional
foundations of state secret protection in wartime conditions are considered. Modern
approaches to state secret protection in modern realities are identified. Methodological
approaches to forming the concept of a state secret protection system are presented. Stages
of solving the scientific-practical problem associated with increasing the level of state
secret protection are proposed.
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Anomauia. PosenaHymo meopemuyti, HAyKo80-MemoOuuni ma opeaHizayitiHo-
@DYHKYIOHANBHI OCHOBU 3aXUCMY 0ePIHCABHOT MAEMHUYT 8 YMOBAX BiliHU. Busnaueno cyyachi
nioxoou 00 3axucmy Oepicagnoi maemuuyi y cyyacuhux peaniax. Hasedeno memoouuni
nioxoou 00 opmysanHs KOHYenyii cucmemu 3axXucmy 0epicagHol maemMHuyi. 3anponoro-
6AHO emanu GUPIULEHHST HAYKOBO-NPAKMUYHOT NpoOaeMu, NO8 S3aHOI 3 NIOBUUEHHIM DIGHS
3AXUCTTY 0EPAHCABHOT MAEMHUYI.

Knrwuosi cnosa: 3axucm depocasnoi maemuuyi, kibepbesnexa, ingpopmayitina eilina,
Kpumuyna ingpacmpykmypa, 0esinghopmayis, MidcHapooHe CnigpodimHUYmMeo.

3axuCT Jep)kaBHOI TAEMHUIII B YMOBaxX BiHHM ChOTOJHI HaOyBae 0COOJIMBOT
aKTyaJIbHOCTI B KOHTEKCTI CyYaCHHX TEOIONITHYHHUX peajii, Mo XapaKTepHu3y-
I0ThCS TOCHJICHHSIM MDKHApOJHOI HaNpy»XEHOCTI Ta 3pOCTaHHIM Kibep3arpos.
CyuacHi BiiiHY Bce yacTile Ha0yBarOTh TiOPUIHOTO XapakTepy, Ae iHpopmarliiiiHa
BilfHa € HEeBim'€eMHOIO ckianoBor. Kibepartaku, nesindopMartiss, MaHITyIAIII Tpo-
MaJICBKOIO TyMKOIO — BCE 1€ CTa€ NOTY)KHUM IHCTPYMEHTOM BILIMBY Ha CYCIiJIbC-
TBO Ta JIepKaBy. Y TaKMX yMOBAaX 3aXHCT JICpKaBHOI TAEMHHIII HAOyBa€e CTpaTeri-
YHOTO 3HAuUEHHs s 3a0e3redyeHHs HalioHanbHOi Oe3neku. I1IBuakuii po3BUTOK
iH(pOpPMAaLifHIX TEXHOJOTIH, IITYIHOTO IHTEIEKTY, BEJIHUKUX JaHUX CTBOPIOE HOBI
MOXKITUBOCTI SIK JUIS 3aXHMCTY iH(pOpMAIil, TaK i 1151 1 BUKpaAeHHS. 3II0BMHCHUKH
BHKOPUCTOBYIOTh IIi TEXHOJIOTIl JUII CTBOPEHHS OLNBIN CKIaTHUX i BUTOHYCHUX
aTak, 0 YCKJI/IHIOE 3aBAaHHs 3aXUCTY JepKaBHOI TAEMHHUIII.

CydacHi nepxaBu Bce OUTBINE 3ajie’kaTh Bill KPUTHYHOL iHPPACTPYKTypH
(eHepreTHka, TpaHCHIOPT, KOMYHiKallii), sika € Bpa3auBoro 110 Kibeparak. Kommpo-
MeTalis Takoi IHPPACTPYKTYpH MOXKE MaTH KaTacTpoidHi HACTHIAKH U1 €KOHO-
MiKkU Ta Oe3neku jaepaBu. B ymoBax BiliHM 3pOCTae pPU3MK BUTOKY iH(poOpMarii
Yepe3 HEHaBMHCHI il TIEpCOHANy, IIaHTaX, BepOyBaHHS Ta IHIII BHYTPIIIHI 3a-
rpo3u. IcHyroua HOpMaTHUBHO-TIpaBoBa 0a3a B 0araThox KpaiHaxX HE 3aBXKIIU BCTH-
rae 3a PO3BUTKOM TEXHOJIOTiH Ta HOBUMHM BuaamHu 3arpo3. Lle cTBoproe nomaTkosi
TPYIHOILI y 3a0€3MEUCHHI 3aXHCTY JCPKABHOT TAEMHUIII.

JlocnimKkeHHs 3aXUCTy AepKaBHOI TAEMHUIIl B yMOBax BiifHM JJO3BOJIUTH CH-
CTEeMaTH3yBaTH Ta y3araJlbHUTH Cy4acHi BUKJIMKH B 3aXHCTI JA€p)KaBHOI Ta€MHHULII
B YMOBax BilHM IIJSIXOM pPO3pOOJICHHS HOBHX MMIAXOJIB Ta PEeKOMEHIAMIi MO0
i/IBUIIEHHST (EKTUBHOCTI 3aXUCTy AEP)KaBHOI TAEMHHMII Ta MPOBEICHHS aHANI3y
ICHYyIOUMX HOPMAaTHBHO-IIPABOBHX aKTIiB Ta BHUSBJICHHS IPOTAJIMHH, IO HOTpPeOy-
I0Th YCYHEHHSI.

CyuacHi BiliHM Bce 4acTille MaroTh T1OpUIHHUI XapakTep, Ae iHhopmariiiHa
BilfHa € OJHHUM i3 KIIIOYOBUX IHCTPYMeHTiB 600poTsOn. Tomy, migBumeHHs edex-
THUBHOCTI 3aXHCTY JEp>KaBHOI TAEMHHMII € OJHHMM i3 NPIOPUTETHUX 3aBAaHb IS
3a0e3meueHHs] HalliOHALHOT Oe3nekn Oyab-siKoi JepxkaBu. [HTerparis Bcix nep-
’KaBHUX OpraHiB Ta KPUTHUYHOI iHPPacTPyKTypH B €IMHY CHCTeMy KiOep3axucry
JIO3BOJINTH €(peKTHBHIIIEe MPOTUAIATH Kibep3arpozaM. Ilopsan 3 UM BUKOPUCTAH-
HS IITYYHOTO IHTEJEKTYy, MAIIMHHOTO HaBYaHHS Ta IHIINX CY4YaCHHX TEXHOJIOTiH
JUIS BUSIBJICHHA Ta HelfTpaiizanii kibep3arpo3 Ta mpoBeAeHHS HABUYaHb Ta TPEHIH-
TiB JUIA MepCOHANy 3 METOO IiIBHIIEHHS 00i13HAHOCTI IMpo Kibep3arposu ta dop-
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MYBaHHSI HAaBHYOK 0€31euHOi poOOTH B MEPEeXi CIPUATUME MiABHUIIECHHIO e(EeKTH-
BHOCTI 3aXHCTY AEPKaBHOI TAEMHUIII B yMOBaX BilfHMU.

[IpoBesneHHs iMiTAIIHUX aTak JUIsl BU3HAYEHHS OLIHKU CTIHKOCTI KPUTUYHOT
iH}pacTpyKTypu O0 KiGep3arpo3, CTBOPSHHS PE3CPBHUX KON KPUTHIHO Ba)KIIH-
BUX JIaHHX Ta iX 30epiraHHs B 0€3MEYHOMY MicClli, pO3pOoOJIEHHS AeTATBHUX IIaHIB
Iiif Ha BHUIAJOK KibepaTak Ta iHIIMX HaJI3BHYANHMX CHTyamii 3abe3redye 3aXUCT
KPUTHYHOI 1H(pacTpyKTypu. 3abe3rmeueH s OJaTKOBOTO PIiBHS 3aXUCTY MUIIXOM
BUKOPHCTaHHS ABO(AKTOPHOI ayTeHTH(]IKaIlil IPH TOCTYIIi 10 CEKpeTHOI iHpopMa-
1ii, MOHITOPHHT TepeiKy oci0, siki Olbllle He MOTPEOYIOTh JOCTYITY O CEKPETHOI
iHdopMartii, BIOCKOHAJICHHS! CHCTEMH JTOCTYITY Ta AOIYCKY MO Nep>KaBHOI Ta€EMHH-
1, Ta 3aco0iB Qi3MYHOrO 3aXUCTy JUIsl 30epiraHHs HOCIiB iH(pOpMarlii, 110 MICTIATh
JepKaBHY TAEMHHIIIO BIOCKOHAIIMTH CHCTEMY JOCTYILY JIO AP KaBHOI TAEMHHIIL.

CroroJiHi BUHHMKa€E roctpa norpeda y (opMyBaHHI y CYCHiIBCTBA KPUTUYHOTO
MUCJICHHS Ta 3IaTHOCTI BiIPi3HATH MpaBAMBY iHpOpMaIiro Bin defikis, mo 3a0e3-
rieyye 00’€KTUBHE BUCBITJICHHS MOJIN Ta MPOTHUAIE MOMIUPEHHIO (eHKOBUX HOBHH
IIISIXOM CTBOPEHHSI CHEIIATi30BaHUX CTPYKTYP AJS BUSIBICHHS, aHAJ3y Ta HEHT-
pamizanii aesindopmariii. Po3mmpeHHs MiXHapOAHOTO CIIBPOOITHUIITBA B rajy3i
KibepOe3nexy, OOMiH TOCBIIOM, TEXHOJIOTISIMU Ta PO3BIIAHIMH 3 TTAPTHEPAMH IS
CHIJIBHOTO MPOTHCTOSIHHA Kibep3arpo3aM a TakokK y4acTh Y JIsTIBHOCTI MiIXKHApOa-
HUX OpraHi3amiil, mo 3alfMalOThCS MHATAHHAMH KiOepOe3NeKu CIpHATHME IIiIBHU-
LICHHIO e()eKTUBHOCTI 3aXUCTY JIEP>KaBHOI TAEMHHMII B YMOBAaX BiifHU.

Opranizamis 6araTopiBHEBOi CHCTEMH OXOPOHH JEP:KaBHOI TAEMHHIII B yMO-
BaX BOEHHOTO CTaHy € HEBiJ’€MHOI0 CKJIaJ0BOIO 3a0e3NeueHHs HallloHaJIbHOI
Oesmekn Ykpainu. BoHa € eeKTHBHUM IHCTPYMEHTOM 3amoOiraHHs PO3rojo-
LIEHHIO KPUTHYHO BaXJIMBOI iH(OpMallii, 3HIKY€E PU3UK HECAHKIIOHOBAHOTO J10-
CTYITy Ta CIpHSE 3aXUCTY JIepXKaBHHUX iHTepeciB. baratopiBHeBWil minxin, skl
MOE/IHYE KOMILIEKC 3ax0AiB (izn4Hoi Ta iHdopMaliiiHoT Oe3rekH, CydacHi TeEXHO-
yorii izeHTudiKamnii, muppyBaHHS, a TAKOXK PETyIAPHUNA KOHTPOJb 33 JOTPUMAaH-
HSIM MIPOLIEAYP AOCTYITy, A03BOJISIE 3a0€3MeUNTH BUCOKHI PiBeHb KOH(IIEeHIIHHO-
CTi B yMOBax IOCTIHHMX 3arpo3. Pe3ynpraTn ZOCHiIKEHHS MOXYTh OyTH BUKOPH-
CTaHi JyIsi pO3pOOJIeHHs] HOBUX CTPATEeriil Ta TAaKTHK 3aXUCTY AEP)KaBHOI TAEMHH-
mi. 3 METOI0 BIOCKOHAJICHHS HOPMATHBHO-NIPaBOBOI 0a3u B cdepi 3axXucty aep-
JKaBHOI TAEMHWIII MUIIIXOM PO3pOOJICHHS HaBYANBHUX IpOrpaM Uil (axiBIiB Y
ramy3i iHpopMmarifHoi Ge3nexu.

3anpoBaPKEHHs] CHCTEMHOTO MMIAXO0Y /10 3aXHCTy AepkaBHOI iHpopMmaii €
BaXUIMBUM YMHHUKOM MiITPUMKH CTabiIBHOCTI AEP)KaBHOTO YTPABIiHHS Ta KO-
opauHAIl mii y cdepi oboponu Ta Oesmeku. KpiM Toro, B ymMoBax mMiABUIICHOT
BPa3NMBOCTI 70 iHpOpMamiHHUX Ta Kibep3arpo3 KpUTHYHO BaXKIIMBOIO € aJanTa-
i ICHYIOYMX MPOLEIyp 10 JUHAMIYHUX BUKJIHMKIB BifHH, 1[I0 BUMAarae MocTiiHO-
IO MOHITOPHHTY Ta BIOCKOHAJICHHS OXOPOHHHUX MEXaHi3MiB.

3axucT JAep>KaBHOI TAEMHHUIII B YMOBAX BIMHHU € CKJIAQIHHUM 1 OaraTorpaHHUM
3aBJaHHAM, K€ BHMarae KOMIDIEKCHOTO Mimxomy. Peamizariis 3ampOmoHOBaHUX



3aX0/IiB JI03BOJIUTHh 3HAYHO MiBUIIUTH PIBCHb 3aXHUINCHOCTI ACPKABHOI Ta€ MHHUIII
Ta 3a0€3MeYNTH HalliOHAJIbHY Oe3IeKy.
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Abstract. The theoretical, scientific-methodical and organizational-functional
foundations of the impact of artificial intelligence on the state secret protection system are
considered. Modern approaches to the protection of state secrets in modern realities are
identified. Methodological approaches to the formation of the concept of assessing the
impact of artificial intelligence on the state secret protection system are presented. Stages
of solving the scientific and practical problem of the impact of artificial intelligence on the
state secret protection system are proposed.

Keywords: state secret protection, artificial intelligence, cybersecurity, information
warfare, critical infrastructure, disinformation.

Anomauia. PoszensiHymo meopemuyti, HAYKOBO-MemoOUuHi ma Opeani3ayitiHo-
@PYHKYIOHANbHI OCHOBU GNAUBY WIMYYHO20 THMENeKMY HA CUCTEMY 3aXUCT 0epAUCABHOT
maemnuyi. Busnaveno cyuacni nioxoou 0o 3axucmy 0epiHcagHoi maemuuyi y Cy4acHux
peanisix. Hageoeno memoouuni nioxoou 00 ¢hopmysanus KoHyenyii OyiHIOBaHHs GNIUGY
WIMYYHO20 [HMeNeKmy Ha CUCIeMY 3aXUcmy 0epiicasHoi maemMuuyi. 3anpononoeano ema-
nu BUPIUeHs. HAYKOBO-NPAKMUYHOT npoOieMu 6NAUBY WUMYYHO20 IHMENEeKNY HA CUCTHEMY
3axXUCmy 0epiHcasHOi MaeMHUYI.

Kniouogi cnosa: 3axucm oepoicagnoi macmuuyi, wmyynuil inmeaexkm, Kibepbesnexa,
iHGhopmayitina silina, KpumuyHa iHGpacmpykmypa, oesiH@opmayis.
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Mryyrnit intenext (III) cTpiMKo po3BHBAa€THCS 1 Bee OLIBINE MPOHUKAE B
yci chepu JTFOACHKOI AiSTTBHOCTI, B TOMY YHCII i B cdepy Oe3rmekn. 3acToCyBaHHS
LI B 3axwmcTi MepKaBHOI TAEMHHUINI Mae SK 3HAYHI IEepeBard, Tak i MOTEHIiiHI
pusuku. Tomy, oninka BrumBy LI Ha 3axucT nepxaBHOI TAEMHUII € HaA3BHYAH-
HO aKTyaJIbHOIO HAyKOBOIO IIPOOIEMOIO.

Icaytoui mocmimpkeHHs B IIiii ramy3i B OCHOBHOMY 30CEpeIKCHI Ha aHawi3i
MOTEHLIHHUX 3arpo3, sKi MOKYTh BUHHKHYTH BHAC/IiOK Bukopucranns 1111, 30k-
pema, pu3MK 310BMUCHOrO BukopuctanHs 11, mpobiema po3mexyBaHHS BiImo-
BiZIaJIBHOCTI, PU3MK ynepekeHocTi anroputmiB. LI moxxe Oyt BUKOpHCTaHUI
JUISL CTBOPEHHSI OB CKITaJHUX 1 eEeKTUBHUX KibepaTak, po3p0OKH HOBHX BHIIIB
30poi Ta aesindopmairii. XTo Hece BIAMOBIMANBHICTH 3a Jil CHCTEM, 10 0a3yIOTh-
cst Ha LI, Ko BOHW MPU3BEAYTH 10 BUTOKY JIEPKAaBHOI TAEMHHII. AJITOPUTMH
I MOXyTh MiCTHUTH B CO01 YHEPEIKEHHS, 1[0 MOXKE TPHU3BECTH IO NMPHUHHSATTS
HETIPaBUIIBHUX PIIlICHb.

PazoM 3 TuM, iCHYIOTH IOCHIKEHHS, SIKI PO3IIIAAAlOTh MO3UTHBHI aclleKTH
BukopuctanHs Il B 3axucTi IepkaBHOI TaEMHMIl, Taki SIK: aBTOMAaTH3amis py-
TUHHHX 3aBJaHb, TOKPAIICHHS TOYHOCTI aHaJi3y AaHWX, CTBOPEHHS OUIbII edek-
TUBHHX cucteM 3axucty. Il Moxe aBTOMaTH3yBaTH 0araTto pyTHMHHHX 3aB/IaHb,
TMOB'SI3aHHUX 3 aHATI30M BEIMKHX OOCATIB JAaHHX, LIO JI03BOJISIE 3BUIBHUTH (haxiB-
IiB U1 BUKOHAHHs OUThII ckiaaHux 3amgad. I 3maTHUi BUSIBIATH 3arpo3H, sKi
MOXYTh OYTH HPOMYyIIEH] JIAChKAM aHamiTHKOM. 1111 Moxe OyTH BUKOpHCTAHHIA
JUIsL PO3pOOKHM OLIBII 1HTENEKTYalbHUX CHCTEM 3axHCTy iH(popMmalii, siki 34aTHi
aJIanTyBaTHCS 10 HOBUX 3arpos.

Pa3zoM 3 THM HEBHpIMICHNMH 3aIMIIAIOTHCS MMUTAHHS 3a0e3neueHHs Oe3mned-
Horo Bukopuctanss LI B gepxaBHUX opraHax, IpaBoBi Ta €TUYHI POOJIEMH TIPU
BukopucTanHi LI B 3aXucTi Aep:kaBHOI TAEMHUII, OI[IHIOBAaHHS pU3UKIB, MIOB's3a-
HUX 3 BuKopHucTaHHsAM I, Ta po3poOiieHHsT eEeKTUBHUX 3aXO0JiB NMPOTHAIi, 3a-
0e3medeHHs IPO30POCTi cucTeM, 1o Oa3yroThes Ha [1I1.

Brums LI Ha 3axucT nepkaBHOI TAEMHUII CHPUYMHSE BUHUKHEHHS SIK 3a-
rpo3 Tak i MOXIMBOCTeH. Cepell OCHOBHHX 3arpo3 MOJKHAa BHOKPEMHTH CTBO-
peHHs Kibeparak OUIBIIOI CKIIATHOCTI, reHepalis ne3indopmarii, comianpHa iH-
xenepis. I mMoxe OyTu BHKOpHCTaHWIl IUIs aBTOMAaTu3allii MPOLECY MOUIyKY
Bpa3NMBOCTEH B CHCTEMax OE3MeKH, pO3pOOKH HOBMX BHUIB IIKiJIMBOTO MpOrpa-
MHOTO 3abe3neueHHs Ta npoBeaeHAs MacmTabHux DDoS-arak. Takox I moxe
OyTH BUKOPHCTAHUM JUISi CTBOPEHHS BEJIMKHX OOCATIB ()eKOBMX HOBHMH Ta IHIINX
BHIB Ae3iH(opMariii, 1o Moxe 1ecTadlni3yBaTH CYCIUTBCTBO 1 MigipBaTH JOBIpY
10 nepkaBHUX iHCTHTYLIH. 1] MOXke OyTH BUKOPHUCTAHUM JUIsi CTBOPEHHS O1LIbII
MEPEKOHJIMBUX (DIIIMHTOBUX JIMCTIB Ta IHIIUX BUAIB COILIaJIBHOI iHXKEHepii, o
JI03BOJIsIE 3100yBaTH KOHDIACHIIHY iHpOpMAIlio.

JlocipKkyoun MOKIJIMBOCTI BapTO BiJ3HAUMTH 301UIbIICHHS €(EeKTHBHOCTI
aHaJi3y JaHWX, aBTOMAaTH3alisd PyTHHHUX 3aBIaHb, PO3POOICHHS HOBUX METO/IB
3axucty. Il Moxe aHai3yBaTH BEIMKI OOCITH TJaHUX B PEKUMI PEAIbHOTO Yacy,



BHSBIISIFOYH ITiO3PLTYy aKTUBHICTH Ta IMPOTHO3YIOUW MOTEHIiHHI 3arpo3n. 11 mo-
K€ aBTOMAaTH3yBaTH 0araTo PyTHHHHX 3aBIaHb, TAKHX SK MOHITOPUHT Mepexi,
aHaJi3 JIOTIB Ta imeHTUdIKAIA 3arpo3, MO A03BOJIIE 3BUTFHUTH (DaxXiBINB AJIS BH-
KOHaHHA OLTbmI ckIanHux 3anad. 11 moxe OyTH BUKOPHCTAHHUHA AJIS PO3pOOIICH-
HS HOBHX METOZIB 3aXWCTy iH(pOpMAIii, TAKUX SK aJalTHBHI CHCTEMH 3aXHCTY,
SIKi 3/1aTHI CAMOHABYATHUCS 1 aJJalTyBaTUCS IO HOBHX 3arpo3.

HITy4Hui iHTENEKT € MOTYXHUM IHCTPYMEHTOM, SIKHIl MOXKe OyTH BHKOpHC-
TaHWUH SK IS 3aXUCTY, TaK 1 JuIsl aTaku. s Toro mob MakcuMi3yBaTH IepeBaru
II 1 MiHIMI3yBaTH PU3MKH, BUHUKAE NMOTpeda y po3poOJIeHHI KOMIUIEKCHOTO iji-
XOJy JI0 OT0 BUKOpHUCTaHHS B cepi Oe3meku. [eit miaxin MOBUHEH BKITIOYATH B
cebe po3poOiieHHsT ePEeKTUBHUX CUCTEM YIpaBIiHHS PU3MKAaMH, CTBOPEHHS Ipa-
BOBOi 0a3W, MiXKHApPOJHE CIIBPOOITHHIITBO, IMOCTIHE HABYAHHS Ta IiABHUINCHHS
kBarigikamnii gaxiBiiB. 3anpoBaHKeHHs KOMIDIEKCHOTO ITiX0Iy BHMarae po3po-
OJICHHS METOJIIB OIIHIOBAaHHS PHU3HKIB, NOB'13aHKX 3 BUKopucTanHsM LI, ta pos-
poOenHs 3axomiB mist ix MiHiMmizamil. Takox BuHHKae motpeda y po3poOIieHHI
HOBHX MpPaBOBUX HOPM, sKi perymroioTh BukopucTaHHs I B coepi Oesmekn.
CriBmpans 3 iHITUME KpaiHaMU I pO3pOOKH CHUTBHUX cTaHAapTiB Oesmekn 111
JI03BOJIMTH MiJBUIIUTH €(EKTUBHICTb 3aXHCTY TAEMHOT iH(pOpMAaIlii.

3aranom, LI BigkpuBae HOBI MOXJIMBOCTI Juis 3a0e3neueHHs1 Oe3neKku aep-
’KaBHU, aje HOro BUKOPUCTaHHs MOTpeOye 00EpPEeKHOTo Ta 3BAKEHOTO MiAXOIY.
[lizcyMOBYIOYM BHKJIAJCHE BHIIEC, MOXHa BHOKPEMHTH TaKi PEKOMEHIAIIII, SK
PO3BHTOK HalliOHAIBHUX CTpaTeriii B raimysi kibepOe3neku, siki BpaxOByBaTUMYTh
Bukopuctanns 111, iHBeCTyBaHHS B IOCIIIKEHHS Ta po3poOku B ramysi 11 ta
KibepOe3neKu, CTBOPEHHST MiDKHAPOTHUX (POPYMIB IJIsi OOTOBOPEHHS MHUTaHb, MO-
B'si3aHMX 3 BUKopucTaHHAM LI B cdepi Oe3nexn, po3poOIeHHS CHCTEMU CEpTH-
¢ikanii cucrem I, mo0 BHUKOPHUCTOBYIOTHCS B IEP)KaBHUX OPraHax, IIPOBOIAMTH
HaBYaHHS Ta IiABHUIICHHS KBamidikamii ¢axismiB B ramysi LI Ta xibepOe3nexu.

HesBaxaroun Ha 3HaUHY KUTBKICTh TOCIIDKEHB B I rajysi, 0araTo MUTaHb 3a-
JIUIIAIOTHCS BIAKPUTHUMHU. HeoOXiMHO MPOBOMUTH TOMAJBINI JOCTIIKSHHS B TAKUX
HamnpsiIMKax, sK po3poOJieHHs] METOJiB OLiHIOBaHHs cTiiikocTi cuctem LI no arak,
nociipkenns BBy LI Ha MbkHapoqHy Oe3reKy Ta po3poOka HOBHX ajrOPHTMIB
MalIMHHOTO HABYAHHS JUIs BUSIBJICHHS aHOMalliii B MepexxeBoMy Tpadiky. 3aBIsku
BIIPOBA/KEHHIO ITUX PEKOMEHJAIli MOYKHA MiHIMI3yBaTH PU3WKH, TIOB'SI3aHi 3 BHKO-
puctannsm 11, Ta MakcuMi3yBaTH HOTO MOTEHIIAN TS 3a0e3MeYeHHsI HalllOHATBHOT
6e3nexn. Bukopucranns 111 B 3axucTi ep>kaBHOI TAEMHMII € MEPCHEKTHBHAM Ha-
TIPSIMKOM JIOCJTIJDKEHB, IKUH BUMarae rojiajiblIoro po3BUTKY.
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YIIK 004.056.5 }
3AXHCT NEPCOHAJIBHUX JJAHUX Y BOEHHUI YAC

Baoum BUIJIA30B
Xapkiecokuit HauyionanvHuil yHigepcumem GHYMPIWHIX CcHpas, M.
Kam’aneuw-Ilodinscokuil, Ykpaina.

Abstract. The article addresses the protection of personal data under martial law,
focusing on practical measures to ensure confidentiality. Special attention is paid to data
security in cloud services and on mobile devices. Recommendations include device
protection, access management, encryption, and data backup. The author emphasizes the
importance of combining legal frameworks with personal responsibility to safeguard data
in the digital environment.

Keywords: personal data protection, martial law, cloud services, mobile devices,
confidentiality, encryption, data backup, national security.

Anomauia. Y 00nogioi po3enadaromvcsa acneKmu 3axXucmy nepCoHANbHUX OAHUX 8
YMOBAX BOEHHO20 CMAHY, 30KPEeMA NPAKMUYHI 3aX00U 015 3a06e3neyents ix KoHgioenyiti-
nocmi. Okpema yeaza npudiiaemvcs 6esneyi OaHUX Y XMAPHUX cepsicax ma Ha MOOLIbHUX
npucmposix. Pexomenoayii exniouaioms 3axucm npucmpois, ynpasiinus 00Cmynom, 6uKo-
PUCMANHS WUDPYBANHS A CIMBOPEHHSI PE3EPEHUX KONiu. Aemop Hazonouye na HeoOXio-
HOCMI NOEOHAHHA NPABOBUX HOPM MaA 0COOUCMOL 8i0N0BIOATLHOCII O 3aXUCMY OAHUX )
yugpposomy cepedosguiyi.

Knrouoei cnosa: 3axucm nepcoHanvHux OAHUX, 60EHHULL CTNAH, XMAPHI cepegicu, Mo0i-
JIbHI npucmpoi, KoHgioenyiinicms, wuppysanmus, pesepeHe KONiOBAHHA, HAYIOHATbHA
be3nexa.

Beryn. B yMoBax BO€HHOTO cTaHy B YKpaiHi THMTaHHS 3aXUCTy
MIEPCOHAJILHUX JJAHNX CTAJIO IIe OiIbII aKTyaJIbHUM. 3 OHOTO OOKY, IepXaBa Mae
IIPaBO BCTAHOBJIOBAaTH IIEBHI OOMEXeHHA B Wil cdepi amt 3abe3nedeHHS
HalioHaNbHOI Oe3meku. 3 iHIIOro OOKY, TPOMajasHH MAlOThb IIPAaBO 3aXHIIATH
0CcoOuCTI 1aHi BiJ] HE3aKOHHOTO 300pY, BUKOPUCTAHHS Ta PO3MOBCIOPKEHHSI.

Buknad ocnosnozco mamepiany. SIk My 3HaEMO, 3aXKCT TIEPCOHATIBHUX JIAHUX B
YMOBaxX BOEHHOTO CTaHy 3aJIMIIA€Thesl mpioputeTroM. Xoua GDPR Ta iHmi 3akoHn
[Ipo 3axmcT maHMX MarOTh MEBHI 0OMEKEHHS, BOHH BCe IIe 3a0e3rmeuyioTh 06a30BHii




PiBEHB 3aXUCTY MEPCOHATBHIX JaHUX. AJe KPiM MPABOBUX HOPM, € i iHIII MpaKTHIHI
KPOKH, SIKi B MOXKETE 3pOOHTH, 00 MAKCUMAIIFHO 3aXHUCTHTH cede:

1._PemenbHo dinimuvca c8oimu oanumu:

— ObmexTe KimbKicTh iH(OpMamii, sxky Bwu myOmikyere B IHTEpHeTI,
0COOJTMBO B COIIaIbHIX MEpeKax.

— He mepenasaiite cBoi 0coOMCTI aHI HE3HAHOMHUM IIFOIAM a0 HEBiTOMHUM
BeO-caiiTaM.

— BukopucToByiite HamiiiHi mapoisi A8 BCiX CBOiX OOJIKOBHX 3aluCiB B
IHTEpHETI Ta PeryJIsipHO 3MIHIONTE iX.

2. 3axucm npucmpoio:

— BcraHoBiTh HaziliHe aHTUBIpYCHE IporpaMHe 3a0e3Me4eHHs Ta IIPorpaMHe
3a0e3neUeHHS IS 3aXUCTY JAaHUX Ha CBiif KOMITTIOTep a00 MOOITBHUN IPUCTPIil.

— PerynsipHo oHOBIIOHTE OMEpalliiiHy cucTeMy Ta MPOTrpaMHe 3a0e3MeUEeHHS.

— BukopuctoByiite VPN minm dWac WiOKIIOYeHHS A0 3arajbHONOCTYITHOI
Mmepexi Wi-Fi.

3. Byob nacka, b6yovme nuivHi:

— Ocrepiraiitecss (IMUHTOBUX JHCTIB 1 BeO-calTiB, SKi HaMararThCS
BUMAararH Bailli 0COOHCTI JaHi.

— He BinkpuBaiite nigo3piii nocunaHHs abo )KOBTHI BKJIaJCHHS.

— CnipkyiiTe 3a 1HO3€MHUMHU J3BIHKaMmu, sIKi 3amuTyioTh Bamry ocobucty
iHpopMarlito.

4. 3uaiime ceoi npasa:

— Osnaitomtecss 3 GDPR Ta inmumu 3akonamu IIpo 3axuct maHux, mo0
3pO3YyMITH Ballli IpaBa Ta OOMEKCHHSI.

— Slkmo B miO3pro€eTe, MO Balli 0coOHCTI HaHi Oyiu 0OpoOIeHi He3aKOHHO,
3BEPHITHCS /10 KOMIIETEHTHHX JIep>KaBHUX opraHiB [1].

Kondgioenyitinicmo danux y xmapi: 30epiraHHs TaHUX y XMapi CTae Bce
OUTBIII MTOIIUPEHUM CIOCOOOM JocTymy A0 iHpopMarii 3 Oyab-IKOro MICII Ta 3
Oynp-sikoro mpuctpor. OnHak, 30epiraroun ocoOucTi abo KOH(DINCHIIHHI JaHi B
XMapi, BAXKJIMBO 3HATH IPO PU3UKH Ta BXKUBATH 3aXO/IB ISl X MiHIMi3awil.

Och KibKa BaKJIMBHX MOMCHTIB, SIKI CIIiJ] 3HATH MPO KOHQIACHIIHHICTH
XMapHUX JIaHUX:

1. Bubip nocmauanbHuka XMapHux nocuye.

— Bimnaiite mepeBary HagiiHUM Ta HaJidiHUM MOCTadajbHUKAM TOCIYT 3
YITKOIO PEIyTAaIli€l0 OC3MeKH JaHUX.

Mbynp nacka, o3naiiomtecs 3 [lomiTHKOIO KOH(IAEHIIIHOCTI Ta yMOBaMH
BUKOPUCTaHHS NOCTavYajbHUKA, 100 3p0o3yMiTH, Ik Bamri 1aHi BUKOPHCTOBYIOTHCS
1 3aXUIIEHI.

— IlepexoHaiiTecs, 1O Baml NpOBalAep BUKOPUCTOBYE HOBITHI TEXHOJIOTII
Oe3IeKH, TaKi K MUQpyBaHHS TaHUX 1 KOHTPOJb JOCTYILY.

2. 3axucm danux:

— JlocTyn 10 XMapHOTO CXOBHINA 3 BHUKOPHUCTaHHAM HAIIHHUX MHapoiiB i
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nBO(aKTOPHOI ayTeHTH(iKaIIii.

— He giniTecs cBOIM maposieM 3 iHIIHMH.

— HIndpyiite koHDineHTIAH] TaH] mepen X 30epiraHasIM y xmapi.

— PerynsipHo oHOBIIOITE IpOTpaMHe 3a0€3MIEUCHHS BAIIOTO IIPHUCTPOIO.

3. Konmpoab docmyny:

— Hapnaiite mocTym 1o CBOiX IaHMX JIUIIE THM, XTO IX HIHCHO MOTpeOye.

— BukopHcTOBYiiTE CIIMCKH KOHTPOJIIO JOCTYILY, 00 OOMEXHUTH, XTO MOXE
nepenIsiiaTi, peaaryBati abo BUAAJSATH JaHi.

— MOHITOPHHT aKTHBHOCTI B XMapHOMY CXOBHWILI 1 BUSIBJICHHS ITi103pinoi
AKTUBHOCTI.

4. Pesepsie konirosanna ma 6i0HO8NEHHA

— CTBOpIOiiTe perymasapHi pe3epBHI KOmii CBOiX JaHWX, MO0 BH MOIIH
BiTHOBHUTH iX y pa3zi 300r0 abo BTparu.

— 30epiraiiTe pe3epBHY KOIIII0 OKPEMO Bill OCHOBHUX JaHHX y Oe3IedHOMY
Mmicti

—IlepeBipTre IUIaH BIJHOBJCHHS BaIIOTO XMAapHOTO TIpoBaiiepa, o0
Ji3HATHUCH, O poOUTH B pasi aBapii.

byow nacka, nav'amaiime:

— KoH¢ineHNiHHICTh TaHUX y XMapi-1ie CIiJbHA BiIOBIIaNbHICTS.

— Bubepith HaziifHOTO MOCTaYaIbHUKA,

— BxkuBaiiTe 3armo0iKHUAX 3aX0/IiB JJIs 3aXUCTY BaIINX JaHHUX,

— KoHTpomtoiiTe TOCTyI A0 HUX,

— PerynsipHo cTBOpIOWTE pe3epBHI KOIIii.

— JloTpumytourchk X mopaj, BU MoXeTe 30eperTH CBOI 1aHi MPUBATHUMH Ta
Oe3rmeuHnME y xMapi [2].

3axucm _Oanux Ha_MOOINbHUX NPUCMPOAX: 3AXUCHIUMb _CBOI0 KUWEHIO 8
uugposomy cgimi. Y cydacHOMY CBITI MOOUTBHI HPHUCTPOi CTaIM HEBiJ€MHOIO
YaCTHHOIO HAIIOTO JKUTTS. MM BHKOPHCTOBYEMO IX ISl CIIUIKYyBaHHS, POOOTH,
po3Bar i 30epiranas BaxmBoi iHpopMamii. OxHak npu 30epiranHi ocoducTux abo
KOH(DIICHIINHUX JaHUX Ha MOOITBHUX MPUCTPOSX BAXKIUBO BKUBATH 3aXOMIB IS
3aXMCTY BiJl HECAHKI[IOHOBAHOTO JOCTYITy, BTpaTi a0o noikomkeHHs. Och Kijbka
BOXJIMBUX TOPaJI PO Te, SIK 3aXUCTUTH CBOI JAaHl Ha MOOLILHOMY TIPHUCTPOI:

1. 3axucm npucmporo:

— BceranoBite 3axumenuit PIN-kon, mapons a6o mabmoH aist O10KyBaHHS
eKpaHa.

— BuxopucToByiite OiomerpuuHi (YHKII, Taki sK po3Ii3HaBaHHS BiIOWTKIB
TaJIBIB Ta 00Myys, SIKIo Bam npucTpiit marpumye ix.

— VBIMKHITh BijjiajeHe OJOKYBaHHS Ta BUJAAJCHHS NAaHUX, 100 BH MOTIH
3abi0KyBarn abo CTepTH JaHi 31 CBOTO MPUCTPOIO y pasi Horo Brparu abo
KPaJIiXKKH.

— BcTaHoBiTE MOOITEHHN aHTHBIPYC 1 IpOTrpaMHe 3a0e3MedeHHs T 3aXUCTy
JIAHUX.




— PerymnsapHo oHOBIIOiiTE OmepamiifHy crucTeMy Ta MporpaMHe 3a0e3redeHHs
Ha CBOEMY IPUCTPOI.

2. 3axucm 0anux:

— He 30epiraiite kKoH(}imeHMIHHI AaHi, Taki K Mapoili, HOMEPH KPEAUTHHUX
KapToK ab0 MeIWYHi 3aliCH, Ha CBOEMY MOOUIBPHOMY IIPHCTpPOI, SKIIO I
a0COIIFOTHO HEOOXITHO.

—30epiraiiTe BaXJIMBI JaHI 3a JIONMOMOTOI0 3alIM(POBAHOTO XMAapHOTO
CXOBHIIA.

— lIndpyiite koH}ineHLIIHI (aiiam, mepur HiXK HaJCHUIATH IX KOMYCh.

— Bynpre obepexkHi 3 3aranbHOAOCTYITHMMH Mepexxamu Wi-Fi, ockinbkn
BOHHU MOXYTb OyTH HEOE3MEYHUMH.

— 3aBaHTaXyHTe MONATOKH TUTBKH 3 0(iliHHOTO Mara3suHy JOIATKIB.

3. Cexpemuicmby:

— IlepeBipTe HamamTyBaHHS KOH(QIACHIIIHOCTI mporpamu abo MPHCTPOIO,
100 MepeKOHATHCS, IO Ballli JaHi He epefaloThCs Oe3 BalIoro BigoMa.

— BUMKHITB ciry0H reosokaii, sSIKIO BOHK HE BUKOPHUCTOBYIOTBCH.

— Crigkyiite 3a iHpopMatiero, ssky Bu myOmikyeTe B comiadbHIX Mepekax Ta
IHIIUX OHJIAMH-TUIaTPOopMax.

— He BimkpuBaiiTe migo3piii MOCHJIAHHS a00 MOBIJOMIJICHHS EJICKTPOHHOT
ot abo SMS.

4. Pesepsie konirosanna ma 6i0HO8NEHHA

— PerynsipHo cTBOpIOiiTE pe3epBHi KOIii JaHWX Ha CBOEMY KOMIT'HOTEpi abo B
XMapHOMY CXOBHIIII.

— 30epiraiiTe pe3epBHY KOMIID OKPEeMO BiJ MOOUIBHOTO MPHCTPOIO B
HATIHHOMY MICITi.

— IlepernssHbTe TUIAaH BiAHOBIIEHHS MOOIUTBRHOTO OllepaTopa abo BHPOOHMKa
MPUCTPOIO, 00 [i3HATHCS, IO POOWUTH, SKIO TPHUCTPiii BTpadeHo abdo
TIOIIKOIXKEHO.

byos aacka, nam'amaiime:

— Bu HeceTe BiANOBIJAJBHICTh 33 3aXUCT JaHUX HA CBOEMY MOOIITBHOMY
HIPUCTPOI.

— BikuBaiiTe HEOOX1AHUX 3aXOJIiB JUIsl 3aXUCTY BALIOr0 NPUCTPOIO Ta JTAHUX,

— OcrepiraiiTecst OHJIAH-3arpo3,

— Perynsapro ctBopioiite pe3epsHi Komii [3].

JloTpuMyro4rch IUX TOpaja, BU MOXKeTe 30epertd cBoi JaHi B Oesrmeri Ta
KOH(iICHIIIHHOCTI Ha CBOEMY MOOUIBHOMY ITPUCTPOI.

Bucnosox: BiitHa B YkpaiHi CTaBHUTh II€pe CYCHUILCTBOM 0e3iid mpodiem,
OJTHIEIO 3 SIKMX € 3aXHUCT MEePCOHAIBHUX JAaHHUX. 3 OJHOTO OOKY, Jep)kaBa BHUMarae
MIeBHUX 0OMEXEHb 1010 TPaB IPOMA/ISH Ha 3aXUCT 1 MiATPHUMAHHS I'POMaJICEKOTO
nopsiaky. 3 iHmoro OOKy, TI'pOMaJsHM MaroTh MpPaBO HA HEJOTOPKAHHICTD
NPUBATHOTO JKUTTS Ta 3aXUCT BIJl HE3aKOHHOrO 300py, BHUKOPHUCTAHHS Ta
PO3MOBCIOKEHHSI IEPCOHANBHUX JAHUX.
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Anomauia. Y cmammi 00CcniodiceHo 0CHOGHI MAKMUKU ma Memoou Kibepsazpos nio
yac GICbKOBUX KOHENIKMi6 ma cyyacHi nioxoou oo ix neumpanizayii. Ocobnugy ysazy
NPUOLIEHO BUKOPUCIMAHHIO WMYYHO2O [HMENEKMY, AHANIMUKY 8EIUKUX OAHUX MA XMAPHUX
MexHon02il 01151 3a0e3nedeH s 3axucmy iHOPMayitiHux cucmen.

Knruoei cnosa: xibepbesnexa, silina, Kibep3azpo3u, memoou 3axucmy, ingpopmayii-
Ha Oe3nexa.

VY cydacHHMX yMOBaX BiHCHKOBI KOH(IIKTH I€PETBOPIOIOTHCS HA OaraToBUMi-
PHI IPOTUCTOSIHHS, B SIKMX KiOep3arpo3u CTajH OJJHUM i3 KJIFOUOBHX IHCTPYMEHTIB
JUIS TOCATHEHHSI CTPATETiyHUX IiJied. ATakd Ha iH(QOpMAaIiiiHi CUCTEMH JepiKaB-
HHUX YCTAaHOB, KPUTHYHOI iH(pacTpyKTypH Ta KOMEpPLIIHMX KOMIaHiil MOXYTh
MaTH CepHO3HI HACHIIKH SIK I Oe3MeKH KpaiHH, TaK 1 Ui 11 eKOHOMIKH.

CyudacHi BificbKOBI KOH(JIIKTH BUCYBalOTh HOBI BUMOTH 10 KibepOe3mexw,
3MYIIYIOYH JepKaBy 1 opraHizallii IyKaTh cocoOu 3aXUCTY BiJl pi3HOMaHITHUX i
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ckIamHuX Kibepsarpo3. KibepmpocTip BHKOPHUCTOBYETHCS 3IOBMHCHHKAMHU SIK
mwratdhopma Ui TPOBENSHHS MIIMUTYHCHKUX Omepariii, ae3iHnpopMaiifHux Kam-
MaHii Ta aTak Ha KpUTHYIHY iHPPACTPYKTYpY.

AKTyaJbHi IX0AH Ta TEXHOJIOTIi B Kibep3axuCTi I 9ac BilfHH BKIIIOYAIOTh
B cebe:

— KibeppesmwieHTHICTh cucTeM, sfka 3a0e3redye CTIHKICTh J0 aTtak i 37atT-
HICTh BIJHOBJIFOBATHUCS MICIA iHIMACHTIB. Lle miaxin, mpu sKOMy CHCTEMH CHpoe-
KTOBaHi Tax, 1100 30epiraT rnpaues3iaTHICTh HaBiTh I1iJ] Yac KibepaTaxk.

— OneparuBHa Kibeppo3BiaKa, sika IPOBOIUTH 30ip 1 aHaui3 iHpopMalii npo
MOTEeHLIIHI 3arpo3n Ta ixHi [kepena. Lle no3Boisie nependavyaTy MOKIUBI clie-
Hapil aTak i BXKHBATH PEBEHTHBHUX 3aXOiB.

— TexHomorii cerMmeHTarii Mepexi, siKi OOMEXYIOTh JOCTYI IO IEBHUX Yac-
TUH 1HQPACTPYKTYPH AJIS 3ar00IraHHs PO3IIOBCIOKCHHIO IIKIUIMBOTO MPOTpaM-
Horo 3a0e3nedeHHs. Lle no3Boise i3070BaTH 3apa’keHi CHCTEMH Ta 3aXUCTUTH
IHII BaXJIMB1 KOMITOHEHTH.

— ABTOHOMHI CHCTEMH pearyBaHHS, SIKi HE TUIBKHM BUSBIISIOTH, ane i aBTO-
MaTH4HO OJIOKYIOTH aTaku, 3armo0irarodm iX MOAaNbIIOMy PO3BHTKY. Bukopwmc-
TaHHS aBTOMAaTHU30BaHUX IUIATGOPM 3a0e3leuye MIHIMI3AI[0 Yacy peakiii Ha
3arposH.

— Bukopucranns honeypot-cucrem, siki Npu3Ha4€Hi IS BiIBOTIKaHHS Ta BH-
SIBJICHHS KiOEp3JIOBMUCHUKIB 3 (IKTHBHUX cepBepiB 1 mepex. Taki cucremu no-
3BOJISIIOTH BUBYATH TTOBEIIHKY aTaKyIO4YHX Ta 3'ICOBYBATH HOBI METOJH 1 TEXHIKH.

Cyu4acHi TeH/ICHIIIT TaK0K BKJIFOUYAIOTh PO3BUTOK Zero Trust migxomy, A€ KO-
KEH 3alUT Ha JOCTYI J0 PECYPCiB PO3MIISIAETHCS K HMOTEHIIIHO HeOe3neuHuH,
HE3aJIe)KHO BiJl TOTO, YA HAIXOAUTHh BiH 3 BHYTPIIIHBOI Mepexki, i 330BHI. Lle
3HAYHO YCKJIQJHIOE 3I0BMHCHHUKAM JOCTYII 10 KPHTHYHO BAXIIMBHX JAHUX.

Jlo OCHOBHHX THUMIB Kibep3arpo3 BKIOYAIOTE:

— DDoS-araku, cipsMoBaHI Ha TIEpEeBaHTAXXCHHS CEPBEPIB 1 MPU3YITUHEHHS
poOoTH OHIIAHH-CEPBiCiB.

— DimMHroBi KaMNaHii, 110 A0MOMAaralTh 3JI0BMUCHHKAM OTPHUMATH JIOCTYII
JI0 KOHQ1IeHIiHHOT iHpopMalliil yepe3 o0OMaH KOPUCTYBaviB.

— Bipycu-Bumaraui, siki GJIOKYIOTb JIOCTYII JI0 CUCTEM 1 BUMAaratoTh BUKYI 32
pO30JIOKyBaHHS.

— HInuryHchKi porpamu, o HEMOMITHO 30uparoThk iH(opMalliro it moaa-
JIBIIIOTO BUKOPUCTaHHS Y BIHCHKOBUX IIIJIAX.

B cyuacHiii cucremi 3aXUCTy METOJIM Ta TEXHOJIOTI] CIIPsIMOBaHI Ha HIBHJKE
BUSIBJICHHS 1 HeHTpamizamito 3arpo3. ToMy OCHOBHI TEXHOJIOTIi, IO 3aCTOCOBY-
I0ThCS JIUISL LILOT'0, BKIIIOYAIOTh B cede:

— Il ryunnii inrenext (L), siknit BUKOPUCTOBYETHCS JUIsl aBTOMATH3ALIii 1Tpo-
LIeCiB MOHITOPHUHTY Ta aHami3y. AnropurMH 11 MoXyTh i1eHTH(IKYBaTH aHOMAJIb-
HY aKTHBHICTb y MEpexkax, 110 J03BOJISIE CBOEYACHO pearyBaTH Ha 3arpo3u.



“IHOOPMAI[IHHA BE3IIEKA TA IHOOPMAI[IFHI TEXHOJIOIT” 29

— AHaniTHKa BEIHMKHUX JaHUX, KA Ja€ MOXIIMBICTh aHAJI3yBaTH BEJNUKI 00-
CATH JTaHWX, SIKI TEHEPYIOTHCS MiA Jac poOoTH cucteM. lle momomarae BUSBUTH
TIATepPHH MOBEIIHKH, [0 MOXYTh CBITUUTH NP0 TOTCHIIHHY 3arpo3y.

— XMapHi TeXHOJOTIi, sKi 3a0e3MeuyoTh pe3epBHE KOMIOBAHHS JaHUX i MO-
JKIIUBICTH X BiHOBIIEHHS y pa3si kibepaTaku. XMapHi IIATGOPMH TaKOXK JT03BO-
JAIOTh 3a0€3MeYnTH TOJATKOBHH DPIBEHb O€3MEKH 3aBISKH 130JAMil KPUTHIHO
Ba)XJIMBUX JaHUX BiJl MICIIEBUX CHCTEM.

OTxe, Kibep3arpo3u MmiJ 4ac BiiiChKOBUX KOH(IIKTIB CTAIHM 3HAYHUM BHKIIH-
KOM JUIs JIepKaBHOI Oe3rekn Ta ekoHoMikH. EdexTuBHe yrpaBniHHs KibepOesie-
KOI0O MOTpedye KOMIUIEKCHOTO MiIXO/Ay, IO BKIJIIOYAE 3aCTOCYBaHHS ILITYYHOTO
IHTEJICKTY, aHATITUKYA BEIUKHUX JaHUX Ta XMApHUX TCXHOJOTIH JJIs BUSBICHHS 1
OmoKyBaHHS 3arpo3. BukopucTaHHS MeToniB KiOeppo3Bimkm Ta mimxomy Zero
Trust migBuiye criiikictp cucteM. ToMy MO€IHaHHS CYYacHUX TEXHOJIOTIH Ta
MiATOTOBKH CHEMiaicTiB 3a0e3reuye HaiiHuA 3aXUCT iHPOPMALIHHIX CUCTEM Y
CKJIATHHX YMOBaXx.
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Abstract. In the work, modern communication platforms for optimizing and
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minimizing risks during emergency response.
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Anomauia. Y pob6omi 00CrioNCytombcst CyNaACHi KOMYHIKAYIUHI nAam@opmu, wo eu-
KOpUCTO8YIOMbC 01 onmumisayii ma agmomamusayii dianvHocmi JlepocasHoi ciyorcou
Vxpainu 3 naossuuaiinux cumyayiii (JJCHC). Po32130ar0mubcsi MOHCIUBOCI 8NPOBAOIHCEH-
HA XMApHUX pilleHb, agmoMamu3o8ano20 YNpaguinHa 3a60aHHAMU, A MAKOIC 3ax00i6 3
iHghopmayitinoi 6e3nexu 0na 3abe3neueHHs eheKmugHoi KOOpOuHayii Oitl ma 3axucmy
KpumuyHo eascaueux oanux. Ocobnuea yeaza NpuoilsAemvcs 6NIUEY YUX MEXHONO02IN Ha
NIOBUWEHHST ONEPAMUSHOCTIL peacy8ants ma MIHIMI3ayiio puzuxie nio uac nixkeioayii Hac-
JIIOKI6 HA038UYATIHUX CUMYayill.

Knruosi crosa: JICHC, xomyrixayitini niamegopmu, asmomamusayis, ingpopmayii-
Ha Oe3neka, XMapHi MexHON0IT.

Po3BuTOK cyuacHHX iH(pOpPMaNiIHHUX TEXHOJOTIH HaTa€e MUPOKI MOKIUBOCTI
JUTSL BIOCKOHAJICHHS KOMYHIKAIIHHUX MPOIECiB, OCOOIUBO B KOHTEKCTI MisIIbHOC-
1i JlepxaBHol ciry:x0u Ykpainu 3 Haa3euuaitnux curyamnii (JICHC). 3acrocyBan-
HSl HOBITHIX TEXHOJIOTiH 3a0e3neuye He TUIbKM MOKpPAIIEHHS KOOPIUHALII pATY-
BaJIbHUX OMEpallil, aje i aBTOMaTU3AIllF0 PYTHHHUX 3aBJaHb, 10 J03BOJIIE 3Me-
HIIUTH HaBaHTA)KEHHsI HAa NEPCOHAN 1 MiABUILUTU e(pEeKTUBHICTH POOOTH. Y 1IbOMY
KOHTEKCTI JJOCHIKeHHS (POKYCY€EThCS Ha aHANI31 KOMYHIKaifHAX 1iaTdopM, sKi
MOXYTb OyTH 3aCTOCOBaHI JJII ONTHMIi3alii IPOIEciB B YMOBaX HaJ3BHYaHUX
CHUTYAIIii.

OmHUM i3 KITFOUOBHUX ACIMEKTIB € BUKOPHUCTAHHS XMapHUX PIMIeHb Ui 30epi-
TaHHS Ta ONEPaTHBHOTO OOMiHY JaHUMH. XMapHi 1aThopMu 3a0e3meuyoTs 0e3-
[eYHEe YIPaBIiHHs iH()OPMAIIIE0, 10 € HAJA3BHYANHO BAXKJIMBUM y KPUTHYHHX
cuTyauisx. [HTerpauis cucTeM MOHITOPHHTY Ta KOHTPOJIIO PECYPCIB Y pealbHOMY
4aci JO3BOJISIE PATYBAJIBHUAM MiJIPO3/iJaM HIBUAKO OTPUMYBaTH iH(OpPMAIiIO 1TPpo
MOTOYHI YMOBM Ha MiCIli NOAINA Ta mpuiiMatu oOrpyHTOBaHi pimieHHs. Taki pi-
LIEHHS TAKOX CIIPHUSIOTh aBTOMAaTH3allil IIOBIJIOMJIEHb Ta OHOBJICHb, [0 3MEHIIYE
HaBaHTA)KEHHS Ha MEPCOHAJ 1 MIHIMI3y€ PU3HUK JIFOJACHKUX TTOMHJIOK.

YaockoHaneHi MeToau aBTeHTH(IKAIi, 30kpeMa 0ararodakTopHa ayTeHTH-
¢ikaris, € BXIMBOIO YaCTHHOIO 3aXOJiB i3 3axucTy iHpopmamii. Born 3abe3me-
YYIOTh 3aXHUCT BiJI HECAHKI[IOHOBAHOTO JOCTYIY [0 YyTIUBOi iH(opmarmii, mo
0CcOOJIMBO BaXJIMBO NPH OOMiHI JaHUMHU MK PI3HUMH CTPYKTYpHHMH IiJIpO3Ji-
mamu JICHC 1 30BHiImHIME napTHepamu. Kpim TOro, cucteMu aBTOMATHUHHX
CHOBIILEHb PO CIPOOH HECAHKI[IOHOBAHOTO JIOCTYIY CIPHSIOTH ONEPaTHBHOMY
pearyBaHHIO Ha 3arpo3H.

CydacHi KOMyHiKaIliiiHi m1aThOpMH TaKOXK CIPHUSIOTH ABTOMATHYHOMY pO3-
MOJITY 3aBJaHb cepel] pATYBalbHUKIB, IXHhOMY MOHITOPHHI'Y T4 OHOBJICHHIO CTa-
TyciB omepamniif y peassHOMY d9aci. Taki pilleHHS MOXXyTh OyTH iHTEeTpoOBaHi i3
cucremamu GPS-Hagiramii, oo gae 3mory 3a0e3meYnTy TOYHY KOODPIUHALIIO Hii
Ta MIHIMI3yBaTH 3aTPUMKH IIiJ| 4ac pearyBaHHs Ha HaJ3BH4aiiHi cutyamii. Lle
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0COOJIMBO BOXIJIUBO Ul €()EKTUBHOTO YIPABIiHHA BEIMKHMH KOMaHAAMH Ta 3a-
Oe3re4eHHs IIBUAKOTO BUKOHAHHS 3aB/IaHb.

Buxopucranas reoinpopmamniitanx cuctem (I'IC) mo3Bonsie omepaTtuBHO
OIIIHIOBATH MacIITabW KaTacTpo(du Ta IPOTHO3YBaTH ii pO3BUTOK. BOHM Takox
CIPUAIOTH IUIAHYBAaHHIO PO3MOIITY pecypciB, MO MiABUINY€E e(EKTHBHICTE PATY-
BaJIbHUX Olleparliii Ta 3HmKye MoxknuBi Brpatu. I'IC HamatoTs 3MoOTy BizyalizyBa-
TH iH(pOpPMAIIi0, IO 03BOJISIE IPUIMATH OOIPYHTOBAHI PIllIEHHS HA OCHOBI TOY-
HUX JJaHUX PO Micle MOIiMH.

KmoMoBi acnekTd

BAOCKOHANEHHA

KOMYHIKaLIMHMX
npouecis

. - 33CTOCY8aHHA
CyvacHi 3acobu
BUKOpPUCTaAHHA nnatpopm gns
WHPPYBANHA Ta
XMapHUX pliteHs yYNpasniHHA

3axm aHWX =
Ty A KOMAHAHOMO poOOTOM

Puc. 1. Kitto4oBi acriekT# BIOCKOHAICHHS KOMYHIKaLiHIX TPOIIECiB

Cepen cy4acHMX KOMYHIKaIiHHHX TUIaT(OPM, IO BUKOPHCTOBYIOTHCS IS
KOOpJHMHAIT pATYBalbHUX Omepaiiii, Bapto 3azHauutu Discord, WhatsApp ma
Signal. Koxna 3 nux mardopm Mae cBoi mepeBaru Ta oomexensi, ane Discord
BUPI3HSAETHCS MIMPOKMMHU MOMIIMBOCTSMH JJIsl OpraHizauii 6araTrokaHaJbHOT KO-
MYHiKallii, a TaK0X Mae HaliKpally MiAITPUMKY IHTerpaiil 3 iHIIUMH cepBicaMu Ta
iHcTpyMeHTamMH aBTomaru3auii. [lnatdgopma miaTpUMye TEKCTOBi, rojOCOBI Ta
BiJICO TOBIJJOMJICHHS, [0 JI03BOJISE 3a0€3MEUUTH Pi3HOMAHITHI CIIOCOOH B3a€EMO-
nii B komaumi. 3 orsiay Ha 1ie, Discord € Halikpaiium BHOOPOM Jjist 3a0e3MeUeHHS
e(pEKTHBHOT KOOPIMHAIIIT ITiJT 9ac pATYBaJIbHUX OTIepamii.

WhatsApp, nonpu CBOIO MOIMYJISIPHICTH Cepe]] KOPUCTYBaYiB, Ma€ OOMEKEHHS
Yy KOHTEKCTI CKJIaJHUX KOMYHIKaIiHHUX 3a/a4, OCKUIBKHA HE MATPUMYyeE Oarato-
KaHAJIBbHY OpPTaHi3allifo YaTiB Ta iHTErpalii 3 iHIIAMHU IHCTpYMEHTaMH. Y TOH ke
yac Signal, xo4a it Mae HallBHIIMIA PiBEHb 3aXUCTY JaHUX 3aBISKH IU(PPYBAHHIO,
TaKOX OOMEXEeHMH y (QYHKILISX, 110 CTOCYIOTHCSI YIPaBIiHHA KOMaHJHOI po0o-
TOIO Ta iHTerparii 3 iHIMMH TIATPOpPMaMu.

Bucnosxu. Y po60Ti 0OTpyHTOBAHO Ba)KJIMBICTh BIPOBAIKEHHS CYYaCHHUX
iHpOpManifHIX TEXHOJOTIH y AisTbHICTD [lepkaBHOI ciry>xOn YKpaiHu 3 Haa3BH-
yaitnux cutyariii (JJCHC). [loBeneHo, 1m0 aBTOMaTH3allisl MPOIECIB i BUKOPHC-
TaHHS 3aXHUIICHUX KOMYHIKALIHHUX IIaTGOopM 3HAYHO IiIBUIIYIOTH SQEKTHB-
HICTPh YIPaBITIHHA Ta pearyBaHHS Ha Ha/J3BHUaiiHi cutyarii. Lle mo3Bomse 3ab6e3-
MIEYUTH OTEPATUBHE NPHUHHSATTS OOIPYHTOBAHMX DillleHb, 3HIKYIOUN PH3UKH JUIS
XKUTTS 1 3M0pOB's toneid. 30KkpeMa, BUKOPUCTaHHs TakuX miaTdopwm, sk Discord,
y TIO€THaHHI 3 XMapHUMH PIIICHHSAMH Ta reoiH(opManiiHIMH CHCTEMaMHt, CTBO-




PIOE YMOBH IUISl IIBUAKOTO OOMIiHY JaHUMH, ONTHMIi3alii KOOpIUHALI il Ta mo-
KpaieHHs iHpopMamiifHoi Oe3nexu. BrpoBayKeHHS X TEXHOJIOTIH CIPUATHME
e(EeKTUBHINIOMY YIPABIIHHIO PATYBAIGHUMHE OTEPAIlisIMA Ta ITiIBUIICHHIO 3ara-
JIBHOT TOTOBHOCTI IO JTiKBifamii katacTpod.
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BE3IEKOIO HA MIIPUEMCTBAX, SIKI HAJIAIOTh IT-TIOC/IVTH

Apocnae BOAOHIC
Opecm ITOJIOTAH
Kagheopa ynpaeniuns ingpopmauiiinoro éeznexoro Jlveiecokuii deprcagnuii
YHigepcumem 0e3nexu ycummeoianvHocmi, m. JIveis, Yxpaina.

Abstract. The features of implementing information security management at
enterprises using a process approach are described.
Keywords: information security, IT services, process approach.

Anomauia. Onucano ocodnueocmi peanizayii ynpasninna ingpopmayitinoro 6e3nexoro
Ha NIONPUEMCIMEAX 3 BUKOPUCHIAHHAM NPOYECHO20 NIOX0OY.
Knrouosi cnosa: ingpopmayiiina 6esnexa, IT-nociyau, npoyecnuii nioxio.

Ymupasniaasg iHpopmamiitaoo 6e3nexoro (Ib) — BaxmBHiA BUJ TisTTBHOCTI,
METOIO SKOTO € KOHTPOJIb MPOIeciB 3a0e3nedeHHs iHpopMallielo Ta 3arnoliranHs
il HecaHKI[IOHOBaHOMY BHMKOpUCTaHHIO. KepiBHMKM oOprasizamii npuimarorh pi-
LIEHHS [I0/I0 SIBHOTO YM OINOCEPEIKOBAHOIO YIIPABIiHHS 1H(OpMAIi€I0, ONTHMI-
3yBaTH IIi MPOLECH MOXJIIMBO NPH JEeTAILHOMY aHami3i pusukiB. Lleit anamiz Bu-
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3HAYUTh BUMOTH J0 iH(popMaIliifHoi 6e3mekn Ta Oyae BXimHO iH(popMariiero as
MACUCTEMH YTIPaBIiHHS iHQOPMAIIfHOIO 0e3MeKOr0 OpraHi3aiii.

Bumorn 6i3Hecy mo 3abesnedenns 1b BIumBaooTh Ha IOCTavaNbHUKIB iH)O-
pMamiifHUX MOCTYT 1 MarOTh OyTH 3aKja/ieHI B HOPMATUBHUX JOKYMEHTaX OpraHi-
3amii, 30kpeMa B «YToaax npo piseHb CepBicy». IIponec ynpasminus Ib momsrae
y TocTiiiHOMY 3a0e3redeHHi Oe3lekr MOCIyT Ha Y3rOKEHOMY i3 3aMOBHHKOM
nocIyr piBHi. be3neka € HallBaXXIMBIIINM [TOKa3HUKOM SIKOCTI yIIPaBIiHHSI.

Ipornec ynpasninns b monsrae B iHTerpallii acnekTiB O¢3MeKH B OpraHi3ariil
3 TOYKHM 30py MOCTadajbHUKA iHQOPMAIIHHUX MOCIYT Ta 3a0e3ledye KOMIUIEKC
JIOKYMCHTIB Ta 3aXO/IiB I[0JI0 PO3POOKH, BEACHHS Ta OLIHKU 3aX0/IiB OC3MCKH.

TpaauuidHui TEXHOJOTIYHUI MiIXi Y CBOIM OCHOBI HacamIepel KOHIICHT-
PY€TBCS Ha caMHX TEXHOJOTisIX, a B ocHOBI IT Service Management (ITSM) min-
XOJy YTpaBliHHS iHGOPMAIIHHUMH IMMOCIyTaMH PO3TAIIOBAaHWN KIIEHT Ta HOTO
moTpeOH B OCITyTaX, MO HAAAIOTHCS 33 JOMMOMOTOI0 1H(POPMAIiHIX TEXHOJOTIH.
[puyomy maHmit MiAXig MOEOHYE B cOO1 MPOIIECHY OpTaHi3aIifo HaJaHHS MOCIyT
Ta 3a(ikCcoBaHi B yrojmax Mpo piBeHb IMOCITYT KIIOYOBi MOKA3HUKU CPEKTHBHOCTI
(Key Performance Indicators, KPI), mo roBoputh mpo CHCTEMHICTh, BUMipIOBa-
HICTh Ta KOHTPOJIOBAHICTh SIKOCTI HaJAHHs IOCIYTd Ta BiAMOBIAHO O KepoOBa-
HOCTI IaHOTO TPOIIECY.

IT Service Management (ITSM) — ympaeniuus IT-mocnyramu. Bmposa-
JDKeHHSI Ta ynpaBiiHHA skicHuMH [T-nocimyramu, siki BiAmoBigaooTh noTpedam
6i3Hecy. Ympasiinus IT-nocinyramu peainizyerbesi nmocradasibHukamu 1T-mociyr
LUISIXOM BHKOPUCTaHHSI HAaHOLIbII ONTHMAJILHOTO MOEJHAHHS JIFOJIEH, TpoleciB
Ta IHPOPMALIHHIX TEXHOJIOTIN.

OcHoBy ITSM — ckiajae CyKyIHICTB i3 JeCSITH OCHOBHHUX IIPOIIECIB, OIHCA-
HUX y Tomax ServiceSupport Ta ServiceDelivery 6iomiorexn ITIL — xommekcy
nokymenris— IT Infrastructure Library [1]:

— ynpaenineg inmuneaTamu (Incident management);

— ympaniHasg npodinemamu (Problem management);

— ynpasininas koHgirypauismu (Configuration management);

— ynpasininas 3minamu (Change management);

— ynpasininas penizamu (Release management);

— ympaBiiHHA piBHeM cepBicy (Service Level Management);

— ympasninas ¢inancamu (Financial management for IT services);

— ynpasiiHHs goctymHicTio (Availability management);

— ynpasininas 6e3nepepeuicTio (IT service continuity management);

— ynpasiiHes noTyxHictio (Capacity management).

Heo0xinHo BUOynOBYBaTH ynpaBiiHHS ciyk00i0 Ib Ha ocHOBI mpouecHoro
MiAXO0/Ty, 32 YMOBH, IO IS CITy:K0a CKJIANAaeThCs 3 OUIBII HIXK OJJHOTO-ABOX CITiB-
poGitHukiB. Ciyx06a Ib Mae Oyt BOyJOBaHa y NpOILeCH YHPaBIIiHHS Ta iHTErpo-
BaHa 3 HUMHU. Y CBOIO 4epry, KepiBHUKY, AKHH BiamoBigae 3a Ib, HeoOxinHO OpaTtn
y4acTh y mpoliecax, 1o Bi0yBalOThCS B OpraHiszallii, iHO/li HaBiTh OYOJIOIOUH iX,



SIKIIO TIe HeoOXimHo 1yt 3a0e3medenHs b Ha Bcix eramax, MOYMHAIOYH B pO3po-
OKM Ta 3aKiHYYIOUYH BIIPOBA/KCHHIM Ta MOAATBIINM BUBEICHHIM 3 EKCILTyaTarii
Ta 3HUIIEHHIM THUX YH IHIIHUX TPOILECiB Ta cucteM. HeoOXinHO HE TUTPKU AUBUTH-
csi Ha CBOIO AUISHKY POOOTH, aje W po3yMiTH apXiTeKTypy pimieHp Ta OizHec-
BHMOTH, a TAKOX BIUIMBATH Ha HUX, SKIIO OAYHII, IO pilIeHHS MOXKe OyTH HEBi-
PHHUM 9H HEONTUMAIbHUM.

Opienranis niaposainy 1b Ha HafgaHHS Oi3HEeCy SKICHHX HOCIYT 3 YHpaBlliH-
Hs pusukamu 1B, 3abe3neucHHs BinmoBigqHOCTI BuMoram Ib Ta opranisariii mpoiie-
ciB Ib € Ba)XJIMBOIO 4aCTHHOIO MiJIXOy IO KOPIIOPATHBHOTO YIPABIIiHHS Ta 1HTET-
pauii ¢ynkuii 16 B 3aranbHy cTpykTypy Oi3Hecy kommanii. J{ns GizHec-
migpo3aitiB iHpopMaliiiHa Oe3neka CTae OAHIEI0 3 BAXKIMBUX CIOXXKUBAHUX MOC-
JyT, CIIPSIMOBAHOI Ha MiABHUICHHS HAAIHHOCTI Ta Oe3meku Oi3Hecy Ta 3HIDKCHHS
pi3HEX BUTpaT, moB's3anux i3 pusukamu Ib. [Ipu mpoMy 3axuct iHpopMaIiHHIX
aKTHUBIB KOMIIaHi{, BTaCHUKaMH SKHUX € Oi3HEeC-MiIpO3Iild, CTa€ MOCIYTolo, M0
HamaeThes iM minposainom Ib [2].

VY cepBicHiil Mozei HaJaHHS TOCIYT BCi CEPBICH OIMCAaHi, JeTali30BaHi, sl
KOYKHOTO CEpBICY € CBOI METPHKH, 32 KOXKHHUM CIIBPOOITHHKOM CITy>KOu iH(popMa-
LiifHOT Oe3MeKy 3aKpiIIeHo POJIb Ta BU3HAYEHO YaCTKy y4acTi y TIEBHOMY CepBici,
po3paxoBaHO COOIBApTICTh cepriciB Ta Tapudu, BusHadyeno KPI, 3a momomororo
SIKMX MOYKHA BIZICTE)KYBATH BiIIOBITHICTh CEpPBICY 3akpimieHoMmy y SLA piBHIO.

Pesynprarom aisubHOCTI migpo3ainy Ib He mMoxe Oyt HaGip mociyr, ocki-
JIbKH TIOCIYTH, IO HAJIAFOTHCS MIIPO3/AITIOM, B PE3YJIbTATI CIPSIMOBAHI HA 3aXHCT
aKTHBIB Oprasizalii, Ha 3aro0iraHHs (IHAHCOBHUM 1 peryTaliifHuM 30MTKaM, TOMY
JuTst Oi3HEC-MIAPO3AUIIB Ba)KJIMBAa PO3YMHA BIIEBHEHICTh Y TOMY, IO PiBEHb PU3U-
kiB Ib mpuitHATHUIT 1718 Oi3Hecy. A SKIIO pO3TIIATH 3 MOTIIAY CEpBiCHOT Moe-
Ji HaJJaHHA TOCIYT, TO PE3yJbTaTOM IisIbHOCTI ciryx0u Ib € BukoHaHHS 3adik-
coBaHoro y SLA piBHS cepaicy.

Besneka — e mocTiliHMIA poriec, a AKpa3 i BUMarae MmocTiiHOTO UM Mepioan-
YHOTO BUKOHAHHS NMEBHUX JiH, 5SKI MOXKHA peali3oByBaTH y BUIIIsiAl nociyru Ib.
Cepen Takux Mociayr MOXYTb OYTH 1 Ti, 0 HaIalOThCS BHYTPILIHIMH IiAPO3Ii-
JIaMH, Ta TIOCIYTH BiJl 30BHIIIHIX MMOCTaYaJIbHUKIB. SIK PO3MOAIIUTH, IO i KOMY
JIOBIPUTH, — 1€ 3aJISKUTh BiJl MOJIEINI 3arp0o3 KOHKPETHUX I IIPUEMCTB.

Jo mocayr 1B, sk i 1o iHIIMX nocnyT, noB's3anux 3 1T, MoXyTs OyTH ycmim-
HO 3acTocoBaHi pekomenaanii ITSM — Hanpuknazg, 3 yopaBIiHHS piBHEM HOCIYTH
Ta MOHITOPHUHI'Y OCHOBHHX ii ITapameTpiB, popMaitizariis SKuX 31iHCHIOETbCS TTi]T
yac yknaganHs SLA 3 6i3nec-miaposainamu. /s nocnyru Ib Taknmu napamer-
pamu € 3abe3rneueHHs1 KoH}igeHIiHOCTI, WijicHOCTI Ta tocTynHocTi. st peaiti-
3aIil KOMIUIEKCHOI CUCTEeMHM YNpaBJliHHA iH(OpMaliiiHOI0 Ge3MeKor0 BiIIOBIIHO
JI0 KpalluX NMpakTuK ynpasiinus 1B, Buknanennx y cranpaprax cepii ISO 27000,
HEOOXiTHO BUKOPHCTOBYBATH HUKI JIeMiHTY Ta MPOIECHUH ITi IXi]I.

IIpu Bu3HaUeHHI CHUCKY MpoleciB, aki y ciayx6i Ib crmig moGymyBatu Ha-
camIepen, CiiJl BiIIITOBXYBATHCS BiJl pe3yJIbTaTiB aHamizy pu3ukiB Ib y xoHkpe-
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THi# opranizanii [3]. 3a3Bu4ail HAWOUIBII KPUTUYHI TPOLIECH YIIPABIIiHHS TIpaBa-
MH JOCTYITy, 3a0e3rmedeHHs] KOH(IAeHIIIHHOCTI Ta yrpaBniHHs iHmmneHTamu 1b.
Ie 6a3uc, HA OCHOBI SKOTO HEOOXITHO 3arajloM BHOYZOBYBAaTH Ipolec 3ade3rme-
yenHs 1b. 3BudaiiHo, mOTpiOHA 1 JeTami3allis MPoLeciB ycepeanHi ciykom, mob
PO3YMITH, 5IKi 3 HIX HU3bKOS()EKTHBHI, SIKi BUMAaraloTh BETUKUX TPYIOBUTPAT MIPH
HEBENWKIN Bifiadi, ki 0a3yroThCs HAa BUKOHAHHI PYTHHHHX Oleparliii i BuMara-
I0Th aBTOMAaTH3allii.

Jlo HaWOIIbII KPUTHYHUX IMPOLECIB HAJEKATh «YNPABIiHHS JOCTYIOM, YII-
pasninHs pusukamu 1b, anani3 epexruBHocTi 1B, ayaut mponeci Ib, 3abe3ne-
4yeHHst Oe3nepepBHOCTI [T-cepBiciB Ta pe3epBHE KOMIIOBAaHHS, a TAKOX YIPaBIIiH-
Hs iHmuaeHTamu by [S].

He cnixg 3a0yBatu mpo mporec peryisipHOi mpodeciiiHoi mepeniaroTOBKH
ciyx6 Ib (106 BoHM He BTpadayn aJeKBaTHOCTI B aHaNI31 cUTyarii Ta npodecii-
HO pearyBajJH Ha IHIUICHTH — OCKUIBKU 3apa3 MHTaHH:] 3a3BUYail MOJIArae He B
TOMY, YM CTaHEThCs IHIUACHT, a B TOMY, KOJH Lie Oyne i HaCKUIbKH ONepaTUBHO
IPaMOTHO Ha HBOTO 3pearye KOMIIaHisl) i migBHUIIeHHS 3HaHb npo 1B y 3BHuaiiHuX
KOpHCTyBadiB [4].

3acTocyBaHHs MPOLECHOTO MiAXOLy A0 peaiizauii npoueciB ynpapiinus 1T
ta Ib no3Bossie BUOyyBaTH iHTErpoBaHy cucteMy ynpasiiHas [T-pusukamu, mo
noeiHye B o0l mporecH ynpapiinas pusukamu 1b (Binnosizno go ISO 27000),
pusukamu ynpasiinns [T-cepicamu (Ha ocHoBi ISO 20000 Ta ITIL) Ta pusukamu
nepepuBanHs Oi3Hecy (3a cranaapramu BS 25999, BS 25777 ta ISO 22301).

Komnanisim Ta ciyx06aM iHpopMaliiftHoi Ge3rekr KOPUCHO MaTH Karajor
nocnyr Ib. Karanor mociyr Mmoxe MaTu 6aratopiBHEBY CTPYKTYpy. Y INBOpiBHe-
BoMy Kkartano3i cepsiciB Ib [lepmmit piBeHs BU3HAYA€E cepBic, IO HANAETHCSA, APY-
THi piBeHb po30mBae Woro Ha okpemi mociyrd. LlimkoMm cepBic Moxe OyTH He
IyXe MiKaBUH Oi3HeC-MiIpo3/iiaM, ajae OKpeMi MOCIYTH, 0 BXOIATh O HBOTO,
Ha/I3BHYAITHO MOTPiOHI.

Sk 6aunMo, MpOIeCHUH MiIXi JO3BOJISIE TAPMOHIHHO OYIyBaTH IisUTbHICTH
ciyxk0 Ib. ly>xe BaxiuBo 100 1ei mporec BiANOBIaB KIFOUOBUM NPHHIIMIIAM,
Ha SKUX OYIy€ThCs MPOIIECHE YMPaBIiHHS Opraxizaii€ro B misomy. Ilizcymxom
[UX 3yCHJIb CTaHe Habararo 4iTkiima i 3po3ymiima st 0i3Hecy poboTa, HalliIeHa
Ha pe3yJIbTaT, KU MOXKHA BUMIPSATH 3a 3a3[aJIeTi/ib y3rO/DKEHUMH TTOKa3HHUKA-
MH.
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Abstract. The paper examines digital forensics as a tool for collecting and analyzing
digital evidence. The key methods, current challenges, and capabilities of the EnCase
Forensic tool are described. The focus is on the legal aspects of using digital evidence in
criminal proceedings in Ukraine.

Keywords: digital forensics, digital evidence, EnCase Forensic, cybercrime, legal
regulation, electronic documents.

Anomauia. Y pobomi posenaHymo yugpogy KpuMiHAAiCmuKy sK iHCmpymeHm O
300py ma ananizy yugposux dokazis. Onucylomvcs Kiouo6i Memoou, Cy4achi GUKIUKU ma
moarcnueocmi incmpymenmy EnCase Forensic. Axyenmyembcs yeaza na npagogux acnex-
Max GUKOPUCMAHHSL YUPPOBUX OOKA3IE Y KPUMIHAIbHOMY NPosaddicenti Ykpainu.

Knrwwuosi cnosa: yugposa kpuminanricmura, yugposi ooxasu, EnCase Forensic, «i-
bep3nouuHHicmMb, NPasosa pezlamenmayis, eneKmpoHHi OOKYMeHmMU.

Ludposa kpumiHaNiCTHKA — 11€ CIeliali30BaHa rajiy3b KpUMIHAICTHKY, sSKa
30CepPeKYEThCSI HAa BUSBICHHI, 300pi, aHami3i Ta momaHHi 1U(POBHUX TOKA3iB.
BoHa oxoIiroe MeToIn po3CitiTyBaHHS 3JI0YHHIB, TIOB’I3aHUX 13 BUKOPUCTAHHIM
KOMII'F0TepiB, MOOUTFHUX MPHUCTPOIB Ta iHIMHKX MUPPOBUX TexHOIOTiH. [{ndposa
KpuMiHajicTuka BUHHKIA Yy 1980-X pokax sIK BIAMOBiIe HA 3pOCTaHHS 3JIO0YHHIB,
10 3aJTy9aay KOMIT FOTepHI CUCTEMH, i 3 TOTO 4acy pO3BHBAJACs BiJMIOBIAHO 0
notpe6 cycrinbeTsa. 1i MeTa — 3a6e3MeunTH 0Ka3M IS CyI0BOTO TPoIecy abo
OIIEPaTHBHO-PO3IIYKOBHUX 33aX0/iB, 0cOOIMBO y cdepi KiOep3mounHHOCTI, JIe Tpa-
JMLIIHHI METOAW BUSBJICHHS 3JIOYMHIIB € HEJOCTATHIMH. 3pOCTaHHS BIPOBa-
JDKEHHSI IU(POBHUX TEXHOJIOTIH Y TOBCAKJIEHHE XHUTTS 3poOmio nudpoBy KpuMi-
HaJIICTUKY Ba)XIMBUM IHCTPYMEHTOM Uil OOpoThOM 3 Kibep3nmounmHamu. Bona
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JIO3BOJISIE€ BiACIIAKOBYBATH HHA(POBI CIITH, 3aJIUIICH] iTO3PIOBAaHUMH, aHAJI3Y-
BaTH MEPEKEBY aKTUBHICTh, BHSBISTH KOMIPOMETYIOUi (ailii Ta iHII eIeKT-
POHHI TOKa3u.

VY Bumaakax KiOep3IOYnHIB, TaKUX SK OIaXpalCTBO, BUTIK JaHUX abo Kibep-
OymiHT, TU(POBI JOKA3H MOXKYTh OYTH BHpIIIaJbHAMHU JJIS1 BCTAHOBIICHHS TIpHYe-
THOCTI 200 HEMPUYETHOCTI MiAO3PIOBAaHUX. Y CyAaX BOHU CIYTYIOTH K IPAMUMH
J0Ka3aMH (HampHUKIJIaJA, TEKCTOBI MOBIIOMIICHHS), TaK 1 HENPSMHMH (MeTajaHi,
reonokariisi). [{uppoBa kpuminamicTuka 0a3yeThCsl HA 3arajibHOBU3HAHUX TMPHH-
nunax 30epeKeHHsI TOKa3iB, TAKUX SIK HEJOTOPKAHICTh, JOCTOBIPHICTh 1 MOXJIH-
BICTh ITOBTOPHOTO BiATBOPEHHS pe3yJbTaTiB aHaii3y. 30ip J0Ka3iB BKIIOYAE BH-
SIBJICHHS IU(POBUX CIiIB, HANPUKIIA, aKTUBHUX (aHi, 3aJMIIEH] KOpHCTyBada-
MH HaBMHUCHO, SIK-OT IIOCTH Y COIIMEpEKax) Ta MAaCHBHUX (HEHaBMHUCHO CTBOpEHI
JIaHi, TaKi gK icTopis Opaysepa).

Juis 3abe3nedeHHs HaOIHHOCTI M(POBHUX TOKA3iB BHKOPHCTOBYIOTBCS CIIe-
miami3oBaHi 1HCTPYMEHTH JUIA KOMiIOBaHHSA, 30epiraHHs Ta aHamizy iHQopmarii
6e3 i Mmomudikarmii. OCHOBHOIO METOIO pOOOTH 3 JOKAa3aMU € JIOBEICHHS iX aBTCH-
TUYHOCTI Ta MPaBOMIPHOCTI JJIsI BUKOPUCTAHHS y CyIi abo mim Jac ciimcTsa. 3
PO3BHUTKOM TEXHOJIOTiH 3’SIBWJIMCS HOBI BUKJIMKH, Taki sK po0OTa 3 XMapHHUMHU
cepBicamu, npuctposiMu [HrepHery peueit (IoT) Ta MoOiIbHUMHU nofaTkamu. Cy-
YacHI MiAXOMU 10 HMU(PPOBOI KPUMIHATICTUKA BHMAaraloTh HE JIHIIE TEXHIYHUX
3HaHb, ajle i BpaxyBaHHS MPaBOBUX ACHEKTIB, HANPUKJIAJ, 3aXUCTy IEPCOHANb-
HUX JaHux. KpiM TOro, HasiBHICTh CKJIAIHUX HU(POBUX MOJENEH, SK-0T 3araibHa
MO/JIeNIb KOMIT' IOTEpHHUX KpuMiHajicTuuHux posciinyBans (GCFIM), cnpusie cra-
HAAapTH3alii IPOIeciB PO3CIiAyBaHHS, IO JO3BOJIIIOTH iABUIUTH €()EeKTUBHICTh
poOOTH CIiTUNX, HAJAFOUX IM METOIUKH sl pOOOTH 3 Pi3HOMAHITHHUMH IH(pO-
BUMH IPUCTPOSIMU T CEPEIOBHUILIAMHU.

[Mudposa kprumiHamgicTHKa ONEpye MIMPOKUM CHEKTPOM JIaHMX, SIKI MOXYTb
CIyTYBaTH JIOKa3aMH Yy po3CiligyBaHHAX. Jlo TakMX JaHWX HaleXaTh: MeTalaHi,
€JICKTPOHHI JINCTH, TTOB1IOMIICHHS Ta YaTH, 300pa)XKE€HHS, a TAKOX JIOTH. MeTanaHi
— e iHdopmatis npo ¢aiinm, 1Mo BKIOYAE AaTy CTBOPEHHS, OCTAHHBOTO peaary-
BaHHS, T'€OJIOKALI0, THII TPHCTPOI0, BOHH JO3BOJISIOTH BiTHOBUTH XPOHOJIOTIIO
MOJIiH 1 MiATBEPANTH aBTCHTUYHICTh TOKA3iB.

3MiCT eeKTPOHHMX JINCTIB CKJIQAAETHCS 31 CIIMCKIB agpecaTiB Ta METaJaHHX,
IO YacTO CTAIOTh BOXJIMBHUMHU JJOKa3aMH y CIpaBax HpO LIAXPaiCTBO, 3JIO0BXKHU-
BaHHS CJIy>)KOOBHM cTaHOBHUIIEM abo 3MoBH. [loBimOMIICHHS Ta 4aTH, TOOTO JaHi,
OTpHMaHi 3 MeceHKepiB, Takux sk WhatsApp a6o Telegram, 103BONSIOTH PO3K-
PHUTH CIIJIKYBAaHHS MIX IiZI03pIOBaHUMH. 300pakeHHs € aHali3oM IU(pPOBHX (o-
TO, IO MOJKE BKJIIOYaTH NEPEBIPKY METaJaHHUX, I'€OTeriB i HaBiTh BHU3HAYECHHS
MaHIIyJsILii i3 300paskeHHsAM. Jlorn — 1ie )KypHainyu akTHBHOCTI CHCTEM, 30KpeMa
JlaHl 1po BiJBifaHi BeO pecypcH, BXOIU B cucTeMy abo iHIII [il, MOXKYTb BKa3y-
BaTH Ha MOBEAIHKY KOPUCTyBaya Ta JOIOMOTTH B PO3CIiTyBaHHi.



EnCase Forensic € MOTYXHHM iHCTPYMECHTOM, SIKHH BHUKOPHCTOBYETHCA Y
nudpoBiil KpUMiHANICTHIN 17 300py, aHami3y Ta 30epexXeHHs HU(PPOBUX TOKa-
3iB. AHami3 Ta BigHOBIeHHs naHuX, EnCase miarpumye pizHi (aiinoBi cuctemn
(FAT, NTFS, exFAT Tomo) Ta ¢opmaTu komiit HociiB (DD, EO1). 3aBnsku cur-
HaTYpPHOMY aHaJi3y MporpamMa MoKe BiJTHOBIIOBATH BHIAJICHI (aiiu, 30epiraroun
ixHi MOoBHI MUIIXd. Po60Ta 3 MOMTOIO Ta MOBIIOMICHHSIMH, IIPOrpamMa JIa€ 3MOTyY
OTPUMYBAaTH €JIEKTPOHHI JINCTU Ta MOBIJOMIICHHS 3 IOIYJISIPHUX MECECHIKEpIB,
10 € KPUTUYHO BaXKJIMBUM JJIsl BITHOBJICHHS J1aJIOTiB 1 MEPEBipKH JOCTOBIPHOCTI
mctyBanHs. Media Analyzer y cxiani EnCase BUKOPHCTOBY€E TEXHOJIOTIIO Bi3ya-
JILHOTO PO3Mi3HAaBaHHS ISl MIBHIKOI (inbTpanii 300paxkeHb, 30KpeMa THX, LI0
MICTSTh KIH04OBI Jokasu. EnCase 3abesmneuye 30epeKCHHs JIAHIIOra IOKa3iB,
BUKOPHUCTOBYIOUH XeUTyBaHHA 3a anroputmMamu MDS ta SHA-1. Lle rapanrye, mo
JIOKa31 HE 3MIHIOBAJIMCS 3 MOMEHTY iX OTpUMaHHS.

[Iporpama no3BossiE aBTOMaTH3yBaTH 0araTo MpOIECiB, 30KpeMa IOIIYK 3a
KIIFOYOBUMH CJIOBaMH, IEPETIISL BKIAICHUX (pailsliB Ta OTpUMAHHS JaHHX i3 XMa-
pHEX cxoBuIl, TakuxX K Microsoft 0365 i SharePoint. Takuii KOMIUIEKCHUH TTi I
X1/ cripuse MiOBUIICHHIO €(PEKTHBHOCTI PO3CIiAyBaHHS Ta A0O3BOJISIE KPHMiHAIIC-
TaM 30CEPEeIMTUCS Ha aHaji3l oTpuMaHoi iHpopMalii. 3aBIsKH CBOIH 'HYYKOCTI
EnCase € yHiBepcaJlbHUM IHCTPYMEHTOM, SIKWil JOIOMarae mpamtoBatd 3 Hudpo-
BUMHM JIOKa3aMH, 30epiraloun IXHIO aBTEHTHUYHICTb 1 MPUAATHICTH AJISI BUKOpPHUC-
TaHHA y CyJOBHX IpoliecaX. Voro 3acTocyBaHHs 103BONSE IIBMAKO OTPHUMATH
JOCTYIl 70 HeoOximHol iHdopmallii, BUSBUTH CIIAX 3JI0YHHHOI MisJIBHOCTI Ta
CTBOPHTH JCTaNbHI 3BITH 1151 TipeacTaBieHHs y cyai. Ile poouts EnCase Forensic
Ba)KJIMBUM €JIEMEHTOM Cy4acHOi (POBOi KPUMIHATICTHKH.

udposi noka3u craym HEBII'€EMHOIO CKJIAJIOBOIO Cy9aCHOTO KPUMiHAIBHOTO
MIPOBA/KCHHS, alie IXHS MpaBOBa perylaMeHTallis e nepedyBae Ha eTari pO3BHT-
Ky. 3rigHo 3 ynHHUM KpuMmiHamsHUM mporecyansHuUM kogekcoMm Ykpaiau (KIIK),
CTaTyC eNEKTPOHHHUX JOKYMEHTIB 1 JOKa3iB HE Ma€ YiTKOI BH3HAYCHOCTIi. BimcyT-
HICTh Y 3aKOHO/IaBCTBI TepMiHIB “IIH(DPOBUI T0Ka3” Ta “eNeKTPOHHHUHA JOKYMEHT”
YCKJIQIHIOE TPOIEC iX HAIEeXHOro O(OPMIICHHS Ta BUKOPHCTaHHA y CYHOBIH
npaktuii. Cynu vacto 0a3yroThesi Ha (HOPMaJbHUX BHMOTAax 1O O(GOPMIICHHS
MIPOTOKOJIIB OMISAAY [HTepHET-pecypciB abo UPPOBUX HOCIIB, MPOTE 1€ HE BHPI-
[Iy€ MHWTaHHS CHCTEMaTH3allii Ta OJHAKOBOCTI MiIXOJiB Yy JOKa3yBaHHI. ETHdHi
aCTmeKTH IUGPOBOI KPUMIHATICTHKH BKIIOYAIOTh JOTPUMAHHS TpaB JIOJWHU i
yac 30MpaHHS JOKa3iB, YHHUKHEHHs IMOPYIICHHS INPUBATHOCTI Ta 3a0e3nedeHHs
TOYHOCTI iH(opMaii.

Hanpuknan, nani, orpuMani 3 mepexi [HrepHer, MatoTh OyTH 3i0paHi Bigk-
PHUTO, SKIIO e MOXJINBO, Oe3 mopyieHHs KoHbineHniiHocTi. [IpuHmmy, 3akia-
JIeHI B MDKHApOJHHMX CTaHAapTax, Takux sk IIporokon Bepxii, miakpecnroroTs
HeoOxinHicTe npodeciiiHoro miaxomy 1o 300py, 30epiranHs Ta BHUKOPHUCTAaHHS
nugpoBoi iHPopmarii. Ile ocoOaMBO BaKIWBO, KOJHM HAETHCS MPO BHUIAIKH,
OB ’s13aHi 13 3JI0YNHAMH, BYNHEHUMH B YMOBaX BOEHHOT'O CTaHy ab0 Ha THMYaco-
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BO OKYIIOBaHUX TEPHUTOPIAX. BaXKIMBUM aceKToM BHKOPHCTAaHHS LU(POBHX HO-
Ka3iB € 3a0e3redeHHs iXHbOI aBTEHTHYHOCTI Ta 30epeskeHHs murticHocTi. [IpoTo-
KOJI OTJISAY, TeXHiYHA (ikcallis Ta BinmoBimHe 30epiraHAs HaIiHO 3aXHINAIOThH
JlaHi Bix MaHIMysImid. BUKOpHUCTaHHS CydacHHUX TEXHOJIOTiH, TAKHMX SK XCITyBaH-
Hi 3a anroputMamMu MDS5 abo SHA-1, no3Boisie 3a0e3nednT HaIiiHy TIepeBipKy
opuriHanbHOCTI Qaitni. [IpoTe HaBITH Taki IHCTPYMEHTH MalOTh CYIPOBOIKyBa-
THUCS FOPUANYHOIO BIAMOBIIHICTIO BCix aii Bumoram KITK.

VY mpakTuui 1e o3Hadyae He JMiIe (ikcalilo nporecyaibHUX Aid, aje d 1o-
TPUMaHHS BUMOT JI0 3MICTy Ta ()OPMH €JIEKTPOHHUX JOKYMEHTIB. MiXHapoaHi
MPAKTUKH JIEMOHCTPYIOTh BaXIIUBICTh 1HTErpariii 1udpoBux A0Ka3iB y mpoliecya-
JbHI KojekcH. Hampukian, y 6aratbox KpaiHaX eNeKTPOHHI JOKYMEHTH BXKE BH-
3HAIOThCS TPOLIECYabHUMHU JTOKa3aMHU 3aBISIKH HAasBHOCTI YiTKHX CTaHIApTiB iX
odopMIIeHHS Ta MOJAaHHA A0 Cydy. YKpaiHa, IOCTYIOBO 3alpOBaKYyOUYH TaKi
HOPMH, Ma€ B3ATH 32 OCHOBY JOCBiJ PO3BHHEHHX KpaiH Ta aJalTyBaTd HOTO 1O
cBOIX yMOB, mo mependadae 3akpirureHHs y KIIK monsaTtTs “mudposi mokazum”,
PpO3poOKy MEeTOIUK PoOOTH 3 HUMH, a TAKOX IiIBUIICHHS KBamidikamii mpaBoo-
XOPOHIIIB Y HiiA cepi.
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Anomauia. Y cmammi npoananizosano npagosi ma opeaizayiini 3acadu 3abesne-
yeHHs 6esnexu y Kibepnpocmopi y C8Imili MINCHAPOOHO20 Md HAYIOHATbHO20 3AKOHO0A6-
cmea. Posensinymo ocnoeni nonoxcennss Konsenyii npo kibepsnouunnicms, 3axony Ykpai-
Hu «lIpo ocnoeni 3acadu 3abesneuenns xibepbesnexu Yrpainuy ma nopm Kpuminanwrnoeo
Kooexcy Vkpainu. 3anpononosano niosuwenns egpexmugnocmi 60pomvou 3 Kibep3nouun-
HICTIO WATIAXOM 3ATYHEHHS 2POMAOCLKUX (HEYPAOO8UX) OpeaHi3ayill, SKi cneyianizyiomscs y
cghepi kibepOe3nexu ma iHGOpMayitiHUX MEXHON02Il.

Knrwwuoei cnosa: xibepnpocmip, Kibep3n0yuH, epomaocevki (Heypsaoosi) opeauizayii,
KibepbOesnexa.

CyuacHe CyCHIILCTBO BX€ HE YSBJISI€E CBOTO XUTTS 0€3 iHTEepHETYy, KOMI'I0-
TepiB, cMapTOHIB Ta IHIUX MUPPOBUX MPUCTPOiB. Ha piBHI 3 peadpbHUM TpocC-
TOPOM PO3BHUBAETHCS KiOEpIPOCTIp, SIKMH y MailOyTHROMY MO>KE€ MOBHICTIO I10JI0-
HUTH OLTBIIICTH cep Hamoro XUTTA. Bee e € HaciiakaMu nudpoBoi peBoIonii,
sIKa BiJOyBA€THCS 3aBASKH PO3BUTKY iHQOPMaLiHHO-TEIEKOMYHIKAIHHIX TEXHO-
Jorifl. AKTUBHUI PO3BUTOK KiGepTexHomorii Ta IT-6i3Hecy B ocTaHHI pOKH Tak
CcaMO aKTUBHO CIIOHYKA€ 1 MOXJIMBOCTI JJIsi BUNHEHHS 3JI0YMHIB OHJIAlH Ta y ce-
pi iHpOpMAIIHIX TEXHOJOTIH. ¥ BChOMY CBITi 3JI0YMHU y KibepmpocTopi mopo-
Ky 3aBIafOTh 30MTKiB Ha AecATKH MimbsApaiB gonapiB CIIIA sk nepxaBam, Tax i
MIPUBAaTHUM KOMIIaHisiM. 3 iHIIOro 60Ky, pocificbKO-yKpaiHChKa BiifHa Ta ii ribpu-
JHUH XapakTep BKIOYAE KiOEepCKIaaoBy, 30KkpeMa Kibepomepallii Ta BAKOPUCTaH-
Hs Kibeparak 3apaay OTPUMaHHS IepeBard YW 3aBAaHHS IIKOJH IUIIXOM BTPY-
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YaHHS y CHCTEMY JepKaBHHX a00 NPHUBATHHUX YCTAHOB, IO IOCHIIIOE BiATIOBima-
JBHICTB 32 Jii y UPPOBOMY IIPOCTOPI.

Kibepsnouun (komn’romepnuil 3104un) — CyCIisIbHO HeOe3IIeYHe BUHHE Mi-
SIHHSL y KiOeprpocTopi Ta/abo 3 HOro BHKOPHCTaHHSAM, BiqNOBINANBHICTH 3a SKE
nependavyeHa 3aKOHOM YKpaiHH Mpo KPHMiHAIBHY BiIIIOBiZaIbHICTE Ta/abo ske
BH3HAHO 3JI0YNHOM MIKHAPOIHUMH JTOTOBOpaMHU YKpaiHH.

Kioepnpocmip — cepenoBuiie (BipTyalbHUI MPOCTIP), IKE HATAE MOKIUBOC-
Ti 7711 3AiHCHEHHS KOMYHIKalii Ta/abo0 peaiizauii CyCniJIbHUX BiJHOCHH, YTBOpE-
He B pe3ynbTaTi QyHKIIOHYBaHHS CYyMICHUX (3’€IHAHMX) KOMYHIKaIIHHIX CUCTEM
Ta 3a0e3MeUeHHs eIeKTPOHHNX KOMYHIKaIlii 3 BUKOPUCTaHHSIM Mepexi [HTepHeT
Ta/abo IHIMX TI00aTPHIX Mepek mepenadi ganux [1].

BinmoBimHO M0 BHKIMKIB Cy4acHOCTI HEOOXIIHO BpaXxOBYBAaTH HasiBHE KpH-
MiHAJIFHO-TIPaBOBE PETYIIOBAHHS IPAaBOBITHOCHH Y Kibeprpoctopi. Kibepsimo-
YHHHICTH 0e3yMOBHO ctae HeOesmekoro XXI cropiuus, a Biarak kibepOesmeka
HaOyBae 3HaUCHHS HapiBHI 3 Pi3MUHOI0 Oe3MEeKOr0, ake TOBIINHA CTAJICBHUX IBE-
peii cxoBuIIa nepectae OyTH BaKJIMBOIO, SKIIO CXOBHUINE MOXHA BIAKPHUTH 32 J0-
TIOMOT0I0 KOMITFOTEPHOT CHCTEMH.

Y 2001 porii 35 nepxkas (kpainu Pamu €Bpory, a Takoxx ABctpatis, JJoMiHi-
kaHcbka PecryOumika, Slnonis, [lanama, CILA) npuiinsimn KonBenuist mpo kideps-
JIOYMHHICTb, sIKy YKpaiHa patudikysana 07.09.2005. KonseHiis npo kibep3io-
YMHHICTh CTala OCHOBOIO MJIsI TapMOHi3alii HalliOHAIFHOTO 3aKOHOJAaBCTBA Y
cepi kibepnpocTopy, siKa MPOJIOBKYETHCS 1 3apas.

KoHBeHIIist cripsiMOBaHa Ha JIOTIOBHEHHS ICHYIOUMX KOHBeHILIH Panu €Bponu
00 CHIBpOOITHHUIITBA y KPUMIHANBHIN cdepi, a TaKOK aHAIOTIYHAX YTOA MiX
nepskaBaMu-useHaMu Pagu €Bporny Ta iHIMMHU KpaiHamu. [i MeTa — MigBHIMTH
e(pEeKTHBHICTh KPUMIHAIGHUX PO3CIIAYyBaHb 1 CYAOBHUX TNepeciiayBaHb,
TIOB’SI3aHNX 13 MPaBONOPYIICHHSAMH, IO CTOCYIOTHCS KOMIT IOTEPHUX CHCTEM Ta
naanx. OkpiM Toro, KoHBeHIsI CTBOpIOE MPaBOBI YMOBH A 300py JOKa3iB y
KpUMiHaJBHUX CIIPaBaX, 30KpeMa B €NEKTPOHHIH (opmi, MO cIpusie BIOCKOHA-
JICHHIO MDXKHAPOJIHOTO CIIBPOOITHHUIITBA y MPOTHIT KiOEP3JIOYMHHOCTI.

KoHBeHIIi€10 3aITPONIOHOBAHO NOALISATH KiOEp3I0UMHH Ha HACTYIIHI BUIM:

— NPaBOINOPYLIEHHS. NPOTH KOH(DIACHI[IHHOCTI, IUJIICHOCTI Ta JOCTYIHOCTI
KOMI'IOTEPHHX JAHUX 1 CUCTEM (HE3aKOHHHMHU JTOCTYII 10 CHCTEM; HeJlerajbHe TIe-
pexorieHHs iHpOopMallii; BTpyYaHHS y aHI Ta CUCTEMHU; BUTOTOBJICHHS, PO3MOB-
CIO/DKEHHSI Ta 30yT IIKIIJIMBOTO IMPOTPaMHOTO 3a0e3NeueHHs] Ta CIeialbHUX
IIPUCTPOIB);

— IIPaBOIIOPYLIEHHS, MOB'A3aHI 3 KOMIT'TOTepaMH (KOMIT'IOTEpHE ITiAPOOIeHHS
Ta KOMIT'IOTEpHE IIaXpalCTBO);

— IIPaBOIIOPYLIEHHS, MOB's13aHi 31 3MicTOM (BHPOOJIEHHS, BOJIOAIHHS, PO3IOB-
CIO/DKeHHSI a0 mepenada AWTSIYOI MOpHOrpadii 3a JOMOMOrol0 KOMITIOTEPHUX
CHCTEM);



— IPaBOTIOPYIICHHS, TMOB'S3aHI 3 MOPYLICHHSAM aBTOPCHKUX Ta CYMIKHUX
nipas [2].

B Vkpaini kiOeprpocTip peryiroeTscs 3HAYHOIO KITBKICTIO HOPMAaTHBHO-
MpaBoBUX aKTiB. /Io OCHOBHUX BapTO BimHecTH 3akoHU YKpainu «IIpo ocHOBHI
3acamu 3abesrmedeHHs KibepOesmekn VYxkpainm», «IIpo 3axucr indopmarmii B
iHpOpMaLifHO-TEIEKOMYHIKAIIHHNX cucTeMax», «lIpo 3axmCT mepcoHAIBHUX
nanux», «IIpo patudikamiro Konsenuis npo kibepsnounHHicTh», Kogeke Ykpai-
HH IIPO aJMIHICTPAaTHBHI NPaBONOPYILIEHHS, a TakoX KpuminaneHuii i Kpumina-
neHUH [ponecyansuuii Konekcu Yxpainu.

IIpaBoBi Ta opraHizaliiiHi OCHOBH 3a0e3MeUCHHs 3aXUCTY IHTEPECIB y Kibep-
npocropi B YkpaiHi Bu3HaueHo y 3akoHi Ykpainu «IIpo ocHOBHI 3acanu 3abe3re-
4yeHHs1 KiOepOesmeku YkpaiHwy». BimmoBimHO 10 3a3HAUEHOTO 3aKOHY 3alpoBa-
JDKEHO JIep’KaBHO-TIPUBATHY B3aeMoIis y cdepi KibepOesneku, sska cepel iHIIoro
3IIACHIOETHCS MIIAXOM TicHOI B3aemomii 3 (Gi3MUHIMH 0CO0aMHU, TPOMAaICHKIMH
Ta BOJIOHTEPCHKHMU OpraHizarisiMu, [T-koMmaHisiMu 3 METOI0 BUKOHAHHS 3aX0JliB
kibepoboponu B kibepmpocrtopi [1].

VY unnaHOMY KprmiHamsHOMY Kozaekci YKpaiHu HasBHO 7 cTaTei, AKi BU3HA-
YaloTh BiJIIIOBIIAJIbHICTh 32 KiOEP3I0YMHU:

1. Hesaxoune 6iomeopenHs, GUKOPUCMAHHA MA PO3NOGCIOOICEHHSA MBOPI6
HAayKu, Jimepamypu i MUCmMeymed, KoMn I0mepHux npoepam i 6a3 OaHux, iHuux
mMeopi6, a Mak camo He3aKOHHe GiOMBOPEHHs, BUKOPUCMAHHA MA PO3N0ECIO-
OXHCEHHA BUKOHAHDL, (POHOZPAM, 8i0eozpam I NpoSpam MOGLeHH:, iX He3aKoHHe
TMUPAdICYB8AHHsL A PO3NOBCIOONCEHH HA aydio- ma eideokacemax, OUCKemax,
IHWuUX HOCIAX iH@opmayii, kKamKopouHe, Kapoutelpine abo iHwe yMUucHe nopy-
WeHHA aBMOPCbKO20 Npasa i CYMIJCHUX Npas, a maxKodc IHAHCY8AHHA MAKUX
Oill, AKWO Yye 3a80an0 MAMepianrbHOi WKOOU y 3HAYHOMY posmipi. (cm.176 KK
Yrpainu).

MarepianpHa IMIKO/A BBaXKA€ThCSA 3aBJAHOI0 B 3HAYHOMY pPO3Mipi, AKIIO il
pO3Mip y ABamIATh i OUTBIIE pa3iB IMEPEBHINYE HEONOAATKOBYBAHUN MIiHIMYM J0-
XOiB TPOMAJISIH, Y BEJIMKOMY PO3Mipi — SIKIIO 11 po3Mip y ABicTi 1 Oinble pasiB
MePEBHIILYE HEOTIOJATKOBYBAHUI MIHIMYM JOXO[IB I'POMAJIsH, a 3aBJJaHOI0 B OCO-
0JIMBO BEJNMKOMY pO3Mipi — sKIIO ii po3Mip y THCsUy 1 Oliblle pa3iB NEpeBHIILYE
HEOIIOJaTKOBYBAaHUH MiHIMYM OXOJIiB TPOMAJISH.

2. Hecanxyionosane empyuanus 6 pobomy iHhopmayiiuHux (aemomamu3o-
BAHUX), €NeKMPOHHUX KOMYHIKAYIUHUX, [HOOPMAYIUHO-KOMYHIKAYIIHUX cucmeMm,
eNeKMPOHHUX KOMYHIKayitinux mepedic. (cm.361 KK Yxpainu);

3. Cmeopenns 3 memoio NPOMUNPABHO20 SUKOPUCIAHHS, PO3NOBCIO0ICEH-
Hsl abo 30ymy, a MaKodic pO3N0BCIOONCeHHs ab0 30ym WKIONUBUX NPOSPAMHUX YU
MeXHIYHUX 3aC00i8, NPUSHAYEHUX 011 HeCAHKYIOHOBAHO20 GMPYHAHHA 68 POOOMY
iH(hopmayiiHux (a8MOMAMU306aHUX), eNeKMPOHHUX KOMYHIKAYIUHUX, HGopma-
YITIHO-KOMYHIKQYITIHUX CUCTEM, eleKMPOHHUX KOMyHIKayitinux mepedxc. (cm.361*
KK Vkpainu),
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4. Hecanxyionosani 30ym abo po3noscroodicents ingopmayii 3 obmedice-
HUM OOCMYNnom, AKa 30epieaemvbCsi 8 eNeKmMpOHHO-00UUCTIOBANbHUX MAUUHAX
(kxomn'tomepax), aBMoOMamu308aHuUx CUCMEMAxX, KOMN TomepHux mepeicax abo Ha
Hociax makoi inghopmayii, cmeopenoi ma 3axuujernoi 8i0n0GiOHO 00 YUHHO20 3d-
konooascmea. (cm.361% KK Yipainu);

5. Hecanxyionosani 3mina, 3uuwyenusi abo O0Ky8anms in@opmayii, sKa
00pOOIIOEMBCSL 8 ENEKMPOHHO-00UUCTIOBANLHUX MAWUHAX (KoMn'tomepax), ag-
MOMAMU308AHUX CUCTIEMAX YU KOMN'TOMEpHUX mepedcax abo sbepicacmuvcsi Ha
Hocisx maxoi ingopmayii, guuHeni 0cob010, AKa Mae npaso docmyny 00 Hei. (4.1
cm.362 KK Yxpainu);

6. Hecanxyionosani nepexonients abo Konito8anHs ingopmayii, sxka oopo-
OIOEMbCsL 8 eNEKMPOHHO-00UUCTIOBATLHUX MAWUHAX (KOMN'Tomepax), asmoma-
MU30BAHUX CUCTIEMAX, KOMN'tomepHux mepedcax abo 30epicaemvcsi HA HOCIAX
maxoi ingopmayii, axwo ye npusseno 00 it GUMOKY, euuHeHi 0cob0i0, KA MA€E
npaso docmyny 0o makoi inghopmayii. (4.2 cm.362 KK Yrpainu),

7. Ymucue macose po3anoecioodicenis nosiooMIeHb eleKmpo38'a3Ky, 30ilc-
HeHe 6e3 nonepeonboi 3200u adpecamis, wo npu3eeno 00 NopyuileHHs abo npuni-
HeHHsL pobOmu eleKmpOHHO-00YUCTIOBATLHUX MawuK (KoMn'tomepis), asmoma-
TMU30BAHUX CUCMEM, KOMN TOMepHUX Mepedic Yu Mepedic enekmpo3e'sazky. (cm.363
KK Vxpainu) [3].

Ha croropmimiHiii 1eHp B YKpaiHi, sIK 1 B CBITI B LIJIOMY, PiBeHb KiOepOe3ie-
KM SIBHO HEIOCTaTHIA. MiXKHapO/Ha CIIBIpalls CIPHUSIE BUPIIICHHIO ITi€l mpooJie-
MU, OJIHAK OCHOBHI 3MiHHM MOBHHHI OyTH 3JifiCHEHI B cepenHi KpaiHH, Mmoo 3ro-
JIOM TIepeNaTH CBITY Hall YCITITHUA JOCBi OOpOTHOH 3 KiOEp3IOYMHHICTIO 1 pe-
TYJTIOBaHHA KiOepmpocropy. Jns mporo nepkaBa 1 CYCHUTBCTBO TIOBHHHO
00’emHaTH CBOI 3yCWJUIS Ta 3pOOHMTH BCE MOXKIIHBE IS TOAOJNAHHS TpoOIeMH
kibep3mounHHOCTI. Ha Hamry maymKy 3aiydeHHS IO BHUPIIICHHS M€l TmpoOieMu
TPOMAaJChKUX (HEYPSIOBHX) OpTraHi3amii, SKi CrierianizyoTees y chepi kibepoes-
MeKu Ta iHGOPMAIIIfHAX TEXHOIOTIH NacTh 3MOTY HPHINBH/IIATH BHUSIBICHHS Ta
MIHATH piBeHb OOPOTHOM 3 MPABONOPYLICHHSIMH y KiOEpIpocTopi Ha SIKICHO BHU-
LK piBEHB.
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AHAJII3 CBITOBUX ITPAKTHUK YIIPABJ/ITHHSI KIBEPBE3ITEKOIO
ITPU 3ABE3INEYEHHI IHOOPMANINHOI BESIIEKHA YKPAIHHN
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Abstract. The theoretical and organizational and functional foundations of the
implementation of global practices of cybersecurity management are considered. Modern
approaches to cybersecurity management in modern realities are identified.
Methodological approaches to the formation of the concept of cybersecurity management
in ensuring information security of leading countries of the world are presented. The
stages of solving the scientific and practical problem of cybersecurity management in
ensuring information security of Ukraine are proposed based on the analysis of global
practices.

Keywords: cybersecurity management, cybersecurity index, information security,
cybersecurity strategy, critical infrastructure.

Anomauisn. Pozensanymo meopemuyuni ma opeanizayitiHo-@yHKYIOHAIbHI OCHOBU pea-
ai3ayii ceimosux npaxmux Ynpaeiinus kibepbesnexorw. Busnaueno cyuacui nioxoou 0o
ynpasninHa Kibepbesnekoio y cyuacuux peaniax. Hasedeno memoouuni nioxoou do ghopmy-
8aHHA KOHYenyii ynpaeninua xibepbesnexkorw npu 3abesneyenHi inpopmayiinoi Oesnexu
NPOBIOHUX Oepdicas ceimy. 3anponoHo6ano emanu GUPIEHHS HAYKOBO-NPAKMUYHOI npo-
6nemu ynpaeninns xibepbesnexoro npu 3abesneuenti ingpopmayitinoi 6esnexu Ykpainu na
OCHO8I aHaNi3y CBIMOBUX NPAKIMUK.

Knrwwuosi cnosa: ynpasninns ribepbesnexoro, inoekc kibepbesnexu, iHgopmayitina
6e3nexa, cmpamecis Kibepbesnexu, KpUmuiHa ingpacmpykmypa.

[eomnosiThuHi peanii Ta CTPIMKUI PO3BUTOK TEXHOJIOTIH CIIPHSIOTH 3pOCTaH-
HIO Kibep3arpo3. Kibeparaku cTaiau MOBCSKJCHHUM SIBUIIEM 1 CTAHOBJIATH Cepiio-
3HY 3arpo3y Uil HalioHaJbHOI Oe3MeKH, eKOHOMIKM Ta CYCHUIBCTBA B LIJIOMY.
VYkpaiHa, K KpaiHa, 110 aKTUBHO PO3BUBAETHCS B MU(POBOMY HAMPSMKY, € TIPU-
BabJIMBOIO MilIEHHIO 11t Kibep3nounHuiB. Kibepnpoctip nepeTBopuBcs Ha HOBE
nosie 6010, ne BinOyBatoThes riOpuaHi BiitHu. Pociiiceko-ykpaiHChKa BiliHa mpo-
JIEMOHCTpYBaJIa MacIiTaOM BUKOPUCTAHHS KibepaTak sSK IHCTPYMEHTY TiOpHIHOI
BilfHM. YKpaiHa Ma€e pO3BUHEHY KpUTHYHY iH(pacTpyKTypy (€eHepreTHka, TpaHc-
TIOPT, 3B'SI30K), sIKa € )KUTTEBO BAXKJIMBOIO JUIsl (DYHKI[IOHYBaHHS JA€p>KaBH. 3aXUCT
uiei iHdpacTpyKTypH BijJ KibepaTrak € OJHHM i3 IPIOPUTETHUX 3aBJlaHb. YKpaiHa
aKTHUBHO PYXa€ThCS NUIAXOM IU(POBOI TpaHChOpMaii, 0 MPHU3BOANTE A0 30i-
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JBIIEHHS KUTHKOCTI IMiJKIFOUEHHUX TPHCTPOIB Ta CHCTEM, 1110, B CBOIO YEpry, Iif-
BHIIy€ PH3HUKH KibepaTak.

YkpaiHa aKTHBHO CIIBIPAITIOE 3 MKHAPOJIHUMHE OpTaHi3allisIMU B TalIy3i Ki-
JBHUX YMOB. 3pOCTaHHA KiJTBKOCTI NEPCOHAIBHUX MAaHUX, M0 30epiraioTecs B
CIIEKTPOHHOMY BUIJISI, BUMarae BIOCKOHAJICHHS 3aXOMiB 3aXHCTY BiJ HECAHKIi-
OHOBAHOT'O JIOCTYITy. [locTiiiHO 3MIHIOETBCSI 3aKOHOIABCTBO B rajy3i Kibepoesre-
KH, 1110 TTOTpeOye aHami3y Ta ajanTauil mpakTUK ynpasiiHas [1].

Haunionaneuuii ingexc kidepoesneku (NCSI) — ne rimobansHui iHAEKC, SIKUHA
BUMIPIOE TOTOBHICTB KpaiH /10 3amo0iraHHs Kidep3arpo3am Ta ynpasiliHHS KiGepi-
uipaeaTamMu. NCSI — 11e Takok 0a3a JaHuX i3 3arajbHOJAOCTYITHHMHU Marepiaja-
MU Ta IHCTpyMEHTapieM Ui po30yI0BH MOTEHITiAy HAIliOHAIBHOI KiOepOe3meK.
3a ocranHiMU gaHUMU [2, 3] KpaiHM mOcimaloTh Taki Micid 3a iHgexkcoM NCSI:
Ecronis — 3 micue, JIutea — 4 micue, Icnanis — 5 micne, Hinepmanom — 10 micte,
Cronyueni llItatn Amepuku — 14 micue, Bennka Bputanis — 15 micue. Ykpaina
mocigae 3a peittuarom NCSI 28 mice. NCSI po3po06raenuit i peanizyerscst OoH-
JIOM aKajeMii eeKTpOHHOTO BpsxyBaHHsA EcToHii, HaToMicTh [106anpHMl iHACKC
kibepOesneku (GCI) yknanae MixxHapoaHuii coro3 enekrposs’sisky (MCE), BiH €
IHIIIaTHBOIO IS 3alliKaBJICHUX CTOPIH, CIPSMOBAHOIO Ha ITiJABUIIECHHS 00i3HAHO-
cTi moxao KibepOe3neku Ta BUMIPIOBaHHS MPHUXHIBHOCTI KpaiH 10 KibepOesneku
Ta i MIMPOKOT0 3aCTOCYBAHHS B PI3HUX rajly3sX 1 CEKTOpax.

PiBeHb PO3BUTKY KOXKHOI KpaiHM aHAINI3y€ThCS 32 I’ sITbMa KaTeropisMu: mpa-
BOBI 3aX0/M, TEXHIUHI 3aX0/M, OpraHisamiiiHi 3axoau, po30ya0oBa MOTCHINATY Ta
cniBpoOiTHUNTBO. BigmosimHo mo octanHboro GCI 2018 poky, omHakoBi Oamm 3a
BCiMa I’ AThMa KaTeropissMu HaOpanu Tpu kpainu [2, 3]: Bemuka bpuranis, ®panis
Ta JlutBa. 3a MpaBOBMMM Ta OpraHi3alliifHUMHU ITOKAa3HUKaMH BCi HAOMPAIOTh MaK-
cumanpHui Oan (0.200). Ycei kpaiHu moka3yroTh HaAWHIDKYI (ajie Bce OJHO JOBOJI
BHCOKI) Oayn B KaTeropii CIiBpOOITHUIITBA, TIPH IILOMY BHCOKI, ajic He MaKCHMallb-
Hi 0aJTi — B KaTEropisix TEXHIYHNX 3aXO0/(IB Ta PO30YI0BH HOTEHILIATY.

Benuka bpuranis mocigae nepiie miciie 3 HAWBUIIUMU 0ajlaMu y JIBOX Kare-
ropisix — NpaBOBi Ta opraHizauiiiHi 3axou. Benuka bpuTanis Mae HU3KY npaBo-
BUX IHCTPYMEHTIB, IO JalOTh 3MOTY OOpOTHCS 3 KiOEp3JIIOUMHHICTIO, 30KpemMa
3aKoH Tpo 3IOBXHUBAHHSA KOMIT IoTepoM. HamioHanpHe areHTCTBO 3 NMUTAaHb 3J10-
YHHHOCTI YCHIIIHO TIPOBEJIO MDKHAPOJHY OIEpalifo i3 3aKpUTTA BeOCauTy,
moB’si3aHoro 3 4 MiH DDOS-atak y BchoMy cBiTi. DpaHiis BApyre mocina apyre
Micue B €Bpomi, npu npoMy Hadpana 100 BiICOTKIB 32 KaTeropisiMu NpaBOBUX Ta
opraHizauniiiHux 3axofiB. JIuTBa Mae HalBuIIMii Oai SK y IpaBOBiH, TaK 1 B opra-
Hi3auiiHii kateropii. 3akoH JIuTBu npo kibepOe3neKy MICTUTH MOJIOXKEHHS, 10
JI03BOJISIFOTH KOMIIETEHTHUM OpraHaM B)KHBATH 3aXOJIB IIPOTH 3arajbHOJOCTYII-
HOi 1HQPACTPYKTYPH EJIEKTPOHHOTO 3B’SI3KY, sKa Oepe y4acTb y HIKIJUIMBi OH-
JaH-TISITBHOCTI (HampHUKiaz, y O0THETI).

JlepxaBHa iHCIIEKIis 3aXHCTy AAHUX MOXe IMyOJiKyBaTH iH(OpMamio mpo



BHITA/IKH, TIOB’5I3aHi 3 TOPYIICHHAMH MEPCOHANBHUX MaHWX. Brcoki Oamm Takox
Habpanu CIIA (2 micue), JIutea (4 micue), Ecronis (5 micue), Icnanis (7 micre)
Hinepmanmu (12 micne), I3pains (39 micne). ns mopiBHSHHEA, YKpaiHa mocina y
peittuary GCI 2018 poky 54 micme. Came 11i ciM npoBigHUX KpaiH Oynm oOpaHi
JUTSL OTJIITY OpTaHi3aIliifHUX 3aXOiB, a TAKOXK aHAJI3y YIPaBIiHHS KOJIEKTHBHOIO
kibepOe3nexoro B €C.

Biarak, 3aciyroByloTh Ha yBary 3aKOHOJIaBUi aKTH JOCJIIKYBaHHX KpaiH Ta
iHpopMmaris 3 odiniiiHNX caiiTiB opraHis, BiINOBiAaJIbHUX 32 3a0e3MeueHHs Kibe-
pOesnexku. AHaii3 Kpaili NMpakTUKH YNpaBiliHHS KibepOe3nekoro B KpaiHax, LI0
BXOJATH JI0 AECSATKH HalycHiMmHINX y cdepi kibepOesnekn 1 kibep3axucry B
CBITI /103BOJISIE BHOKPEMUTH TaKi CTPYKTYPHI KOMITOHEHTH, SIK NOKa3HUKHM Hario-
HabHOTO iHIEKCy KibepoOesmeku (NCSI); ormsin 3akoHOmaBuoro 3abe3redcHHS
KibepOe3nexu, opraHizaliifHa Ta iHCTUTYIIIIHA CKJIaJ0Ba, KOOPIUHALIS TTOJITHKH
kibepOe3nexy, BilicbkoBa KiOepOesmeka, 3amobiraHHs KPUTHYHHAM 3arpo3aM Ta
KpH3aM, JIep>KaBHO-TIPHBAaTHE MAPTHEPCTBO Ta OTJISN CyO €KTIB, BUKJIHKIB 1 3arpo3
Y paMKaX HalliOHaJIbHUX CTPATETii.

Cucremn ympaBiiHHSA KiOepOe3lekor B JOCTIIKYBaHHX KpaiHax, MaroTh
CIUIbHI OCOOIUBOCTI 1 KapIWHAIBHI BiAMIHHOCTI. Tak, KpaiHU 3 CHCTEMaMH Ipe-
uenentHoro mnpaea (Benuka bpuranis Ta CILA) BHKOPHCTOBYIOTH PHU3HK-
OpIEHTOBAHMH MiJXiJ 1 Ha MiJCTaBl OI[IHKKM PU3HKIB Ta 3arpo3 rOTYIOTh CTpaTeriu-
HI TOKYMEHTH, IUJIAHK 1X peai3ailii, yTOYHIOITh TOBHOBAKEHHS 1HCTUTYIIIN Bij-
MOBITHO 0 THX 3aBJaHb, SIKi CTABUTH HalliOHANBHA cTpareris. Ille ogHa ocobu-
BICTh IIMX KpalH — BIICYTHICTh Ha MEPIINX €Tarax peryJtoBaHHsI OKPEMOro 3aKo-
Hy Tpo KibepOesreky. Benmka pois BiIBOAUTHECS caMUM Cy0’ekTaM Kibepoesme-
KH, X CBIZIOMOMY MiAXO/Y, @ TAKOK CHCTEMI CTaHIAPTH3ALII.

Tak, y CIHIA NIST ocranHiM yacoMm 3100yB MiITPUMKY Ha 3aKOHOJZABUOMY
piBHi. Hafibinpime Bix pemrTd mpoaHaNi30BaHUX KpaiH BiAPI3HAETHCS MiAXiT IO
kibepOe3nexn, 3acrocoByBaHuil B I3paini. Llg xpaina mocriiitHO mepeOyBae y Bo-
POXOMY CEpEeIOBHILl, Ma€ BUCOKHH BiJICOTOK BUPOOHHIITBA BUCOKOTEXHOJIOTIYHOT
MPOJYKIIT, 0 3aJIEKUTh Bijl CTAJIOCTI IIM(YPOBHUX MOCIYT, 1 EKCIOPTYE MPOrpamMHe
3a0e3neueHHs, TOXK BBa)kae 3a0e3rmeueHHs KibepOesneku OIHUM i3 3aBAaHb 000-
POHM KpaiHU, BUKOPUCTOBYE MiNITApU30BAHMU MiJXiJ i JOCUTH 0OMexeHo iH]Oo-
PMYE PO 3aX0H, 10 OyAyTh BXKUBATUCS;, KPIM TOTO, aKTUBHO 3aJlydae HAyKOBHI
MTOTEHITial i MIMPOKO CIIBMpAItoe 3 6i3HECOM, ajie 3aTydeHICTh IPOMAaICHKOCTI 110
(opMyBaHHs NONITUKK HU3bKA. brmsbkuMu 1o Ykpainu 3a opraHizaliero ynpas-
JiHHA KibepOesnekoro € kpainn konumHboro CPCP (JIutsa, Ecronis), siki yxBa-
JIVJIM BIATIOBIZHI 3aKOHM TPO KiOepOes3MeKy, YiTKO BH3HAYMIM ITOBHOBAXKCHHS
OCHOBHHX Cy0’€KTiB KiOepOe3IeKH Ta BCTAHOBUIIM BIATIOBIIaIbHICTH 32 HEBHKO-
HaHHS 3aXO0/IB.

Y JIuTBi cTpaTeriyHi wmiji Ta NPiOPUTETH MONITHKH KiOepOe3neKkH, a Takox
3ax0/I, HeoOXiIHI A7 IX JOCATHEHHS, BU3HAYA€E ypsiJl, a HE 3aKOHOIaBYMN OpTraH
un [Ipe3unenT. Sk Halfkpally NpakTHKY peryaioBaHHS B YKpaiHi MOJKHA aJanty-
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BaTH JUISI 3aCTOCYBaHHS JIUTOBCHKHM 3aKOH TPO KibepOesmeky, ayie 3 MeBHUMH
3acTepeKeHHAMH, OCKibKHU JInTBa sk wieH €C BU3HAE i 6€3 3MiH «IIEPEHOCHUTHY
Pernmamentu €C, mo B YkpaiHi 301CHATH HEMOXKIINBO. Y TiM, HaIllii IepykaBi Bce
OoHO ciix imMmieMeHTyBaTH 5K Jupektusu, Tak i Permamentn €C y wmiit coepi.
Kpainu «crapoi» €Bporm — Hinepnannu Ta Icnanis (00uaBi 3a popMoro mpaBiiH-
HS — MOHapXii) — Big3HAYAIOTHCA TOCUTH IIIKABOIO OpraHi3aIli€lo YMpaBIiHHA Ta
B3aemozii iHcTuTywii. | B Icmanii, 1 B Hinepnannax 1o yxBajieHHS pillleHb LIOA0
(dopMmyBaHHs Ta peaiizauii MoJiTuku y cdepi KibepOe3nekn 3aaydeHi 4ucieHHi
OpraHd, a HOpMaTUBHO-IIPABOBI aKTH BBOAATHCS B JIiI0 KOPOJIBCHKUMH yKa3aMH.
VY Higepnanaax no cucteMu 3a0e3neUcHHs KibepOe3nekn BKIFOUCHI TaKOXK Opra-
Hizaii perioHanbHoro pisas [2, 3].

Cuix 3a3HaymTH, IO B YCIX KpaiHaX peryJsTOpH KOOPIMHYIOTH CBOIO JisUIb-
HICTB y cepi 3aXUCTy MEPCOHANBHUX AaHUX Ta y cepi KidepOe3neku B YacTHHI
iHpOpMyBaHHS PO IHIUACHTH, MOPYIICHHS LIJIICHOCTI CUCTEM, BUPOOJICHHS TIO-
JITUKH 3 METOI0 YHUKHEHHS TyOJIIOBaHHS [TOBHOBaXXEHb TOIO. TeXHiYHA YacTHHA
CHCTEMH 3aXHCTy IEPCOHAJBHUX NaHHX PETYIIOEThCS 3aKOHOIABCTBOM Y cdepi
KibepOe3mnexu, a 6e3mocepeIHbO 3aXHCT MpaB 0Ccid — OpraHoM, MO 3AIHCHIOE KOH-
Tposib y cdepi 3aXUCTy MepcoHaNbHUX JaHuX. OKpeMO BapTO HAroJIOCUTH, LIO
MIX1J] €BPONEHChKUX KpaiH A0 3a0e3MedeHHs 3aXUCTy 00’€KTIB KPUTHYHOI iH-
¢bpactpykrypu yHidpikoBanu# BignosigHo go Aupexkrusu NIS.

binpuricTh €BpONeWchbKUX KpaiH MpalfoBaTHMYTh HaJl IMIUIEMEHTALIEI0 HO-
BOT'O €BPOIEHCHKOTO 3aKOHOAABCTBa y cepi KibepOe3nekn B 4acTHHI TTOKH IO
JI0OPOBLILHOT MOXKIIMBOCTI JUIsl Oi3HECY 3aCBiAYYBaTH, IO HOTO MPOAYKTH BiJIIO-
BiJafOTh CTaHAapTaM KibepOesmekn €C. €Bponeiickka KoMicist perymspHO mpo-
BOJWTHME OI[IHKY HEOOXIJHOCTI BIPOBAKCHHS OOOB’SI3KOBOCTI Ti€i WM iHIIOI
cxemu ceptrdikamii. 3acTocoByBaHa cxeMa cepTudikallii MoXXe BU3HAYATH OJUH
abo KkimbKa piBHIB 3a0e3meueHHs Oe3rekd: 0a30BWiA, 3HaYHMI abo BucOkmid. Ha
6azoBomy piBHI BupoOHUKH IKT 260 mocTadambHUKH ITOCITYT 3MOXYTh CaMi 3iii-
CHIOBATH OIIIHKY BiAMOBITHOCTI. Y pa3i 3HAYHOTO UM BICOKOTO PiBHS OI[IHIOBaHHS
3MIACHIOBATUMYTHCS HAIIOHAJLHHUMK OpraHaMHu 3 cepTudikaiii kibepOesmeku.
HepxaBu-unenn €C po3poOsaTh MpaBuiia 1010 MoKapaHb 3a nopymeHHs OCHOB
Ta cxem ceptudikamii kibepoesnekn €C Ta HAAABATUMYTh MIUPII KOMIIETCHIIIT
opraHaMm, BiIOBiIansHUM 3a KibepOesmeky, ams 3abe3meueHHs CriBOpaili i 3a-
crocyBaHHs pekoMmeHaaniit ENISA.
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Kacpeopa ynpasninna ingpopmauiinoro 6e3nexoro JvsigcoKkuii oeprcasnuil
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Abstract. The article explores the model of behavior of "agents" of military
communication in texts of official-business style of speech. Formal-syntactic hierarchies
and linguistic tools that construct communicative models are analyzed. Particular attention
is paid to war-related collocations and their role in the strategic management of the
content of military rhetoric.

Keywords: agents of military communication, war-related collocations, syntactic
models, international politics, military rhetoric.

Anomauia. Cmamms docnioxcye mooenv nogedinku "azenmie"” 60€HHOI KOMYHIKAYTT
¥ mexcmax o@iyitino-0in06020 cmuio Mo6ieHHs. AHAI3YIoMbCs OPMANbHO-CUHMAKCUYHT
iepapxii ma ninegicmuyHi iLCmMpyMeHmu, AKi KOHCMpPYOloms KOMyHikamueni mooeni. Ok-
pemy ysazy npudineno war-related collocations ma ixuiii poni y cmpame2iuHomy ynpasiit-
HI 3MICMOM B0E€HHOT PUMOPUKU.

Knruoei cnosa: acenmu 6oennoi komynixayii, war-related collocations, cunmaxcuy-
Hi MOOeNi, MIJDCHAPOOHA NONIMUKA, BOEHHA PUMOPUKA.

“AreHTH BOEHHOT KOMYHIKallii” B TeKCTi O(iliifHO-A1JIOBOTO CTHIIIO MOBJICHHS
y HaloMy JOCIIJDKEHHI e — (i3u4Hi 0coOH (IONITHK, ACMyTaT, KOHCYI, OCOJ Ta
iHII), @ TAaKOX THCTUTYLIT (OpraHu Jep>aBHOI BJIajaW, MDKHAPOIHI MapJiaMEeHTChKI
oprasizariii, 3araJbHOIIONIITHYHI OpPraHi3allii), 0 BUKOHYIOTh POJIb TOCEPEIHUKIB Y
BHUCBITJICHH] MyOTIYHNX 3a51B, TUINIOMATHYHUX IPOTOKOJIiB, HOPMATHBHO-TIPABOBHX
axTiB. MoBHi 3aco0u BepOaizailii BOEHHOI KOMYyHiKallil, nmpejacrasieni war-related
collocations, pethepeHTH SIKHX KOHCTPYIOIOTH KOMYHIKATHBHI MOJIEII.

PosmexyBanHs (hopMabHO-CHHTAKCUYIHOI i€papXii W Mojenei MoBeXiHKU
areHTiB BOEHHOI KOMYHIKAIlii B CHCTEMi Pi3HOPIBHEBUX CHHTAKCHYHHUX CTPYKTYp
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BH3HAYA€ apXiTEeKTOHIKYy KOMYHIKaTHBHOTO aKTy B TEKCTi OQiIiifHO-IiI0BOTO
crwmo. Bunpamrosanus war-related collocations y Boewniit komysikamii BinGy-
BaeThCA Ha JCKUTPKOX PiBHAX: 1) 6a30BOMy — Ha IIbOMY piBHI KosoKarii gopmy-
0T OCHOBY KOMYHIKaTHBHOTO aKTy; 2) AUCKypPCHBHOMY — y IUIOIIUHI I[HOTO BH-
Mipy, KOJIOKaIlii € KOTHITUBHO-aeKTHBHAMHU €JIEMEHTAaMH TUCKYPCY, CMUCIOBH-
MH CETMEHTaMH, IO MiATPUMYIOTh BU3HAUYCHY PUTOPHUKY; 3) METapiBHI — Y MeKax
BU3HAYEHOT'O PIBHS, KOJOKAMLii CIIyTYIOTh JIHIBICTHYHMUMHU MOJAEISAMH CTpaTeriu-
HOTO YHPAaBJIiHHA, 1[0 ONPHSBHIOIOTH KOMYHIKaTHBHY METY, BIUIMBAIOTh Ha CIIO-
ci0 monmauHs iHpopMaIrii.

Hipkxue onncaHo MexaHi3M 3aCTOCYBaHHS MOJIEN MMOBEIHKH areHTiB BOEHHOT
KOMYHIKaIlii:

Russia must be held accountable for these horrible acts. This is a terrible
crime, inflicting unimaginable suffering,” said Suica. “Investing in children is an
investment in Ukrainians’ future, in Europe’s future and in a safer world. So, it is
an investment in humanity [EU NEIGHBOURSEAST 2024].

13 6epesns 2024 poxy €BpoxoMicis Bin3BiTyBana mnepen €BponapiaMeHTOM
IPO CBOIO TisUTBHICTH Y 3B’SI3Ky 3 NPHUMYCOBOIO nernoprauieto Pociero ykpaiHchb-
Kux nited. Y cBoiil mpomoBi Bix iMeHi BepxoBHoro npexncraBuuka €C JKozena
Boppens (Josep Borrell) Bine-nipe3uaeHT €Bponeicbkoi KOMicii 3 MUTaHb TEMOK-
patii Ta nemorpadii Jly6paska Illyina (Dubravka Suica) 3aseuna, mo €C noHic-
TIO MiATPUMY€E HU3KY pi3HHX iHimiaTuB. 30kpema, Pocis mae Bimmosictu (Russia
must be held accountable) 3a sxaxmusi aii (horrible acts) B Ykpaiui. 3a cnoBamu
[yiu, €C noknagae BCiX HEOOXiTHUX 3yCHIIb, 1100 BHHHI Y KaXJIUBOMY 3JI0YHHI
(terrible crime) HesakoHHOT jmenopraiii 4M mepepavi yKpaiHCHKUX [iTell Oynu
MPUTATHYTI O BiATIOBIaTBHOCTI.

Meradopu inBectuis B aiteit (investing in children), inBectuitis B Maiibyr-
HE yKpaiHIiB (investment in Ukrainians’ future), iHBeCTHISI Yy MallOyTHE €Bporn
(investment in Europe’s future), inBectuiiis B 6e3nevninmii cBit (investment safer
world) Ta imBectumis B aroacteo (investment in humanity) mncuinroroTs iHimiaTh-
By CIMHAIISITH JEP)KaB-4iICHIB, 10 PO3MOYAIH PO3CIIyBaHHS MIDKHApPOJHUX
3JI04MHIB, CKOEHUX B YKpaiHi, i €Bponelicbkuii Coro3 MiATPUMYE 11i Hal[lOHAJbHI
PO3CITiyBaHHs LUIIXOM 3MIIIHEHHS CYA0BOI cHiBmpaii uyepe3 €Bporoct. CemaH-
Tu3aiis noustrs terrible crime (kaxyiuBuii 37104KH) 30IMCHIOETECS HA TPOTHCTAB-
nenHi safer world (6e3neyniwuil ceim), o 3acBigaye 00’ € THAHHS 3yCHIIb YKpaiH-
CBKOi BIIaJM, IHO3EMHUX YPSAIB Ta MDKHAPOAHUX OpraHizamiii 3 METOI0 IOBEp-
HEHHS JIiTel 10 YKpaiHu Ta MPEeBEHIiI0 MOAIOHNX 37I0UNHIB.

[pencraBieHa B [bOMY TEKCTOBOMY (parMeHTi KOHCTpyKLis Russia must be
held accountable rerepminye Moienb MOBEIIHKY “‘areHTa BOEHHOT KOMYyHiKaIii” —
npeactaBauni €C dy6pasku Ilyinn. dopmanibHO-CHHTAKCHYHUIT CErMEHT Jie-
MOHCTPY€E CTPYKTYpY BHUCJIOBIIIOBAaHHS, CIIOCIO BHPaKEHHsI IMIIEpaTUBHUX BHMOT
B KOHTEKCTi Mi>KHAPOIHOT MONITHKH (1UB. puc. 1).
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Puc. 1. [lepeBo CKIaJOBUX CErMEHTA TEKCTY

JlirsicTiaHa 0co0MHMBICTE (HOPMANTEHO-CHHTAKCHYHOTO CETMEHTY TOJISTaE B
TOMY, IO BiH cTBOpeHHii 3 imeHHuka (Russia) B immepaTuBHiit GpyHKIii, 110 migT-
Bep/Kye (iHambHa KOHCTpyKIs — Russia must be held. Moayc Bnaguux npumnu-
CiB Mepeae HeBiIKIAMHICT 1 000B’A3KOBICTh MPOTUAISATH POCii, IUIsIXoM 3Mill-
HEHHS CYJIOBOI CIIiBIpalli yepe3 €BpOIoCT (€BPOIEHChKE areHTCTBO, 110 CIiBIpa-
LIOE 3 CY/ZIOBUMH Ta MOJiLEHCbKUMH opraHamu Kpain-wieHiB €C). [lucnepcHuii
eNIeMEeHT CerMeHTa TeKCTy accountable Brintoe cTpaTerito BIUIUBY Ha MiXKHAPOAHY
CHUIBHOTY, MiAKPECIIOE HEOOXIIHICTh pearyBaTh Ha arpecito Pocii 3rizHo MixkHa-
pomuux cranaaptis €C.

Moyienb MOBEAIHKY areHTa BOEHHOI KOMYHIKALil YTIJIFO€ CHHTAaKCHYHA KOHC-
Tpykiist Russia must pay for these appalling violations, sika BuBoauTh Ha MOBEpX-
HIO UCKYyCii HeOoOXiqHICTh MOKapaHHA KpaiHH-arpecopa. lepapxito Mi>KKOMIIOHe-
HTHHX 3B’SI3KiB y IUIOIIMHI CHHTAKCUYHOT KOHCTPYKIIi 1IFOCTPOBAHO HIKYE:

N (noun) —» Russia, violations
M (modal verb) =P must

Viverb) —» pay
C (conjunction) = for

D (demonstrative pronoun) — these
A ladjective) —p appalling
N M v C D N

L Y,,I '

Puc. 2. Iepapxis 3B’sI3KiB B CHHTaKCHYHIN KOHCTPYKII1 Russia must pay for these
appalling violations

binapHa miaga Russia=violations, BiAmoBigHUM YHHOM KOHCTATY€ BILIMB Ha
PELMITIEHTIB BiI0OpaXka€ MO/IENb MTOBEAIHKN pe)epeHTiB KOMYHIKATUBHOTO aKTy;
PO3LIMPIOE MATITPY COLIOKYJIBTYPHOTO NPEICTABIICHHS MPAB/H i CIIPaBEITHUBOCTI.
IleBHOIO MipOIO, KOpEISIIIHHMIA 3B’SI30K MOYKHa BB&XKaTH MPUYUHHO-
HACJIIIKOBUM, CTOCOBHO Cy0’€KTa Ta HOTrO [iif, OCKUIBKM i€papXidHi 3B’SI3KH B
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CHUHTaKCHYHIH KOHCTPYKUII BH(OPMOBYIOTh CTIiHKy acowiaimito (>KOPCTOKHIA) B
CBIZIOMOCTI PEIUIIEHTIB.

B VYkpaini 3 nouarky 2023 poky ¢ynkuionye Odic Mi>kHapoTHOTO KpHUMiHAIIb-
Horo cyny. CriBnpans Mk YKpaiHoto Ta MiXKHapoJJTHUM KpPUMIHAIBHOTO CYJIOM Mae
3a MeTy 3a0e3neynTH e()eKTHBHE Mi>KHAPOIHE KPUMIHAJIEHE ITPABOCY .

For more than a year now, Russia's war of aggression has disregarded the
foundations of our international rules-based order and destroyed the lives of many. It
is against this background that the ICC has stepped up its efforts in investigating the
international crimes that are being committed on Ukrainian soil on a daily basis. It is
clear that when it comes to preventing impunity for the most serious crimes committed
during this war, the International Criminal Court remains the key international actor
to investigate and prosecute the perpetrators...<> And we must support Ukraine and
the ICC in achieving these goals [Khan 2023].

Mopenb noBeAiHKU NpoKypopa MiKHapOJHOTO KPUMiHAIBHOTO Cy/ly CUTHA-
ni3ye npo miatpuMky Ykpainu. CuHTakcudHi 3B’si3ku y pedeHHi And we must
support Ukraine and the ICC in achieving these goals, opientoBani Ha mudysiro
LIMPOKOTO MOHATTEBOTO 3Ha4YeHHs. BepOanbHe oopMiIeHHs MO/IelNi OBEAIHKU Y
BOEHHIN KOMYHIKaIlil MOXe MaTH Pi3Hy NPOTSHKHICTh. POpMalIbHO-CHHTAKCUYHA
cxeMa BimoOpaxkae IICTh Bipi3KiB MOBIICHHS, SIKi OPIEHTOBaHI Ha JIECKPUITHB-
HUU TOTEHITIaN IXHbOT CEMaHTUKH (IHB. puC. 3).

must support

Ukraine ICC

achieving —» goals
Puc. 3. Cxema pedyeHHs rpaMaTUKU 3aJI€KHOCTEHN

Bisyauizaiiis rpaMaTHKH 3aJIe)KHOCTEH Y 1[bOMY BHUIAJIKY BijoOpaxkae cTpyk-
TypY CHHTaKCHYHHX 3B’S3KIB MK KJIIOUOBUMH €JeMEHTaMH peueHHs. BoHa je-
MOHCTPYE, SIK KO’)KEH KOMIIOHEHT PEYCHHS BKa3y€e Ha MiIPsSJHHUI 3B’ 30K Ta arro-
3UTHBHI BifiHOmEHHS. Ha Hepo3pHBHY €aHICTH “areHTa BOEHHOI KOMyHikamii” ¥
BOEHHO-TIOJITUYHOTO IIJIOTO BKAa3y€ PO3TOPTAHHS BIIIIOBIIHOT MIATPUMKH 3 OOKY
€BpOIEHCHKOro O3y, 10 MOB’S3aHe 3 CUCTEMATHYHUM MOCHJICHHSM IOJITHY-
HOi, eKOHOMIYHOI Ta BiiCbKOBOI jomoMoru YKpaiHi. 3 orysiay Ha IpeicTaBlieHi
ocobmBocTi, €Bponelicbka Kowmicis nanana nonan 10 MuTbiOHIB €Bpo Ha MiAT-
pPUMKy poOoTi MIXKHapOJIHOTO KPUMIHAIBHOTO CyAy IIOJIO PO3CIiTyBaHb BOEH-
HUX 3704YHHIB B YKpaiHi. 3 xxoBTHS 2023 poky B Kuesi ¢pynkmionye IlpeacraBau-
uTBO Mi>KHapOJHOTO KPUMiHAJIBHOTO CyTy.

OTxe, MOJIeTTh TIOBEIHKH “‘ar¢HTiB BOEHHOT KOMYHIKAIlil” B TeKcTaxX O(iIii-
HO-ZITOBOTO CTHJIIO IEMOHCTPYE, SIK MOBHI IHCTPYMEHTH CIYTYIOTh MEXaHi3MOM



IHCTUTYIIHHOTO BIUIUBY, IiICHIIFOFOYH JICTITUMHICTh Jiif 1 PIillICHh HA T€OMOJIiTH-
YHII aBaHCIIEHI.
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VJIK 342.951:004.056.5 o )
IIPABOBE 3ABE3IEYEHHSI IHOOPMALIIIHOI BE3NEKH YKPATHH
B YMOBAX BIiiHU

Anopin XAPYYK
Anopin XAP4YK
JIvsiscokuii Oeprrcasnuil ynieepcumem b6e3neKu HeummeoianbHocmi,
M. JIveis, Yrpaina.

Abstract. The article analyzes the legal support for information security in Ukraine
under martial law. Key regulatory legal acts are considered, in particular, the
"Information Security Doctrine of Ukraine" and decisions of the National Security and
Defense Council. The emphasis is on the protection of the state information system,
counteraction to disinformation and adaptation of legislation to war conditions.

Keywords: information security, martial law, disinformation, legal support, National
Security and Defense Council, Information Security Doctrine of Ukraine, legislation.

Anomauia. Cmamms ananizye npasoge 3abesneuenns ingopmayiinoi 6esne-xu Yk-
painu 6 yMmoeax 80e€HHo20 cmaHy. Pozensioaomecs Kn0Y08i HOPMAMUBHO-NPAGOBI AKMU,
30kpema "IJokmpuna ingpopmayitinoi 6esnexu Yrpainu" ma piwenns PHBO. Axyenmosano
yeazy Ha 3a-xucmi OepicasHoi ingopmayiinoi cucmemu, npomudii Oeszingpopmayii ma
aoanmayii 3aK0H00A6CMBEA 00 YMO8 GIliHU.

Knrwuoei cnosa: ingopmayiiina besnexa, 60eHnull cmau, OesiHgopmayis, npagoge
sabesnevenns, PHbO, Jlokmpuna ingpopmayiiinoi besnexu Yxpaiuu, 3axonodascmeo.

VY cy4yacHHX yMOBax IpaBOBOTO PEKHMY BOEHHOTO CTaHy MHUTaHHs 3abe3re-
4yeHHs iHpopmaniiiHoi Oe3rnekn B YKpaiHi BiJlirpae posib iHCTPYMEHTY MPOTHCTO-
saHA. Le ¢axTuaHo 30posi, 3a JOMOMOTOK0 SIKOT MOXYTh BUTpaBaTHCS BiitHH 0e3
KOJ/IHOTO TTOCTPIJTy.
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Crij 3BepHYTH yBary Ha Te, IO B IIMX YMOBaX MiJHI KOMIUICKC iH(popMarlii
po3paxoBaHHUl Ha MaHIITyJIFOBaHHS TPOMAJICHKOI0 TYMKOIO Ta CBiOMICTIO JTFOIH-
Hu. Taka iH(popMaIlist MOJAETHCS 32 JOIOMOTOK ()i3i0JIOTIYHHX 1 TICHXOJIOTIYHUX
3ac00iB i CIPHUITHATTSI.

VYKpaiHchbke 3aKOHOJABCTBO y cdepi iHdopmaniiiHoi Oe3nexu BU3HAYaE Oc-
HOBOTIOJIOHI TMPUHIMIIA Ta MeXaHi3MH 3a0e3neueHHs iHpopMamiiHOi Oe3meK,
3okpema B Koncrutynii Ykpainu, 3akoHax Ykpainu, pimenusx PHBO Ta inmmx
HOPMaTHBHO-TIPABOBHX AKTaX.

IizkoM crpaBeAIMBO BBAXKAETHCS, 110 iH(GOpMaIliiiHa Oe3reka nepeadavae:

— HaJIeKHUH  piBeHb iHPOpPMAmiHHOI KyJIbTypH, TOOTO MiITOTOBKY
ocobucrocTi, mo 3abe3neyye 3aXWUCT 1 peamizalilo I JKUTTEBO BaXKIMBUX
iHTEepeciB He3aIeKHO B HAIBHOCTI iHQOpMAIIITHAX 3arpo3;

— 3/IaTHICTh JAEp)KaBH CTBOPUTH YMOBH ISl TapMOHIHHOTO PO3BUTKY Ta
iHpopManiiHIX TOTped ocodwm;

— 3a0e31e4YeHHs, PO3BUTOK 1 BUKOPUCTaHHS iH(opMaLiifHOTO cepeoBHIna B
iHTepecax ocodwu;

— 3aXHCT BiJ pi3HOMaHITHUX iHPOpMaLifHIX 3arpo3 [5].

BignoBinHO, chOroAHI Ha MEPEIHHOMY IUIAHI CTOSTH 3aBJaHHS IIOAO 3aXHC-
Ty iH(QOpMAIiifHOI cHCTeMH Hamoi Jep:KaBH Bill HECAHKIIIOHOBAHOTO iH(opMa-
LifHOTO BIUTMBY Ta 3aXMCTy TPOMAJSIH Bi Oe3iH(popMarii, maxpaicTBa, COTBO-
PEeHOI Ta BUKPHUBIICHOI iHPOpMAIIii.

IHdopmarmiitna Oe3reka BKIFOYAE HE JIUIIE HOPMATUBHY CKIIAQJIOBY, aje H Ii-
SUTBHICTH OprasiB, 110 i 3a0e3neuyoTh. 3 i€ MeTor Ykazom [lpesumeHra Yk-
painm Bix 25.02.2017 poky Oyna 3aTBep/pkeHa «J{okrpuHa iHpopmaliiiHoT Oe3me-
ku Ykpainn» [1].

VY cydacHux ymoBax BiiiHH, 18.03.2022 poky, PHBO yxBanuna pimieHHs 1m1o-
J0 peamizanii equHoi iH(OpMaliiiHOT MOJNITHKM B YMOBaX BOEHHOIO CTaHy. Y
HBOMY BHM3HAu€HO, 1110 peajtizalis eanHoi iHGOpMaLiitHOT MONITHKH € MPiopUTeT-
HUM TTUTaHHSIM HalllOHAJIEHOT Oe3meKu. Oe3meku [2].

Bimemr Toro, B Ykpaini mie Llentp npotunii aesindopmarnii npu PHBO Ykpa-
{HH, Ha CalTi IKOTO MOKHA O3HAWOMHTHCS 3 aKTyaJIbHOI iH(OpPMAII€0 Ta TOMi-
SIMH B TIi# cepi.

Hopmu KprmiHanbHOro KOJIEKCY CTPYKTYPOBaHO BH3HAYalOTh BUAU 3JI0YH-
HiB y iH(OopMaliiiHii cdepi Ta BIANOBIAATBHICTD 32 X BUMHEHHS [4].

B minomy HOpMaTHBHO-TIpAaBOBI akTH B cdepi iHpopmaniitHoi 6e3mekn cdo-
pmosaHi. IIporte icHye moTpeba B YHOPMYBaHHI CyCHiJIbHHX BiTHOCHH B yMOBax
BiliHH. 30KpeMa, MH 6a4MMO BHECEHHS 3MiH 1O HOPMATHBHO-TIPABOBUX aKTiB, IO
PETYJIIOIOTh MUTAHHS 3a0e3MeUeHHs peabHIX MEXaHi3MiB IOPUIMIHOTO 3aXHCTy
MOPYIIEHNX MIPaB TPOMASTH HAIIO1 epXKaBH B iHPOpPMAaLiHHOMY ITPOCTOPI.

Taxum npuxnanom e pimenHs Paan HamioHansHOT 6e3nexu i 000poHN YKpa-
iam «[Ipo HelTpanizamiro 3arpo3 iHdopmariiiHii Oe3neni nep>xasu» Bix 19 Oepe-
3Hs1 2022 poky N°151/2022 [3].



OTxe, 3MiHH, AKi BigOyBaroThCcA B 3aKOHONABUIH 0a3i Ykpainm momao 3a6e3-
medeHHs iHpopManiiHoi Oe3rekr B yMOBax BiiHH, € BKpall BaYKIMBAMH AJIS PO3-
BHTKY Ta 3a0e3medeHHs iH(popMaIiifHoro mpocropy Aep>kaBu.
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PO3CJIIIAYBAHHS KIBEPATAK Y BOEHHHUX YMOBAX
Banepin BYH/TYC
Bacune JIYUUK
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Abstract. The article examines key aspects of investigating cyberattacks in military
settings, which is an important component of national security. Cyberspace has become
one of the main battlefields of modern warfare with attacks aimed at destabilizing critical
systems, moral damage and compromising data. The main stages of using monitoring
systems to investigate attacks, collect evidence, analyze vulnerabilities and sources of
threats are discussed. Special attention is paid to the connections between cyberattacks
and physical attacks, which require close coordination between agencies. The need for
international cooperation to effectively counter threats is outlined. This work emphasizes
the importance of technical expertise and comprehensive approaches to ensuring the
country's cyber defense in the complex conditions of hybrid warfare.

Keywords. Cyber security, cyber threats, national security, monitoring, investigation,
hybrid war.

Anomauia. Y cmammi po3enaoaomvcs KMo4osi achekmu po3ciioysanis Kibepamax y
BILICLKOBUX YMOBAX, WO € BANCTUBOIO CKIAO0080I0 HayioHanvbHoi besneku. Kibepnpocmip cmag
OOHUM 3 207I06HUX NOJI6 OOI0 CYYACHOT GiliHU 3 AMAKAMU, CHPIMOBAHUMY HA Oecmabinizayilo
KDUMUYHO 6AJICIUBUX CUCTEM, MOPATbHY WKOOY ma Komnpomemayiio oanux. Posensnymo
OCHOBHI emanu GUKOPUCMANHSL CUCIEM MOHIMOPUHZY OJisi PO3CIIOY8aHHs amax, 300py 0oKa-
318, ananizy epasnueocmeil i 0xcepen 3azpo3. Ocobaugy yeazy npuoineno 38 s3Kam Mmixc Kioe-
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pamakamu ma QIBUYHUMU amaxkamu, SKI UMazarms MiCHOi KOOPOUHayii Mix@c 8i0omMcmea-
mu. OKkpecnieno HeoOXiOHICIb MIdCHAPOOHOI cnignpayi 015 egheKmueHoi npomuoii 3a2po3am.
1 poboma niokpecnroe 8axciusicmy MexHIUHOT eKcnepmusy ma KOMIIEKCHUX NioxXooig 00
3abe3neuenHs Kibep3axucmy Kpainu 6 CKIaOHUX YMO8ax 2iOpUOHOL GIliHU.

Knwuoei cnosa. Kibepbesnexa, Kibepsacposu, HayioHanbHa 6e3neka, MOHIMOPUHe,
po3cnioyeanns, 2ibpudHa eiliHa.

PoscmigyBanHs KibepaTak y BOEHHHX YMOBAX € BaXKJIMBHM acIIeKTOM 3a0e3-
TIeYeHHS HAIiOHAJBFHOI Oe3MeKH, amke KiOeprpocTip MmepeTBOpMBCSA HA ONHE 3
KJIFOYOBHUX IIOJIB Cy4acHOI BifHU. Y KOHTEKCTI BiiCBKOBUX KOH(QIIKTIB Kibepara-
KU CTaloTh CKJIAJHUMHU 1 T0Ope OpraHi3oBaHUMH, iXHBOIO METOIO € He JIMIIE 3HH-
LIeHHs 1HQPaCTPYKTYPH, ajie ¥ MiIPUB MOPAJIBHOTO NyXy HACEIICHHS, KOMIIPOMe-
Talis JaHWX Ta JAecTabimizaiis poOOTH KPUTHYHUX CHCTeM. Taki atakd 4acrto
CHpsIMOBaHI Ha €HEepProMepexi, (piHaHCOBI YCTaHOBHU, TPAHCIOPTHI CHCTEMHU Ta
JieprkaBHI OpPTaHH, 10 pOOWTH 1X HaJ3BUYAHO HEOE3NMEYHNMH B YMOBaX BilHH.

OpmHUM i3 TepIHX KPOKiB Y pO3CIiAyBaHHI € BUSBJICHHS caMOro (akTy aTa-
ku. sl IbOTO BUKOPHCTOBYIOTHCSI Cy4YacHI CHCTEMH MOHITOPHHTY, SIKi JO3BOJISA-
I0Th aHAJI3YBaTH IOTOKH IAHUX, XKypPHAIHM MOAIN Ta IMOBEIHKY MEPEXEBUX CHC-
TeM. BUsBICHHS aHOMAiH, TAKNX SIK HE3BUIHHUU 00cArT Tpadiky uu crpodu moc-
TyIy 10 3aXHUIIEHNX JTaHWX, MOKEe BKa3yBaTH Ha MOTEHIINHHY aTaky. Jlami posmo-
YMHAEThCS €Tal 300py JIOKa3iB: aHAJI3YEThCs MepexeBuil Tpadik, 3pa3Ku ILKi-
JIUBOTO IIPOTPAMHOTO 3a0€3ICUCHHS, IaHi 3 )KypHaJIiB cepBepiB Ta cucteM [1].

KiroyoBuM erarnom € aHaii3 aTakd, HiJl 4ac SIKOr0 BH3HAUYAIOTHCS BEKTOPHU
MIPOHUKHEHHS Ta BPa3JIMBOCTI, BUKOPUCTaHI 3JI0BMUCHUKaMH. Hampukinan, ataka
Moria OyTu 3fiiicHeHa Yepes (illlMHrOBY KaMIIaHI0, BUKOPHCTAHHS EKCILIONTIB
YM KOMIIPOMETALI0 OOJIKOBUX 3amuciB. Ba)MBUM 3aBIaHHSM 1IbOTO €TaIy €
TakoX imeHTndikauis Jpkepena atakd. Lle ckmagHui nmponec, ajpke 3T0BMHUCHUKA
YacTO NPHUXOBYIOTh CBOI CIiIM, BUKOPHCTOBYIOUM OOTHETH, MPOKCi-CEPBEPH YU
cepBepH y TpeTix KpaiHax. [ BU3HAYeHHs pealbHUX BUHYBATLIB 3ally4aroThCs
IHCTpYMEHTH TpacyBaHHS, aHaJi3 3pa3KiB IIKiJUIMBOTO KOAY Ta PO3BiAIaHI mpo
BIXKe Bitomi Kibep3arposu [2].

Oco0OJMBICTIO PO3CTiIyBaHHS KiOepaTak y BOEHHHH 4ac € iXHill 3B’S30K i3
¢izuuHrMu atakamu. Hanpukiaz, araka Ha eHEProMepeKy MoXe CYIpOBOIKYBa-
THCS pEATBHUM YJapOM T0 00’ €KTax eHepreTHIHO1 iHppacTpykTypu. Lle Bumarae
KOOpJWHAIIT MK PI3HUMH BiJIOMCTBaMH, BKIIOYAIOYN CHUJIOBI CTPYKTYpH, PO3Bil-
Ky Ta QaxiBmiB 3 kibepOe3nexu. Takox po3CiiTyBaHHS YCKIATHIOETHCS 0OMexe-
HUMH pecypcaMu, aJyke y BOEHHHX YMOBAaX JOCTYII JIO CIEIIaJlicTiB Ta 00IagHaH-
HSI MOKE OYTH CYTTEBO OOMEKEHHM.

Ha 3aBepmianbHOMy eTari OLIHIOIOTBCS 30MTKH BiJl aTakd Ta BIIPOBAIKY-
I0ThCS 3aXO/W JUIS 3amo0iraHHs MOBTOPHMM IHIMAEHTaM. BaxJMBO BiJHOBUTH
po0boTy cucTeM, 3a0e3IeUNTH pe3epBHE KOMIIOBAaHHS KPUTHYHHX JTaHUX Ta BUSBH-
TH cyabKki Micist y 3axucTi. MiKHapoaHe CHiBpOOITHHITBO BiJirpae KIIOYOBY
poib y 60poTh0i 3 KibepaTakamu, ajpke 0oOMiH iH(oOpMaliero Ipo 3arpo3u Ta Me-



TOJW pearyBaHHS JOIOMarae IIBUAIIEC HEWTpaTi3yBaTH aTakd Ta iICHTU(IKyBaTH
ixHI [Kepena.

TakuM 9MHOM, PO3CITiAyBaHHS KibepaTak y BOEHHHUX YMOBAaX € CKJIAaTHHM,
aie XHUTTEBO HEOOXITHUM IIPOIECOM, SIKHI BIAMarae MoeqHaHHS TEXHIYHOI eKcIie-
PTH3H, 31arofpkeHoi poOOTH pI3HMX BiIOMCTB Ta MikHapoaHoi cmiBmpari. Lle
JIO3BOJISIE HE JIUIIE 3aXMCTUTH KPUTHUYHI CUCTEMH, ajie i 30eperT CTIHKIiCcTh mep-
’KaBU B yMOBax riOpuaHOI BiifHU.

Inghopmauinni oxncepena
1. KiGepOe3neka mix gac MOBHOMAcIITaOHOTO BTOPTHEHHS: HEOWiKyBaHI NMPHUHIUIN
kiGepririenn — Lviv IT Cluster. Lviv IT Cluster. URL: https:/itcluster.lviv.ua/
itid/kiberbezpeka-pid-chas-povnomasshtabnogo-vtorgnennya-neochikuvani-prynczypy-
kibergigiyeny/ (nara 3BepHenns: 16.11.2024).
2. KibepTepopu3M B Cy4acHOMY CBITi: sIK 3aBaguTH (IlIHHTY, BipycaM Ta iHIINM 3a-
rpo3am. URL: https://dou.ua/forums/topic/49184/ (nara 3Beprenns: 16.11.2024).



Hanpsm 2

TEXHIYHUM 3AXUCT IHOOPMALII B IIAPO3ALIAX
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MPOTHU/ISI BATOKY IHOOPMALIIT 3 TEXHIYHHX KAHAJIIB
BUTOKY IH®OPMALII B HIAPO3LIAX MBC YKPATHUI

Poman BOPMATOB
Xapkiecokuii  nayionanvnuil  ymigepcumem — GHympIiWHIX  CchHpae,
M. Kam’aneyn-Ilodinvcokuii, Yrpaina.

Abstract. Counteracting technical information leakage channels in the units of the
Ministry of Internal Affairs of Ukraine is crucial for ensuring national information
security. This article examines the main types of technical information leakage channels,
including radio, electrical, acoustic, and optical channels, along with methods for their
detection and neutralization. A comprehensive set of organizational, technical, and
software measures is presented, such as the use of white noise generators, shielding
materials, modern cryptographic algorithms, and monitoring systems. The focus is on a
multilayered approach to building an information protection system integrated with other
aspects of security, including cybersecurity. The importance of regularly updating
protection measures, training personnel, and monitoring threats for effectively preventing
information leaks is highlighted.

Keywords: technical leakage channels, information security, acoustic protection,
electromagnetic radiation, cryptography, information protection, Ministry of Internal
Affairs of Ukraine.

Anomauis. I[lpomuodis mexnHivHum KaHaiam eumoxy ingopmayii 6 niopozoinax Mini-
cmepemea HYmpIuHIX cnpas Yxkpainu € KpumuuHo 8axiciugoro 0s 3a0e3neueHts Hayio-
HanvbHoI iHGhopmayitinoi besneku. Y cmammi po3eniiHymo OCHOBHI Muny MexHiYHUX KanHa-
718 8UMOKY IH@OpMayii, 30Kpema padioKaHAaaU, ereKmpudii, aKkyCmuyHi ma OnmuyHi, d
MAaKoc Memoou ix eusenenwHs U Heumpanizayii. [lpedcmasneno KoMnieKe opeaHizayiiuHux,
MEXHIYHUX | NPOSPAMHUX 30X0016, MAKUX AK 3ACMOCYBAHHS 2€HEPAMOPIE OiN020 UyMmYy,
EeKPANIZYIOUUX MAMEPIAnie, CYYacHUX KPUNmMoepaQiuHux aneopummis i cucmem MOHIMOpU-
ney. Axyenm 3pobreno na bazamopignesomy nioxooi 00 noby0oeu cucmemu 3axXucmy iH-
Gopmayii, inmeeposanitl 3 inwumu acnexkmamu 6e3nexu, exuouaiouu Kibepzaxucm. Bucgi-
MIIEHO BAJICTUBICb PeCYNAPHO20 OHOGILEHHS 3aC0Di6 3aXUCmy, HAGYAHHS NePCOHANy 1 MO-
HIMoOpuHzy 3a2po3 015 eghekmugHoi npomudii gumoxram iHgopmayii.

Kniouogi cnosa: mexniuni kananu eumoxy, ingpopmayiiina 6e3nexa, akycmuyHull 3a-
Xucm, enekmpomacHimue Sunpominioganus, xpunmozpaghis, axucm ingopmayii, MBC
Yxpainu.



Bcemyn. Tlpotuais TexHIYHUM KaHajlaM BHTOKY iH(GopMarlii B miapo3mimax
MinictepcTBa BHYTPIIIHIX CcIIpaB YKpaiHH € BaXIJIMBOIO CKJIAJIOBOIO 3a0e3IedcH-
HA iH(QOpMaIIiifHOT Oe3neKn. Y Cy4acHHX YMOBax, KOJH iH(OpMaIlis € cTpaTerid-
HHUM pPecypcoM, ii BHUTIK MOK€ HPWU3BECTH IO 3HAYHWX HETATHBHUX HACIIJKiB,
BKITIOYAIOYH MIIPUB JIEpKABHOI O€3MeKH, JUCKPEANUTAIII0 OPTaHiB BIAIM, BTPATY
JIOBIpH TPOMAJISH 1 KOMIIPOMETAIIII0 ONEpPaTUBHO-CITY:KO0BOT MisTIBHOCTI. Y 1BO-
My KOHTEKCTI KITFOYOBUM 3aBJaHHIM CTa€ MiHIMi3allisl PU3UKIB HECAHKI[IOHOBA-
HOTO JOCTYIy A0 iH(opMarrii Ta 3anobiranHs ii BUTOKY 4epe3 TeXHIYHI KaHaJIH.

Ocnosna wacmuna. I1i1 TEXHIYHAM KaHAJIOM BHUTOKY iHpopMauii po3yMiloTh
CYKYITHICTh 00’€KTa pO3BiIKH, TeXHIYHOrO 3aco0y poseimku (T3P), 3a momomo-
rOI0 SIKOTO 30MpaeThesi iHpoOpMalis mpo 00’€KT, i (i3UYHOTO CepeoBHILA, e
PO3TOBCIOKY€EThCS iHQOPMAITIIHAI CUTHAIL.

3anexxHo Bif (Pi3MUHOI MPHUPOAM BUHUKHEHHS iHQOPMALIHHUX CHTHAJIB, a
TaKOXX CEepPEelOBHINA iX PO3MOBCIOKCHHS 1 COCO0iB mepexormieHHs T3P 6imbm
JeTaTbHO TEXHIYHI KaHAJIH BUTOKY iH(popMaIlii MOXKHA TOIITUTH Ha!

— pamiokaHany (eJIeKTPOMarHiTHE BUIIPOMIHIOBAaHHS Pajioiana3oHy);

— eNEKTPUYHI (3aCO0M TPOBITHUKOBOTO 3B’S3KY Ta Pi3HI CTPYMOIIPOBIiTHI
KOMYHIKaIlil) MOKYTh BUHUKATH Y€pe3 BUMPOMIHIOBAHHS, IO CTBOPIOETHCS €IICK-
TPOHHUMH MPUCTPOSIMH, TOAI AK BiOpaIiiiHUH BUTIK MOXKJIMBUI uepe3 aHai3 BiO-
pauiii KOHCTPYKIiH, BUKJIMKAHUX, HAIPUKJIA/, JPYKAPCHKUMH NPUCTPOSMH);

— aKycTU4HI (PO3MOBCIOJPKEHHSI 3BYKOBHX KOJIMBaHb) MOXYTh BifOyBatucs
4yepe3 MepexOoIlyIeHHs] 3ByKOBHX CHUTHAIIIB 32 JOIOMOTOI0 MIKPO(OHIB, TUKTO(O-
HiB a00 HaNpaBJICHUX aKyCTUYHUX MIPUHAMAaYiB;

— ONTUYHI (SJIEKTPOMATHITHE BHIIPOMIHIOBAHHS B iH(padepBOHii 1 yibTpadi-
OJICTOBiIl YaCTWHHU CIIEKTPYy) CTa€ MOJIMBHM Yepe3 HECaHKI[IOHOBAaHE CIIOCTepe-
JKCHHSI, 30KpeMa, i3 BUKOPHCTAHHAM BiJleOKaMep Y1 ONTHYHUX mpuiafis [1, c. 73].

VY migpozainax MBC mns mpoTuii TEXHIYHIM KaHalIaM BHTOKY iH(popmaii
3aCTOCOBYIOTH KOMIUIEKC OpTaHi3amiiHUX Ta TEXHIYHHX 3axofiB. OpranizaiiiHi
3aX0/I1 BKJIIOYAIOTh CTBOPEHHS PEKUMY OOMEKEHOTO JIOCTYITY A0 NMPUMIIICHB, JIe
00poOsieTbest KoHDiACHIHA iHpOpMallis, BIPOBAPKEHHSI CyBOPUX MPABUII L0~
JI0 BUKOPHCTAHHSI TEXHIYHUX 3aC00IB 1 IPOBEACHHS PETYJISIPHOTO HABYAHHS CITiB-
poOiTHHKIB. 3abe3rnedeHHst (pi3MYHOr0 KOHTPOJIIO HaJl JOCTYIOM JIO MPHUMILICHb
JIO3BOJIIE MIHIMI3yBaTH PU3WKH BCTAHOBJICHHS HECAHKI[IOHOBAHWX IPUCTPOIB
3iomy iH(pOopMaii.

TexHivyHi 3aX0au MPOTUAIi BUTOKY iH(OpMalii BKIIOYAIOTh BUKOPHCTaHHS
CIICIiai30BaHOTO OOJIQHAHHS ISl BUSBIICHHS 1 HeWTpaii3amil nIpucTpoiB mepe-
xomeHHs. [ 3ano0iraHHs aKyCTHYHMM BHMTOKaM 3aCTOCOBYIOTb TI'€HEpaTopu
6i70T0 IIyMy, SIKi CTBOPIOIOTH 3BYKOBI IEPEIIKOJH, IO YCKJIAJHIOIOTH aHai3
3aIIMCaHOro 3BYKY. [l 3aXUCTy BiJl €JIEKTPOMArHiTHOIO BUIIPOMIHIOBaHHS BHKO-
PHUCTOBYIOTHCSI €KpaHipOBaHi MPUMILIEHHS a0 creniaibHi eKpaHHu AJIsl IPUCTPO-
iB, 110 3MEHIIYIOTHh PiBEHb BHIPOMiHIOBAaHHS. J[J1s 3am00iraHHs. ONTHYHUM BHTO-
KaM 3aCTOCOBYIOTH 3aXHCHi IUTIBKH Ha BIiKHAX, SIKi MEPEUIKOKAIOTh 3YATYBAHHIO
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iHpopmamii yepe3 onTHUHI npuiIaau. BUABICHHS HECaHKIIOHOBAaHHUX IPHUCTPOIB
3anmcy 3a0e3MedyeThes MIIIXOM MEPIOANIHOTO PaiOMOHITOPHHTY Ta TEPEeBipKH
MIPUMIIIICHb Ha HasSBHICTH MPUXOBAHHUX IIPUCTPOIB.

Meroan npoTuaii TEXHIYHUM KaHaJIaM BUTOKY iH(opmarii.

3axucT Big aKyCTUIHUX BHTOKIB:

—I'enepatopu 06iOTO IIyMYy T€HEPYIOTh IIMPOKOCMYTOBI TEPEIIKOAH, IO
YCKJIaJHIOIOTh  NIPOCIIYXOBYBaHHS ~aKyCTH4YHOI iH(opMamii 3a JIONMOMOTO0
MIiKpOQOHIB.

— JIns i3040il akyCTHYHHMX XBHWJIb NPUMILICHHS MOXYTh OyTH OCHaIleH1
3BYKOIIOIVIMHAJILHUMH MarepiaiaMy (crenianbHi aHesi, OOIIMBKa CTiH).

— BcraHoBiieHHsT crieniafbHUX YIIUIBHIOBAYIB HAa JIBEPSX, IO 3aM00iraloTh
MIPOXOKEHHIO 3BYKOBUX XBWIb [2, ¢. 11].

KirowoBy pois y mpoTrzii BUTOKY iHpOpMaIii Biirpae MOHITOPHHT TEXHid-
HUX 3ac00iB 1 peryJsipHe TeCTyBaHHs CHCTEMH 3aXHCTy. BUKOpHCTaHHS cydacHHX
TEXHOJIOTIH, TAKNX K CHCTEMH aKTUBHOTO BUSIBJICHHS €JICKTPOMArHITHUX TOJIB 1
aHaJi3aTOPIB aKyCTUYHHUX CHUTHAIIB, JTO3BOJISE MiABUIINTHA ¢(PEKTHBHICTH 3aX0IiB
3aXHCTY. BaKIMBUM € TaKoXX peryJsipHE OHOBIICHHS METOMAMK i 3ac00iB MpoTHAii
y BIJIMIOBIIb HA PO3BUTOK TEXHIYHUX 3aCO0IB MEPEXOIUICHHS.

3axHCT Bifl €JIEKTPOMArHITHUX BUIIPOMIHIOBaHb '

— BukopucTaHHsl ekpaHiB i3 MeTajeBUX MarepiajiiB ajs oONagHaHHS Ta
MPUMILIEHB, SKi 3HIKYIOTh PIBEHb €J1€KTPOMArHiTHOTO BUITPOMiHIOBAHHSL.

— Incransamiss QinbTpiB Ha Mepexi ENeKTPOXKHUBICHHS Uil HeWTpamizamil
BUIIPOMIHIOBaHHSI.

Kpunmoepaghiunuii saxucm:

— BukopucTaHHS CyyaCHHX aJTOPUTMIB IIM(PYBAaHHS IJIS 3aXUCTYy IAHUX,
10 nepenarTbes, Harmpukinag, AES-256.

— BropoBamkenns  iHpacTpykrypu  Bimkputux kmouiB  (PKI)  mis
3a0e3neueHHs KOH(QIACHIIHHOCTI 0OMiHY JTaHUMH MiX mpaiiBHuKamu [2, c. 13].

He MeHI BaXXITHBOIO € IHTETpallis CHCTEMH 3aXUCTY iH(pOpMAIlii 3 iHITUMHI
3axonamu Oesnexku B MBC, Britouaroun kibepOesneky Ta 3axXHCT JaHHUX Bifl He-
CaHKIiOHOBaHOTO noctyny. CHHepris MiXK Pi3HUMH DPIBHSMH 33aXHCTY CTBOPIOE
GaraTopiBHEBHIi 0ap’ep MPOTH BUTOKIB iHpOpMAIIii.

OnoslienHs npozpamno2o 3a0e3ne4eHHs:

— Perynsapua mepeBipka OHOBJIEHB OINEpALiHHUX CHCTEM 1 mporpam s
YCYHEHHS BPa3JIMBOCTEM.

— BukopucTaHHS aHTHBIPYCHOTO IIPOrPaMHOT0 3a0€3MeUeHHS 3 aKTyalbHUMHU
0azaMu JJaHHX.

i 3axomu (opMmyloTh OaraTopiBHEBY CHCTEMY 3axHCTy, ska 3a0e3nedye
6esnexy iHdopmanii y nigposaizax MBC. fkimo noTpiOHo mie 6iiblie po3KpUTH
OKpeMi acIieKTH, JaiTe 3HaTh!

Bucnosku. TIpoTuis TEXHIYHUM KaHaJaM BUTOKY iH(opMamii B miapo3ainax
MBC Vkpainn € BaXKIHBOIO CKJIQJIOBOIO 3a0e3nedeHHs iHpopMaIliitHoi 6e3neKH,




0 CHPSMOBAHA Ha 3aXUCT CTPATETIYHHUX JAaHUX i 3ar00IraHHs X HECAaHKIIOHOBA-
HOMY pO3TOJIONICHHIO. BUKOpPHCTaHHS KOMIUIEKCHUX OpraHi3amiiHuX, TeXHIYHAX
1 IporpaMHMUX 3aXO/iB JO3BOJIIE 3HAYHO 3MEHIINTH PU3UKU BUTOKY iH(OpMALii.
OcobmuBa yBara MpHUIUIETHCS 3aXHACTY BiJl aKyCTHYHUX, €JIEKTPOMArHITHHUX, OTI-
TUYHUX 1 IHIOTNX TEeXHIYHUX 3arpo3. EQexTrBHA peamizaris Mux 3axoiB motpedye
MIOCTIHHOTO MOHITOPHHTY Cy4YacHHX 3arpo3, BIOCKOHAJCHHS 3aco0iB 3axmCTy,
HaBYaHHS IEPCOHANTy Ta iHTerpauii pi3HUX pIBHIB IH(OpPMAIiHHOI Oe3nexu,
BKITFOYaroun Kibep3axuct. CHCTEMHMI MiaXil 10 NOOYyJ0BH OaraTopiBHEBOTO
Oap’epa NMpPOTH BUTOKIB 3a0e3reuye He Juiie 30epexeHHsT KOH(IIeHIIHHOCTI, aje
W migBuIIye e(eKTHBHICTH ONEepaTHBHO-CIYk00Boi aisubHOCcTI MBC, 1mo mae
Oesrnocepe/iHiil BIUIMB HA HAI[IOHAJIBHY O€3IeKy Aep KaBH.
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1. Pubansckuii O.B Cmarmox B.M Xaxanoscbkuit B.I. OcHoBH iHpOpMaItiitHOT 0e3-
nekd : migpyunuk. Kuis, 2011. 245 c.
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VJIK 004.056 i
TEXHIYHHUH 3AXUCT IHOOPMAIIII B OPTAHAX TA HIIPO3ILJIAX
JCHC YKPAIHU

Bonooumup ITH/THITEHKO
Onexcandp THMYHIIIHH
Haszapiu OQEJEIlb
Kagheopa ingpopmayiiinux mexnonoziiit ma cucmem eaeKmpoHHUX KOMyHi-
kauiii, /IveiecoKuil deprcasnuil ynigepcumem 0e3nexu HeummeoiaibHocmi,
M. JIveis, Yrpaina.

Abstract. Technical protection of information in the units of the State Emergency
Service of Ukraine is an important component of ensuring the reliability of processing and
protecting critical systems from cyber threats. The main principles, protection methods and
recommendations for improving cybersecurity in the bodies and units of the State
Emergency Service of Ukraine are considered. Ensuring information security is the key to
effective activity in emergency conditions. Investigation of cases of violations of norms and
requirements on information security issues that pose a threat to the confidentiality,
integrity and availability of information.

Keywords: technical protection, SES of Ukraine, information security, cyber threats.
OOHIEI 3 HAUBANCIUBIUUX chep, a 0CODUBO 8 DEPIHCABHOMY CEKMOPI.

Anomauia. Texuivnuii 3axucm ingpopmayii' y nioposoinax JJCHC Yxpainu ¢ sasxcnu-
6010 CKIA008010 3a0e3neueHHs. HAOIIHOCMI 00POOKU MA 3aXUCH KDUMUYHO 8ANCTUSUX CU-



“IHOOPMAI[IHHA BE3IIEKA TA IHOOPMAI[IFHI TEXHOJIOIT” 61

cmem 6i0 kibep3zazpos. Posensinymo ocHosHI npunyunu, Memoou 3axucmy ma pekomMeHOa-
yii }000 800CKOHANeHH: Kibepbe3neku 6 opeanax ma nioposoinax JJCHC Vrpainu. 3a6e3-
neuenHs iHopmayitinoi Oe3nexu € 3anopyKor ehekmuHoi JiAnbHOCME 8 HAO36UYALIHUX
ymoeax. Pozcnioysanms unaokié nopyuienHs Hopm ma umoe 3 numans T31, wo cmeopro-
10mb 3a2p03y KOHQDIOeHYIUHOCMI, YilicHOCMI ma docmynHocmi ingpopmayii.

Knrwouoei cnosa: mexuiunuii 3axucm, JJ[CHC Yxpainu, ingpopmayiiina 6esnexa, xkivep-
3aeposu.

VY cydacHHX CBITOBHX pealisfix Ta 3 IOYaTKOM MOBHOMACHITa0HOI BiHU Ha
Tepuropii Ykpainm, 3a0e3medeHHs KiOepOe3MeKwu Aep:KaBHOTO CEKTOpPYy CTajo
OJITHUM 3 TIPIOPITETHUM 3aBIaHHSM, K€ IOCTAJIO TIepel IepKaBoro i 30KpeMa Tie-
pen JlepxaBHO Ciry:x0010 Ykpainu 3 Hama3BuuaiiHux cutyariii (mami — JJCHC
VYkpainu). [ns 3a0e3nedyenHs kidepOesneku B iHpopmaniiinnx cucremax JCHC
VYkpaiHu, BU3HAUalOTh OCHOBHI I[iJIi Ta PU3MKH, 1100 BCTAHOBUTHU MPIOPUTET iX
3HAYYMIOCTI MO0 3HWKEHHS PU3UKIB Ta 3yMITH peayli3yBaTH MeXaHi3MU YIpaB-
JIHHS HAMH Ha BCIX KPUTHYHHX 00 €KkTax iH(pOpMaLidHOI iHGPACTPYKTYpH.
Ockinbky, iHpopManii 0OpoOIseTbCs Tyxe 0araro, MOB’s3aHOI 3 YNpPaBIiHHAM
HasBHUX CHJI Ta 3aco0iB, SKi JIKBiJIOBYIOTh HACTINKHA HaJI3BUYAIHUX CHUTYyaIlii,
3alydeHi IO eBaKyallii HaceleHHsS, a TakoX 30epiraroTb KoH(DineHHidHy iH)Op-
MaIlifo CIiBpOOITHHUKIB Ta TpOMaisfH. SIKIIO If0 iHPOpMAMi0 He 3aXHCTHTH 5K
CIiJT TIe TIPU3BEC A0 BUTOKY NEPCOHANBHUX JaHUX Ta iHPOpMarii 3 0OMexeHIM
JOCTYTIOM, & BUKOPUCTAHHS 1i B KOPUCIMBHX IIJISIX 37IOBMHUCHHKIB OyZ€ 3arpoxy-
Baru Oesreri sik npaniBaukiB JJCHC Ykpaiuu, Tak i AepxaBi B niiomy. B ymoBax
BIHM Ll Jly’k€ TOCTpe MUTaHHsI, aJKe BOPOT 3/iHCHIOE COTHI MacoBaHHX Kile-
patak koxxHoro gus Ha pecypcu JCHC Ykpainu.

OTOX rOJIOBHI 3arp0O3u 3aXKCTY iHpOpMAIIii:

— 3aXUCT BiJl KIOEP3JIOUMHHOCTI;

— Kibeparaky Ha CUCTEMH YIIPaBIIiHHS;

— 3aXHCT BiJl HECAHKIIIOHOBAHOTO JTOCTYITY JI0 iH(opMarlii;

— 3a0e31eveHHs HaaiifHOTO (DYHKIIIOHATy CHCTEM B YMOBaX BilfHH.

OcHoBHI Kibep3arposwn, ski (ikcyioTh B iHQopMamiianx cuctemax JCHC
VYkpainu Bi10yBalOThCS 3a JOMOMOTOIO IIKIUTMBOTO MIPOTPaMHOT0 3a0e3MeYeHHS,
a came :

— KJIACHYHI KOMIT'TOTEpHI BipycH (“TPOSIHCBKHI KiHb”, MEPEXKEBI UEPB'SKN);

— CTeliaTbHUMU 3ac00aMU (€KCIUIOWTH, TeHEPAaTOPH KITIOUiB).

Tox po3rIstHEMO cCUCTEeMH, Ki OOpIoThes 3 Kibepartakamu. OTHOIO 3 SKOI €
crcTemMa KOHTpoutto Ta ynpasiinHs noctyny (CKY /D), sika siBisie co0010 MoeTHaH-
HS TeXHIYHHX Ta NporpamMHuX 3aco0iB. Boma 3abesmedye nmoctym 10 00'€KTiB,
iHpopManito mpo moxii Ta ineHTudikamnito cyd'ekra. Takok € cuCTeMH MOHITOPH-
HTy Kibep3arpo3. AmapaTHi Ta IporpaMHi MepekeBi ekpaHu (paepBomn), Axi 3a-
no0iraroTe HecaHKIiOHOBaHOMY aoctyiy 1o Mepexi JJCHC Ykpainu.

JepxaBHi mmardpopmu KiOep3axuCTy Taka SK HalllOHaJbHA IUIaTGopMa
“JlepaBHUI 1eHTp Kibep3axucty Jlepkcrens3s’si3Ky” Aonomarae BiJCTEKyBaTH



Ta pearyBaTH Ha 3arpO3U B IEPXKABHUX OPraHax Ta KPUTUYHO BayKIUBUX CTPYKTY-
pax He BHHATOK W BHyTpimHI iHpopmariitai cucremu JJCHC Ykpainu, siki BUKO-
pHUCTOBYe i OOMiHY JaHWMH PO BUHUKHEHHS HaJ3BHUYaiiHWX curyamiid. IIpo-
tuais kibepsarpozam B JICHC Vkpainu Brirouae peryisipHe OHOBJICHHS aHTHBi-
pycHuX 0a3, BUKOHAHHS IIEPEBiPOK IIOA0 BiIMOBITHOCTI HOPMATHBHUM BHMOTaM
3 kibepOe3nexu. OKpiM TOTO, BaXIIMBO 3IIHCHIOBATH KOHTPOIH 32 (PYHKIIOHY-
BaHHAM CIyX0 3axucty iHopmanii Ta KibepOesnekn B iH(opmaniitHO-
TEJICKOMYHIKAIIHUX CHCTEMaX, 1110 3HAXOAThCS Ha 00 €KTax OpraHiB Ta Mipo3-
ainiB ICHC Ykpainu. BaxxnmuBuM acrekToM € peryisipHe OHOBJIEHHS aHTHBIpYcC-
HOTO IIporpamMHoro 3a0esnedyeHHs (Hampukian, antusipyc Zillyal!) mis 3axwuie-
HHUX KOMIT'IOTEPIB, IO 3IIHCHIOETHCS KOXKHOTO THXKHS, 110 € HEOOXIJHOK MipOIo
UL 3a0€3TeYeHHS 3aXHCTY BiJ Kibep3arpos.

IIpaBoBi ocHOBH TexHIUHOTO 3axucTy iHpopMmarii B JCHC Ykpainu

Texuiuauii 3axuct iHpopMarnii B YkpaiHi kopuryerbcs [looskeHHSIM Tpo
TEXHIYHHUH 3aXUCT iHpopmarii, 3aTBepkeHnM Ykazom [Ipesunenra Ykpainu Big
27 Bepecus 1999 poxy Ne 1229. V upomy [lomokeHHI BHSIBUTH OCHOBH, TIPUHITH-
I Ta TOPSIOK 3aXUCTY iHPOpMALii, sIKa MiUIIrae 3aXUCTy BIAMOBIIHO 10 3aK0-
HOJIABCTBA, B YCTaHOBAX Ta OpraHizauisx, mo Hanexarb 10 chepu JCHC Ykpai-
HU. BaXXITMBOIO CKJIAJI0BOIO € OpraHi3ailis BiAMOBINANbHUX CTPYKTYp IJISI BUKO-
HaHHS BHMOI TEXHIYHOTO 3axHCTy Ta KibepOesmeku. Oprasizallisi TEXHIYHOTO
3axucTy iH(opMaIii Ta BiNOBIfaIBHICTH 3a #oro cra B amapati JICHC Ykpainu
Ta YCTaHOBaxX IMOJSITa€ Ha KepiBHUKIB. J[0 00’€KTIB TEXHIYHOrO 3aXUCTy Haje-
XKHUTh i1HQOpMallis, BUMOTa IIOJO 3aXHCTy SKOI BCTaHOBJIEHa 3akoHOM. /[lo
00’extiB 3axucty ITC, KkpiM TOTrO, BITHOCHTHCS MpOTpaMHE 3a0e3MeYeHHS, IO
pu3HavYeHe Uit 00poOku miei iHdopMmariii. OpraHizariiiHa CTpyKTypa Ta 3aBJaH-
HS KOMicii 3 TeXHIYHOTO 3aXUCTy iHpopmamii. KoMicis 3 MUTaHp TEXHIYHOTO 3a-
xucry iHpopmanii B JICHC Ykpainu npu3zHadaeThcs HaKa30M KepiBHUKA OpraHi-
3amii. OYiTBHUKOM KOMICIi € 3aCTYyITHUK KepiBHHKA YCTaHOBH, a HOTO 3aCTYyIHHU-
KOM — KepiBHUK MiJPO3ALTYy 3B'3Ky Ta iHpopmaruzanii. Lle 3a0e3medye epexTu-
He YIpaBJIiHHS Ta KOOPAMHALIIO Jiif, CIPSIMOBAaHUX HA TEXHIYHUI 3aXucT iH(DOP-
Marii. OcKUIbKH 3axHcT iHpOpMalii € NpIOPUTETHUM 3aBJaHHSIM, OJIOBHUM 3a-
BIAHHIM KOMicii € po3poOka 3axo/iB uis 3a0e3nedeHHs Oe3neku iHpopmaii, no
LUPKYJIIOE B CHCTEMAX YCTaHOBH.

OcHoBHi 3aBmaHHS 1 QyHKIT y cdepi TeXHIYHOTO 3aXUCTy iH(pOopMaIrii.

3axuct iH(opMmanii: OCHOBHUM 3aBAaHHSIM € OpraHizalis 3axucry iHdopma-
LifHUX pecypciB i 3a0e3reueHHs] TeXHIYHOI Oe3MeKn Ha BCiX PIBHAX YIPABIIHHS.
Lle BriIIOYaE K 3aXUCT BiJ] 30BHIIIHIX KiOep3arpos3, Tak i BHYTPILIHINA 3aXHCT Bif
BHUTOKIB KOH(IACHIIHHOT iHPOpMalii.

KoHTposns 32 BUKOHAaHHSIM BUMOT TEXHIYHOTO 3aXHCTy iHpopMaii Ta kidep-
0e3IeKH € BaKIMBOIO YaCTHHOIO POOOTH MiJIPO3/ALTIB CITyK0 3axucTy iH(popMarii.
ITpoBoasAThCS MEPEBIPKH, II0 BKIIOYAIOTH MEPEBIPKY CTaHy BUKOHAHHS BHMOT
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3aKOHOJABCTBA 3 MUTaHb 3aXUCTY iH(popMamii Ta KibepOe3neKH, a TakoXK IepeBip-
KM Ha HasBHI Kibep 3arpo3u Ha poOOUNX MaIInHaxX

3abe3neueHHs 3aXHCTy iH(OpMAIlii Ta OHOBJICHHS TOKEHIB

[opiuHO 3MIHCHIOETHCS OHOBJICHHS TOKEHIB JOCTYIy A0 iH(MOpMAaIliifHNX
CHCTEM, IO € YaCTHHOIO 3aXO0JIiB 3 TeXHIYHOTO 3axucty. Lle 3abe3neuye Oe3mexy
Ta MpaBWIbHE (PYHKIIOHYBAaHHA CHCTEM AOCTYIY N0 iHpOpMAILii, [0 € KPUTHIHO
Ba)KJIMBOIO JIJIS 3aXHCTY JIEP)KaBHUX PECYPCIB.

3anuty 10 JlepkenensB’ 3Ky Ta B3a€MOJis 3 IHITMMHU OpraHaMu

Jlnst 3a0e3nedeHHs Hale)KHOTO PiBHS KibepOe3neku Ta 3axucTty iHpopmaii B
ycranoBax JICHC K0XHOTO pOKy HaJaroThCs 3alUTH A0 JlepiKCren3B'sa3Ky o0
po3TallyBaHHsl iHO3EMHHUX IPEICTaBHULTB MOONN3y ycTaHOB ['OJIOBHUX ympaB-
nige JJCHC Vxkpainu. Lle mo3Boise BYaCHO BUSBJIATH IOTEHIHI 3arpo3d Ta
BXKUTH HEOOXITHHMX 3aXoMiB U 3abe3meueHHs Oesmeku. PoscmimyBaHHSA mOpy-
IIEHb Ta 3aXOAHU VIS TONEPEIKeHH. Y4acTh B PO3CIIAYyBaHHI MOPYIIEHb BUMOT
1070 TEXHIYHOTO 3aXHCTy iH(opMarii Ta kibepOesmeku. B pas3i BusABICHHS mO-
PYILICHb BXXKHUBAIOTHCS 3aXOAM ISl YCYHEHHS PH3HKIB Ta 3amoOiraHHs MOJiOHIM
CUTYyAIlisIM Y MallOyTHbOMY.

VY cy4yacHux yMmoBax 3a0e3nedyeHHs iHpOpMaliiHOT Oe3MeKn € He JIUIIE TeX-
HIYHUM 3aBIaHHSM, ajie i CKJIQJIOBOIO CTPATETIYHOTO YIPABJIHHSA, IO JO3BOJISIE
JICHC VYkpainu epekTnBHO (pyHKIIOHYBAaTH B HAJ3BUYalHUX YMOBax 1 rapaHTy-
BaTH 3aXMCT rPOMaJAH Ta JAepikaBu. [|Jisg HaIIHOTO 3aXxHCTy iHQOPMAIIHHUX pe-
CypciB NOTPIOHUIN HaJIEKHUN KOHTPOJIb, 10 BKIIOYAE PETYJISIPHE OHOBJICHHS CHC-
TeM 3axucTy iHpopmalii. Hampukiaj, cucteMn MOHITOPHMHTY, SIKI BUKOPUCTOBY-
10T IITYYHUH 1HTENEKT, SKUH OCTaHHIM 4acOM CHJIBHO PO3BHHYBCS, SKHM MOXKHA
aHali3yBaTW 3arpo3d pi3HUX THMiB. [locTifiHE BIOCKOHAJIEHHS HOPMAaTHUBHO-
mpaBoBuX akTiB. CmiBmpamns 3 mapTHepaMH IHIIUX KpaiH it 0OMiHy JOCBIIOM,
iH(pOpMaIIi€I0 Ta 3aTy9YaHHS TEXHIYHOI JOMMOMOTH Ta (axiBIB B ramysi 3ade3me-
4yeHHs KibepOesnekn. Takok BaXJIMBE NMPOBEACHHS PETyJSIPHUX HaBUaHb Cepen
MIPALiBHUKIB MIOAO MPABIIFHOIO BUKOPUCTAHHS 1HQOPMAIIITHAX CHCTEM Ta cep-
BICIB B YMOBaxX BOEHHOTo craHy IIpoBoiuTH pi3Hi KOHTPOJILOBaHI ataky Ha iH}O-
pMaltiitHi cuctemu, 11100 0aunTH Jie € BPa3IMBOCTI Ta BJOCKOHAIIOBATH CHCTEMH
3aXHCTY.
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Anomauia. Llmyuynuii inmenexm 3minto€e KibepOe3nexy, nOKpawyoul UAGIeHHs 3a-
2pP03, NPOSHO3Y8AHHS MA ABMOMAMUYHI 8I0N0GIOL 0151 6OPOMbOU 3i CKIAOHUMU AMAKAMU,
maxkumu Ak npozpamu-eumazayi ma iwune. I[lpononyiouu weuoxicme i moyHicmo, GiH
CmMBOpIoE Maxi npobaemu, K acpecusui amaxu ma npooiemu 3 Kougioenyitinicmio. Emuu-
nutl LI, moocokuil Haensio i enobanbHa cnisnpays € eaxcaueumu 0 eqeKmusHo2o ma
8ION0BIOATILHO20 PO32OPMAHHSL.

Knruoei cnosa: xibepbesnexa, wimyyHuil inmenexm, npoepamu-gumazayi, gimune,
BUABIICHHS AHOMAIN, CKIAOHI YLNb08I AMaKu, amaxky Ha JIaHYI02 NOCMABOK.

Abstract. Al is transforming cybersecurity by enhancing threat detection, prediction,
and automated responses to tackle advanced attacks like ransomware and phishing. While
offering speed and accuracy, it raises challenges like adversarial attacks and privacy
concerns. Ethical Al, human oversight, and global collaboration are essential for effective
and responsible deployment.

Keywords: cybersecurity, Artificial Intelligence (Al), ransomware, phishing, anomaly
detection, Advanced Persistent Threats (APTSs), supply chain attacks.

In our increasingly digital world, cybersecurity isn't just a tech issue—it's a
critical concern for everyone. Cyber-attacks have become more sophisticated, and
traditional security measures often struggle to keep up. As cybercriminals get
smarter, we need smarter defenses. That's where Avrtificial Intelligence (Al) comes
into play. Al is changing the game in web-attack detection, helping us spot and
respond to threats in real-time. Let's dive into how cyber-attacks have evolved and
how Al is helping to protect us.

Cyber-attacks have come a long way from the simple viruses of the past.
Nowadays, they're complex operations that can disrupt essential services and steal
sensitive data. Here's a look at some of the most significant modern threats. APTs
are like stealthy burglars who break into a network and stay hidden for a long
time. Take the "Operation Aurora™ attack in 2010, for example. Hackers targeted
big companies like Google and Adobe to steal intellectual property and
confidential info [1]. These attacks usually go after high-value targets like
government agencies and multinational corporations, aiming to swipe sensitive
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data or mess up operations. Ransomware attacks involve hackers encrypting a
victim's data and demanding payment for the key. With ransomware-as-a-service
platforms, it's become easier for criminals to get involved. Remember the 2021
Colonial Pipeline attack? It caused fuel shortages across the U.S. East Coast and
showed just how disruptive ransomware can be [2]. These attacks can cripple
essential services, leading to widespread chaos.

In supply chain attacks, hackers exploit weaknesses in third-party services or
software to break into a target's network. The 2020 SolarWinds incident is a prime
example. Attackers injected malicious code into a software update, affecting
numerous organizations, including U.S. government agencies [3]. By targeting
trusted suppliers, hackers can bypass even robust security measures. Phishing
attacks trick people into revealing sensitive info by pretending to be trustworthy
entities. According to Verizon's 2020 Data Breach Investigations Report, phishing
was involved in 22% of data breaches [4]. Spear-phishing, which targets specific
individuals, is even more dangerous because it's personalized. These attacks play on
human psychology, making them hard to prevent with technology alone. Zero-day
exploits take advantage of unknown software flaws before developers can fix them.
The Stuxnet worm, discovered in 2010, used multiple zero-day vulnerabilities to
damage lIran's nuclear program [5]. These exploits are highly prized in the
cybercriminal world because they can breach even the most secure systems.

Detecting these modern attacks isn't easy:

— Overwhelming Data: There's so much network traffic and so many logs
that it's nearly impossible to analyze everything manually. A 2020 Ponemon
Institute study found that many organizations struggle with the volume of security
alerts [6].

— Sophisticated Tactics: Hackers use advanced methods like encryption and
obfuscation to dodge traditional security tools. Symantec's 2021 report highlights
how these tactics help threats slip past defenses [7].

— Rapidly Evolving Threats: New cyber threats pop up faster than new
security updates can be developed. Gartner noted in 2021 that traditional solutions
can't keep up with the pace of emerging threats [8].

—Human Error: People can unintentionally compromise security by falling
for phishing scams or making mistakes. Human error remains a big factor in
breaches, according to Verizon [4].

Al and machine learning are revolutionizing how we detect and respond to
cyber threats. Here's how: Al systems learn what's "normal™ for a network and can
spot when something's off. They analyze user behavior, network traffic, and system
operations in real-time. For instance, if there's an unusual login at 3 a.m. from a
foreign IP address, Al can flag it. A study in the Journal of Network and Computer
Applications showed how effective Al is at detecting these anomalies [9].

By looking at historical data, Al can predict potential threats and
vulnerabilities. This proactive approach lets organizations fix security gaps before
hackers can exploit them. Research by Sari et al. in 2019 emphasized the




importance of predictive analytics in anticipating attacks [10]. Al-powered
security tools can automatically respond to threats—like isolating affected systems
or blocking suspicious IPs—without waiting for human intervention. IBM Security
reported that using Al and automation leads to lower data breach costs and faster
response times [11].

Al uses NLP to understand unstructured data, like emails and social media
posts, to detect phishing and social engineering attempts. It can catch subtle cues
in language that traditional filters might miss. Mawson and Swan (2020)
discussed how NLP enhances phishing detection by grasping context and meaning
[12]. Al systems get smarter over time by learning from new data. This
continuous improvement helps them adapt to emerging threats. Fei et al. (2021)
highlighted the benefits of continuous learning in intrusion detection [13].

Benefits of Al in Cybersecurity:

— Scalability: Al can handle massive amounts of data, making it ideal for
large organizations [14].

— Speed: Real-time analysis and quick responses reduce the time systems are
vulnerable [15].

— Accuracy: Advanced algorithms lower false alarms, so security teams can
focus on real threats [16].

— Efficiency: Automating routine tasks frees up cybersecurity professionals to
tackle more complex issues [17].

Real-World Examples. Darktrace uses Al to detect and respond to cyber
threats autonomously. Its Enterprise Immune System learns what's normal for a
network and spots anomalies [18]. By acting like a human immune system, it can
respond to threats without needing human input.

Google's reCAPTCHA uses machine learning to tell humans and bots apart.
This helps protect websites from automated attacks while keeping things user-
friendly for real people [19].

IBM's Watson uses Al to analyze security data from various sources, helping
analysts respond to threats more efficiently [20]. Its NLP capabilities allow it to
understand unstructured data like threat reports and blogs.

Despite its benefits, Al isn't a silver bullet:

— Adversarial Attacks: Hackers can use Al techniques to trick or confuse Al
systems. Goodfellow et al. (2018) discussed how adversarial inputs can
manipulate machine learning models [21].

— Privacy lIssues: Al needs lots of data, which raises privacy concerns. The
European Commission emphasizes balancing innovation with privacy rights [22].

— Qver-Reliance Risk: Relying too much on Al could make organizations
complacent. Human oversight is still crucial. ENISA highlighted the risks of over-
dependence [23].

— Ethical Concerns: Using Al for surveillance and data analysis must respect
individual rights. The IEEE advocates for ethical Al design [24].

Looking ahead:
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— Explainable Al: Developing Al that can explain its decisions will build
trust and help with compliance. Gunning and Aha (2019) stressed the importance
of this transparency [25].

— Tech Integration: Combining Al with technologies like blockchain could
make security even stronger. Gao et al. (2020) discussed how this integration
enhances trust [26].

—Global Collaboration: Sharing Al-driven threat intelligence can help
organizations and governments combat cyber threats together. The World Economic
Forum (https://www.weforum.org) suggests that global cooperation is the key.

Cyber-attacks are getting smarter and more complex, which means our
defenses need to step up too. Al is playing a crucial role in detecting and
responding to these threats, offering capabilities that traditional methods can't
match. But while Al brings powerful tools to the table, we need to use it
thoughtfully, keeping in mind the challenges and ethical considerations. As cyber
threats continue to evolve, embracing Al—and doing so responsibly— will be
essential in staying ahead of the game.
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VIIK 004.42:004.7(045)
3AI'PO3HM CLOUD COMPUTING: BUKJIUKH TA METOI! 3AXUCTY

Xpucmuna OPOIYK'
Hamanis MACJIOBA'?
Onena IOBUMEHKO?
Kagpeopa ynpaeninua ingopmauiiinoro 6esnexoro Jlvgiecokuii oepicae-
Huil yHigepcumem Oe3nexu yncummeoianvHocmi, m. JIveis, Yxpaina.
2Kagpeopa npuxnaonoi mamemamuxu ma ingpopmamuru JJoneyvkuii na-
yioHaIbHUIL mexHiunuil ynigeepcumem, M. /I[pozoouy, Yxpaina.

Abstract. The security issues of Cloud Computing related to the growing popularity
of cloud services are discussed, and the main challenges and modern protection methods
are explored. A list of the primary types of threats recorded over a decade is presented,
highlighting the five most active ones. The basic requirements for cloud service protection
are formulated, and the main security tools are outlined. The article emphasizes the need
for continuous improvement of security measures in the context of the development of cloud
technologies.

Keywords: Cloud Computing, security, protection, specialized tools.
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Anomauia. Posenswymi numanns 6esnexu Cloud Computing, noge’szaui 3 pocmom
NONYIAPHOCME XMAPHUX CEPBICIB, OOCTIONCEHO OCHOBHI GUKIIUKU A CYYACHT MemoOu 3axu-
cmy. Chopmosano nepenik OCHOBHUX MUNIG 3a2po3, 3aQIiKCOBAHUX 3 DeCAMUPIYHUL nepi-
00, 6udineno n’ame Haubinour axmuerux. CHOPMYIbOBAHO OCHOGHI UMO2U 00 3AXUCHY
Xmapuux cepsicié Bucsimneno ocnosHi incmpymenmu Oesnexu. Cmamms niokpeciioe He-
00XiOHiCcMb NOCMIIHO20 B800CKOHANEHHA 3AX00i8 Oe3neKu 6 YyMo8ax pO3GUMKY XMAPHUX
MexHON02II.

Knrouosi crosa: Cloud Computing, 6esneka, saxucm, cneyianizoeani 3acobu.

Xwmapai obouucnenss (Cloud Computing) € HEBiI'€MHOIO JaCTHHOIO Cydac-
HUX iH(OpPMAIIHHNX TEXHOJIOTIH, 3a0e3nedyroun 3pyIHNI Ta MOCTIHHUA JOCTYII
710 O0YHCITIOBAIFHUX PECypCiB, TaHUX i mporpaM. 3a manumu Statista Ta Eurostat
[1, 2], y 2023 poui 90% mianpreMCTB BUKOPHUCTOBYBAIH MYJIbTHXMApHi CTpaTerii
JUIsl onTuMi3auii podoTu Ta 6e3neku naHux, a 45% ninnpuemcts y €C BnpoBanu-
JIM XMapHi TEXHOJIOTil, OLIBIIICTD 13 SIKMX BUKOPHUCTOBYBAIM CKJAIHI CEpBICH,
Taki K XOCTUHT 0a3 JaHuX 4u po3poOka riatdopm. 3rigHo mporuosy IDC[3], o
2025 poky nporHo3yeTtbes 30epiranns 0au3bko 200 3eTTabaiTiB AaHUX Y XMap-
HUX CEPEIOBHIIAX, 10 BKa3y€e Ha IIBUIKUI PO3BUTOK 1€l ramysi.

OnHak pa3oM i3 3pOCTaHHAM IOIYJISIPHOCTI XMapHHUX CEPBICIB BUHHUKAIOTH 1
mpobiemu, OB’ s13aHi 3 3abe3nedeHHsM Oe3nekn Cloud Computing. 3axuct xma-
pHHX OOYHMCIICHb € HaJ3BHYailHO aKTyaJbHUM NHTAaHHIM, aJUKE BiI HamiHHOCTI
TEXHOJIOTiH 3aJeKUTh Oe3reka, KOH(INEHIIHHICTh Ta IUTICHICTh MTaHUX BEIHKOL
KUTBKOCTI TIATNPUEMCTB M KOPUCTYBAdiB, CTIMKICTH Oi3HEC—IIPOIECIB Ta 3aXWCT
KPUTHUYHO BaKJIMBUX 1HYpAacTpyKTyp. Y IbOMY KOHTEKCTiI Ba)KIHMBO JOCIITUTH
OCHOBHI BUKJIMKH Ta Cy49acHI METOJH 3aXHUCTY XMAPHUX CTPYKTYD.

Memoto nocnijpkeHHsl € BH3HAYEHHs KIIOYOBUX 3arpo3 Ta Bpas3jiUBOCTEH
XMapHHUX CepBiciB, kiacudikallis cydacCHUX METOAIB 1 TexHouorii 3axucty Cloud
Computing.

Ocnosna yacmuna. Tlepmmm KpOKOM 0 opraHizaiii 0e3meK: XMapHu € J0C-
JIJOKEHHS. MOXJIMBHX 3arpo3. ToX pO3IIIsSIHEMO NMPUYMHM TOIIMPEHHS 3arpo3 B
XMapHHUX OOYUCICHHAX.

[epmoro mpuYMHOKO, CINiJ HA3BaTH HE HAJIC)KHI 3aX0AH Oe3lekH 3 OOKy KO-
puctyBauiB. Sk, HanpuKiaz, ciadKi mapoii abo BiICYTHICTh MU(PPYBaHHS JaHUX,
10 pOOUTH CHCTEMH BPa3JIMBUMHU JIO0 aTak ¥ MPU3BOIUTE 10 3HIKEHHS piBHS 0e3-
MIEKH Bi/IITOBITHOTO PECypCy.

[Mo—npyre, TexHonoris moOynoBM XMap mnepeadavyae CHUTBHHH IOCTYI JIO
arnapaTHUX Ta MPOrPaMHUX PECypCiB, IO CTBOPIOE PU3UK BUTOKY JAHUX IPH 00-
MiHI MK Pi3HUMH KOPHCTyBadaMH a00 KITI€HTaMH, OCOOJHMBO SIKIIO BipTyaslbHi
MAaIlIMHU HEOCTATHBO 130JIOBAHI.

Tpetim ¢akTOpoM Ha3BeMO BPA3MUBOCTI MPOTPAMHOTO 3a0e3MEUeHHS, 0
BKJIIOYa€ i BUKOPHUCTAHHS CTOPOHHBOTO HPOI'PaMHOro 3a0e3nedeHHs, i Taki 3a-
rpo3u, sk SQL in'exmis, Cross—Site Scripting (XSS), IDOR (BpaznusicTs, 1m0



JIO3BOJISIE 3JIOBMHCHHUKY OTPHMATH TOCTYII A0 OO'€KTiB, HampuKiaj, (aiiimis uu
3aIMCiB) Ta iHIII, SKi OB’ s3aHi 3 IpPOTrpaMaMH.

Kpim Toro, Xmapu po3MIMIyIOThCS B IEHTPaNi30BaHHUX HaTa—IIEHTpax, SKi
MOXKYTh CTaTH METOK) OpraHi30BaHHX aTaK, Ha KmTanT DDoS—atak. Y Hemomiku
HaJIeXKHOTO MOHITOPHHIY Ta KOHTPOJIO 32 JOCTYIIOM IO XMapHHX pecypciB Mo-
KYTBh IPU3BECTH 10 TOTO, IO 3JIOBMUCHUKH OTPUMAIOTH JOCTYII A0 KOH(]iIeHITi -
HUX JJaHuX a00 cUCTEeM.

i ¢daxTopu ycknaaHIOOTH 3a0e3nedeHHst Oe3neKH XMapHUX OOYMCIIeHb i
CTBOPIOIOTH PU3MKH JUI KOPUCTYBAUiB 1 opraHizauii.

B npouteci mocipkenHs Oyiu npoananizoBani 3arpo3u Cloud Computing, 3a-
¢ikcosaHi 3a nepiox 3 2010 mo 2024 pik i moOymoBaHa giarpama, sika 1EMOHCTPYE
AKTUBHICTB 3arpo3 Ta IMiIKPECITIOE BiJTHOCHY YaCTOTY KOXHOI 3 HUX (puc. 1).

Puc. 1. 3arpo3u Cloud Computing 3a mepiox 2010-2024p.p.

Tak, Haibinbm xapakrepHoto 3arpozor0 Clod Computing usiBunace Data
Theft — kpamixka nanux. Ha o 3arpo3y npunagae 10 30% iHuumeHTiB. 3arposa
30epiraeTscst akTyanbHOI0 3 2010 poKy i aKTHBHO 3pOCTa€ Pa3oM i3 PO3BUTKOM
ribpuaHUX XMapHUX iHppacTpykTyp [4, 5].

Kpanmixka obmikoBux ganux (Credential Theft) takoxk omna 3 HalOifgbII TO-
LIMPEHHX aTak, i BOHA 3aiiMae BaXKJIMBE Miclle B XMapHHUX pu3ukax 3 2010 poky.

Ha tperpomy wmicui gocnigauku CSO Online [4] dikcytoTh aTaku THITy
DoS/DDoS. Lle#i Tun aTak akTHBHO BHKOPUCTOBYIOTHCS JUISl YP)XKEHHSI XMapHHUX
cepgicis 3 2012 poky.

Supply Chain Attacks (ATaky Ha JIQHIFOTH MOCTaBOK) — Ii¢ KiOSp3IOYHHHI
aTaku, CIpPsSMOBaHI Ha KOMIIPOMETAIlil0 MPOIYKIlii abo mociyr depe3 ixHil TaH-
ILIOT TTOCTaBOK [5]. Bimomum npuxmagom € ataka Ha SolarWinds (2020 pik), komu
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XaKepH BCTABWJIM IIKIJIMBUHA KOX y NporpamHe 3a0be3NedeHHs Ul yIpaBiIiHHS
IT-indpacTpyKTypoIo, sSIke BUKOPHUCTOBYBAJIOCA OaraThMa ypSAOBHMH 1 IpUBAT-
HUMH KOMIIaHIsIMH.

3 2014 poky 3TOBMHCHUKH HaMaraloThCSl aKTHBHO BUKOPHUCTOBYBATH XMapHi
CepBicH UI MOIIUPEHHS IIKiUIMBOTO MPOTpaMHOTo 3abe3ledeHHs, TaK 3BaHOTO
Cloud-assisted Malware, sike Takox omucano B [4]. M Ha Tomy % m’siToMy MicTi
¢ikcyroTbes BpasznuBocTi B API Ta HeGe3neuni inTepdeiicu, omucati B [6].

Tox, 1 ui 3arpo3u, i iHII, HaBeAEHI Ha PUCYHKY | 3aJMIIAIOTHCS aKTyalb-
HUMHU IIPOTATOM JAECSATUPIYYs, 1 iX KUIBKICTB 3pOCTae pa3oM i3 PO3BUTKOM Ta
CKJIAJTHICTEO XMapHHUX TEXHOJIOTIH.

OCHOBHUMH BHMOTaMH, C(HOPMYJIHLOBAHUMH HA OCHOBI aHANI3y JITEPaTyp-
HHX Ta CTATUCTHYHUX JDKEPEN [0 3aXHCTy XMapHUX CEPBICIB € HACTYITHI:

— TOTaNBHUM 3aXHCT JaHUX, IO 30epiraroThCs B XMapi;

— CyBOpi MeXaHi3MH ayTeHTH(IKaIil 1T JOCTYITY;

— JIOTIYHAN PO3MOALI  3aXHCT KaHAJIB BiAAICHOTO JOCTYILY;

— aHTUBIPYCHHUH 1 aHTUCTIAMOBHIA KOHTPOJIB 1 ITepeBipKa;

— aZMIHICTpYBaHHS Ta MOHITOPHUHT KITFOYOBHX CHCTEM B PeKuMi 24 X 7;

— BceOIYHMI MOHITOPHUHT 1 peecTparlis;

— OanaHCyBaHHS HABAaHT)KEHHS Ha KIIOYOBHX XMAPHUX CHCTEMAaX;

— (i3UYHUHN 3aXUCT, BIIMOBOCTIHKICTh Ta pe3epPBYBaHHS.

B manomy ormsii 3po0JieHO 3arajibHUN OTJIS 3arpo3, 0€3 MPUB’SI3KK 0 ap-
xitektypu xmap (IaaS, PaaS, SaaS) ta/abo momeneii posroprauss (Private, Public,
Hybrid a6o Community Cloud) Tiei un inmoi xmapu. 1 cama neranizanis 3a KoH-
KPETHOI CTPYKTYPOIO He NMPOBOAMIIACH, 00 METOKW OYyB came 3arajbHUI aHawi3 i
3MiHa CHTyaIii Ha MPOTA3i AECATHPITHOTO MIEPioa.

Incmpymenmapiii 3axucmy. Jns 3axucty Qaiiis, mo 30epirafoTbess B XMap-
HHUX CXOBHILAX 3aCTOCOBYIOTH CIIELiaJbHO CTBOPEHHH a00 aIanToBaHH Ui 3a-
crocyBanHs B Cloud Computing iHcTpyMeHTapiii. HaBegeMo OCHOBHI MigXoau Ta
iHcTpymenTH mudpysanns ta 6esnexu 1t Cloud Computing [7-9]:

1. ENcFS (Encfs4Win mst Windows) — kpunrorpadiuna daiinosa cucrema,
ska mmppye Qaiin nepe 3aBaHTAKEHHSAM Y XMapy, 3a0e3rnedyrodn KoHQiaeH-
LIMHICTE;

2. mpormpierapHe mporpamHe 3abe3neueHHs Ha Kkmtant Boxcryptor,
Cloudfogger, TrueCrypt — wi iHCTpyMeHTH IpU3HAYEH] I IUPPYBAHHS JaHUX Y
XMapi, 10 rapaHTye ix Oe3leKy HaBiTh y pa3i KOMIIpoMeTalii npoBakaepa xmap-
HOT'O CXOBHIIA;

3. nokanpHe mH(pyBaHHS 32 JOMOMOI0I0 TakuMX yTHIIT, sik CryptSync, no-
3BOJIsiE 3amIM(pyBaTH (Gaian Ha JOKaJbHOMY IIPUCTPOI Mepes CHHXPOHI3ali€eio 3
XMapHUM CXOBHIIIEM;

4. mporpamu sl pe3epBHOro KomitoBanus, sik Duplicati, npononyrots 3a-
mmdpoBaHi pilieHHs I Pe3epBHOTO KOMiIOBAHHS, 3a0€3MeUyI0un 3aXHCT JTaHUX
IIiJ] 9ac mepeadi B XxMapy,



5. CarotDav — incTpyMeHT, 1m0 3a0e3nedye Oe3neyHmid JOCTYII 0 XMapu Ta
KepyBaHHS (paiimaMu, 9acTO BUKOPUCTOBYETHCS LIS IHTETPALlii 3 XMapHUMH Cep-
BicamH, 30epiraroun KOH(QiICHIIHHICTb.

Bucnosxu. XmapHi OOYHCIIEHHS € HEBII'€MHOI0 YacTHHOIO cyyacHumx IT-
TEXHOJIOTiH, MO0 3a0e3MeYyI0Th 3PYYHHI JOCTYI IO OOYMCITIOBAJIHLHHUX PECypCiB
Ta maHux. [Ipore 3 iX MOMMPEHHAM 3'ABISAIOTHCS HOBI MpOoONeMH Oe3MeKH, SKi
BHUMararoTh NOCTIHHOT yBaru ta po3s's3anHs. HaiOuipIn nommpeHuMu 3arpo3amMu
JUISL XMapHHX CEpBICIB € KpaJikka gaHux, araku DoS/DDoS, a takox ypa3nuoc-
Ti porpamHoro 3abesneuenHs: Ta APl. 3okpema, He HaJexHi 3axonu Oe3neKu 3
00Ky KOpHUCTYBaYiB Ta 3arpo3H, MOB's3aHi 31 CIUIBHAM JOCTYIIOM JIO0 alapaTHUX i
MPOrPaMHUX PECYpPCiB, CTBOPIOIOTH JOAATKOBI PU3UKH.

3aXuCT XMapHHUX TEXHOJIOTIH BHMarae 3aCTOCYBaHHS KOMIUIEKCHUX 3aXOJiB,
cepen AKMX MU(pPYBaHHSA NaHUX, HAAiHAa ayTeHTU(QIKaIlisA, MOCTIHHIA MOHITO-
PHHT Ta KOHTPOJIb AOCTYILY, & TAKOXK OalaHCyBaHHS HABaHTAXKEHHA Ta (i3HYHUI
3axucT cepBepiB. [ 3a0e3medeHHs Oe3MMeKH JaHUX y XMapax MHUPOKO BUKOPHC-
TOBYIOThCS iHCTpyMeHTH mudpyBanHs, Taki sk EncFS, Boxcryptor, Cloudfogger,
a TAKOXK MPOrPaMy AJIsl PE3CPBHOIO KOMIIOBaHHS.

3arasnom, s eekTrBHOTO 3a0e3nedenHs Oesnexu Cloud Computing, HeoOXia-
HO BPaxOBYBATH HasiBHI 3arp0o3H, TIOCTIHHO OHOBJIIOBATH 3aXHMCHI MEXaHI3MH Ta BIIPO-
Ba/KyBaTH HOBITHI Ta CICIiai30BaHi TEXHOJIOTII 3aXUCTY 1 KOHTPOJIIO JOCTYITY.
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YK 004.056:004.738.5
BJIOCKOHAJIEHHSA APXITEKTYPHU 3ACOBIB ABTOMATU30BAHO-
I'0 MOIIYKY BPA3JIMBOCTEN WEB-J10JIATKIB

Anopin IBAHYCA
Apmyp TKAYEHKO
Anopin IETPOBHY
Kagpeopa ynpaeninna inghopmauiiinoro 6eznexoro Jlveiecokuii oepicasnuil
yHigepcumem Oe3nexu ycummeoianvhocmi, m. JIveis, Ykpaina.

Abstract. WEB application vulnerabilities can include SQL injections, cross-site
scripting (XSS), authentication and session management errors, use of vulnerable
components, insecure security configurations, etc. Therefore, the development of
automated tools to detect such vulnerabilities is critically important to reduce risks. For
this purpose, basic algorithms for automated testing have been developed, including
algorithms for detecting SQL injections and XSS, which provide effective scanning and
detection of potential threats. These algorithms are capable of conducting deep analysis of
input data and server responses to detect signs of attacks.

Keywords: WEB application, automated search systems, vulnerability scanning, SQL
injection algorithm, XSS algorithm, cybersecurity.

Anomauia. Bpasnueocmi WEB-dooamkig moocyme exarovamu SQL-in'exyii, migxc-
catimosuil ckpunmune (XSS), nomunxku asmenmuikayii ma ynpaguinHs cecisimu, 6UKOpU-
CManHsi 8PA3IUBUX KOMNOHEHMIs, HeHalilini kongizypayii 6esnexu mowjo. Tomy po3pobka
ABMOMAMU308AHUX THCMPYMEHMIB 0151 BUABTICHHS MAKUX 8PA3IUBOCHIEN € KDUMUYHO 8AMHC-
JUB0I0 OJiA 3MEeHUuleHHs pusuKis. 3 yicio memoro po3podneni 6a306i aneopummu 015 A8Mo-
MAmu308aH020 MeCMy8anHs, GKIIOYAIOYU anzopummu Ons eusenenua SQL-in'exyiti ma
XSS, 3abesneuyiomo epexmusne ckanysants ma usigienHs nomenyiunux 3aepos. Li anco-
pummuy 30amHi npooOUmU 2AUOOKULL aHAI3 6XIOHUX OaHUX ma 6i0nogidi cepeepis O
BUSBNICHHSI O3HAK AMAK.

Knrouosi crosa: WEB-0o0amok, cucmemu agmomamuzo6ano2o nouLyKy, CKamy8amHs
epaznusocmeli, areopumm SQL-in’exyiii, aneopumm XSS, kibepbesnexa.
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BpazmmBocti WEB-monaTkiB — 1e ciadki MicIis B cCCTeMi Oe3MeKH, sKi 3I110-
BMHUCHHUKH MOYTh BHKOPHCTaTH AJSI OTPHMAHHS HECAHKIIOHOBAHOTO JOCTYITY
70 KOH(DIIEHIIHHUX TaHUX a00 MOPYIIEHHS LiTICHOCTI Ta JOCTYIMHOCTI JOAATKA.
i Bpa3nmuBOCTI MOXKYTH 3’ IBUTHCS i/ 9ac MPOEKTYBAHHS Ta PO3POOIICHHS 3aCTO-
CyHKy a00 depe3 HeaJeKBaTHI METOH 3a0e3redeHHs Oe3eky i yac po3ropTaH-
Hs Ta oOciyroByBaHHs [ 1, 2].

Jnst po3poOKy IHCTPYMEHTIB aBTOMATH30BAHOTO TIONIYKY BPa3IMBOCTEH JUIs
WEB-nonatkiB oTpiOHa BiMOBiIHA CHCTEMHA apXiTeKTypa i KoMrnoHeHTH [3, 4].
Hwkue HaBeZ€HO PEKOMEH/IOBAHY CHCTEMHY apXiTeKTypy Ta KOMIIOHEHTH IS
MIPOEKTYBAaHHS CUCTEMHU aBTOMaTH30BaHOTO TIOIIYKY BpaziuBocteld WEB-nonartkis:

— 30BHIIIHIA iHTEepdeiic: KOMIIOHEHT 30BHIIIHBOTO iHTEpQEcy BiANoBiga-
THUME 3a HaJiaHHs KOPHCTyBauaM KOPHCTYBalbKoro iHtepdeiicy. Bin HamacTh ko-
puctyBaudam iHTepdeiic as BBeneHH: iH(popMmartii mpo WEB-nonaroxk. Iatepdeiic
30BHIIIHBOTO iHTep(eiicy Mae OyTH MPOCTUM [UIS HaBIiramii Ta po3yMiHHS, a Ta-
KOX NOBHHEH MaTH MOJKJIMBICTH BiOOpaXkaTh Pe3ysbTaTH CKaHYBaHHS Bpa3iH-
BOCTEH y WiTKiH 1 TakoHIYHIHN popmi;

— OekeHA-cepBep BiAMOBimaTHME 3a 30epiraHHs BiICKAaHOBAaHUX JaHUX
WEB-nonatkiB, 3amyck cKaHEpiB BpPasJIHBOCTSH 1 CTBOpPEHHs 3BIiTiB. bexenn-
cepBep TaKOXK IOBMHEH MAaTH MOXIIHMBICTh KEPyBaTH POOOYUM HaBaHTa)KEHHSIM
MPOIIECY CKaHYBaHHS BPa3IMBOCTEH;

— CKaHepH BpasnuBocTeil ckanyBatumyTh WEB-n0aaTok Ha HasBHICTH Bpa-
3nuBocTeil. CkaHepu MOXKYTh OyTH SIK CTOPOHHIMH, TaK 1 BUIOTOBJICHHMH 32 1H-
JIMBilyalIbHUM 3aMOBJICHHSIM. PEeKOMEHIy€eThCSI BUKOPHUCTOBYBATH KiJIbKa CKaHe-
PiB AT MiABUICHHS TOYHOCTI pe3yIbTaTiB CKaHyBaHHS,

— 0a3a manmx Oyxe motpiOHa s 30epiranHs nannx WEB-nonatky, pe3yib-
TaTiB CKaHyBaHHS BPa3JIMBOCTEH Ta 1HIIOI BIAMOBITHOT iH(pOpMAIIii;

— 3BITHICTH, KOMIIOHCHT 3BITHOCTI BiJITOBiJIaTUME 32 CTBOPEHHS 3BiTiB IIPO
CKaHyBaHHS BPAa3JIMBOCTEH. 3BITH MalOTh OyTH YITKHMH Ta 3pO3YMUIMMH JUISl KO-
pHUCTYBauiB;

— Oe3riexa Mae OyTH KIIFOYOBUM (haKTOPOM IIiJI 4ac po3poOJICHHS apXiTeKTypH
CHCTEMH J|JIsl IHCTPYMEHTIB aBTOMATHYHOTO TOLIYKY BpasnuBocteid. Cucrema mae
OyTH po3po0JicHa 3 YpaxyBaHHSAM BUMOI OE3IEKH, 1100 3armo0irTd HECAHKIIOHOBA-
HOMY Joctyiry 2o nannx WEB-onaTkiB 1 pe3ysbrarTiB CKaHyBaHHS Bpa3JIMBOCTEH;

— iHTerparis, apxiTeKTypa CUCTeMH Ma€ OyTH po3poOiyieHa Ui iHTerparii 3
IHIINMH 1HCTPYMEHTAaMH Ta CUCTeMaMHu Oe3nexu, TakuMu sk SIEM, o6 3abe3me-
YUTH KOMIUIEKCHE PillIeHHs JIs 3a0e3nedeHHs Oe3MeKu.

3arajgom, CHCTEMHa apXiTEeKTypa i KOMIIOHEHTH MaloTh OyTH po3poOieHi Ta-
KHM 4HHOM, I[00 3a0e3rmeyuTd HaJiMHUKA 1 BceOIYHMI aBTOMATH30BaHHM 3aci0
moInyKy BpasnuBocteit 1yt WEB-monaTkis.

Jlnist mepexoruleHHsT MepekeBoro Tpadiky 3a3BHUail BAKOPUCTOBYIOTH Mepe-
XKEBI KapTH, TIepeBe/ICH] B PEXKNUM MPOCIYXOBYBaHHs. [IpociyxoByBaHHSI MepeKi
IaTepreT motpebye MiAKIIOYEHHS KOMIT IOTEpa i3 3aMyIIeHUM IEepPeXOIIIoBaYeM
JI0 CErMEHTa MEepexi, IMICIsl YOro Xakepy CTae JOCTYITHUM YBECh MEPEKEBH Tpa-
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¢ik, AKUH HAACWIAIOTH 1 OTPUMYIOTh KOMITIOTEPH B IEOMY MEPEKEBOMY CETMCH-
1i. llle mpocrTinie BUKOHATH MEPEXOIUICHHS TpadiKy pamioMepeik, Mo BUKOPHCTO-
BYIOTh O€37pOTOBI MepekeBi MOCEPETHUKH, Y IIbOMY pa3i He MOTpiOHO HaBiTH
IOIyKaTH Miclle [UIS MIAKITI0YeHHA A0 Kabemro. AOO K 3JOBMHUCHHK MOJXKE
i’ eTHATHCA 10 Tere(oHHOI TiHii, o 3B’sA3ye KOMIT IOTep i3 cepBepoM [HTEepHEe-
Ty, 3HAWIIOBIIHX IS IIHOTO 3py4He Micrie. [Ipu mpoxomKkeHHi aBTOpH3alii Ha ca-
Ti 6€3 muppyBaHHSI OCOOUCTHUX JAHMX, 3JIOBMHUCHHK IIPH YCHIIITHOMY IiKITIOYEH-
Hi JI0 MEpexKIi MiANPUEMCTBA MEPEXOILTIOE 0COOUCTI IaHI KOpUCTyBaya.

MepexeBa monenb OSI (systems interconnection basic reference model) —
1Ie MOJICTIb B3a€EMOJIiT MEPEKEBUX MPOTOKOJIB. A MPOTOKOJIH, CBOEIO YEProko, I1e
CTaH/apTH, SKi BU3HAYAIOTh, SIKKIM YHHOM OOMIHIOBATUMYTbHCS JaHUMH Pi3HI po-
rpamu. Takoxx HE0OXiqHO nependaunTH PyHKIIOHAIBHY MOXIIUBICTH IPOEKTOBA-
HOI CHCTEMH BUBOJIWTH 3BiT 11 poOoTn y Gpopmi HaBeneHiH y Tadmumi 1.

Tabnuya 1.3s6im 3a pesynomamamu pobomu npoepamu

IP angpeca Jlara BuABICHHS Tumn BpaznuBocCTi [izcymox
00.000.00.00 14.10. 2024 INepenaya nannx CaiiT HeOe3eUHUH,
IIi/1 9ac aBTopH3alii | MOTeHI}Ha 3arpo3a
Y BIIKpUTOMY BH- BUKPAJCHHS TaHUX
Il

BuxopucTanss sik 0€3MeYHuX, TaK 1 HeOe3MeUHNX BepPCiil MPU3HAUEHOTO JIs
kopuctyBaua WEB-1o/1aTka MOke BUSIBUTH TIOMUJIKOBI CIIPaIlbOBYBaHHS Ta XUO-
HI HEeraTHMBHI pe3yJbTaTH CKaHepiB BpasnuBocTei. Lle mMoxxe OyTu mom’sizaHo i3
METOJIAMH, SIKi BOHU BHKOPHCTOBYIOTh. Kopessilis Mi>kK BAKOPHCTOBYBAaHUMH Me-
TOJaMU Ta BUHUKHEHHSIM XHOHUX TO3UTHUBHHUX 200 XHMOHWX HETATHBHUX PE3yiIb-
TaTiB MOXKE JIOTIOMOI'TH Y BH3HAYCHHI CIIOCOOIB IMOKPAIICHHS METO/IIB CKaHyBaH-
a1 WEB-nonarkis.
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YK 004.838
3AXUCT KPUIITOBAJIIOTHUX TAMAHIIIB

Maxcum KOH/IPATIOK
HHI Ne4, XapkiecoKuili HauionansHuil yHigepcumem eHympiuiHix cnpaa,
M. Kam’aneyw-Ilodinbcokuii, Yxkpaina.

Abstract: In the modern world, cryptocurrencies are becoming increasingly popular,
opening up new opportunities for financial transactions and investments. However, this is
accompanied by an increase in the risks associated with theft of digital assets and violation
of user security. This work analyzes the main methods of protecting cryptocurrency
wallets, including two-factor authentication, the use of hardware wallets, creating backup
copies and using reliable exchanges. The emphasis is on the importance of a
comprehensive approach to asset protection to minimize the risks of fraud and ensure the
safety of investments.

Keywords:  cryptocurrency, wallet protection, cybersecurity, two-factor
authentication, hardware wallets, blockchain, investments, digital assets, cryptography,
cryptocurrency exchanges.

Anomauia: Y cyuacrnomy ceimi Kpunmosanomu Habysarmo 6ce 6inbulol NONYIAPHO-
cmi, GIOKpUSAIOUU HOBL MONCIUBOCMI 0151 (PiHancosux onepayiti i ineecmuyit. OOHAK ye
CYNPOBOOANCYEMBCI 3POCMAHHAM PUSUKIB, NOG A3AHUX [3 KPAOIdCKAMU YUPPOBUX aKmueie
ma nopyuieHuam besnexu Kopucmysauis. L{a poboma ananizye ocHO8HI Memoou 3axucmy
KPUNMOBAIIOMHUX 2AMAHYIE, ceped AKUX 080(DaKmMopHa aymeHmuikayisi, UKOPUCMAHHS
anapamHux 2amManyie, CMEOPEHHs Pe3ePeHUX KONill ma GUKOPUCMAHHA HAOIHUX OIpoC.
Axyenm pooumucs Ha 8AHCIUBOCHT KOMNIIEKCHO20 NiOX00Y 00 3aXUCHLY AKMueie 0 MiHi-
Mizayii pusuKie waxpaticmea ma 3abe3nederisi 30epeicents IH8eCmuyiil.

Kniouogi cnosa: xpunmosanioma, 3axucm eamanyis, Kibepbesnexa, 080¢axmopha
aymenmudpixayis, anapamui amanyi, OIOKYelH, iHeecmuyii, Yupposi akmueu, Kpunmo-
epais, 6ipaci Kpunmosamom.

Bcemyn. Y cydacHOMY CBITI KPUIITOBAJIIOTH CTAIOTh JIAali MOMYJISIPHIIINMH,
3abe3nedyrour HOBI MOXKIIMBOCTI JUIsl iHBecTHLIH 1 (inaHcoBux onepariid. OxHak
i3 pOCTOM IXHBOT HOMYJIIPHOCTI 3pOCTae W piBeHb 3arpo3, CIPSIMOBAHUX Ha BU-
KpaJieHHSI KPUITOBATIOTHUX aKTHBIB 1 KOMIIPOMETAMi0 O€3MeKH KOPHCTYBadiB.
3axuCT KPUNTOBAMIOTHUX TaMaHIIB CTa€ OIHIEIO 3 KIIOYOBHX IpobdieM y cdepi
KibepOe3neku. BaxiiBicTh €)eKTUBHUX METOJIB 1 TEXHOJIOTIH Il 3aXUCTy KpH-
NITOBAJIIOTHUX FaMaHIIiB € NMPIOPUTETOM JJIsl KOPUCTYBauiB Ta PO3POOHUKIB, a/pKe
HaBiTh O/IMH BUTIK a00 yCHilIHA aTaka MOXYTb IPHU3BECTH 10 3HAYHMUX (hiHAHCO-
BUX BTpar.

Buxnao ocnosnozo mamepiany. KpuntoBamoTa — 1ie BUJI LUPPOBOT BAIIIOTH,
10 3aCTOCOBYE TEPEI0BI METOIM MIM(PPYBaHHs, IO pOOUTH 11 HAA3BUYIANHO BaXK-
Koto mus danscudikamnii. Ha BigmiHy Bif TpamumiifHHX BasOT, KPUITOBATIOTH
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(YHKIIOHYIOTh HAa OCHOBI OJIOKYEHHY — PO3MOALIeHO MU(PPOBOi KHHUTH, IO Mpa-
IIO€ HEe3aJIeKHO Bifl AEP>KaBHOTO KOHTPOIO Ta OaHKIBCHKOi CHCTEMH. 3 MOMEHTY
mosieu Bitcoin (BTC) y 2009 porii, TepMiH «KpHUIITOBATIOTa» BHHUK 3aBISKH BU-
KOPHUCTaHHIO MIH(PYBaHHS I MIATBEPIUKCHHS TpaH3akuiid. Ilicis mporo morry-
JSIPHICTh KPUNTOBATIOT 3HAYHO 3pOCHA, BKIIOYAIOYM TOSBY TaKUX BalIOT, SIK
Ether (ETH), Binance Coin (BNB), Tether (USDT) Ta iHmuX, 1m0 MpHBEPHYIO
yBary J1o ux HOBUX IM(POBHUX aKkTUBIB [1].

KpunroBamoTHi ramaHmi SIBISIFOTH  COOOI0 TNPOTpamMHi  JOAATKH  JUIS
KOMIT FOTEpiB 1 MOOLIBHUX IPUCTPOIB, TAKHUX K cMapThoHHU abo 1aHmeTH. Boun
3a0e3nedyroTh JOCTYI 10 OJOKYeHH-Mepexi BiAMOBIIHOI KPUITOBAIIOTH Yepe3
Inrepuer. /laHi npo KpUNTOBaNIOTY He 30epiraioThes (i3WYHO B raMaHIli; HAaToO-
MICTb Lie (parMeHTH iHdpopManii y po3mnonineHii 0a3i gaHuX, a raMaHenpb 30upae
1Ii TaHi 32 BaIIOIO IyOJIIYHOIO aIpecoro 1 BimoOpaxkae OamaHC y CBOEMY iHTEepQeii-
ci. BukopucToByloun Taki mporpaMm, MOXKHa JIETKO HaJCHJIaTH Ta OTPUMYBAaTH
KPHIITOBAIIOTY, BBOISYHM aJgpecy OTpHMyBada, CyMy, HiINHCYIOUM TPaH3aKI[iIO
3aKpUTHM KITIOUEM Ta JOJal0UYH KOMICito 32 00poOKy [2].

3aXHCT KPUITOBATIOTHUX AKTHBIB € KPUTHIHO Ba)KIMBUM acIeKTOM IS Mi-
HiMi3aIlil pU3UKIB MIaXpaiicTBa Ta 3aXHCTYy iHBECTHILIH. [CHYIOTh KIIFOUOBI METOAH
3a0e3neueHHs 0e3MeKH KPUIITOBATIOTHUX TaMaHIIIB.

OnHUM 13 IPOBIHUX MIAXOMIB € 3aCTOCYBaHHS JBO(GAKTOPHOI ayTeHTU(iKa-
uii (2FA), mo nonae 1ogaTkoBuid piBeHb 3aXHCTY, OKpiM 0a30BHUX OOJIKOBUX Ja-
Hux. Taka QyHKuis nependauac BUKOPUCTAHHS CIIELIAIBbHOTO KOy, SKHH TeHepy-
€TbCS Ha MOOULILHOMY IPUCTPOi 3a JOIOMOIOI0 JOJaTKiB, Takux sk Google
Authenticator abo Authy. Ilefi kox peryisapHO 3MiHIOETBCS, 3a0€3MeUyIOUN M-
BHIIICHUH piBeHb Oe3MEeKH KOoprucTyBaya [3].

BukopucraHHs XONOIHUX TaMaHIB € OIHUM i3 Haie()eKTHBHIIINX METOIIB
3aXMCTy KPUNTOBAIIOTHUX akTWBIB. Taki ramaHIi, o 3a3BHYail mpeicTaBieHi y
BUIJIS/II arapaTHUX MPUCTPOIB a0 MarepoBUX HOCIIB, € 3aIIU(QPOBAHUMH Ta MalOTh
oOMeKeHe MiKITI0YeHH 0 Mepexi [HTepHeT, 10 MiHIMi3ye PH3UKH 3JIaMiB Ta aTak
3 BUKOPUCTAaHHSM IIKIJUIMBOTO POrpamMHoro 3abesneuennst. Lleit minxia gonomarae
3aXHMCTUTHU AKTHBH BiJl (QITMHIOBUX aTaK Ta BTOPTHEHb Y OIp»KOBI akayHTH [4].

PerymsipHe CTBOpEeHHS pe3epBHHX KOIIiH Ta OHOBJICHHS HPOTPAMHOTO 3a0e3-
MIEYCHHSI TAMAHIIS € BOKIMBUMH 3aX0JaMH JJIsl 3aXUCTy AaHuX. 30epiranHs pese-
PBHHX KOl y 06€3MeYHOMY CepeIOBHIi Ta CBO€YAaCHE OHOBJIECHHS IPOTPAMHOTO
3a0e3nedeH s [JIs1 YCYHEHHS MOTEHUIHHUX BPa3JIMBOCTEH 3HWXKYE HMOBIpHICTH
BTPATH aKTHBIB [3].

CrBOpeHHs HaAIHHKUX TapOJIiB Ma€ BaXIIMBE 3HAUCHHS. PeKOMEHIyeThCS BU-
KOPHUCTOBYBATH YHiKaJbHI Ta CKJIaHI Iapoi, sIKi paHille He 3aCTOCOBYBAJINCS, Ta
30epiraTu ix y 6e3neyHux micipx. s mboro JOIUIBHO BUKOPHCTOBYBATH MEHe-
JpKepH mapodiB, Taki sk 1Password abo Bitwarden, mo mo3BonsitoTs Ge3nedHo
306epiratu napouti [4].



Bubip HaniiiHUX KpUNTOBATIOTHUX OIp’K TAKOX BIJIrpae 3Ha4Hy poJib y 3a-
xucTi akTuBiB. OIiHIOIOYM OipKi 32 MOKa3HUKaMU OE3IMeKH, aCOPTUMEHTOM TIpO-
MTOHOBAaHHUX aKTHBIB Ta BIATyKaMH KOPHCTYBadiB, IuaTdopMu Ha Kmrant Bybit,
WhiteBIT i Bitfinex neMoHCTpYIOTh BHCOKiI cTaHmapTH Oe3meku. Lli mraTdopmu
BukopuctoBytoTh 2FA, WAF, a takox KYC-Bepuodikauiro Ta AML-nepesipky
JUTSE T IBMIIICHHS PiBHSA 3aXHUCTy aKTHBIB Ta MiHIMi3aIlii pu3uKiB maxpaiictsa [4].

IIpu BuOOpi ramaHId 3 MaKCHMaJIbHAM piBHEM Oe3leKH BaKIMBO BPaxOBY-
BaTH KUIbKa KIIOUOBMX (hakTopiB. AmapaTHi ramanmi, Taki sk Ledger i Trezor,
3a3BHYail BBAKAIOTHCA HAWOLMbIT HamiHHUME. BoHM 30epiratoTs mpHBaTHI KITIOUi
B aBTOHOMHOMY PEKHMI, IO 3HAYHO YCKJIAJHIOE IOCTYII O BAaIIUX KOIITIB AJIS
3JI0BMHUCHHUKIB. JJ1s THX, XTO BiJjae mepeBary 3py4HOCTi, MOOUIbHI raMaHIl, sK-
ot Trust Wallet abo Coinbase Wallet, 3a06e3mneuytoTh ONTUMAIBHUA OagaHC MK
KOM(pOPTOM 1 6e3MEKOI0.

Jlemxep. Lli anaparHi ramaHui IPONOHYIOTH Oe3nedHe oduaiH-30epiranHs
NPUBATHUX KJIIOYIB, 3aXMIIAI0YH Ballli KPUIITOAKTHBY Bijl OHJIalH-3arpo3. BOyno-
BaHUI IuCTUIeH 1 (i3WYHI KHOIKY A7 MiATBEpHKEHHS TpaH3aKIliil 3a0e3meuyroTh
MPOCTE Ta 3p03yMijie KOPUCTYBAHHS.

Tpe3op. 3aBAsSKU CEHCOPHOMY CKpaHy Ta PO3IIMPEHUM (QYHKIIAM OC3MeKH,
ramaHni Trezor 3a0e3MedyoTh BUCOKHH PIB€Hb 3aXWCTy NPUBATHHX KIIOYIB Ta
3pyYHHIA KOPUCTYBAIBKHUI JOCBI.

Trust Wallet. Lleit MoOinbHMIT TaMaHelb 103BOJISIE KOPUCTYBayaM CaMOCTiH-
HO KOHTPOJIIOBATH CBOI ITPUBATHI KIIIOUi, TApaHTYIOUYH TIOBHE MPABO BIACHOCTI Ha
aktuBH. [liqTpUMyIO9H peryIsIpHi OHOBJICHHS Ta (POKYCYIOUHCh Ha Oe3meri, Trust
Wallet 3a6e3neuye HajiiiHe cepenoBHIe 1Jisl 30epiraHHs Ta TpaH3aKIii 3 KpHII-
TOBAJIOTAMHU.

l'amanenp Coinbase. [Ipononye Oe3neune pimieHHs i 30epiranus, 30epi-
ralo4u OUTBIIICTh aKTHBIB KOPHCTYBadiB y aBTOHOMHOMY XOJIOJHOMY CXOBHIII,
10 poduTh X HemocTynmHUMH It xakepiB. Coinbase Wallet Takox Hajgae moBHHIA
KOHTPOJIb HaJ| IPUBaTHUMH KJIIOYaMH KOPUCTYBadviB, 110 3a0e3nedye mpaBo Biac-
HOCTI Ta MiHIMI3y€ pU3HMK HECAHKIIIOHOBAHOTO AOCTYIY [5].

Bucnosku. 3axucT KpPUNTOBAIIOTHUX TaMaHIB € JKUTTEBO BaXIIMBHUM 3a-
BIAHHIM y Cy4acHOMY LIM()POBOMY CEpelOBHINI. 3BaXKalOUM Ha IOCTIHHHUN PO3-
BUTOK KiOep3arpos, KOpHUCTyBadi MOBUHHI YCBIJIOMJIIOBATH Ba)XKJIMBICTh BUKOPHC-
TaHHS CYYacHHMX METOJIB 1 TEXHOJOTIH 3aXUCTy, TaKUX SIK JBO(GAKTOpHA ayTeH-
Tudikanis, amapatHi ramanui. KpiM Toro, HeoOXiJHO PEryJsipHO OHOBJIIOBATH
3HAHHS PO HOBITHI NPAKTHKK Oe3eKH Ta OyTH TOTOBUMH J0 aJanTaiii B yMOBax
3MiHM 3arpo3. TiIbKM KOMIUIEKCHUH MiIXia A0 3aXHCTy HNU(POBUX aKTUBIB J0-
3BOJIMTH 3a0e3meynTH Oe3neKy KPHUNTOBAJIIOTHUX KOIITIB 1 3MEHIIMTH PU3WUKH
HECaHKI[IOHOBAHOTO JIOCTYIly. BIpoBa/ykeHHS IIUX 3aXOJiB JIOIIOMOXKE KOPUCTY-
BauaMm yOe3meunTH cebe Ta CBOI aKTHBM B yMOBax 3pOCTArOYOi MOIMYJISIPHOCTI
KPHIITOBAITIOT.
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YK 004.056.55
PO3POBKA MOAYJIB I ®YHKINIOHAJIBHOCTI 3ACOBY
ABTOMATH30BAHOI'O NMOIMIYKY BPA3JIMBOCTEN

Anopin IBAHYCA
Tapac BPUHY
Map’an TKAY
Kagpeopa ynpaeninna inghopmauiiinoro 6e3nexoiro Jlvsiscokuii oepicasnuil
YHigepcumem 0e3nexu ycummeoianvHocmi, m. JIveis, Yxpaina.

Abstract. WEB application vulnerabilities may include SQL injections, cross-site
scripting (XSS), authentication and session management errors, use of vulnerable
components, insecure security configurations, etc. Therefore, the development of automated
tools to detect such vulnerabilities is critically important to reduce risks. The developed basic
algorithms for automated testing, including algorithms for detecting SQL injections and XSS,
provide effective scanning and detection of potential threats. These algorithms are capable of
conducting deep analysis of input data and server responses to detect signs of attacks.

Keywords: WEB application, automated search systems, vulnerability scanning, SQL
injection algorithm, XSS algorithm, cybersecurity.

Anomauia. Bpasnueocmi WEB-0odamxie moscymu exmouamu SQL-in'exyii, misccati-
mosutl ckpunmune (XSS), nomuiku agmenmugikayii ma ynpasninHs ceciamu, 6UKOPUCHIAHHS
8PA3UBUX KOMNOHEHMIB, HeHalilii KoHgieypayii 6esnexku mowo. Tomy pospobra agmoma-
TMU308AHUX THCIMPYMEHMIE O/ BUAGIEHHS MAKUX 8PA3IUEOCHEL € KDUMUYHO 8ANCIUBOIO OIS
3MeHuenHs pusuxie. Pospobneni 6azosi aneopummu 0ns asmomamu308aHO20 MeCmy8aHHs,
eKmouaiouy arcopummu o eusenenns SQL-in'exyiti ma XSS, 3abesneuyiomov egpexmusne
CKaHysamHsi ma usigienHs nomeHyitinux 3azpos. Li ancopummu 30amui nposooumu 2nubo-
KUl ananiz 6XiOHUX 0aHux ma 6ionoeioi cepaepie Oisi GUAGIEHHS O3HAK AMAK.


https://www.solulab.com/cryptocurrency-wallets-security/
https://www.investopedia.com/terms/b/bitcoin-wallet.asp
https://speka.media/korotkii-gaid-dlya-novackiv-yak-zaxistiti-svii-kriptogamanec-v7yl7q
https://speka.media/korotkii-gaid-dlya-novackiv-yak-zaxistiti-svii-kriptogamanec-v7yl7q
https://evacodes.com/blog/how-to-keep-crypto-wallet-safe#link-7

Knrouoei cnosa: WEB-0ooamox, cucmemu agmomamuz08anoeo nouwiyKky, CKaHy68anHs
epaznusocmetl, aneopumm SQL-in’exyitl, ancopumm XSS, kibepbesnexa.

BpasznmuBocti WEB-oaTKiB CTAaHOBIIATh 3HAYHHUNA PU3UK JUI OC3MCKU J0-
JATKIB 1 KOH(IICHIIHUX TaHWX, 3 SKHMMHU BOHU MPaIOTh. Po3po0HuKH Ta da-
XiBII 3 O€3MeKH MOBUHHI MPAIIOBATH Pa3oM, 00 BUABUTH M YCYHYTH IIi Bpa3iu-
BOCTI Ta 3a0e3meunTy Oe3MeKy 3aCTOCYHKY 1 HOro KopucTyBadiB. BripoBamkyrodn
TIepeIoBi METOIU OE3MEeYHOI pO3pOOKH Ta TECTYBaHHS, OpTaHizallii MOXYyTh 3HHU-
3UTH PHU3HK YCIIIOTHUX aTaK i 3aXWCTHTH CBOI aKTUBH Bif mKoau. Y TaOmumi 1
MIpeCTaBICHO HaimommupeHinii Bpa3nmuBocti WEB-momaTkiB. Y 11boMy peHTHHTY
MIPE/ACTABICHO TUIBKH IIKIIMBI MPOrpaMu, BUKIIOYEHO 3 HHOTO PEKJIAMHI Mpo-
rpamu, siKi JiFOTh BEJIbMH HACTUPJIUBO 1 3aBJAI0Th HEIPUEMHOCTEH KOPHUCTYBade-
Bi, aji¢ HE 3aBIAIOTh IIKOAM KOMIT toTepy. st ckiamanHs Tabmuii | HalOimbII
MOUIMPEHUX BPA3JIMBOCTEH JIOJATKIB BHUKOPHUCTAHO OCTAaHHI JOCTYNHI JaHi 3
OWASP (Open Web Application Security Project), sika peryJsipHO OHOBIIIOE peii-
THUHT TOMOBHX Bpas3iuBocTeil [1]. 3a3HaueHI AaHi MOXKYTh BIPI3HATHUCS 3aJICKHO
BiJl POKY Ta reorpagiqHOro perioHy, aje 3arajoM BHTIIAII BinoOpakaloTh TEHE-
HIi1 y cdepi KibepOesnekn.

3rigao manux [1] HalWmommpeHimuMu BpaszauBocTIMH WEB-monmaTtkiB €
SQL-in’ekmii, MixkcaiiToBuii ckpunTuHT (XSS), miapoOka Mi>KCAHTOBHX 3alUTIB
(CSRF), 3mamaHa aBTeHTH(]IKaIlisl Ta YIpaBIiHHA cecisMH, HeOe3MmeuHi mpsami
MIOCHJIAHHS Ha 00'€KTH.

SQL-iH’€eKIlist — 1Ie THIT aTaKH, I Yac KO 3I0BMUCHUK BIPOBAKYE IIKiJ-
nuBui ko SQL y moms BBeACHHS MpOrpaMu, o0 OTPUMATH HECaHKIIOHOBAHUIM
nocty o 6a3u manux [2]. Ll Bpa3nuBicTh Aa€ 3MOTY 3JI0BMHUCHHUKY TIepeTrisiiaTH,
3MiHIOBaTH 200 BHAAIATH KOH(INEHIIHHI AaHi 3 06a3u nanux. Haciminku ycminrHol
aTaky IUIIXOM BIpoBaKeHHS SQL-K0o1y MOKYTh OyTH CepiO3HUMHE: Bifl (piHAHCO-
BUX BTpaT JI0 KoMIipoMeralii koH}igeHuiiHol indopmaii. 1106 3amodirti Brpo-
BaUKeHHIO SQL, po3poOHNUKH TTOBHHHI BUKOPHCTOBYBATH 3aITUTH, 110 MICTATH KOH-
KpEeTHI TTapaMeTpH 1 IepeBipKy 1X BBEJICHHSI, 3 METOIO IIEPEKOHAHHS TOTO (aKTy, 10
BBEJICHI JIaHI KOPUCTYBaYeM OUHIIAIOTHCS JOAATKOM TIepest iX 00poOKoro.

MixcatiToBuii ckpuntuHr (XSS) — IIe THI aTaky, MiJ Yac K01 3TTOBMHCHUK
BIIPOBA/PKY€ IIKIIUIHBI cKpunTH ab6o xox Ha WEB-cTopiHKY, SIKy nmeperisaaiTh
iHmi xkopuctyBadi [3]. Lli CkpuNTH MOXXYyTh BUKOPHUCTOBYBATHCS U KPaJli’KKN
koH(igeHTiHOT iHpopMarlii a00 BUKOHAHHS HECAHKIIIOHOBAHWX il Bia iMeHi
KopucTyBadya. XSS-aTaku MO>KHA PO3JITINTH HA JBi KaTeropii: 30epexeHi Ta Bif-
6wuri. 36epexeni XSS-aTaku TalOTh 3MOTY 3JIOBMHCHUKY BIPOBAAUTH IIKIITTHBHN
KO, SIKUH TOCTiHO 30epiraeThcst Ha cepBepi, a BimOuTi XSS-aTaku BIPOBAIKY-
I0Th KOJ, SKHH HEraHO BiIOMBaeThCS Hazaja KopucTyBauesi. 11106 3amobirtu
XSS-atakam, po3poOHMKH ITOBHMHHI JIe31H(IKYBaTH KOPUCTYBAllbKE BBEICHHS 1
KOJYyBaTH BHUBEJCHHS, 1100 3am00IrTH BIPOBA/DKEHHIO CKpUITiB. KpiM TOTO, BU-
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xopuctanusa Content Security Policy i ¢aitniB cookie Tinpku mast HTTP moxe me
OiTpIIe 3HU3UTH PU3UK XSS.

[inpobxa mixkcaritoBux 3amuTiB (CSRF) — e Twmm ataky, i 9ac sIKOi 37I0B-
MHCHHUK TIPUMYIIIy€ >KepTBY BUKOHATH 1ito y WEB-nomaTky 6e3 ii Bimoma abo 3ro-
1 [4]. Atakun CSRF M0OXyTh BUKOPHCTOBYBATHUCS JII BUKOHAHHS HECAHKITIOHOBA-
HUX Jilf, TAKUX 5K 3MiHa IApOIIsT KEepTBH a00 3/1iIHCHEHHS HECAaHKITIOHOBAaHUX ITOKY-
nok. Hacninku yeninrnoi atakn CSRF MoxyTh BapitoBaTucs BiJi HE3HAUHHX HE3pY-
YHOCTECH 110 cepiio3nux (inancoBux BTpar. I1[06 3amobirtu CSRF, po3poOHuKu
noBuHHI BripoBaautu TokeHn CSRF 1 ynpasiinus ceancamu, 11100 rapaHTyBaTH, 110
3aIIUTH MOKYTh BUKOHYBATHCS TUIbKH aBTOPU30BAaHUMH KOPUCTYBayaMHu.

BpaxoByroun pe3ysibraTi iHGOPMAIIHHOTO aHATi3y HAWOLIBII MOUIMPEHUX
Bpa3nmuBocteit WEB-momaTkiB, MOpIBHSAIBHOTO aHANi3y METOIIB Ta TEXHOJOTIH
BUSIBJICHHSI BPAa3IIMBOCTEH OyJI0 po3po0JIeHO KOHKPETHI aJTOPUTMH JUIS BUSBIICH-
HS TIEBHUX Bpa3iIuBOCTEH, TakuX sk SQL-in’ekmis Ta XSS. AITOpUTM TIPOBEICH-
HSl aBTOMATH30BaHOTO TOIIYKY iH ekniit SQL mpeacraBieHuit Ha pucyHky 1.

Hnsa momryky BpasnmuBoctelt y WEB-momaTkax, Hacammepen iHiIiamizyemMo
SQL-cumBoim B Macusi. Ilicis mporo HEOOXiTHO CTBOPHUTHU [1BA CITUCKH IS 30¢-
piraHHs MOBiIOMJIEHB Mpo noMmiku SQL:

— O/IMH JUIs1 30epiraHHs MOBiJOMIICHb PO MOMHUIIKKA KOHKPETHOT 0a3M JaHuX,
TaKHUX SIK OBIJOMJICHHS TIpo omMmiku SQL Tomo;

— 1HIIH# 7151 30epiraHHs 3arajbHUX MOBITOMIICHB PO MOMUJIKH 0a3u TaHUX.

Jaini BU3HAYa€EMO 3HAYCHHS MOMMWIOK. ITiciss I1BOTO IHIIIANI3YEMO METO.
CKaHepa — CKaHep mpuiiMae nosigomieHHs Ty «http», sik BBeJCHHS BiJ LIyKa-
ga. HTTP-noBimoMIIeHHST MICTHTB BiZIOMOCTI Ipo KokeH 3armuT abo URL-anpecy
31 CITUCKOM TIapaMeTpiB.

JL1s KO)KHOTO TIapameTpa B OBioMIIeHHI «httpy:

— BBeeMo SQL-CHMBOIH 3 MaCHBY;

— TIIepPeBIpUMO BiINOBIIh, MO0 Ji3HATUCS YW BIATIOBiae BOHA ITOBiIOMIICH-
HSIM PO MOMMJIKH 3 JJBOX KapT 200 CITHCKIB;

— nepeBipsiemMo uu BinOyBaeThest 30ir «Flagy ta SQL-Bpa3nuBocCTi;

—y IHIIOMY BHUIIJKy MMOBTOPIOEMO Jii AOMOKH HE Oyjae JOCSITHYTO KiHIIS
CIHCKY ITapaMeTpiB.

PosrisiremMo po3pobiieHuit Ha pucyHKy 4 anroputm s XSS. JIns KOXKHOT
URL-anpecu B cimcky BinBigyBanux URL-ampec:

— BH3HAYa€MO BCl apameTpu;

— BBOJIMMO NapaMETPH B CIHCOK MTapaMeTpiB;

— JUIsl KOYKHOTO TIapaMeTpa B uep3i mapaMeTpis;

— [OCTaBUMO clieHapii abo TectoBuii npukian XSS K BXiTHUH nmapaMerp i
nepe1bayaEMo repeiavy 3armry;

— IepeBipUMO BIAIOBI/Ib, OO BU3HAYHMTH Y HAJaHWI CIieHapiit abo TecTo-
BUM BUMAJIOK;

— TIOBLAOMIIIEMO TIPO IF0 BPA3IUBICTb, SKIIO Y BIATIOBII € CKPHIIT.
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Puc. 1. Anroput™ aBTOMaTH30BaHOTO TOMIYKY SQL-1H’€KIi# y MpO€eKTOBaHIH
cucTeMi

Po3pobxa MoayniB i (yHKIIOHATFHUX MOXIHUBOCTEH 1HCTPYMEHTY NPH3BO-
JUTh JIO CTBOPEHHS KOMIIJIEKCHOTO IHCTPYMEHTY, SIKHH OXOIUTFOE TIMPOKUI
CIIEKTp MOTEHIIHHUX Bpa3nuBocTel. ba3zoBi anropuT™Mu iHCTpyMEHTY 3a0e3rneuy-
FOTh MIIIHY OCHOBY JIJIsl BUSIBIIEHHS Bpa3JIMBOCTEH. 3aranoM po3poOka aBTOMATH-
30BaHOTO THCTPYMEHTY TONIYKY BPA3JIMBOCTEH € BXKIMBUM KPOKOM Ha MLIAXY
migBuIeHHs Oe3nexu BedgonaTkis.
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V]IK 004.056.54
CUCTEMA JIBO®AKTOPHOI ABTEHTU®IKAIIII
TA IX 3ACTOCYBAHHS
Bozoan TPABYEHKOB
Bacuno IYUYUK

Xapkiecvkuil nayionanvuuit ynigepcumem eHympiuinix cnpas,
M. Kam’aneyn-Iloodinvcokuii, Yrpaina.

Abstract. The paper examines the two-factor authentication (2FA) system as an
effective method of protecting information systems from modern cyber threats. The key
principles of 2FA operation, the main types of user verification, and its role in countering
phishing attacks, password theft, and social engineering are considered. Promising
authentication methods, such as passkeys and biometric data that increase the level of
security, are analyzed.

Keywords: two-factor authentication, cybersecurity, phishing, social engineering,
OTP, hardware tokens, passkeys, biometrics.

Anomauia. Poboma docnioxcye cucmemy dgogaxmopnoi aymenmugpixayii (2FA) ax
epexmuerull Memoo 3axucmy iHgopmayitinux cucmem 6i0 cyuacHux xibepzazpos. Posens-
daromuvcs Kn04osi npunyunu pobomu 2FA, ocnosHi eudu nepegipku Kopucmysauis, a ma-
Koofic ii ponw y npomudii’ iiune08UM amaxkam, UKPAOeHHI0 Napoiie ma coyianbHill iHice-
Hepii. Ananizylomocsi nepcnekmueHi memoou aymenmudixayii, maxi sik passkeys ma 6io-
MempuyHi 0ami, o nioSUWYIomsb piéeHb Oe3neKu.

Knrwowuosi cnosa: osopaxmopna aymenmudpicayis, xibepbesnexa, (iwiune, coyianrpua
inocenepis, OTP, anapamui mokenu, passkeys, 6iomempis.

CyvacHuit nudpoBuii CBIT CTHKAEThCS 3 Jiealli OUIBIIMMH 3arpo3amu Kibep-
Oe3rierni, SKi CTBOPIOIOTH BUKJIMKH IS 3aXUCTy JaHUX KOPUCTYBadiB i KOPHOPATHUB-
HuX cucteM. [laponpHuil 3aXuCT, sIK OCHOBHUI 3aci6 ayTeHTH(iKamil, BXe He 3aB-



XKIM 3a0e3reuye Hale)KHUH piBeHb OE3NeKH Yepe3 yacTi BUIaKH BUTOKIB MapoJiiB
Ta 3pOCTAIOUy CKJIAJHICTh METOAIB 310My. Y 3B'SI3Ky 3 IUM, ABO(AKTOpHA ayTeH-
tudikamis (2FA) crae BaXIHMBOIO CKIIQJOBOIO CTpaTerii 3abe3medeHHs Oe3reKu.
Cucrema nBodakTopHOi ayTeHTH(DIKAIIT TOEqHy€e TBa Pi3HUX PiBHI MEPEBIpPKH 0CO-
Ou, 110 TO3BOJISE 3HAYHO MiJBUIIUTH HAMIAHICTh 3axucTy. [lo€aHAHHS TpaguIliii-
HUX TaPOIIB 3 TOJATKOBUMH METOIAaMH, TAKUMH SIK OJTHOPA30Bi KO, OioMeTpHdHi
JlaHi 91 arapaTHi TOKEHH, 3HAYHO YCKIIQIHIOE OCTYTI 3JI0BMHCHHKAM.

JBodakropua ayrentudikamis (2FA) € KIHOYOBUM KOMIIOHEHTOM MOJENI
Oe3reKy 3 HyJIbOBOKO JIO0Bipoto. J[is 3abe3neueHHst 3aXUCTy KOH(IAEHIIHHOT iH-
(dopmarii HeOOXiTHO BOEBHHUTHUCS, III0 KOPUCTYBadi, 5IKi HAMAraroTbCs OTPUMAaTH
JOCTYI 10 IMX JaHUX, CIPaB/di € THMH, 32 KOoro cebe BuaawTh. 2FA € mieBum
croco0OM 3axXHCTy Bij 0aratboX 3arpo3 Oesmelr, CIpsIMOBaHUX Ha MapoJii Ta 00-
JIKOBI 3aITMCH KOPUCTYBAdiB, BKIFOYAIOUX (PIIIMHT, aTAKH METOJOM rpy0oi chiy,
KpaJiKKy OONIKOBHX JaHuX ToIo [1].

JlBodakTopHa ayTeHTHGIKALIS NOAAE [Ie OJHMH IIap 3aXHCTY J0 3BHYAIHOTO
mapoist ado PIN-koxy ass o6ikoBHX 3ammiciB, (JiHAHCOBUX aKTHBIB Ta iHIIHX BaXK-
JIMBUX OHJIalH-akayHTIiB. IIpy BXozi B cHCTeMy KOpHCTyBad Ma€ HaJaTH ABA THITH
MATBEP/PKEHHs 0COOH, 1110 3HAYHO YCKJIA/IHIOE HECAHKLIIOHOBAHUI JOCTYI JIO0 CHC-
TeMH. AKTyabHICTb 2FA MOSCHIOETRCS KUTBKOMA KITFOUOBUMH PHIHHAMU:

3pocrannsa kibep3arpo3. 3rimHo 3 mochimkeHHsM Rakuten Viber, 81% i3
35000 onuTaHMX KOPUCTYBa4iB CTHKAKCS 3 Kibepiaxpasmu, a 82% Big3HaduIy,
IO TPOTSTOM OCTAHHBOTO POKY IHTEPHET-IIaXpaiicTBO CTaO OUIBII HOIIUPEHHUM.
JBodakropHa ayTeHTH(]IKAIISI CTBOPIOE JOJATKOBHUI Oap'ep IS 37I0BMUCHHKIB.

30epexenns koH(pimeHmiiHocTi. 2FA monomarae 3aXMCTUTH OCOOHUCTI JaHi,
Taki sik 0aHKIBCBbKI PEKBI3UTH, €JIEKTPOHHI aJ[pecy Ta HoMepH TeledoHiB, sKi cTa-
HOBJISITB 1HTEpEC AT MIaxpaiB.

3axuct inaHcoBux akTuBiB. [IBohakTopHA ayTeHTU(IKAIS 10Aa€ A0AATKO-
BUH piBeHb OE3IEKH JJIsl OHJIAaiiH-0OaHKIHTY Ta €JICKTPOHHUX IUIATexKIB [3].

IToTpeda y nBodakTopHIl ayTeHTU}IKAIIT 3HAYHO 3POCIIA, OCKLUTEKA KOMITa-
Hii, Jep>KaBHI yCTAaHOBU Ta IIMPOKA TPOMAJCHKICTh PO3YMIIOTh, IO OJHI JIHIIE
Mapoji He 3a0e3MeYyI0Th JOCTATHBOTO 3aXUCTy OOJIKOBUX 3aMHCIiB Y CY4aCHOMY
TexXHIYHOMY cepenoBuii. CepeiHs BapTiCTh BUTOKY JaHHUX 3apa3 NEpEBHIIYE J1Ba
TPWIBHOHU JlodapiB mopiyHo. Xoya 2FA nonomarae 3aXMCTHTHCS Bij Oararbox
3arpo3, HalUMOIIMPEHININMH CepeJl HUX €:

Buxpazneni mapomi. 3Bu4aifHuii maponb Moxe OyTH BHUKOPHUCTaHUH OyIb-
KHM, XTO OTPHMAE J0 HHOTO A0CTyI. Hanpukiiaz, sIKIo KOprUcTyBay 3armcye CBii
IIapoJIb Ha TManepi, H1oro MoXKyTh BUKPACTH I BXOIY 10 00JikoBoro 3amucy. Ha
BiaMiHY Bif mporo, 2FA mepeBipsie oco0y KopucTyBada depe3 JOAATKOBHH MpH-
CTpiii micist BBEAGHHS MapoJIs.
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CouianpHa iHXeHepis. Xakepy 4acTO MaHIIyJIIOIOTh JIOJbMH, 11100 3MyCHTH
ix po3kpuTH cBoi mapouni. 3o0kpema, Buaatoun cede 3a [T-axiBiiB, BOHM MOXYTh
3aBOIOBATH [IOBIpy KOPHCTyBada, a IOTIM 3alHUTaTH OOJIKOBI JaHi IUIA BXOIY.
2FA 3axwummae BiJ TakMX aTak, 3[iHCHIOIOYH TEPEeBIpKy MicIie3Hax o KeHHs Ta [P-
aJipecH Iiciisl BBEJCHHS MapoJIsl.

OimuHTOBI aTaky. Xakepu 4acTO PO3CHIAIOTH CNEKTPOHHI JIUCTH i3 MOCH-
JAaHHAMH Ha IIKiIJIMBI CalTH, SIKi MOXKYTh 3apa3suTH KOMI'TOTEp KOpUCTyBada abo
MepeKoHaTH Horo BBecTH cBOi mapouti. [licis oTpuMaHHS Li Maposi MOXYTh BHU-
KopucToByBatucs s 3moMy. 2FA normomarae 6opotucst 3 (ilIMHroM, 10Jar0uu
JOJATKOBUH PiBEHB ITEPEBiPKH MicIsl BBEACHHS Mapois [2].

IIporiec nBodakTopHOI ayTeHTH(IKALi 3a3BUYall BKJIIOYAE KilbKa CTalliB:
CHOYaTKy KOPHCTYBad BBOJAUTH CBOE IM’S KOPHCTyBaua Ta Mapojb Ha CTOPIHII
BXOJy. SKIIo mi oOMiKOBI IaHi MpaBIIBHI, CHCTEMA 3alUTYy€e APYTHA (BakTop ay-
teHTudikanii. Kopuctysad noBuHeH HagaTy Leit ¢paxkTop, SKUil MOKe OyTH:

— OpnHopaszosuii mapoinb: kopuctyBau orpumye OTP yepes enekrpoHHy mo-
mry, SMS abo 3a gomomoror MoOinmsHOTO nonatka. Leit xom moTpibHO BBECTH
MIPOTATOM OOMEXEHOT0 Yacy.

— AnapatHuii TokeH: ¢i3uuHui npuctpii, Hanpuknaa, USB-kmou abo NFC-
TOKEH, KM BCTABIAETHCS a00 MPUKIANAETHCSA O MPUCTPOIO KOPUCTYBada IS
3a0e3MeueHHs 10JaTKOBOTO PiBHA 3aXHUCTY.

— Push-crioBimeHHs: KOPUCTYyBaY OTPHMYE CIIOBILIIEHHS Ha CBili cMapThOH i
MIATBEPKYE BXIJ, HATUCKAIOYH "M ITBepAUTH "

— Passkeys: HOBuII MeTon aBTeHTH(}IKaIl 0e3 MapoliB, MO BHKOPHCTOBYE
OiomMeTpuuHi JaHi, Taki SK BIIOWTKH NalbIiB a00 pO3Mi3HABaHHS OOJINYYSL.
Passkeys 30epiratoth npuBaTHi kpunrorpadiuHi KII04i Ha 0COOMCTOMY MPUCTPOT,
3abe3neuyroun Oe3mnepepBHY aBTeHTH(iKamifo 0e3 HeoOXiTHOCTI BUKOPHCTaHHS
OTP ab6o mapostis.

Hosuii MeTon aBTeHTHdiKamii 6e3 mapoJiB, 0 BUKOPUCTOBYE OiOMETpUUHI
JlaHi, TaKi 9K BiIOWTKHU MaJbliB a00 po3mi3HaBaHHs oOnmmuds. Passkeys 30epiraroTh
MIpUBaTHI KpUnTorpadivHi KIr0di Ha 0COOUCTOMY MPUCTPOI, 3a0e3euyrodn Oesre-
pepBHy aBTeHTH(iKanifo 6e3 HeoOxigHoCcTi BukopuctanHsa OTP abo mapouis. [4].

OTxe, cucrema aBodakropHoi ayreHTHudikanii (2FA) crana oxHuM i3 Haid-
Ba)XJIMBILIMX IHCTPYMEHTIB y Cy4acHOMY apceHali MeToniB KibepOesneku. Bona
HaJIAHO 3MIIHIOE 3aXUCT 1HGOPMAILIMHUX CHCTEM, MOETHYIOYH JIBa HE3QJICIKHI
(hakTOpH MEpeBipKU KOPUCTYBaya, 10 3a0e3Medye 3HaYHO BHUIUHN PiBeHb Oe3MmeKn
MOPIBHSHO 3 TPaJUIIHHOI0 ayTeHTU(]IKALIE0, sIKa BUKOPUCTOBYE JIMIIE MApOJIi.
BrpoBamxennst 2FA 1o3Bosnsie epeKTHBHO NMPOTUCTOSTH YHCICHHAM 3arpo3am,
30KpeMa (hiIIMHrOBHM aTakaM, KpaaikKaM OOJIIKOBHX JaHWX Ta CIpoOaM HECaHK-
LIOHOBAHOTO JIOCTYIIY.
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YK 004.056.55:004.738.5
AHAJII3 METOAIB TA IHCTPYMEHTIB JJIA IOITYKY
BPA3JMBOCTEM Y WEB-JIOJATKAX

Anopin IBAHYCA
Anacmacia COPOKA
Anacmacia JTAHYEBHY
Kagpeopa ynpaeninna inghopmauiiinoro 6e3nexoio JIvsiscokuii oepcasnuil
yHigepcumem 0e3nexu yncummeoianvnocmi, m. JIveis, Ykpaina.

Abstract. An information analysis of scientific research on the topic of WEB
application security was conducted, and it was found that the market lacks high-quality
software products for scanning WEB application vulnerabilities. It was found that existing
tools do not always effectively detect all types of vulnerabilities, which increases the risk of
successful attacks and requires improvement of security approaches. The work includes a
system analysis to study vulnerability search methods, a comparative analysis to identify
the advantages and disadvantages of manual and automated testing, as well as a system
synthesis for developing a software product. Also, a comparative analysis of manual and
automated testing showed that although manual testing provides a more detailed analysis
and is able to detect complex logical vulnerabilities, automated testing is much faster and
better suited for regular scanning of large WEB applications.

Keywords: WEB application, automated search systems, vulnerability scanning, SQL
injection algorithm, XSS algorithm, cybersecurity.

Anomauia. [lposedeno iHghopmayitinull ananiz HAYKOGUX OOCTIONHCEHb 3a MeMOI
besnexu WEB-000amkis, i 6CMAaHo8I€H0, WO HA PUHKY He BUCNAYAE SAKICHUX NPOSPAMHUX
npoodykmie 0ns cKkamyeamHs epaziueocmei WEB-dooamxig. Buseneno, wo icuyroui in-
CmpyMeHmu He 3a8xcOu eheKmuHo SUABTAIMb YCi 8UOU 8PA3TUBOCHIEN, WO NIOBULYE
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PUBUK YCRIWHUX amMAaK ma nompedye 600CKOHANEHHs Ni0X00i8 00 3abe3neuents 6esneku. Y
pobomi npogedeHo cucmemMHUll aHANI3 Ol GUGHEHHS Memooié NOWLYKY 8pPA3IU80CEl,
NOPIGHATbHULL AHAI3 OJIsL BUABIIEHHS Nepesas | HeOONIKI8 PYUHO20 MA A8MOMAMU308AHO20
mecmy8anHs, a MAaKoiC CUCIEMHUL CUHmMe3 Osl PO3POONEHHSI NPOSPAMHO20 NPOOYKMY.
Takooic nopieHsIbHUIL AHANI3 PYYHOSO [ AGMOMAMU308AHO20 MECMYSAHHL NOKA3A8, U0
Xoua pyuHe mecmysanus 3a0esneuye O6inbil 0emanbHull aHaniz i 30amue 8UABUMU CKAAOHI
JI02TUHI 8PA3IUEOCTNI, ABMOMAMUZ08AHE MECTNYBAHHA SHAYHO wieUOwe i Kpawe nioxooums
ona peeyaapnozo ckanysanns eenukux WEB-dodamxis.

Knrouoei cnosa: WEB-0ooamox, cucmemu agmomamuzo8anoeo nowyKy, CKaHy8anHs
epasznusocmetl, aneopumm SQL-in’exyitl, anecopumm XSS, kibepbesnexa.

TectyBaHHsI Bpa3NMBOCTEH — BaXIMBHU Ipolec 3a0e3rnedeHHs Oe3neKu
WEB-nonatkis. Bin Bkimodae B cebe BusBICHHs BpasnuBocTeid y WEB-nonartky,
SIKI MOXKYTh OyTH BUKOPHCTaHI 3T0BMHCHUKaMH. [CHye 71Ba OCHOBHI METOIH Tec-
TyBaHHs BpPA3JIMBOCTEH: pyYHMH 1 aBTOMaTH4YHUH. PydHe TecTyBaHHS moTpedye
BTPYYaHHS JIIOAWHM, Y TOW Yac SK aBTOMATH30BaHE TECTYBaHHS BHKOPHUCTOBYE
IporpamHi 3acodu Juts ckanyBanHss WEB-1107aTkiB Ha HasiBHICTh Bpa3INBOCTEH.

IcHyroTh Takox 1 pizHi MeToan 3axucty WEB-momaTkiB, Aeski 3 KX € pyd-
HUMH, 2 IHIII — aBTOMAaTU30BaHUMU. Py4Hi MeTOM MOXYTh OyTH €(EeKTHBHUMH,
aJic BOHH 3a0MparoTh 0arato vacy i morpeOyroTh KoMaHau (axiBifip 3 Oe3meku. 3
iHIIoro OOKy, aBTOMaTH30BaHI METOAM MIBUALI Ta e(EeKTHUBHIlI, aje BOHH MO-
KyTh OyTH HE TAKMMH TOYHUMH, SIK py4Hi. [loeaHaHHS pyYHHX I aBTOMAaTHUYHHX
METOJ[IB MOXe OyTH HaWKpamuMm IMiAXoaoM a0 3a0esneueHHs Oesneku WEB-
3acTOoCyHKIB. Po3poOka aBTOMAaTH30BaHOTO MOMIYKY BpasiauBocTed it WEB-
JOJATKIB MOXKE CTaTH MEPCICKTUBHUM ITiXOIOM 10 IiIBHUINCHHS e(pEeKTHBHOCTI
aBTOMATH30BaHUX METOIiB.

OptHi€r0 3 CYTTEBUX NEpeBar pydHOTO TECTYBAHHS BPA3JIMBOCTEH € Te, 110 11
peTenbHUM MPOLIEC, SIKWH 1a€ TOYHHN pe3yibTaT. TecTyBaIbHIUKA MOXXYTh BUKOPH-
CTOBYBaTH CBill JOCBiJ, KpPEaTWBHICTh Ta IHTYIIiO IS BUSBICHHS HOTEHINHNX
BPa3JIMBOCTEH, SIKi MOXKYTh IPOIYCTHUTH aBTOMAaTH30BaHi iIHCTpyMeHTH. PydHe Tec-
TYBaHHS TAKOXK JIa€ 3MOT'Y TECTYBaJIbHUKaM IMITyBaTH peajibHi aTaku i pO3yMiTH, SIK
3JI0BMHCHUKH MOXXYTh BHKOPHUCTOBYBaTH BpasnuBocTi. KpiM Toro, pydHe recry-
BaHHS MOYKE BUSIBUTH CKJIaJIHI BPA3JIUBOCTI, 5IKi TOTPEOYIOTh MIMOOKOTO PO3yMIiHHS
apXITEeKTypH 3aCTOCYHKY 1 CYKYIHOCTI BUKOPHCTOBYBAHNX TEXHOJIOTIH.

ABTOMAaTHYHE TECTYBAaHHS BPA3JIMBOCTEH Ma€ MEBHI 0OMEKEHHA. ABTOMATH-
30BaHi 1HCTPYMEHTH MOXYTb IPOITyCTHUTH JEsKi BPa3IMBOCTI, JUIS BHSBICHHS
SIKMX MOTpiOHEe BTpydaHHs JitoguHU. KpiM TOro, aBToMaTn3oBaHe TECTYBaHHS HE
MOJKE IMITYBaTH peaibHi aTaky, 10 YCKJIQJHIOE PO3YMIHHS TOTO, SIK 3JI0BMHUCHH-
KH MOXXYTh BUKOPHCTOBYBATH BPa3JIMBOCTi. ABTOMAaTH30BaHE TECTYBAaHHS TaKOX
oOMeKeHe BPa3JIMBOCTSIMH, SIKI MOKE BUSBUTH IHCTPYMEHT, 1110 YCKJIa/THIOE BUSIB-
JICHHS CKJIQJIHUX BPa3JIMBOCTEH, SIKI MOTPEOYIOTh TIIMOOKOr0 PO3YMIHHS apXiTek-
TypU 3aCTOCYHKY 1 CYKyTHICTh B3a€MO3B’S3aHUX TEXHOJOTiH. SIk pydHe, Tak i
ABTOMAaTH30BaHE TECTYBAHHS BPa3JIMBOCTEH MAIOTh CBOI MIepEeBaru Ta HeJ0JNIKH.



[HCTpyMEHTH aBTOMAaTH30BAHOTO TECTYBAHHS BPa3lIMBOCTEH BHUKOPHUCTOBY-
I0ThCA [UISl aBTOMATH3allii IPOLECyY BUSBICHHS BPA3IMBOCTEH 1 MOKYTh BUKOpPHC-
TOBYBaTHCS ISl BUSBJICHHS MIMPOKOTO Koia mpobOieMm, BKIOYHO 3 SQL-
IH'€KIisIMHA, MDKCaWTOBHMH CIEHApiAMHU Ta IHIIMMH Bpa3imuBocTaMu [1]. Bymo
MIPOBEJCHO KiJbKa JOCII/KEHb 3 aBTOMATH30BAHOTO TECTYBAHHS BPA3IMBOCTEH
s WEB-nonatkiB. OfHe 3 TakuX TOCIiKEHb O0YyJI0 MMPOBEACHO MOCTiTHUKAMU 3
Kaniopniiicekoro yHiBepcutery B Canta-bap0api, siki po3poOWiIi iHCTpYMEHT
mig HazBoro "Peach Fuzz" s aBTOMaTn3oBaHOTO TECTyBaHHS BPa3iIMBOCTEH.
IHcTpy™MeHT OyB po3poOiieHunit aist BusiBeHHs1 BpasnuBoctell y WEB-nonaTkax
LIISIXOM CTBOPEHHSI HaOOpY TECTOBUX BHIIAJKIB, SIKIi MOYKHa BHKOPHCTOBYBATH
JUIsL BUSIBJICHHS! clla0KuX Micup y nojarky. Jocmignuku BusiBuiy, mo Peach Fuzz
3MIr BHSBUTH Kilbka BpaszmuBocter y WEB-nomatkax, Bkmrouno 3 SQL-
1H’€KIISIMU Ta MIKCAaHTOBUMHU clieHapisamu [2].

[Hme mocmimpkeHHs MPOBETH JOCITIIHUKY 3 Y HiBepcUTeTy MepineHma, ki po-
3pobmm iHCcTpyMeHT min HazBoro "WebSSARI" ams aBTOMaTH30BaHOTO TECTyBaH-
HS Bpa3JIMBOCTeH. [HCTpyMeHT OyB po3po0ieHnii A71si BUSHAYCHHS BPAa3IIMBOCTEH y
WEB-nmonaTkax nuoisixoM aHalli3y KOy Ta BHSBJICHHS MOTCHIIHHUX BPa3IUBOCTEH.
Jocnigauky BusiBuiy, 1o WebSSARI 3Mmir BusiBuTH Kintbka Bpaznuocteil y WEB-
JOaTKaX, BKIFOUHO 3 SQL-1H’ €KITisIMU Ta MIXKCAHTOBUMH CLieHapisiMu [3].

Jocninauky 3 BallMHITOHCHKOTO YHIBEPCHUTETY, PO3POOMIIH IHCTPYMEHT TIiJ{
Ha3Bolo "AppSealer" aist aBTOMaTH30BaHOTO TECTYBaHHS BPasziIMBOCTEH. [HCTpY-
MeHT OyB pO3pO0OJICHHUIT 1JIsl 3HAXO/PKEHHST BPa3JIMBOCTEH y MOOUIBHUX JIOJJaTKax
LUIAXOM aHaIi3y KOy Ta BUSBJICHHS MOTCHIINHUX BPa3IUBOCTCH. JoCIiqHUKH
mmokasainy, mo AppSealer 3Mir BUSBUTH KiTbKa BPa3JIMBOCTEH y MOOUTFHHX J0/1a-
TKax, 30KpeMa HeOe3ledyHe 30epiranHs JaHuX, HeOe3meuHuil 3B 130K 1 HebOe3mey-
Hy aBTOpH3aIlio [4].

Ile ogre nocmimKeHHs, MpoBenH BueHi 3 Texachkoro yHiBepcutery B OCTiHi.
Bonn po3pobunm iHCTpyMeHT mij Ha3Boro "Sage" IS aBTOMaTH30BaHOTO TECTY-
BaHHS Bpa3IMBOCTEH. [HCTpyMEHT OyB po3po0seHni 1T BUSIBICHHS BPa3IMBOCTEH
y WEB-110/1aTkax HuisixoM CTBOPEHHSI HA0Opy TECTOBHMX BHIIQJIKIB, SIKI MOXKHA BH-
KOPHCTOBYBATH ISl 3HAXOJKEHHS! CIIA0KUX MICIb y 10AaTKy. JlociiHuKkn nokasa-
I, 110 Sage 3MOrJia BUSBUTH KillbKa BpasziauBoctedl y WEB-no1aTkax , BKIIFOUHO 3
SQL-in’€eK1i€r0, M>KCANTOBUM CKPHUITTHHIOM Ta IHIIUMH BPA3IMBOCTIMH [5].

3aranom, aBTOMATH30BaHM IHCTPYMEHT IIOLIYKY BpPa3jMBOCTEH MOBHHEH
HA/IaBaTH KOMIUICKCHE 1 HaJiifHE PIllCHHs AJIST BHSBICHHS | 3HIDKCHHS PU3UKIB
oesmekn y WEB-nonatkax.

Bubip ontuMansHOrO METOay po3poOJIeHHsST aBTOMATH30BAHOTO IHCTPYMEH-
Ty TomIyKy BpasnuBocteld st WEB-101aTKiB 3a1€KHTh Bii KOHKPETHUX MTOTPEO
i mineit npoekty. OnHaK KOMOIHAIS CTATUYHOTO 1 MTUHAMIYHOTO aHANi3y KOIYy
yacTo e(eKTHBHA NP BUSBICHHI Bpa3nuBocTedl. KpiM TOro, MammHHe HaBYaHHS
MOYKHa BHKOPHUCTOBYBATH JJIsl IIJIBUIIEHHS TOYHOCTI BHSIBJICHHS BPa3jiMBOCTEH
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[6]. Tomy normineHO OYy70 MPOBECTH TMOPIBHAJIBHUNA aHANI3 METOJIB BUSIBICHHS
BpaznmuBocteit WEB-momaTkiB, sIKuif IpeaCcTaBICHO Y TaOIHII.

Tabnuysa 1. Hopisusanus memodis susgienns epaziusocmeil WEB-0odamkis

HUH U OIBHJKOTO BUSBIICHHS BiJIOMHUX
Bpa3IMBOCTEH

Anroput™ / Me- Omc [Ipuxnaau BpasnuBocTei,
TOT, 10 BHSBJISIIOTHCS
BukopucroBye 6asy Bimomux curHaryp | SQL-iH'exmii, MixcaiiTo-
BPa3IMBOCTEH JUI TOPIBHSAHHS 3 KOJXOM |BHH ckpunTHHT (XSS),
CkaHyBaHHS .
abo 3armmramn WEB-nonarka. Edexrtus- | Bpa3nuBi KOMIIOHEHTH
CHTHATyp

AHaIi3 MoBeIiHKN

AHarnizye TOBEAIiHKY JOJaTKa X dYac
BUKOHAHHS [UI1 BMSBJICHHS HETUIIOBHX
I abo aHOMaUTiit

Buroxu manmx, migo3pini
omeparmii, 3MiHa TpaB
JIOCTYITY

Fuzz-tecryBanus

BBenenns BUnagkoBux ab0 IMOMMIIKOBHX
JAHUX y JOJAaTOK Juli IPOBOKYBaHHS
HOMMJIOK 200 HEKOPEKTHOT MOBEIiHKH

SQL-in'exmii, XSS, Oy-
(hepHi mepenoBHEHHS

" .| AHami3 BuxigHoro komy Oe3 BukoHaHHSA | HemocTtaTHili  KOHTpOIb

CraruyHuif a”amni3 o .

JofaTKa JUIi BHSIBICHHS BPA3IUBOCTEH | JOCTYIIY, BOy10BaH1
koxy (SAST) . .

Ha paHHIX eTamax po3poOKH napodi, XSS
JuHaMigHHH AHaji3 roaaTka i 4yac Horo BukoHaHHs. | SQL-in'eiii, CSREF,
aHai3 Koy ImiTye araku 3 MeTOIO BUSBIEHHS Bpas-| XSS, BuTIK KoHpineH-
(DAST) JMBOCTEl LIHUX TaHHUX

Amaii3 noTokis
JIaHUX

Ilepesipsie, K TaHi TEPEMIIIYIOTECS MK
pi3HUMH KOMIIOHEHTaMH JOJATKa UL
BHSIBJIEHHSI HEOC3MEYHMX IIISXIB

SQL-iH'ekii, BUTOKH
KOH(DIICHIIIITHUX TaHUX

Mertop “gopHoi
CKpPUHBKH”

TectyBanHs 0€3 IOCTYIy JO BHXIJIHOTO
Komy. BusBIsle Bpa3MBOCTI IIIAXOM
iMiTaIll aTak i3 30BHIIIHBOTO CEPEIOBH-
a

SQL-ix'exmii, XSS, Biak-
pUTI  TOPTH, TOMUIKA
aBTOpU3AIlii

Meron “6inoi
CKPUHBKH”

TectyBaHHS 3 MOBHMM JOCTYIIOM IO
BUXITHOTO KOAy Ta iHQPacTpyKTypH
Jlo/1aTKa

Jloriudi MMOMHIIKH, HEIO-
CTaTHI KOHTPOJb JIOCTY-
my, Oi3Hec-Jorika

Amaiti3 3a 10mo-
MOTOK0 MaIlIMHHO-
ro HaBYaHHS

BuKkOpHCTaHHS alNrOpUTMIB MAIIHHHOTO
HABYAHHS /U BUSIBJICHHS HOBHX 1 HETH-
MOBHX BPAa3JIMBOCTEH Ha OCHOBI moIepe-
JIHIX aTaK

AHOMaJIbHI 3aIUTH,
DDoS-ataku, HOBI (hopmu
1H' €Ki

AwnaJi3 Ha OCHOBI
mabmonis (Pattern
Matching)

BusiBIeHHsS Bpa3IMBOCTEH LUIIXOM MO-
IIyKy OIa0JIOHIB BiJOMHX aTak abo Bpas-
JMBOCTEH y KoAi abo MepexeBoMy Tpa-

Gixy

SQL-in'exmii, XSS, mia-
poOKa 3amuTiB MK caii-
tamu (CSRF)
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Hanpsawm 4

3AXUCT IH®OPMAII B KOMIT'IOTEPHUX MEPEXAX

V]IK 004.056.7 5
POJIb IIU®PYBAHHSA Y 3ABE3NNEYEHHI KOH®IIEHIIMHOCTI
TH®OPMAIIIT

lean CABAJAX
Bacunvs IVIUHK
Xapkiecokuii  nayionanvHuil  yHigepcumem  GHYmMpIWHIX  CHpag,
M. Kaw’aneyn-Ilodinvcokuii, Yrpaina.

Abstract. The role of encryption in ensuring confidentiality and data protection in the
digital environment is investigated. The main encryption methods are described, including
symmetric and asymmetric algorithms, hash functions and end-to-end encryption. Special
attention is paid to the use of encryption in email, databases, cloud technologies and
mobile devices to protect against modern cyber threats.

Keywords: encryption, confidentiality, symmetric encryption, asymmetric encryption,
hash functions, digital signatures, cybersecurity, data integrity.

Anomauia. /Jocniodsceno ponv wiugpysanns y 3abesneyenti KOH@ioeHyitinocmi ma
3axucmy Oauux y yu@posomy cepedosuwyi. Onucyiomvcs 0CHOSHI Memoou wugpysans,
BKIOHAIOYU CUMEMPUYHI A ACUMEMPUYHI al2OPUMMY, Xeul-QyHKYIl ma HacKpizHe wug-
pysanns. Ocobausa yeaza npudinena 3acmocy8antio WUQPY6anHs 6 eneKmpoHHil nowmi,
baszax 0aHux, XMapHux MexHoN02IAX Ma MOOINHUX NPUCPOAX Ol 3AXUCTY 6I0 CYUACHUX
Kibep3acpo3.

Knrwuoei cnosa: wugpysanns, kongioenyiinicms, cumempuyne wu@dpy8anHs, acu-
Mempuune wugpysanus, xeuwi-QyHkyii, yugposi nionucu, Kibepbesnexa, YinicHicms OAHUX.

VY cyyacHOMy 1(ppOBOMY CBITi, Ie OOMIH iHQOpPMAIII€I0 BiIOYBAETHCS MIO-
CeKyH[IY, TUTaHHSI KOHQIACHIIIHOCTI Ta 3aXHCTy JaHUX HAOYyBarOTh OCOOJIMBOTO
3HaueHHs. [lludpyBanHs € oaHMM i3 Halle()eKTHBHIIINX METOJiB 3a0e3TMeUeHHs
Oe3nexu iHGoOpMaIllii, SKUH JOrOMarae 3aXWCTUTH JIaHi BiJi HECAHKI[IOHOBAHOTO
JOCTYITy, KPaAKKA Ta MapoOku. BoHO BUKOPUCTOBYETHCS B pi3HUX cepax, mo-
YUHAIOYH BiJl OCOOMCTOTO JMCTYBaHHS 1 3aKIHUYIOUM 3aXHUCTOM KOHQIACHIIIMHOT
iHpopMarii B KOPIIOPATHBHUX Ta JepKaBHUX cucTeMax. OCKIIBKU cydacHi Kibep-
3arpo3u CTAlOTh JAeAajli CKJIAQAHIIINMHK, POJIb IMHU(PYBaHHS CTa€ HAI3BUYANHO
BaXXJIUBOIO y MOOYTOB1 HAMIMHAX CUCTEM OE3IEKH Ta 3aXHCTi OCOOHUCTHX.

IudpyBanHs — 1e npolec NPUXOBYBaHHs iH(pOpMAIi] 32 JOMOMOTIO0 clie-
nianbHOrO Koay. ITicnst mmdpyBaHHs At JOCTYIy A0 aHUX MOTPIOHO 3HATH LIeH



Kox, mo6 3ailicanT AemmdpysanHsa. Merta poro mporecy — 3abe3nedeHHs 10c-
TYIy O AaHUX JIHIIE JUII THX, XTO Ma€ BiIIOBIAHUIN KO, poOJIsdH TaHi HEIOCTY-
ITHUMH JJI51 CTOPOHHIX 0cib [1].

[ndpyBaHHS BUKOPHCTOBYETHCA B Pi3HHUX Cepax Ta MOKE BKITIOUATH Pi3HI
METOJIH, TaKi SIK CAMETPUYHE, aCHMETPHYHE, XelI-(QyHKIIii Ta ToMOMOpQHE Q-
pYBaHHS, KOKEH 3 SIKUX aJIallTOBAHUH JUIA KOHKPETHUX MOTped Oe3nexu Ta goxa-
TKiB. CMeTpuyHe mupyBaHHs nepeadadae BAKOPUCTAHHS OJHOTO i TOTO camo-
ro Kiroya s mudpyBaHHs Ta AemmppyBaHHs, 110 e)EKTUBHO ISl BEIIUKUX 00-
cariB panux. Cepen mpukianie — AES (posmmpenuii cranpapt mudpyBaHH:),
DES (cranpapt mmdpysanns nanux) i 3DES (notpiitauit DES). Acumerpuune
mmpyBaHHs 0a3yeThCsl Ha Tapi KIIOYIB: BIAKPUTOMY Uil MM(pyBaHHS Ta 3a-
KPUTOMY JAJIsl PO3IIU(POBKH, IO TO3BOJAE Oe3rmeyHnil oOMiH 6e3 morepeaHpoi
nmepenadi kmrouiB. Ilpuknanun BkmrodatoTe RSA (amroputm Pieecrta-Illamipa-
Amnemana) i ECC (kpunTorpadito emnTHIHHX KpUBUX). Xem-(QpyHKIII € oqHOC-
TOPOHHIMH MaT€MaTWYHUMH aJTOPUTMaMH, IO NEpPETBOPIOIOTh BXiTHI AaHi y
¢ikcoBaHMit 32 po3MipoM OANTOBHUI PSAAOK 1 3aCTOCOBYIOTHCS U MIEPEBIPKH ITiITi-
cHocTi maHux Ta nudpoBux mianucis. [Ipukmagamu € SHA-256 i MDS5 (ocranss
BBa)KAETHCS 3aCTAapiliol0 Ta HEeHaAilHOIO 1y Kpunrorpadii). bnokosi mudpu
NpaLoTh i3 OokaMu AaHux (iKCOBAHOTO pO3Mipy, 3a3Buyail 64 ado 128 Oir,
BUKOPHCTOBYIOYM cuMeTpuuHuii kirou. [Ipuknamu — AES i DES. ITotokosi mmd-
pu 00poOIISIOTH AaHi Mo OiTy a0 GaifTy, 110 MiAXOAUTH IS Oe3MepepBHOI mepe-
nadi manux, Hanpukiang RC4 i Salsa20. T'omomopdue mmdpyBaHHS H03BOJISIE
BUKOHYBaTH OOYHUCIICHHS HaJl 3alIM()pOBAaHUMH JaHUMHU 0e3 HeoOXiJHOCTI iX po-
3mMUQPPOBKY, 30epiraroun KOHQIACHIIHHICTE Tix Yac obuucneHp y xmapi. [Ipuk-
nmagn — mmdpysanHs Paillier i moBHe Tomomopdue mmppysanas (FHE). Ha-
CKpi3He mmQpyBaHHs 3a0e3redye, 110 JIMIIE CTOPOHH CIUIKYBaHHS MalOTh JOC-
TYI 0 TTOBIIOMJIEHb i HIMPOKO BUKOPHCTOBYETHCS B MECEHIKEpax Ta MPOTOKO-
nax Gesneku, Takux sk mporokoin Signal i OTR (Off-the-Record) [2].

udpyBanHs Bimirpae KIFOYOBY poib y 3a0e3neueHHi Oe3nekn Ta KoHpine-
HIIIHHOCTI 1aHKUX Y HU(POBOMY CEepelOBHILl, i HOTO BUKOPUCTAHHS OXOIUIIOE Pi3-
Hi cdepH, e 3aXucT ocoductol iHpopmarii € KpUTHIHO BaxJIUBUM. OCHOBHI Ha-
MPSIMKH 3aCTOCYBaHHS MK (PyBaHHS:

ndpyBaHHA €IEKTPOHHOI MOIITH: 3aXHIA€ eIEKTPOHHI JIUCTH BiJl HECAHK-
mioHOBaHOTO AocTymy. [Iporokonu, sik-oT PGP (Pretty Good Privacy) i S/MIME
(Secure/Multipurpose Internet Mail Extensions), 3abe3neuytors mmdpyBaHHs Ta
uQpoBuil miAIIC JTNCTIB.

HIudpysanns Tpadiky: N03BOJSE 3aXUILATH IIEPEAaBaHHS AaHUX Y MEPEKi.
IMporoxomn HTTPS, SSL i TLS BukopucToByroThCS 111 MM pyBaHHs iHPopMa-
1ii, 0 nepenaeTbes MiXk BeO-caiiTaMu Ta KOpUCTYBauaMH, 3abe3neuyodn Oesre-
YHICTh OHJIAHH-TPAH3aKIIiH.

MudpyBanas dainiB: romomarae 3amo0irTH HECAHKIIIOHOBAHOMY IOCTYITY
1o xoHOpineHninHNX Qaiinis. [HcTpymenTtH, sk-ot BitLocker, VeraCrypt i AES,
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3a0e3nedyroTh MUPPyBaHHA JaHUX Ha PiBHI OMEpAIliifHOI CHCTEMH Yd OKPEMHUX
¢aiinis.

MudpyBanas 6a3 JaHUX: TO3BOJISE 3aXUCTUTH BaXKIIHBI 1aHi B 0a3ax JaHUX,
BHKOPHCTOBYIOUH MeTOIH, sK-0T Transparent Data Encryption (TDE) mms SQL
Server.

MudpyBanns 38’ sA3Ky: MeceHKepH, Taki 1k Signal, WhatsApp i Telegram,
3aCTOCOBYIOTh HACKpi3He IMU(pPYyBaHHs, 00 3a0e3meunTH KOH(IICHIINHICTD
00MiHY TIOBiJOMJICHHAMU [3].

HIudpyBaHHS € KPUTHYHO BAXKIIMBUM JUIsl OE3MEKH AaHHUX 3 TaKUX MTPHYHH:

1. KoHdineHUiiHICTh: JO3BOJISE JOCTYII O AaHKX JIMILE aBTOPH30BAaHUM KO-
pHucTyBadaM, poOiIsYM X HENMPUAATHUMH Ul YUTaHHS 0e3 Kiroya JemudpyBaH-
Hi. Hanpuxuan, min yac nmepeaaBaHHSA JaHUX KPEOUTHHX KapTOK OHJIANH BUKOPH-
cTOBYIOThCA TpoTokosn SSL a6o TLS miist 3axucTy Bix mepexomieHHS.

2. LimicHicTh: mu(ppyBaHHS HE TUTBKH 3a1100irac HeCaHKI[IOHOBAHOMY IOC-
Tymy, a i 3a0e3nedye 30epexeHHs TaHUX y He3MiHHOMY cTaHi. Kpunrorpadiusi
AJITOPUTMH JIAIOTh 3MOTY BHSBHTH IiAPOOJICHHS NaHWX, HANPUKIAMA, depe3 ud-
POBI MIANKCH [T IEPEBiPKHU €JICKTPOHHUX JOKYMEHTIB.

3. BianoBigHicTh HOpMaM: 0arato rajiy3eil MaroTb 00OB’S3KOBI BUMOTH I110-
JI0 3aXUCTy JaHuX, n¢ mudpyBanHs € HeoOXignum. Hampukman, 3akon HIPAA
BUMarae BiJj MEIUYHHUX YCTaHOB INM(PYBaTH JaHi MAIi€HTIB JJIs 3aXUCTY KOH(i-
JEHIIHHOCTI.

4. be3neka B xMapi: mmpyBaHHs JaHUX Ha BiJJIaIEHUX CEPBEpax 3axHILac
ix y pasi 3mamy iHpacTpykTypu. XMmapHi nposaiiepu, sik-or Amazon Web
Services (AWS), mpomonytoTh ciry:x0n mmppyBaHas, Taki sk AWS KMS, mis
3aXHUCTy JaHHUX KIIIEHTIB.

5. 3axuct MOOLTBHUX MPHUCTPOIB: MU(PPYBaHHS 3a0e3MeUye 3aXICT JaHUX Ha
MOOUIBHHX TIPUCTPOSX Y BHNAJAKy iX BTpaTH 4M BHKpajeHHS. Hanpuxmax, mpu-
ctpoi Apple iOS BHKOPHCTOBYIOTH amapaTHe MUPpPYBaHHA, MO0 3amo0IirTH 10c-
TyIy 10 JaHuX 0e3 mapoJs [4].

Y BUCHOBKY MOXHa 3a3HAuWTH, 10 MH(PYBaHHS Bilirpac KPUTHYHO Bax-
JIUBY POJIb y 3a0e3neueHH] KOH(IACHIIHHOCTI Ta 3aXUCTy iHpOpMaIii y CydacHO-
My CBiTi. BukopucranHs HaIiifHUX METONIB INU(PYBaHHS NO3BOJISIE 3aXHIIATH
JIaHi BiJl HECAHKIIIOHOBAHOTO JOCTYITy, 3a0€3MeUyl0ud IXHIO HITICHICTB 1 3aXHCT
HaBiTh y BUMAAKy nepexorieHHd. CydacHi MeToau mugpyBaHHs, TaKi sSIK CHMET-
PHYHI Ta aCHMETPUYHI aJITOPUTMHM, 2 TAKOXK IMOCTKBAHTOBI KPUITOCUCTEMH, TIPO-
JIOBXKYIOTh BJJOCKOHAJIIOBATUCS JJISI TOTO, MO0 NPOTHCTOSITH HOBHM 3arpo3aM.
BaknuBHM acneKkToM 3alMIIAEThCs TPAMOTHE YIPABIIHHS KPHUITOTpadiuHUMHU
KJIFOYaMH, 1o 3a0e3nedye J0AaTKOBUil piBeHb Oesmekn. OTxe, MUPpyBaHHS 3a-
JMIIAETHCS (YHIAMEHTAJIbHUM eJIeMEeHTOM KibepOesmekn Ta KoHineHuiiHOCTI
nanux. Moro mpaBmiibHE 3aCTOCYBAaHHs Ta MOCTiifHE OHOBJEHHS € 3aIOPYKOIO
3aXUCTy JAHWX Y CBITi, Jie 3aTPO3U Ta TEXHOJIOTii PO3BUBAIOTHCS 3 HEHMOBIPHOIO
IIBUIKICTIO.
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Abstract. The study examines threats in the communication channels of the network
infrastructure for on-demand printing, focusing on risks to customers' confidential data. A
hierarchical risk model is proposed to systematize threats, assess their impact, and develop
effective protective measures to ensure data security in a digital environment.

Keywords: network security, communication channels, e-commerce, operational
printing.

Anomauia. Jlocniodceno 3az2po3u y KaHAnax 36 sI3Ky Mepexicesoi iHgpacmpykmypu
onepamugHoi noniepaghii, 30kpema pusuKy 015l KOHQPIOeHYIIUHUX OAHUX 3AMOBHUKIE. 3anpo-
TIOHOBAHO IEPAPXIUHY MOOENb PUSUKIB, AKA 00360I8€ CUCIEMAU3Y8AMU 3a2PO3U, OYIHUMU
ix enaus i pospobumu eghexmueHi 3ax00u 3axucmy 018 2apaHmMy8aHHs Oe3nexku OaHux y
yugpposomy cepedosguiyi.

Knrwwuoei cnoea: mepedcesa 6esnexa, Kanaiu 38 a3Ky, eleKMPOHHA KOMepyis, one-
pamusHa noniepagis.

B yMmoBax cydacHOro pWHKY, Ji¢ CHOXXKHBaui O4iKYIOTb MakCHMaJIbHOI 3py4-
HOCTI, BQ)XXJIMBOIO € KOPEKTHA IHTErpalisi CHCTEM eJIeKTpOoHHOI komepuii [1] y
Cepe/lOBHINA YNPABIIHHSA B3a€MOBIIHOCHH 3 KiieHTamu [2]. B mamomy i cepen-
HbOMY Oi3Heci omepatuBHOI noxirpadii [3] Taki cepBicu 103BOJIAIOTH aBTOMATH-
3yBaTH IpoLeC MPUHHATTS 3aMOBIIEHb, 00POOKH IUIATEXiB Ta HaJaHHS 3BOPOTHO-
IO 3B’53KY, III0 CYTTEBO CKOPOUYE Yac Ha B3a€MOZIIO 3 KIIIEHTOM 1 3HMKYE aJMiHi-
CTpaTuBHI BUTpaTH. Brcoka NMIBUAKICT, BUKOHAHHS 3aMOBJICHb € BU3HAYAIBHOIO
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XapaKTepUCTHUKOIO IIi€i pUHKOBOI HIIlll MTOCIYT HAa BUMOTY, III0 BUMarae Bif (ipm
onTuMi3amii BUPOOHMYMX NPOIECIiB i B3aEMOAii i3 3aMOBHMKaMH. BaXIuBiCTH
BIIPOBA/KEHHS TAKUX PillleHb 00yMOBIIeHa MOoTpeOoro B 3abe3nedeHHi Oesmnepep-
BHOCTI Oi3HEC-TIPOIIeCiB, PO3IMUPEHHI PHHKOBOI ayAUTOPIl Ta MiABUIICHHI KOHKY-
PEHTOCTIPOMOKHOCTI. 3aCTOCYBaHHSI CHCTEM EIIEKTPOHHOI KOMEpINi T03BOJISIE
moyirpadiuauM (ipMaM He JHINE aanTyBaTHUCS MO CYYaCHHX TEXHOJOTIYHHX
3MiH, a i CTBOPIOBaTH HOBI MOXIIMBOCTI JIJISl 3AJTy4EeHHS KJII€HTIB MIJISIXOM HEepCo-
HaJti3anii 3aMOBJICHb, aBTOMAaTH3aIli] IIIHOBUX PO3PAaxXyHKIB 1 CIIPOILEHHS JIOTICTH-
KH.

OCKINIbKH €JISKTPOHHA KOMEpIisl nependavyae akTHBHY Y4acTh KII€HTIB y
mpolecax CTBOPEHHsS Ta Iepeiadi 3aMOBJEHb Ta TaKOX 3IMCHEHHS OHJIAMH-
OIIIaT, PO3TOPTaHHS CEPENIOBUINA YIPABIIHHS B3a€MOBITHOCHH 3 KJIIEHTAMH BH-
Marae 3a0e3redeHHsT KOH(DIICHIIHHOCTI, MITICHOCTI Ta MOCTYIHOCTI HaHUX, SKi
3aMOBHHK HaJa€ B Iporieci B3aemomii. ToMy, oco0nuBy yBary HeoOXiTHO TpHi-
JUTH BHOOPY 1 3aCTOCYBAHHIO aeKBATHHUX 3aCO0IB 3aXHUCTy iH(pOpMaIii B KOpPIIO-
pPaTUBHMX KaHaJax 3B 3Ky Ta KOMITIOTEPHHUX MEperKax.

Kananu 3B’s13Ky B KOpPIIOPaTUBHHX MEpEXax ONepaTHBHOI momirpadii € oxa-
HHUM i3 KIJIIOUOBHX €JIEMEHTIB iH(pacTpyKTypH, 1m0 3a0e3rnedye B3aEMOJII0 Mix
KJIIEHTaMH, 1OCTaYalbHUKAMHU MOCJYT 1 BHYTPIIIHIMU cucTeMaMu. OJHaK BOHH
TaKOX € OJHUMHM 3 Hallypa3JUBILIMX KOMIIOHEHTIB, OCKUIBKHU Iepenayda iHpopma-
1ii, BKJIFOYarOur KOH(DIICHIHHI AaHI KITIE€HTIB, 3MIHCHIOEThCS Yepe3 MEPEKi, 110
MOXYTh IIiiJaBaTHCs PI3HUM BHAaM arak. JlocimipkeHHs 3arpo3 y KaHajax
3B 513Ky MepexeBol IHPpacTpyKTypu olepaTHBHOI mojirpadii € akTyalbHUM 3
OTJISITy Ha CTPIMKE 3pOCTaHHS 3aJIeKHOCTI i€l ramys3i BiJ cy4acHUX iHpopMariii-
HHUX TEXHOJIOT1H. BUKOpHCTaHHS IN(PPOBHUX IHCTPYMEHTIB, 30KpEMa CHCTEM eJIeK-
TPOHHOI KOMepii, A MPUHHSATTS 3aMOBIICHb, YIPABIIHHS MPOIECaMH Ta B3ae-
MOJii 3 KJIi€eHTaMH MOTpeOye BHCOKOTO PIBHS 3aXHUCTy JIaHUX, L0 [UPKYJIOIOTh y
KOPIIOPATHBHUX Mepexkax. bynp-ski 3001 y QyHKIIIOHYBaHHI TaKUX CHCTEM MO-
KYTh TIPU3BECTH 10 BTPATH JaHWUX, KOMIpomeTallil KoHpigeHmiiHoi iHGopMarlii
KJII€HTIB, 3HIDKCHHSI JOBIPU CIIOXKUBAYiB Ta ()iHAHCOBUX BTPAT.

OneparuBHa nodirpadisi, OpieHTOBaHa Ha IIBH/KE BUKOHAHHS 3aMOBJICHb, €
HaJ[3BUYAHO YyTIMBOIO JI0 MepeprBanb y poOoTi iHpopMmamiiHOT iHppacTpyKTy-
pu. BpasnmBocTi B KaHamax 3B’SI3Ky MOXKYTb OYTH BHKOPHCTaHi JJIS 3iHCHEHHS
aTaK Ha KOH(QiAEHIINHICT, IUIICHICTh a00 MOCTYIHICTh NaHMX, SIKi € KPUTHIHO
Ba)XJIMBUMH JJIs1 3a0€3MeUeHHS SIKICHOTO HaJaHHS MOCIYT.

VY 3B’s3Ky 3 IIMM HEOOXiTHICTh CHCTEMATHYHOI'O JOCIIPKEHHS IOTSHIN THIX
3arpo3 cTa€ KIOYOBOIO ISl MiITPUMKH CTaOUIbHOI pOOOTH IMiANPHEMCTB LLOTO
CerMeHTy. YKJIaJaHHs iepapxii 3arpo3 (pUCYHOK) JI03BOJISIE CTPYKTYpPOBAHO aHa-
Ji3yBaTH PU3MKH, BPaxOBYIOUM IXHIH XapakTep, BIUIMB 1 MOXJIMBI HACIiAKH IS
(YHKI[IOHYBaHHSI MEPEXEBOI IHPPACTPYKTYpHU. 3arpo3u y KaHaJIaxX 3B’s3Ky Mepe-
XKeBOi 1HPPaCTPYKTypH onepaTuBHOI moJirpadii BupimeHo kmacudpikyBatu 3a ix
BIIMBOM Ha KOPIIOPATHBHI JaHi, a TAKOX PHU3MKH, OB’ s[3aHi 31 MIKiIJIMBUM TIPO-



rpaMHEM 3a0e3nedeHHsaM. [IpencTaBiena iepapxis 103BOJsIE KOMIDICKCHO OIiHU-
TH cnadKi micns B iHQPaCTPyKTypi Ta OOTPYHTYBATH 3aXOIM UL iX MiHiMi3allii,
Il iepapxist TO3BOJISIE CHCTEMATH3yBAaTH 3arpo3H, 3 SIKMMH CTHUKA€THCS Mepexa
omepatuBHOI moJirpadii, i CIIy>kKUTh OCHOBOIO TSI PO3POOKH KOMITJIEKCHOI CTpa-

Terii 3aXucTy.
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Pucynox 1. lepapxiuna Mozens iHGOpPMAIIHHUX PU3UKIB ITPH ONPALIOBAHHI MOJTi-
rpagivHOTO 3aMOBJIEHHS
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3arpo3u xoHgidenyitinocmi TOMATAIOTh Y HECAaHKIIIOHOBAHOMY IOCTYII IO
JAHWX, SIKi TIepealoThCs Yepe3 KaHamd 3B’ s3Ky. OCHOBHOIO (POPMOIO € TIepexoTll-
JICHHA JAaHWX, [0 3IHCHIOETBCS dYepe3 IaCHBHE IPOCIyXOBYBAaHHS Tpadiky
(sniffing) abo anami3 MeTamanux, Takux gk [P-agpecu, oOcsru Tpadiky Ta 9acosi
iHTEepBaIH.

e Moke MPU3BOIUTH IO BUTOKY iH(OpMAIii PO KIIEHTIB YM KOHQIICHIT i-
HUX BHYTpPINIHIX JMaHuX. |HMIKI pU3MK mojisrae y BUKOPHUCTaHHI HE3aXHUIEHHX
KaHaJIB 3B’53Ky, 4epe3 SIKi 3JJOBMUCHHKH MOXYTh OTPHUMAaTH JOCTYI /O JaHHX.
Kpim Toro, Butokm iHdopmauii MoxxiuBi yepe3 HezaxumieHi APl a6o 30BHimHI
CepBicH, 110 IHTETrpOBaHi y Oi3HEC-TIPOLIECH.

3arposu yirichocmi cnpsiMoeani Ha 3MiHY abo MigpoOKy MaHWX Mija yac ix
nepenadi. OMHUM i3 HAHOUTBII MOIIUPEHNUX METOJIB € aTaKa «IIOIWHA TIOCepeIH-
Hi», KOJI 3JIOBMICHUK MEPEXOILTIOE 1 3MiHIOE iHPOPMAIIit0 MiXK BiJIPAaBHUKOM i
OTpHMYBadeM. [HIIMM BEKTOPOM € BIPOBAKCHHS MiIpOOIEHUX IaKeTiB AaHHX
JUTS BUKPHUBIICHHS KOMYHiKamii. CaboTak MOXe BKIIOYATH [UIECIPSIMOBAaHI 3MiHH
KOH(pirypariif Mepexi ab0 BUKOPHCTaHHS MIKiITUBUX MPOTPaM UL MaHIITyJIIT
NepelaHiMH TaHUMH. 3arpo3u docmynHocmi BKIIOYAIOTH Aii, SKI HOPYIIYIOTh
Mpane3aTHICTh MEPEXi uu 1l KOMITOHEHTIB. /[0 HUX HaleX)aTh aTaku Ha BiJAMOBY
B obcnyrosyBanHi (DoS) ta posnoaiieni ataku (DDoS), siki CTBOPIOIOTH HaaMip-
HE HAaBaHTA)XEHHs Ha KaHalW 3B’s3Ky. Di3WYHI NOIIKOIKEHHS, Taki SIK OOpHB
kabeliB M mepe0ol B eJIEKTPOINOCTauaHHI, TAKOXK 3HIXKYIOTh JOCTYITHICTh Mepe-
XKeBuX pecypciB. Kpim Toro, Mo>ximBi aTaku Ha MPOTOKOJIM OOMiHY, SIKI CIIPSIMO-
BaHi Ha EKCIUTyaTalilo 1X ypa3inBocTel abo MaHIIyJISILII0 CECisIMU 3B’ SI3KY.

3arpo3u asmenmuurocmi TOB’A3aHi 3 MAPOOKOI0 a00 KOMIIPOMETAIIIEI0 aB-
TeHTH(]iKamiHHUX MexaHi3MiB. Lle Moxke OyTH BHKOPHCTaHHS MiIpoOIeHuX cep-
TH(iKaTiB, KpaliXkKa ceaHciB 3B’ 3Ky (session hijacking) abo OpyTtdopc-aTaku Ha
00JiKOBI 3amucu KOpUCTyBadiB. DIMIMHTOBI aTakW Ta CoMiajbHA iHXKEHepis I0-
3BOJISIFOTE OOMAHIOBATH CUCTEMH aBTCHTH(]IKAIIii, 3MYyIIYIOUYH KOPHUCTYBaviB poO3-
KpUBaTH OOJIIKOBI JaHi a0o iHII 4yTimBi AaHi. TakoX MOXKIMBA EKCIDTyaTalis
OekmopiB abo ypasnuBocTell y ciayxbax aBreHTH(]IKall. 3arpo3u inmezpayii Bu-
HHUKAIOTh Yepe3 B3a€MOJII0 3 HEHaJiWHMMH 30BHIIIHIMH By3j1aMHu ab0 HelpaBH-
JIbHO HaJIAIITOBAHUMH IIUTIO3aMH 3B’s13Ky. Hampukian, miakitoueHHs yepes myo-
nigai Wi-Fi Mepexxi Moke CTBOPIOBATH PHM3WKH TepexoruieHHs naHux. o3,
Taki Ak Opanamayepu uu VPN, mo MaroTh MOMHIKH y KOHGQIryparii, MOXyTb
CTaTH TOYKOIO BXOJY JUIS 3JIOBMHCHHKIB.

3arpo3u MoHimopunzy ma ynpaeiinHa CTOCYIOTHCSI MaHIIyJIsinii a0 BUKpH-
BJIEHHS JaHHX, 1[0 BHKOPUCTOBYIOTHCS IUISi KOHTPOJIIO MEpexXi. 3IOBMHUCHUKH
MOXYTh BIIPOB/KyBaTH LIKIJUIMBUX areHTIiB JUIS MiAPOOKH JaHMX JKypHaliB abo
aTaKyBaTH IaHeNl aaMiHICTpaTopa JJIsi OTPUMAaHHS KOHTPOJIIO HaJ CHCTEMaMHU.
BifcyTHICTE TONITHK PETyJISpHOTO OHOBJIEHHS Ta TECTyBaHHS KOH(Iryparii
CTBOPIOE JIOJIATKOBI PHU3UKH. 3arpo3u WKIOAUBO20 NPOSPAMHO20 3abe3nedents
OXOIUTIOIOTH Pi3HI THIM aTaK, 30KpeMa INMUTyHChKi mporpaMmu (keiorepu, CHi-



(epwn), mporpaMu Il BUKpaJACHHS AaHUX (BHMaradi, BipyCH) Ta MPOTpaMu IUIs
caboTaxy, Taki sk Xxpobaxu abo ixmi popmu mKkimmBoro koxy. Li 3arposu € yHi-
BEPCaJbHUMH, OCKIIBKA MOXYTh OYTH IHTETpOBaHi y OyIb-sKy (a3y aTaku — Bij
MOYATKOBOT'O BTOPTHEHHS 10 3aBJaHHS IIKOJM CUCTEMaM YU JaHUM.

Buxonana cuctematm3amisi y TpeACTaBIEHIH iepapxii IO3BONSE TIHOOKO
aHaJIi3yBaTH MOTEHIIIHI PU3UKHU Ta IXHI HACHIIKHU JJIS MepeKeBol iHPPaCTPyKTy-
pu omepatuBHOI odirpadii i € OCHOBOIO YIS MOAATBIIOTO PO3rOPTaHHs e(heKTH-
BHOI KOMIUIEKCHOI CTpaTerii 3aXUCTy i3 BpaxyBaHH;IM 0araTopiBHEBOIO XapakTepa
3arpo3 y KaHayax 3B’S13Ky IIPOEKTOBAHOTO CEPEAOBHIIA YIIPABIIHHS B3a€EMOBIJHO-
CHH 3 KIIIEHTaMU NPY OINpPALOBaHHI MOJIrpadiqyHOro 3aMOBJICHHS i3 rapaHTyBaH-
HsaM iHdopmaniiiHoT Oe3neku, 0coOJMBO B yMOBax HU(POBi3alii onepaTUBHOI
moJmirpadii.
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Abstract. The article reviews the current state of the Internet of Things (1oT) and the
related cybersecurity challenges that are becoming increasingly relevant due to the rapid
growth of the number of connected devices. The main risks associated with vulnerabilities
in 10T systems are analyzed and the possible consequences of cyberattacks are highlighted,
including data theft, system compromise, and threats to critical infrastructure. The
importance of implementing security strategies such as data encryption, user
authentication, software updates, network segmentation, and the use of modern security
protocols is emphasized. The described measures can significantly increase the security of
10T networks and minimize potential threats.
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Anomauia. Y cmammi posensanymo cyuacuuti cman lnmepuemy peueiti (IoT) i cynym-
Hi BUKIUKU KiDepOe3neKu, wo cmarms 0eodni akmyanbHiluumMu yepes ueuoke 3poCmaHHs
KibKOCMI NIOKIIOYEHUX NPUCMPOis. AHANI3YIOMbCA OCHOBHI PUSUKU, NOB'A3AHI 3 YDA3IUBO-
cmamu loT-cucmenm, i 8UCBIMIIOIOMbCA MONHCIUG] HACTIOKU KiDepamak, 30Kpema KpaodincKa
O0aHux, KoMIpoMemayis cucmem ma 3a2posu 0 Kpumuyroi ingppacmpyxkmypu. Iliokpec-
JMOEMbCA BANCIUBICMb 6NPOBAOICEHHA CIMPAMeill 3aXucmy, maKux aK wudpyeanus 0a-
HUX, aemeHmugikayis KOPUCmy6ayie, OHOGIEHHA NPOSPAMHO20 3a0e3neUenHs, Ce2Menma-
yisi Mepexc | BUKOPUCIAHHA CYYACHUX NPOMOKONIE 6esneku. Onucaui 3axo0u MoXCymv
cymmego niosuwumu 6esnexy loT-mepesic ma MiHIMI3y8amu NOMeHYHI 3a2POo3u.

Kntouogi cnosa: Inmepnem peueii (IoT), kibepbesnexa, Kibepamaxu, 3axucm OAHUX,
wugpyeanns, agmenmugpixayis, OHOGNEHHA NPOSPAMHO20 3abe3nedeHHs, ceeMeHmayis
Mepedic, YNPAGIiHHA NPUCMPOAMU, Kibep3azpo3u.

V¥ cyugacHomy cBiti IHTepHEeT peueit (IoT) cTaB HEBi'€MHOIO YaCTHHOIO II0-
BCSIKACHHOTO JKUTTS, 00'€IHYIOYM MUTBSPAM NPHUCTPOIB, SKI MOJETTIYIOTh HAII
mo0yT, Oi3Hec-TIpoliecH Ta ympaBliHHA iHGpacTpykTyporo. OmHak i3 30ipIIeH-
HSAM KiUTBKOCTI MiAKITIOYCHUX MPUCTPOIB BHHUKAE TOCTpa HpodieMa kibepOesme-
ku. loT-npucrpoi yacro Mar0Th 0OMEKEHI MOKJIMBOCTI 3aXUCTY, WO POOHTH iX
NpUBaOIMBUMH LUTAMHU JJIsl KiOEP3JIOYHMHIIB, 3/[aTHUX BHKOPUCTOBYBATH iX IS
KpaJKK{ JaHUX, KOMIIPOMETallii CHCTEM Ta HaBiTh OpraHizailii BETHKHX KiOe-
parax.

BpaxoByroun Ba)JIUBiCTh 1 MIKMpOTY 3actocyBaHHs [0T, mutaHHs po3poOku
Ta BIPOBA/KCHHS €(DEKTUBHUX METOJIB 3aXHUCTy TAKUX MPUCTPOIB CTAE MEPLIO-
YeproBUM 3aBIaHHAM I (axiBmiB 3 KibepOe3mekn. OCHOBHHMHU BUKIHKAMU €
3a0e3neueHHs Oe3MEeKH Mepeadi JaHuX, 3aXHCT Bl HECAHKIIIOHOBAHOTO JOCTYITY,
a TaKOXX BUSABJICHHS 1 HEHTpai3allis 3arpo3 y peallbHOMY daci.

Iareprer peueir (IoT) — me CyKymHICTH B3a€MOIIOB'SI3aHUX HPHUCTPOIB, SKi
B3a€EMOJIIIOTh OJMH 3 OJHUM JJIs BUKOHAHHS Pi3HUX 3aBIaHb y cdepi modyTy,
MIPOMHCIIOBOCTI, Oi3HeCy Ta iHmmMX ramy3sx. [0T 3HaYHO 3MIHHB HaIlle TOBCSK-
JICHHE JKUTTs1, poOOYl IpolLiecH Ta crocid KOMyHIKallil 3 oTouyroynM cBitoM. Oj-
Hak 31 3pocTaHHAM KimbkocTi loT-mpucTpoi 30imbIIyeThCs 1 IMOBIpHICTD Kibe-
parak. Xakepd MOXYTb CKOPHCTATHCS BpPA3JIMBOCTSMH IIMX HPHUCTPOIB, 1100
OTPUMATH JIOCTYT A0 KOHQiAeHIiHHOI iHpopmarii ado B3SATH MiJ KOHTPOJIb KpH-
THYHI cuctemu. JlogaTkoBOIO MPoOIEMOI0 € TeHTpaii3oBaHa cTpykrypa loT-
Mepex, 0 pOOUTH 1X Bpa3IMBUMHU JI0 aTak i3 €ANHOIO TOYKOIO BiaMoBH [1].

3a manmmMu Statista, KUIBKICTh PO3yMHHX NPHCTPOiB, 3AaTHHUX IepeiaBaTh
naHi yepe3 [HTepHeT, Bke nepeBuye 18 MinbspaiB y BcboMy cBiti. JlociipkeH-
Hs Unit 42 nokasye, mo 98% nux npucTpoiB nepepaoTh JaHi y Hesamudpoa-
HOMY BUIJIA[I, IO MiZABMINYE iXHIO BPA3JIMBICTh. SIK pe3ynbTar, Julle B MepIIiit
nosoBuHI 2023 poky kinbkicTh arak Ha loT 3pocna no 77,9 MinbloHiB, IO Ha



37% Ounpime, HIX y To# ke mepiox 2022 poky. 3it Keyfactor takox migrsep-
IKye cepiiosHicTe 3arpo3m: 97% opradisamiii, mo BHUKOPHUCTOBYIOTh loT-
MIPUCTPOI, 3a3HaBaIM Kibeparak, 3 skux 89% monecnu ¢iHaHCOBI 30UTKH, a 69%
Bi3HAYMJIM 3pOCTAaHHSI THCKY depe3 mocTiiiHi 3mamu. OTxke, pU3UK KibepaTak s
KOYKHOTO € IIIJTKOM peajbHuM [2].

3Bakaroun Ha Bpa3nuBicTh loT-Mepex i cepito3Hi HACTIAKA MOXKIIMBHX aTak,
Ba)KJIMBO 3a3JIJIeTiib BIIPOBAKYBaTH e(DEKTHBHI 3aX0IH JUISl 3HIKCHHS PU3HKIB.
Ocb 1ricTh OCHOBHHUX cTpaTeriit st 3axucty loT-npuctpoiB Big kibep3arpos.

3axuct Wi-Fi poyrepa. Sk nosigomnsie ESET, BaxxiuBUM KpoKOM s 3a-
OesrneueHHs1 Oe3NeKH IHTEpHET-3'€JHaHHS € 3aXUCT POyTepa, SKUH BUCTYIIA€ KITIO-
YOBUM TIPHUCTPOEM B iH(DpacTpykTypi IHTepHery peueil. YacTo kopuctyBadi 3a-
JIMIIAIOTH HAJIAIITYBaHHS POyTepa 3a 3aMOBUYBAHHSIM ITICIIS HOTO BCTAHOBJICHHS,
IO € MOUIMPEHOI0 OMHJIKOIO Ta CEPHO3HOIO 3arpo30r0 Ul OE3MEeKH ITiAKIoUue-
HUX TpHcTpoiB. ToMy 3MiHa MapoiiB AT MiAKIIOYCHHS 0 poyTepa Ta JOCTYILy
710 FI0TO HaJamTyBaHb Ma€e OyTH MEePIIOUYESPrOBUM 3aBIaHHAM [3].

MudpyBannasa nanux. [ndpysanHs € mepeBipeHUM METOAOM 3aXHCTy iH(O-
pMariii, kUit 30epirae cBo aKTyalbHICTB 1 chorofHi. CydacHi TEXHOIOTIi BUKO-
PHUCTOBYIOTH HaiitHi ctanaapTy, Taki sik AES, RCA ta ECC. Kpim Toro, ms 3a-
XHUCTY Tlepefadi JaHUX 3aCTOCOBYIOThCS IPOTOKOJHM O€3MEeYHOro 3B’s3KY, SIK-OT
TLS (Transport Layer Security). Takoxx BpaxoByIOTbCSI OKpeMi pillleHHS JUIsl 3a-
XHCTY JIaHUX sIK y CTaHi CIOKOo (at rest), Tak i mig yac meperaui (in transit). Ba-
XKITMBO 3a0e3MeYnTH NpaBUIIbHE KepyBaHHsS KpunrorpadidHUMHU KIHOYaMH, SIKi
MOBUHHI 30epiratucs y Ge3neyHomy cepenoBuii. s miBUIeHHsT Oe3MeKn MO-
JKYTh 3aCTOCOBYBATHCS amapaTHi Moaymi 6e3meku (HSM). PerynsapHe oHOBIEHHS
KJIFOYiB Ta BUKOPHUCTAHHS YHIKAJBHMX KIIOYIB AL KOKHOI MOJEIN HPHUCTPOIO
JOTIOMarae 3HU3UTH PU3HK KOMIIPOMETAIIiT JaHuX [2].

ABreHTH(DIKALIA Ta KOHTPOIH AOCTYIY. OIHUM i3 KIFOUYOBHX MPHUHITHIIIB 3a-
XHCTy mix 9ac peecrpauii loT-prcTpoiB € BUKOPHCTaHHS CKJIAJHUX, YHIKQIBHUX
MApOJIiB, SIKi HOBUHHI OyTH JOCTaTHRO JOBIMIMHU Ta MICTUTH BEIHKI i Maji JiTepH,
uudpu Ta creniagbHi CUMBOJIM. Y HUKHEHHSI BUKOPUCTAHHS OJTHAKOBUX IApOJIB
JUISL PI3HUX MIPUCTPOIB € BAXKIIMBUM acleKToM Oe3neku. J[ogaTKoBi 3aX0/u, SIK-OT
nBogakTopHa aBTeHTU(]IKALs, epeadadaroTh BBEACHHS J0JaTKOBOTO KoJy abo
MiATBEPIKEHHS 4Yepe3 MOOIMBHUN MPUCTPIH Ui JOCTYIy A0 CHCTEMH. Takox
PEKOMEH/IOBAaHO PEryJISIPHO OHOBIIOBATH MPOTpaMHE 3a0e3Me4eHHs MPHUCTPOIO,
aJUke BUPOOHMKHU ITIOCTIHHO BHITYCKAIOTh OHOBJICHHS JUIl YCYHEHHS BUSIBJICHHX
BpaznuBoctel [4].

OHOBIICHHSI Ta ATYMHT IporpaMHoro 3abe3nedyeHHs. Bukopucranns 3acra-
plIOro MporpaMHoro 3a0e3NeueHHs] MOXe He JIMIIE NOTipIIUTH (QyHKIIOHYBaHHS
MIPUCTPOIO, @ i CTBOPUTH HOBI BPA3JIMBOCTI, IKKMH MOXYTh CKOPHCTAaTUCS 3J10B-
MHUCHUKHM. TOMy HaJa3BHYailHO Ba)KJINMBO, 100 BUPOOHMKH MiATPUMYBAIN CBOL
MPUCTPOT MPOTITOM YChOTO IXHBOTO JKUTTEBOTO LUKy, PETYJISIPHO BHUITYCKAIOUH
OHOBJICHHSI Ta ONEPATHBHO BUIPABIISIOYN [TOMUJIKM 32 JJOIIOMOTOIO naT4iB. BoHu
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TTOBHMHHI iH(OPMYBaTH KOPHCTYBaUiB PO HASIBHICTH HOBUX BEPCiil Ta BaXKIIUBICTh
iX py4HOi ycTaHOBKH. OMHAK HAMOLTBIT €EeKTHBHAM DPILICHHSAM € BIPOBAKCHHS
aBTOMATHYHOTO OHOBJICHHS, SIKC IpaIfoe 0e3 BTpydaHHA KopucTyBada. Lle mae
BinOyBaTHCS 3 JOTPUMAHHSAM BHUMOT O€3IEKH, 30KpeMa IepeBipKO0 IMiqIHUCy BH-
poOHmKa ays 3armo0iranHs MiAMiHI TporpaMHOro 3a0e3nedeHHs. Y BeNIUKAX KOM-
MAHISX CHUCTEMHI aJMIHICTPAaTOPH MOXYTh BHKOPHCTOBYBAaTH IICHTpPai30BaHi
CUCTEMH JUIS YIIPaBJIiHHS OHOBJICHHSIMHM Ha YHCJICHHUX TPHCTPOSIX, IO 3ade3rne-
yye omHopinHicTs IT-iH}pacTpyKTypu Ta 3HaYHO 3HMIXKYE KUIBKICTH BpPa3JIHUBOC-
Tei, 0/IHOYACHO 3MEHIIYI0YN BUTPATH HAa YTPUMAaHHs Ta 00CIyroByBaHHs 00Jaa-
HaHHA [2].

3axuct cMapT(oHA € BXKIUBUM aCIIEKTOM OC3IMEKH, OCKIIBKH CydacHi MOOi-
JBHI IPUCTPOi MAIOTh 0€31iY QYHKIIiH | BUKOPHUCTOBYIOTHCS HE TUTHKH AJIS A3BiH-
KiB, ane i s QoTorpadyBanHs, 30epiraHHs (ailiiB, BiIIpaBKH Ta OTPUMaHHS
€JICKTPOHHOI ITOIITH, a TAKOXX BUKOHAHHS IHIIHMX 3aBJaHb, MOB'3aHMUX i3 JOCTY-
IIOM 10 OCOOHMCTHX IAaHUX 1 minkmroueHHsAM 1o [Hreprery. Tomy cmapTtdon not-
pebye HamiitHOTO 3axmcTy. BimbmicTe cMapTQoHIB 00NMamHaHI BOYIOBaAaHHMH 3a-
cobaMu Oe3neKH, SKi AOMOMararTh 3arno0irti 3arpo3aM. IIpoTe s mocuneHHs
3aXHCTy PeKOMEHAyeThes mudpyBaTu Bei KoHDiAeHIMHI naHi, 1100 y pa3si Heca-
HKI[IOHOBaHOTO JOCTYITy 3JJOBMHCHHKH HE 3MOTJIM OTPHUMAaTH JOCTYII 10 OCOOHC-
toi iHpopmManii. binbln neTanbHi TOpaax MO0 3aXUCTY cMapT(OHA MOXKHA 3HAM-
TH 3a BiAMOBIIHUM MOCHIaHHAM [3].

CermenTartist Mmepexi. CermeHTaltis — e MeTo nupoBoi 1301, SKUH 10-
3BOJIsIE PO3ALIATH pi3Hi UK loT-npucTpoiB y Mexax onuiei mepexi. [lomin me-
pexi Ha okpeMi JiorivHi a00 (i3MYHI CETMEHTH 3 BIIACHUMH IpaBUIaMU Oe3MeKH
Ta 0OMEXEHHSIMH JIOCTYITy JOIOMarae MiHIMI3yBaTl MOIIHBI HACHIIKA aTaK JUIs
Bciel iHppacTpykTypu. Lle 0co0nMBO BaKITHUBO TSI PO3MOIUICHUX MEpEX, IO
00CITyTOBYIOTH BENHKI IMiIPUEMCTBA Ta opraHizamii. CerMmeHTalis TakoX IMOoKpa-
urye yrpasiinas [T-iHppacTpykTyporo Ta migBHIY€e MPOIYKTHBHICTE, 3MEHITYFO-
gn 00csT Tpadiky MiX pi3HIMHU CeKIissMu. KilacHIHUM pilieHHSIM TSI KOHTPOITIO
Tpadiky MDK CErMEHTAaMH € BHMKOPHCTaHHS BIPTYaJIbHHX JIOKAIbHUX MEpex
(VLAN) Ta HanamtyBaHHs npaBui Opanamayepa. OKpiM I[bOT0, 3aCTOCOBYETHCS
migxin Zero Trust («Hy/1bOBa JOBipa»), 3a SIKUM JKOZEH NPUCTpil a00 KOopUCTyBay
HE OTPUMYIOTh aBTOMATHYHOTO JOCTYILY, a KOJKHA Cecisi IOBUHHA OyTH mepeBipe-
Ha Ta aBTOpHU30BaHa [2].

Tabnuys 1 — Ananis cepgicie ma incmpymenmig 0ns 3axucmy loT npucmpois
810 Kibep3azpo3

Cepsic/ OcHoBHi CymicHicTs 3 Metoan Po3rop-
Bupo0Huk
Iponykr pyHkmii MPUCTPOSIMH 3aXHCTy TAHHSA
AWS loT besneune nsoc- |Illupokuit [IIndpyBanus Amazon
Core TOPOHHE CIIiJI- | CHEKTP NPOTO- | IaHHX, aBTeH- | XMapa Web
KyBaHHS, yTI- KOJIiB, pi3HOMa- | THiKalis npu- Services




PaBIiHHS MiIb- | HITHI IPUCTPOI | CTPOIB
HOHaMHU IIpHU- loT
CTpOiB
besneune nBoc- .
A Hupoxwuit udpysansst

TOPOHHE CIiJI-

CIIEKTp MPOTO-

JaHHX, aBTCH-

HOHaMHU IIpH-
CTpOiB

loT

3allis T0CTyImy

Azure KyBaHHS, yII- S 0 .
. . KOJIiB, pisHOMa- | TH(iKamis npu- | Xmapa Microsoft
10T Hub |paBninns mine- | . .° P . ¢ atd ip P
. HITHI IPUCTPOi | CTPOIB, aBTOPH-
VOHAMHTIPH= o 3aIlis JOCTYTI
cTpoin Tymy
besneune nBoc- o
o Hupoxwuii HudpysanHst
TOPOHHE CIIiJI-
Google CIIEKTp NMPOTO- | JaHWX, aBTCH- Google
KyBaHHsI, yII- N o
Cloud . . KOJIB, pi3HOMa- |TH(ikalis npu- | Xmapa Cloud
PaBIiHHA MUTB- | . . . ..
1oT Core HITHI IPUCTPOT | CTPOIB, aBTOPH- Platform

OTrxe, po3BUTOK [0T-TeXHOJOTIH CyNMPOBOMKYETHCS 3POCTAHHSM PH3HKIB,
noB’si3aHuX 13 Kibep3arpo3amu. Hesaxumeni loT-mpuctpoi MoXyTh craTh Jier-
KOIO MIIIEHHIO JJIsl XaKepiB, IO MPU3BOJUTH J0 KOMIIPOMETalii JaHUX, MOPY-
IIEHHS TPUBATHOCTI Ta 3arpo3 Oe3nelli BaKIMBUX CHUCTEM. Y IbOMY KOHTEKCTI
0COONMBY BaXKJIMBICTH MarOTh eeKTHBHI MeTonu 3axucty loT, fki BKIFOYalOThH
BHUKOPHCTAHHS CKJIaTHHUX ITapOJIiB, BIPOBaIKEHHS NBO(PAKTOPHOI aBTeHTH(DiKAIIii,
peryJsipHe OHOBIICHHSI MPOTPaMHOT0 3a0e3NeYeHHS Ta MOHITOPHHI MEpeXeBOl
aKTUBHOCTI. TakuM 4YWHOM, s 3a0e3nedeHHs HajaidHoro 3axucty loT-cucrem
HEOoOXITHO BIIPOBA/KYBaTH Cy4acHi METOIH KibepOe3nekH, BpaXxOByBaTH CIHEIIH-
¢biky npHCTpoiB Ta aKTHBHO pearyBaTH Ha HOBI BHKIIMKH B cdepi kidep3arpos.
Jluiie 3aBIsIKM CKOOPJIMHOBAHUM JIisIM KOPHUCTYBauiB, pO3pOOHHKIB Ta (axiBIiiB 3
KibepOe3neky MOYKHa MIHIMI3yBaTH PH3HMKH Ta 3a0e3rnedynT Oe3rnedHne (yHKIIo-
HyBaHHS [HTepHETY pedell y pi3HHX chepax MisuTbHOCTI.
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YK 32.019.51
AKTYAJBHICTB 3AXUCTY 1 BE3NEKA THOOPMAIIII
B COINIAJIBHUX MEPEKAX I MECEH/I’)KEPAX B YMOBAX
BIICbKOBOI'O CTAHY

Temana KIHMEHKO
Hauionanvnuii aepoxocmiunuil ynieepcumem im. M. €. Kykoecvkozo
«Xapxkiscokuit agiayininuit incmumympy, m. Xapkie, Ykpaiuna.

Abstract. The relevance of information protection and security in social networks and
messengers in conditions of martial law is becoming very important in the modern world.
Thanks to the development of technology, information can be stolen, distributed without
permission and used for provocations and disinformation. In such conditions, additional
security measures must be taken.

Keywords: threat, protection, information, messenger, digital security, encryption.

Anomauia. Axmyanvricme 3axucmy U be3nexku iHpopmayii 6 coymepexncax i MeceH-
0Jicepax 8 ymosax Gilicbk08020 CMAHY CMAE BEbMU BANCTUBOIO Y CYHACHOMY c8imi. 3a805-
KU PO36UMKY MEXHON02IU, THphopmayis Moxce Oymu 6KpadeHa, nouupena o6e3 003601y ma
BUKOPUCIAHA 051 NPOBOKAYii ma Oe3iHpopmayii. Y makux ymoeax HeoOXiOHO 8xcueamu
000amxko8i 3ax00u 6e3nexu.

Kntouogi cnoea: 3azposa, 3axucm, ingpopmayis, mecenoxcep, yugposa besnexa, uiu-

¢pysanna.

Y cydacHOMY CBITi CKJIaJHO YSIBUTH JXKUTTS 0e3 comianbHuX 1ardopm. Me-
CCH/KEPH HACTUIBKU TJIMOOKO IHTErPOBaHI B Hallle MIOBCAKICHHE JKUTTS, 110 CTa-
JIU WOTO JICBOBOKO YaCTHHOK. Y YaTaX MU OOTOBOPIOEMO OCOOWCTI i po0odi mu-
TaHHS, BUTPAYalouy Ha MEepenucyBaHHs JOBOJI Oararo vacy. Hami akayHTH Mic-
TATH iHPOpPMAIifo, sIKa NOTpedye HAIIHOTO 3aXUCTY.

3axucr i Oe3neka iHpopMallii y colMepekax Ta MECeHPKepax CTalTh Hal-
3BHYAHO BAXJIMBAMHU B YMOBax BIMCHKOBOIO CTaHy. Y TakuX ymoBax iHpopma-
1ist Moxe OyTH BHKOPUCTaHa JjIs BOPOXHMX Jii abo mmuryHcrea. J{ist 3axucry
iH}opMarii BapTO NOTPUMYBATUCH HACTYITHUX MPABUII:

— BukopuctanHs HamiifHUX MapoiiB Ta MBO(AKTOPHOI ayTeHTU(IKAI] It
BJIACHMX aKayHTIB.

—3abopoHa pO3IMOBCIOKEHHST KOH(DIAEHIIHHOT iHpOpMamii y BiIKpUTHX
yarax a0o ImyOiuyHIX [MocTax, 0COOIMBO B yMOBaX KOH(IIIKTY.

— BincrexyBanHs jukepena iHpopMmaii Ta nepesipka i 10CTOBIpHOCTI Hepen
TIOLIMPEHHSIM.

— BukopucTaHHsI €HKpUIILII: BCTAHOBJICHHS 3aXHMIIEHUX MECEH/KEPIB s
KOH(DINEHIIHHNX pO3MOB Ta MMH(PYBaHHS TMOBIIOMJICHh 3 MOMANBIINM iX
BUJIAJICHHSIM.

— YHUKHEHHSs HATHCKaHHS Ha OCHJIAHHS BiJl HEBIJIOMHUX JIKEpeJl.



— 3a0bopoHa BHKIIaJaHHS MiCIIe3HAXOKEHHS: YHHUKHEHHS HAaJICWIAHHS (POTO
a0o iHpopMaIlii Ipo ToYHE MicIle mepeOyBaHHS.

Ii mpocTi mpaBmiIa JOMMOMOXYTh 30eperTy iHdopMarlito B Oe3rmeni HaBiTh y
CKJIATHHX YMOBaxX BiiCEKOBOTO CTaHYy.

Tox me came Oe3MevHO IMCTYBATHCS, MO0 YHUKHYTH 3JIOMY i iHIIUX Hebe3-
nek?

3a pesynbraTamu [nobanpHOTO orysmoBoro 3Bity Digital 2023 naiimomyss-
PHILIMMU Y CBiTI MOOIIBHUMH MECEH)KEPaMH 32 KUIBKICTIO IOMICSIYHUX aKTHB-
HuUX KopucTyBaui (MmuH.) € WhatsApp (2000), Weixin/WeChat (1309), Facebook
(931), Telegram (700), Snapchat (635), QQ (574) [1].

lono Hammx CHIBBITYM3HHUKIB, TO YKPaiHIli MAaCOBO OBOJIOJITM MECEHIKe-
pamu Viber, WhatsApp i Telegram.

OpHak Tpeba maM’sITaTH, MO cepBepr KommaHii Viber po3ramroBaHi B pocii.
[IpoTe B xOMMaHii CTBEPAXKYIOTH, [I0 HA HUX 3HAXOAATHCS JIMIIE JAaHI POCIHCHKHX
KopucTyBadiB. ['apaHTiif, o gaHi yKpaiHCPKAX KOPUCTYBadiB HE 30€pIiraroThCs B
TOMY X MicIIi, Hemae, 00 ITt0 iHpOpMAIIifo epeBipUTH HEMOKITHBO.

WhatsApp 1t moCHJICHHS 3aXHCTy iHpOpMaIii 3anmpoBainB HACKpi3HE IIIH-
GbpyBaHHs, a8 peaiizailii SIKOTO BHKOPHUCTOBYEThCsS 0i0iOTEKa MeECeHIKepa
Signal, sikuit npuitHATO BBaXkaTu HailOIbII Oe3neyHuM y cBiTi. OIHaK eKCIepTH
HE PajiTh MOBHICTIO NOBIPATH MECEHIDKEpY 4Yepe3 NPHHAIECKHICTh KOMITaHil
Facebook 3 arpecuBHnMH MexaHi3MaMH OTpUMaHHs iHpoOpMalii Ipo KOpHCTyBa-
yiB. Y Telegram e nBa BapianTH mmdpyBaHHs: sl 3BUYaWHUX 1 Ui CEKPETHUX
4atiB. PO3p0OHHMKH CTBEP/KYIOTh, 110 1H(MOpMAIisl 3BUYaliHUX YaTiB 30epiraeTbest
Ha KIIBKOX CepBepax IO BCHOMY CBITY i KOHTPOJIOETBCS PI3HMMH 3aKOHaMH 3
HaJaHHA goctyny no Hei. Kimrowi s po3mmppoBKU Takoxk 30epiraloTbesi OKpe-
MHUMH OJIOKaMH Ha pi3HuX cepBepax. OIHAK JIMIIE CEKPETHI YaTH MiATPUMYIOTh
end-to-end-mudpyBaHHs.

Telegram He € Ge3mevyHuM i 3amM(pPOBAHUM 3aCTOCYHKOM, BCE dYacTillie
3’SBISAIOTECA (DAKTH 37I0MYy aKayHTIB, TaKOXK ICHYIOTh (paKTH IMOTCHIIHHOTO JOC-
Tyny @Cb 110 nmepenmucox KOpuCTyBadiB.

3a CTaTHCTHKOIO YMOBHO O€3MEYHUMH MECEHKEPaMHU JIJIsl HaC Ha ChOTOJIHI €
Signal i WhatsApp. Haii6inbIr 3axuiiieHuM MeceHKepOM BBaxkaeThes Signal. B
HbOMY Bcsl iHGopMartis 3amudpoBana. [ToBiqoMineHHs 30epiratoThest Ha MPUCTPOT
1 JIOKaITbHO MIU(PYIOTHCS 33 JOTIOMOTOI0 TTAPOJILHOT (Ppas3u mepe1 BiAlpaBKoo Ha
cepsep [1].

Signal Mae KOHKYPEHTIB, aJic )k BOHH He € 0e3KOmToBHUMHU. Lle mormysapHuii
y €Bpomi MeceHpkep Threema, sikuii npuaiise darato yBaru 6e3neui. [Ipu mep-
LIOMY BiJIBiZlyBaHHI 10JaTKa KOPUCTyBad BOAWTH IAJIBIIEM IO €KpaHy, 100 3re-
HepyBaTH CBiH yHIKaJdbHUK ineHTHdikarop. Bci moBimomiieHHS MmMQpyrOThCS
IIPSIMO HA MPUCTPOI, a MPOUYNUTATH X MOXKE JIMIIE OJiepKyBad. [HIINI MeceHpKep
— Silent Phone. Biu mpomnonye kpunrorpadidauii 3aXUCT mepeaadi roJI0COBHX,
TEKCTOBUX,  BifeomoBigomneHbr 1  Qaimie g0  100M6.  Mecenmxep
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Confide nosutionye cebe sk 3ammQpoBaHmii i 3aXHIIEHAN Bif CKpiHIIOTIB. Bin
JI03BOJIsIE OOMIHIOBATHCS IMOBIIOMICHHSMH, IO 3HHUKAIOTh, @ TAKOX TAPAHTYE
CINIKyBaHHs 0€3 pU3HKy TOro, o Oecima Oyzae 30epekeHa abo kKomy-HeOy b Tie-
pecnana. Bei moBigoMIteHHS TiCIs MPOYNTaHHS aBTOMAaTHYHO BTPAYalOTHCS Hasza-
BXIH [2].

[To3uTrBHA BiqMiHHICTH NOMYJISIPHAX MECCHIDKEPIB y TOMY, III0 BOHHU J03BO-
JSFOTH 30epiraTv MOBIIOMIJICHHS, 100 YHMKHYTH BTpaTu AaHux. HeratuBHa —
came BIICYTHICTb Takoi QyHKIIT poOUTh 3aXHUILEeHI MECEHIKEepH Oe3NeUHIMHU.

OTKe, KOJIM HIeThCsl IPOo Oe3neydHe JIMCTYBaHHS, 3aBXK/IH Kpallle BAKOPUCTO-
ByBaTu wudpysanus end-to-end (kiHus 10 KiHIM), sSIKe TapaHTye, IO MOBiIOM-
JICHHS 3aJIMIIAIOTHCS NPUBATHUMHU. [lomynsipHi MeceHKepH, SKi HaJaloTh IO
MOJIHBIiCTB, — Iie Signal, WhatsApp (sxmo BBiMKHeHO mmdpyBanHs) i Telegram
(BUKOPHCTOBYIOUH «CEKPETHI YaTH»). AJle ) Tpeda mam’siTaTH, L0 KOAEH MECeH-
Ixep He Moxke rapantyBatn 100% 3axucty nanmx. CrenciyO0u Ta pi3Hi po3Bi-
JyBaJbHI areHuii Ha ChOTOIHI TEOPETHYHO Ta MPAKTHYHO MOXKYTH KOHTPOJIIOBATH
NPaKTUYHO OYyIb-SIKHI LEHTPaNli30BaHUH MECSHIKEP Ta IPOIyOIIOBaTH Oy Ib-IKY
SIM-kaptky abo mepexomutun SMS. B cydacHHMX yMoBax AOCATTH aOCOIOTHOI
AQHOHIMHOCTI JyK€e CKJIaJIHO 1 Jy’Ke JI0OPOTo, a 1HO/I HEMOXKITUBO [2].

BaxiuBo Oyt oOepexHUMH IpU OOMiHI YyTJIMBOIO iH(pOpMAIEI0 Ta 3aB-
KU TIEPEBIPSITH aJpecd OTPUMYBauiB, 1100 yHHKHYTH IIaxpaicTBa Ta IHIIHX
3arpo3. KopucryBaui mocTiiiHO MalOTh HaBUaTHCS Ta Ji3HABATUCS PO HOBI 3arpo-
31 Ta MeTO/M 3abe3nedeHHs 1HppoBoi Oe3neky, 1m1ob OyTH B Kypci Ta 3aXHIIaTH
cebe, ajpke Oe3reka — Iie He CTAaTUYHUI cTaH, a Oe3nepepBHUI npolec, SKUi BH-
Marae peryJsipHHAX 3aXO[IiB i MepeBipoK.

Ingpopmauiiini oncepena
1. Telegram, Viber, WhatsApp, Signal — skum Mecenmkepam MokHa JoBipsiTH, 2023.
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2.Y nomykax Oesneunoro Mecenpkepa, 2023. — [Enexrponnuii pecypc]: https://kr-
labs.com.ua/blog/top-secure-and-privacy-messaging-apps.
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OLITHIOBAHHS BPA3JIMBOCTEM VY BIPTYAJBHHUX
CEPEJOBHUIIAX 3 BUKOPUCTAHHSAM IIVIAT®OPMHU TRYHACKME

Banenmuna ALIYK
Hazap KYTHHK
Kagpeopa ynpaeninna ingpopmauiiinoro 6e3nexoro Jlveiecokuit oeprwcagnuil
YHigepcumem 0e3nexu ycummeoianvHocmi, m. JIveis, Ykpaina.

Abstract. The theoretical, scientific, methodological, organizational and functional
bases of using the TryHackMe platform to study virtual machine vulnerabilities are
considered. Modern approaches to cybersecurity training based on controlled
environments are identified. Methodological approaches to the formation of the concept of
vulnerability assessment in virtual environments used on the platform are presented. The
stages of solving the scientific and practical problem of vulnerability research are
proposed.

Keywords: virtual machines, TryHackMe, vulnerabilities, cybersecurity, penetration
testing, security configuration.

Anomauia. Poszensinymo meopumuyti, HAYKOBO-MEMOOUUHI MA OP2aHi3ayitiHo-
@yHryionanvui ocnosu eukopucmarnta niamgopmu TryHackMe Ons suguenus epasiusoc-
meil 8ipmyanbHux MawuH. Busnayeno cyuacui nioxoou 0o HasuauHs Kibepbesnexu Ha 6a3i
KOHMpOIbo8anux cepedosuwy. Hasedeno memoouuni nioxoou 0o @opmysanus KOHyenyii
OYIHIOBAHHA 6PA3IUBOCIEN ) BIPMYATLHUX CEPeO0BUAX, K GUKOPUCMOBYIOMbCS HA NAd-
mghopmi. 3anponorosaro emanu SUPIUEHHA HAYKOBO-NPAKMUYHOT NPOOIeMU OOCTIOHNCEHHS.
epaznugocmell.

Knrwwuosi crosa: ¢ipmyanvhi mawunu, TryHackMe, epasnusocmi, kibepbesnexa, me-
CMYBAHHs HA NPOHUKHENHS, KOHGIeypayisn 6e3neKu.

[Tnardopma TryHackMe € oqHuM 13 IPOBIAHNX IHCTPYMEHTIB JUIsSl HABYAHHS
kibepOe3neni. BoHa Hajae KOpUCTyBayaM MOMIIMBICTH MPAaKTHYHO BiJTOYYBAaTH
CBOi HAaBUYKM B Oe3reri Mepex, BeO-J0/aTKiB, OnepamniiHuX CUCTEM Ta IHIIHMX
coepax. Bipryansni mammvHa Ha ratdopmi TryHackMe BukoprcToBYyrOTBCS 17151
HaBYaHHS Ta PO3BUTKY HaBUUYOK KibepOesneku. Bonu crenianbHO cTBOpEHi 3 Bpa-
3IIMBOCTSIMH, SIKi CIIy’KaTh TPEHYBAIBLHUM MOJITOHOM JUIS MalOYTHIX cIeliaicTiB
y raiy3i kibepoesnexu. L{i cepenoBuna g03BOJISIOTH NPAKTHKYBAaTH Pi3HI METOIU
TECTyBaHHsS Ha NPOHUKHEHHs, aHajli3y Oe3MeKH Ta OLIHKM BpasIMBOCTEH y 0Oe3-
MIEYHOMY Ta KOHTPOJIbOBaHOMY KoHTeKcTi. 3aBisku TryHackMe crynentu Ta
(axiBIi MOXYTb HE TUIbKM 3HAHOMHTHUCS 3 TEOPETHYHHMH acleKTaMu KibepOes-
MeKH, alie i BIANPalbOBYBaTH MPAKTHYHI HABHYKH, SIKI € KPUTHYHO BaXKIIMBUMHU
JUTSL CydacHOT ray3i inpopmariitHoi 6e3mekm.

ITnardopma TryHackMe € uymoBUM TPUKIIAJOM TOTO, SIK Cy4acHi HaBYAIIbHI
IHCTPYMEHTH JIOTIOMAararoTh CTBOPIOBATH PEATCTHYHI CHMYJIAIIl Kibep3arpo3 ta


http://conferenc.its.kpi.ua/proc/article/view/71042/66191
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JO3BOJIAIOTH CTYJCHTAM BiAdyTH cebe Ha MiCIli aTaKyro4doro abo 3axucHuka. Hag-
YanbHI BipTyaslbHI MaIllFHH, SKi BUKOPUCTOBYIOTBCS HA IUIAT(POPMi, CTBOPIOIOTH-
cs 3 pI3HHMH BHIAMH BPa3lIUBOCTEH, CIEIialbHO 3aJHUIICHUMH IS TOTO, IMI00
KOPHCTYBa4i MOTJIM 3HAXOIWTH Ta aHANI3yBaTH I ciabki Miciy. Hampukman, He-
TIpaBWIIbHI KOHQITYpaLii cucTeM, 3acTapiie abo HEKOPEKTHO HaJamITOBaHE IIpO-
rpamMHe 3a0e3neueHHs, cabKi MexaHi3MU ayTeHTudikaii Ta Bigkputi moptu. Li
ACIIEKTH € OCHOBHUMH LIJSIMU JUIS aHANi3y Ha IUIaTGOpMi, 1 BOHU JIONIOMararoTh
Kpale 3p03yMiTH, sIK 3JI0BMUCHUKH MOXKYTh CKOPHCTATUCS LIMMH BPa3JIUBOCTIMHU
JUISl IPOHUKHEHHS Y CHUCTEMH.

Jns ycnimHoro HaBuaHHs KibepOesmeni kopuctyBaui TryHackMe marotsb
MOXKJIUBICTh BUKOPHCTOBYBATH PI3HOMaHITHI METOJM JUIsS BUSBJICHHS Ta OLIHKU
BpaznuBocTeil. OHIM 3 OCHOBHHX MiJXOJIB € CKaHYBaHHS MEPEKEBHX IOPTIB 1
CITy>k0 3a JOIIOMOTOI0 TaKMX IHCTPYMEHTIB, Ik Nmap. lle mae 3Mory BHABIATH
BIZIKpUTI TOPTH, SKi MOKYTh BUKOPHCTOBYBATHCS IJIsi HECAHKIIOHOBAHOTO JIOC-
TyIy, a TAKO’K BH3HAYATH aKTUBHI CIY>KOH, 0 MOXYTh MICTUTH TIOTEHIIiIHI cla-
Oki micmsa. OkpiM CKaHyBaHHS, BRXIMBUM € TaKOX aHaNi3 KypHaJiB MO Ta
MOHITOPHHT MepeKeBOT aKTHBHOCTI, 110 JO3BOJISIE BUSABIIATH MiT03pii Aii, HecaH-
KLIOHOBaHI A0OCTynu Ta iHII aHoMauii. TecTyBaHHS MPOHUKHEHHS, SIKE 3a3BUYal
MIPOBOJUTHCS MICJIs BUSIBICHHS BPa3JIHMBOCTCH, Ja€ MOXJIMBICTh OIIIHUTH, HACKi-
JIbKM €()eKTUBHO HAJAIITOBAaHI CHCTEMHU 3aXHCTY Ta SIK JIETKO BOHU MOXYThb OyTH
oOiiineHi.

Opnniero 3 BakiuBux nepepar miardpopmu TryHackMe e moctyn no pisHo-
MaHITHUX HaBYaJbHUX CLEHAPIiB, SKi OXOILIIOIOTH HMIMPOKUH CHEKTP MOMIIUBHX
atak. lle BKIIFOUae MpakTUKy pOOOTH 3 TAKMMH BPA3IHBOCTIMH, K SQL-iH'ekmii,
MiXCaUTOBHH CKpUNTHHT (XSS), eKcIuryartalis BiIOMHX BPa3JIMBOCTEH Mporpam-
HOTO 3a0€3IeUYeHHs, aTaKi Ha MEPEKEBi MPOTOKOJH, COIiadbHa iHKEHEPis TOIIO.
Taxi creHapii TarOTh MOXITMBICTD BiIIPal[bOBYBaTH MPAKTHIHI HABUYKH B YMO-
BaxX, MAaKCHUMaJIbHO HAOIMKEHUX 10 pealbHUX. 3aBIIKU [[bOMY MaiOyTHI (axiBIi
OTPUMYIOTh JIOCBiJI y BHSBIICHHI, aHAJI31 Ta YCYHEHHI BPa3IMBOCTEH, IO € HAJ-
3BUYAHO BaXJIMBUM Y CydacHil kibepoOesmerii.

[Monpu HaBYaNbHUI XapakTep BipTyalbHUX MAIIMH Ha MuaT(opmi, BaXKINBO
PO3YMITH, 110 NMPUHIWIHN 3aXUCTy 3aJMIIAIOTHCS aKTyaJbHUMH HaBiTh Y TaKHX
ymoBax. Ockinbkn 3700yBadi BYaTHCS HE TIIBKHU NIYKAaTH BPa3lHBOCTI, a il 3aXu-
AT CUCTeMH, HEOOXiTHO BPaxOBYBaTH PEKOMEHJAIi] 100 3a0e3neveHHs Ha-
JIeXHOTO piBHS Oe3meku. Lle Bkitouae peryisipHe OHOBJIICHHS IIPOTPaMHOTO 3a-
Oe3IeueHH s, CBOEYacHE BCTAHOBJICHHS IMaT4iB O€3MeKH, BIPOBAKEHHS CyBOPHX
MIOJITUK JIOCTYITy 10 KPUTHYHHX PECYpPCIB Ta BUKOPUCTAHHS JBO(AKTOPHOI ayTe-
HTU}IKAI] [ TiIBUIICHHS PiBHsI Oe3lekd. [HIIMM BaXKIMBHM acleKTOM € Ha-
JIAITYBaHHS MDKMEPEXEBUX E€KpaHIB Ta CUCTEM BHSBJIEHHS BTOPTHEHB, SIKI MO-
KYTb MOHITOPUTH MepeXeBui Tpadik i 6JIOKyBaTH MOTEHLIIHO HeOe3neyHi Aii.

Jlnsa 3a6e3neueHHsT MAKCHMAIBHOTO PiBHS O€3MEeKH BaXKIJIMBO TaKOX IMPOBO-
JITH PEryJIsipHi ayJIJUTH CUCTEMU Ta TECTYBaHHS MPOHUKHEHHS, SKI JOMIOMOXYTh



BHSIBUTH TOTEHIIMHI 3aTPO3H Ta BXKHUTHU BIAMOBIIHUX 3aXOiB IS iX HeHTpamiza-
mii. Ile ocobmmBO akTyambHO B yMOBaX, KOJNH Kibep3arpo3u MoCTiHHO 3MIiHIOIOTh-
¢ 1 3'IBISIFOTECSA HOBI METOIH aTak. 3aBISKH [IOMY 3 BUKOPHCTAHHIM ILTAT(Op-
mu TryHackMe oTpuMyroTh He TiUTBKH 3HAHHSA IPO iCHYIOUi BPa3iIMBOCTi, a i po-
3yMIHHS TOTO, SIK MATPUMYBATH O€3IeKy B yMOBaX NOCTIHHHAX 3MiH.

Bipryanpni mamman Ha mnatdopmi TryHackMe € HezamiHHMM iHCTpyMEH-
TOM JUIs ArOTOBKM (haxiBIiB y Tramysi kibepOesnexu. Bonn 1o3BosoTs Oe3ned-
HO €KCIIEPUMEHTYBATH 3 PI3HUMHU METOJIaMHU aTakK, BUBYATH Cy4acHi 3acoOu 3axu-
CTy Ta po3poOJIsiTH HOBI crpaterii /i 3abe3nedeHHs iHpopMaliiiHOi Oe3mneku.
3aBSIKM MM MPAKTUYHUM HAaBUYKaM CTYJEHTH MalOTh MOXKIHMBICTb Kpalle po3y-
MITH peaii cyyacHol KibepOe3mneku, 10 poOuTh X TOTOBHMHU 110 POOOTH Y Cripa-
BXKHIX yMoBax. [ImaTtdopma mponomarae po3BUBaTH KPUTHYHE MUCICHHS, BMiHHSA
aHaJI3yBaTH 3arPO3H Ta CTBOPIOBATH SPEKTHBHI 3aXOIH 3aXWCTY, IO € HeOoOXia-
HUMH U1 T0OyOBH HAAiIHHOI cucTeMH iH(pOpMAamiiHOI O€3MeKH y CydacHOMY
IU(PPOBOMY CBITI.

3aramom, HaBuaHHs Ha miatdopmi TryHackMe crpusie ¢popMyBaHHIO HOBOI
reHepanii ¢axiBmiB 3 kibepOe3nexy, siki He TUTBKH PO3yMIIOTH CydYacHi 3arposH,
ayie i 3maTHI edexkTuBHO mpotuaiaTu iM. Ile 3abe3mneuye OinblLy Oe3meKy Uit Op-
raHizanii, KOMHaHiid Ta JEepKaBHUX CTPYKTYp, IO IMOKJIAJaloThCS Ha 3aXHIle-
HiCTh iHQOPMALIIITHUX CHCTEM.

[Tnatpopma TryHackMe € iHCTpyMEHTOM SIK JJIsI CAMOCTIHHOIO HaBYaHHS
kiGepOesrel, Tak i Ul MPOBEEHHs HAYKOBHX JIOCHiKeHb B Wit ramysi. Ii mepe-
Baru IMoJisiratoTh Yy CUCTEMAaTUYHOMY IiJXOJl 0 HaBYaHHs, IPAKTHYHIA Opi€HTa-
1ii, aKTYaJIbHOCTI KOHTEHTY Ta THYYKOCTi BUKOPUCTAaHHS.
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YK 621.391:629.783:004.056.5 )
MOJEJIb OPTAHI3ALII 3AXUIIEHOI'O 3B'AA3KY
3 OPBITAJIBHUMHU HAHOCYITYTHUKAMMH

Onexcandp JIOFIMOB
Isan IOBEHKO
Hauionanvnuii aepoxocmiunuii ynieepcumem im. M. €. Kykoecvkozo
«Xapxkiscokuit agiayitinuit incmumympy», m. Xapkie, Ykpaina.

Abstract: The issue of organizing secure communication for nanosatellites has
become increasingly relevant due to the rapid growth of the industry, especially
considering the limited resources. The main challenges include ensuring data transmission
security, and protection against spoofing and cyber threats. The solution lies in
implementing hardware encryption modules, lightweight cryptographic algorithms, and
key management systems adapted to space conditions.

Keywords: Nanosatellites, Information protection, Communication protection,
Encryption.

Anomauia: ITumanns o210y opeanizayii 3axuyeHo2o 36'a3Ky 01 HAHOCYNYMHUKIG
cmano wje Oinbul aKmMyaibHUM Yepe3 WeUoKe 3pOCMAHHsL ITHOYCmpil, 0coOIUBO 3 021510y HA
obmesrceni pecypcu. OcHo8HI npobremu 8KI0OYAIOMb 3a0e3neuents b6esneku nepedadi 0a-
HUX, 3axucm 6i0 cnyginey ma xibepzaepos. Piwennsam € 6nposadicents anapamuux mooy-
6 WUDPYSAHHS, Ne2KUX KPUNMOSPADIYHUX ANeOpUMMI8 ma CUCIEM YNPAGIIHHA KIoYd-
MU, a0anmo8anux 00 ymog KOCMOocy.

Knrwuoei cnoea: Hanocynymuux, 3axucm ingopmayii, 3axucm 36’asxy, Lugpysan-
H3.

Bcmyn: CtpiMke 3pocTaHHs 1HIYCTpil MaluX CyHMyTHHKIB IPHU3BEJIO JIO IO-
IIMPEHHs HAaHOCYITyTHUKIB — KOMIIAKTHUX KOCMIYHHMX arapariB Baroto Mmenme 10
kinmorpamis [1]. 3i cBoro 3amodatkyBaHHs B 1999 polii, HAHOCYITYTHHKH CTBOPIUTH
CIIPaBXHIiH MPOPHB Ta CTAHOM Ha KiHels 2023 poky, Oyio BuBeaeHo Maiixe 2800
HAHOCYITyTHUKIB. Xo0Ya IIi MIHIaTIOpHI CYIMyTHUKHA MAalOTh YHCJICHHI MEpeBarw,
TaKi K 3HWKEHHS BapTOCTI 1 CKOPOYCHHS TEPMIHIB pO3POOKH, BOHH CTBOPIOIOTH
VHIKQJIbHI BUKIIMKH, KOJH HIEThCS PO 3a0e3redeHHsT Oe3nevHOT epeiadi JaHuX
MiX CyITyTHAKOM 1 Ha3€MHUMH CTAHI[ISIMH.

306epekeHHsT KOH(IIEHIIIHHOCTI, IUTICHOCTI Ta JOCTYIMHOCTI JaHUX, SKAMH
0OMIHIOIOTECSI HAHOCYIYTHHKHM Ha OpOiTi Ta IXHI Ha3eMHI aHAJOTH, € KPUTHYHO
BaXUIMBUM 3aBJaHHAM. HaHOCYITyTHHKM MaroTh KOPCTKI OOMEXEHHS 3a po3Mi-
POM, Baroio i €eHeprocroXXUBaHHM, 10 3aJHIIA€ MaJlO MICIS IS CHelialbHOro
obnmagHaHHA 1 TporpamMHOro 3alesmedeHHsi sl 3abesmeueHHs Oesmeku. Lle
YCKJIaTHIO€ BIIPOBA/UKEHHSI HaJ(IITHUX aJrOpUTMIB MIM(PYBaHHS 1 CHCTEM YIpPaB-
JIHHS KIIFOYaMH, 3JaTHUX MPOTUCTOATH CYBOPHM YMOBaM KOCMIYHOTO CEpelOBH-
ma.



Ha momatox mo pecypcHHX 0OMeKeHb, HAHOCYIYTHHKH BpPA3JHBi 0 IHIIHX
3arpo3 y Oesmemi. JIiHil mepenadi JaHUX MiX CYIIyTHHKOM 1 HA3€MHOIO CTAHIIIEIO
TIOBMHHI OYyTH 3aXWIIEHI BiJ MOTEHIIHOTO MPOCIYXOBYBAHHS 1 IMEPEXOIUICHHS
CHTHAJTy HECaHKIIOHOBaHUMH cTopoHamu. [lepepuBuacTuii XapakTep BiKOH 3B's3-
Ky, 3yMOBJICHUH AMHAMIKOIO OpOITH i IMOKPUTTSAM HAa3eMHOI CTaHIIl, TAKOXK MOXKE
YCKIaTHUTH TpoIiecH oOMiHy KiIfo4aMu i ayTeHTH(ikamii, HeoOXigHi 1yt Oe3mey-
HOi mepenaui gaHux. KpiM TOro, HaHOCYIYTHHKHA MOXYTb OYTH Bpa3JlUBUMH 10
BiJTAJICHUX MPOTPaMHUX aTaK, SKi MOXKYTh MOPYIIMTH LTICHICTE OOPTOBUX Me-
XaHI3MiB Oe3MeKH.

11106 BupimmTH i TPOOIEMH, TOCTITHUKA Ta IHKCHEPU BUBYAIOTH pi3HOMa-
HITHI METOJW 1 NMPOTOKONM OE3MeKH, NMPHCTOCOBaHI /0 YHIKaJbHUX OOMEXKEHb
HAHOCYIyTHUKOBUX cucTeM. Cepell HUX — BUKOPHCTAHHS JIETKHX AJITOPHTMIB
umdpysanns, Takux sk ChaCha20-Poly1305 a6o AES-GCM, ski 3a0e3meuyroTh
HamiHy KOH(DIOCHIIWHICTh 1 HUTICHICTh JaHUX, HE IEPEBAHTAXYIOUH PECYpCH
cymytauka [2]. Kpunrorpagis emintuuanx kpusux (ECC) mpomoHye anpTepHa-
TUBY TpaIuLiiiHIi KpunTorpadii 3 BITKpUTUM KIF0UEM, 3a0e3MeTyI0UH TOPiBHIH-
Hy Oe3Iexy Ipu 3HAYHO MEHIINX PO3Mipax KIFOiB, IO pOOUTS ii OibII mpuaaT-
HOIO JIJIsI HAHOCYITy THUKIB 3 00MEKEHUMH PECypcamH.

Ha nonarok no xpunrorpagiuHux pillleHb, TaKi TEXHOJIOTII, sIK Oe3neyHe 3a-
BaHTa)XKEHHA 1 MepeBipKa LIJICHOCTI MPOUIMBKH, MOXYTh JTOIIOMOTTH 3aXHCTHTH
HAHOCYITyTHUKH BiJl HECAHKI[IOHOBaHMX Mojuikariii i mporpaMHuX arak. [HHO-
BalliifHi CXeMHU YNpaBIiHHS KJIOYaMH, TaKi SK MONEPEAHbO PO3NOAUICHI KIIHO4i
abo xpunrorpadis Ha OCHOBI iZiIeHTH(DIKALIT, MOXKYTh CIPOCTHTH MPOILEC OOMIHY i
PO3MOTYy KIFOUIB JUIA HAaHOCYITyTHHKIB 3 TEpEepHBYACTHM 3B'si3koM. Haperri,
BHKOPHCTOBYIOUH OUTBINI OOYHCIIOBABHI PeCypcH i HaliiHUHA 3B'I30K Ha3eMHHUX
CTaHII}, MOXHA BIPOBAIUTH CHCTEMH MOHITOPHHIY O€3NeKH i BUSBICHHS aHO-
MaJTii, 0 MiIBUIINTH 3aTajJbHUN PIBEHb OC3MEKU MEPEKi 3B'I3KYy MiK HAHOCYITY-
THUKAaMH 1 HA3eMHUMH CTaHIISIMH.

IlIpoonema: BinpmiicTb HaHOCYIyTHHKIB OymyeThcss Ha Tak 3BaHMX COTS
(Commercial off the shelf) [3] kommoHeHTax, M0 KOMEPIHHO AOCTYIHI, TOOTO
MOXYTh OyTH MpHI0aHi K TOTOBI BUPOOH. BUIbIIICTh X BUPOOIB € JOCTATHBO
HIPOCTUMHU PO3POOKaMH, OCHOBHOI METOIO SKUX € 3a0e3NeYeHHs O00YUCIIOBalIb-
HO{ MOTY>XKHOCTI PH MiHIMIi3aIlil CIOKUBAaHOI €HepTii.

Ykpaina Ha CbOroHI Majia 8 MyCKiB MaJIMX Ta HAHOCYIyTHHKIB 3 SKUX TiJIb-
K1 2 BUAAINCH BIAIMMH. 2 OCTaHHIX IyCKH OyJIM HEBJIAJIIMMH, 30KpEMa CYITyTHHK
«Ciu-2-30» Ta cynytHuk KIII — Polyltan-HP-30. OdiuiiiHoro Bepciero BTpatu €
npoOieMu 3 HaaiiHMM 3B’SI3KOM Ta CHUCTEMOIO €HEpro3ade3NevyeHHs, a TaKoX
HaJUIMIIKOBE iH(OpMAIliiiHe HAaBaHTa)XKCHHS, L0 B TepMiHax KiOepOesrekn mae
Ha3By «cnyQinry» (Bix. AHri. Spoof).

YacTtruHOIO Mpo0eMH 3aXUIIEHOCTI € Oa’kaHHS 3HU3UTH €HEepProCIOXKMBAaHHS
CYMYTHHKa HIJSIXOM BUKOPHUCTAHHs OUIBII MPOCTHX IPOLECOPIB 3 0OMENKEHOIO
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mBHuaKoxiero. Ile y cBiff yac yHEMOKIIMBIIOE BUKOPUCTAHHS TaKHUX IPOIIECOPIB
Ut A pyBaHHS Ta NeMH(PPYBaHHS B PeaTbHOMY Yaci.

VY TakoMy BHIIAJKY Hpobiemy 00c1idy MOXKINBO CPOPMYITIOBATH K OakaH-
HS OTPHMATH HalilfHe Ta mpocTe MupyBaHHS iH(QOpMAIil HAHOCYIYTHUKY SKa
BUKOPHCTOBYETHCS K TEJIEMETPis Ta JaHI KOPUCHOTO HaBaHTa)XeHHA. Bmopun-
HUM 3a60aHHAM € OKAHHSI OTPUMATH 3aXWCT Bif cIryQiHTY.

Memoou pimenns: Ilepmmm METOOM pillIeHHS MPOOJIEMU € BOPOBAIKEHHS
Crewiali3oBaHuX anapaTHUX MOJIYJIB JUIsl IU(PYBaHHS, SIKI NPALIOIOTh He3alle-
)KHO BiJI OCHOBHOTO mpouecopa. Taki MOy MOXYTh BHKOPHUCTOBYBATHCS IS
3abe3nedeHHs MHU(PyBaHHs JaHUX KOPUCHOTO HABaHTa)KEHHS B peasibHOMY 4Yaci,
LII0 3HAYHO 3HIDKYE PU3UKH KibepaTak, 30KpeMa chy(iHry B KOHTEKCTI 3aXHCTy
IIPOLIECY OHOBJICHHS BOYJOBaHOTO NMPOTPAMHOTO 3a0e3MedeHHs. 3aBIsKH IH(Py-
BaHHIO OHOBJICHB, 320€3IEUyETHCS MEpeBipKa IUTICHOCTI Ta aBTEHTHYHOCTI TpO-
TpaMHHX MaKeTiB, M0 YHEMOXKJIMBIIOE€ YCTAHOBKY MIKIAIHBUX a00 MomudikoBa-
HuX (paiimiB. BukoprucTaHHS iHTETpaTbHUX cXeM IIu(pyBaHHS (KPUOTOMPOIIECCO-
piB) He TUTBKH 3HW)KYE HABAaHTA)XKCHHS HA IEHTPAIBHUH IMpOIecop, ajei i miaBu-
IIye€ 3araibHU piBeHb OC3MECKH.

THUMOBUM Ha CHOTOJHI € BUKOPUCTAHHS TaK 3BaHUX ‘‘TOBIPCHUX MOIYJIB
miatdopmu” — Trusted Platform Module (Puc. 1).

Take pillleHHs HaJa€ MOXKJIHBICTh aBTOHOMHO (HE3aJIe:KHO BiJl MIKpPOIIpOIle-
COpY) BUKOHYBaTH HACTYIIHI ONepariii:

— Hapniiine Ta 3axuiieHe 30epiraHHs IPUBATHUX KITIOUIB;

— OHOBITEHHS KJIIOYiB;

— ABroMar mBHAKOTO IMUPYBaHHA Ta JemudpyBaHHA iH(opMamii 3a
HaiiOUTpII-po3noBciomkeHumu  anroputMamu (RSA-4096, AES-128, AES-192,
AES-256, ECC NIST P384, SHA2-384);

— I'eneparop BunagkoBux uucen kinacy NIST;

— HanmanHs yHIKaTBHOTO iIeHTH(IKATODPY;

— EHepronesanexna maM’sTh A 30epiraHHs BiIKPUTOTO KIOYY Ta 1HIIHX
HaJlAIITyBaHb OE3MEKHU /I BCTAHOBJICHHS IEPBHHHOTO CEAHCY 3B'SI3KY;

— Jlonomixkui  GyHKIT KepyBaHHS IH(pOpMAaIier0 Ta/abo 30BHINIHIMU
EJIEKTPOHHUMH CXEMaMH.



TPM <:—’> MCU

i

\/

Communication Module

Ground Station

Pucynox 1 — TumoBa cxemMa BUKOPUCTaHHS MOAYIIA ““IOBipeHO1 TuiaTdop-
mu” — TPM

[Ile oHMM TEPCHEKTUBHUM METOAOM BHUPIIICHHS NMPOOJIEMU € BUKOPHUCTaH-
HS TIPOTPaMOBaHUX JOT1YHUX iHTerpanbHuX cxeM (FPGA), ski mo3BOJISIOTH pea-
Ji3yBaTH KpUnrorpadiyHi anroputMu 0e3 3HAYHOTrO 3OUIBIICHHS CIOKWBAHHS.
FPGA 3a0e3neuyroTh MOXIIMBOCTI HAJAIITOBYBATH MIH(PYBaIbHI aJITOPUTMH Mif|
KOHKPETHI BUMOTH MPOEKTY, IIO JIO3BOJISIE JOCATaTH BUCOKOI IPOJYKTHBHOCTI
HaBITh HAa OOMEXCHUX amapaTHHX pecypcax. Hampukiam, peamizailis airopuTMiB
cumetpuuHoro mudpysanns, Takux sk AES (Advanced Encryption Standard), Ha
FPGA no3BoJisie 3a0€3Me4nTy MBUAKE Ta HadilHe M(pyBaHHs, 10 € OCOOIHUBO
Ba)XJIMBUM JUIA Tlepesiadi JaHNX HAaHOCYIIYTHHKIB B yMOBaX OOMEXEHHX €Hepre-
TUYHUX MOXuBocTed. HaiiGinpmmoro mpobiemoto Bukopuctanus FPGA € Heo06-
XiJIHICTh BOJIOAITH IIEBHUMH HaBMYKaMH IporpamyBaHHs Ha MoBi Verilog/VHDL
Ta BUCOKHH KOIITOPUC TaKUX 1HTETPAIBHUX CXEM.

Takox pilIeHHSAM MOKe OyTH BUKOPHCTAaHHS CIIEIiali30BaHUX MOJYJIB 0e3-
neky, Biomux sk HSM (Hardware Security Module), siki BUKOHYIOTb KpHIITO-
rpadiuni onepaiii B i30J50BaHOMY cepenoBuini. HSM MoXyTh TakoK BUKOHYBa-
TH (YHKI] HaJaHHS TO0Ka3iB BTPYYaHHS Ta BeICHHS KypHaITy Ta CIIOBIMICHb O€3-
MIEKOBHMX IHUTaHb. Taki MOIYyJIi TAKOX TO3BOJIIOTH MPUCKOPIOBATH MPOIIECH MU (]-
pyBaHHs Ta JAelU(pyBaHHS JaHHUX, IO 3HIDKYE HABAHTAKEHHS HAa OCHOBHHUI
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TIPOIIECOP i JJO3BOJIIE ONITUMI3yBaTH pOOOTY BCHOI'O HAHOCYITyTHHKA. Taki Momymi
€ aganoramu MoxyiiB TPM ane 3a3Buuaif MatoThs O1IbITy BOY/IOBaHY €HEpProHe3a-
JISKHY TIaM’ ATk I 30epiraHsst ’KypHaIy HOIii.

JlomaTkoBUM pIilICHHAM MOXe OyTH BHKOPHCTaHHS MIKPOKOHTPOJIEpIB i3
BOyZIOBaHUMH KpHNTOrpadiyHAMH aKcejepaTopaMu. Taki pimreHHS 3abe3nedy-
IOTh BHCOKHH piBEeHb OE3IEeKH IPH MiHIMaJbHOMY €HEPTOCIOKIBAHHI, IO € BaXK-
JIMBUM ]ISl HAHOCYMYTHUKIB. 1li MIKpOKOHTpOJIepH 34aTHI BUKOHYBaTH CKJaJHI
Kpurtorpadiyai anropuTMHu 3 MiHIMAJbHUM BIUIMBOM Ha 3arajibHy MpPOJYKTHB-
HICTh CHCTEMH, L0 J03BOJISE 3HAYHO I JBUIIUTH €(hEeKTHBHICTH POOOTH CYITyTHH-
Ka B YMOBaX HU3bKOi eHeproe()eKTUBHOCTI. B ocTaHHI pokH Taki MiKpOKOHTpOJIe-
PH CTaJH JOCTaTHBO TOIIUPEHUMH, ajie iX OCHOBHOIO MPOOJIEMOIO € BiJICYTHICTb
aNTOPUTMIB 3aBaHTaKCHHS KJIIOYIB, IX 3MiHA Ta BHIAJCHHS, IO CTBOPIOE JIOJAT-
KOBi BUMOTH 10 pO3pOOHNKA TaKUX CHCTeM. BUMOTH 10 KpUNTO-CTIHKOCTI cucTeM
SIKI JOTWYHI 10 BUKOPUCTAHHS y HAHOCYIIyTHHKaxX HOTPEOYIOTH 3HAYHOTO 4Yacy
BiZ po3poOHuKa BOymoBaHoro I13.

Piwmenna: PimeHHAM mpoONeMH € BUKOPUCTAHHS 30BHIIIHIX €JICKTPOHHUX
MiCHCTEM Ta MOIYJiB MH(pyBaHHSA Ta nemudpyBaHHs iHPOpMalii, a came iHTe-
rpanpHux cxem kinacy TPM.

3a3Buyail Taki MiJCUCTEMH INPEJCTABJICHI EJIEKTPOHHUMH IHTErpalbHUMU
CXeMaMHU sIKi JI03BOJISIFOTh BUKOHYBaTu mudpyBanHs iHopMalii 3 MiHIMaIbHUM
BTPYYaHHSM LEHTPAIBHOTO IIpollecopy. €AMHUM 3aBJaHHSIM LIEHTPAIBHOT'O HPO-
[IECOPY Y TAKOMY BHUIIAJKy € MEPeIaBaHHs Ta NPUHAOM IK(POBAHOTO Ta ACHIH -
poBaHoro Tpadiky.

Y HaHOCYNYTHHKY IO PO3pOOIIsEThcs KoMaHnoo XAl, Ta fioro aBTOpchKO-
My obumcmroBaui “bopusitep” [4] mpomonyeTbess BukopuctaHHs TPM Infineon
TPM Optiga SLB 9673 (Puc. 2).

PucyHok 2 — [nTerpansHa MikpocxeMa “oBipeHOro Moy mardpopmu’” —
Infineon Optiga TPM, SLB 9673



Buxopucranns pimenss Ha TPM SLB 9673 no3Bosnse BHPIMINTH HACTYIHI
3aBJaHHS:

— Hlndpysanns Ta gemmdpysBaHHd iHPopMmamii 0Oe3 3aBaHTaKEHHS
LEHTPATEHOTO OOYHICIIOBAIEHOTO MiKPOKOHTPOJIEPY;

—Hlndpysanns y Biamosimpocti mo CCSDS  mporokomy, 110
BHKOPHCTOBY€ETHCS y CTaHNAPTHHUX IOXOAax Mepemadi iHdopmarii Ha HazeMHi
cTaHUil Ta € odiuiiHUM MpoTokoJoM EBporneiickkoro KocMidHoro AreHcTBa
(ESA, European Space Agency);

— Copoiye orpuMaHHs BignosigHocti Bumoram NIST/NIST2;

— Hapmae moxnuBicth Bignosigaru sumoram NIST SP 800-53 (space system
security controls);

J1- 03BoJIsIE peani3yBaTH CIPOIICHUN MEXaHI3M 3HAXOMKEHHSI Ta KOPEKIIil
nmommwiok — EDAC (Error Detection And Correction), skuii 3a3BHyait
BHUKOPUCTOBYETHCS IS KOHTPOITIO KocMivHO1 paianii Ha HO3 Ta B nosici Anana;

— Jlo3BoIsie MPHUCKOPUTH Ta CHOPOCUTH MEXaHi3M TECTyBaHHS OOpPTOBHX
3amaM’sITOBYIOYMX MPUCTPOIB MPH CTapTi (TECT BKIFOYCHHS);

— Ho3Bonste 3exonomutn [I3I1 Ta O3Il mortpibHe mnsa peamizamil
BHUIIIE3a3HAYCHUX AJTOPUTMIB 3aC00aMH MiKPOKOHTPOJIEPY.

THUMOBUM BUKOPUCTAHHSAM 30BHILIHBOI'O MOYJIS JAOBIPEHOI IIATGHOPMH ISt
mmbpyBaHHs abo nemmdpyBaHHs iHpopmauii 3a nomomoroto AES-256-CBC
Oyze HacTymHa aiarpama mociigoBHocTi (Puc. 3):
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Pucynok 3 — UML aiarpama nocniinoBHocri. Pearizauis mudpyBanHs 3a 10-
momoroto AES-256-CBC B napi mikpokorntposep + TPM Moxyisb.



Bucnosku. CygacHi moxyni kinacy TPM € mieBuMm, eHepro- Ta 00YHCIIOBANb-
HO-e()eKTUBHUM DIIICHHSAM K IIOIO 3aBJaHb KJIACHYHOTO IMU(PPYBaHHA Ta Ie-
umdpyBaHHs iHPOpMaIii, Tak i I 3aBIaHb TOTIOMIXKHOTO XapaKTepy — IepeBip-
Ky LOUTICHOCTI MaKeTiB JaHWX, MPUCKOPEHHS TECTyBaHHS IaM sTi. Bukopucranas
pimens TPM no3Boisie CTBOPIOBATH MPOTPAMHO-aNIapaTHi PIMIEHHS 1151 O0PTOBUX
004HnCITIOBaYiB HAHOCYIYTHHKIB 3 YpaxXyBaHHSIM CKJIAJHOCTI, YaCOBUX OOMEXEHb
Ta BUMOT JI0 €HeproeeKTUBHOCTI Ta HaAiHHOCTI.

JlocipkeHHs 3 MOLIYKy HaJliiHOTO Ta CTIMKOro pillIeHHS 3 KPUITO3aXHCTY
KaHaJiB 3B’s3ky Mix JIA a6o KA Ta HazeMHOIO cTaHLi€lo, OyJI0 BUKOHAHO MpH
miarpumni Ta B pamkax rpanty HOJY: Ne2023.04/0143 «ExcnepumeHTaibHE
BimpaIfoBaHHs OOpPTOBOTO OOYHMCIIOBaYa OE3MIJIOTHOTO JITAIBHOTO armapara
MOABIHHOTO MPU3HAYCHHS»
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YK 004.056.5
MOPIBHAJILHAN AHAJII3 METOJUK ®OPMYBAHHSA }
OYHKIHIOHAJIBHUX MPO®LIIB 3AXUINEHOCTI IHOOPMAIII

Menuc OCTAIIELID
Onexkcin CYXOMJ/IHH
Ykpaincokuii oeprcasnuit ynieepcumem nayxku i mexmnonozii, m. /[ninpo,
Ykpaina.

Abstract: The study examines modern methodologies for forming functional security
profiles (FSP) of information. Key requirements for the methodologies are identified, and
their advantages and disadvantages are analyzed. Recommendations for optimizing FSP
formation processes are proposed, including the automation of verification processes for
formed FSPs and the use of intelligent methods..

Keywords: functional security profile, information security, automated system,
intelligent methods.

Anomauin: B pobomi po3eissHymo cyuacHi Memoouxu ujooo opmyeanHs QyHKyio-
HanbHux npoghinie 3axuwgenocmi (DPI13) ingpopmayii. Busnaueno knouosi eumozu 00 me-
MOOUK, NPOAHANI308AHO IX nepesazu ma HeOONIKU. 3anponoH08aHo peKomeHOayii 3 onmu-
Mmizayii npoyecie popmysanns DII3, 30kpema uepes asmomamusayiro npoyecia gepugixa-
yii cpopmosanoro @I13 ma 3a paxyHox BUKOPUCANHSA THMENEKMYATbHUX MEeMOOi8.

Knwuosi cnosa: ¢ynxyionanvhuil npoghine 3axuwenocmi, iHgopmayiina Oe3nexa,
agmomMamu3o8ana cucmemd, iHmeneKmyanibHi Memoou.

CyuacHUi pO3BUTOK LU(POBUX TEXHOJIOTIH CYNPOBOKYETHCS 3POCTAHHAM
3arpo3 iHdopmariitHii 6e3merni, mo poOUTh 3aXUCT iHpOpMaIii OTHIM i3 HaiiBa-
XKIMBIIINX 3aBJaHb. BaXJIMBOIO CKIJIal0BOIO €()EKTHBHOTO 3aXHCTy € pO3poOKa
¢yHKmioHaNpHUX TpodiniB 3axwmenocti (PII3), ski Bu3HaYarOTh HAOIp 3aXOMiB
JUIsl 3a100iraHHsl HeCaHKLIOHOBAHOMY J0CTyIy. Bubip ontumanbHOI METOANKH
¢dopmyBanHs OI13 Mae KIIOUOBE 3HAUSHHS, OCKUIBKHM BIUIMBAE HA €(EKTHUBHICTD
3axXHUCTy, BUTPATH 9acy Ta PecypciB.

Mertoto AOCITIIKEHHS € aHaIli3 iICHYI04nX MeTonuk popmyBanus OII3, ix ne-
peBar i HEJOJMIKIiB, a TAKOXX BU3HAYEHHS IUIAXIB MTOKPAIICHHS HpoueciB GopMy-
BaHHA NpodinmiB. JlocarHeHHs i€l MeTH Tiependadae: BU3HAYEHHs] OCHOBHUX BU-
Mor 10 Mertoauk ¢opmyBanHs PII3, aHami3 1 MOPIBHAHHS Cy4YacHHMX MiIXOJIB,
PO3p0o0OKy peKoMeHalliii oo onTuMizanii npouecis popmysanns PI13.

OcHoBHI BuMOrH 110 MeToauk QopmysaHHs PII3 Moxna chopmysoBaTn
Takx:

Yacosa egpexmugnicmp — METONUKA TIOBHHHA 3a0e3ledyBaTH MiHIMaJbHi
BUTparty yacy Ha (opmyBanHs PII3 6e3 Brparn sKocTi.

BaxmBoro € moorcnusicms _ckopouenHa uacy 3a PaxyHOK aBTOMAaTH3allii




TIPOIIECiB.

3posyminicme i _npocmoma _6nposadcents — METOAWKAa IOBUHHA OyTH
3p0o3yMiIor0 A (haxiBIiB i3 pi3HUM piBHEM HiATOTOBKH. MiHIMI3aIlisl CKIaTHOCTI
JOTIOMArae 3HI3UTH PU3UKHA TOMUIIOK 1pH opmyBanHi PI13.

Hezanescnicmo  6i0 _1100cbkoeo ¢pakmopa — 3MEHINCHHS —3aJI€KHOCTI
pe3ynbTatiB Bix KBami(ikarii eKCHepTiB MUITXOM CTaHAAapTH3alii Mporexyp i
BUKOPUCTaHHS JIOTMIOMDKHUX IHCTPYMEHTIB (HAIPUKIaA, ONHUTYBAJILHUX TaONUIb
a0 aNropuUTMiB caMONEpPEBIPKH).

Tnyuxicme _ma_adanmuenicms — METOIUKA Mae€ BPaXOBYBaTH MOXKJIMBICTBH
CTBOPEHHSI HECTaHAAPTHUX MPOQIIIB, IO BiINOBIAAIOTH crielU(ivyHUM ToTpedam
iHpOpMaLifHOT CUCTEMH.

VY nmocmimkeHHI 3IIMCHEHO aHANi3 HU3KH MeTonuk QopmyBaHHsS OII3, ix
OIIIHKA ITPOBE/ICHA HA OCHOBI BU3HAUCHUX BUMOT:

Cranpapruuii Bu6ip ®I13 [1] — meronuka 3abe3neuye HU3bKY 4acoBy ede-
KTHUBHICTh 4epe3 HeoOXiTHICTh peTebHOTO aHami3y cepenoBuina Ta ooparu DII3
31 CTaHOAPTHHUX, SKWAH HAHOiUIbIIE BimmoBimae 3amaHuM BuMoraM. CepemHboi
CKJIATHOCTI, HaBiTh JJISI MCHII IOCBiMYeHHX (DaxiBINB, 3aBISKH BUKOPHUCTAHHIO
TOTOBHX pillieHb. Brcoka 3ainexHICTh Bij KBamidikaiii ekcrepra uepes HeoOXi-
HICTh aHaJi3y cepeoBHIla i BUOOpY HaWOLIbLI BiAmoBigHoro npodito. Oome-
JKE€Ha THYYKICTb, METO/IMKa OPIEHTOBaHA BUKJIIOYHO Ha BUOIp i3 rOTOBUX mIa0IIo-
HIB.

MeToauka onUTYBaJIBLHUX TA0AMIb [2] — 4acOBi BUTpATU CepeiHi, OCKiNb-
KM TaOJIMI MOJIETIIYIOThH MPOIEC CHCTeMATH3allii, mpoTe eran Bepudikaiii Moxe
OyTn pecypco3arpaTHUM. MeToquKa cepeHs MO CKIAJHOCTI, Y BHKOPHCTAHHI.
Bumarae 6a3oBux 3HaHB y cepi Oesnexu A eeKTHBHOI Bepudikarii mpodiito.
[MomipHa 3aJIeXKHICTh Bif IFOJCHKOTO (PAKTOPy, OCKUIEKH TaOJUIli YaCTKOBO CTaH-
JIapTu3yroTh nporec. OqHAK SKICTh PE3yJIbTAaTy 3JISKUTh BiJl €KCIIEPTHOI OIIHKH.
Bucoka rHYYKiCTh, JO3BOJIIE CTBOPIOBATH HECTAaHAAPTHI NMpoQili Ta amanTyBaTH
ix 1o crierudigHIX BUMOT

HMmogipuicHo-Bapricna meromuka [3] — motpeGye 3HauHOrO uyacy uepes
HEOOXIHICTh MaTeMaTHYHHUX PO3PaxyHKIB, 30KpeMa OILIIHKM HMOBIpHOCTEH 3a-
rpo3 Ta EKOHOMIYHOT e(DeKTUBHOCTI 3aXUCHUX 3aX0/iB. BUCOKHII piBeHb CKIIaIHO-
CTi Yepe3 HEeOoOXiTHICTh MAaTeMaTUYHOTO MOJentoBaHHS. [liMXoauTh JUIIe s
nocBimueHnx (axiBiiB. Brucoka 3anexHiCTh, ake eKCIIepTH BU3HAYAIOTh WMOBI-
PHOCTI 3arpo3 1 KJIIOUOBi apaMeTpu Mojiesied. Bucoka rHyUKiCTh, OCKUTBKH Me-
TOJIIKa BPaxOBY€ EKOHOMIUHI OOMEXEHHs Ta JJ03BOJISIE CTBOPIOBATH aJanTOBaHI
npodii.

Jloriko-maTpuuHuii Meron [4] — yacoBa eeKTHBHICTh CEpeHs, OCKIIbKU
METO/IMKa J03BOJISIE aBTOMATH3yBaTh BHOIp MPOQIIIB MMicis MoYaTKoBOI M00ymO0-
Bu Marpuub. Cepenniit piBeHb cknaaHocti. [ToOynoBa MaTpuib 3HaHb, MOXE OY-
TH CKJIAJTHOIO JUI HOBayKiB, Ta BUMarae€ BHCOKOi KBamidikarii excrepra, mpoTe
caM Tpolec BUKOPHUCTaHHA 3po3yMinmid. [TomipHa rHy4KicTh. MeTO Opi€eHTOBa-
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Hull Ha crapmapTHi ®II3, ame Horo MoXKHa amamnTyBaTH AJISI CTBOPEHHS HOBUX
mpodimiB 3a TOTPEOH.

AnantuBHuii Meto] [5] — MeroauKa JEMOHCTPYE CEpEIHIO YacoBy eeKTH-
BHICTB, OCKIIbKH aBTOMATH3AIlisl TPOIECIB YaCTKOBO KOMITEHCY€E CKIIQJHICTh Ma-
TeMaTH4HUX o6uucieHb. CKIAIHUK Ui BIPOBADKCHHS Yepe3 BHKOPUCTaHHI
MaTeMaTHYHUX ONTHMi3aliiHUX Mojenei. Bumarae TaunOoKix 3HAHB SK Y ramys3i
0e3IeKy, Tak i B MaTeMaTHYHOMY MO/JIETIIOBaHHI. Brcoka rHyUKiCTb.

AHani3 nokasye, 110 J)KOJHA 3 METOAUK HE BiJIIOBi/la€ OJTHOYACHO BCIM BH-
MoraM Ha HaiBumomy piBHi. Cranmaptauii BuOip ®II3 € HaimpocTimmm s
PO3yMiHHSI, ane NoTpedye MITBHOTO aHali3y CepelOBHINA, TAaKOX MPHUCYTHE 00-
MEXeHsl Yy THy4kocTi. OnuTyBajbHI TaOJHII € KOMIPOMICHUM BapiaHTOM, 3a0e3-
TeuylouH THYYKICTh i BIIHOCHY HpocTOTy. VIMOBIpHICHO-BApTiCHMII Ta aanTHB-
HUI METOAM € HaWOUIBII THYYKUMH, Yepe3 KUTbKICTh BPaXOBYEMHX IMapaMeTpiB
ayle CKIIAJHUMH 1 3aJIe)KHIUMH Bij eKkcriepTiB. JIoriko-MaTpuIHAN TaKoK HE Bimpi-
3HAETHCS BHCOKOIO YacOBOKO e(DeKTUBHICTIO, a TAKOXK KBami(ikamis ekcrepra rpae
BH3HAYHY poJib B ehekTUBHOCTI 0OpaHoi OII3.

Bupimity HaBeneHi IPOOIeMH MOXKHA, 3aBJISKH BIPOBAJDKCHHS MPOrpaM-
HHUX IHCTPYMEHTIB aisi reHepauii Ta Bepudikauii PII3, ski 3HWKYIOTH BILIMB
JoAckkoro (Gakropy. BukopucTaHHS 1HTENEKTyalbHUX METOIB, MOXE 3HAYHO
nigBuIuTH epexTuBHICTh GopmyBanHs PII3, 3a paXyHOK 3MEHBIICHHS BILIMBY
cy0’€KTHBHOI €KCHepTHOI OouiHKK Ha chopmoBanuii OII3 B pesynbrari mpouecy
mpoekTyBaHH: 3axuieHoi AC.

Bucnosku. AHaii3 iCHYIOYMX METOJMK II0Ka3aB, IO ONTUMi3allis MpOLECiB
MOXKJIMBA 4Yepe3 BIPOBAKCHHs NPOrPaMHUX IHCTPYMEHTIB Ul reHepauii Ta Be-
pudikamii @I13, a Takok yepe3 BIPOBAIKCHHS IHTENCKTYalbHUX METOIIB, IO
nosermate npouec Gopmysanus PII3 npu MpoekTyBaHHI CHCTEM 3aXHCTy iH)O-
pMarrii.
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YIIK 004.056.5
MOJKJIMBOCTI BAKOPUCTAHHS JJOKA3IB HYJILOBOT'O
PO3TOJIOIMIEHHS Y CACTEMAX EJEKTPOHHOT'O
TOJIOCYBAHHS

Menuc OCTAIIEL]D
Bonooumup MOTH/IEHKO
Ykpaincokuii oepicasnuil ynieepcumem nayku i mexuonocii, m. /[ninpo,
Ykpaina.

Abstract: The study examines the potential of zero-knowledge proofs (ZKP) in
electronic voting systems. ZKPs ensure anonymity, verifiability, receipt-freeness, and
resistance to manipulation. Technologies such as zk-SNARK and zk-STARK are analyzed,
highlighting their advantages and limitations. The importance of trust in the voting server
is emphasized for implementing certain principles of electronic voting systems.

Keywords: e-voting, zero-knowledge, cryptography.

Anomauia: B pobomi po3ensioaiomvbcs MONCIUBOCE 3ACMOCY8AHHS OOKA3I8 13 HY-
08UM po32onoueHusam (ZKP) y cucmemax enekmpounozo eonocysanns. ZKP 3abe3neuy-
10Mb AHOHIMHICMb, NEPeGIpAEMICb, 8IOCYMHICIb KEUMAHYI | CMIUKICMb 00 MAHINYIs-
yit. Tlpoananizosano mexnonoeii ZK-SNARK i zk-STARK, ix nepesacu ma nedonixu. Bio-
SHAYEHO BAACIUBICTE 008IPU 00 cepsepy 05 peanizayii 0esKux NPUHYUNie cucmem eiexm-
POHHO20 20710CY8AHHSL.

Knrwwuoei cnosa: enexmponne 2010cy8ants, 00KA3U HYIb0BO2O PO320JOUWEHHS, KPUN-
moepagis.

OpHi€I0 3 KIFOYOBHX MPoOieM enekTpoHHoro roocyBaHHs (EIY) € 3a0esme-
YeHHs1 KOH(QIAeHIIHHOCTI BuOOpLiB 1 HamiitHOCTI nponecy. Cy4acHi KpUmrorpa-
(iuHI MAXO0IM T03BOJIAIOTH IEPEANBUTHCS METOIU NTOOYIOBH TAKHX CHCTEM.

MeToro pocaifskeHHsI € aHaJli3 MOXJIMBOCTEH 3aCTOCYBaHHS JOKa3iB 3 HY-
JHOBUM posroyionieHHsM (ZKP) y cuctemax eneKTpOHHOTO TOJIOCYBAaHHS ISt
3a0e3neueHHss aHOHIMHOCTI, aBTEHTHYHOCTI TOJOCIB i MPO30POCTi MiApaxyHKY.
OCHOBHHMMH 3aBIaHHIMH € TIO0YI0OBA CTPYKTYPH CUCTEMH €JIEKTPOHHOTO TOJIOCY-
BaHHA Ha ocHOBi ZKP, BuzHaueHHs BiactuBocTei ZKP s mogansmoro mopis-
HSHHS 1X 3 IHIIUMU MOXJIMBUMH MeTOoAaMu 1mooyaoBu cuctem ET.

OCHOBHUMH BJIACTHBOCTSIMH SIKi JTOIUJTBHO 3a3HAYUTH y SIKOCTI BUMOT J0 CHU-
cremu EI' [1] € aHOHIMHICTB TOIOCYBaHHSI, CTIHKICTh CHCTEMH JI0 TIOBEAIHKH 3J10-
BMUCHHUKA (HamiHHICT), MOXKJIMBICTh NEPEBIPKU MPABUIILHOCTI MiIpaxyHKy (yHi-
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BepcajJbHa IEPEeBipSAEMICTh), BIICYTHICTh KBHUTAHIIH, a TaKOX Te, IO YaCTKOBI
pe3ybTaTH HEe MOBHHHI OyTH OITyOiKOBaHi (YECHICTB).

Y po0oTi BUKOHAHO aHaJi3 Cy9acHHX KPUNTOTpadigHMX MPOTOKOIIB, 30Kpe-
Ma zk-SNARK i zk-STARK, a Takox MOpiBHSIBHWH aHali3 iX BIaCTUBOCTEH y
KOHTEKCTI 3aCTOCYBAHHS JI0 €JIEKTPOHHOTO TOJIOCYBaHHS.

[Ipouec romxocyBaHHS 3 BUKOPHCTAHHSIM JOKa3iB HyJIHOBOTO PO3TOJIOMICHHS
MOIUIAETHCA Ha JAEKIIbKA €TalliB:

— Ha MepIIOMY eTarll KaHIUIATH Ta TOJO0CYI0Ul PEECTPYIOThCS B CUCTEMI, IS
LBOTO  aIMIHICTPAaTOPH CHUCTEMH IIOBHHHI aBTOPH3YyBaTH iieHTH(IKATOp
rOJIOCYIOUMX, @ TAaKO)X BHECTH KaHIWJIATIB B CIIMCOK KaHIWJATiB Ha cepBepi
€JIEKTPOHHOTO TOJI0CYBaHHS;

— Ha IPYroMy €Talli y TOJOCYIOUMX € MOXIIMBICTh 3reHepyBaTH OI0JIeTEeHb, Ta
chopMyBaTH [OKa3 TOTO IO BOHM JOTPUMYIOThCS TNpaBHI rojocyBaHHA (ix
imeHTH(IKaTOp BaNigHWUN, KAHAWAAT 3HAXOIOWTHCS y CIIHCKY, L€ IEpLIMH ToJjoc
TOJIOCYIOUOTO);

—Ha TPEThOMY €Talmi cepBep POOUTH MiIPaxyHOK TOJNOCIB 1 ITOBiIOMIISE
pe3yabTaTy.

[Mepimii eran € KOBOJI y3arajdbHEHUI AJsl OyIb-SIKOi CUCTEMH eJIEKTPOHHO-
T'O TOJIOCYBaHHS 1 HE € YHIKaJIbHAM JJIsl CHCTEMH Ha 0a3i JI0Ka3iB HYJbOBOTO PO3-
rosomeHHs. Tperiil eran Ounblie BiTHOCHTHCS A0 iHGPACTPYKTYPHUX ITHTaHb 1
TEX JISKUTh 11032 MEXaMH CHCTeM Ha 0a3l JJOKa3iB HyJbOBOTO PO3TOJIOIICHHS.
Tomy, y naHiit po6oTi, aHaii3 cOKyCcOBaHHH Ha IPYroMy eTalli.

V¥ cucremax EI' Ha 6a3i Jj0ka3iB HyJIbOBOTO PO3roJioiicHHs (auB. puc.l) 610-
JIeTEeHb Ta JI0Ka3 € HeBiJ €MHOI0 yacTHHOM0. Ti, XTO rosocye, GpopMyloTh Oroe-
TEHb 3 JI0Ka30M JUIsl BiIPaBKH CEPBEPY.

CepBep mepeBipsi€ BiIMOBITHICTD MpaBWIIAM 1 MPUHAMAE TOI0C. 32 TaMepoM
cepBep MOXKeE OIPAIIOBATH I'OJIOCH 1 ONIPHIIIOJHUTH pe3ynbTat. Pasom 3 pesyibra-
TOM CepBep MOKE OMyOJiKyBaTh AOKa3M JUIA TOTO, 1100 ayAUTOPH MOTIIH IepeBi-
PUTH MPaBWIBHICTH MiAPAaXyHKY TOJOCIB. Y pe3yNbTaTi bOTO Ipotecy ineHTudi-
KaTop KOpHcTyBaya He Qirypye y OrOJICTeHI-I0Ka3l a TOMy 30epiracTbcs aHOHIM-
HICTh [JIOCYIOYOTO.

3arajoMm, J0Ka3u 3 HyJIbOBUM PO3TOJIOLICHHSM J03BOJISIOTH MEPEBIPATH KO-
PEKTHICTB TOJIOCiB 6e3 po3KpHTTS iXHBOTO 3MicTy. Cucrema Ha 6a3i ZKP rapan-
TY€, 1IO:

1. AHoHiMHicTB TrOJOCYBaHHSI 30€piracTbCsi, OCKUIBKM YyCi TOJOCH
mH(PYIOTHCS Ha CTOPOHI BiANIPaBHUKA.

2. YuiBepcaapbHa mnepeBipseMicTh 3a0e3MeUyeThCs Yepe3 MOXKIUBICTH
MIOBTOPHOTO MiPaxyHKY T'OJIOCIB, 0 3JIMIIAIOTHCS Y 3aIM(POBAHOMY BUTIISII.

3. BimcyTHicTh KBUTAHIINA BUKIIOYAE MOXKIHBICTH JTOBEICHHS BHOOpIEM
(axTy CBOTO T0JIOCY, III0 YHEMOXKIIMBIIIOE 30BHIIIHIIN THCK.

4. HapiiinicTh nocsTaeThcs 3a paxyHOK aBTeHTH(ikamii BuOOpI Ta
¢inpTpanii HebakaHUX TOIOCIB.
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Pucynox 1 — Crpomiena ctpykrypa 300py roiociB y cucremi EI' Ha 6a3i mo-
Ka3iB HYJIbOBOI'O PO3TOJIOIICHHS

Jlokxasu 3 HyJILOBHM PO3TOJOLICHHAM € e(peKTHBHHM 3acO00M IiABUINCHHS
0e3IeKH Ta MPO30POCTi ENEKTPOHHOTO TOJIOCYBaHHs. BOHN JJO3BOJISIOTH CTBOPIO-
BaTH CHCTEMHU, IO 33/I0BOJILHSIOTH OCHOBHI BHMOTH JI0 T'OJOCYBaHHS, 30KpeMa
AQHOHIMHICTB, IEPEBIPSEMICTD 1 3aXUCT BiJl MAHIITYJISLIIH.

Texnomnorii zk-SNARK i zk-STARK [2, 3] e 6iip1u yHiBepcanbHi Hi’k TOMO-
MopdHe muppyBaHHs, OCKIIBKA JO3BOJISIIOTh HE IHTEPAKTHBHO MPOBECTH OIepa-
uii Ha 3amudpoBaHKUX JaHUX, a TAKOXK JOBECTH, 10 3aIIU(POBaHI JaHHI 3HAXO-
IATBhCs 'y HeoOXimHoMy miamas3oHi. Illo poOuTh ix mpuBaOIMBHMHU A BIpOBa-
JDKCHHS Yy CHCTEMHM €JIEKTPOHHOTrO rojocyBaHHs. [IpoTe peani3awiss BAMOTH Yec-
HOCTI 3aJIS)KUTh BiJl piBHS TOBIPH O CepBepy TrOJOCYBaHHS, IO BUXOHTh 3a pa-
MKH TexHiuHOTO Tiaxoxy ZKP.

Bucnosku. JIokasu 3 HyJBOBHM PO3TOJIOIICHHAM € €()EKTHBHHM 3aC000M
MiIBUIIEHHS 0E3MEeKH Ta MPO30POCTi eNEKTPOHHOrO roJIocyBaHHS. BoHM 103BO-
JISIFOTh CTBOPIOBATH CHUCTEMH, IO 33a/I0BOJILHAIOTH OCHOBHI BHMOTH JIO0 T'OJIOCY-
BaHHs, 30KpeMa aHOHIMHICTb, IEPEBIPIEMICTb 1 3aXUCT Bl MaHIMyJISILIH.
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VJIK 004.056.5 )
AHTHBIPYCHI IPOTPAMM:iX 3HAYEHHS TA EOEKTHBHICTb
¥ 3AXHUCTI JAHHUX

Inna KYPIHHHH
Bimaniit CBITTHYHHH
Xapkiecokuil nayionanvHuil yHigepcumem 6HympiuiHix cnpae,
M. Kam’aneyn-Iloodinvcokuii, Ykpaina.

Abstract: The role of antivirus software in ensuring cybersecurity and protecting data
from modern threats is examined. The main types of malicious software and antivirus
functions, such as real-time protection, blocking phishing attacks and ransomware, are
described. The advantages of popular antivirus solutions and their additional tools are
analyzed. The importance of antiviruses as a key element in a comprehensive protection
system is highlighted.

Keywords: antivirus software, cybersecurity, phishing attacks, ransomware, data
protection, Kaspersky, Avast, ESET NOD32, McAfee.

Anomauia: Poszensinymo ponb aHmMugipycHo20 npoepamHozo 3abesneuents y 3aoes-
neuenni kibepbesnexu ma 3axucmi 0anux 6i0 cyuachux 3azpo3. Onucyromocsi OCHOBHI 6UOU
WKIONU8020 NPOSPAMHO20 3a0e3neuenHa ma yHKyii anmugipycie, maxi AK 3axucm y pea-
JILHOMY 4ACi, OIOKYBAHHA (iuunc08ux amax ma npospam-eumazavie. Ananizyiomocs nepe-
8a2U NONYIAPHUX AHMUBIPYCHUX pilleHb ma ixHi dodamKosi incmpymenmu. Bucgimaroemo-
€51 8AJICTUBICMb AHMUBIPYCIB K KIIOY0B020 eeMeHMA y Cucmemi KOMNIeKCHO20 3aXUCmy

Knrwuoei cnoea: anmusipycne npocpamue 3abesneyenus, Kibepbesnexka, giuuneoei
amaxu, npozpamu-eumazadi, saxucm oanux, Kaspersky, Avast, ESET NOD32, McAfee.

AHTHBIpyCHE mHporpamHe 3a0e3leueHHs — Lie CIeliagi3oBaHa Iporpama,
NIpU3Ha4YeHa JUIsS BUSBJICHHS, 3aM100iraHHs Ta BUIAJICHHS 3JI0BMHCHOTO IIPOTPaM-
HOTO 3a0e3Me4eHHs, UPOKO BiJIOMOTO SIK 3JI0BMHCHE ITPOrpaMHe 3a0e3NeYeHHS.
Bin gmie sx BopoTap mns BammX OU(PPOBUX MPUCTPOIB, KOHTPOIIOIOYH NaHI Ta
OJIOKYIOUH TTOTEHIIIHHI 3aTPO3H BiJI 3aITOTiSTHHS IIKOIH. HMoro ocHoBHOO (dhyHKIIi-
€10 € 3aXUCT KOMII'FOTepPiB i MOOUTBHUX MPHUCTPOIB BiJ MIKIITUBUX MPOTpaM, Ta-
KHX SIK BIpYCH, 4epB’sKH, TPOSHH, POrpaMU-BUMaradi Ta MIUTYHCHKI TPOTpaMu
[1].

AHTHBIpyC Takox 3abe3redye 3aXHCT BiJ HeOe3nedyHnX BeOCaiTiB i eexT-
POHHUX JIMCTIB, SIKi MOXYTh MICTHUTH Bipycu abo iHmi 3arposu. Lle momomarae
3armo0irTy KpaaiXkii 0COONCTHX AaHUX, TAKHUX SIK MapoJli, 0aHKIBCHKi PEKBI3UTH Ta
HOMEPH KPEITUTHUX KapTOK.

B inTepreTi icHye 6e3mi4 BUAIB BipyCHHUX 3arpo3. [neansHuil aHTHBIpYC ITO-
BUHEH 3a0e3ledyBaTy 3aXMCT Bix ycix Hux. Cepen HaWNOMIMPEHIMINX 3arpo3 —
BIpYCH, SIKI JJOAAIOTh IIKI[UIMBHI KOJ B POTPaMHM; YEPB'SKH, 110 MOUIMPIOIOTHCS
Yyepe3 Mepexi; MporpaMu-IIuIyHy, sSKi 30MpatoTh KoH}igeHIiiHy iHpopMaIliio;



TPOSIHH, M0 BUKOHYIOTH MPHUXOBaHi 1ii; (IMIMHTOBI MpOrpaMu, siKi KpagyTh OCO-
6ucti maHi; Bipycu-muQpyBaIbHUKH, MO OJIOKYIOTh JOCTYI A0 (aiiiB; Ta Maii-
HEpH, SKi BHKOPHCTOBYIOTH PECYpCH IIPUCTPOIO A BHUOOOYTKY KPHITOBAIIOT.
Kpim TorO, iCHYIOTH OUTBIN CKIIAJHI 3aTpO3H, TaKi SK PYTKITH, IO MPHUXOBYIOTH
BipyCHY aKTHBHICTh, hoax-mporpamu, siki BBOIATh KOPHUCTYBa4ya B OMaHy, Ta 0OT-
HETH, II0 BHKOPHUCTOBYIOTH 3apaXKeHi NPUCTPOI Ui HPOBEACHHS MacIITaOHHX
atax [2].

Kibeparaku MOXXyTbh NMpPU3BECTH 10 BTPaTH BaKJIMBUX JaHMX. Hampukman,
nporpamMu-BUMaradi mmgpyoTs Gpaiiin Ta BUMararoTb BUKYII 3a iX PO3MU(PPOBKY.
BukopucTaHHs! aHTHBIPYCHOTO IPOTPaMHOT0 3a0e3IeUeHH s JoToMarae 3amnooirtu
TaKUM aTakaM i 3a0e3MEeYUTH 3aXUCT 0COOUCTOI Ta podouoi iHpopmarii. BigHos-
JICHHS JaHUX ITiCNIs aTaKk MOXe OyTH JOPOTUM i, Y JESKUX BHIIAIKAX, HEMOXIIH-
BUM, [0 POOUTH IPEBEHTHBHI 3aX0/H 0COOIMBO BaXKITUBUMHU [4].

HapmiifHi aHTHBIpyCHI mporpamMu 3a0e3meuyroTh Oe3meKy mix dac podotu B
[HTepHeTI, MPOMIOHYIOUX PO3IMIMPEHHS I MOMYyJIIpHUX BeO-Opaysepis. Taki po-
3MIMPEHHS NEPEBIPAIOTh BEO-CTOPIHKYM, 3aBaHTAXXCHHS Ta CJCKTPOHHI JIMCTH Ha
HasBHICTh MIKiATMBHUX (QaifiIiB i BKIaJeHb. AHTUBIPYC TaKOX MIABHUINYE OE3MEKy
OHJIAHH-TUIATEXKIB, MONEPEKatoui KOPUCTYBaviB PO MiAPOOJIeH]I TIATIXHI Mop-
TaJIu, SIKi MOXKYTh BUKOPUCTOBYBATUCH y (DIIMHIOBHX aTtakax [3].

Tabnuys 1 — Ananisy cepsicie ma incmpymenmie aHmusipyCHUX npocpam st
3axucmy 0aHux

ESET
XapakTepucTUKa Kaspersk Avast McAfee
paxtep Persky NOD32
[nathi pyHKIIT TaK TaK TaK TaK
3axuct y peanib-
. TaK TaK TaK TaKk
HOMY 4Yaci
BrokyBanHst  i-
TaK TaK TaK TaK
LIUHIOBUX aTaK
3axuct Bim mpo-
. TaK TaK TaK TaKk
rpaM-BUMaradis
ABTOMaTHYHE
OHOBJICHHST  0a3 TaK TaKk TaK TaK
BipyciB
Jomarkosi iH-
CTPYMEHTH .
TaK TaK Hi TaK
(VPN, menemxep
1apoJTiB)
CyMicHICTB i3 . Windows, . Windows,
y Windows, Windows,
athopMamMu Mac, Mac,
Mac, ! Mac, '
Android, ios | A0 Androig | Android,
! iOS iOS
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Kinbkicts KOpHC-

. 400 maa+ 435 maat+ 110 mie+ 600 maH+
TyBadiB

BucHOBKYM Tpo BaXKJMBICTh Ta €EKTHBHICTh aHTHBIPYCHHX IPOTPaM CBiJ-
4aTh MpO iXHIO KIFOYOBY POJIb Y CY4acHOMY CBITi KibepOesmeku. AHTHBIpyCHE
mporpamMHe 3a0e3MeUeHHs 0ToMarae 3aXHCTUTH KOPUCTYBadiB Bifl Pi3HOMaHIT-
HUX IIKIUTUBUX TIPOTpaM i 3arpo3, 3ade3mnedyroun Oe3rneKy ocoOncTux Ta mpode-
cifiHnx maHuX. BOHO BHKOHye He TUTBKM (YHKIIIO BHSABICHHSA 1 HeHTpamizamii
3arpos, aje i 3amno0irae MOTeHUIHHUM KiOep3IounHaM, TaKUM SIK KpagiKKa 0co-
6ucroi iHpopmaii Ta (IINHIOBI aTaky.

HesBaxkatoun Ha BUCOKY €()EKTHBHICTh aHTHUBIPYCHHUX pillIeHb, BAPTO Mam's-
TaTH, 110 BOHH € JIMIIC OJHUM i3 €JICMEHTIB KOMIUIEKCHOTO MiAX0y J0 Kibep3a-
XHUCTY. PeryisipHi OHOBJIEHHsI, CBiJIoME€ BUKOPHUCTaHHsS [HTEpHETy, NOTpHUMaHHS
0a30BUX TpaBWI MU(POBOI TITi€HH Ta TOJATKOBI 3aXOAM OE3MEKH ITOIIOMOXYTh
3HAYHO 3HM3UTH PHU3UKH. TOMYy aHTHBIpycHe mporpamHe 3a0e3leucHHS Mae 3a-
JHIIATACS 00OB’SI3KOBOI0 YAaCTHHOIO 3aXHCHHX 3aXOMiB Ul BCiX, XTO IIparHe
y0e3meunTu cBOIO iHpOpMaIito Big kibepaTax.
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3AXHCT CUCTEM YIIPABJIIHHS IPOMUCJIOBUMH [TPOLECAMH
(SCADA)

Bacune IYUYUHK
Haszap IIPOKOITIYYK
Xapkiecokuil nayionanvHuil yHigepcumem 6HympiuiHix cnpae,
M. Kam’aneyn-Iloodinvcokuii, Ykpaina.

Abstract: Supervisory control and data acquisition (SCADA) systems are a key
element of modern production and infrastructure, providing real-time monitoring and
control of technological processes. They are widely used in industries such as energy,
water supply, transportation, oil and gas, and manufacturing. The main functions of
SCADA include data collection, processing, archiving, process visualization, as well as
operational management and response to malfunctions. In the context of digitalization,
SCADA systems become vulnerable to cyber threats, which requires the implementation of
effective protection strategies such as network segmentation, access control, encryption,
threat monitoring, software updates, and personnel training. Given their importance for
critical infrastructures, SCADA protection is a priority to ensure stable and secure
operation of industrial processes.

Keywords: SCADA, industrial process control systems, cybersecurity, monitoring,
automation, critical infrastructure, cyber threats, network segmentation, encryption, access
control, personnel training.

Anomauia: Cucmemu ynpaeninua npomucnogumu npoyecamu (SCADA) € knouosum
eeMEeHMOM CYYACHO20 8UPOOHUYMEA ma iHgpacmpykmypu, 3abe3neuyiouu MOHIMmopuHe i
VAPAGIHHS MEXHOIOIYHUMU NPOYecamu 68 pedarbHoOMy Yaci. Bonu snaxoosms wupoke 3a-
CMOCYBAHHS Y MAKUX 2ANY35X, 5K eHepeemuKd, 000NOCMA4anHsl, MPAHCnopm, Haghmoza-
306a npomuciogicmo i eupobnuymeo. Ocuosni pyuryii SCADA sxniouaioms 30ip danux, ix
00poOKY, apxieyeanHs, 6i3yanizayilo npoyecis, a maxKoxtc onepamueHe Ynpasninua i peazy-
6anHs Ha HecnpasHocmi. B ymosax yugposizayii SCADA-cucmemu cmaromo 8paziueumu
00 Kibep3azpo3, Wo 8UMA2A€E BNPOBAONCEHHS ePeKMUBHUX cpame?itl 3aXUcmy, makux K
ceamenmayis mepesici, KOHMpoIbL OOCMYNY, WUDPYBAHHS, MOHIMOPUHE 3A2P03, OHOBTICHHS
npoepamnozo 3abesneuenns ma HAGYaHHs NepcoHany. 36adcaiouu Ha IXHE 3HAYEHHs Ol
Kpumuyno eaxciueux ingpacmpykmyp, saxucm SCADA e npiopumemom ons 3ab6e3nedents
cmabinbrol ma 6e3neynoi pobomu nPoOMUCIOBUX NPOYECE.

Knwuoei cnosa: SCADA, cucmemu ynpasininHs npoMuciogumu npoyecamu, Kioep-
be3nexka, MOHIMOPUHe, agmoMamuzayis, KpumuyHa iHgpacmpykmypa, Kibepzacposu, cee-
MeHmayiss Mmepeici, wuppyeants, YApasiinHa 00OCMynoM, HA8UAHHS NePCOHATY.

Cucremu ympasimiHHs npomucioBumu npouecamu (SCADA) Bipirparots
KJIFOYOBY DOJIb y Cy4aCHOMY BHPOOHHMITBI Ta iH(QpacTpyKTypi, 3abe3reuyroun
MOHITOPHHT 1 KOHTPOJIb 32 PI3HUMH TEXHOJOTIYHUMH IPOIECAMHU B PEaTbHOMY
yaci. BOHM BUKOPHCTOBYIOTBCSI B TaKHX rajly3siX, K €HEpreTuka, BOJOINOCTa4yaH-



“IHOOPMALIHHA FE3IIEKA TA IHOOPMALIHHI TEXHOJIOT'TI” 127

HS, TPAHCIIOPT i BUPOOHHUIITBO, POOIISTYH 1i CHCTEMH KPHUTHYHO BasKJIUBUMH LIS
(YHKIIOHYBaHHS €KOHOMIKH Ta 0e3MeKH CycniibcTBa. OHAK PO3BUTOK TEXHOIO-
Tiif 1 miaBUIIEeHHS piBHA OHU(POBI3allii IPU3BOIATH 10 30UIBIIEHHS Kibep3arpos i
pu3uKiB, moB's3aHuX i3 Oesnekoro SCADA. Ile BuMarae 3acTocyBaHHS HaJiHHUX
CTpaTerii 1 pilleHp U 3aXMCTy CUCTEM BiJ HECAHKIIIOHOBAHOTO IOCTYIY, Kibe-
paTak Ta IHMHX MOTEHINHHUX 3arpo3. BcTym g0 BUBYEHHS acleKTiB 3aXHCTY
SCADA € BayJIMBHM JUIsl PO3YMIHHSI CIIOCOOIB 3aXHMCTy IIMX CHCTEM Ta 3abe3re-
YeHHsI CTa0UIbHOT Ta Ge31eYHOT pOOOTH IPOMHCIIOBHX IIPOLIECIB.

SCADA (Supervisory Control And Data Acquisition — aucmerdepcbke yr-
paBiiHHA 1 30ip TaHWX) — Lie MPOTrPaMHUI KOMILIEKC, 1110 3a0e3nedye po3poOKy Ta
(GYHKI[IOHYBaHHSI cHCTeM Uil 300py, 0oOpoOKHM, BiOOpakeHHsI Ta apXiByBaHHS
iHpopManii mpo 00'eKT MOHITOPUHTY UM YHpaBIiHHA B peadpHOMy daci. SCADA
MOXe OyTH YacTHHOIO aBTOMAaTH30BAHMX CHCTEM KEpyBaHHS TEXHOJIOTIYHHMH
mporecamu (ACK TII), cuctem o0miky emexkrpoeneprii (ACKOE), ekonorigaoro
MOHITOPHHTY, aBTOMAaTH3alii OyadiBedb, MPOBEICHHS HAYKOBHUX CKCIICPHUMCHTIB
tomo. SCADA-cHCTeMH BHKOPHUCTOBYIOTBCSA Y PI3HHX Taly3sX, € HEOOXiTHO
3a0€3MeUnTH OINePaTOPCHKUH KOHTPOJIb TEXHOJIOTIYHUX IIPOLECIB Y PEXUMI pea-
JIbHOTO Yacy. Take mporpamHe 3a0e3NeueHHs] BCTAHOBIIIOETHCS. Ha KOMIT I0Tepax i
JUIsL 3B°SI3KY 3 00’ €KTaMH BUKOPHCTOBYE JipaiiBepy BBE/ICHHS-BUBEICHHS abo cep-
Bepu OPC/DDE. IIporpamuuii kog Moxxe OyTH CTBOpEHHUIl BpyuHy ab0 3reHepo-
BaHuW y cepepoBuull npoekryBaHHs. Jleski SCADA-cucteMu IOTOBHIOIOTHCS
JOAaTKOBUMH TIPOrpaMaMu JUIs NPOrpaMyBaHHs NPOMHUCIOBHX KOHTPOJIEpIB, 1
TaKi CHCTEMH Ha3WBaIOThLCs iHTErpoBanuMu abo SoftLogic [1].

Cucrema 300py aHHX Ta ONEPATUBHOTO JAMCIETYEPCHKOTO YIIPABIIHHS IT0-
BHHHA BUKOHYBAaTH HACTYIHI KJIFOYOBI QPYHKIIT: OTpIMaHHs iHpOpMaIii mpo KoH-
TPOJBOBAHI TEXHOJIOTIYHI TTApaMETPH BiJl KOHTPOJIEPIB 1 JATYMKIB HIDKHIX PIBHIB;
30epexxeHHs 310paHuX JaHUX B apXiBax; HaJaHHS TpadiqHOTO BimOOpakeHHS IO-
TOYHOTO IPOIIeCy Ta apXiBHOI iH(opMaIil y 3pydHOMY (popMarti; MPHHOM KOMaH/T
ormeparopa i mepeaada ix 10 KOHTPOJIEPIB Ta BHKOHABYHX MEXaHI3MIB; peecTparis
MO/, MOB'SI3aHUX 13 MPOLECOM 1 JiSIMH MEpPCOHAy; CHOBILIEHHS TPO aBapiliHi
CHUTYyaIIIl Ta peecTpallis il MepCoHay Mg Yyac IXHBOTO YCYHEHHS; BiJ0OpaKeHHs
apXiBHUX JaHUX 3 MOXJIMBICTIO MOPIBHSIHHS B PI3HUX (hOpMaTax i OJHOYACHO B
KIJIBKOX eK3eMInIspax [2].

SCADA (Supervisory Control and Data Acquisition) — 1e cucrema ms Mo-
HITOPUHTY Ta YNpPaBJIiHHSA IPOMHUCIOBUMHM IIpollecaMu Ta IH(pacTpyKTyporo B
pexuMi peansHOTO Yacy. BoHa 3a0e3meuye oneparopaM MOXIIMBICTb OTPHMYBAaTH
JlaHl BiJ pI3HOMaHITHHX CEHCOPIB 1 MPUCTPOIB, KOHTPOJIIOBATH BUKOHAHHS IIPO-
1eciB, ONEPATHBHO BHUSBIATH HECHPABHOCTI Ta aBTOMATH3YyBaTH IEBHI Jii Ha Mij-
MIPUEMCTBAX Ta 00’ €KkTax KpUTHUHOI iHPpacTpykTypu. SCADA mmpoko 3actoco-
BYETBCS Y TAKUX TAITy35X:

Enepreruka: ympaBiiHHS €NEKTPUYHAMH MiJICTaHIISIMH, CHCTEMaMH PO3IIO-
IUTy Ta mepenadi eneKTpoeHeprii.



BoponocrauanHs Ta BOIOBIABENCHHS: KOHTPOJIb HACOCHHUX CTaHIIHN, pe3ep-
ByapiB, cucteM (inpTpamii Ta TpyOOTIpOBOIIB.

Tpancnopt: ynpaBiiHHS TPAaHCHOPTHUMH IOTOKaMH Ha JOPOTax, 3ajli3HUY-
HUX CHCTEeMaX, MOHITOPHHT POOOTH METPO Ta aepOIOPTIB.

HagrorasoBa mpoMHCIIOBICTE: KOHTPOJIb TPOIECIB BUAOOYTKY, MEpEepoOOKH
Ta TPAHCTIOPTYBaHHS HAQTH Ta Tazy.

BupoOHHIITBO: aBTOMAaTH3allisi BAPOOHWYMX IPOIECiB Ha 3aBojax i (adbpu-
Kax [3].

Cucrema SCADA 3p1aTHa 30Mpaty pi3HOMaHITHI JaHi 3 00iagHaHHS 3aBOY,
TakKi SIK NOKA3HUKH TEMIIEPaTypH, TUCKY Ta IIBHIKOCTI, 32 HAsIBHOCTI IiJKITIOYEH-
Hs 10 11bOro o0anHaHHs. 310paHi aHi € HeoOpoonennmu, i PLCs a6o RTUs ne-
PETBOPIOIOTH iX Ha iH(OpMAIIito, 3p03yMiNTy IS OepaTopiB.

Baxxnmmoro nepeBaroro SCADA e 1i 3gaTHICTh 30UpaT SK MOTOYHI, TaK i ic-
TopuyHi JaHi. [laHi B peXHWMi peaslbHOTO Yacy BHKOPUCTOBYIOTHCS IJISI MOHITO-
PUHTY Ta OOCIYTOBYBaHHS, TOAI SK ICTOPHYHI JaHi JOIIOMAararTh y CTBOPECHHI
3BITIB 1 IiIBUIIICHH]I €()EKTHBHOCTI BUPOOHUIITBA.

Jss SCADA He € 000B’I3KOBOI0 YMOBa BUKOPHUCTAaHHS 00JaTHAHHS OJHOTO
rmocravaibHUKA, 11100 TEPETBOPIOBATU JIaHi Ha 3po3yMildy iH(opmailito. ["omoBHe
— HasIBHICTh CYMICHOTO MPOTOKOIY 3B’s3Ky, sikuii minTpumytote PLCs abo RTUs.
Lle 3a0e3neuye edexkTuBHUN OOMIH iH(pOPMAIi€I0 MK PI3HUMH BUPOOHHYMMU
00’€ekTamu.

V raiysi BiTpoBoi eHepreTuky MixkaapoaHuii ctanaapt IEC 61400-25 Buko-
PHCTOBY€ETBCSL JUIsl 3B 513Ky, IO J]a€ 3MOTY MOHITOPHUTH Ta KEpPyBaTh BITPOBHMH
CJIEKTPOCTAHITIAIMH, 3a0e3meuyroun OOMiH NaHNMH HE3aJe)KHO BiJ BHPOOHWKA
craHiii [3].

OcHoBHi acriekty 3axucty SCADA BKITIOYarOTh:

CerMmeHTaIlisi Mepexi: IMOAiT MepekKi Ha OKpeMi CerMEHTH 3 MeTor oOMe-
KEHHsI IOCTYITy Ta 3MEHIIEHHS HMOBIPHOCTI MOIIMPEHHS aTaK.

AyTeHTH]iKaIls Ta KOHTPOJIb JOCTYIY: BHKOPHCTaHHS OaraTopiBHEBOI ay-
TeHTUdiKalii Ta CTPOTMX MONITHUK JOCTYIy Ul 3aXHCTY BijJl HECAaHKI[IOHOBaHHX
i,

HludpyBanns naHux: 3ade3nedyeHHs KOH(MIASHIIHHOCTI iHdopMalil mig yac
il mepemayi.

MOHITOPHUHT Ta BUSBICHHS 3arp0o3: BUKOPUCTAHHSI CUCTEM BUSIBIICHHS BTOP-
raeHb (IDS) ta cucrem ynpasnings iHpopmManiiiHoro 6e3nexoro (SIEM) s co-
€4acHOTO BUSIBJICHHS aHOMaJTii.

Perynsapue ononennst I13: cBoewacHe OHOBIIEHHS NPOrpaMHOro 3adesre-
YEHHsI Ta BCTAHOBJICHHS MATYiB JUISl YCYHEHHSI BIJOMHX Bpa3JIMBOCTEH.

HaBuanHs nepcoHaiy: mifgBHIIEHHs 00i3HAHOCTI NpPaLiBHHUKIB PO OCHOBH
KiOepOe3neKH AJisl SMEHIIEHHS JIF0JICBKOTO (pakTopy pH3HKY.

BUCHOBOK 1110/10 3aXHCTy CHCTEM YIIPaBJIiHHS MTPOMHCIOBUMH IPOIIECaMU
(SCADA) mimkpeciioe BaXIHBICTh KOMIUIEKCHOTO MiAXOMy JUIs 3a0e3leueHHs
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ixapoi Oesmekn. Ockinbku SCADA-cHcTeMH KOHTPOJIOIOTH KPUTHYHO BasKJIHBi
iHPPACTPYKTYpH, TaKi K CHEPTeTHKA, BOJIOTIOCTAYaHHS, TPAHCIIOPT Ta BUPOOHH-
LTBO, iX 3aXUCT Mae mpiopuTeTHE 3Ha4eHHA. CydacHi Kibep3arpo3u CTaroTh aefa-
Ji CKITaJHIIIAMHY Ta Pi3HOMaHITHIIIUMH, 10 MiABHINYE PU3UK aTaK i TOTCHIIIHHNX
3001B y poOOTi IIUX CUCTEM.
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YK 654.01 .
JOCJIIKEHHS CITOCOBIB 3AXHUCTY WEB-CAUTIB
BIJI MEPE)KEBUX ATAK

Opecm ITOJIOTAH
Kageopa ynpaeninns ingpopmauiiinoro 6e3nexoio Jlveiecokuit depicasnuil
yHigepcumem 0e3nexu yncummeoianvnocmi, m. JIveis, Yxpaina.

Abstract. The main methods of comprehensive protection of WEB-sites from network
attacks are described. The rules of safe behavior when working with WEB-sites are
considered.

Keywords: information security, WEB site protection.

Anomauia. Onucano ocHo8HI cnocobu KomniexcHozo 3axucmy WEB-caiimis 6i0 me-
pedxcesux amax. Pozensinymo npasuna 6e3neuHo2o no8oONCeHHs NOBOONCEHHS npu pobomi
3 WEB-catimamu.

Knrwuoei cnosa: inghopmayiiina besnexa, saxucm WEB-caiimis.

Besneka € myxe BaXIMBOIO CKJIQZOBOIO Oynb-siKOi mporpamu. OCHOBHOIO
MIPUYMHOIO OLIBIIOCTI B3JIOMIB B BeO-/10/1aTKaX € HAIMCAHUH PO3POOHUKAMU TPO-
rpamuuii xoa. Came Tomy 3axuct WEB-caiiTiB nounHaeThcst Ha erari iX po3po0o-
neHHs. Tako Ui OE3MEeYHOro KOPHUCTYBaHHS MOTPIOHO JOTPUMYBATHCS BCIX
mpaBui 6e3nexu WEB-caiiris.

1. JloTpumaHHS BCiX IpaBHII

Icuye 6araro 3axoHiB Ta mpaBwi A cTBopeHHS WEB-cTopinkm Ta ii 3axmc-
Ty. Onne 3 sikux € ctBopeHHs KC3I (koMriekcHa crcteMa 3axucty iHdopmariii),
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el KOMIDIEKC € CYKYITHICTIO OpraHi3amiiHuX Ta TEXHIYHUX 3aXO0JiB AJIs 3abe3me-
YeHHS 3aXUCTY iHpopMaii.

2. bnokyBaHHS KOpHUCTYyBadiB

[lepenbaunti 6;10KyBaHHS KOPUCTYBadiB, M0 mopymryioTs npasmina KC3I Ta
3abe3neunTn O10KyBaHHS moctyiy 1o WEB-cTopiHKkw.

3. 3axucT npuUMileHHS

3axHCT NPUMILICHHS, € 3HaXOJSThCSI CEpBEPU Ta OOUYMCIIIOBANBbHA CHCTEMa
WEB-caiity. JlocTyn 10 11b0ro NpUMILIEHHS Ma€ 31HCHIOBATUCH TUIBKH, SKIIO Lie
nependavae noropip mie BmacaukoM WEB-cTopinku Ta omeparopom (mpoBaiie-
poM). 3aXUCTUTH NPUMILICHHS BiJl 3IOBMUCHHKIB MOXKHA IIUIIXOM BCTaHOBIICHHS
OXOpPOHHOI CHCTEMH.

Ox0poHHa cHcTeMa — aBTOMaTH30BAHUH KOMITIEKC JJIsl OXOPOHH Pi3HHUX 00'-
€KTiB MaifHa (OyniBedb, BKIIOYAIOUM NPWIETIy O HUX TEPHUTOPII0, OKPEMHUX
MIPUMIIIICHb, aBTOMOOLIIB, BOIHOTO TPaHCHOPTY, ceiidpiB Ta iH.) TepMiH € y3ara-
JILHIOIOYHM JUTS I€KITbKOX THIIB CHCTEM.

OcCHOBHE TPU3HAYEHHS — NOMEPEIUTH, TI0 MOKIMBOCTI 3amo0irti abo cripu-
SITH 3aro0ITaHHIO CUTYaIlil, B SKUX OyIe 3aBHaHO MIKOAY JIOAAM abo Marepiaib-
HHUM 1 HE MaTepiallbHUM LIHHOCTSIM, MOB'SI3aHUX HacaMmepe] 3 AiMH iHIINX 0ci0.
JlieBuUM cIOCOOOM MPOTPAMHO-TEXHIYHOTO 3aXHUCTy iH(GOpPMAIIil, € KPUIITO-3aXHUCT,
TOOTO CHCTEMH, IO JIO3BOJISIIOTH IU(pyBaTH Ta AemmppyBaT iHPOpPMALiiHI
motoku. Tpanuiiiiina kpuntorpadis BUXOIWIA 3 TOTO, II0 i mK(pPyBaHHSI Ta
Jnemu(ppyBaHHsS BUKOPHUCTOBYETHCS OJMH 1 TOW )K€ CEKPETHHH KIIIOY, KWW MaB
MaTy BIANIPaBHUK MOBIJOMIIEHHS 1 oTpuMyBau. OJHUM 3 TOUIMPEHHX, ChOTO/IHI,
METO/iB IHU(PYBaHHA € aNropuT™M RSA, B OCHOBI SIKOTO KOXKEH yYaCHHUK IIPOLECY
Ma€ BJIACHUH TaEMHHH KIIFOY Ta BIAKPUTHH KIIOY, 10 HE € CEKPETHUM 3 JOTIOMO-
TOI0 SIKOTO TIPOBOJUTHCS OOMIH MOBiOMIICHHAMU. EnekrpoHHMiA udpoBwid mij-
muc (ELII) — me aHamor BiacHOTO MiMMHCY ITOCAIOBOI OCOOM B €ICKTPOHHOMY
BUTJISAII.

4. Inentudikaris i aBTeHTADIKALISA

Komruiekc 3aco0iB 3ax0y MOBHHHI i1eHTH(IKYBATH KaTErOpir0 KOpUCTyBaya
WEB-cropinku Ta 3a aTpuOyTamy KaTeropii HaJjaTh JOCTYIH Ta IOCIYTH, SKi
HaJIeXkKaTh 70 Mi€i Kareropii. [nenTudikaiis 3MIHCHIOETHCS 3a JTOMOMOTOK iIMEHI
Ta/abo IP-agpecu kopucTtyBaua.

5. 306upanHs Ta 00poOKa MepCOHATHLHUX JaHUX

BHeceHHsIM NepcOHANBHUX JaHUX Ha CalT, KOPUCTYBau MiATBEPKYE 00po-
Oxy nux paHux. Tomy, 06poOKkoro Ta 30epekeHHs IIUX JaHUX Ma€ 3aiMarucs J10-
BipeHa mroanHa. Takoxxk WEB-caiiT, moBuHEH 3a0e3MeYnTH 3aX0JH, SKi BiAMOBI-
JIAFOTh 32 MEPEBIPKY IUTICHOCTI WX JAHHUX Ta IX 3aXHCTY

6. Cucremu 3axomy

3 CBOET CTOPOHM KOPHCTYBad MO>KE€ BUKOPHUCTOBYBATH IPOIPaMHO-aIapaTHi
3ac00M Ul BHSIBJICHHSI Ta YCYHEHHsI HECAHKIIOHOBAHOTO JOCTYNy Ta aHali3y
HIKIZJTMBOTO TIPOrpamMHoOro 3abesmedenns. [Ipuknagom takux cucreM € IPS\IDS
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cucteMu. Takox KOpUCTyBad MOXe BUKOPHCTOBYBATH OpaHmMmayep A (iabTpa-
il IKiUTMBOTO Ta HEOE3MeYHOTo 3’ €THAHHS Ta KOHTCHTY.

MoskHa BUIUIATH KIJIBKA OCHOBHHUX CII0C00iB 3axuctuti WEB-caiiT Bix Mme-
PEKEBHX aTaK:

1. 3abesneunTn 3axuct Big DDoS-arak — fkmo Bam XOCTHHT-TIpoBaiinep
Ha/lae TOCIyTH 3axucTy Big DDoS-atak abo BU KOpHCTyeTecs IMOCTyraMH aHTH-
DDoS-cepsiciB, TO Lie TMUTaHHS MOXKHA BBA)XKaTH 3aKpUTUM, ajie YoMy O He IMocH-
JIUTH 3aXUCT 1 HE OpPraHi3yBarty ii CBOIMH pyKaMH, 10 OE3CYMHIBHO € TPYAOMICT-
KM 3aBJIaHHSAM 1 nepepdayae oJHOYACHE BHKOPHCTAHHS TaKMX TEXHIK: SKIIO B
SIKOCTI BeO-cepBepa BUKOPUCTOBYETHCSI Apache, ToO HEOOXiTHO ITOCTaBUTH Tepen
HUM mpokci — Nginx abo Lighttpd, a xpame Ha (poHTEHII BUKOPHCTOBYBATH
Nginx, ane 3 meKiIbKOMa JTOIaTKOBAMHU KOMIIOHEHTaMH (OOMEXHUTH po3Mmipu Oy-
¢epiB Ta 3’eqHaHHs NginxX, HaNAITYBaTH TalM-ayTH i T. I.; BUKOPHCTOBYBATH
Moxmynb testcookie-nginx; BukopucToByBaTtH (QimpTparito mo URL i BimmaBatm
HeCTaHIAPTHUN Kox 444, SKuii TO3BOJISE 3aKPUTH 3’ €JHAHHS 1 HE BiJaBaTH HiYO-
IO y BIATIOBiB); y ASIKUX BUIAaIKaX BUKOPHCTOBYBATH OJOKYyBaHHS 3a reorpadi-
YHOIO O3HAKOI0; aBTOMATH3yBaTH MPOLEC aHAJi3y JIOTiB BeO-caiiTy, 3BepTarouu
0co0uBY yBary Ha oOcsr Tpadiky, 4ac BIAMOBIAI cepBepa, KiIbKICTh TOMHUIIOK i
KUTBKICTh 3aMHUTIB B CEKYHITY.

2. Minxmountu SSL-ceprudikar — 3aBasku HTTPS-3’eqnantto, sike 3a0e3-
neuye SSL-cepTudikar, yci qaHi, siKi HepeJaroThCs uepe3 cepBep, MUPpYyThes 1
He MOXYTb OyTH mHepexoruieHi xakepamu. SSL-ceptudikar Hapasi € craHgapToM
Oe3riexu, 0coOIMBO ISl e-COMMErce-caiTiB, Ha SKUX BiJIOYyBalOTHCS TPaH3aKIIii.
o Toro x cam Google HacTiitnMBO peKOMEHIye caliTaM BUKOPHUCTOBYBATH N (-
pysanus HTTPS i Bume parxye Taki pecypcH y MOIIYKOBii BAadi.

3. BUKOpUCTOBYBATH HAIIfHWH XOCTHHI — SKICHHH XOCTHHT-IIpOBaiiiep
3aB)KAH HAJACTh HAJIC)KHUU piBEHb OC3MEKU CalTaM CBOIX KIi€HTIB. SIK MiHIMyM
Il pe3epBHE KOIIIOBAHHS, 3aB/SKH SIKOMY MOXKHa BITHOBHUTH YCi JjaHi caiiTy, siK-
IO panToM IIOoCh Mije He Tak. Ik MakcumyM — 3axuct Big DDoS ta aHTHBIpYyC Y
Tapudi.

4. BukopuctoByBatu 0e3mneuHi miarinu/6iomorexu/ppeiimopku/CMS (mami
— «CTOPOHHI MOJTYITi»);

5. 3aBK/IM OHOBIIIOBATH MPOrpaMHe 3a0€3MeUeHHs] — PEeryJsipHO OHOBITIOITE
AHTHBIPYCHE Ta IHIIE CYIyTHE IporpaMHe 3a0e3ledeHHs Bamioro caury. SKimo
LILOTO HE pPOOHTH, Oyb-sKa JIOANHA, BKIIOYAIOYH XaKepiB, MOXXE OTPUMATH He-
CaHKIIOHOBAaHMH JIOCTYT /10 KOH(INCHIIHNX JaHUX Yepe3 NMpoTaJnHu B Oe3rerlti,
sIKi MOTJIM 6 OyTH yCYHEHI ITiJ] 9ac OHOBJIEHHS JI0 OCTaHHBOI Bepcii MporpaMHOro
3abe3nedeHHs. KpiM Toro, HeoOXiJHO NEpEeKOHATHCS, IO Ballli OlepamiiHi cuc-
TEMH OHOBJICHI Ta MiATPUMYIOTHCSI BUPOOHMKOM. Buxopucranus 3actapinoi abo
HenigrpumyBaHoi OC 3poOWTH Ball caliT Bpa3iIMBUM JIO LIKIUIMBUX HPOTpaM,
BHUTOKY JIaHUX 1, 3pEIITO0, BTPAaTH (PyHKI[IOHATBHOCTI.



6. Pobutn perymspHe pe3epBHE KOIIOBaHHSA BeO-CaliTy Ta BCIX BayKIIMBHX
JAHUX — pe3epBHE KOIMIIOBAaHHS JaHUX Mae€ BUpIIIaJbHE 3HAUCHHS JJs 3a0e3re-
YyeHHs Oe3repepBHOCTI Bamoro OizHecy. bekann mamyTs BaM 3MOTY IIBHAKO Bif-
HOBHTHUCH TicHs KibepaTaku a0o iHIINX HeOakaHUX iHIMICHTIB, TAKUX K ITOJIOM-
Ka oOmamgHaHHS, npuMipoM. Hafimpocrimmii crioci® 3abe3meuntn nepiogmyHe pe-
3epBHE KOIIOBaHHSI — 00paTH XOCTHHT-TIPOBaiiepa, SKUH MIOACHHO POOHUTH Oe-
Kalli JaHUX CBOIX KIIIEHTIB.

7. BukopucToByBaTH HaAilHI 1 CKJIQ/IHI TApOIi, a TAKOXK 3aXHCT Bix nepebo-
py mapoiiB — IneanbHuil naposp ckianaeTses 3i moHaimennte 12 uudp, cnenia-
JIbHUX CUMBOJIIB 1 JIITEp BEPXHBOTO Ta HIXKHBOTO PEricTpiB, HE MICTUTH OCOOHCTY
iHpOpMallifo, HAPUKIAZ iM’sI/IeHb HAPOIKECHHS, Ky MOJYKHA JIi3HATHUCS 3 Mepe-
XK1, KO)KeH akayHT Mae cBiif mapoins. [lepiogumano 3miHroiTe mapomni. s ¢inan-
COBHX OHJIAWH-paxXyHKIB IIe MOTPiIOHO poOUTH NBivi Ha MicAlk. [lapomi mis BXoxy
Kpallle 3MiHIOBaTH Xo4a 0 pa3 Ha KBapTajl. SIKIIO BUKOPUCTOBYBATH OJIWH i TOH
caMUii IMapojb NMPOTArOM OUIBII TPUBAIOTO Yacy, PHU3UK BUTOKY NAHUX B pasH
30LTBITY€THCA.

3 KO)KHUM TTHEM 3pOCTa€ PH3HMK Ta WMOBIPHICTH BUHUKHEHHS 3arpo3 iHpop-
MauiiiHoi Oe3nexku WEB-caiitiB Bijg MepexeBux arak. [locrae HeoOXigHICTh B
OLIIHII TaHUX PU3MKIB, 3 METOIO 3MEHILEHHS! HMOBIPHOCTI 1X MOSBHU a TAaKOXK 3HHU-
JKCHHsI 30MTKIB BiJ] iX HACTaHHS 10 MiHIMaIbHUX 3Ha4YeHb. OIliHKA PU3KKIB € Ba-
JKIIMBOKO CKJIaJI0BOIO OYIb-IKOTO Iporecy iHdopmariiitoi Oesmneku. [Ipomenypy
OLIIHIOBAHHS PU3UKIB BUKOPHUCTOBYIOTh Ul BH3HAU€HHs MacuITabiB 3arpo3 0es-
neni iHdopmauii, AMOBIpHOCTI peatizalii 3arpo3u, Ta HaCJi/IKiB, SKi BOHU CHpH-
YHHAIOTH. [IpH OIiHII PU3HKIB HEOOXITHO MPUHMATH JI0 yBard BCi MOXIIMBI JDKe-
pena 3arpo3 WEB-caiiTiB, siki MOXYTh MaTH (aTaJbHUHN BILHB a00 HemepeOOopHi
HACJIiIKH.

KoyxHa okpeMa peKOMeHJallisi 3acIyroBye OKPEMOIo o3Iy, aje HaBiTh
IpH TAaKOMY KOPOTKOMY PO3IJIAZl 3aJMIIAETHCSA 3pO3YMIIMM HACTyIHE — MiIXix
110 3a0e3TeueHHAs Oe3IeKH MOBHHEH OYTH KOMIUICKCHUM i cucTeMHUM. HeoOxinHo
PETeNBHO MiIXOIUTH 10 KOHTPOJIIO JIOCTYITY, MIATPUMYBATH B aKTyaJIbHOMY CTaHI
HasiBHI CTOPOHHI MOJyi, QiIbTpyBaTH BXi/HI 1aHi Ta 6araTo iHIIOro.
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YK 343.9:159.9
HCHUXOJOI'TYHI ACITIEKTH KIBEP3JIOYMHHOCTI:
MOTUBAIIA 3JIOBMUCHUKIB

Hixima OJJEPIH
Bimaniin CBITTHYHUH
Xapkiecokuii  nayionanvHuil  yHigepcumem — 6HYmMpPIWHIX  chpae,
M. Kam’aneyn-Iloodinvcokuii, Yrpaina.

Abstract. The article examines the psychological and sociocultural aspects of
cybercrime, which encompass the motives and character traits of perpetrators. The impact
of economic inequality, low digital literacy, and weak legislation on the spread of
cybercrime is analyzed. Particular attention is paid to the key motives of cybercriminals,
including financial gain, the thirst for power, ideological beliefs, and the desire to prove
technical mastery. A generalized profile of a cybercriminal is formed and the need to
develop strategies to combat cybercrime is substantiated.

Keywords: cybercrime, psychological aspects, sociocultural factors, financial gain,
hacktivism, digital literacy, economic inequality, cybercriminal profile.

Anomauyin. Cmamms 00CHiONCye NCUXONO2IUHT MA COYIOKYIbMYPHI ACneKmu Kibeps-
JIOYUHHOCTI, SAKI OXONTIOIMb MOMUBU MA PUCU XaApaKmMepy 3108MUCHUKIE. AHanizyemvcs
8N1U6 eKOHOMIYHOI HepieHOCMI, HU3bKOI Yudposoi 0bisHaHocmi ma c1abdKko2o 3aKOH00as-
cmea Ha nowupenns Kibepznouunis. Ocodbaugy yeazy npuoinreHo Kuo4o8um MOmueam Kide-
P3IOUUHYIE, ceped AKUX (iHancosa 6uzooa, dcaza 61adu, i0e0N02iuHi NepPeKOHAHHS ma
npachenHs dosecmu mexuiuHy maticmepricme. Qopmyemocs y3azanivuenuil npogine Kide-
p30o4UNYsE ma 06IPYHMOBYEMbCsL HeobXiOnicmb po3pobKku cmpamezii 60pomvoOU 3 Kibep3-
JIOYUHHICTIO.

Knrouogi cnosa: xibepsnouunnicmo, NCUXON02IUHI acnekmu, COYIOKYIbMYPHI ak-
mopu, ¢hinancosa 6ucooa, Xakmusizm, yugposa 00OIZHAHICMb, €KOHOMIUHA HEPIGHICb,
npogine Kibepsnouunys.



KibGep3mounHHICTE ¥ Cy4acHOMY CBiTi cTae Bce OibIn O6araTorpaHHOO MpPO-
6J1eMOI0, 0 OXOIUTIOE K IHAWBIAyalbHI, TaK 1 OPraHi30BaHi 3MOYMHHI Aii, CTIps-
MOBaHI Ha OTPUMAaHHS (DiIHAHCOBOI BUTOMM, JOCSITHEHHS BIAAH, iCOJOTi9HOTO
BIUIMBY 200 HABiTh 3aIOBOJICHHS IICHXOJIOTIYHHAX MOTPEO, TAKMX SK MOMIYK ajxpe-
HaJIHy YW JAEMOHCTpAIlis TeXHIYHOi MalcTepHOCTi. B OCHOBI Takux [iif dacrto
JIeKATh CIJIBHI PHCH, SK-OT BUCOKHH 1HTEJEKT, CXWIBHICTh 10 PU3UKY Ta HHU3b-
KUH piBEeHb eMNarii, 10 JI03BOJISIE 3IIOYMHISIM ITHOPYBAaTH MOPAJIbHO-STUYHI Hac-
JiAKK CBOIX Aiid. BojaHowac 3HAYHUIl BILIMB MAlOTh 1| €KOHOMIYHA HEPIBHICTH i
HU3bKa nupoBa 00I3HAHICTh HACEJICHHS Ta Clla0Ke 3aKOHOAABCTBO Y cdepi kibe-
pOe3neKy CTBOPIOIOTH CIPHUSTINBI YMOBH JUIsl TIOIIUPEHHS KiOEp3JI0YMHIB. AHaI3
LUX TCHXOJIOTIYHUX 1 COLIOKYJBTYPHHUX AacCHEKTIB HE JIMIIE JTO3BOJIUTH Kpalle
3pO3YMITH IPUPOIY KiOEP3MOUNHHOCTI, a i Oye CIyTyBaTH OCHOBOIO IUIS PO3PO-
OKu e()eKTUBHUX CTpATETii ii IpOTHAii.

OpmHUM i3 KIIFOYOBHX MOTHBIB CKOEHHS KiOep3JIOYnHIB € (iHAaHCOBa BUTOJA.
37M0BMHUCHHUKH IIYKAIOTh CIIOCOOM HIBHIKOTO 30aradeHHs, BUKOPUCTOBYIOUH BH-
KpaJeHHs AaHHX, (piHaHCOBE IIaxpaiicTBO a00 BUMaraHHsA BHKYITy 3a JOTIOMOTOIO
mporpaM-mmmdpyBanbHAKIB. [HIT KiOep3IOYMHINI MOXYTh OYyTH MOTHBOBAaHI XkKa-
00010 By, NMparHy4d KOHTPOJIOBATH CHUCTEMH abd0 OTPUMYBATH AOCTYI 1O
koH(ineHuiiHoi inpopmaii. Kpim Toro, ineonoriuni nepekoHaHHs, K y BUNAAKY
AKTHUBICTIB, MOXKYTh LITOBXATH JIIOJICH 10 aTak, sKi MalOTh HA METIi MOJIITHYHI 200
couianbHi 3MiHu. lllykatoun agpeHaitis, AesKi MOJNOJI XaKepH MParHyTh JOBECTH
BJIacHI TexHi4Hi 31i0HO0CcTI. Cepell KiOep3IOUUHIIIB YaCTO 3yCTPIYarOTHCS 0cO0H 3
BHCOKUM DIBHEM IHTENIEKTY, OCKUIbKH 3/1IHCHEHHS CKJIAJHUX aTak MoTpedye TeX-
HIYHOI MalCTEpHOCTI Ta AHAJIITUYHOTO MHCIEHHA. BOHM HEpPIOKO BUSBISAIOTH
CXHJIBHICTB JI0 PH3HKY, TOTOBHICTP iTH Ha HeOE3IeKy, OCOOIMBO B pasi, KONHU iXHi
Jii MOXXyTh OyTH NOMiY€Hi IPaBOOXOPOHHUMH OpraHamu. [HIa xapakTepHa puca
— HUB3BKUH pIBEHb eMmarTii, amke Oarato KiOep3JIOUMHINB CIPHUMAIOTh CBOIX
KEPTB K O0€3TMUKi 00’ €KTH, IrHOPYIOUHM STHYHI HacHiaKu cBoix mii. ComianpHi Ta
KYJBTYpHI YMOBH TaKOX BIIIrparoTh 3HAYHY POJIb Y MOTHBAIII KiOSP3IOYHHIIIB.
Hanpuknan, B eKOHOMIYHO HecTaOIIbHUX KpalHax JIIOJH, sIKI MaroTh BHCOKI TeX-
Hi4HI 31110HOCTI, MOXKYTb 3BEPTATHCS 10 KiOEP3JIOUMHHOCTI Yepe3 Opak JieralbHUX
MOXIIMBOCTEH JUIsl mpateBiamTyBaHHs. KpiM Toro, CycmijibcTBa 3 HU3bKUM PiB-
HeM 1H(poBoi 00613HAHOCTI CTBOPIOIOTH CIPUATINBE CepeoBHUINE I (imruHro-
BHX Ta IHIMUX COIIOIHKEHEPHUX aTrak. MOTWUBU KiOEpP3JIOUMHIIB YacTO MaloTh
CXOXICTB 13 pucaMu IXHbOTO Xapakrepy. Hanpuxiaz, sxara Biaau ado agpeHaIiHy
MOXeE ITO€HYBATHCS 3 PU3UKOBOIO MTOBEJIHKOIO, a IIPAarHeHHs (hiHAHCOBOI BUTOIN
— 3 QHAITHYHUM MHCIEHHSM. [IpoTe pi3HMI rmoJsirae B TOMY, IO OJIHI 3JI0YMHIII
JIIOTH 13 palioHaJIbHAX NPUYHUH, HANPHKIAJA, Yepe3 eKOHOMIYHUHM THCK, a iHIII
KEpYIOTBCSl OCOOMCTHMH NParHeHHsIMH abo i1e0oriyHUME ycTaHoBKamu. Corio-
KyJIbTYPHHH KOHTEKCT MOXKE PI3HHTHCS 3aJIS)KHO Bif THIy KiOep3mouumHIiB. J{is
XaKTHBICTIB COIlialbHa HECIIPABEUINBICTh 00 MOJITHIHA HECTAOIBHICTh MOXKYTh
OyTH pyUIHMMH CHUJIAMH, HATOMICTh IJIsl ()iHAHCOBO MOTHBOBAaHUX 3JIOYHMHIIB
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€KOHOMIYHa HEpIiBHICTh ab0 cirlabKe 3aKOHOMABCTBO y cdepi KibepOe3mekn Bilk-
PHUBAIOTH JONATKOBI MOXKIIMBOCTI JJIS 3[iHCHEHHS aTak. PO3yMiHHS ICHMXOIOTiY-
HUX MOTHBIB KiOEp3JIOUYMHIIIB YCKIaJHIOETHCS depe3 IXHI0 aHOHIMHICTh, a HasB-
HICTH Pi3HUX TPYTI, BiJ] aMaTOPiB 0 OPraHi30BaHMUX 3TOYMHHHUX OpTaHi3aIiil, moT-
pebye pizHUX miaxomiB mo aHamilzy. TakoX COIIOKYIBTYPHHH BIUIHB MOXE OyTH
HE 3aBKIM OYCBHIHUM, OCKITBKH 3JI0YHMHII 9acTO IIOTh TTI00abHO, BUKOPHCTO-
BYIOUM TPAaHCKOPAOHHUI Xapakrtep [HTepHeTy.

IcuxomorivHi Ta COMIOKYJIBTYPHI aCHEKTH J03BOJIAIOTH COpMyBaTH y3ara-
JbHEHUH TPO(diIb KiOEp3JIOYMHI, IO BKIIOYAE TOEAHAHHS IHTENEKTYalbHUX
3Mi0HOCTEH, NparHeHHs] YHUKHYTH IOKapaHHs, HU3bKY €MIIaTilo Ta MOTHUBALIlo,
sIKa KOPEITIOE 13 COIlaJIbHUMH YMOBaMH. BUBYEHHS WX acIeKTiB AOIOMarae po3-
poOuaTy 6ibI eeKTHBHI cTparterii 00poTEOH 3 KiOEP3TOUMHHICTIO, BKIIIOYAIOYH
CTBOPEHHS COLIabHUX MPOTrpaM, CIPSIMOBAHMX Ha 3MCHIICHHS E€KOHOMiYHOTO
THCKY, Ta MIPOCBITHULIFKI KaMIIaHii JUIs1 i ABUIIEHHS HU(POBOI IPaMOTHOCTI.
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3AXHUCT NEPCOHAJIBHUX JAHUX Y HUPPOBY EIIOXY:
HOPMATHUBHO-ITPABOBU ACITEKT
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XapkiecvKuil HayioHaNbHUIL YHIGEpcUmem 6HYmMpPIWHIX CRPAs,
M. Kam’aneuyn-Iloodinvcokuii, Ykpaina.

Abstract. Analysis of key tools for ensuring the protection of personal data in the
modern digital environment: AES-256 encryption, the OneTrust privacy management
system and Norton antivirus software. The functionality, advantages and limitations of
each tool are considered, as well as their role in a comprehensive cybersecurity strategy.
Particular attention is paid to the effectiveness, accessibility and areas of application of
these solutions.

Keywords: AES-256, OneTrust, Norton AntiVirus, personal data protection,
confidentiality, encryption, antivirus software, cybersecurity.
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Anomauia. Ananiz kiouosux incmpymenmis Ons 3a0e3neyents 3aXucnmy nepcoHanb-
HUX OQHUX Y CYYACHOMY Yu@posomy cepedosuwyi: wugpyeanus AES-256, cucmemy ynpae-
JiHHA KoHQIOenyiinicmo OneTrust ma anmusipycHe npoepamue 3abe3neyenns Norton.
Posensinymo @yuxyionansui moxiciueocmi, nepesazu ma 0OMerHCeHHs. KOJNCHO20 THCmpyme-
HMA, a MaKoxc iXuio poiv y KomnieKkchii cmpamezii kibepbesnexu. Ocobnuea ysaza npu-
Oinsemobesl epekmueHocmi, 00OCMYRHOCMI ma cghepam 3acmocy8anHs Yux piuieHs.

Kniouosi cnosa: AES-256, OneTrust, Norton AntiVirus, 3axucm nepconanbHux oa-
HUX, KOH@IOenyiiHicmy, wugpysanus, anmugipycie npocpamue 3abesnedents, Kioepoes-
neka.

VY cyuacHOMy IH(POBOMY CEPENOBHILI, SKE XapaKTEPH3YETHCS IMIHMPOKUM
BUKOPHCTaHHSIM NEPCOHATBHUX JAHMX, NMUTAHHS 3aXUCTy iH(popMamii HaOyBae
KITFOYOBOTO 3HAYCHHS. 3POCTaHHS 00CSTIB 30epeXeHNX 1 00pOOIIOBAaHNX JaHUX, a
TaKOXX CBOJIOIIS Kibep3arpo3 MiIBUIIYIOTh BaXKIUBICTh IHCTPYMEHTIB 1 CEpPBICiB,
SIKi 320e3MeuyroTh KOH(IACHIIHHICTD, HITICHICTh Ta JOCTYIHICTh qaHux. Lle moc-
TDKSHHS aHANi3y€e HaWIMOIMpEHINi cepBicH i 3a0e3nedeHHs 3aXUCTy Mepco-
HAJIbHUX JaHUX, QYHKIIOHAIBbHI MOXJIMBOCTI SIKMX Ta BHECOK Yy CTBOpPEHHS 0e3-
MIEYHOTO ITU(PPOBOrO CEPEAOBUIIA.

[MopiBHsunpHMK aHadi3 mwUdpyBaHHs nqaHnux AES-256, cuctemu ynpasiiHHS
koH(ineHuiiHicTio One Trust Ta aHTHUBIPYCHOrO MPOrpaMHOro 3adbe3neyeHHs
Norton. Po3nounemo 3 AES-256, 1110 BUKOPHCTOBY€ETHCS i1l IM(PYBaHHS TaHUX
3 METOI0 iXHBOT KOH(IACHIIIIHOCTI Ta 3aXHUCTY i1 Yac mepenadi abo 30epiraHus.
OneTrust hoxycyeThCs Ha yIpaBITiHHI KOH(IIESHIIHHICTIO, TOTIOMaralo4u OpraHi-
3alisM BiJNOBITaTH MDKHAPOIHUM PEryJSATOPHHM BHMOraM, sik-oT GDPR a6o
CCPA. Take KOMIUIEKCHE pillIeHHS U1 MOHITOPHUHTY Ta aBTOMAaTH3aIlii 00poOKH
JaHUX PO3poOJIeHO AJIS 3aXHMCTY BiJ| IIKIIVIMBOTO IPOrpaMHOro 3abe3NeyeHHS,
BKJIIOYAIOYH BipyCH, TPOSHH Ta IIIUTYHCHKI Mporpamu. BoHo opieHTOBaHe mepe-
Ba)KHO Ha KIHLIEBHX KOPHCTYBauiB i 3a0e3rneuye IXHIi MIPUCTPOSM aKTUBHMH 3a-
xucT. AES-256 € cuMeTpHyHNM anropuTMOM HIM(PYBaHHS, SKUH BUKOPHUCTOBYE
256-6iTHuiT KITI0Y JUIA TIEPETBOPEHHs JaHUX Ha MM(pPOTEKCT. Moro ronosHa me-
peBara — BHCOKa CTIHKICTh 1O 3/I0My, 110 3a0e3medye Oe3neKy HaBiTh mHepen
CKJIaHUMHU aTtakamu. B cBoro uepry OneTrust 6a3yerbcst Ha aBTOMAaTH3aLil Mpo-
LIeCiB YIpaBiIiHHs KOH}IeHIIHHICTIO, 3a0€31euy04YH NPo30picTh 00POOKHU JTaHUX
1 TOTpUMaHHS 3aKOHOZABCTBA, L0 JIO3BOJISIE BiICTEXKYBATH TPAaH3aKIII 31 3r0J1010
KOpHUCTYBayiB Ta ynpasisiTd HUMHU. A Norton AntiVirus BUKOPHUCTOBYE IiIXija 10
BUSIBJICHHSI IIKIJUIMBUX HPOTpaM Yy pealbHOMY dHaci, 3aCTOCOBYIOUM OHOBJIEHHI
0a3u JaHWX Ta IHCTPYMEHTH IS 130JIS1Mi1 IIKiIJIMBHUX IIPOTPaM.

AES-256 BHKOPHCTOBY€ETHCSI IIMPOKUM KOJIOM KOPHCTYBadiB — BiJl OKPEMHX
0ci0 70 KOPIOPAaTHBHUX KIIEHTIB Ta yPSAOBUX YCTAHOB, SIKi NMPALIOIOTH 3 Yy TJIH-
Boto iHpopmamiero. OneTrust opieHTOBaHNI MEpeBaXHO HA BEJUKi OpraHizamii Ta
Kopropariii, ski 3000B'A3aHi JOTPUMYBATUCS CYBOPHX HOPMATHBHUX BUMOT Y
chepi xordimenuiinocti. Norton AntiVirus 31e0iIbII0T0 po3paxoBaHUd Ha iH-
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IUBiTyaTbHUX KOPHCTYBadiB 1 Manmii Oi3Hec, sKi MOTPeOYIOTh 3aXHCTy CBOIX
MIPUCTPOIB i OCOOUCTUX TaHUX.

OneTrust mo3BOMSE IMEHTPaNi30BaHO KepyBaTH KOH(QIACHIIHHICTIO, BiAIo-
BiTHICTIO BUMOTaM i B3a€MOII€I0 3 KIi€HTaMH, 3a0e3Medyloun BUCOKHH PiBCHb
noBipu 10 6permy. AES-256 3abe3nedye BUCOKHH piBeHb OE3IEKH Ta € CTIHKHM
710 GibIIOCTi CyuacHHX aTak. Moro yHiBepcaabHICTh 03BOIIsE BUKOPHCTOBYBATH
Horo y pisHux cuenapisx. Norton AntiVirus € mpocTuM y BUKOPHCTaHHI pillleH-
HSM 13 peryJsipHUMH OHOBJICHHSIMH, IIO MIATPUMY€E aKTYaJbHICTh 3aXHCTy BiJ
HOBHX 3arpo3.

AES-256 3anexuth BiJ NpaBHILHOTO 30€piraHHs KIIOYIB MH(QPyBaHHS.
Brpata ximoda poduts po3mmppyBaHHs 1aHUX HeMoxiauBUM. OneTrust € mocuth
CKJIaIHUM Y BIPOBA/UKEHHI Ta MOKE BUMaraTH 3HaYHHUX PECypCiB Ul iHTerparii
B icHyroui mporecu. Norton AntiVirus iHOHI KPUTHKYIOTH 32 HPOITYCKH Y BHSB-
JIeHH] criennivHUX 3arpo3, 30KpeMa MINMUTYHCHKUX NpOorpaM, Ta 3a 3HIKCHHS
MIPOYKTUBHOCTI IIPHCTPOIB.

OneTrust € BUCOKOBapTICHAM KOPIIOPATHBHUM PIIICHHSM, ajie Horo QyHKIi-
OHAJI BUNIPABAOBY€E 1HBECTHIIII JJIsI BENUKUX opraHizamiin. AES-256 inTerpoBanmii
y 0araTo 0e3KOIITOBHHX 1 KOMEPLIHHUX MPOrpaMHHUX PillleHb, IO POOUTH HOTO
JOCTYITHUM JJIs1 IIUPOKOT ayauTopii. Norton AntiVirus mporonye sik 6e3KOITOB-
Hi, TaK 1 IUIATHI Bepcii, 10 pOOUThH HOTO MOCTYMHUM JIsl OLTBIIOCTI KOPUCTYBaA-
4iB, X04a JesKi GYHKIIT JOCTYIIHI JIMIIE 32 MiJIHUCKOIO.

Norton AntiVirus 3a1eXuTh BiJj aKTyaJbHOCTI OHOBJIEHb 0a3 JaHMX, 1 HOro
e(eKTUBHICTh 3MEHIIYETHCSI, SIKIO KOPUCTYBa4 HE MiATPUMYE MpOrpamy y Hajie-
xkHOMy ctaHi. AES-256 Moxe OyTH Bpa3iIuBHM 10 KBaHTOBHX OOYHCIICHb Y Maii-
OyTHbOMY, IIO CTBOPIOE TOTPeOy B HOBHUX KpHUNTOrpadiuyHUX alropuTMax.
OneTrust cTUKa€eThCA 31 CKIIATHOIIAMU 1HTETpaIlii Ta ajganTarii 10 9acTo 3MiHFO-
BaHMX HOPMATHBHUX BHMOT.

KoskeH 3 po3mIIIHyTHX IHCTPYMEHTIB BiJlirpae BayKIIUBY POJIb Y 3a0e3medeHH]
kibepOe3nexu, Marouu cBOi yHiKanbHI mepeBaru. AES-256 3abesneuye 0azoBy
6esneky manux, OneTrust 30cepeKy€eThCss Ha BIAMOBIAHOCTI Ta YIPABITiHHI KOH-
¢igenmiinicTio, a Norton AntiVirus akTHBHO 3aXHIIa€ KiHIIEBI MPUCTPOT BT MIKi-
JUTUBHX TPOrpaM. Y MOEJHAHHI 11l PIlIEHHS! CTBOPIOIOTH MOTYKHUH KOMIUIEKCHUHN
MAX1A 0 3aXHUCTY NePCOHATBHUX JaHUX.
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YK 654.01 )
OCOBJINBOCTI PEAJII3ALII BE3IIEYHUX BIPTYAJIbBHUX
JJOKAJIBHUX MEPEX VLAN

Opecm ITOJIOTAH
Maxkcum 'VMEHIOK
Kagpeopa ynpaeninna ingpopmauiiinoro 6e3nexoro Jlveiecokuit oeprwcagnuil
YHigepcumem Oe3nexu yncummeoianvrocmi, m. /Ivgie, Yxpaina.

Abstract. The main methods of implementing virtual local area networks are
described, for dividing a local area network into separate groups of smaller networks
within small broadcast domains.

Keywords: information security, virtual local area networks.

Anomauin. Onucano ocHogHi cnocobu peanizayii ipmMyanbHUX JOKATbHUX MeEpPedic,
0151 NOOINLY IOKANLHOI MEPedNCci Ha OKPeMi 2PYNU MEHUUX MEPENC 8 MeNCAX OPIOHUX UUPO-
KOMOGHUX OOMEHIS.

Knrwuosi cnosa: inghopmayiiina b6esnexa, 6ipmyanvHi 1I0KAIbHI MEPEiCi.

Bipryanena nokambHa wmepexa (VLAN) — 1me noriuHa Mepexa, ska
CTBOPIOETBCA B Mekax Oinmpmroi ¢izmuHoi Mepexi. OCHOBHAM TpHU3HAYCHHSIM
texHosorii VLAN € moNermeHHs MpOIECy i30JIFOBaHHSA MEPEXK, SIKi 3r0I0M
OyAyTh TOB'S3aHI MapIIPyTH3aTOpaMH, M0 PEaNi3yloTh OJUH i3 TPOTOKOIIB
MEpexeBOoro piBHA, Hampukian, [P. Jlanwit Bua opraHizamii Mepexi IO3BOJISE
3a0e3meuyBaTi TOCHTH MOTY)KHI Oap'epw Ha NUIAXY IMOMEIIKOBOTO Tpadiky Hpu
foro mepenmadi 3 omHi€T Mepeki B iHIIY, TAKMM YHHOM 3a0€3MCUYIOYH 3aXHCT
iHpopManifHUX MOTOKIB B MEXaX OKPEMHX JIOMEHIB.

Mepexi VLAN peanizoBytoTbcsi Ha 0a3i  KoMyTaropiB, IX MOHa
CTBOPIOBATH SIK Ha 0a3i OJIHOIO KOMYTaTopa Tak i AeKiIbKOX.

KomytaTtop abo cBiT4 — e NpUCTpild Mepexi, NMpU3HauYeHU Ui 3a0e3rme-
YeHHs! 3'€JIHAaHHS MDK IPUCTPOsiMH B JiokaibHil Mepexi (LAN). Bin no3Bosse
e(eKTUBHO YIPABISITH MEPEKeBUM TpadikoM, BIANPABISAIOYH JaHi TUIBKH TYIH,
Jie BOHH MiiicHO HeoOXimHi. Ha BigMiHy Bil MapIIpyTH3aTOPiB, MiIKIFOYCHHS
3IMCHIOETBCST TUIBKM MO KaOemro. [HIMMMU cioBamu, NpHUCTpili He 3abe3nedye
posropranHsi 6e31poToBoi Mepexi. Ha BinMiHy BiJl KOHLIEHTPATOPIB, SKi MOLIH-
proe Tpadik BiJl OJTHOTO MiIKIFOYEHOTO MPUCTPOIO JI0 BCIX 1HIIMX MPHCTPOIB, KO-
MYTaTop HaJCHJae AaHi Jimme Oe3nocepenHboMy oJliepKyBadeBi. Lle ycyBae He-
00XiHICTh (1 MOXKJIMBOCTi) OOpOOKM TaHUX IHITUMH CETMEHTAMH MEPEXKi, SIKi M
HE TIPU3HAYeHi, 10 ITiIBUIIY€E MPOAYKTHBHICTE 1 0€3MeKy Mepexi.

Jlis cTBOpeHHS BipTyal bHUX MEPEX Ha OCHOBI OJTHOTO KoMyTaTopa (puc. 1)
HaifgacTiIe 3aCTOCOBY€ETRCS CIIOCiO TPYIyBaHHS MEpeXi HOPTiB KOMyTaTopa, npu
AKOMY KOKEH IOPT 3apaxoBYy€eThCS MEBHOI BipTyanbHOI Mepexi. [lImpoxomMoBHMIA
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KaJp, IO HAMIMIIOB Bif TMOPTy, SIKMH BITHOCHTHCS, Hampuiian, no VLAN 1,
Hikonn He Oyne HamiclIaHO TOPTYy, AKWA He 3HaxomuThes y wii VLAN. Ilopr
TaKO)X MOXKHa BigHecTH 10 Kimbkox VLAN, ane mnpakTugHO mei cmocid
BHKOPHCTOBYETHCS PIAKO, OCKIJIBKHY 3HUKAE €EKT IMMOBHOI 130T MEPEX.

Haiibinpmr  moriuamM 1 mommpeHnM cmocobom crtBopeHHS VLAN €
TpyIyBaHHA IIOPTIiB OJHOTO KOMYTaTopa, OCKUIBKH BIPTyaJbHHX MEPEK,
moOyTOBaHUX 3 ypaxyBaHHSAM OJIHOTO KOMYTaTOpa, MOKe OyTH Oijible, Hik
MOPTiB. Y BUIAAKAX, KOJIH IO OJHOTO MOPTY MPHUETHAHNI CEIrMEHT, CTBOPCHUH Ha
OCHOBI IOBTOPIOBaYa, HENOLUIBHO MiJKIIOYaTH BY3JIM JAHOTO CErMEHTa [0
pI3HHUX BIPTYaIbHHX MEpEX, TaK K y OyIb-SKOMY BHUNAAKY Tpagik IHUX By3JiB
3aJMIINTBCS 3aralbHUM. J[Is yTBOpPEHHS BIPTyaJIbHHX MeEpeX Ha OCHOBI
IPYIyBaHHS MOPTIB JOCTATHBO 3apaxyBaTH KOXKEH MOPT A0 OAHIET 3 KiTbKOX BKe
Ha3BaHUX BIPTyallbHUX MEPEX, TOOTO Bi KOpPHCTyBada HE MOTPIOHO BEIHKOTO
obcsary py4Hoi pobotu. Haituactinie e mporec IpOBOIUTHCS 3 BUKOPUCTAHHIM
CIeLiaNbHOT POrpaMy, sKa JOAAEThCSA O KOMYyTaTopa. AJMIHICTPAaTOp CTBOPIOE
BipTyaJIbHI MepeXi 3a JONOMOTOI0 TEPEeMIIIeHHs MHUIICI0 TpadidHAX CHMBOJIB
MOPTiB HA TpadigHi CHMBOIN MEPEK.

21 1. VLAN1
¢ € @ /-
) ) | .| VLAN 2
¥ —\¥ 1§
i h 7 VLANZ

g g g g

Pucynok 1 — ITo6ynoBa VLAN Ha 6a3i ogHOTO KOMyTaTOpa CocoOoM
TpyIyBaHHS MOPTIB

IIpn Buxopucranui mepexxi VLAN y Mepexax 3 [AESKOI0 KiJBKICTIO
3B'I3aHUX MK CO0OI0 KOMYTaTOpiB, HA KaHAJax 3B'SA3KYy, IO 3HAXOMSTHCS MiXK
HUMH, BUKOPHUCTOBYEThCS MarictpanbHe 3'emHanHI VLAN (VLAN trunking).
Maricrpansne 3'enHanHs VLAN mepenbauae 3acTocyBaHHS KOMYTaTOpaMH



nporecy npm3HadeHHA TeriB VLAN (amrn. VLAN tagging), mpu sikoMy mepen
MOYAaTKOM Iiepenadi Kaapy 4epe3 MaricTpaJbHHH KaHal KOMYTaToOp JOMOBHIOE
el Kap iHIIIM 3aroJIOBKOM. JaHWii JOJAaTKOBUI 3ar0JIOBOK CKIIANAETHCS 3 TIOJIS
ineaTudikatopa VLAN (anrn. VLAN ID), skuii 1ae MOXIIHUBICTH KOMYTaTopy,
o0 Tepenae, 3iCTaBIATH Kaap 3 TEeBHOIO Mepexkeio VLAN, a mpuiitmae
KOMYTaTOpy BH3HAYHUTH, 10 AKOi KOHKpeTHO VLAN BimHOCHTBCA TIeH Kap.

Ha pucynky 2 MoxHa mobauutu mpukian aBox mepexk VLAN 3 kinbkoma
KOMYTaTOpaMH, OfHaK Oe3 BUKOPHCTAHHS MaricTpajbHOrO 3'€JHaHHA. Y LBOMY
BUNAJKy 3acTocoByroTbesi 1B Mepexxi VLAN: VLAN 1 i VLAN 2. KoxHiit 3
Mepexx VLAN HanexuTb 1o J1Ba MOPTH Ha KOXXHOMY KOMYTaropi, OTKe, KOXKHa
mepexxa VLAN mpucytHs B 000X komyraropax. Jlns mnepeHampaBieHHs
iHpopmaniiiHoro motoky mepexki VLAN 1 Mk JBOMa KOMYyTaTOpaMH, A0 SKHX
BOHA HAJIGKHTh, IaHa cXeMa Iepea0dadae MpUCYTHICTh KaHATY 3B'I3Ky MK HUMH,
SIKHA B TIOBHOMY 00cCs3i po3rarmmoByeThesi B Mepexi VLAN 1. Tak camo, mis
3abe3neueHHs Tpadiky mepexxi VLAN 2 MK KOMyTatopaMd 3HaXOIHUTHCS
IpyTUil KaHaJ 3B'SI3KY, IO BXKE TOBHICTIO 3HAXOAUTHCS B Mepexki VLAN 2.

i l;'l :ll I VLAN-1%§
k=g

Kanan 38 g3xy - ans Mepexi- VLAN 19
1 < — —»
KomyTarop-19 Komytarop 29
— >
Kanan a8 a3gy s mepesks VLAN 29

VLAN29

Pucynok 2 — Mepexi VLAN Ha 6a3i AeKiJIbKOX KOMyTaToOpiB 0e3
MaricTpajabHOTO 3’ €IHAHHS

Komm'torep 1 (o 3Haxoauthes B Mepexki VLAN 1) nmoBHOIO Miporo MOxe
nepeaT Kaup xkomm'rorepy 5. ®@peiiM nomnpsiMye Ha Komyrarop 1, micis 4oro
yepe3 KaHai 3B'A3Ky (nmpusHadeHuit ainsi VLAN 1) mompsimye Ha kKomyrtarop 2.
OnHak, He3BaXKarouM Ha Te, IO IS CXeMa Ipallioe, ii MaciTaOyBaHHS € HEJIETKUM
3aBaaHHsM. s koxxHOi Mepexxi VLAN morpiOeH okpemuit ¢i3uuHMI KaHaI
3B'A3Ky MK KomyTartopamu. Hanpuxiiaa, npu HeoOxigHocti HasiBHOCTI 10 abo 20
mepexk VLAN, HeoOxigHo posramyBatu Mixk 10 abo 20 xomyTaTopamMu KaHaTiB
3B"I3KYy 1 3acTocyBatu st HuX 10 abo 20 mopTiB Ha KO)KHOMY KOMYTaTOpi.

Maricrpansae 3'eqHanHs VLAN yTBopioe MiXX KOMyTaTopamMH OIWMH KaHAJ
3B'SI3KY, SIKUIl MOKE MIATPHIMYBATH TaKy KimbkicTe Mepexk VLAN, sky motpibHO.
Jis komyTaTopiB Il MaricTpanbHUi KaHan Oyne wacTuHOIO BCix VLAN. Ame
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HE3Ba)XKAal0UH Ha 11e, Tpadik y MarictpansHoMy kKaHaii VLAN Oyne po3aitsHuM, i
kagpu VLAN 1 Hisk He 3M0XKyThs moTpanuté Ha npuctpoi VLAN 2 (i HaBnakwm),
OCKUIBKH, IPOXOISIYHM 4Yepe3 MariCTpajlbHHH KaHal, KOXKCH Kalp IT03HAuYCHUH
HomepoM VLAN. Ha pucynky 3 MokHa mobaduTi cxemy Mepexi 3 (i3nIHAM
KaHAJIOM 3B'SI3Ky MiX IBOMa KOMYTaTOpaMH.

——————————— ————rfp
CouisHIT KaHaT 3B AIKY A MepeRl”
VLAN'1Ta-VLAN 29
¢« —————— >

Komytatop-19 KomyTtatop-29

VLAN2¢

Pucynox 3 — Mepexi VLAN Ha 6a3i IeKiTbKOX KOMYTaTopiB 3
MAaricTpajibHUM 3’ €THAHHS

3a IONOMOrOI0 MAariCTpalbHOrO 3’€IHAHHSA ICHYE MOXIMBICTH HEpECHIaTH
iHpopmaniiiHi moTokonu pisHHX Mepexx VLAN mo omHOMYy equmHOMY (i3UIHOMY
cepenoBuily. Ilpy 1BOMY He MOPYIIYIOYM MpPAaBHJIBHA PO3MEPXKYBaHHS
iH(pOpMaiHHIX TOTOKIB MiX pisHUME Mepexamu VLAN.

3acTocyBaHHs TEXHOJIOTI BipTyaJIbHUX MEPEX Yy KOMYTaTopax JO3BOJISE BH-
pilKTH /1Ba 3aBIAHHS:

1. ITinBUIIEHHS MPOAYKTUBHOCTI KOXHOI 3 BIPTYaJIbHUX MEpPEeX, OCKUIbKH
KOMYTaTOp Mepeae KajpH y MoAi0HIi Mepexi JIHIe By3ily MpU3HAUCHHS,

2. [3oms11ist MEpeX OJUH BiJ OJHOTO JUIsl YIPABIIiHHS IPaBaMH JAOCTYIy KO-
pHCTYBa4iB Ta CTBOPEHHS 3aXMCHUX Oap'epiB Ha IUISAXY HIMPOKOMOBHUX IITOPMIB.
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YK 004.8:004.056
IITYYHUN IHTEJEKT B TPOTUAII KIBEP3JIOUMHHOCTI

Kocmanmun ITIVIBOB
Xapkiecokuil nayionanvHUuil yHigepcumem 6HympiuiHix cnpae,
M. Kam’aneyn-Iloodinvcokuii, Ykpaina.

Abstract. The paper examines the current challenges of cybercrime, focusing on its
key types, such as phishing, hacking, malware, and disinformation. Particular attention is
paid to the use of artificial intelligence (Al) to combat cybercrime and its application in
other areas, in particular for automatic vulnerability scanning, traffic violation detection,
and chatbot operation. Both the potential of Al in security and its limitations are analyzed,
emphasizing the need for further research and development of technologies.

Keywords: cybercrime, phishing, malware, disinformation, artificial intelligence,
DDOS attacks, chatbots, digital security, automation.

Anomauia. Poboma posensoac cyvacui UKIUKU KiOep3l0YUHHOCMI, AKYEeHMYIOUU
yeazy Ha it KIouosux euoax, maxkux sk Qiuune, 310M, WKIiOIUee npoepamue 3a0e3neueHHs
ma oesingpopmayis. Ocobausa yeaza npudiiAEMbCst GUKOPUCIIAHHIO WMYYHO20 [HMeNeKmy
(LLI]) onst npomuoii Kibepsnouuram i 1020 3aCMOCY8aHHIO 8 THWUX chepax, 30Kpema Os
ABMOMAMUYHO20 NOULYKY 6pA3Iueocmet, (hikcayii nopyuienb npasui 00POACHbO2O DYXY
ma @ynxyionysanus vam-oomis. Ananizyemocs sk nomenyian LI y cghepi besnexu, max i
11020 0OMedceH s, NIOKPeCoYU HeOOXIOHICMb NOOANLUUUX OOCTIONCEHb | PO3BUMKY MeX-
HO02I1.

Knwuosi cnosa: xibepznouunnicme, Qiwune, wKioIuse npoepamue 3abesneyeHHs,
oesinghopmayis, wmyynuti inmenexm, DDOS-amaxu, wam-6omu, yugposa bOesnexa, as-
momamu3ayis.

VYV cy4acHOMY CBITi Ay»e TOCTPO CTa€ MUTAHHS 1110 10 60poThOU 3 Kibep3io-
ypHHICTIO. 1[0 Take Kibep3mM04YMHHICTE y cyyacHOMY po3yMiHHI. KiGepsmoumnn-
HICTh — II€ 37I0OYMHHA JisUTBHICTh, sIKa Tepeadadac BUKOPHUCTAHHS KOMIT IOTEPIB,
KOMIT'IOTEpHUX Mepex abo mepexkeBux mpuctpoiB. KiGep3moumnm 37iHiCHIOIOTH
KiOep3JI0YMHII — JIFO/IU, SIKI BAKOPUCTOBYIOTH iH(OPMAIiiiHi TEXHOJIOTI] Y IpOTH-
npaBHHH crioci6 [4]. Ha pasi, npaBonopyieHHs y KibeprnpocTopi MoAUIIIOThCS Ha
4 Buau:
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1. ®immHT — PelKoBi €IEKTPOHHI JIUCTH, y SAKAX HMPOCATH 3a3HAYUTH KOH)I-
JeHniiHy inpopMariiro abo ocobucTi naHi. 31e01TbII0r0, BOHH MICTATh OCHIIAH-
HS Ha BeO-caiiT B [HTEepHETI, 30BHIIIHIN BUTIISAA SIKOTO TTOBHICTIO KOIIIOE THU3aiH-
BiTOMHX pPECypCiB.

2.310M — KOJIM 3II0YMHENh HACHWIBHO 0€3 MO3BOJY HAMaraeTbCs OTPUMATH
JOCTYTI 0 BaIIOro IPHCTPOIO.

3. lIkinnuBe nporpamHe 3a0e3MeUeHHs — Mporpama, sika BCTAaHOBIIIOETHCS Ha
KOMI'loTep 0€3 Bamioro J03BOJY, 1 BIUIMBaE ab0 TOPYIIyeE pPoOOOTY
KoMIT’ toTepa.[2]

Iling yac mMpoKOMacmITaAOHOTO BTOPTHEHHS POCiKichKoi (eneparlii rocTpo
MOCTAJIO MUTAHHS NPO IIle OJUH KiOep3JI0YHH K NMomupeHHs aesindopmarii. bi-
JBIIICTH 3 HAX CHPSMOBAHI HA MiIPUB JOBIPH YUTAYiB IO ypsay abo HMOIIHUpEHHS
HETIPaBIUBHX TyTOK ITPO KOTOCE.

[IpuxiagoM IpOTo MOXe IOCITyTyBaTH HOBHHA Tpo Te, 30poitai Cuimn Ykpa-
fan Berymma o LIAXAJTY [1] abo ¢eiik mpo Te, mo y cyMchbKiid oomacti dop-
MY€eThCS Tiepiia B YKpaiHi Opuranga iTei, it BUKOHAHHS OOMOBHX 3aBIaHb [3].
3po3ymino, mo 1e Bee € aesindopmarniero. 11lo mo mkimmBuUX mporpaMHUX 3a-
6esneuenns (ILT13), To iX Tex BUKOPUCTOBYIOTH /Ul MPOBEAEHHs KibepBiitau. Im
MOYKHO TIPOTHIISITH BUKOPHCTOBYIOUHM INTYYHHH IHTENEKT. € MOMIIUBICTH BUKO-
PHCTOBYBATH AJIsl aBTOMAaTHYHOTO MOIIYKY BPa3JMBOCTEH y CHCTEMI, IIO JOIO-
MOXKE y TIOKpallleHHI CHCTeMU Oe3NeKH JIepKaBHUX eJIEKTPOHHUX pecypciB Ta 6a3
naHux. Tako, MTyYHUH THTENEKT, MOKHA BHKOPHUCTOBYBATH JIJIsl aTaKH IO BO-
pOKoi OHJIAHH cepBicaM Ta BUBOJH, TUCTAHIIIHO, 3 JIaly KPUTHUHY 1HPpACTPyK-
Typy BHKOpucTOBYIoun DDOS-araku. Ane moTpiOHO pO3yMITH Te, IO MOTPiOHO
BUKOPHCTOBYBATH HOTO HE TUTBKH JUIsi 00poTHOM 3 BOpOroM 1o 3a kpainoro. HITy-
YHUW iHTEJNEKT TAKOXX BHKOPHCTOBYIOTH y JOPOXKHIX Kamepax s ¢ikcarii mo-
DPYIIEHHS IPABHII JIOPOXKHBOTO PyXy. MIOT0 alropuT™ CKIaAeThes 3 TOTO, IO BiH
poOHUTH (POTO TITBPKK THX MAIHH, SKi MOPYIIYIOTh, BCTAHOBICHY Ha LIl JUISHII
JOPOTH, MIBUAKICTh. TakoXX B HBOTO € AITOPUTM, SIKMH MOXKE€ BU3HAUYUTH HOMEp
TPAHCIOPTHOTO 3aco0y, Ta WOro BiacHUKA. TakoX IITyYHHM IHTEJICKTOM SIBJIS-
€ThCsl 4aT-00TH y COianbHUX Mepexax [5]. Uar-60Tu 3amporpaMoBadi, 1od pos-
Mi3HATH 3aBIAHHS, 1[0 HAIXOIUTh, 1 HAJATH KPOKU JIsl HOro BUpinieHHs. s
IFOTO TIPOTpaMa BHKOHYE JIIHTBICTHYHY 00poOKy, 100 3p03yMiTH, IO X04e KO-
puctyBau Ta Ky iH(opmariro morpibHO Homy mpoaemoHcTpyBatu. Ilpukiamom
TaKoro 4ar-00Ty, SIKMH Ha el 4ac € JJIsl KOroCh JIyXKe BaXIIMBHM- e 00T Iy
MOUIYKY 3HUKIMX 10 jAaHux HarioHanpHOro iH(oOpMaliitHoro 61opo 3 HHUTaHb
BIHCHKOBOITIOJIOHEHUX Ta 3arvOJIMX BIHCHKOBOCIY>KOOBIIB BHACIHITOK POCIHCHKO-
yKpaiHchkoi BiiiHM [6]. st THX, XTO IIyKa€e pOJMYiB, SIKi IMOBIpHO, MOTpANIN B
TIOJIOH M 3arMHYJIM Mifl 9ac pOCIHCHKO-YKpaiHCHKOT BiHHH.

Jlnst 3aBepIeHHs! CBOET TE3U-JIOMOBIMl, X0Uy CKa3aTH, 10 BCi 3a3HAYCHHI y
TEKCTI NPUKJIAAN 3aCTOCYBaHHS IITYYHOTO IHTEIEKTY MaloTh CBOI IepeBard Ta
Henoniku. 1106 ix cTtaBano Bce MeHIe, MOTPIOHO TOCHTIKYBATH 110 TEMY Ta PO3-



BuBaTH 1. Takox, moTpidbHO po3ymitH, mo LI Mo)HAa BUKOPHCTOBYBATH HE TilTh-
KM 718 IpOoTHIT Kibep3/I0unHiB, a i BUKOPUCTOBYBATH A (pikcarii mpaBomopy-
IICHB Y KUTTI.
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V]IK 004.838
OCHOBHI ITIPOTOKOJIM MEPEXEBOI BE3IIEKA
Poman IUTBUHHEHKO
Bacune JIYUUHK

Xapkiecokuii  nayionanvnuil  ynigepcumem  6HymMpIWHIX  chpas,
M. Kaw’aneyn-Iloodinvcokuii, Ykpaina.

Abstract. The article examines the importance of network security in the context of
the rapid development of information technology and threats associated with unauthorized
access and cyberattacks. The main network protocols, their functions and role in ensuring
confidentiality, integrity and authenticity of data are described. Particular attention is paid
to the OSI model, which structures network protocols into seven layers, and to the main
protocols, such as TCP/IP, SSL/TLS, DTLS, SNMP, Kerberos and DNS. The importance of
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implementing and regularly updating security protocols to adapt to modern cyber threats
is emphasized.

Keywords: network security, security protocols, OSI model, TCP/IP, SSL/TLS,
Kerberos, DNS, cyber threats, confidentiality, integrity, authenticity, network management.

Anomauia. Y cmammi po3enaoacmuvcs 3HAYeHHA Mepedcedoi 0e3nexu 8 yMOo8ax
CMPIMKO20 PO36UMKY THOPMAYIIHUX TMEeXHONO02I Ma 3a2pP0o3, NO8'A3AHUX i3 HeCAHKYIOHO-
sanum oocmynom i kibepamaxamu. ORUCYIOMbCsa OCHOBHI Mepedcei NPOMOKoaU, ixHi Qy-
HKYIl ma ponv y 3a6e3neyenti KoHQIOeHyitiHoCmi, YinicHOCmi ma A6MeHMUYHOCMI OAHUX.
Ocobnusa yeaza npudinicmocs modeni OSI, sxa cmpykmypye mepesicegi npomoKoau Ha
cim pisnis, ma ochosHum npomoxonam, sik-om TCP/IP, SSL/TLS, DTLS, SNMP, Kerberos i
DNS. Haeonowyemsbcs Ha 8adxciuocmi 6nposaoddiCents ma pe2yisipHo20 OHOGIEHHS Npo-
moxonie beznexu 0 adanmayii 00 Cy4acHux Kibepsazpos.

Kntouogi cnosa: mepescesa 6esnexa, npomoxonu oesnexu, mooeio OSI, TCP/IP,
SSL/TLS, Kerberos, DNS, kibepsazcpo3su, koHgioenyilinicms, yiliCHicmyb, a8meHmuyHicmy,
VIPABIHHA Mepedrcero.

B ymoBax cTpiMKOTO pO3BHUTKY iH)OPMAIIHHUX TEXHOIOTIH Ta MOUIIMPEHHS
BUKOPHCTaHHS Mepexi IHTepHeT muTaHHS MepexeBoi OE3NeKH CTalTh Aemaii
aKTyaJbHIMIMMH. 3aXHUCT JaHMX IIiJ 9ac iX mepenadi € KpUTHIHUM SK UL OpraHi-
3amii, TaK i U1 3BUMaifHIX KOPHUCTYBadiB, OCKUIBKH 3arpo3H, IO TTOB'I3aHi 3 He-
CaHKIIIOHOBaHMM JIOCTYIIOM Ta Kibeparakamu, 3pocTaloTh IonHs. s 3abesrme-
4yeHHst Oe3neku iH(popMallil BUKOPUCTOBYIOThCS Pi3HI IPOTOKOIIH, IO BiAIrpaloTh
Ba)XXJIMBY POJIb Y 3aXUCTi KOH(DINCHIIIHOCTI, HITICHOCTI Ta aBTEHTUYHOCTI JaHUX.
Po3yMiHHS OCHOBHMX TPOTOKOJIB MepekeBoi Oe3leku Ta iX 3aCTOCYBaHHS €
KJIFOYOBUM JUIsi CTBOPEHHS HAQJIHHMX CHCTEM, 3J[aTHHX IMPOTHUCTOSTH Cy4aCHUM
3arpo3am Ta 3abe3rnedyBary cTabiibHy poOoTy Mepex.

MepexeBuii IPOTOKOT — IIe HAaOIp MPaBWII 1 CTAaHIAPTIB, SIKi BU3HAYAIOTH Ta
PETYIIOIOTE TIpoliec 0OMiHY iHPOPMALIEI0 MiX KOMIT FOTEPaMU, ITiIKIIOYECHUMH
70 iHTepHeTy. [IpoToKOI MOXKHA HOPIBHATH 3 MOBOIO CIUIKYBaHHS MK MalllMHA-
MH, 110 703BoJIsI€ iM B3aemoaiaTH. Cepen HOro roJoBHHX XapaKTEPUCTHK — JiTKa
CTPYKTypa Ta cTaHmaptu3zaris [1].

MepeskeBi MPOTOKOJIM CKIAAAIOThCS 3 KUIBKOX DIBHIB, KOXKEH 3 SKHX Mae
cBoi 3aBnaHHs. J{ist MozesroBaHHs 1€l cuCTeMH iCHYe JeKinbka (peiiMBOpKiB,
aJle HAWTOMIMPEHIIIO € MOJAETh B3a€MO3B’s3Ky Binkpurux cucrem (OSI). Mo-
nenb OSI mopinse ctek MepekeBUX MPOTOKOIIB HA CiM PiBHIB BiMOBIAHO 10 1X-
HIiX QyHKITIH:

@i3uunnii piBeHb (piBeHb 1) — e (isumyHe MiAKIIOYEHHS MK CHCTEMaMH,
HAalpHKJIIaJ, eIeKTPUYHI CUTHAIM 110 Kabero.

PiBenp kanaimy nanux (piBeHb 2) — Koaye Tpadik y OiTH, nepenae ix depes
¢bi3nuHMi piBeHb Ta 3a0e3Meuye KOPEKIiI0 TOMUIIOK.

MepexeBuii piBeHb (piBeHb 3) — 3IiMCHIOE MapIIpyTH3allil0 ITaKeTiB Bif
JpKepena 10 MicIsl TpU3HaYeHHSI.



Tpancnoptamii piBeHb (piBeHb 4) — 3abe3medye MOBHY IOCTaBKY MaKeTiB,
KOHTPOJIb 32 PO3MIpOM JaHUX, IIOCIIAOBHICT 1 BUIIPABICHHS IIOMHIIIOK.

PiBeHs ceancy (piBeHB 5) — BiAIOBia€e 3a BCTAHOBJICHHS, YIIPABIIIHHS Ta 3a-
BEpIIEHHA 3’ €THAHb MIX ITPOTPaMaMH.

[Ipesenramniitauii piBeHb (piBeHbP 6) — BUKOHY€E IIEPETBOPEHHS JaHUX MiX
MEpEXEBUMH MAaKETaMH i pOPMATOM, IO BUKOPHUCTOBYETHCS IIPOTPAMOIO.

PiBenp nonatkiB (piBeHb 7) — HaJla€ MOCIYTH Ta IHCTPYMEHTH UISl IIPOTrpam
BHCOKOT'O PiBHS JUIsl KOMYyHiKaii uepe3 mepexy [2].

IIpoTokonu MepexeBoi OE3MEKH MAIOTh HA METI 3a0e3MeYuTH KOHDIICHIIii-
HICTh, HUTICHICTS 1 aBTeHTU(IKAIII0, a00 MOeAHAHHS IMX (QYHKIHA IS 3aXUCTY
MepexeBoro Tpadiky. Cepell OCHOBHUX HPHUKJIA/IIB TAKUX HPOTOKOJIIB!

Transmission Control Protocol / Internet Protocol (TCP/IP) — e nabip npo-
TOKOJIIB, 1[0 BU3HAYAIOTh MpaBHia Iepenadi AaHux y mepexi. OCHOBHUH NpHH-
uun TCP/IP momsrae B moxini iHpopMamii Ha OKpeMi MaKeTH, sKi MepeqaroThes
Mix mpucTposiMi. KoXeH makeT MiCTHUTh JaHi PO BiATIpaBHHUKA i OTpUMyBauya,
mo 3a0e3neuye HamiiHy JOCTaBKY, BITHOBJICHHS BTPAUCHHX ITAKETIB Ta KOHTPOIIb
motoky nanux. TCP/IP e ocHoBOIO MepexeBux cucteM CISCO mis crabimpHOTO
0o0OMiHy iH(pOpMaIli€l0 MDX yciMa MPUCTPOSIMH B Mepexi [3].

SSL/TLS (piBeHb 3axHMIIEHHX COKETiB Ta Oe3neka TPaHCIIOPTHOTO PiBHS) —
npoTokou Oe3nek, mo npairoe y moaeni OSI 1 Hanae mmppyBanHs, aBTeHTHI-
Kallif0 Ta 3aXUCT IUIICHOCTI JaHUX y MepexeBoMy Tpadiky. 3'eMHAHHS 3a JOMO-
Mororo SSL/TLS po3moYrHAETHCS 3 MPOICIYPH PYKOCTHCKAHHS, KA BCTAHOBJIIOE
Oe3rneyHuid 3B'S130K MIXK KIIIEHTOM 1 CEpBEpPOM, IMiJ Yac SIKOr0 OOUPAIOTHCS KPHUII-
TorpadivHi aNropuT™Mu U MUPPyBaHHS, aBTeHTH(DIKAIIi Ta MepeBipKU MLTiICHO-
cti. SSL/TLS mo3Boinsie oOropTaTH iHII MPOTOKOIH Y 3aXHIICHY, aBTCHTU(IKO-
BaHy 1 IepeBipeHy 000J0HKY [4].

DTLS — e nportokoun, npu3HadeHHl Uit 3a0e3neueHHs Oe3rnekn oOMiHy ia-
tarpamamu Ha ocHoBi TLS. BiH He 3abe3neuye rapaHTOBaHy AOCTaBKY ITOBiIOM-
JIeHb a0o iX oTpUMaHHA y npaBuibHOMY nopsaxky. DTLS 36epirae nepeBaru Bu-
KOpPHUCTaHHs JieUTarpaMHUX MPOTOKOJIB, 30KpEMa MEHIIY 3aTPUMKY Ta 3HKCHHS
HaKJIQJHUX BUTpaT [5].

ITpoctuit mpotokon kepyBaHHA Mepexero (SNMP) npusHadeHuit A MOHi-
TOPUHTY Ta YTNpPaBIiHHSI MEPEKEBHUMH IIPUCTPOSIMH B oprasizamii. MeHemkep
SNMP Moske HaJcHIaTH 3aUTH J0 MPUCTPOIB, & areHT Ha WX MPHUCTPOSX HAJAE
BiNOBii a00 BHKOHYE HeoOXimHi mii. PanHi Bepcii SNMP Manu HU3bKHIA piBEHB
6e3mnexy, 6e3 dyHkuii mudpysanns, apreHTUdIKanii Ta 3a0e3nedeHHs HiTiCHOCTI
naanx. SNMPv3, npencrasnenuii y 2004 pori, BKiIrodae BCi i QyHKIIT Ta BUKO-
PHCTOBY€ CydacHi KpunrorpadivHi anropuTMH JJst 3aXHUCTy [2].

Kerberos — nmomyJspHUi TPOTOKOI, [0 BUKOPHCTOBYETHCS AJIs aBTEHTU(]I-
Kallii 3anmTiB Ha 00CIyroByBaHHS MiX JOBIPEHHMH CHCTEMaMH 4Yepe3 HeHamilHi
myOmigHi Mepexi. OCHOBOIO IIPOTOKOJNY € CHCTeMa KBHUTKIB, SKi MiATBEPIKYIOTH
oco0y kopucTyBada. LleHTpansHuiA cepBep aBTeHTH(IKAIi TEpeBipse KOPHCTY-
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Baya i CTBOPIOE IIi KBUTKH, SIKi IIOTIM MOKYTh BUKOPHCTOBYBATHCS IUIS IiATBEP-
JDKEHHS TIpaBa KOpHCTyBada poOuth meBHi 3armutu. Kerberos miarpumyerses 6i-
JBIIICTIO OTIepalifHuX cucTeM, Takux sk Windows, Mac i Linux, i € cranmzapT-
HUM TIPOTOKOJIOM aBTeHTU}iKamil st Windows, a TakoX KIFOYOBHUM KOMITOHEH-
ToM ciyx0m Active Directory (AD) [2].

DNS (domain name system) BiamoBimae 3a mepeTBOpeHHs YNTAOCIBHUX all-
pec B IP-aapecu, 1o 3anaM'sTaTv 3HAYHO CKJIAIHIINE, i HABMAKU. 3aBasku DNS
MH MOXEMO OTPHMATH JIOCTYII JI0 IHTEPHET-PECYPCIB 32 iX JTOMEHHUMH iIMEHAMHU.
L5 cucreMa € BaXKJIMBOIO TiJT Yac poOOTH 3 IOMEHAaMH, HAaIlPHUKJIIA[], KOJIH 3MiHIO-
€TBbCSl XOCTUHT' abo peectparop nomeHy. [Iporec onosienHst DNS-30Hu Moxe
TpuBaTH Bix 2 10 72 roaus [6].

VY cydacHOMy nn(poBOMY CBiTi HamilHICT Ta Oe3leka mepemadi JaHUX €
OJIHUM i3 HaHBaKJIMBIIIUX acMeKTiB (YHKIIOHYBAaHHI MepekeBuX cucteM. OcHO-
BHI NpOTOKOIH MepekeBoi Oesmekw, Taki sk SSL/TLS, IPSec, HTTPS, SSH Ta
iHIIi, 3a0e3nedyoTh 3axucT iHpopMmamii mix yac i mepexadi, JomoMararouy MigT-
pUMyBaTH KOHQiNCHIIHHICTh, HiMiCHICTh Ta ABTEHTHYHICTh JAHMX. IX BHpOBa-
JDKCHHS I03BOJIIE MiHIMI3yBaTH PU3UKH HECAHKI[IOHOBAHOTO JOCTYILY, ITEPEXOIl-
JeHHs Ta Moaudikauii iHdpopmanii. OxHak st epeKTUBHOTO 3aXUCTy HEOOX1THO
pEryJsipHO OHOBJIIOBAaTH Ta BJIOCKOHATIOBATH CUCTEMH OE3IEKH, aJanTyr4yuch 10
HOBHUX 3arpo3 Ta KiOeparak. BrpoBamkeHHs Ta NpaBWIbHE BHKOPHCTaHHS IHX
MIPOTOKOJIIB 3a0€3Meuyr0Th HaliHUI 3aXUCT SIK IJIsl OpraHi3aiii, Tak i Ui Kopu-
CTyBauiB, CHPHUIIOYM CTAOUIBHIN 1 Oe31euHiil poOOTI MEPEKEBUX CUCTEM.
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YK 654.01 )
OCOBJIMBOCTI 3AXHUCTY IH®OPMAIII B KOMII'IOTEPHUX
MEPEXAX 3A JOITIOMOI'OIO VPN

leanna POIIIHHEI]b
Opecm ITOJIOTAH
Kagpeopa ynpaeninna ingpopmauiiinoro 6e3nexoro Jlveiecokuit oeprwcagnuil
YHigepcumem 0e3nexu ycummeoianvHocmi, m. JIveis, Ykpaina.

Abstract. The features of virtual private networks are described. The main
components of such networks are shown, the structural diagram of VPN operation in an
organization is shown. Statistics of VPN use in Ukraine and the world are given.

Keywords: information security, virtual private network.

Anomauia. Onucano ocobausocmi pobomu sipmyanvHux npusamuux mepesxc. Iloxka-
3AHO OCHOBHI KOMNOHEHMU MAKUX Mepexc, cmpykmypHy cxemy pobomu VPN 6 opeaniza-
yis. Hasooumwvcsa cmamucmuxa suxopucmants VPN ¢ Yxpaini ma ceimi.

Knrouosi cnosa: inghopmayitina desnexa, 6ipmyanvna npusamna mepesicd.

VY 3B’53Ky 3 CKJIaIHUMH YMOBAaMH ChOTOJICHHS, SIKI IIIrOTyBajla HaM BiliHa, a
JI0 TOTO KapaHTHH, Nepe]l KOMIIAHIsIMU ITOCTaIo MUTaHHs OpraHi3allil BialeHo-
TO PeKUMY 0€3TIeYHOT POOOTH LTS CBOIX CIIIBPOOITHHUKIB, B pa3i KPUTUIHOI HEOO-
ximHOCTI. OCKiNBKH 0arato opraHizalliii paHille He pealli3oByBalll TaKHid Iepe-
XiJl, TO MIBHAKE BIPOBA/DKEHHS AaHOTO PEXHUMY pOOOTH NMPHU3BEIO 70 MPOOIIeM 3
iHpopManiiiHow Oe3nexor. OTHMUM i3 croco0iB 3abe3neunTH Oe3neKy TaHuX IpH
po0oTi B Mepexi, € BuKopucTtaHHs TexHonoriid VPN.

VPN (ckopoueHHs Bix anri. virtual private network — BipTyaibHa npuBaTHa
Mepexa) — y3araJbHeHa Ha3Ba KIIE€HT-CEPBEPHUX TEXHOJIOTIH, SIKi JalTh 3MOTY
CTBOPIOBATH BIPTyaJibHI 3aXHILEHI MEPEXi MOBEPX HIIUX MEPEX 13 HIKYUM PiB-
HEM JIOBipH.

VPN — 11 Haitermuii i HaiOLIbI ePeKTUBHUIN CIIOCIO 3aXUCTUTH IHTEPHET-
Tpadik i 3abe3neunty KoHOiAeHIIHHICTh nepeOyBaHHs B Mepexi. [licis miakito-
4yeHHs 10 HajiiHoro VPN-cepBepa Bci aHi NPOXOAMTHMYThH depe3 3ammndpoa-
HHUH TyHENb, B SIKOMY iX HIXTO He 3MOXe 100aunTH, aHi XakepH, aHi ypsaoBi op-
raHi3aiii, aHi IHTepHeT-IpoBaiep.

Ha puc. 1 noka3zana ctpykrypa mepex VPN.
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Pucynok 1 — 3aramsHa cTpykTypa Mepex VPN

VPN 3abe3neuye KOH(IACHIIHHICTD, IUTICHICTD Ta JOCTYIHICTD iH(OpMAaIIii.
To6T1o0 rapantye Te, mo iHpopMaris He Oyae JOCTyImHa HebakaHUM ocobaM, Oye
30epekeHa Ta JIOCTYITHA JIMIIE BU3HAYEHHM KOopHCTyBauaM. JlaHi XxapakTepucTH-
KM 320€3MeUy€eThCs 3a JJOMIOMOTI0I0 OCHOBHHUX KOMITOHEHTIB VPN, ski HaBeeHi Ha
puc. 2

Komnowesrn VI'N

Marpwmsa Geans|
nparoxomn

Wndpyaanmn AyTErTIDIL Tywe modisn

TRadiny

Pucynox 2 — Komnonentu VPN

VPN — ne cnoci6 po3mmpeHHs MpUBaTHOI MEpeXi 3a JOTIOMOTO0 3arajibHO-
JIOCTYIHOI Mepexi, Takoi sk [nTepreT. Ha3pa nuie npumyckae, 1o 1e BipTyaib-
Ha "mpuBaTHa Mepexa'. Ile o3Havae, MO0 KOPUCTYBa4 MOKE OyTH YaCTHHOIO JIO-
KaJbHOI Mepexi y BinnaneHomy wmicii. [Ipy 11bOMy BiH BUKOPHUCTOBYE MPOTOKOJ
TYHEJIIOBAHHS IS BCTAHOBJICHHsI Oe3neyHoro 3'eqHanHs. | unm Ounbminii mepe-
JKEBHH BIAIIT KOMIAaHIl, THM OiJIbIIE Y XaKepiB MOXKJIMBOCTEH MEPEXOMUTH HE3a-
XHlIeHy 1H(OpMallito, TUM BUILE 3aXHIIEHICTh KaHAIIB KOMITaHii.

Ha pucyHnky 3 npezcraBieHa cTpykTypHa cxema Mepexi VPN opranizauiid.
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Pucynox 3 — CtpykrypHa cxema mepexxi VPN opranizamiid

Bynp-sika opranizamis HEeMUHYYE CTUKAETBCS 3 POOIeMOro mepenadi iHpop-
Marii MiX ogicamu, a TaKOX 3 MPOOJIEMOI0 3aXUCTy i€l iHpopmanii. He koxna
OpraHizalis MOKe JO3BOJIUTH cOo0l MaTH BIACHHUN KaHAN moctymy. Lo mpobmemy
MOJKHa BHUPIIIUTH 32 AOmoMororo texHomnorii VPN, 3acHoBaHOi Ha migKITIOYEHHI
BCiX BimaimiB Ta odicie. Ile oqHOYacHO 3a0e3meuye THYUYKICTh 1 BUCOKY O€3MeKy
Mepexi, 10 JI03BOJISIE 3HAYHO €KOHOMHTH KOILITH IPU CTBOPEHHI TAaKUX MEPEXK.

VPN crBOproeThest Ha 6a3i 3arajapHOJOCTYIHOI Mepexi [HTepHer. | sikuio B
IuTepHeT-KOMYHIKAIT 1 € HeTOJIIKU, TO TOJOBHE, 110 BOHA CXHJIbHA J0 MOTSHII -
HUX TIOpylIeHb Oe3neku i KoH¢iaeHuiHHOCTI. VPN Moxke 3a0e3neuuTn 3axucT
Tpadiky, 0 nepenaeTbes depe3 IHTepHeT, 1 Horo nepegady B MeXax JOKAIBHOT
Mepexi. Y Tol ke yac BipTyanbHI Mepexi 3a0e3MeuyoTh 3HaYHy eKOHOMIFO KOIII-
TiB y OPIBHSAHHI 3 00CIyTOBYBAaHHSIM BAalIOi BIACHOI TTI00AIBHOT MEpexi.

OcobmuBicTio pobotrn VPN € mepecuika qaHux depes OesnedHuit (3ammg-
pOBaHMI{) TyHEINIb, OPraHi30BaHHUN B MeXKax 3arajlbHOAOCTYNHOI Mepexi. TyHe-
JIIOBaHHS JJO3BOJISIE OPraHi3yBaTH INepeAavy MakeTiB OJHOTO MPOTOKOIY B JIOTid-
HOMY CEpEIOBHII, BUKOPHCTOBYIOYH IHIIMKA MPOTOKOJ. B pe3ysibraTi BUHHKA€E
MOJKJIMBICTh BHPIIIUTH TPOOIEMH B3a€MOJii AEKITBKOX PI3SHOTHITHUX MEPEK,
MMOYMHAIOYHN 3 HEOOXiTHOCTI 3a0e3neueHHs MiTICHOCTI 1 KOH(IASHIIIHOCTI Tiepe-
JABaHUX JIaHWX 1 3aKiHYYIOUMd TOJAOJAHHSIM HEBIiJIOBIIHOCTEH 30BHIIIHIX
MIPOTOKOJIIB 200 CXeM aapecartii.

Haii6insm momupenuit MeTon cTBOpeHHS TyHeNiB VPN — iHKancysmis mMe-
pexeBoro npotokoiy IP B PPP i monanpina iHKancysmsisi yTBOpEHHX NMaKeTiB B
MIPOTOKOJI TyHeIroBaHHs. Takuil MmiiXiJl HA3WBAIOTh TYHEIIOBAHHSM JIPYTOToO piB-
H$I, OCKIJIBKH TYT SIBJISIETHCS IPOTOKOJ Ha JIPYTOMY piBH.

Ha pucyHky 4 npoeMOHCTPOBaHO CXE€MY 3aXHIIEHOro kaHaay VPN.
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Pucynox 4 — CtpykrypHa cxema mepexi VPN opranizaniii

Oco0muBicTh TexHosorii VPN B ToMy, 110 oprasizarisi BiZJIaJIeHOTO JOCTY-
my pobutbes yepe3 [HTepHeT, mo Habarato memreBmie i kparme. J{ms opraHizarmii
Bi[IIaJICHOTO JOCTYITy 0 IPUBATHOI Mepexi 3a mormomororo texHosorii VPN 3Ha-
nmoburbes [HTepHeT 1 peanpHa [P-agpeca a Takox mporpamMHe 3a0e3neueHHS.

3rigno 3 ['mobansHuM iHAekcoMm BrpoBamkeHHs VPN Bin Atlas VPN, muny-
JIOTO POKY 3arajibHa KUTBKICTh 3aBaHTa)K€Hb MPOTPAMHOTO 3a0e3MedeHHs I Op-
ranizanii VPN y cBiti ckrana 328 muH, e Ha 25 muH Menme Hix y 2022 (353
MiH). Y 2021 pori s iudpa Oyna y 785 mutH.
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PucyHok 5 — 3aranpHa KijbKicTh 3aBaHTaxeHb VPN y cBiTi cranom Ha 2023

pik [3]

¥ 2023 poui YkpaiHa y npoMy cnmcKy nociia 33 micue y cBiTOBOMY peHTH-
Hry Bukopuctanast VPN. KinbkicTs 3aBaHTa)keHb ckiana 3 975 823 — 9,09% nHa-
CeJIeHHsI Halloi Kpainu 3aBanTaxwin VPN-noaaTok.



OTxe, Texaonoris VPN 3HauHO CIpoIlye NOTPUMaHHS BUMOT iH(pOpMamini-
Hoi Oe3mekn. OnHaK B YKpaiHi JaHa TEXHOJOTIS MOKHU IO HAa MOYaTKOBUX eTamax
CBOT'O PO3BHTKY.
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V]IK 004.838
BPAHIMAYEPHU TA IX BUKOPUCTAHHS Y 3ABE3INEYEHHI
KIBEPBE3IIEKH
Bacuns JIYUUK
lIean 'YMEHIOK

XapkiecvKuil HayioHaNbHUIL YHIgepcumem 6HYmMpIiWHIX CRPas,
M. Kam’aneyn-Iloodinvcokuii, Yxpaina.

Abstract. In today's digital world, firewalls are an important element of
cybersecurity, providing protection for networks and devices from cyberattacks and
unauthorized access. They perform the functions of filtering network traffic, controlling
access, detecting threats and preventing the penetration of malicious software. Firewalls
can be software or hardware, and their latest versions combine in-depth content analysis
and integration with intrusion prevention systems (IPS). The use of such systems allows
you to effectively respond to threats, create secure connections (VPNs) and ensure the
confidentiality of information. A comprehensive approach involving firewalls and other
cybersecurity measures helps reduce risks and increase data protection in networks at
different levels.

Keywords: firewall, cybersecurity, network protection, traffic filtering, access
control, IPS, VPN, cyber threats, NAT, information security.

Anomauia. Y cyyacrhomy yugposomy ceimi 6panomayepu € axiCIUGUM eleMeHNOM
KibepbOesneku, 3a0e3neuyoyu 3axXucm mepesc i npucmpois io Kibepamax ma Hecaukyio-
Hoganoz2o docmyny. Bonu euxonyioms @ynxyii ¢pinempayii mepescesoco mpagiky, Konm-
pOJIo 00CMYNY, GUAGILEHHS 3a2po3 i 3an00ieanHs NPOHUKHEHHIO WKIONUBO20 NPOSPAMHO20
3abesneuenns. bpanomayepu moxcyms 6ymu npozpamuumu abo anapamuumy, a ix Hogim-
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HI 8epCii NOEOHYIOMb NO2AUONIeHULl AHANI3 KOHMEHNY Ma IHme2payiio 3 CUCIMeMamu 3ano-
bicanns emopenennam (IPS). Buxopucmanus maxux cucmem 00380J5€ eheKmusHo peazy-
eamu Ha 3a2po3u, cmeopiogamu 3axuweri 3'eonanns (VPN) i 3abesneuysamu KoH@iOeH-
yiunicme ingopmayii. Komnaexcruii nioxio i3 3anyueHHam Opanomayepie ma iHUUX 3ax0-
0i8 Kibepbe3neKu CHpUuse 3HUNCEHHIO PUUKIE 1 NIOBUWEHHIO 3aXUCMY OAHUX V Mepexcax
PI3HO20 PIBHA.

Knwuoei cnoea: o6panomayep, xibepOesnexa, mepedscesutl 3axucm, ¢hinempayis
mpadghixy, konmpons docmyny, IPS, VPN, ki6epzazposu, NAT, inghopmayitina 6esnexa.

VY cydacHy enoxy nuppoBUX TEXHOJOTiH KibepOe3neka cTana BayKINBUM ac-
MIEKTOM IiSUTBHOCTI SIK OKpEMHUX KOPHCTYBadiB, Tak i opranizaimiil. OxHi€eio 3 oc-
HOBHUX 3arp03 € HECaHKI[IOHOBaHHUH JOCTYI JI0 AaHKUX Ta KibepaTaku, AKi MOXYTb
CIIPUYHMHUTH 3HauHi (PiHAHCOBI BTPATH Ta MOPYIICHHS NpUBATHOCTI. [ 3aXucTy
iH(hOpMAIIIHHUX CUCTEM 3aCTOCOBYIOTHCS Pi3HI METOAM Ta 3ac00H, 1 OpaHIMayepH
€ OJIHUM i3 KJIIOYOBHMX IHCTPYMEHTIB Yy LIbOMY MPOLECI.

BaxsmBicTh OpanaMayepiB y 3abe3neueHHi KibepOe3neku mossrae y ix 3aa-
THOCTI 3aXHWINATH KOH(QIACHIIWHICTh KOPUCTYBaUiB, 3aM00Iraloul HECaHKIIOHO-
BaHOMY JIOCTYITy J0 OCOOMCTHX JaHHX, TAKUX SK maposti Ta (iHaHcoBa iHdopMma-
ist.

Y koMm’roTepHHAX Mepekax Opanmmayep ((paepBoi) BUKOHYE (DYHKIIO BH-
SIBJICHHS Ta OJIOKYBaHHS MEpPEXeBOTro TpadikKy 3riTHO 3 MONEPENHBO 3aJaHUMHU
a0o0 IMHAMIYHMMH TpaBHiIaMHu. BoHM 3a0e3NeuyroTh 3aXHCT MEpPEeX i MPUCTPOIB
BiJl MOXJIMBUX aTakK KiOEp3IIOYMHIIIB, SIKi MOXKYTh 3apaKaTH MPHUCTPOI Ta BUKOPH-
CTOBYBATH X y 3MIOBMHCHUX IULIX [1].

Tepmin «firewall» MOXomuTh BiJ aHTTIHCEKOT MOBH Ta O3HA4Ya€ MPOTUIIONKE-
XKHY CTiHYy, sIKa 3a1100ira€ MouIMpPEeHHIO BOTHIO Ta 3HIDKYE PH3MKHU JUIsl JIoaen. Y
ctepi MepexeBoi Oe3neku (HaepBoII € IPOrPaMHUAM ab0 amapaTHUM 3ac000M, IO
Jie sik 6ap’ep MiX 3aXUILEHUMH Ta HETepeBIipeHUMHU Mepexamu abo 1X 4acTHHA-
Mu. OCHOBHOIO METOI0 OpaHaMayepa € (inbTpallis MOTEeHI[IHHO HeOe3MeuyHOro Ta
HIKIJJTABOTO KOHTEHTY i 3’ €Haub [1].

[Tporpamui OpanaMayepy NpaloTh 0e3M0CepeJHbO Ha OKPEMHX MPUCTPO-
SIX, TAKHX K KOMI'IOTEPU YU CEpBEpH, 3a0e3eUyIoUr iX 3aXUCT BiJl MEPEXEBUX
3arpo3. Ix MOkHa Jlerko HaTalmTOBYBATH Ta OHOBIIOBATH, alle 1€ MOYXe TPHU3BEC-
TH /10 BUKOPUCTaHHS CHUCTEMHHX DPECYpCiB, IIO 1HOJI BIUIMBA€E Ha INPOIYKTHB-
HicTh. AmapartHi OpaHaMayepu — Iie OKpeMi NpUCTpOl, po3TaIIoBaHI MK Mepe-
XKero Ta i MiIKIIOYeHHSIM 110 [HTepHeTy, 110 3a0e3rneuyroTh OUIbII BUCOKHIT pi-
BeHb Oesneku. OHAK BOHM € JOPOXYMMH Ta CKIAJHIMIMMU B OOCIyrOBYBaHHI
MTOPIBHSHO 3 IPOTPaMHUMH PillICHHAMH [2].

Bpannmayepr HOBOTO MOKONIHHS MalOTh OCOOJIMBY CHemiai3alliio Ha 3aXuc-
Ti Bi IIKIAJIMBHUX MPOTpaM i aTak Ha piBHI JOAATKIiB. Y MOE€THAHHI 3 CHCTEMaMH
3anobiranHs BropraeHHsIM (IPS) BOHM MOXXyTh MHTTEBO pearyBaTH Ha 3arposm,
BUSIBJITIOUM Ta HEUTpAi3ylouW iX y Mexax Mepexi. Taki OpanaMayepu IilOTh
BiJIIIOBiJTHO IO BCTAHOBJICHUX TIOJNITHK, 3a0€3MeUy0Ur HAIiHHIA 3aXUCT MEPEexi,



i IPOBOMATH aHANI3 JJIS BHSABICHHS IOTCHIINHO HEOE3NMeuHOi aKTHBHOCTI, 010-
kytoun mkianuse [13. Bukopucranss OpanaMayepiB y cucteMi Oe3neku T03BOIIIE
CTBOPHUTH HOJITHKH JUII KOHTPOJIO Ta (inpTpamii Tpadiky, o HaIXOAWUTH i BU-
XOIHTH i3 Mepexi [3].

OcHoBHi QyHKIIIT OpaHIMayepiB BKIFOYAIOTH!

Dinempayiro mpagixy: OpaHIMayepH aHANI3YIOTh Ta Bi[CIIOIOTh MAKETH /a-
HUX TIPU BXOJ Ta BUXOJI 3 MEPEXi, J03BOJIIOYM a00 OJIOKYHOUH iX Ha OCHOBI
BCTaHOBJICHUX MPABUIL.

Konmpons 0ocmyny: BOHH BU3HAUaIOTh, SIKI IPOTpaMu, CIyKOH Ta IPUCTPOT
MOXYTh MaTH JIOCTYII 10 MEPEXKi, 3a0€3MeUyI0UYH 3aXUCT KOHDICHIIIHHUX pecyp-
ciB.

Busenenns 3acpos: nesxi OpaHAMayepH MOXYTh 3HAXOIWTH Ta 3amobiratu
3arpo3aM, TakuM SIK BipyCH, 3JIOBMICHE IporpamMHe 3abe3rnedueHHs abo migo3pina
aKTHUBHICTS [4].

IcHyt0TH pi3HiI THITH OpaHIMayepiB, MO BiAPI3HAIOTECA METOAaMHU (GimbTpamii
tpadixy. [lepmmii TiIT — 11e MakeTHI GUTBTPH, MO aHATIZYIOTH OCHOBHI JaHi IaKe-
Ta (JKepeno, MpU3HAYCHHS, IIOPT i MPOTOKOII) 1 IMOPIiBHIOKOTH iX 13 3aJaHUMH TIpa-
BuiIaMH. J[pyre HOKOJIHHS J0/a€ KOHTPOJIb CTaHy 3'€{HaHb, L0 J03BOJIIE Bijc-
TEXYyBaTH MOYATOK 1 aKTHBHICTH 3'€qHaHHs. bpanamayepu TpeThOro MOKOJIIHHS
BUKOPHCTOBYIOTH (BiIbTpalito Ha BCix piBHIX Mozeni OSI, BKIroYarouu npHUKiIai-
HUH piBEHbB, 110 JO3BOJISE IM PO3Ii3HABATH IIPOIPaMH Ta MPOTOKOJH, Taki sik FTP
ta HTTP, 1 BusiBnsATH cipoOu 00Xx0oay 4epe3 J03BOJIEHI MOPTH a00 HECAHKIIOHO-
BaHE BHKOPHUCTaHHS MPOTOKOJy. HoBimn OpaHamayepu, BiioMi sik OpaHaMayepu
HactynHoro nokoxmiHHsd (NGFW), moemHyoTs i METOAW 3 MOTJIHOJICHNM aHai-
30M KOHTEHTY, L0 JOMOMara€ BU3HAYMTH MOTCHLIHHO HeOe3neuHuil Tpadik Ha
OCHOBI 0asn ganux [1].

Tabnuys 1 — giominHOCmI Midc Opanomayepamu ma aHmMusipycamu

ITapametp Bpanamayep AHTHBIipYC

KoHTpOJIb Ta MOHITOPUHT Me-
pexeBoro Tpadiky, 6JIOKyBaHHS
HeOaKaHUX 3'€IHaHb

OcHoBHA (pyHK-
uist

BusBenns, 3amobiransas ta
BUIAJIEHHS WKignusoro 113

[Iparroe Ha MepexkeBOMY piBHI,
KOHTPOJIIOE JIaHi, 110 HaaX0-
JUITh 1 BUXOJSTh 3 MEPExKi

[parrroe Ha piBHI ¢aiiniB i cuc-
TeMH, CKaHye (ailnu Ta npo-
rpamu

PiBens 3axucty

3axuIae Big HECAaHKIIIOHOBA-
HOTO JI0CTYIY, QIBTPYE MmiT03-
piily aKTUBHICTb Y Mepexi

3axwuiae BijJ BilOMHX BipyciB,
TPOSHIB, IIMUTYHCBKHX TIPO-

rpam

3amobiranus
aTakam

Cnocié podoru

OdineTpye MepexeBuit Tpadik 3a
3alaHUMH OPaBUIaAMH

CkaHye Ta riepeBipsie Qaiinm ta
HpOrpamMu Ha HasiBHICTh 3arpo3

B3aemonis 3 ko-
pHCTYBaYeM

IMoTpeOye HanAMITYBaHHS Ipa-
BUJI JUTs OJIOKYBaHHs ab0 J10-

[NepeBakHo mpargioe y GpoHo-
BOMY P&KHMi Ta aBTOMaTHYHO
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3BOJTY Tpadiky pearye Ha 3arpo3u

Hpuknanu 3a-
rpo3, 1o 3anodi-

Bipycu, pyTkiTH, Iporpamu-

DDoS-araku, cipobu HecaHK- ; .
BHMaradi, IIMHTYHCBKI Iporpa-

I[IOHOBAHOTO JOCTYITY

ralThes MU
. Inrerpamis 3 VPN, cucremamu | Po3smupenuii 3aXucT eneKTpoH-
JonaTkoBi MoK~ . .. .
. 3ano00iraHHs BTOPTHEHHAM HOT IOIITH, 3aXMCT MiJl 4ac
JIMBOCTI . . . .
(IPS), ¢pinprpamis URL cepdinry B InTepHerTi
Moske IisITH SIK IpOTrpaMHe
N IepeBasxHO MMporpamHe 3a0e3-
Pexum poGoTu 3abe3neyeHHs abo armapaTHUH

TICUCHHSA

HpUCTPii

bpanamMayepu BUKOHYIOTH BaXJIMBI (D)YHKIIT Ha MEpEKEBOMY DiBHI, Taki sK
TpaHcisnis MepexeBux aapec (NAT) Ta cTBOpeHHs BipTyaJbHUX IIPUBATHUX Me-
pex (VPN). NAT 3abe3nedye npuxoByBaHHS a0o 3MiHy BHyTpimHix [P-ampec
KJIE€HTIB 1 cepBepiB, sIKi MOXKYTh OyTH y "pUBaTHOMY Jiana3oHi ajpec” 3riHO 3
RFC 1918, na 3aramsHofocTymHi [P-aapecu. Le cripusie 30eperxeHHIO 0OMEKEHOT
kijpkocti [Pv4-anpec 1 3axuiae Bij MepekeBOl PO3BIAKH, OCKUJIBKH BHYTPIIIHI
IP-agpecn 3anmumarotecs mpuxoBaHuMH Bix [HTepHETY. Y cBOtO yepry, VPN po3-
IIMPIOE TIPHBAaTHY MEPEXKY UYepe3 3arajJbHONOCTYIHY, CTBOPIOIOYM 3aXHILCHHUIH
TYHeJb, 4acTo i3 MUpPYyBaHHIM, SKUH 3a0e3edye 3aXUCT BMICTY MTaKeTiB i gac
ix mepenaBaHHs depe3 IHTepHET. Lle m03BONsIE KOpHCTyBauaM OE3MEYHO Iepena-
BaTH i OTPUMYBATH JaHi 9epe3 CIIUIbHI a0o myOivHi Mepexi [3].

OTxe, OpaHIMayepH BiJirparoTh BXKIHBY POJIb y 3a0e3ledcHHI KibepOesme-
KU SIK JJIsl OpraHi3aiii, Tak 1 Ui iHOUBiyalbHUX KOPUCTYBadiB. BoHUM CTBOpIO-
I0Th MEPULY JIIHII0 3aXHUCTY, KOHTPOJIIOYH Ta (DiIbTPYOUM BXIJAHHUMA 1 BUXIJHUN
MepexeBuid Tpadik, 3amobiraloun HECaHKI[IOHOBAHOMY JIOCTYIY Ta OJIOKYOUH
MOTEHIIIHO HeOe3MeYHy aKTHUBHICTh. 3aBASKH CY4acHHM OpaHIMayepam, IIo
IHTErpyIoTh cucteMy 3anodiranus Bropraerssm (IPS) i marots posmupeni GyHk-
i1 MOHITOPUHTY Ta aHali3y, CTa€ MOXKJIMBUM ILBHUJIKE PearyBaHHsS Ha 3arpo3u Ta
ix HeWTpamizamis. Bukopucranus OpaHIMayepiB y KOMIUICKC] 3 1HITUMH 3aXOfa-
MU KibepOesrekn 3a0e3rnedye OUThII BUCOKHI PIBEHb 3aXHCTy JAaHHUX 1 3MCHIIYE
pusuku kibeparak. Lle poOUTH iX HEBiI'€MHOI YaCTHHOIO CTparerii Oe3meKku B
cy4acHOMY IIM(POBOMY CEpEIOBHIII.

Ingpopmauiiini oxncepena

1. bpauamayep  URL:https://www.eset.com/ua/support/information/entsiklopediya-
ugroz/brandmauer/?srsltid=AfmBOo0g-L7h6YDg_BHVMRNG_CHNECOpPjCf5DtHFK9
AIXIGNTT3IVGpK (nara 3Beprennst 14.11.2024)

2. Types of Firewalls for Cybersecurity URL:https://www.coursera.org/articles/types-
of-firewalls (nara 3Beprennst 14.11.2024)

3.What is a Firewall? URL: https://www.checkpoint.com/cyber-hub/network-
security/what-is-firewall/ (nata 3sepuenns 14.11.2024)


https://www.eset.com/ua/support/information/entsiklopediya-ugroz/brandmauer/?srsltid=AfmBOoq-L7h6YDq_BHvMRNG_CHNECOpPjCf5DtHFK9%20AJxlgNTT3IvGpk
https://www.eset.com/ua/support/information/entsiklopediya-ugroz/brandmauer/?srsltid=AfmBOoq-L7h6YDq_BHvMRNG_CHNECOpPjCf5DtHFK9%20AJxlgNTT3IvGpk
https://www.eset.com/ua/support/information/entsiklopediya-ugroz/brandmauer/?srsltid=AfmBOoq-L7h6YDq_BHvMRNG_CHNECOpPjCf5DtHFK9%20AJxlgNTT3IvGpk
https://www.coursera.org/articles/types-of-firewalls
https://www.coursera.org/articles/types-of-firewalls
https://www.checkpoint.com/cyber-hub/network-security/what-is-firewall/
https://www.checkpoint.com/cyber-hub/network-security/what-is-firewall/

4. What is a Firewall? A Guide to Network Security and Safety
URL:https://www.simplilearn.com/tutorials/cyber-security-tutorial/what-is-firewall ~ (gata
3BepHeHHs 14.11.2024)

VJIK 004.838 )
BE3IEKA EJIEKTPOHHOI IOWITH: METOIH 3AXHCTY
Bl CIIAMY TA WIKIIUBUX BKJIAJIEHbD

Bimanii CBITIHMYHUH
Apocnae KOJIOAA
Xapkiecvkuil nayionanvnuit ynigepcumem eHympiuinix cnpae,
M. Kam’aneyn-Iloodinvcokuii, Yxpaina.

Abstract. Email remains one of the most important means of communication, but at
the same time it is a source of significant cyber threats, including spam, malicious
attachments and phishing attacks. Spam is not only inconvenient, but can also be used to
spread malware or steal confidential information. Malicious attachments pose a serious
threat that can damage devices or compromise user data. To ensure email security, it is
important to apply a comprehensive approach: install antivirus software, configure spam
filters, implement multi-factor authentication and train users to recognize threats. Regular
updates of programs and the use of modern technologies can minimize the risks associated
with email.

Keywords: email, cybersecurity, spam, malicious attachments, phishing, antivirus,
spam filter, data protection, multi-factor authentication.

Anomauia. EnekmponHa nowma 3a1umiacmvcs 0OHUM i3 HALBANCIUBIUUX 3AC00I8
KOMYHIKayii, ane 600HOUAC € 0HCcepeloM 3HAUHUX Kibep3aepo3, 30KpeMa cnamy, WKIONueux
eKnadens i iwuneosux amax. Cnam He auuile SUKIUKAE HE3PYYHOCHI, Alle Ui MOJICE BUKO-
PUCmMOo8y8amucst Oisi NOWUPEHHs WKIOIUGUX Npocpam abo SUKPAOeHHsT KOHQDIOeHYIUHOT
inghopmayii. Llkionuei 6xk1adeHHs: CMAHOGISIMb CePUO3HY 3a2po3y, 30AMHY NOUKOOUMU
npucmpoi abo ckomnpomemysamu oani Kopucmyeauie. /lnsa 3abe3neqenns 6e3nexu eiexm-
POHHOI ROWMU 8ANHCIUBO 3ACTNOCOBYBAMU KOMNAEKCHULL NIOXIO. 6CTNAHOBIIOBAMU AHMUGI-
PYCHe npocpamue 3a0e3nedeHHs, HAIAumogysamu cnam-@inbmpu, enpogaoxcysamu Oa-
eamoghakmopHy asmenmuikayito ma HaGYamu KOPUCMYBAUi8 PO3NIZHABAMU 3d2PO3U.
Pecynsapne onosnenns npoepam i 3acmocy8ants Cy4aCHUX MexHON02ii 0036015A10Mb MIHi-
Mi3ygamu pusuKu, no8's3ami 3 eNeKmpoHHOI0 NOWMOIO.

Kniwouosi cnosa: enexkmponna nowma, xibepbesnexa, cnam, wiKiOIuei 6KIAOEHHS,
@iwune, anmusipyc, cnam-ginemp, 3axucm 0anux, 6a2amo@paxmopHa asmeHmu@ikayisi.

EnexTpoHHa momta € OJHUM 13 HAMMOMIMPEHIMNX 3aC00iB KOMYHIKaIil K y
MIPUBAaTHOMY, TakK i B mpodeciiinomy cepenopuimi. OnHax 3 ii MOMyJIAPHICTIO 3pO-
CTa€ i KiJTBbKICTh 3arpo3, MOB'SI3aHUX 13 BUKOPUCTAHHSM €JIEKTPOHHOI MOIITH, Ce-
pen SKuX craMm, IIKIMBI BKJIAJAEHHS Ta (IIIMHTOBI aTaku 3aiiMaroTh MPOBIIHI
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no3uii. CnaM, o cKiIajae 3HaYHy YaCTHHY BCHOTO EIEKTPOHHOTO JIMCTYBaHHS,
MoOJKe OyTH HE TiTBKHA HAaOpWIJIMBHM, a i HEOC3NEYHNM, OCKITBKH YaCTO BUKOPH-
CTOBYETBHCS JJIsI PO3IIOBCIO/KEHHS MIKIIMBHUX TIporpaM abo oOMaHy KOpPHCTyBa-
9iB i3 METOIO OTPUMAaHHS KOH(DiNeHIIHHOI iHpopMmaITii.

IkignmmBi BKIaJEHHS y JIUCTaX CTAHOBIATH OJATKOBY 3arpo3y, OCKUIBKH
MOXXYTb MICTUTH BipyCH, TPOSHH Ta iHII BHAW IIKiJUIMBOTO IPOTPaMHOTO 3a6e3-
MIEYCHHs, 37[aTHI 3aBAAaTH 3HAYHOI LIKOAM KOMM'IOTEPHHM CHCTEMaM 1 JaHUM.
3BaXkaloYM Ha NOCTIHHHUN PO3BUTOK TEXHOJIOTIH Ta BIOCKOHAJIEHHS METOIIB Kibe-
parax, muTaHHs 3a0e3rneueHHs Oe3IeKH eeKTPOHHO]T MOLITH CTaE OCOOIMBO aKTy-
ATBHHM.

CnaM — 11e MacoBe HaJCHJIaHHS HOBIOMJICHb O€3 3roJy OTpUMYyBaya uepes
SJICKTPOHHY TOIITY, MECEHDKEPH, COLiabHI Mepexi Ta SMS, a TakoXX MOBTOpPIO-
BaHi pexyamMHi A3BiHKH. Hampukimazn, 6i3Hec MoXe 3aiMaThCs CIlaMoOM, KOJH PO3-
cuilae MIa0JIOHHI TOBINOMIJICHHS IPO aKIii, 3HIDKKA abo Oyab-iKy peKiIamy,
CHpsIMOBaHy Ha 301JbIICHHS MPOAAXiB. X04a TAKWH METO MMPOCYBaHHS 3a3BUYAH
OinbIIIe TIKOIWTH perryTamii OpeHAy, HiXK MiABHIIYE BiICOTOK KOHBEpCii, BiH 3a-
JIMIIAETHCS MOMYJIIPHAM 4epe3 MOJKIIMBICTh OXOMHUTH IIUPOKY ayJUTOPIIO 3 MiHi-
MaJIbHUMH BUTpaTaMu 4acy Ta rpomeid. OJiHaK, KpiM HEBUHHUX, X04a i HEMoTpi-
OHUX TIOBIIOMJICHB, 3IOBMHUCHUKH MOXYTh BUKOPHCTOBYBATH €JIEKTPOHHI JINCTH
JUISL 3aBAaHHS IIKOJH, BUKPAJCHHs JaHUX OaHKIBCHKHX PaxyHKIB a0o iHIIOi KOH-
¢binenuiliHoi iHdpopmanii [1].

BigkpuTTs BKIIJEHb y €NEKTPOHHMX JIMCTaX MOXE HECTH IOTeHIiiHy 3a-
rpo3y AJIsI BAIIOTO MPUCTPOIO, aJ)Ke BOHA MOXKYTh MICTUTH BIPYCH Y I1HIIE IIKi-
JUIMBE TIporpaMHe 3a0e3ledeHHs, sSKe 3[JaTHe BUKOHYBAaTH HeOaxkaHi nii Oe3 Ba-
IIOTO BiZioMa. SIKIIO BM OTpHMaJM BKJIAJCHHS, SIKE€ BHKIMKA€ CYMHIBH, BaXKIHBO
3HATH, SK 3a0e3MmeunTH Oe3neKy cBoro npuctporo. Ilo-mepiie, HiKOIM HE BiIKpH-
BaliTe BKIIaJICHHS, SKIIO HE BIICBHEHI y Horo mxepeni abo BMicTi. Bigkpurts mi-
no3punX (haiiliB MOXKe MPHU3BECTH IO 3apaKCHHs MPUCTPOIO BipycaMu abo iH-
MMM OIK{UIMBUMH TIporpamaMu. [l 3aXUCTy BKJIaJICHb €JIEKTPOHHOI MOIITH
PEKOMEHYEThCSI BCTAHOBIIIOBATH Ta PErYJIIPHO OHOBJIIOBATH aHTHBIPYCHE IPO-
rpamHe 3a0e3neyenHs. Taki nporpamu 31aTHI BUSIBISTH HIKIUINBI (aiiian ta 0110-
KyBaTH iX I[e JO MOMEHTY BiIkputTs. Kpim Toro, BapTo OyTH 00epekHUM I/ 4ac
3aBaHTaXEHHs (ailiB 3 iHTEpHETY Ta 00OB'SI3KOBO MEPEBIPATH iX Ha HASBHICTH
BipyciB un mkimmBoro I13 nmepen BiakputTsm [2].

JyXe yacTo eNeKTpOHHA IIOIITA CTAE KAHAJIOM JUIS MOUIMPEHHS CIaMy Ta
iH]IKOBaHMX MMOBIJOMJICHD 31 IIKIIJIMBUM NPOTPAaMHUM 3a0e3MeYeHHSIM. 3 METOI0
3aXUCTy BiJl BEIHMKOi KIIBKOCTI HeOaXaHWX Ta HeOE3IMEeYHHX JIHCTIB 0arato Imo-
IITOBHX CEPBEPIB BUKOPUCTOBYIOTh «YOPHD» CIMCKH BIIOMHX BiINPaBHHKIB CIia-
My Ta ¢imuHry. J[01aTKOBO MOKHA 3aCTOCOBYBaTH (hiIBTpalilo ITOBiOMIICHD 3a
TUIIOM BKJAJeHb a00 JIO3BOJIITH OTPUMAaHHS JIMIIE BiJl TEPEeBIpEeHHUX DKEpell.
[[{o6 3abe3meuntn Oe3meKy CBOIX KOPHCTyBadiB, OaraTo opraHizamiil mepesips-



IOTh TIOBIIOMIICHHS Ha HasSBHICTH IIKiJIMBHX IIPOTpaM i BipyciB mepex iX MONIu-
peHHAM "epe3 Mepexy [3].

CaMOCTIfHO HaJamTyBaTH IOIITOBY CKPHHBKY ISl OOpPOTHOM 31 criaMoM
Moxe Oytu ckmamao. {06 4acTkOBO YHHKHYTH CIIaMOBHX ITOBiIOMIICHB, MOXHA
CKOPHCTATUCS HACTYITHIMH METOIaMH:

He Bignosinaiite Ha cram. SIKImo 3 TeMu JicTa 3p03yMijo, Mo Ie CIaM, Ha-
BiTh HE BiJIKpHBaiTe Horo. SIKIIO BiIKpWIM, BUNANITH JIUCT HETalfHO, HE TIEPeXo-
JSTYM 32 TIOCWJIAHHSMY Ta HE 3aBaHTAXKYIOUM BKJIAJCHHS. 3aBXKIU YBaXXKHO IEpeBi-
psiiiTe agpecH BiJNPaBHUKIB, aJUKE TaKi JIMCTH MOXKYTh MacKyBaTHCSI I1iJ] Ba>KJIUBI
IOBIJOMJICHHS BiJ Mara3vHiB 4 OaHKIB.

BukopucToByiiTe po3mMpeHHst abo mporpamu sl 3axXUcTy Bij crnamy. Ok-
piMm BOyImOBaHUX craM-(ilbTpiB, TOJATKOBO MOXKHAa 3aCTOCOBYBAaTH CTOPOHHI
mporpaMHi GUIBTPH Ta PO3IIUPEHHS.

He mommproiite cBoro enekTpoHHY anpecy. He myOmikyiite ii Ha 3araabHO-
JOCTYIHUX pecypcax Ta YHHKalWTe BUKOPHUCTAHHS A peectparii. Crmamepn dac-
TO BUKOPHCTOBYIOTh CHELiaJIbHI IPOTPaMH Il aBTOMAaTHIHOTO 300py azapec [4].

OCKUTBKH 37TOBMHCHHUKH TOCTIHHO 3MIHIOIOTH CBOi METOIH, 00 YHUKHYTH
BUSIBJICHHSI, ClIaM-(ijIbTpH MOBUHHI aJanTyBaTUCs, W00 BIANOBiAaTH HOBUM 3a-
rpo3am. OTHHUM i3 cOCOOIB MPOTHCTOSHHS Cy4acHUM (opMaM criamy € peryJssip-
He OHOBJICHHs craM-(dinbrpa. [lepekoHaiitecs, 1110 Ha BalIOMY IOIITOBOMY Cep-
Bepi a00 3aXHIIEHOMY EJIESKTPOHHOMY IIUTIO31 BCTAHOBJICHA OCTaHHS BEpCis Mpo-
rpamHoro 3a0esnedyeHHs. SIKIIO BM BUKOPHUCTOByeTe SpamAssassin abo iHIIy
AHTUBIPYCHY CIIyk0y, NepeKOHalTecs, 1110 BOHA HaJlalllTOBaHA HAa aBTOMAaTHYHE
OTPUMAaHHS OHOBIICHB criaM-¢ireTpa. Y MDaemon Ta SecurityGateway € ¢pyHKIii
JUTSL pETYJISIPHOT IEPEBIPKY TAaKUX OHOBIICHB [S].

VY nincymKy, 6e3rnexa elIeKTPOHHOI MOMITH € KpUTHYHUM acIleKTOM Cy4acHO-
ro IM(POBOTo CEPEIOBUIIA, a/DKE CIIaM Ta IIKIUIMBI BKIAJCHHSI MOXYTh 3aBIAaTH
3HAYHOI IIKOJM SK OKPEMHUM KOPHCTyBadaM, Tak i opraHizamism. sl 3HIKEHHS
PH3HKIB Ba)KJIMBO JOTPUMYBATHCS KOMIUIEKCHOTO MiJXOMY, KU BKIIOYa€ BHKO-
PHCTaHHSI aHTHBIPYCHOTO MPOTrPaMHOTO 3a0e3MeueHHs, HalallTyBaHHs e(eKTHB-
HUX criaM-(ijabTpiB, MiABUIEHHS 00i13HAHOCTI KOPUCTYBAYiB PO OCHOBHI O3HAKH
(GIMIMHTOBUX Ta MIKIATUBUX MTOBIIOMIICHD, a TAKOXK BIPOBAHKECHHS OaraTo(pakTo-
pHOi aBTeHTH(iKaIil. CBO€YacHE OHOBJIECHHS IMPOTPAMHOTO 3a0e3MeUYeHHS Ta J10-
TPUMAaHHS IPOCTHX MPaBUII OE3MEKU MOXKYTh 3HAYHO 3MEHIINTH PU3HK YCITIIIHUX
arak. 3aXUCT BiJ] cliaMy Ta LIKiJIJIMBUX BKJIAJICHb — IIe HE JINIIE TEXHIYHE 3aB/aH-
HS, a i BAYKJIMBA CKJIAJ0Ba 3araJibHOT KyJIbTYpH O€3IEeKH KOXKHOTO KOpHCTyBaya
IHTEpHeTY.
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YIK 004.7
OCOBJIMBOCTI PEAJIIBAIII 3AXUCTY BIJIl ATAK VLAN HOPPING

Cuiycana OPUHUK
Opecm ITOJIOTAH
Kagheopa ynpaeninua ingpopmauiiinoro 6eznexoro JIvsiecokuii deprcagnuii
yHigepcumem Oe3nexu ycummeoianvhocmi, m. JIveis, Ykpaina.

Abstract. The peculiarities of the VLAN hopping attack are described, how malicious
criminals operate on virtual local networks. New rules have been introduced to combat
VLAN hopping attacks.

Keywords: information security, virtual private network, VLAN hopping attack.

Anomauia. Onucano ocobrueocmi amarxu VLAN hopping, sxi 3106mucHuxu 30itic-
HIOIOMb HA GIPMYANbHI N0OKaANbHI Mmepedici. Hasedeno nepenix npasun 0ns 3anobieanis
amaxam VLAN hopping.

Knrwuoei cnosa: inghopmayiiina Oesnexa, 6ipmyanvHa npugamHa mepedcd, amaxa
VLAN hopping.

BipryanbHi Mepexi B 1aHHH Yac BXOJAITH B YHCIIO HalBa)KJIMBIIIMX CTpaTe-
TYHMX HampsMKiB Maike BCiX HaWOUIBIIMX BHPOOHHKIB MEPEXEBOI0 YCTaTKYy-
BaHHS.

3BHUaifHa Mepeka 3 PO3IUTBHAM CEepeOBHIIEM Iepesiadi He Moke 3a0e3me-
YUTH BEJHKY MPOIYCKHY 34aTHICTh. | e Oysio MOB'I3aHO 3 MOSIBOIO MYJIbTHME-
MIAHUX JONATKiB, KUTBKICTh SKHX TOCTIHHO 301MBINYETHCS a TaKOX KITIEHT-
cepBepHHX nonxaTkiB. Came i MepeayMOBH CHOHYKaJIH PO3POOHUKIB CTBOPHTH
pi3HI TexHOJIOTIi 3aXUCTy 1 moary iHdopmarii BcepeanHi icHyodoi Mepexi. On-
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HI€I0 3 TaKWX TEXHOJOTIM € BipTyadpHI JIOKAaNbHI OOYMCIIOBANBHI Mepexi
(VLAN).

VLAN (Virtual Local Area Network) — tomosoriuna, abo BipTyasnbHa, JIOKa-
nmpHa Mepeska. VLAN — 1ie jorigHe KoMOiHyBaHHS JIESKOTO YHCIa KiHIIEBUX CTa-
HIIi}l B OTHOMY CETMEHTI (IIMPOKOMOBHOMY JOMEHI) Ha KaHAIEHOMY piBHi, HABIiTH
SIKIIO BOHM (Di3WYHO MiTKITIOYEH] 10 pisHUX KomyTaTopiB. VLAN mo3Boise moB-
HICTIO i30y0BaTH Tpadik Tpymd BY3JIiB Bix pemth Mepexi. [laHuil Bup
oprasizauii Mepexi J03BoJisie 3a0e31eyyBaT JOCUTh MOTYXHI Oap'epy Ha HUIAXY
MIOMUIIKOBOTO TpadiKy Ipu ioro nepeaadi 3 oAHiel MEpEeXi B iHIY, TAKUM YHHOM
3a0e3nedyroun 3aXUCT IHPOpPMAaIIHHIX MOTOKIB B MEXKaX OKPEMHX TOMEHIB.

Opnnak mepexi VLAN Tako MarOTh BPa3iHBi MICI[ Ta MOXYTh ITi{IadaTH
mig 3arposu iHpopmamiiiHoi Oe3meku. OmHier0 3 Takux 3arpo3 € araka VLAN
hopping.

VLAN hopping — 1ie ekcrutyaTailisi Bpa3iHBOCTI Y KOMITIOTEPHUX Mepexax,
10 J03BOJISIE 3JIIOBMHCHHKY OOMHHYTH TepenOadeHi OOMEXEHHS BipTyalbHUX
nokanbHUX Mepexxk — VLAN. Ile meton, sikuii BUKOPUCTOBYETbCS XaKepaMu IS
HECaHKI[IOHOBAaHOTO JOCTYITy 0 MEPEXEBUX PECYpCiB IUIIXOM MaHIMyTIOBaHHS
koH(irypauisimu VLAN Ta BUKOpPUCTaHHS BPa3IMBOCTEH Y KOMyTaTOpax.

Ataxu VLAN hopping ekcruryaTyloTh pi3Hi Bpa3iIMBOCTI B MEPEKEBUX KO-
MyTaropax i Meronax koH¢irypauii VLAN. Ocp nesiki mommMpeHi METOIH, IO
BUKOPUCTOBYIOThCs B VLAN hopping:

IMonsiiiHe TeryBauus: Y IIiif TEXHilll 3JIOBMUCHUK BIiIMPABIIsLE Kajap i3 [BOMA
teramu 802.1Q. Ilepmmuii Ter — ne BnacHuid Ter VLAN 370BMHUCHHKA, a APYTHHA
ter — Ter VLAN nineoBoi VLAN. TakuMm 9HHOM, 3JIOBMHCHUK OYPHTh KOMYTa-
TOp, 3MYLIYIOUH Horo nepecnaTtu Kaap y HenpusHaueHy VLAN.

IMinpobka xomyTtaropa: [ligpoOka KoMyTaTOpa — Ie IHIIKUH METOJ, TKUi BH-
KopuCTOBY€eThCS B aTakax VLAN hopping. 3mOBMHUCHHK OTPUMYE JOCTYII IO YII-
paBmiaHas VLAN, migpoOsiroun orofomeHHss koMmyTaTopa. Lle mo3Bossie 310BMu-
CHHUKY TIepEeXOILTIOBAaTH Ta MOAM(DiKyBaTH MepexxeBuid Tpadik, MOTSHIIITHO OTpH-
MYIOYM HECAHKI[IOHOBAHUHN TOCTYI 10 KOHDIAeHIIIHHOT iH(popMaIiil.

Excrtyarauis npotokony nunamiuxoro tpaHkinry (DTP): DTP — ue mpo-
npieTapHuii mpotokod Bij Cisco, sIKMii BUKOPUCTOBYETHCS ISl Y3TOJKEHHSI TpaH-
KOBUX 3'€eqHaHb MK KomyTaropamu. lllmsxom excmiayatamii DTP 3moBmucHMK
MOJXKE MEepeKOHATH KOMYTAaTOp 3MIHUTH HOT0 peXuM Ha TpaskiHr. Lle nae 31m0B-
MHUCHHKY JOcTynm a0 KitbkoX VLAN, omuHaro4m nepembadeHi OOMEKESHHS
VLAN.

11106 3amo6irtu atakam VLAN hopping Ta migsumuTti Ge3neky Bamioi me-
PEeXi, MOXHA peali3yBaTH HACTYIHI 3aX0JIH:

1. BuMKHEHHS NOPTIB, 110 HE BUKOPHCTOBYIOTHCS: MOTPIOHO BiIKITIOYUTH
BCiX MOPTH KOMYTaropa, siki He BUKOPHCTOBYIOTECS, 1100 3amo0irtu (iznaHoMy
JIOCTYTy 3JIOBMHUCHHKA JI0 MEpEXi uepe3 IIi MopTH. Biakmrodaroun mopTH, Mo He
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BHKOPHCTOBYIOTBCS, 3MEHIIYETHCS MMOBEPXHS aTaKh i OOMEXYIOThCS MOTEHIIIHHI
TOYKH BXOJY.

2. BumkHeHHs Tporokony mauHamigHoro TpaHkinry (DTP): HeoOximHO
HaJIAIITYBaTH IOPTH KOMYTAaTopa BpPYYHY SK NOPTH IOCTYIy, a HE TPAHKOBI
mopte, i BUMKHYTH DTP. TakuMm YHHOM, BHKIIOYA€THCS PU3HK EKCIUTyaTarii
DTP, sikuit gacTo BUKOPHCTOBYeThCs B aTakax VLAN hopping.

3. Peamizauis cnuckiB konTtpomo jpoctymy VLAN (VACL): VACL
3a0e3neuyroTh J0NATKOBUI piBeHb O€3MeKH, M0 J03BOJSIE BaM KOHTPOJIOBATH
notik Tpadiky Mk VLAN. Ilocuiroroun mpaBuiia KOHTPOJIIO JIOCTYIY, MOKHA
3ano0irTH HECaHKIIOHOBAaHOMY CHUIKyBaHHIO MDK VLAN 1 3MEHIIMTH PH3HMK
VLAN hopping.

4. VYBiMKHEHHsS O€3IEKH IMOPTIiB: Oe3leka IOPTIB J03BOJIIE OOMEKYBaTH
kinpkicte MAC-anpec, IO JOMYCKAalOThCs Ha KOHKPETHHH MOPT KOMYTaTopa.
HamamryBaBmm ~ Oe3meky  HOPTiB, MOXKHa  3amo0irTH  MiAKITIOYCHHIO
HECAaHKIIOHOBAaHUX MPHUCTPOIB A0 Mepexki Ta OOMEXHTH MOTEHIIHY Mif0 aTak
VLAN hopping.

5. PerysnspHe OHOBJICHHS IPOIIUBKH KOMYTATOpa: HEOOXiJHO yTPUMYBATH
CBOT MEpEXKEBI KOMYTAaTOPH B aKTyaJbHOMY CTaHi, BCTAHOBJIOIOYHM OCTaHHI
NpOLIMBKY Ta nartyi Oe3neku. Lle rapanrye, mo Oyab-sKi BijoMi Bpa3iInBOCTI, sIKi
MOXyTh Oytn Bukopucrani mi1 VLAN hopping, Oynyte ycyHeHi Ta
HeWTpanizoBaHi.
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Abstract. The problem of Internet piracy, which causes significant financial losses to
creators of digital content and affects the quality of products available to consumers, is
studied. The role of artificial intelligence (Al) in combating piracy is considered, in
particular the use of machine learning algorithms, big data analysis and cryptography.
Examples of successful application of Al for automatic detection of illegal content,
identification of pirated resources and development of innovative protection technologies
such as unique "watermarks" are described. A conclusion was made about the prospects of
implementing Al as an effective tool in the fight against Internet piracy and its potential for
creating a safe digital environment.

Keywords: Internet piracy, artificial intelligence, copyright, machine learning, digital
content, big data, cryptography, information protection.

Anomauia. /locniosceno npobnemy inmepuem-nipamcmea, wjo 3a604€ 3HAYHUX pi-
Hancogux 30UmMKi8 Meopyam Yuppoeozo KoHmeHmy ma GNIUSAE HA AKICMb HPOOYKMIs,
docmynuux cnodcusavam. Poszensdaemvca ponv wmyunozo inmenexmy (LLI) y npomuoii
nipamcmay, 30KpemMa GUKOPUCIAHHS AN2OPUMMIE MAWUHHO20 HABYAHHA, AHANI3Y GENUKUX
oanux ma kpunmozpaii. Onucano npuknadu ycniwnozo sacmocysanns LI onsa asmoma-
MUYHO20 BUSBTICHHSI HENe2AIbHO20 KOHMEHNY, [0eHmugikayii nipamcyKux pecypcie ma
PO3POOKU [HHOBAYIUHUX TMEXHONO02I 3aXUCy, MaKux sk YHIKanvhi "600saui 3naxu”. 3po6-
JIeHO 8UCHOBOK NPO nepcnekmugHicmy enposaodicenns LI ax eghpekmuernozo incmpymenma
y bopomv0i 3 [HMepHemM-Nipamcmeom ma 1020 NnomeHyian Oas CMEOpeHHs Oe3neuHo20
yugposoeo cepedosuiya.

Kniouogi cnoea: inmepuem-nipamcmeo, wimyunuil inmenexkm, agmopcvke npaso,
Mawiunne HaBYaHHs, Yyugposuii Konmenm, eenuxi oani, kpunmozpagis, 3axucm ingopma-

yii.

[HTEpHEeT-paTCTBO CTANO OJHIEI0 3 HAWNCEPHO3HIMUX 3arpo3 A iHAYCTPIH,
110 CTBOPIOIOTH IIM(POBHI KOHTEHT, BKIIIOUAIOUM MY3W4HY, KIHOIHIYCTpif0, pO-
rpamMHe 3a0e3nedeHHs Ta BUIaBHWYWi Oi3Hec. [lommpeHHs HeleraabHUX KO
(GUIBMIB, My3HUKH, ITPOTPaM Ta IHIINX MPOJIYKTIB 3aBIA€ BEINYE3HUX (DiHAHCOBHX
30MTKIB TpaBOBIAacHUKaM Ta TBopusM [1]. Ile Takox BIUIMBae Ha CIIOKUBAYiB,
OCKIJIBKH MIpPaTChKi KOMii YacTO MalOTh HU3bKY SIKICTb T4 MOXYTb MICTHTH IIKiJ-
JMBe TporpaMHe 3abesnedenHs. OxHak, crpiMknii po3surok LI BinkpuBae HOBI
MOJKJIMBOCTI A1 e(heKTUBHOI OOPOTHOM 3 iHTEpHET-TipaTcTBOM. BHKOpHcTaHHS
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T s mpoTuaii oMY SBHIY MOXE 3HAYHO 3MIHUTH MpaBHIIa I'pH, 3a0e3meuy-
109H O1IBII TOYHE BHUSBICHHS Ta BUAAICHHS HEJICTAIbHOTO KOHTEHTY 3 MEPEXKI.

Icaye kimpka cmocoOiB, SK MITYYHHH IHTENEKT MOXe OyTH BHUKOPHUCTAHUI
JUT IpOTUAil iHTepHeT-TipaTcTBy. [lo-TIepine, anropuTMH MAaIIMHHOTO HABYaHHS
MOXYTb OyTH BUKOPHCTaHI Il aBTOMAaTHYHOTO BUSIBICHHS IiPATCHKOTO KOHTEH-
Ty. Hanpuknan, HeWpoHHI Mepexi MOXYTh aHaJli3yBaTH Bifeo Ta aymiodaiimm,
MOPIBHIOIOYH X 3 JICTAIbHUMH KOMIiSIMH, 1100 1eHTU(]IKYBaTH MOPYLIEHHS aB-
TOPCHKUX TpaB. Lled migXin BXKe 3aCTOCOBYETHCS JCSIKUMH BEIMKUMH KOMIaHis-
MU, TakuMu sk YouTube, ki BukoprctoByroTs cuctemy Content ID nmst aBroma-
TUYHOTO BHSIBJICHHS Ta MOHETH3allii HEJIeTaJIbHOrO KOHTEHTY.

[To-apyre, MITYYHUI IHTEIEKT MOXE JOMOMOITH B aHaIi31 BETHKUX OOCSTIB
JaHUX JJIs1 BUSBJICHHS MIpaTChKHUX CAHTIB Ta miatdopM. BukopucToBytoun Tex-
HoJorii 00poOku npupoxnoi moBu (NLP) Ta anamizy Benmkux maxux, 11 moxe
BHSBIISITH 3aKOHOMIPHOCTI Ta aHOMAJii, 10 CBiAYAaTh MO iCHYBAaHHS IipPaTCHKUX
pecypcis [2]. Lle no3Bossie MpaBoOXOPOHHUM OpraHaM Ta KOMIaHisIM BYacHO pea-
T'yBaTH Ha HOBI 3arpo3y Ta OJIOKYBaTH JOCTYII IO TAKHX PECYPCIB.

[To-Tpere, mTy4YHNIT IHTETEKT MOXKE BHKOPHUCTOBYBATHCH AJISI PO3POOKH HO-
BUX METOZIB 3aXUCTy KOHTeHTY. Hampukiaa, kpunrorpadiyHi anroputMu Ha oc-
HoBi LI MOXyTh CTBOpIOBaTH yHiKajbHI "BOISHI 3HAaKW", SIKI BaAXKKO IMiAPOOUTH
abo Bupanutu [3]. Lle nmo3Bossie BiacTeXyBaTH MOXOPKEHHS KOXHOI Komii 1ud-
pPOBOrO KOHTEHTY Ta LIBUAKO BHUSBIISITH HOTO HeJleTalbHE PO3MOBCIOKEHHS.
Kpim toro, LI Moxe OyTH BUKOpUCTAHHMH JJIsl BAOCKOHAJICHHS TEXHOJIOT1H nud-
POBHUX MIANMUCIB Ta aBTeHTH(]IKAIIIT, 1[0 pOOUTH MPOLIEC 3aXUCTY KOHTEHTY OiJIbII
HaTIHHUM Ta e(pEeKTUBHUM.

BukopucTaHHS IITYYHOTO IHTENEKTY Ul POTHIIT iIHTEpHET-TIIPaTCTBY € TIe-
PCIIEKTHBHUM HAIPSMKOM, SIKHH MOKE CYTTE€BO 3MEHIINTH 00CSATH HENeTalbHOTO
PO3IMOBCIO/KEHHST IU(POBOTO KOHTEHTY. 3aBISKH MOXKIMBOCTSM MAIIMHHOTO
HaBYaHH:, 00OpOOKH BeMKUX MaHWX Ta Kpurnrorpadii, LI go3somse 6inpm edek-
THUBHO BHSIBIISATH, BiJICTEKYBAaTH Ta 3aXUIIATH KOHTEHT BiJ miparcTsa. Lle He nuime
JIOTTIOMOJKEe 30eperTu (hiHAHCOBI PECypCH TBOPIB KOHTEHTY, aje il 3a0e3neuuTh
CHOXKMBayaM JIOCTYI JI0 SIKICHOTO Ta 0e3NeYHOro NpOAYKTYy. Y Mail0yTHbOMY
MOJAJBIINNA PO3BUTOK TEXHOJIOTIH IITYYHOTO IHTEIEKTY MOXE CTaTH KIIIOYOBHM
€JIeMEeHTOM y 00poTh0i 3 IHTEPHET-MIPaTCTBOM, 3a0e3Medyroun OibIn HaXiHHUN
Ta CrpaBeIMBHN TU(POBHI TPOCTIp VI BCIX YUYACHHUKIB.
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Annotation. International advertising agencies operate in virtual environments
without

physical offices, relying on cloud services, BYOD policies, and platforms like Google
Drive, Salesforce, and Slack. This increases the risks of phishing attacks, data breaches,
and intellectual property theft, necessitating a comprehensive, multi-layered approach to
cybersecurity and proactive threat monitoring.

Keywords: Zero Trust Architecture, intellectual property, SIEM, advertising agency.

Anomauin. MixycnapoOHi pekiamui azenyii npayiooms y ipmyaibHOMy cepedosuuyi
6e3 izuunux oghicis, surkopucmogyouu xmaphi cepeoosuwya, norimuxy BYOD ma pizno-
Mmanimui cucmemu, 30kpema Google Drive, Salesforce i Slack. Lle niosuwye pusuxu ¢iviu-
HeO8UX amax, GUMOKI8 OAHUX 1 KPAOIXHCKU THMENeKMYAIbHOI 81ACHOCII, WO BUMALAE KOM-
NJIeKCHO20 Dazamopiereso2o nioxody 00 Kibepbesnexu.

Knrwwuoei cnosa: Zero Trust Architecture, inmenexmyanvua éracuicms, SIEM, xibep-
be3nexa, peKnamHa azeHyis.

OcCHOBHI 3arpo3u B yMOBax po00TH Mi’KHAPO/HOI PEeKJIAMHOI areHuii.

3rigao 3 manmmu Verizon Data Breach Investigations Report 2023 [1], mon-
ChKUH (haKTOP 3AHIIAETHCS OCHOBHOO MPHYHHOIO MOPYIICHH KibepOe3neku, Bi-
moBimaroun 3a 68% IHIHIEHTIB (pUC.1), BKIIOYAIOYN aTaKH COIIAIEHOT 1HXeHepii
Ta HEHaBMHUCHI OMUJIKH NpaliBHUKIB. [Ipu nbomy 14% aTak 1oB’si3aHi 3 €KCILTY-
aTali€lo TeXHIYHUX BPa3JIMBOCTEH, 10 CBIIYMTH MPO 3POCTAHHS IXHBOI HeOe3Ie-
KM TOpiBHSAHO 3 momepexHiMu pokamu. e 15% iHIMAEHTIB BUKIMKAHI HisIMH
TPETIX CTOPiH, TAKUX K MOCTadalIbHUKN abo anMiHicTpaTopH AaHux. PiHaHCOBO
MOTHBOBAHI aTakH, 30KpeMa Ti, [0 BUKOPHUCTOBYIOTHh NMPOTpaMHE 3a0e3neueHHs -
BHMarad (ransomware), CTaHOBIIATE 62% BiJ yciX 3a)iKCOBaHMX IHIIMACHTIB.

Ili mani HaroJOMIyIOTh HA HEOOX1MHOCTI BIPOBAKEHHS Cy4aCHHUX MiIXOJiB
1o kxibep3axucty. 30Kkpema, aHaJli3 MOBEAIHKH KOpHCTyBadiB Ta npuctpois UEBA
(User and Entity Behavior Analytics) 103BoJIsie BUSIBISATH aHOMaJIi y B3aeMOii 3
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cHUCTeMaMH, Taki SK HE3BHYHI Nii KOPHUCTYBadiB 4M Mif03pijia aKTUBHICTH MPH-
ctpoiB. UEBA € BaXJIHMBOIO CKJIAIOBOIO CHCTEM YIIPaBIiHHA iH(OpMaLiiHOO
6esmekoro SIEM (Security Information and Event Management), 110 0XOIDTIOIOT
30ip, aHaJi3 1 MOHITOPUHT JaHHX Mpo moxii B cucteMi. SIEM 3abe3neuye nieHTpa-
Ji30BaHy IathopMy Ui BUSBICHHS 3arpo3, IIBHAKOTO pearyBaHHS Ta MigTPHUM-
KU IUTICHOCTI MEPEexKi.

Kommpomeraist 0051ikoBHX 3amuciB uyepe3 (ilIMHIOBI aTakd. 3MTI0BMHUCHUKU
BUKOPHCTOBYIOTh COLIaNIbHY 1H)KEHEPil0 JUIsl HaJICWJIAHHS MiAPOOJIEHUX EJIeKT-
POHHHMX JIUCTIB UM MOBIJOMJICHB, 110 MICTSATh HOCHJIAHHS Ha (ajbIINBI CTOPIHKU
11t BXoy. OTpuMaBIy OOMIKOBI JAaHi, BOHM OTPUMYIOTH JOCTYIH JI0 KOPIIOpaTH-
BHUX cHcTeM, Takux ssk CRM abo xMapHi cepBicH, i MOXKYTh BUKPACTH KIIIEHTCHKI
0a3u 4u iHII KOH(IIEHIIIHHI JaHi.

Kpamixkka iHTenekTyamsHOi BiacHOcTi. HeBmoBousieHi cmiBpoOiTHHKH abo
3IIOBMHACHHUKH MOXKYTh KOIIIOBAaTH PEKJIaMHI KOHIIEMIT, Bifeo uu rpadivni daiinm
3 iatpopm, 3o0kpema Adobe Creative Cloud, i mepenaBaTu ix KOHKypeHTaM a0bo
BUKOPUCTOBYBATHU ISl OCOOHCTOT BUTOMIH.

Buxpanenns npuctpoiB. Y pasi Kpagi>kKKu 0COOUCTHX HPUCTPOIB IMpalliBHH-
KiB, sIKi 30epiraroTb akTHBHI cecii JOCTyIy 10 XMapHUX CEpBICIB, 3TOBMHUCHHUKH
MOXYTh BHKOPHCTAaTH IX JISi HECAHKLIOHOBAHOTO JIOCTYIY JO KOPIIOPaTUBHUX
CHCTEM.

ATaky Ha XMapHi cepBiCH. 37T0BMHUCHUKH MOXYTh HamMaraTucs 3JaMaTH XMa-
pHi cxoBumia (Google Drive, Dropbox) asnst BukpaneHHs iHpopMaliii, BHKOPHCTO-
BYFOUHM METOJIY Ipy00i criii ab0 CKOMIIPOMETOBAaHI MapoJi.

IHcatinepcpki 3arpo3u. CriBpoOITHHKH, sIKi MalOTh OOMEKEHI 3HaHHA Kidep-
riries ab0 YMHCHO HaMaraloThCsl 3aBJIaTH IIKOJH, MOXYTh CIIPUYUHHUTH BUTOKH
JAHWX, 3MIHUTH KPUTHIHY iH(pOpMaIlito abo BiJKPUTH TOCTYI CTOPOHHIM 0CO0aM.



Po3noain npvsnH nopylwens kibepbeanexkn

20

10

Nwopcexui paxTop Al TpeTix cTopid lexHiuHl BpaznueocTi
KaTeropii 3arpo3

Puc.1 — I'padix po3nominy BinCOTKIB HOPYIIEHB KibepOe3nekn

HouaiTtuka "Tlpunecu ciii npuctpiii" (BYOD) Ta ii pusuku.

Momituka "Bring Your Own Device" (BYOD) mo3Bosie npamiBHAKaM BUKO-
PHUCTOBYBATH BIIACHI MPHUCTPOI (HOYTOYKH, CMapT(HOHH, IDIAHIIETH) U JOCTYILY
JI0 KOPIIOPaTUBHUX cHucTeM. Lle 3py4HO Ju1si MDXKHAPOIHOI PEKIIAMHOI areHiii, sika
MPALIOE Y ACHEHTPATI30BAHOMY CEPEIOBHII, aJ)Ke CHIBPOOITHUKU MOXXYTh Ipa-
LIOBATH 3 OYy/Ib-SIKOTO MiClisl, BAKOPHCTOBYIOUH IepcOHaIbHE o0naaHaHHs. OTHaK
BYOD cTBOpIO€ HU3KY TaKUX PU3HKIB.

1. Pi3HoMaHiTHICTB npHcTpoiB. KoxeH npucTpiit Mae CBOT XapaKTepPHUCTHKH,
piBEeHb 3aXHWIICHOCTI Ta MOXIHUBI BPa3MUBOCTI (HANpPUKIAN, ICHYE CyTT€Ba
pizHUI MiX oniepaTuBHAME cucTeMaMu Android Ta i0S).

2. Hesaxumeni wepexi. CHiBpoOITHHKH MOXYTh MIAKIIOYATHCS 1O
Bimkputux Wi-Fi Mepex, sKki Jerko MOXyTh OyTH CKOMIIPOMETOBaHI
3JI0BMHCHHUKaMH JUIsl TIEPEXOTUICHHS MTAKETiB JaHHX.

3. Brpara abo BukpaneHHs npuctporo. lle Moxe HamaTh 3JO0BMHCHHKAM
JOCTYIl 10 KOPIOPATHBHUX [AHUX Ta CHCTEM dYepe3 30epexeHi Ha MPHUCTPOsX
JIOTiHM Ta MapoJIi.

4. BincytHicTe meHTpamizoBaHoro ynpaBmiHHA. Ocobucti  mpucTpoi
MOJXYTb HE BiIIOBIJaTH 3araJIbHUM KOPIIOPATHBHUM IIOJITHKAM Oe3MeKH.

Cxkaanosi 3axucty 1 BYOD B ymMoBax MikHapoaHOi peKJIaMHOI areH-
nii.
1. Ynpasninasa npucrposimu. BripoBamkenns Mobile Device Management

(MDM) mis MoHiTOpHMHTY Ta 3abe3rnedeHHs Oes3rneku npucTpoi. Hanpuxmasn,
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Jamf a6o Microsoft Intune nO3BONAIOTE AMCTAHIIKHO KOHTPOIIOBATH JOCTYII 10
KOPIIOpAaTHBHUX MJAaHWX, BiAJalleHO OYHMIIYBAaTH MHaHI Yy pasi BHUKPaACHHS
HPHUCTPOIO.

2. Bumorm pmo mnpuctpoiB. CmiBpOOITHHKHM IIOBHHHI BCTAaHOBJIIOBATH
KOpIIOpaTHBHE NporpaMHe 3abesmedeHHs, 30kpema VPN s 3axumeHoro
3’emHAHHS Ta iHCTpyMeHTH mmdpyBaHHs (Hampukiaxa, BitLocker mms Windows
a6o FileVault s macOS).

3. Hauanus mnepconamy. OOOB’S3KOBI TpeHiHrM 3 KiOepririeHu Juist
posmizHaBaHHs (QIIIMHIOBUX aTak, HANIAIITYBAHHS OE3MEYHUX MEpEK 1 CTBOPEHHS
HAIIHHUX TapOJIiB.

4. Koutponp nmocrynmy. Buxopucranus GararodaktopHoi aBTeHTH(iKaii
(MFA) Ta o0OMeXeHHS IOCTYImy 1O KOPIIOpAaTHBHHX JaHUX Ha OCHOBI
reorpadigHOTO po3TalryBaHHs (TeO()EHCIHT).

5. PearyBamHs Ha iHmmaentu. [lomiTHKa TOBHHHA mependavyaTé UiTKHHA
IUIaH il y pa3i BukpaneHHs npuctporo. Hampukman:

— BIAKITIOYCHHS TIPUCTPOIO BiJl KOPIIOPATUBHOI MEPEXKi Ta pecypcis;

— IWCTaHLIHEe BUOATCHHS JaHUX i3 MPHUCTPOIO uepe3 pyHkmioHan MDM;

— NIPOBEJICHHS ayUTy Oe3MeKH /s BU3HAYCHHS MOJMIIMBUX (PAKTIB BUTOKIB
YyTIMBHX JaHUX, IPUYMH, MOXKJIMBHX CIIEHApiiB Ta XHiX QirypaHTiB.

Acnexmu mexniunoeo cepedosuwa ma pekomenoayii 0as 3axucmy ingopma-

yii

Zero Trust Architecture (ZTA) — 1e eleMeHT KOMIUIEKCHOTO TiIXOLy JI0 Ki-
OepOesreky, sIKKi J00pe MiAXOAUTh JUIA JIeLEeHTPai30BaHUX OpraHizalii, IKUMH
€ MIKHApOJHI peKIaMHi 4 MapKeTHHroBi areHmii. Momxens ZTA (puc.2) mepen-
0ayae MOBHY BIJICYTHICTh JOBIpPH 0 MPHUCTPOIB Ta KOPHCTYBAYiB 32 3aMOBUYYBaH-
HSIM, 110 3a0e3Ieuye NOCTIHHUN KOHTPOJIb KOXKHOTO 3aIUTy Ha JOCTYII JIO Pecyp-
ciB. [HcTpymentu Ha kmrant ZScaler Ta Cloudflare Access BUKOHYIOTh AHHAMIY-
Hy TIepeBipKy HPHUCTPOIB, IXHBOI JIOKaJi3amii Ta aKTHBHOCTI KOPHCTyBada, IO
3HWKY€ PU3HK KOMIIpOMETalii JaHHX.

Peaunizais 3axo/iB 06e3mneku (Tab. 1) MOYMHAETHCS 3 ayAUTY JOCTYILY Ta ijge-
HTU]IKAIil Ha OCHOBI mpuHIHUIY HaiimeHmioro moctymy (PoLP). Ile mo3pousie
MiHIMI3yBaTH PU3UKH, ITOB’s13aHi 3 1HCAIEPCHKUMU 3arpo3amMu (HABMUCHO BIalll-
TOBaHI BHTOKM JaHMX). PerysspHi TecTyBaHHsS Ha MPOHUKHEHHS JIOIOMAararTh
BUSIBJISITH BPa3JIMBOCTI Y XMapHUX cepenoBuiiax, a SIEM-cucremu 3abe3neuyrorh
IIBHJIKE pearyBaHHs Ha KiOCPIHIIMACHTH.

Baxnueum enementoMm € BnposapkeHHs UEBA-cucteM, siki aHami3yloTh
MIOBEIIHKY KOPHCTYBauiB Ta NPHCTPOIB U BHUsBJIEHHS aHoMainii. Lle mo3sosse
IIBHUJIKO BHSIBISITH IiJ03pily aKTUBHICTb, HAIPHKJIAJA, CIPOOM MacOBOTO 3aBaH-
Ta)XEHHS AaHUX abo DOCTYTI i3 HEBIJOMUX reorpadiyHuX perioHiB, 3a0e31euyroun
MIPOAKTUBHHHN 3aXHCT.

Oco0nuBy yBary CiiJl IpUIiIUTH HaBYAHHIO TMPAIliBHUKIB OCHOBaM KiOepri-
Ti€eHW: BiJl yHUKHEHHS (IIIMHTOBUX aTak /10 poOOTH B 3aXUIIEHUX Mepexkax (Tab.



2). Y pasi BUKpajeHHs MPUCTPOO TIOBUHHI 3aCTOCOBYBATHCS 3aXOH U MUTTE-
BOTO OJIOKYBaHHS JOCTYIy Ta BUIAJCHHS KOH(INCHIIITHAX JaHUX.

Tabnuysa 1 — Kamezopii 3axucmy ma mexnono2iuni pivienns

Kareropis 3axucry

TexHoJioTiuHi pimeHHs

3axuct OOMIKOBUX Ja-
HHX

BararogakropHa aBTeHTH(DIKAIIs (Google
Authenticator, Duo Security), MeHeKepH mapoiB
(1Password, LastPass)

MOHITOPHHT aKTHBHOCTI

UEBA-cuctemn (Splunk, Sumo Logic), SIEM-
cucremu (IBM QRadar, Elastic Security), aynur aii
y xMapHux miardopmax (Audit Logs)

3axuCT IHTENEKTYalbHOI
BJIACHOCTI

DRM (Digital Rights Management) pimieHHs
(Fasoo, Seclore), MoHiTOpHHT 3MiH y (Qaimax i
KOH(Iryparisx XMapHHuX IaThopm

IHIMAEHT-MEHEHKMEHT

Binmanene BuITydeHHS AaHHUX 3 MpHUCTpoOiB (Prey,
Find My Device), BnpoBamkennss Zero Trust
Architecture (ZScaler, Cloudflare Access)

Tabnuya 2 — Cnabki cmoporu ma pekomenoayii ix zaxucm

Caabki cropoHu

Pexomenganii

BukopucTaHHs He3axu-
mernx Wi-Fi mepex

3abesnedenHs VPN mist Beix mpUCTpoiB; HABYaHHS
CHiBpOOITHUKIB 3armo0iraTu BHITQJAKOBUM Ta Hebe3-
MEYHUM TMIAKIIOYCHHS B TYONIYHHX IIPOCTOpax
(xade, Oapm, pecropaHm, Tomio). PexomeHIOBaHO
BHKOPUCTOBYBaTH KoprnopatuBHi VPN-cepgicu,
taki gk Cisco AnyConnect abo OpenVPN, sxi ra-
paHTyOTh LIK(PYBAHHS JaHUX

BincyrHicTb mmpy-
BaHHJ [IPUCTPOIB

VBimkaenus BitLocker a6o FileVault, Bmnposa-
JoKeHHS moriTik MDM 1t IeHTpalti3oBaHoOTo KO-
HTpoio. Buxopucranus MDM-cucrem (Hanpu-
knan, Microsoft Intune) mo3Boisie aBTOMATHYHO
MPUMYCOBO BIPOBAJAUTH MH(pPYyBaHHS mepenadi
JlaHUX IIPUCTPOIB
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Bukpanenns abo BTpaTta | ABTOMaTHYHE BIAKIIOYCHHS JOCTYIY IO PECYpCiB Yy
TIPUCTPOIO pa3i 3aBOJIOAIHHS (I3UYHUM MIPHUCTPOEM, BimganecHe
OYMIIECHHS KPUTUYHUX AaHUX. BcTaHOBIEHHS mpo-
TpaM s TUCTAHIIIHHOTO OYHIICHHS, TaKHX SK Prey
a6o Find My Device, nonomarae mBHIKO HEUTpa-
Ji3yBaTH 3arpo3y HECaHKI[IOHOBAaHOTO JOCTYIY 3
00Ky TpeTix oci0

ram: Zero Trust Architecture and Cybersecurity Threats

=% TS AsORBeCTs e Treeas
. L4 9 -« . L4 ) -
AT 2 £PPrTe T NorEanng Dot Promecs o Fereg 3T Prest D05 Actace ey Thwes:
. . . . -
WA o~ SEW VEBA [

Puc.2 — lepapxivHa cTpyKTypa apXiTeKTypH 3 HyJbOBOIO JIOBIpOIO

Bucnosku. JlenieHTpanizoBaHe cepeqoBHUINE MIXKHAPOTHOI pEKITaMHOI areHIil
BHMAarae KOMITJIEKCHOTO MiIXOAy A0 KibepOe3meKkw Ta 3aXHCTy iHTeNeKTyalbHUX
mpaB. Bukopucranus Zero Trust Architecture, 6ararodaxTopHoi aBTeHTH(IKAIIT,
UEBA- Ta SIEM-cucteM 3HMXY€ PH3MKH KOMIpPOMETAIlil JaHUX 1 3abe3meuye
0e3meyHnid OCTYyN 10 KOPHOPAaTUBHUX pecypciB. OcobuceTi mpuctpoi motpedy-
10Tb MDM, nm¢pyBanHs Ta 3ac001B IS BIIAIEHOTO OYHIIEHHS JaHHX.

3axuCT IHTEJICKTYaJIbHOT BIIACHOCTI HAa KOHTEHT 1 BUTBOPHU € KIIOYOBHUM IS
KOHKYPEHTOCIPOMOKHOCTI areHIii. DRM pimeHHs 3amo0iratoTh HeCaHKI[IOHOBA-
HOMY KOIIIOBaHHIO, 2 MOHITOPHHI 3MiH Y XMapHHUX CEpeJOBHIIAX 1 ayIauT il



KOPHCTYBadiB 3a0e3MeuyroTh KOHTpONb. Bimmin opramizamii, BigmomimaneHuil 3a
KibepOe3neKky Mae 3a0e3NeunTH pearyBaHHSI Ha MOPYIICHHS, BIPOBADKYIOUN Te-
XHOJIOTIi 3aXHMCTy aBTOPCHKUX IPaB i MOHITOPUHT KOHTEHTY. Takuii miaxin rapan-
Tye SIK 30€peKeHHS TaHUX, TaK 1 3aXWCT iHTEIEKTyaJbHOI BIACHOCTI, 1[0 € OCHO-
BOIO YCHIXY areHIiii.
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Anomauia. [locniosceno cyuacHi mexnonozii 3axucny O0OKyMeHmoobicy 6 xopnopa-
mueHoMy cepedosuuyi, 30kpema moxcaueocmi VPN ons 6esneunoeo oocmyny 00 0OKyMeH-
mis. Buseneno ocrnosmi 3a2posu ma poszenanymo pone VPN y ix minimizayii. 3anpononoga-
Ho VPN-piwenns 3 6azamopaxmoproro agmenmugpikayicio, KOHmpoaiem 00Cmyny ma iH-
CMPYMeHMAaMy MOHIMOPUHEY, A MAKOXHC WUPDPYEAHHAM | 2e02paQivHumMu 0OMedHceHHAMU
0N niosuwentss Haoitinocmi 3’€Onanb. 3anpononosane VPN-piwenns 3abesneuye suuyy
HAOIIHICMb MA A0ANMUBHICIb NOPIGHAHO 3 MPAOUYILHUMU MEMOOAMU 3aXUCHY OOKyMe-
HMOoo0biey.

Knrwuosi cnosa: VPN, besneunuti doxymenmoobie, xopnopamuena Oesnexa, baea-
mogaxmopra asmernmuikayis, KOHMpPOLbL 0OCMYNY, WUGPYBAHHA OAHUX, 3AXUCTH OOK)-
Menmis.

Abstract. Modern technologies for securing document flow in corporate
environments have been studied, with a focus on the capabilities of VPNs for secure
document access. Key threats have been identified, and the role of VPNs in mitigating
these risks has been examined. A VPN solution with multi-factor authentication, access
control, monitoring tools, as well as encryption and geographic access restrictions, has
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been proposed to enhance connection reliability. The proposed VPN solution offers greater
reliability and adaptability compared to traditional document security methods.

Keywords: VPN, secure document flow, corporate security, multi-factor
authentication, access control, data encryption, document protection.

In today’s corporate environment, information is a strategic asset requiring
protection at every stage of processing and transmission. With globalization and
digitalization, corporate information systems (IS) face security challenges,
including unauthorized access, data leaks from network interception, internal
abuses, and external attacks. Traditional network security is insufficient; instead,
VPN technology enhances document security through data encryption, user
authentication, and access management. As cyber threats grow, VPNs are
essential for secure document circulation in corporate IS. This research aims to
develop a comprehensive VPN-based approach to help organizations better
protect their information resources and minimize confidential data leak risks [1].

Virtual Private Networks (VPNs) are fundamental tools for securing
transmitted data within corporate networks. The principle of VPN operation is
based on creating an encrypted tunnel through which information is transmitted
between remote devices and the organization's central network. This is achieved
by encapsulating data packets within a secure tunnel and encrypting them with
modern algorithms such as AES (Advanced Encryption Standard). As a result,
even if an attacker intercepts the traffic, the data remains inaccessible for
decryption. The key elements that ensure reliable VPN operation include user
authentication, which restricts access to authorized individuals only; data
encryption, which protects information from unauthorized access; and tunneling
protocols such as L2TP and PPTP, which provide secure data transmission
between the user and the server [2].

The following types of VPNs are commonly used in corporate environments:
IPsec VPN (Internet Protocol Security VPN), which provides a high level of
security through encryption, authentication, and data integrity, and is often used
for inter-office connections over the public Internet infrastructure; SSL VPN
(Secure Sockets Layer VPN), which is based on SSL/TLS protocols and provides
secure access to corporate resources via a web browser, making it especially
convenient for remote users as it does not require specialized client software; and
MPLS VPN (Multiprotocol Label Switching VPN), which is used to establish
reliable connections between various offices within an organization and ensures
fast data routing, making it popular among large corporations with extensive
network infrastructures. Specialized systems integrate VPN to ensure secure
document circulation. Corporate document management systems, like Microsoft
SharePoint, OpenText Documentum, Google Drive, and Microsoft OneDrive for
Business, can configure VPN connections for secure access to stored documents.



VPN integration provides an extra layer of security, enhancing basic encryption
and access management [3].

Document circulation security is a priority in corporate environments, as
vulnerabilities in this process can lead to data leaks, loss of confidentiality, and
compromised information integrity. Key threats to corporate document circulation
include:

— Data interception: remote connections can become potential points for
«man-in-the-middle» (MITM) attacks, where an attacker can intercept and modify
data.

— Unauthorized access: the increasing use of remote and mobile devices
complicates access control, heightening the risk of unauthorized access to
sensitive information.

— Internal threats: careless access usage or malicious insider actions can
result in data leaks or damage, causing significant harm to the company.

VPN protects data transmission channels, ensuring confidentiality and
integrity. Encrypted channels prevent data interception, and decryption without
keys is nearly impossible. VPN enhances document security with AES-256
encryption, two-factor authentication, and role-based access control, offering
comprehensive protection beyond endpoint encryption [4]. An architectural
solution is proposed for secure document circulation through VPN in corporate
systems (Fig. 1), providing secure data transmission between remote users and the
corporate document server. The primary objective of this architecture is to create
an environment that ensures the confidentiality, integrity, and availability of
documents within the corporate network.

i [SMS/e-mail Secure | Access Controller
Remote Password Entry + VPN Client on code, mobile , | VTt Connectio (RBAC)
U - ! L Device e (AES-256 VPN o
Ser | Biometric Authentication (encryption + 2FA) | 2P biometric | Encryption) [Role-Based |dentification
verification] Tunnel) & Permissions]
Security Policies User Activity
(access, encryption) Monitoring g .
H orporate
3 .| Document Server .| Policy-Based :
< Reports, logging, 0 encryption + 4\ Nt LOBEME | pccocs Control | Network Firewall
and archiving Backup] and Reporting] System (Web Application
v Firewall)

Cybersecurity Tools | | Anomaly Detection and
(antivirus, DLP) Response Automation

Figure 1 — Diagram of a VPN System for Secure Document Circulation

The key components of the architecture are the VPN server, document
server, client devices, and access controller. The VPN server acts as a central
node, establishing a secure tunnel between the remote user and the document
server, managing user authentication, and encrypting transmitted data. The
document server is a secure storage location for corporate documents, accessible
only through VPN, adding an extra layer of protection for sensitive data. Client
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devices are the remote user devices that connect to the corporate network. Each of
these devices has a VPN client installed, which automatically creates a secure
tunnel when connecting to the corporate server. The access controller administers
user access rights based on their roles, defining which documents and resources
different user groups can view and edit.

The architecture is based on the principle of «dual verification», providing an
additional layer of security by requiring authentication for each VPN connection.
Additionally, all documents transmitted via VPN are encrypted using the AES-
256 protocol, which ensures a high level of resistance to hacking. The choice of
VPN type for corporate systems depends on the organization’s specifics, usage
scenarios, and security requirements; the main options are IPsec and SSL VPN,
each offering distinct advantages for different access scenarios.

The secure document access process begins with remote user authentication
via multi-factor authentication (MFA), which includes a password and biometric
verification for an added layer of security. After authentication, the VPN client on
the device establishes an encrypted connection using 2FA and, if possible,
biometric checks. The VPN server provides AES-256 encryption for the secure
tunnel, allowing data transmission without the risk of interception.

The access controller (RBAC) identifies the user's role and grants access to
specific documents, managing rights according to established policies. The
corporate network firewall (Web Application Firewall) protects the document
server from external threats, such as SQL injections and DDoS attacks. The
policy-based access control system further regulates access, blocking it during
non-business hours or from suspicious IP addresses. All user actions are logged in
an event journal for further reporting and analysis.

Documents on the document server are stored in encrypted form and
automatically backed up to prevent data loss. The user activity monitoring system
tracks real-time activity, using analytics to detect anomalies. Anomaly detection
and response tools automatically restrict access when suspicious activity is
detected. Security policies and cybersecurity tools, such as antivirus software and
Data Loss Prevention (DLP) systems, protect documents from malware and
unauthorized copying. This multi-layered system ensures robust document
security through authentication, encryption, access control, and automated
response mechanisms.

To ensure document protection, additional security mechanisms and policies
are implemented in the system to reduce the risk of unauthorized access. The
system includes device control, restricting access only to authorized devices,
which reduces the likelihood of using unsecured or personal devices to connect to
the corporate network. Another important mechanism is automatic session
termination: in case of prolonged inactivity, the system automatically disconnects
the VPN, minimizing the risk of unauthorized access. Additionally, geographic



access restrictions limit VPN connections to specific regions, protecting against
suspicious connections from unusual locations.

The system also employs various security policies, with the primary
approach based on role-based access control (RBAC). This approach allocates
document access according to employees’ functional responsibilities, ensuring
that access levels match actual needs. Key security policies include a working
hours restriction policy, which allows document access only during business
hours, reducing the risk of unauthorized access outside these times. An attempt
limit policy is also in place, locking accounts after several failed login attempts,
effectively preventing brute-force attacks. Furthermore, IP address and
geolocation filtering restricts access to trusted IP addresses and designated regions
only. Together, these measures enhance document security, providing a multi-
layered defense against both external and internal threats.

These mechanisms ensure that the proposed system provides a high level of
document security in a corporate environment, minimizing unauthorized access
risks and safeguarding data confidentiality and integrity throughout all stages of
processing and storage. AES-256 encryption and multi-factor authentication
securely protect data, significantly reducing the risk of unauthorized access—an
aspect often lacking in standard methods. The unified VPN connection optimizes
document processing speed, eliminating delays common to traditional approaches.
The system's adaptability, including access policies based on working hours and
geolocation, enhances its flexibility and alignment with diverse corporate
requirements. Thus, the proposed VPN solution offers greater reliability and
adaptability compared to traditional document security methods.
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MMOPIBHAJILHAM AHAJII3 3AXUIIIEHAX KAHAJIIB,
MMOBYJOBAHHUX HA TPOTOKOJIAX WIREGUARD TA OPENVPN

bozoan ®LUIIITYYK
Pocmucnae TKAYYK
Kagpeopa ynpaeninna ingpopmauiiinoro 6e3nexoro Jlveiecokuit oeprwcagnuil
YHigepcumem 0e3nexu ycummeoianvnocmi, m. JIveis, Yxpaina.

Abstract. The article provides a comparative analysis of secure channels built on the
WireGuard and OpenVPN protocols, with an emphasis on their performance, flexibility,
compatibility, and security. WireGuard is characterized by high speed, ease of
configuration, and modern cryptographic algorithms, which makes it optimal for mobile
devices and simple networks. OpenVPN provides wide versatility, support for legacy
systems and complex network architectures, but is inferior to WireGuard in speed and
resource consumption. The conclusion emphasizes that the choice between the protocols
depends on the context of use: WireGuard is suitable for fast and simple solutions, and
OpenVPN is suitable for complex corporate environments with high requirements for
configuration and compatibility.

Keywords: WireGuard, OpenVPN, VPN protocol, performance, security,
cryptography, compatibility, corporate networks.

Anomauia. Y cmammi 30ilicHeHO NOPIGHANbHUL AHANI3 3AXUWEHUX KAHANiE, N00Y00-
sanux na npomoxkoaax WireGuard ma OpenVPN, 3 akyenmom Ha iXHIO NPOOYKMUBHICM®b,
SHyuKicmy, cymicHicmy i Oesnexy. WireGuard eupizHaemvbcsa 8UCOKOI0 WBUOKICTIO, NPOC-
MOmMOI0 HANAWMYBAHbL MA CYYACHUMU KPUNMOSPADINHUMU AN2OPUMMAMY, WO pOOUmMb
11020 ONMUMANLHUM OJ151 MOOLIbHUX npucmpoie ma npocmux mepexc. OpenVPN 3abesneuye
WUPOKY YHIGepCanbHiCMb, NIOMPUMKY 3ACMApinux cucmem i CKIAOHUX Mepedcesux apxi-
mexmyp, ane nocmynacmocsi WireGuard y wieuokooii ma pecypcosampamuocmi. Bucho-
60K NiOKpecnioe, wo udip Midc NpOMoKOIAMU 3ANeIHCUMNb BI0 KOHMEKCY GUKOPUCIAHHA:
WireGuard nioxooums 015 weuoxkux i npocmux piwenv, a OpenVPN — 013 ck1a0Hux Kop-
NOpamusHUx cepedosuly i3 GUCOKUMU BUMO2AMU 00 HANAWMYBAHb | CYMICHOCHII.

Kniouosi cnosa: WireGuard, OpenVPN, VPN-npomoxon, npodyxmusnicms, 6e3nexa,
Kpunmozpagis, CymMiCHICIb, KOPROPAMUGHT MePelCi.

Y cywyacHOMY CBiTi 3pocTae moTpeda B 3aXHIIEHUX KaHAIax 3B’SI3Ky depe3
30UIbIICHHS Kibep3arpo3, BUTOKIB AaHUX Ta KOoH(QineHNiHHOi iHpopmanii. Opra-
Hi3auii Ta 0ocobu nparHyTh 3a0e3MeYnTH Oe3MEeUHNI 3B’ A30K Y IXHIX OHIAHH-IisX,
IO TiJBHWILY€E aKTYaJIbHICTh BHBUCHHS Cy4YacHHUX IIPOTOKOJIB, TaKUX SK
WireGuard Ta OpenVPN.

Meroro naHoi poboTH € nopiBHAHHA npoTtokosiB WireGuard i OpenVPN 3a
KJIFOYOBUMH XapaKTEPUCTUKAMH: OE3IeK00, NPOIYKTHUBHICTIO TA 3pYYHICTIO BH-



KOPHUCTaHHA. 3aBIaHHS MOJTa€ Yy BUBYCHHI 0COONMMBOCTEH KOYKHOTO 3 MPOTOKO-
JIiB, TOXOSYUCH IO PEKOMEHAIiH MO0 IX BUKOPUCTAHHS B Pi3HUX CIICHAPisX.

WireGuard — 11e cyuacHwuii, BACOKOMBHAKICHUH i 6e3neunnii VPN-mpoTokon
i3 MiHIMaTBFHOIO KOZOBOIO 0a3010, po3poOIeHHUH IS CIIPOIICHHS HalAIITyBaHHS
Ta MiZBHIIEHHS MPOAYKTHBHOCTI Mepexi. Moro BiapisHse miniManiaM i opieHTo-
BaHICTh Ha 0e3meKy, Mo poOUTh Horo ocobIMBO 3aTpebyBaHUM y KOH(DIICHII -
HUX Ta npoayktuBHUX VPN-cucremax. Baxnmoro ocobmnusictio WireGuard €
MiHiMallbHa 0a3a KOJIB: BiH CKJIAJAETHCS JIMIIC 3 KUTbKOX TUCSY PSAKIB KOIY, IO
MIPOBOANTH ayJUT 1 MEpPeBIpKY Ha BPA3NMBICTh y MOpPIBHsAHHI 3 iHImMMH VPN-
nporokonamu, TakuMu ik OpenVPN un [Psec. Lle moneruiye BUsIBIEHHS Ta yCy-
HEHHS Balux npobiem oesmexy[1].

WireGuard BHKOpHCTOBYE cydYacHi KpunrorpadidHi aJrOpUTMH, 30Kpema
ChaCha20 s mmdpysanns, Polyl305 nms ayrentudikamii, Curve25519 mns
obMminy wirrouamu ta BLAKE2s mns xemryBaHHs, mo 3a0esrnedye HamidHUHN 3a-
XHCT IaHHUX 1 BUCOKY NpoxyKTHBHIcTh. HamamryBanus WireGuard MakcumMaabHO
MPOCTO i MOke 0OMEXKyBaTH iHCTAILILIHHI Kifodi Ta [P-aapecy, mo poburs ioro
3pYYHHM SIK IJISL aIMIHICTPATOPiB, TaK i AJIS KIHIICBUX KOPiHb

ITpoTokout 3abe3medye BUCOKY IBUIKICTh Mepeadi JaHUX 1 HU3bKUX 3aTpH-
MOK, NpaIfoe Ha piBHAX spa Linux, 3aBIsKM YoMy NepeBepIlye IPOAYKTUBHICTh
Oaratbox iHmKX VPN-npoTokoniB, 0coOIMBO Ha MOOUIFHHUX Ta BOYZOBaHUX MPH-
ctposix. Takoxx WireGuard miaTpuMye poyMiHT i aBTOMaTHYHO BiJHOBIIOE 3'€]1-
HaHHs 1pu 3MiHi [P-aapecu, 1110 0COOIMBO 3pYYHO /i1 KOPUCTYBAUiB, SIKi 4acTO
3MIHIOIOTh MEPEXKY. Y TPOTOKOJII BUKOPUCTOBYETHCSI MO/ KITFOUiB O3 CTaTHy-
Hoi [P-anpecarrii, e 0OMiH KITFo4aMu MOOYIOBaHHUN HAa METOMI KpHITorpadigHoi
TIePEeBIPKH 11eHTH(DIKATOPIB, 10 3HIKYE HMOBIPHICTh BUTOKY JAHHX 1 YCKIIaHIOE
aHami3 Tpadiky. 3aBOSKH CBOIH MPOCTOTI, Oe3memi Ta BHCOKiH MPOXYKTHBHOCTI
WireGuard mmpoko BHKOPHCTOBYEThCS B KOpPIOpaTHBHHX 1 xMmapHuUX VPN-
mepax|[2].

OpenVPN € ogauM i3 Halmomy sIpHIMMX Ta OaraTodyHKIioHATEHIX VPN-
MIPOTOKOJIIB, 1110 3a0e3Ieuy€e BUCOKY THYYKICTh y HaJallTyBaHHI Ta CYMICHICTb i3
pi3HUMHU MepexeBUMHU KOoHOIirypauisiMu. BukopuctoBytoun kpunrorpadiusi ai-
roput™u, Taki sk AES s mmmdpysanns Ta SHA mnst xemyBanus, OpenVPN
3a0e3nedye BUCOKHHA PiBEHb 3aXHUCTy JAHHUX IPH iX Meperadi dyepes He3axXHIIeHi
Mepexi. 3apngku iHTerpanii 3 OpenSSL mpoTtokon miaTpuMye QyHKII ayTeHTH-
¢ikauii, BKIIOYHO i3 cepTudikaramu Ta ABOPAKTOPHOIO ayTeHTH(IKali€o, 110
MiABHIY€ HAIMHICTD MiIKITFOYeHH[3].

OcobmuBicTio OpenVPN e iforo 3paTHicTh npantoBaTy sik Ha UDP, Tak i Ha
TCP-noprax, mo 103Boisie ehEKTUBHO OOXOIUTH MEPEKEBI OOMEKEHHS Ta MifT-
pUMyBaTH CTaOUIBHICTD 3'€HaHHS B ymoBax ¢inbTpanii Tpadiky. JlomaTkoso,
MoxJHBicTh poboTn uepe3 nopt HTTPS (443) 3abe3neuye npuxoByBaHH VPN-
Tpadiky cepen 3BudaitHOro BeO-Tpadiky, Mo € BaXJIMBUM TSI 00XiJ OJOKYBaHb Y
KpaiHax i3 cyBoporo nen3yporo. OpenVPN minrpumye sk TOYKa-TOYKa, TaK i KIIi-
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€HT-CEpBEp apXiTEKTypH, M0 POOUTH HOro MPHIATHUM SK UL HEPCOHAIBHOTO,
TaK i JUI KOPIIOPATUBHOTO BUKOpHUCTAHHA[4-6].

IIpoTokon BUPI3HAETHCA MIATPUMKOIO IIHPOKOTO CIEKTpa IIaThopM, BKITIO-
gHO 3 Windows, macOS, Linux, Android Ta i0S, mo 3a0e3mnedye yHiBepCaIbHICTh
ftoro BukopuctanHia. s agmirictparopiB OpenVPN mpomoHye po3miupeHi Mo-
JKJIMBOCTI YIPABITIHHSA, TaKi K HAaJAIITYBaHHS PiBHIB JOCTYIY, 0OMEXEHHS IIBH-
JIKOCTI Ta JI03BOJIB, 10 POOUTH HOro e(eKTUBHUM PIlIEHHSM JIsl KOPIIOpaTHUB-
HHUX MEpPEeX 31 CKJIQJHUMU MoJIiTHKaMu Oe3neku. [loenHaHHS BUCOKOT THYYKOCTI,
HaniiiHoro mupyBanHs Ta cymicHocTi pobute OpenVPN mposigaum VPN-
MIPOTOKOJIOM, TIPUJATHUM JJIsl 3aCTOCYBaHHS y PI3HOMaHITHUX MEPEKEBHX cepe-
nosuinax[7-9].

Tabnuysa 1. Hopisusnnsa OpenVPN ma WireGuard

XapakTepucruka WireGuard OpenVPN

KonoBa 0a3a

MinimansHa (~4 THC. pAO-
KiB), JIeTKa JUIS ayANTY

Benuka, cknaaHa s mepe-
BipKH (~COTHI THUCSY PAIKIB)

Bucoka, MiHIManbHI 3aTpH-

IlomipHa, BWIma 3aTpUMKa

HIBuakicTh MKH 3aBISIKH pOOOTI B sipi | 4epe3 poOOTy B KOPHUCTYyBa-
Linux IbKOMY TIPOCTOPI
MinimaiicTuyHa, npocti | Bucoka, miarpumka ckian-
I'nyukicTn HaJaITyBaHHS, OOMeXeHui | HUX KoHQirypamii i 6aratux
¢dyHKITIOHAT HaJIAIITYBaHb
3aJexHIiCTh BiJ CydacHHX | YHiBepcalibHa, IiJTPHUMKa
CymicHicTb OC, MeHIIe MATPUMKA CTa- | HABITh 3aCTAPiIUX MPHUCTPO-
pux miatdopm iB
BuxopucroBye nunte cydac- | [Hy4KicTb HallalITyBaHb
Be3neka Hi anropuT™y, 6e3 «CTapux» | MOXKe NPHU3BECTH 10 HNOMH-
O JIOK Oe3IeKu
MoGiabHicTs LlIBuaKe NepemigKiIoYeHHs, | 3aTPUMKH NP HeperiIKiIo-

iIeaTbHO JUTSL POYMIHTY

YeHHI Yepe3 3MiHy Mepex

WireGuard i OpenVPN e npoBiganmu VPN-npoTokoixaMu, aie MaroTh pi3Hi
nepeBarn. WireGuard BHpPI3HSAETBCS IIBHIKICTIO, MIHIMAICTHYHIM IH3aiHOM i
CyYaCHHMH KPHUNTOTpaiyHIMH alrOpUTMaMH, 0 pOOUTHh HOTO iA€aTbHUM IS
MOOITBHUX MPUCTPOIB Ta MPOCTUX KOH(Dirypamii. 3aBAsIKy MiHIMaIbHINH KOJOBIH
0a3i BiH 3a0e3meuye BHCOKMH PiBEHb OE3MEKH Ta MPOCTOTY BUKOPHWCTAHHS, ajie
oOMeXeHUH y THY4KOCTi A7t cKnagaux crueHapiis. OpenVPN, HaToMicTs, mporio-
Hy€ IIUPOKY CYMICHICTb, 0araTi HaJaIITyBaHHA Ta MIATPUMKY HaBiTh 3acCTapuInX
CHCTEM, IO POOHTH HOro HE3aMIHHMM y KOPHOPATUBHUX CEPEOBHIINAX 1 Mepe-
xax i3 cyBopumu obmexeHHsmu. [Ipore OpenVPN mnoctynaerscs WireGuard y
LIBUKOCTI, ITPOCTOTI W NMPOAYKTUBHOCTI, ajle 3aJMIIA€ThCs HAIIHHUM BHOOpPOM
JUIsL CKITATHUX Ta YHiBepcaipHux VPN-pimens[10-11].



Akuit nporokon VPN subparu?

@) > OpenVPN
IaeantHO NIAXOAUTE ANA L NigxoauTe ANA
KOPWUCTYBaGMIB, AKI KOPUCTYBauIB, AKI
NoTpetyloTs NPOCTOTH Ta NOTPe6YIOTh FHYYKOCTI Ta
WBMAKOCTI 6e3nexu

Ha ocnogi nopiBusauns WireGuard ta Open VPN MoxHa 3p0OHUTH BUCHOBOK,
10 KOYKEH 13 MPOTOKOJIIB Ma€e CBOT IepeBard i 0OMEKEHHS, 1110 BU3HAYAIOTh IXHIO
JOLIIBHICTD JUIsi KOHKPETHHX 3aBaaHb. WireGuard 1eMOHCTpY€e BHCOKY MPOJIYK-
TUBHICTb 3aBASKU MiHIMaJiCTHYHIN apXiTEeKTypi, poOOTi Ha PiBHI A1pa olepariii-
HOI CHCTEMH Ta BHKOPHCTAHHIO CYYaCHHX KPHNTOTpa(iyHUX aJrOpUTMIB, IO
poOUTH HoT0 imearbHUM BHOOPOM IS MOOUTEHUX HPHUCTPOIB, TWHAMIYHUX cepe-
JIOBHIII i MEPEKEBUX CIICHAPIIB i3 BUCOKMMH BUMOTaMH JI0 MIBUIKOCTI Ta SPEKTH-
BHOcTi. BomHowac OpenVPN 3abe3mnedye mMHUpoOKy CYyMICHICTH i THYyYKiCTh, MiJT-
PUMYIOUH BEJIHMKHUHA CIEKTP IIaTGOpM, alropuTMiB MH(PPYBaHHS Ta PO3LIMPEHHUX
HaJIAIITYBaHb, 110 € KPUTHYHO BKIMBHUM JUIS CKIAHUX KOPIOPATUBHUX CEpPeno-
BHIIl, MEPEX 13 3aCTapuUIMMK CHCTEMaMH Ta YMOB, Ji¢ HEOOXiJHa MaKCHMasbHa
azantuBHicTh. [IpoTe mpocroTta Ta nponyktuBHicTe WireGuard poOusiTh ioro
MEHII NPUIATHUM JJIsl CKJIQJIHUX CLEHApIiB 13 YMCIEHHUMH KOPHCTYBadyaMH YU
cneuudiyHUMU BUMOTaMH JI0 MepeXeBoi apXiTekTypH, Tozl sk OpenVPN moxe
OyTH MeEHII e(pEeKTHBHMM Yy LIBHIKOCTI Ta PECypCO3aTPaTHIIINM Yepe3 CBOIO
CKJIaJHICTh. TaKMM YMHOM, BHOIp ITPOTOKOJY 3aJ€KHUTh BiJ] KOHTEKCTY BUKOPHC-
taHHs: WireGuard onTuManpHAN A1 Cy9acHUX 1 MPOCTHX KOH(DIrypamiii, Toi sk
OpenVPN 3anunraetbcs He3aMiHHUAM Yy 3a/ladax, 10 BUMAararTh THYYKOCTI, YHi-
BEPCaTBHOCTI Ta MATPUMKH CKIATHHUX iHPpacTpyKTyp. Bubip mixx WireGuard ta
OpenVPN crmin pobuty 3anexHo Bif 3aBmaHb: obupaiite WireGuard nns mBua-
KHX 1 mpocTuxX KoHQiryparniii, a OpenVPN — mis ckiragHux cepeloBHI i3 BHCO-
KAMH BUMOTAMH JI0 THYYKOCTI Ta CyMiCHOCTI.
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Abstract. With the increasing popularity of web applications, SQL injection remains
one of the most serious cyber threats. This type of attack allows attackers to gain
unauthorized access to databases, modify or delete information. The main causes of
vulnerabilities are insufficient validation of entered data and the lack of proper security
measures. The article reviews modern methods of combating SQL injection, such as input
sanitization, parameterized queries, the use of ORM, web application firewalls (WAFs),
and database software updates. A comparative analysis of tools for detecting and
protecting against SQL injection attacks is presented. The use of comprehensive security
measures significantly reduces risks and increases the resilience of information systems in
the digital world.

Keywords: SQL injection, web applications, cybersecurity, databases, parameterized
queries, ORM, WAF, vulnerabilities, protection tools, tool analysis.
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Anomauia. 3i 3pocmannsam nonynsaprocmi eed-0ooamxie SQL-in 'exyii 3anuwaromocs
O0HI€I0 3 Haliceplio3Hiwux Kibepsaepos. Lleil 6ud amaxu 00360/14€ 3106 MUCHUKAM OMPUM)Y-
6aMuU HeCAHKYIOHOBAHULL OCmyn 00 06a3 danux, Moou@iKysamu abo euoaramu iHgopma-
yito. OCHOBHUMU NPUYUHAMU 8DA3TUBOCHIEL € HEOOCMAMHSL NEPEBIPKA B6€0EHUX OAHUX A
8IOCYMHICMb HANEAHCHUX 3aX00i6 be3neKku. Y cmammi po3enaHymo cyuachi memoou 60po-
moou 3 SQL-in’exyiamu, maxi AK ouunujeH s 66e0eHH s, NAPAMEMPU308AHT 3anumil, 3acmo-
cysanna ORM, bpanomayepu eeb-oooamxie (WAF) ma onosnenns npoepamuozo 3abesne-
uenHa 6az oanux. Ilpedcmasneno nopieHANbHUL AHANI3 THCMPYMEHMIE Ol 8UABNEHHS Md
saxucmy 6i0 amax SQL-in exyitl. Buxopucmanns KomnieKcHUx 3axodig 6e3neku cnpuse
3HAYHOMY 3MEHUIeHHIO PU3UKI6 I nidguwye cmilkicms iHpopmayiinux cucmem y yugpo-
8oOMYy c8imi.

Knrwuosi cnosa: SQL-in’exyis, eed-0ooamku, kibepbesneka, 6asu 0anux, napamem-
pusosani 3anumu, ORM, WAF, epaznusocmi, 3acobu 3axucny, aHanis tHCmpymMeHmis.

31 3pOCTaHHSAM KUIBKOCTI BeO-I0AaTKIB 1 3aJIe)KHOCTI CYy4acHOTO CBITY BiX
uudpoBux naHux araku TEIy SQL-iH€KIiN 3aMMIIaOThCs OJHIEI0 3 Hallcepiios-
HilIuX 3arpo3 y cdepi kibepOesneku. el Bua ataku 103BOJISE 3I0BMHUCHUKAM
OTPUMYBaTH HECaHKILIOHOBaHUH J0CTyN N0 0a3 JaHWX, MaHINyJIOBaTH iHpOpMa-
LI€I0 Ta HABITh BUJAIATH BaKIuBi daHi. He3Bakaroyu Ha BIIOMICTh MPOOJIEMH,
0arato oprasizailiii 0Cci CTUKAIOTHCS 3 TPYIHOIIAMHU Yy 3a0e3MeUCHHI HAJICKHOTO
piBHA 3axucTy cBOix cucrteM. CydacHi Meroau Oopotsbu 3 SQL-iH’eKmissMu
CIPSMOBAHI Ha BIIPOBA/KCHHS KOMIUIEKCHUX MIIXOMIB, SKI MOEJHYIOTh BIOCKO-
HaJICHI TEXHOJOTIl 3aXUCTy, Kpalli MPaKTHKHN IIPOrpaMyBaHHS Ta e(EeKTUBHI Me-
TOJIU BUSIBIICHHS BPa3IMBOCTEH.

SQL-iH’eKIis € BUAOM aTaku Ha BeO-AOMATKH, MPU SIKOMY 3JIOBMUCHHKH
eKCITyaTyrTh BPa3JIMBOCTI B 00pOOLIi BBEIECHUX KOPUCTYBaYeM JaHHX JUIS BIPO-
BaJDKEHHSI Ta BUKOHAHHs 1iKimuBoro SQL-kony Ha cepBepi 0a3u manux. Ll ara-
Ka CTa€ MOXKJIMBOIO Yepe3 HEeIOCTATHIO MEePEBIPKY Ta (QiIbTPAIlii0 JaHHUX, IO 10-
3BoJIsIe 3MiHIOBaTH SQL-3amuTu yepe3 BeO-iHTep(deiic 1 OTpUMYBAaTH HECAHKILIO-
HOBaHMU JocTyn a0 iHpopmauii. Butokn SQL-in’exuiit csrarote kKiHug 1990-x
POKIB, KOJIM BeO-10JaTKH CTaIX OUIBII MOMYIIPHUMH JIJISL TOCTYITY 10 0a3 JaHHX.
3 pO3MOBCIOKEHHAM TeXHOJOTiH, Takux sk PHP i ASP, cramo odeBmmHO, 1o
Oarato MOMAaTKIB He 3a0e3leduyBalii HAJCKHOI IMEepeBipKA BBEACHUX HAHUX, IO
CTBOPHJIO MOKJIMBOCTI JJIsl 3JIOBMHICHUKIB, SIKi TIOYaJIH aKTUBHO BUKOPUCTOBYBA-
TH 101 Bpa3imBocTi [1].

Xoua ataku SQL-1H’€KIi MOXYTb OyTH JTyXe HeOe3NeUHUMH, iX MOXKHA 3a-
MOOIrTH 32 JIOTIOMOTOI0 HAJIE)KHUX 3aX0/IiB Oe3MeKH.

OuwnienHs BBeaeHHsA. OuH 3 eheKTUBHUX CIIOCOOIB MPOTHU/IIT aTakam O s-
ra€ B OYMINEHHI BBEJEHHUX JAaHUX Iepex ix BukopuctaHHsIM y SQL-3ammrax. Lle
BKITIOYA€ BUAAJICHHSA a00 €KpaHyBaHHS CIENiaJbHUX CHMBOJIIB, TAKUX SK OJWHAP-
Hi Ta MOABiHHI JanKH, SKi MOXYTh OyTH BUKOPHCTAaHi JUIS BIIPOBAKCHHS IIKiJ-
JMBOTO KOny [4].
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[TapamerpuzoBani 3anutn. Leit miaxin qo3somste Bimokpemutn SQL-kox Big
BBE/ICHHX JaHUX KOPUCTyBaya, yCKIAJHIOIOUH iX BUKOPUCTAHHA JJIS aTak. 3aBls-
KM TIapaMeTPU30BaHUM 3allUTaM JaHi KOPUCTyBada 0OpOOIIIOTECS BUKIIOYHO SIK
3HAuYeHH!, a He K Kox [3].

3acrocyBaras ORM (Object-Relational Mapping). Bukopucranus ¢peiim-
BopkiB ORM monomarae 3menmutu pu3uk SQL-iH’exmiil, ockinmpku BoHH 3a0€3-
NeYyIoTh adCcTparyBaHHs 0a3u JaHMX 1 aBTOMaTHYHE CTBOpEHHs Oe3neuHnx SQL-
3anuTiB. BaxkianBo nepekoHartucs, mo GppeldMBOpK Oe3neyHo oOpobIIse BBeAECHHS
naHux [4].

Bpannmayepu Be6-nonatkiB (WAF). WAF € motyHUM iHCTpYMEHTOM IS
3axucTy BeO-mopatkiB Bim SQL-in’ekuiif Ta iHmmMX 3arpo3. BoHu mepesipsioTh
BXiZHUH Tpadik Ha HASBHICTH 3TOBMHCHHX NAaHUX, CTBOPIOIOYH JOJNATKOBUH pi-
BEHb 3axXucTy [3].

OnoBneHHsI TporpaMHoro 3abesnedeHHs 0a3 maHux. I[locriliHe OHOBIECHHS
CHCTeM KepyBaHHS 0a3aMu JaHHWX JOIOMara€ 3aXMCTUTHCS Bill BIIOMHX Bpa3iH-
BOCTEH, sIKi MOXKYTh OyTH BHKOpHCTaHi st atak SQL-iH’ekuiil. Perynsapae oHOB-
JICHHS Ta BUIIPABIICHHS YCYBAaIOTh HEJOJIKH OC3MEKH Ta ITIBUIIYIOTh CTIHKICTH
cuctemd [3].

Tabnuys 1 — Ananiz cepgicie ma incmpymenmis 0Jis1 60pomvdU 3 amaxkamu
muny SQL-in’exyii

. Bur
XapakTeprcTiKa SQLMap | Acunetix | OWASP ZAP Suitg
Tak (TIar-
IlnartHi Qysrmii Hi Tak HO/GE3KOImTO | TaK
BHO)
ABroMaTuuHe BusBIeHHA SQL-
L TaK TaK TaK TaK
iH €Ki
3axuct Bin SQL-iH’exuiii y peansb- . . .
n Q yp Hi TaK Hi Hi
HOMY 9aci
Iurerpauis 3 cucremamu CI/CD Hi TaK TakK TaK
AHaui3 Bpa3nuBocTei TaKk Tak Tak Tak
IMinTprMKa ckinagHuX KoHGIrypamiit .
A1TP! A Girypan TaK TaK Hi TaK
3aIuTIiB
KinmpkicTs gocTymHux 6a3 qaHuX Ayt
HOCTy AR A 6+ 10+ 5+ 8+
TECTYBaHHS

VY migcyMKy, cydacHi MeTo i 00poTh0H 3 aTakamu Ty SQL-iH’ekmii € Ba-
JKIIMBOKO CKJIAJIOBOIO 3a0e3mnedeHHs KiOepOesmnekn. BukopucranHs miaxojiB, Ta-
KHX SIK ITapaMeTPU30BaHi 3allUTH, OHOBJICHHS Ta BUIIPABIICHHS IPOIPaMHOIO 3a-
Gesneuenns Ga3u manmx Ta BukopuctanHs ORM (Object-Relational Mapping),
3HAYHO Mi/JBHIIYE CTIHKICTh BeO-IOJATKIB [0 MOTEHHIHHUX 3arpo3. IHTerparmis
HOBITHIX TEXHOJIOTIH 3aXHCTy, PEryIApHUNA ayAuT Oe3NeKu Ta HaBYaHHSA PO3po0-
HUKIB y c¢epi 0e3MedHoro KoayBaHHs CIPHUSIIOTh CTBOPEHHIO €(EKTHBHOTO 3aXH-



cty Big atak SQL-in’exniii. KommiekcHe 3acTocyBaHHSA X 3aXOMIB IO3BOJISE
MiHIMI3yBaTl PU3UKHU Ta 3a0€3MeYNTH HAIIMHAN 3aXUCT iHPOPMAIHHUX CHCTEM,
10 € KPUTUYIHO BKIMBUAM Y Cy4acCHOMY NHU(POBOMY CBITi.
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Abstract. Methods and problems of planning and management in hierarchically
structured systems are considered. The main integration procedures for assessing
situations in crisis conditions, integration of the operator into the structure and processes
of management in hierarchical systems, coordination of his actions in them are
highlighted. The classification of information data in decision-making procedures is given
and the information security formed on the normative-algorithmic model of the
management object is proposed.
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Anomauia. Pozenanymo cnocobu ma npobiemu niany8anHs i ynpasninus 6 iepapxiu-
HO-CMPYKMYyposanux cucmemax. Buoxpemnenni ocnoeni inmeepayitini npoyedypu oyiHKu
cumyayii y Kpu3oeux ymosax, inmezpayilo onepamopa é CmpyKkmypy i npoyecu ynpaeninis
6 iepapxiuHux cucmemax, Koopourayiio tiozo Oii y nux. Haodano xnacughixayio oanux
ingpopmayii 6 npoyedypax npuiinamms piuieHb I 3aNPONOHOBAHO  IHpopmayiine
3abe3neyentsKe hopMyemMvbCs Ha HOPMAMUBHO-ANCOPUMMIYHIL MOOeli 00 €Kma ynpaenin-
M.

Kniouoei cnosa: xepysauns, npuiinamms piuieHb, cmpamezis NOGeOIHKU, CUCHeMA
VAPABITHHA.
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OnepaTuBHE yNIpaBIiHHSA KOMaHIAMH, B YMOBaX HOPMAJIFHHUX i HaI3BHYal-
HUX CHUTYyallii B TEXHOJIOTIYHHX BHPOOHHYHMX CHCTEMaX i TOCIOJApPCHKHX KOM-
IUIEKCax, TPH NMPHUPOAHUX KaTacTpodax, IPyHTYEThCS Ha ONEPATUBHOMY IUIAHY-
BaHHI 1 CynepBi30pHOMY CHHXPOHHOMY KepyBaHHI BCiIMa KOMITOHEHTAMH CHCTEMH
Ta JIOJICBKUM KOJIEKTHBOM, @ TaKOK HEOPraHIi30BaHUMH MacaMu JIOJCH SIKi Omu-
HUJINCH B 3arpo3iuBii cutyarmii [1].

Haii0inbil BaXIMBUM €JIEMEHTOM KEPYyBaHHS TaKUMH I1HTETPOBAHHMU
00’ekTaMu € 3a0e3MeYeHHs] TAKTUYHOTO PiBHS O€3MeKH AJIsl IPUUHATTS SIK orepa-
LifHUX pillleHb, TaK 1 Ha UMK TEPMIHAIBHOTO 4Yacy iX (yHKIioHyBaHHS. Tomy
AKTyaJIbHOIO MPOOJIEMOI0 CUCTEMHOTO CTPATETriYHOTO YIPaBIiHHS IHTETPOBAaHUMHU
ctpyktypamu [IC] e moOymoBa Mojeseli 1 alropuTMIB IHTETPOBAHOTO KEPYBaHHS
Ta IJIaHYBaHHS JiH U ONEPaTUBHOTO PO3B’SI3aHHS IIJIBOBHUX, IOTOYHHX 1 KPH30-
BHX CHUTYyAIIill.

[HTerpamis miaHyBaHHS 1 YIPaBIiHHS B i€papXiYHO-CTPYKTYPOBAHUX CHCTE-
Max IPYHTYEThCS Ha IOOYHOBI KOHLIENTYyaJbHUX MOAEIEH KOMIIOHEHT 1 BCiei
CTPYKTYpH, SKi BiAMOBIAHO OYIyTh OCHOBOIO aHANi3y MOTOYHOI TWHAMIKH i CHH-
Te3y IICOPIEHTOBAHUX CTPATETi MOBEAIHKH SIK OIIepaTopa, TaK i aBTOMaTH30Ba-
HUX YIPaBISIFOYHX KOMILIEKCiB [1-3].

dopmaiizoBaHuii ONMKC CHCTEMH IMOBHHEH OyIyBaTHCh 3 BHKOPHUCTAHHSIM
ONHOTHITHOI'O MaTeMaTU4HOro amapary (rpadu, DOCHKEHHsS omepariil, Teopis
irop Ta MPUUHSATTS pillieHb), a Uil HOro CTUKYBaHHS HEOOXIJHO 3aCTOCOBYBATH
OB’ SI3Y1041 ONTHMI3alliiiH] aJITOPUTMH.

Jlyist onepaTHBHOTO YIPaBJIiHHS IHTErPOBAHUMH aBTOMAaTH30BaHUMHU CHUCTE-
Mamu yrpaeniHHs [[ACY] edekTuBHOI0O € TphOXpiBHEBa CHCTEMa IUIAHYBAaHHS i
YIpaBITiHHS:

— CUTyalilHUH PiBCHB;

— ONEepaTUBHMHN PiBEHb IPUHUHSTTS PillICHD;

— KaJIeHJapHUH piBeHb IIaHyBaHHS (YHKI[IOHYBaHHS CHCTEMHU.

Ha xosxHOMY piBHI BHIiICH] IIUKIHK 1 (ha3u eIIEMEHTIB IDTAHYBaHHS 1 peaii3a-
wii 3amIaHOBaHUX Aid, 3 BUKOPHUCTaHHIM iH(poOpManiiHoi 6a3u B JiaJlorOBOMY
pexxumi. [liis 3a0e3niedeH s nMpoleayp HPUHHATTS pillieHb B YMOBaxX HEBH3Haue-
HOCTI NPU LIILOBOMY IUIAaHYBaHHI BHKOPHUCTOBYETHCS HPHHLMII TOCHIiJOBHOTO
PO3KPHTTSI HEBU3HAYCHOCTEH 1 MOJIEINi ITPOBUX CHUTYyamid Ui iMiTaIlii creHapiiB
MTOBEIiHKH.

Knacnuni pe3ynbraT oniep>kaHi y BHUIIIAAI KOMIIEKCIB MaTeMaTHYHUX MO-
Jenield 1 anropuTMiB 6araToKpUTEpialIbHOTO JIHIHHOTO MPOrpaMyBaHHs, 3 Bpaxy-
BaHHSAM pecypciB Ta oOMexeHb Ha HuX. IIpouemypa GaraTokpuTepiaabHOTO yII-
PaBIIiHHSA Y3roKye (QyHKIIOHYBaHHS BCiX PiBHIB CHCTEMH.

OyHKIioOHANBHA MIPOLEAYpa PaH)KyBaHHS JOKAIBHUX KPUTEPiiB onTuMizanii
BUKOPHCTOBY€E METO/M ILIKaJl Ta METOJU MPUCKOPEHOI CXOANMOCTI B aIrOpUTMax
ONTUMAJIFHOTO MPUUHATTA PillleHb, III0 € OCHOBOIO YiTKOi (hopMaizanii mpomeay-
pY TIPUAHATTS YIPABIIHCHKUX PIllleHs y BUPOOHIUIHMX yMoBax [1].



Hwxui piai IACY moxHa ommcatu Ha OCHOBI Monugikarii mg 00’ ekT nu-
HaMidHO{ iMITaIiifHOI MOJIENi K B HEIEPEPBHOMY TakK i AUCKPETHOMY pEXHMax,
a00 y BUIIAII KyCOYHO-TiHIHHUX aBTOMATIB [5].

Ha piBHi omepamiiiHoro ympasiiHas [1, 6] BHKOPHCTOBYIOTh 0araTOKpOKOBI
iHTeTpaliiiHi MpoleAypr OWIHKH CHUTYaIliil (ZMHAMIYHE MPOTpaMyBaHHS i TEOPisd
CTaTHUCTHK), IPH IIbOMY:

— PO3KpHUBAIOTHCS NPOLECH IJIaHyBaHHs 1 MPUHHSTTS PillIeHb Ha OCHOBI BH-
00py aNrOpUTMIB JIili;

— pO3ropTaroThesi MOJENi Il B yaci i MpocTopi 3rifHO IIJIHOBUX IUIAHIB 1
CTpareriii ynpasiiHHS;

— KOPEKTYIOThCS MPOIIECH YNPABIiHHA HAa OCHOBI OTPUMAaHOI ONEepaTUBHOI
iHpOopMaii;

— BUSBIIETHCA 1 OLIHIOETHCS MHOKHHA 3HAYUMUX (PaKTOPIB BIDIMBY i 3arpo3.

[Ipr mpoMy BaXJIHMBOIO HPOOJIEMOIO 3AIMIIAETHCS IHTETpallis oneparopa B
ctpykrypy IACY i B mpomecu ympaBiiHHS, KOOpIuHALii B HUX. {7 po3B’s3Ky
i€l mpoOeMu 00T pYHTOBAHO /1B IiIXOJIH:

— imiTaniitne MonmemoBaHHs QyHKIioHyBaHHA [ACY 3 BpaxyBaHHSAM HMOBI-
PHHX cUTyaliil 30010 peKUMIB, JJIs SKUX BBEAEHI cTparerii onTuMizamii i azanra-
il CTPYKTYpH;

— nuHamiuHe MozeoBaHHs IACY ocHOBaHe Ha HU(QPOBOMY NpeEICTABICHHI
MoJieNield CTPYKTYpH 1 AuHaMiku (Tpadu, CUTHANIU, CTPYKTYPY, IIOTOKH), SIKI € OC-
HOBOIO CTBOPEHHSI MO/IYJIbHUX MOJIJIel BUCOKOTO PiBHSI.

Taki MOAym € JIOTIYHO-[AeTani30BaHUMH MoxaesiMu[l, 6], mpoOIeMHO-
OpI€HTOBAaHMMHU Ha PO3B’s3aHHS KOMIUICKCIB 3a/1a4: aHaji3y JAWHAMIKH Martepia-
JMBHUX Ta iHQOPMAIITHAX MTOTOKIB, IHTETPOBAHOTO YIIPABIIHHA i ITAHYBaHHS [IiH,
JMCHETYEPCHKOTO ONEPaTUBHOTO YIPABIIHHSL.

EdexTrBHICTS yIpaBIiHHSI TEXHOJIOTIYHO CHCTEMOIO 3 PO3IOAIIICHOIO CHe-
PTrOAKTUBHOIO CTPYKTYPOIO 3aJISKUTh BiJl TIOCIIIOBHOCTI NMPUHMAIOYHX PillICHb B
JUHAMIII TepMiHAIBHOTO 4Yacy. [ mpuiHATTA pimeHs HeoOXigHa iH(popMaIis
PO ONEpaTUBHY CUTYAIliI0 B PeallbHOMY 4aci, IIPOrHO3 X0y MPOIleCy B CHCTEMI,
JlaHi PO MUHYJTY MTOBEAIHKY (TeH/ISHIIIT).

OnepaTHBHICTh IPUHHSATTS PilIEHb CUCTEMOIO IPYHTY€EThCS Ha BUKOPUCTaH-
Hi I0OCTaTHHOT i HEOOXiAHOT HayKOBO-KOPEKTHOI iHpopMaIllii sk Bijg 00’€kTa mpo
CUTYAIlil0 B peaJIbHOMY 4aci, Tak i BiJ| iHTerpoBaHoi 0a3u JAaHux i 3HaHb. Ls iH-
(dbopmariist noginsietbes Ha [3-5]:

— IIOTOYHY iH(OpMAIlilo, IO OTPUMYETHCS aBTOMATHIHO;

— iHopmarito, chopMOBaHy ONEPaTOPOM HA OCHOBI aHATI3y MOTOKIB JaHUX;

— TOTNepeIHIo iHpopMaIito 3 0a3u 3HAHb 1 JaHHX;

— iH(opMalito 3aKiIaeHy KOHCTPYKTOPOM Ha Jliarpamax, MHEMOCXEMax Ta B
JIOKYMEHTAIIIT;
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— iHpopMamito ompanpOBaHy Ta 3aapXiBOBaHY OIEPAaTOPOM, IO BHMAarae
€JIACTUYHOCTI aJIaNTHBHUX CTPYKTYp OIpAIfOBAaHHS CHUTHATIB Ta JaHMX, IX alro-
PUTMIYHOTO 1 TPOTpaMHOTO 3a0e3edeHHs .

BinmoBizHO 10 BUMOT MpoIeAyp NMPUHHATTS pillieHb iHpOpMaIllis B MOTOKaX
JAHUX KIacu(iKyeThCst TaKuM 9uHOM [ 1,4]:

— iHpOopMAaLisA PO CTPYKTYPY 1 XapaKTEPUCTHKH KOMIIOHEHT 00’ €KTa yIpaB-
ninns (OY)-(rpadu 3B’ 43KiB, KaHaJH, 1aBadi, IOTOKN);

— inopmanis nmpo quHamiky OV 1 ACY;

— iH(opMaLlisl TPO 30BHILIHE CEPEOBUIIE, HOro apaMeTpH i XapaKTEepPUCTH-
KU;

— inopmauis mpo 30ypeHHs i 3arpo3u;

— iHpopmanis npo imi ¢pyskuionyBaHEs OY i ACY, xpurepii sKocTi Ta 00-
ME)KEHHS;

— iH(pOpMAaLisA PO JOIMyCTUMI Ta ONITUMAIIBHI CTPATerii TAKTUKH TNIaHyBaHHSI
Iiif 1 ympaBIiHHS HAMH B YMOBaX HEBH3HAYCHOCTI KPHUTEPiiB €()eKTUBHOCTI Ta
BiJOMOCTEH PO 0 3arpo3 i 30ypeHsb.

ToO6To mpu MPUAHATTI MITFOBHUX PIlIeHh BUHUKAIOTH CUTYAIll IIPH SKAX He-
Ma€ OCTaTHHOI 1H(OpPMAIIi PO MOBEAIHKY CHCTEMH B HiJOMY. BUHUKAIOTh He-
MIPOTHO30BaHI CTOXACTU4HI 3arpO3H, B CUCTEMY YNPAaBIiHHS BKIMHIOIOTHCS aKTH-
BHI eJieMEeHTH (0COOHM) 3 PErIaMEHTOBAHOK CBOOOMOIO [ifi Ta MOBEMIHKU IMPH
NPUIHATTI HECTAHIAPTHUX PillleHb Ta BUKOHAHHS JIiil.

VY Takux BUNAAKax KJIACH4Hi Teopil HMOBIPHOCTI, irop, ONTUMAJILHOTO YII-
paBiiHHs, ineHTUdiKanii i aganTaiii He 3a0e3MeuyoTh BiANOBIIHY JIOTIKY IUIaHYy-
BaHHS mid. ToMy ais BUIeBKa3aHWX BHIAAKIB ympaBiiHHI B IACY BaxiImBo
chopmyBaru BifnosiHe iHGopMariiliHe 3a0e3neueHHs, B sike BXoAiTh [1-3]:

— CyKYITHICTh BIZIOMOCTEil B MacuBax i MOTOKaX JaHHX, JTOKYMEHTax, CHI'Ha-
Jnax;

— METOJY OpTraHi3allii, CTpyKTypyBaHHS Ta 30€pe)KCHHS MacHBIB TaHUX;

— OIlEpaTHBHI JaHI: aAMiHICTPaTHBHI, EKOHOMIYHI, TEXHOJOTI9Hi, HOPMATHB-
Hi;

— BioMocTi 1po (QyHKIIOHANIBHI 3B’SI3KM €JIEMEHTIB 1 OJIOKIB CHCTEMH;

— JIOTIKO-MaTeMaTH4HI eJIeMEHTH NPOLeNyp NMPUHHATTI pilleHb (JIorika pi-
IIeHb 1 JiK);

MOTIepaTUBHE Bi0OpakeHHs iHpOpMaIii Ipo CTaH CUCTEMH 1 XiJI IPOIIECiB;

— MeToaM 30epiraHHsl YNpaBiIAIOYMX Mporpam (MoJeli cTpareriii 1 TaKTHK
LTBOBUX JiH aITOPUTMIB).

LlinboBa KapTHHA cUCTeMH (HOPMYETHCS HA HOPMAaTHBHO-AJITOPUTMIUHI MO-
aeni [HAM] six cykynHicTs iHpOpMaiiHOi Mojesni 00’ €KTa KepyBaHHS 1 aJlropu-
TMIB ONpAIfOBaHHS NaHUX 1 NPUHHATTS YIPABIIHCHKUX PIIICHb Y3TO/DKEHHX 3
OpraHi3aniifHoOIO CTPYKTYpOIO.
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Inna TOHYAPYK
Onexcandp MAHKAH
XapkiecvKuili HaAyioOHANbHULL YHIGEpCUMem 6HYMPIWHIX CRPAs,
M. Kam’aneyn-Iloodinvcokuii, Yxpaina.

Abstract. The article compares the legislation and strategic approaches of Ukraine
and the United States in the field of cybersecurity. Key differences in the development of
the regulatory framework, financing, protection of critical infrastructure, training of
personnel, and international cooperation are analyzed. It is determined that the United
States has significant experience and a developed infrastructure, while Ukraine is actively
developing its own cyber defense system, focusing on critical infrastructure and
harmonizing legislation with European standards. The importance of global cooperation
for creating a secure cyberspace is emphasized.

Keywords: cybersecurity, legislation, critical infrastructure, cyber defense strategy,
Ukraine, United States, international cooperation, cybersecurity personnel.

Anomauyia. VY cmammi nopieHioemvcsi 3aKOHOOAECMBO MA CMPAmMeziuHi nioxoou
Vrpainu i CIIA y cepi kibepbesnexu. [Ipoananizoeano Kuoyvosi IOMIHHOCH 6 PO36UM-
Ky HOpMamueHoi 6a3u, QIHAHCYBAHHI, 3aXUCI KpUMUYHOI iHpacmpykmypu, nio2omoeyi
Kaopie ma mixcuapoouii cnienpayi. Busnaueno, wo CILIA maiome 3uaunuii 00ceio i pos-
suHeny ingppacmpykmypy, mooi sax Ykpaina akmueHo po3eusac 81acHy cucmemy Kibepsa-
XUcmy, 30CepeodiCyouucy Ha KpUmuyHil ingppacmpykmypi ma eapMoHizayii 3akoHo0ascm-
6a 3 egponeticokumu cmanoapmamu. ITiokpecieno eaxcrusicmo 2n0banvnoi cnignpayi Os
cmeopenns besneuno2o Kibepnpocmopy.
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Knrwuosi cnosa: xibepbesnexa, 3aKoH00as6cmeo, Kpumuuua iHgpacmpykmypa,
cmpameeis kioepzaxucmy, Yrpaina, CLLA, mixcnapoona cnienpays, kadpu 3 Kibepbesne-
K.

3akoHOAaBCTBO YKpaiHu y cdepi kibepOesneku moyano popMyBaTHCs aKTH-
BHO micist 2017 poky, konu Oyio yxBajieHo 3akoH “IIpo ocHOBHI 3acanu 3abe3re-
yeHHs kioepOesneku”. Y CIIA po3Butok mi€l chepu MoYaBcs 3HAYHO PAHIIIE, Y
TepIIii momoBMHI XX CTOMITTS, 3 YXBaJICHHS 3aKOHIB PO 3aXHUCT KOMIT FOTEPHHUX
cucreM, Hanpukian, 3akoH “TIpo xomm’totepHy Oesmeky” Ta 3akoH “IIpo ymo-
ckoHaneHHs iHpopMamiiiHoi Oe3mexn”. e mamo CILIA mepeBary B TpHBanoCTi
ajanTamii 3aKOHO/IaBCTBa IO CYYacHHUX Kibep3arpos. Ykpaina po3poduia cTpare-
rifo xibepbesmekn Ha 2016—2020 poku Ta mmanye oHoBieHHS Ha 2020-2025 po-
ku. CIJA maroTe OiNBII AETaNbHY Ta PO3TANYKEHY CTPATeTilo, Ka BKIIIOYAE J0-
KyMeHTH, Taki sk “HarionameHa cTpateris 3axucty kidepmpoctopy” (2003),
“Ormsia 3 xibepoesmexku” (2009) ta “Crpateris kidepbesneku” (2011). Amepu-
KaHCBKI cTparterii MiCTATh YiTKi 3aX0/ Ta LiJIi, 30KpeMa CTBOpeHHs (enepaibHol
Mepexi 11 60poThOU 3 KibepaTakaMu Ta pO3BUTOK Kibep KOHTPPO3BIIKH.

B Vkpaini chepa xibepOe3nekn peryimoeTbCsi €AMHHUM BCEOCSHKHHM 3aKO-
HOM, SIKHH HaJia€ MOBHOBAYKEHHSI OCHOBHUM JEpPKaBHUM opranam, Takum sik CbY
ta JICC33I. ¥ CHIA 3akoHOmaBYa 0a3a BKIIIOUAE IECATKHU (elepalbHAX Ta MITaT-
HUX 3aKOHIB, III0 PETYIIOIOTh Pi3HI ACHEKTH, Bif Kidep3nounmHHOCTI 3akoH “TIpo
KOMII'FOTepHE MIaXpaiiCTBO Ta 3JOBXKHBAHHA 10 KOH(IICHIIIHHOCTI JaHUX 3aKOH
“IIpo oxopoHy HepcoHaIPHUX AaHuX . Taka Jeraizaiis JO3BOJISIE BPaXOBYBaTH
Pi3HI THITH 3arpo3 i Cy0’€KTIB.

B VYkpaini ocHOBHMMH BuKOHaBUSAMH Yy cdepi kibepOesnexkun € CBY Ta
JCC33I. ¥ CIIA kibepbesrnieka KOOpIUHY€EThCs JlenmapTaMeHTOM BHYTPILIHBOT
6esnexu (DHS), skuii cniBnpaitoe 3 6aratbMa (eiepaibHUIMH yCTaHOBaMH, 30K-
pema OBP Ta CekpeTHO0 Ci1y)000, BOHH TAKOXK MAaIOTh IICHTPATi30BaHy MEPEKY
LIEHTPIB OMEPATUBHOIO pearyBaHHs Ha KiOeparaku, 110 3a0e3redye MIBUAKICTD i
e(eKTUBHICTh pearyBaHHsI.

Bromxer CLIA nHa xibepOe3reky 3HAYHO IEPEBUINYE BUTPATH YKpaiHU. Y
2016 poui CIHA Buapimuiu $14 mupa Ha kibepOesneky, Toai sk (iHAHCYBaHHS
VYxpainu € HabaraTo CKpOMHIIIAM 4Yepe3 eKOHOMIYHI OOMEKEHHS, II¢ BILTUBAE Ha
MOXKJIMBOCTI peasti3arii cTpareriii i po3BUTKY iHPPACTPYKTYpH.

B Ykpaini ocHOBHMI akIeHT poOuThcs Ha KpuTHUHIN iHPpacTpykTypi (KI),
OJIHaK MexaHi3Mu 1i 3axucty Jmie Gopmyrotbes. Y CIHIA 3axuct Kl € ximogoBum
mpiopureToM e 3 modatky 2000-x pokiB, 30kpeMa micns yxBaneHHs “IHiniaTHBH
31 BCEOCSHKHOI HAIliOHATTLHOT KibepOe3nekn”.

OO6uaBi KpaiHW BU3HAIOTH BAXKIWBICTh MIATOTOBKHM KanapiB. B VYkpaiHi ms
ctepa mume po3BUBaeTheA, Tol Ak y CIIIA maBHO BIpoBapKeHi OCBITHI mporpa-
MH 3 KibepOe3neky Ha JepKaBHOMY PiBHI, a TAKOX CTBOPEHO Kibep miapo3aiian y
NIPOBITHUX YHIBepcuTeTax. YKpaiHa akTuBHO criBrpaitioe 3 €C y cdepi rapMoHi-



3amii 3akoHonmaBcTBa 3 JupektuBoro NIS. CIIIA 30cepemkeHi Ha Mi>KHApOIHUX
iHiIiaTHBaX 1 yKIameHH] yrox 3 KibepOesmekH, siKi 9acTo MarTh TI00aIbHe 3Ha-
4yeHHs, Hanpukian, y pamkax HATO uu G7.

B Vkpaini noBipa 1o cucteM kibep3axucTy Aep:kaBu oOMekeHa depe3 ciad-
Ky iH(popmoBanicTs 1 TexHiuHI Hemomiku. Y CIIIA mudpoBa rpaMoTHICTE i cTpa-
XyBaHHS KiOep pU3UKIB CIIPUSIIOTH IiIBHIICHHIO OBIPU TPOMASIH 10 YPALy, XO-
4a npodieMa KiOep3I0UMHHOCTI 3IMIIAETHCS aKTyallbHOIO. Xo4a YKpaiHa gocs-
ra€ 3Ha4YHOT'O MPOTpecy B po3BUTKY KibepoOesneku, CIIIA maroTh nepeBaru 3aBs-
KA TPUBAJIOMY JOCBiNy, PO3BHHEHIH 1H(PPACTPyKTypi Ta 3HaYHMM (iHAHCOBUM
pecypcam. OOunBi KpaiHu 00’ €IHy€ TparHeHHsI CTBOPUTH Oe3neuHuit Kibeprpoc-
Tip, aJjie MiAX0/Au JI0 pealtizamii i€l MeTH CyTTEBO Pi3HATHCS.
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Abstract. The article examines the problem of cyber fraud as a key challenge for law
enforcement agencies in the modern digital environment. The main forms of fraud,
anonymization tools and the international scale of crimes that complicate investigations
are analyzed. Particular attention is paid to the use of modern technologies, such as
artificial intelligence and machine learning, to detect fraud schemes and analyze data. The
importance of increasing digital literacy among the population, developing a legal
framework and international cooperation as necessary conditions for effectively combating
cybercrime is emphasized.
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Anomauia. Cmammsi 00cnioxcye npobiemy Kibepulaxparicmea K Kiou06020 GUKIU-
Ky 051 NPABOOXOPOHHUX OP2AHIB ) CYYACHOMY Yuppogomy cepedoguuji. Ananizyromscs
OCHOBHI popMu waxparicmea, IHCMPYMeHmu aHOHIMI3ayil ma MIJCHapoOHull macumad
3MOYUHIB, WO YCKAAOHIOMb po3cuioysanus. Ocobaugy yeazy npuiileHo SUKOPUCHIAHHIO
CYHACHUX MEXHONO2IH, MAKUX SIK WIYYHUL HmMeNeKm ma MAawuHHe HAGYAHHS, OJisl GUSI6-
JIeHHs. cXeM waxpaiicmea ma ananizy oanux. ITiokpecmoemobcs 6axcaugicmos nioguuyeHHs
yugposoi epamomuocmi ceped HaceleHHsA, PO3BUMKY NpaABosoi 6a3u ma MidCHAPOOHOT
cnienpayi Ak HeoOXIOHUX Y MO8 07ia epekmusHoi 60pomvoU 3 KibEP3L0UUHHICIIO.

Knrwwuosi cnosa: ridepuiaxpaiicmeo, npagooXOpoHHI Op2aHu, WMYYHUL [HMeNeKm,
yugposa epamomuicms, aHOHIMI3AYIsl, MIZCHAPOOHA cnienpays, Kibepbesnexa, npoginax-
muKa.

BopoThba 3 kibepiiaxpaiicTBOM € OJHMM 3 KJIFOUOBHX 3aBJaHb CyYacCHHUX
MIPaBOOXOPOHHUX OpraHiB. 3 OypXJIMBUM PO3BHTKOM LH(PPOBUX TEXHOJIOTIH max-
pal OTpUMYIOTh HOBI IHCTPYMEHTH JAJIsI peaji3allil CBOIX 3JI0UMHHUX HamipiB. Binx
(IMMHTOBUX aTaK 1 KpaIiKKK MEPCOHANBHUX JaHUX 10 (piHAHCOBOTO maxpaiicTBa
1 BUKOPHCTAaHHS KPHUNTOBAIIOT Al NMPUXOBYBaHHSA KOIITIB, KibepmraxpaicTBo
mpuiiMae Bce Ounpm BuTOHYEHI (opmu. Lle cTBoproe cepiio3ni mpoOieMu ais
MIPaBOOXOPOHHMX OpPTaHiB, SKi 3MYIICHI aJaNTyBaTHCA IO HOBHUX YMOB i po3po0-
JIATH IHHOBAIiiTHI c1tocoOu OOPOTHOH 3 UM SIBHIIIEM.

OnHa 3 OCHOBHHX HPOOJIEM TIOJIATAE Y MIBUAKOMY PO3BUTKY TEXHOJIOTIH, SKi
3JI0YMHII BUKOPHUCTOBYIOTH AJISl MAaCKyBaHHS CBOiX Aid. [HCTpyMeHTH Uil aHOHI-
Mizanii, Taki sk VPN, napkHeT ab0 KpUNTOBAIIOTH, 3HAUYHO YCKJIAJHIOIOTH i7eH-
TU(IKAI0 3J0YHHIIB 1 BIICTEXKEHHs IXHBOI misutbHOCTI. KpiM TOTO, Xapaktep
KiOepIuaxpaicTBa 4acTo Ma€ MDXXHApOJHHUN MaciuTad, 110 noTpedye TICHOT CriB-
npari MiX MPaBOOXOPOHHMMH OpraHaMH pi3HUX KpaiH. MiKHapojHi IOpUIUYHI
0ap’epw, BiICYTHICTh YHiI(pIKOBaHUX CTaHIAPTIB y OOpOTHOi 3 Kibep3mounHaMu Ta
00MeKeHUI OCTYI I0 JaHWX IIe OUThIe YCKIaTHIOITh e(PEeKTUBHE PO3CIimy-
BaHH# [1].

He MeHIm BaxIHBOIO TPOOIEMOIO € HEIOCTaTHIA PiBeHb IMU(PPOBOI TPaMOT-
HOCTI cepen HaceneHHs. JKepTBu KiGepiiaxpaiicTBa 4acTO CTalOTh JIETKOIO Mi-
IICHHIO Yepe3 Opak 0a30BuX 3HaHb y chepi kibepOesneku. Lle Bumarae mocuneHoi
npodiakTHYHOi poOOTH NPABOOXOPOHHMX OpraHiB y BUMIIAAI iH(opMamiiHUX
KaMIaHiii Ta HaBYaJbHUX 3aXOMiB, CHPSMOBAaHMX Ha MiJABHIIEHHS 00i3HAHOCTI
IPOMa/ISiH PO OCHOBHI BH/IH [IaXpalCTBa Ta CIocOOH iX YHUKHEHHSI.

Bomnouac nyist edexTuBHOT 60pOoTHOM 3 Kibep-lIaxpaiicTBOM HEOOXimHi Cy-
YacHI TEXHOJIOTi4HI pilIeHHS. BUKOPHUCTaHHS MITYYHOTO iHTEJEKTY Ta MAIIMHHO-
r0 HABYaHHS MOYKE 3HAYHO CIIPOCTHTH aHANI3 BEIMKUX OOCSTIB JaHUX, rmepeada-
YUTH [axpaicbki CXEMM Ta aBTOMAaTHU3yBaTH 0araTo eramiB JOCHipkeHHs. Kpim
TOT0, BXJIMBO HABYATH CITIBPOOITHHUKIB TPaBOOXOPOHHUX OpraHiB. BoHn HaBueHi
HOBUM crioco6am po0oTy 3 nM(ppOBUMH J0Ka3aMH 1 3HaOMi 3 HOBITHIMH TEXHO-
JIOT1SIMH BUSIBJICHHS 1 pO3CIIiJyBaHHS KiOEp3JI0YHHIB.



Js 3a0e3nedeHHs] DOBrOCTPOKOBOI €(EKTHBHOCTI HEOOXITHO pO3poOHTH
mpaBoBy 0a3y B o0nacTi kibepOe3rekn i mpuBeCTH 11 y BiAOBIAHICTH 3 MiXKHApO-
OHUMHU cTaHzaapTtamMu. TicHa cIiBIpars, oOMiH JOCBIOM 1 TEXHOJOTISIMA MiX
KpaiHaAMHU € KJIIOYOBHMH ISl JeKOMYyHi3arii B 60poTh0i 3 TpaHCHALiIOHAIBHOIO
KiOep3IOYMHHICTIO.

Bopotpba 3 kibep-IraxpaiicCTBOM-HEIIPOCTE 3aBIAHHI, ajie 3aBISKH CHCTEM-
HOMY MiAXOJy, IHHOBAaI[IHHUM TEXHOJIOTiIAM Ta J00pe CKOOpJAMHOBaHIH PoOOTi
NIPaBOOXOPOHHUX OpPTraHiB pPiBEHb 3JOYMHHOCTI B LU(PPOBOMY IIPOCTOPI MOXKeE
OyTu 3Ha4HO 3HWKeHHH. Lle He TiNbKM 3aXWINae rpoMajsiH BiJ LIaxpaiicTa, a i
crpusie MiBUILEHHIO JIOBIPU 10 MPaBOOXOPOHHHUX OPTaHiB 1 3MiIHEHHIO iH)Op-
MaIliifHOT Oe3MeKH B CYCNUILCTBI B I[LIOMY.

He menm BaxxiuBuM € Te, mo 60poThba 3 Kibep-maxpaicTBOM € KIIFOYOBOIO
MPOoOIEMOI0 7S TPABOOXOPOHHMX OPTaHiB y CydacHOMY IH(pPOBOMY CBITi. 310-
YUHII aKTHBHO BUKOPHCTOBYIOTH TCXHOJIOTIYHI iHHOBamii IJIsI NMPHUXOBYBaHHS
CBO€1 HISITBHOCTI, 1 IPAaBOOXOPOHHAM OpraHaM HEOOXiZHO MOCTiHHO BIOCKOHA-
JIIOBATH CBOI MiXO/IX Ta IHCTPYMEHTH OOpOTHOH 3 Kibep3mounHHICTIO. [HTeTpamis
IITY9HOTO iHTENEKTY, PO3BUTOK MIDKHAPOTHOTO CIiBpOOITHHITBA Ta TMpodeciii-
HHUH PO3BUTOK € HEOOXITHUMHU yMOBaMH Ul €(EKTUBHOIO pearyBaHHs Ha IIi 3a-
TPO3H.

Binbur TOro BayKJIMBHM aclieKTOM € Npo(ilnakTHKa, 30KkpeMa iH()OpMyBaHHS
IPOMAJISTH Ta MiABUIICHHS 1X 1(pPOoBOT rpaMOTHOCTI. JIWIIe KOMILICKCHHN T X1,
10 MOEIHYE TEXHOJOTIUHI, MPABOBI Ta OCBITHI ACIIEKTH, TO3BOJHUTH 3a0€3MCUUTH
Oesrnieky y 1(poBOMY IPOCTOPI Ta 3MEHIINTH BIUIUB KiOepliaxpalcTBa Ha Cyc-
MUTBCTBO. Y CHINIHA peati3alisi IUX 3aX0AiB CIPUATHME HE JIHIIE 3aXUCTY IpoMa-
JISTH, aJie ¥ 3MIIIHeHHIO JOBIpH JI0 IPABOOXOPOHHOT CHCTEMH.
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AHAJII3 BPA3JIMBOCTEM B MOMYJIAPHUX ONEPAIIIMHNAX
CHUCTEMAX TA IPOTPAMHOMY 3ABE3IIEYEHHI

Bnaoucnae HEYHIIOPYK
Bacuny JIYYUK
Xapkiecokuil nayionanvHuil yHigepcumem éHympiuiHix cnpas,
M. Kaw’aneyn-Iloodinvcokuii, Ykpaina.

Abstract. The article examines the main vulnerabilities of operating systems, which
are key targets of attacks in the modern digital environment. Types of vulnerabilities are
analyzed, including code errors, incorrect system settings, lack of updates, and zero-day
exploits. Examples of well-known vulnerabilities, such as EternalBlue (Windows) and Dirty
COW (Linux), which had global consequences for the security of networks and
organizations, are given. The need for a comprehensive approach to vulnerability
management is emphasized, including regular system updates, threat monitoring, and user
training.

Keywords: operating system vulnerabilities, cybersecurity, zero-day exploits,
EternalBlue, Dirty COW, system updates, vulnerability management, malware.

Anomauin. ¥V cmammi po321s0aiomoscsi OCHOGHI 8pA3NUBOCE ONEPAYIUHUX CUCTEM,
AKI € KIIOY08UMU 00 'EKmamu amax y CyuacHoMy yu@dpoeomy cepedosuwyi. AHanizyromoca
munu épasnueocmeli, 30Kpema NOMUIKU 8 KOOI, HeNpagUIbHI HALAWMYEAHHS CUCTEMU,
8IOCYMHICMb OHOGIEHb MA eKCHAOUMU HYIb08020 OHA. Hasedeno npuknaou gidomux epas-
ausocmeti, maxux sax EternalBlue (Windows) ma Dirty COW (Linux), wo manu 2n06aivHi
Hacnioku 0ns 6esneku mepedc ma opeauizayii. ITiokpecnioemvcs HeoOXIOHICMb KOMNIEKC-
HO20 ni0X00y 00 YNPAGHIHHS 6PA3IUBOCHAMU, BKIIOUAIOYU PESYIAPHE OHOGNEHHS CUCEM,
MOHIMOPUHE 3a2P03 I HAGUAHHS KOPUCMYBAYIE.

Knrouosi cnosa: epasnueocmi onepayitinux cucmem, Kibepbesnexa, eKCnIoOUmu Hy-
1606020 Ons, EternalBlue, Dirty COW, ono6ieHHA cucmem, YNPAGLIHHA 6PA3IUBOCHIAMU,
wKionuee npozpamue 3a0e3neyenHs.

CydacHuii upoBUI CBIT HEMOXIIMBUH 0€3 omepamiiHuX CHCTEM i Imporpa-
MHOTO 3a0e3NedcHHs, sKi 3a0e3nedyioTh (DYHKI[IOHYBAaHHS SIK IIEPCOHAIBHIX
MIPUCTPOIB, TaK 1 KOPIIOPATUBHUX Mepex. IIpoTe i3 pO3BHUTKOM TEXHOJOTiH 3poc-
Ta€ KiJBbKICTh 1 CKIagHICTD Kibep3arpos, siki BUKOPUCTOBYIOTh BPa3IMBOCTI B IIHX
cucremMax. BusiBieHHs, aHali3 Ta yCyHEHHsI TAaKUX BPa3JIMBOCTEH € KPUTHYHO Ba-
XIIMBUMH U1 3a0e3nedeHHs KibepOe3mekn Ta 3aXHCTy JaHWX KOPUCTYBAdiB i
oprasizarii.

BpasmuBocri omnepariitaux cucteMm (OC) € ofHIEIO 3 OCHOBHUX MPUYWH, II0
CTBOPIOIOTH 3arpo3u iH(popMaliiiHiii Ge3neni B cydacHHX Mepekax. BoHu BKiTio-
YaloTh CNa0Ki Micus B apXiTEKTypi, HANIAMITYBAaHHAX a00 mporpaMHOMY 3ade3re-
yeHHi OC, sIKi 3JI0BMUCHUKH MOXXYTh BUKOPUCTATH JJIsl OTPUMaHHS HECAHKIIIOHO-



BaHOTO JIOCTYIIy, BIUIUBY Ha poOOTY cucTeMHu abo KpaIiKKd JaHuX. BpasmmuBocTi
KIacu(iKyIOThCS 3a THIIAMHU, TAKAMH SK IMOMIJIKH B KOJi, ca0Ki HalaIITyBaHHS
Oe3reky, HEBUIIPABJICHI MMaTdi Ta BIIKPUTI MEPEKeBi MOPTH, IO poOUTH omepa-
LiifHI CHCTeMH KIIOUYOBHM 00’ €KTOM aTak [uIi Kibep3mounHIiB. OHUM i3 HalTIO-
IIMPEHIITNX BHIIB BPa3IMBOCTEH € IOMIIKH B KO omnepaniiHux cucreM. Lli mo-
MHJIKH MOXYTh BHHHKATH Yepe3 HETOCKOHAIOCTI B PO3pOOIi MPOTpaMHOTO 3a-
OesneueHHs1 a0 HEJJOCTATHE TECTYBAHHS, L0 NPH3BOAUTH JIO0 MOSBH KPUTUYHHX
Oaris.

Hampukian, eKCIioNTH, IO BUKOPUCTOBYIOTH MOMMJIKM B YyIpaBIiHHI
maM’sITTIO (TaKKUM SIK TIEpPEeNoBHEHHS Oydepa), J03BOJISIOTH 3I0BMHUCHUKAM BHKO-
HYBaTH LIKIJUIMBUH KOJ 3 MPUBLIEAMH aJMiHicTpaTopa. Taki Bpa3IMBOCTI € OCHO-
BHUMH MIIICHAMH IS Kibepatak i mOoTpeOyIOTh peryiIsipHOTO OHOBIICHHS CHCTE-
MU Ut iX ycyHeHHs. llle oqHi€r0 3HAYHOIO KaTeropi€ero Bpa3iINBOCTEH € HENpaBH-
JbHI HAJAIITYBaHHA CHCTeMH. BoHM BuHMKaioTh, Komu OC abo mporpamHe 3a-
Oe3IeYeHHS MPAIIOIOTh 13 BIAKPUTHUMH HOPTaMHU a00 CTaHAAPTHUMHU OOJIIKOBHMU
3ammcamMu 0e3 3MIHCHHX MapolliB, MO IIOJIETTIYE MOCTYN 3JIOBMHUCHHKIB. Kpim
TOTO, CI1a0Ki MOJITHKH JOCTYITy 1o (paiiiiB i HempaBHUIbHA KOH(IrypaIlis CHCTeMH
3aXHCTY JIO3BOJISIIOTH BHKOPUCTOBYBATH CHCTEMH JUIS IMOLIMPEHHS LIKiJJIMBOTO
nporpaMHoro 3abe3neuyeHHsi ab0 aTak Ha iHIII YacTHHH Mepexi. OKpiM LbOro,
Bpa3JIMBOCTI, [TOB’s3aHi 3 BiJICYTHICTIO OHOBJICHb, 3QJIMIIIAIOTh CHCTEMH HE3aXH-
LIEHUMH MPOTH BXKE BiIOMUX aTak.

basu nmanux 3araneHux BpasnuBocteil (CVE) perynsipHO OHOBIIOIOTHCS HO-
BUMH JIaHUMHU PO MOTeHIUi#HI 3arpo3u, i OC, siKi He OTPHUMYIOTh BUACHO OHOB-
JIeHb, CTAIOTh JIETKOIO MIIIeHHIO I ekcrutyaTanii. Lle ocommBo HeOe3meuHo B
CepeloBHINAX, JIe BHKOPHCTOBYIOTHCS 3acTapiii Bepeii mporpaMHoro 3abe3nedeH-
HS 200 CHCTEeMHU, IS IKHMX YK€ HE HAJa€ThCs TeXHIYHA MATpUMKA. BusiBieHHs Ta
YCYHEHHS IIMX BPa3JIMBOCTEH € KPUTHYHO BAXIIMBHM EIIEMEHTOM KibepOesreku.
[Tpouec ympaBmiHHS Bpa3lIUBOCTIMH, 110 BKJIIOYAE PETYISIPHE CKAaHyBaHHSI, Ipio-
PHUTETH3AII0 PU3UKIB 1 3aCTOCYBAaHHS BHIIPABIICHb, € CTAHIAAPTOM JUI 3a0e3Ie-
yennst 6e3nekn OC. be3nepepBHa poboTa B 1[bOMY HaIpsiMi 103BOJISIE MiHIMi3yBa-
TH MOXKJIMBOCTI 3JIOBMHCHHKIB JIUIS €KCIUTyaTallii Bpa3JIMBOCTEH Ta 3HUKYE PHU3HK
BTPaTH JaHUX 200 MOLIKOPKEHHS CUCTEM.

OnepariitHi cuctemu, Taki sk Windows, macOS ta Linux, cXuibHi 10 pi3-
HUX THITIB BPa3lIMBOCTEH, K MOXYTh CTaTH OCHOBOIO Il Kibepatak. OmgHuM i3
HalicepHO3HIINX BHUKJIMKIB € €KCIUIOWTH HYJIHOBOTO JHS — HEBIIOMI paHile cia-
OKi Micls B CUCTEMI, SIKi BHKOPHCTOBYIOTHCS 3JIOBMUCHUKAaMH 10 BUITYCKY BHUPO-
OHUKOM OHOBJIEHb Oe3neku. Taki eKCIUIONTH 0COOIMBO HeOE3MeUHi, OCKIIBKH 10
MOMEHTY iX BHSIBJIICHHSI CHCTEMa JIMIIAEThCS a0COIIOTHO He3axuiieHow. Hanpu-
Kiaj, nomyispHicte Windows i i IIMpOKe BUKOPHCTaHHS B KOPIIOPATHBHOMY
cepetoBHIl POOUTH 11 YacTOI0 MILIEHHIO JUISl eKCIUIOWTIB HYJIHOBOTO JIHS, 0CO0-
JIMBO B KOMIIOHEHTAX, ITOB’A3aHUX 13 poOOTOI0 B Mepexi ab0 yrpaBIiHHIM IIPHUBi-
JIeSIMU.
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[Ile onHier0 PO3MOBCIOHKEHOIO BPA3IMBICTIO € MOMIIKH B sapax OC, ski
MOJYTb TPU3BOIUTH J0 CEPHO3HUX MOpPYIIEHB Oe3meku. SAnpo omeparriifHoi cuc-
TeMH — IIe¢ 1l OCHOBHA YaCTHHA, 1[0 KePYy€e JTOCTYIIOM J0 PECypciB i BUKOHYE KpH-
TUYHI omeparii. SIKImo 3JI0BMHUCHUKH OTPHUMYIOTh AOCTYI IO BPasiHBOCTI siapa,
BOHM MOXYTb 3aITyCKaTH LIKiUTMBUH KOA 13 HAWBUIIMMHU MPUBLIESMH, IO T03BO-
JI5I€ TOBHUH KOHTPOJb HaJ CHCTEMOIO.

Hanpuknan, Linux, X049 1 BBAXKAEThCS OIHIEI0 3 HAW3AXUINCHIIIUX CHCTEM,
HE 3acTpaxoBaHa BiJl TAaKMX MOMHJIOK, OCKUIBKU 11 BIAKPUTHI KOJ € NOCTYITHUM
JUIsl BUBYCHHS HE JIMIIE PO3pOOHUKaM, aje i xakepaM. [Ipobiemu 3 mpaBamu qoc-
TYIy TaKOXX € BaKJIMBUM aCIEKTOM Bpa3IMBOCTEH Cy4acHHUX OIEpaliHHUX CHC-
TeM. HerpaBuiibHO HanamroBaHi npasa JI0cTymy A0 (ailili, MepexkeBUX pecypciB
abo mpuBineioBaHNX (YHKIIH MOXYTh JaTH 3MOTY 3JIOBMHCHHKAM PO3IMIUPUTH
CBOI IpaBa B CHCTEMi, OTPUMATH AOCTYH 0 KoH(ineHniHHOT iHpopMariii abo 3mi-
HHUTH HajlamTyBaHHS Oe3neku. Lle ocobnanBo aktyansHO 11t macOS, sika, xo4a #
BiJOMa CBO€I0 3aXUINEHICTIO, 1HOAI CTpakgae BiJ HEMPaBHIBHO pPeai30BaHHX
00MeKeHB TOCTYIY 10 KIIFOYOBUX (DYHKIIiH a0 (aiiiis.

EternalBlue — e oana 3 HaliBimoMilIMX BPa3IUBOCTEH ornepaiiitHol cucTeMu
Windows, inentudikoana min kogom CVE-2017-0144. BoHa BUKOPUCTOBYE He-
JOJIIKHU peanizalii mpotokoy Server Message Block (SMB) Bepcii 1, mo no3so-
JISIFOTH 3JIOBMHCHHKY HaJCHJIATH CIIEIiajJbHO CTBOPEHI MaKeTH /IS BHKOHaHHS
JIOBUILHOTO KOy Ha BifJlaJieHuX cucremax. L{s BpasnuBicTh 3aiumanacs BigKpH-
TOI0 TOHax 16 pokiB i oxorumnoBana cucrteMu Big Windows XP no Windows
Server 2016. Bona crana BiJoMOIO MiCJIsE BUTOKY Xakepchbkoi rpymu The Shadow
Brokers y xBiTHi 2017 poky, siKka ONpPIIIOIHWIA JaHi, AIMOBIPHO BHUKpAaICHI 3
ArenrctBa HamioHansHOI Oe3nexku CIIIA. EternalBlue crana ocHOBOXO ISt TaKUX
aTak, K MOIIUpeHHS Bipycy-mmdppyBamsauka WannaCry y tpaBHi 2017 poky,
SIKM{ BPas3yB JAECSATKH THCSY KOMITTOTEPIB 110 BCHOMY CBITY.

Xou Microsoft Bunyctuna oHoBnenus 6e3nexu MS17-010, BigcyTHiCTh pe-
TYJISIPHOTO OHOBJIEHHS CHCTeM 3poOmia Garato Mepex ypasinusumu. EternalBlue
TaKOXX Majia CepHO3HI HACHIAKU JUis YKpaiHH, OCOONHMBO MiJ Yac aTakk BIpyCy
Petya y uepBHni 2017 poky. 37I0BMUCHUKH BUKOPUCTAIH SKCIUIOWT IS TIOIIAPEH-
Hs mikigmuBoro [13 depes 3apakeHUi cepBiC OHOBJICHHS OyXrajaTepchKoi mporpa-
mu M.E.Doc. Ile#t Bipyc mapamizyBaB poOOTy YHCICHHHUX OaHKiB, IEp>KaBHHUX
YCTaHOB i eHepreTn4yHNX KoMmmaHiil. EternalBlue mokaszana KpuTH4HY BaKIUBICTH
CBO€YACHOT'O OHOBJIEHHS CHCTEM, OCOOJIMBO JUIS OpraHizaliif, sKi 3a1exaTb Bij
MepexeBoi iHppacTpykTypu. Ilonpu Te, mo Microsoft npunmHuIa MATPUMKY
Jesknx crapux Bepcii Windows, yepe3 maciitabu ataky OyJIM BUITYILIEHI cremia-
JIbHI NaT4i HaBiTh AJ1s 3acTapimmx cucreM. Dirty COW (CVE-2016-5195) € npuk-
JIaJIoM cepio3Hoi BpasnuBocTi B sipax Linux, Bussienoi y 2016 poui. Bona ic-
HyBaJIa TIOHa]] JI€B'SITh POKIB 1 Oya MOB’si3aHa 3 MOMIJIKOIO Yy (YHKIIT KOIifOBaH-
Hs1 ganux Mix nporecamu (Copy-On-Write). 370BMUCHUKHM MOTJIM CKOPHCTATUCS



Li€I0 BPa3NHUBICTIO JUIA MiABUIIEHHS CBOIX MPUBIJIEIB Y CHCTEMi, OTPUMYIOUYH JIOC-
TYT 10 00'€KTIB i3 IIpaBaMu CyNePKOPUCTYBaYA.

EdextnBHa 60poTHEOa 3 Bpa3nMBOCTAMH B OIEPAIiMHAX CHCTEMax Ta MpO-
rpaMHOMY 3a0e3IeUeHHI BIMarae KOMIDIEKCHOTO MiAXOMyY, SKHH BKJIIOYAE HE JTH-
e po3poOKy Oe3meyHOro KoMy, ayie il MOCTiHHWA MOHITOPHHT, TECTYBaHHS Ta
IIBHJIKE pearyBaHHS Ha 3arposu. Oprasizamii MOBHHHI iHBECTYBaTH y HABYAHHS
CHiBPOOITHUKIB 3 THTaHb KiOepOe3nekH, a TaKoK BIPOBA/KYBATH Cy4acHi TEXHO-
JIoTii JUIA 3aXMCTy NaHuX. BogHOYac, KOpHCTyBadi TaKoX MaroTh OpaTH ydacTb y
ITi/IBUILEHH] BIAaCHOT IU(POBOI PaMOTHOCTI, JOTPUMYIOUUCH 0a30BHX MPUHLIUIIIB
0e3IeKH, TaKUX SIK peryJisipHe OHOBJICHHS IPOrPaMHOIO 3a0e3MEeYEeHHS Ta BUKO-
pPHUCTaHHS CKJIaJHHUX HapoiB. AHalli3 Bpa3JMBOCTEH O3BOJISE 3HU3UTH PU3UKU
kibepaTax i cripusie CTBOpEHHIO OLTBIT Oe3METHOT0 MU(PPOBOTO CEPEIOBHUINA.
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TEHJEP Y COEPI IHOOPMALIMHOI BE3IIEKU
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Bacune IYUYUK

Xapkiecokuii  nayionanvHuil  yHigepcumem  6HYMPIWHIX — chpas,
M. Kam’aneyn-Iloodinvcokuii, Yxpaina.

Abstract. Gender in information security is an important issue that is becoming
increasingly important in the context of the digitalization of society. The traditional
inequality in the representation of women in this area creates an imbalance that negatively
affects the effectiveness of cybersecurity. Diversity of perspectives and gender equality
contribute to innovation, improving the protection of information systems and creating a
socially just environment. Research shows that women have stronger leadership qualities
and a greater tendency to adhere to security policies, which makes them valuable
specialists in the field of cybersecurity. Overcoming gender inequality requires
educational, cultural and technological initiatives, as well as international cooperation.
This will ensure an inclusive environment, increase the effectiveness of cybersecurity and
contribute to the involvement of more women in this important field.

Keywords: gender equality, information security, cybersecurity, innovation, diversity,
women in technology, social justice, inclusivity, security policy, gender imbalance.

Anomauia. I'endepnuii acnexm y cghepi ingpopmayitinoi besnexu € 8axciugum nu-
MauHaM, AKe Habysaec 0edaui OiTbui020 3HAUEHHS 8 YyMOo8ax yugdposizayii cycnitbcmea.
Tpaouyiiina HepisHicmv y npedcmasieHOCmi HCIHOK Y yitl cghepi cmeoproe ducbanauc,
AKUIL He2amuHo BNIUBAE HA eheKmuericme Kibepzaxucmy. Pisnomanimuicms mouox 30py
ma 2eHOepHa piGHICMb CHPUAIOMb [HHOBAYIAM, NOKPAWEHHIO 3aXUCTY [HQOPpMAYiliHux
cucmem i CmeopeHHI0 COYianbHO Cpasedusozo cepedosuya. JJocnioxcenns noKazyioms,
WO JICIHKU MAlOMb CULbHIW 1i0epCcbKi SIKOCmi ma Ginbuly CXUNbHICIb 0OMPUMYBAMUCS
noaimux Oesnexu, wo pooums ix yiHHumMu gaxieysmu é eanysi Kibepoesnexu. Ilooonanns
2eHOepHOI HepIBHOCTI BUMA2AE OCBIMHIX, KYIbMYPHUX | MEXHON0IUHUX THiyiamue, a ma-
KOJIC MIJICHAPOOHO20 cnigpobimnuymea. Lle 3abesneuums iHKMIO3UEHE cepedosuuje, Nio-
suwumb epekmusHicmv Kibepbesneku ma cnpusmume 3aiy4entro 0inbuloi Kitbkocmi xci-
HOK 00 yi€i 8axrcnueoi eanysi.

Kniouosi cnosa: cenoepna pisnicms, ingopmayitina besnexa, kibepbesnexa, iHHO8a-
yii, pi3HOMAHIMHICMb, HCIHKU 8 MEXHOI02IAX, COYIANbHA CNPABeOUBICb, THKIO3UGHICTD,
nonimuxa be3nexu, eenoepHull Oucoananc.



T'ennepHmii acext y cdepi iHpopmariifHOI Ge3MeKu € BaXKIMBOIO TEMOIO,
sIKa TIpUBEpTAE efaji OibIe yBard Ha TJIi 3pOCTalodoi MUQpPOoBi3allii CycniIbCcT-
Ba. Ll ramy3s TpagumiiiHO BBa)Ka€ThCSA MEPEBAXKHO YOJIOBIYOIO, IO HMPU3BOIHUTH
JI0 TIEBHOTO AmcOanmaHcy y ckiani (GaxiBIiB Ta yIpaBIiHCEKHX KoMmaH[. PizHOMa-
HITHICTH TOYOK 30py  TOCBiIy BiIirpa€ KIFOUOBY pOJIb Y IiIBUIICHHI e(heKTHUB-
HOCTI KiOep3axucTy Ta Kpalmomy pO3yMiHHI 3arpo3. BrirodeHHs reHaepHOI piB-
HOCTI Ta 320X0YEHHS JKIHOK JI0 ydacTi y cdepi KibepOe3nekn CpusioTh He JInIe
COMialbHIN CIIPAaBEUIUBOCTI, aje i 30UIBIIYIOTh TOTEHINA IS iHHOBAIIii Ta po-
3p0o0KH OibLI e(eKTUBHUX MiAXOIIB 0 3aXHUCTY iH(HOpMALi HHUX CHCTEM.

VYuacTh XiHOK y cepi KibepOe3rnekn MoMiTHO 3pocTae. 3TiHO 3 MPOrHO3a-
mu CyberCrime Magazine, no 2025 poky BoHu ckiagatumyTb 30% cBiTOBOI po-
60uoi cnnn 3 xibepbesnekn, a 1o 2031 poky e BigcoTok 3pocte 10 35%. Kpim
TOT0, 3pOCTA€E KIJIBKICTh KIHOK, 5IKi 001 IMarOTh KepiBHI MOCAIH B Tay3i, IPUIOMY
17% xinok 3aiimatots mo3utii CISO B xommanisx 3i crucky Fortune 500. 3a na-
Humu Harvard Business Review, skiHKH MalOTh BHIII JIiIEPCHKi AKOCTI, HIX Y0II0-
BIKH, 1[0 pOOUTH X MPUAATHUMH IS BIATOBITABHUX POJICH y Himm KibepOesme-
ku [1].

I'eHnepHi BiAMIHHOCTI Y CIPUIHATTI TEXHOJIOTIH CTaJM O1NIBII BUPa)KEHUMHU
cepesl cTaplinX MPaliBHUKIB i MEHII BUPXEHUMHU CEPEl MOJIOAUX IMPAalliBHUKIB.
JlekiibKa MOCIIIKeHb MOKa3yIOTh, 10 CTaTh OB’ sI3aHa 31 CTyIIEHEM CTypOOBaHO-
cTl KoH(QineHnilHIcTIO B [HTEpHETI, 1 KIHKM BHSBIAIOTH OLIblLIEe CTYpOOBaHOCTI
KoH(DIieHIIHHICTIO, HIX YosioBikH. CTaTh 3HAUYHOK MIpPOIO BIUIMBAE HA HAMIpH
CIIBPOOITHHUKIB MIOA0 AOTPUMAHHS MOJITHKH, 1 )KIHKH MarOTh OUTBII HAMIPH 1[0-
O AOTPUMAHHS TOJITHKH, HiXK YOJOBIKH. YOJOBIKM MAalOTh HMXYi HaMipH JO-
TPUMYBATHCS MTOJIITHKH OE3IEeKH MOPIBHAHO 3 KIHKaMH, i MPOIIOHYE TPAKTHKAM
3BEpHYTH YBary Ha TeHICpHI BiIMIHHOCTI IIIOJI0 JOTPUMAaHHS IOJITHKHA OC3TIEKH B
oprasizamisx [2].

IMomonanus renmepHoi HepiBHOCTI y cdepi iHPOpMaLiHOT OE3NEKH € Bax-
JIMBUM 3aBIAaHHSM, SKe MOTpedye KOMIUICKCHOTO migxoxy. OfHUM 3 KIIOYOBHX
ACIIEKTIB € PO3LIMPEHHS OCBITHIX MPOTpaMm, sKi CIPsIMOBAaHI Ha 3a0XOYEHHs JiB-
YaT Ta KIHOK JI0 BUBUEHHS iH(popMaliiiHoi Oe3neku. BaxinBo CTBOpIOBaTH Mpo-
rpamu, 10 HAJAIOTh CTHUIEHJII Ta TPaHTH, a TAKOX HOMYJISPU3YBATH YCIIIIHI
MIPUKIIAAN KIHOK-JIIZepiB y Iii ramy3i, mo0 MONoAi JiBYaTa MOTJIH OaduTH pea-
JBHI PONBOBI MOzeNi. 3amydeHHs AiBUaT MIKUTBHOTO BiKy O TEXHIYHHX HAyK de-
pe3 MaiicTep-Kilacu, TPEHIHIH Ta KOHKYPCH TaK0X € BaXXJIMBHUM KPOKOM.

[TixBumieHHs 0013HAHOCTI PO BAXKJIMBICTH T€HJEPHOI piBHOCTI Ta GopoTHOA
3 yIepeKeHHSIMH Yepe3 aHTHAMCKpUMIHALIiIHI KamMmaHil Ta popMyBaHHS 1HKIIIO-
3MBHOI KyJIbTypH B OpraHi3allisX TaKoX € KIIOYOBUMHM. I|HKIIO3MBHa KyJbTypa
MiATPUMY€E PI3HOMAHITHICTh Ta IHKJIIO3UBHICTB, IO cHpHsie eeKkTuBHIH poOOTi
KOJICKTHBY.

TexHOMOTi1uHI 1HIMIaTUBH TaK0XX MOXYTh BiJirpaBaTH BaXJIMBY POJIb Y TIO-
JIOJIaHHI TEH/IEPHUX yHepe/DKeHb. BUKOPHCTAHHS alrOPUTMIB, 110 BPaXxOBYIOTh
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TeHICPHUH (aKToOp, 1 CTBOPEHHS CIEIialli30BAHOTO MPOTPAMHOTO 3a0e3MCUCHHS
JUTS 3aXHCTY BiJl TeHACPHO 00yMOBIIEHUX Kibep3arpo3 JOIoMararTh 3a0e3MeIUTH
piBHICTE. MiXHapogHe CHIBpOOITHHIITBO y IIiii Taimy3i MoOXe CHpUSATH OOMiHYy
HaMKpamyuMu MpakTUKaMH Ta iJesIMH, TiATPAMYIOUH TII00aIbHI IPOEKTH Ta iHiIi-
aTHBH, CTIPSIMOBAaHI Ha TIOJJOJAHHS T€HACPHOT HEPIBHOCTI.

IMomomanus rernepHoi HepiBHOCTI y cdepi iHPopManiliHOi Oe3NMEeKH € Bak-
JIMBHMM 3aBJaHHSIM, 110 NOTpeOye KOMILIEKCHOTo mifxoay. OCBITHI, KyJbTYpHI Ta
COIiabHi IHII[IATHBA MOXYTh JIOMOMOITH 3aJIy4HTH OUIBINE KIHOK JIO IIi€i Bax-
JIUBOI Tajy3i, MiIBUIIYIOYX 11 e(EeKTUBHICTh Ta IHHOBAI[IHHICTH, a TAKOX CTBO-
PpIOIOUM OUIBIN IHKIIIO3UBHE Ta piBHONpaBHe cepenosue [3,4].

11106 ycyHyTH reHAEpHHUIl pO3pUB Y LILOMY CEKTOpI, BKpail Ba)KJIMBO 320X0-
gyBaTH OLIbIIE KiHOK IPOJOBKYBAaTH Kap’€py B ray3i TEXHOJOTIH Ta KibepoOes-
neku. Kap’epa B cdepi kibepOesmekn € He TIIBKH MPUOYTKOBOIO, aje H BUCOKOIO
BHUHArOPOJIOI0, SIKa BiI3HAYAETHCS MTOCTIHHUM IONMTOM, 33I0BOJICHHSIM Bix poOo-
TH Ta MAHCOM 3HAYHO BIUTMHYTH Ha JaHAMA(PT MUPPOBOi Oe3rneku. 3aBasiku iHi-
miaTEBaM, TOAIOHUM [0 iHII[IaTHB, MIIAXU A0 cepH KibepOesmnekn CTarTh aenari
JOCTYIHIMIAMH Ta MPUBAOIHBIIINMH, OCOOIMBO IS KIHOK, SKi IParHyTh MPOHU-
KHYTH B 1110 cepy Ta AOCATTH YCIIiXY.

I'ennepHuii aciekt y cdepi iHGopmariitHoi Oe3neku € BaxkIMBUM (HaKTOPOM
Juis 3a0e3nedeHHs epeKTHBHOro (DYHKLIOHYBaHHS Ta PO3BUTKY wiei ramysi. Ilo-
JIOJIaHHS TeHICPHOI HEPIBHOCTI CIPHUSE HE JIMIIE COIiabHIil CIpaBeIIMBOCTI, ajie
W miIBUIY€E IHHOBALIMHICTD Ta e()eKTUBHICTh KiOEP3axHCTy 3aBSIKK PI3HOMAHIT-
HOCTI TOYOK 30py Ta MiIXOMiB. AKTHBHE 3aJy4€HHs JKIHOK /10 npodeciii y cdepi
KibepOe3neKkn 4epe3 OCBITHI MPOrpaMu, MEHTOPCTBO Ta IOIYJIPH3AIII0 YCITiI-
HUX TPUKIAIIB MOXE CyTTEBO 3MIHUTH cUTyanito. POpMyBaHHS iHKIIO3UBHOTO
CepelIoBHUINa B OpPraHi3allisax, BIPOBAIKESHHS TeHACPHO Ty TIMBUX IOJITHK 1 MMiAT-
pUMKa MDKHApPOIHOTO CHIBPOOITHHIITBA € HEOOXITHUMH KPOKaMH Ha MUIIXY IO
piBHOIIpaBHOCTI. ['eHIepHAa PI3HOMAHITHICTh Y KOMaHAaX iHPOpMaNiiHOI Oe3meKn
crpusie OUTBIIIN CTIMKOCTI O 3arpo3 i CTBOPIOE YMOBH JJIS CTajOr0 PO3BUTKY
U(poOBOro CycninbCTBa.
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VJIK 355.233:316.346.2
BILJIMB BIMHU HA TEHJIEPHY HAPUTETHICTDH
Y 3BPOMHUX CUJIAX YKPAIHU

HOnia HIEBI[IB
Eminia KOCTHIIHH
Kadgheopa couianvnoi pooomu, ynpaeninna ma cycninonux nayk Jlveieco-
Kuil 0epicasnuil ynigepcumem oe3nexu yscummeodianvnocmi, m. Jlveie, Yrpai-
Ha.

Annotation. The article examines the impact of the war on gender parity in the
Armed Forces of Ukraine. The authors analyze the changes that have occurred in the
attitude towards women and men in the military during the war, particularly in the context
of expanding the role of women in combat units and leadership. The role of gender parity
in the effectiveness and morale of the Armed Forces of Ukraine is highlighted, as well as
the future prospects for the development of this issue in the context of the ongoing war.

Keywords: army, war, gender equality, parity, sexism.

Anomauia. Y cmammi po3ensioaemvca 8nau8 GiliHU HA 2eHOEPHY NApUMemHicmy y
36pouinux cunax Yxpainu. Aemopkuu amanizyioms 3MiHu, AKi 6i00yauUCA 8 CMABTIeHHI 00
JICIHOK Ma YOI0BIKI@ 8 apMii 8 YMOBAX GIlIHU, 30KpeMAd 8 KOHMEKCMI pO3UUPEHHS PO JICi-
HOK Yy 601l06Ux NIOPO30iiax ma KOMAHOYeanHi. Buceimnoemobcs poiv 2endepHoi napumen-
HOCmI 8 e(hekmusHOCII Ma MOPAIbHOMY cmari 30potnux cun Yxpainu, a maxosic matioy-
MHI NePCNeKmusYU PO36UMKY Yici memu 8 yMo8ax mpusaiouoi itiHu.

Knrwuoei cnosa: apmis, gitina, cenoepra pisHicmb, NAPUMEMHICNb, CeKCU3M.

HpOTﬂFOM OCTaHHIX AECATHIITE B YKpa'l'Hi Biz[6yBaIOTLc;{ 3HaYHi 3MiHH B PO-
3yMiHHI Ta JieriTUMallii reHIepHUX BIIHOCHH 1 MEXaHI3MIB 3a0e3NeueHHs IeHIep-
HOT piBHOCTI. IX ycmiltHe BpoBaKEHHs Ta PETYIIOBaHHs B CYCIiIbCTBI Mepe-
0a4arloTh yTBEPPKEHHS LIHHOCTI IeHIEPHOI PIBHOCTI HE JIMIIE B 3aralbHOMY CO-
miymi, a i B okpemux iHcTuTymisx. lle BkiIovae, 30kpemMa, HeJOMYIICHHS IeHaeP-
HOi nucKpuMiHamii, 3a0e3medeH sl pPiBHOI ydacTi KiHOK i YOJIOBIKiB y CHJIOBHX
CTPYKTYpax.

[ToBromamTabne BropraeHHs Pocii B Ykpainy (24 mortoro 2022 poky) BH-
SIBUWJIOCS TIOTY>KHHM KaTaizaTopoM y NPUCKOPEHHI Npolecy MOJ0JIAHHS TeHep-
HOi HEepiBHOCTI Ha BIChKOBIH ciry>k0i. CtaHOM Ha ciueHb 2024 poKy B yKpaiHCh-
Kili apmii ciyxutb 45 587 BilicbkoBociy>k60BHIIb, TOl sIK Y 2014 pomi nei mo-
Ka3HHK CTaHOBUB moHaJ 16,5 tucsa, a y 2023 pori — monan 43,4 tucsui. Cepen
XKIHOK, fIKi 3apa3 € BilicbkoBUMH, 13 487 maroTh cTaTyc y4acHHWKa OOHOBHX AiH,
nonan 4000 3axucHuip nepeOyBaloTh B paifoHi npoBeneHHs 6oitoBux aii. [lonpu
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YrceIbHE 30UIBIICHHS KITBKOCTI )KIHOK B apMii, TeHAepHa HEPiBHICTh B 30pOHHNX
Cuax YKpaiHU 3aJIMIIAEThCS CEPHO3HOI0 MpOoOIieMO0. Y CydJacHHX YMOBax y
CHJIOBUX CTPYKTYpax IEpeBa)kaloTh CTEPEOTHUIM Ta YCTAaHOBKH, 3aCHOBaHI Ha
naTpiapxansHuX ysaBiaeHHAX (Davydyuk, O., 2021).

Jo 2022 p. excrepTH BUIULIIN HAHOUTBII MONIMPEHI BHIN CEKCH3MY y CH-
JIOBUX CTPYKTYpax: OOME)KCHHS Ha BUKOHAHHS OOMOBHX 3aBAaHb, MEPEIIKOIN Y
JIOCTYIIi JI0 BUCOKHX KEpPIBHUX IOCall, Taby y MPOXOHKEHHI CITy>KOM Ha MiJIBO/I-
HUX YOBHAX YW BHUKOHAHHS BOJOJIA3HUX POOIT; CTEPEOTHIN MPO «IOMOMIX-
HY/BTOPHHHY» DPOJIb JKIHOK Y BIHCBKY; HENIPHSA3Hb 1 JUCKPUMIHALis Yepe3 CTaTh;
CeKCyaJIbHI JIOMaraHHsl Ta €KCIUTyaTallisi; HepiBHI MOJIMBOCTI Kap'€pHOTO 3poc-
TaHHS; YIEPEIKEeHHSIMH 00 iXHBOI 3/1aTHOCTI BUKOHYBATH IpodeciiiHi 000B's-
3KH 4epe3 MaTepHHCTBO TOLIO.

PesynbraTé HamioHATBFHOTO ONHMTYBAaHHS, MpoBeAeHOro micis 2023 p. Bka-
3yIOTb Ha T€, IO JIFOH, SKI MATPUMYIOTh 3aralbHi CTEPEOTUIIH Ta BBAXKAIOTb, 1110
XKIHKM 3a3Hal0Th AuckpuMminanii B 3CY, gacTime MaroTh yIepe)KeHE CTaBICHHS
JI0 CITy»KOH >KiHOK B apMii. BiTbIIicTh peCIOHACHTIB BBAXKAIOTh, IO YKIHKHU 34aTHI
KOMaHIyBaTH OOWOBMMH WiAPO3MiTaMH, aje 3a3HAIOTh OUIBIIC TPYAHOLIB Y
Kap'epHOMY 3pOCTaHHI IOPIBHSIHO 3 4oyioBikamu. OJHAK y CYCIHUIBCTBI BCe Ile
30epiraroThesi cTepeoTHny 1o a0 kiHok y 3CY: moHa MOJOBUHA ONMUTAHUX BBa-
JKAKOTh, 1110 JKIHKaM Kpallle BUKOHYBAaTH HeOOWOBI 3aBaaHH:, a 40% MOroKyHOTh-
csl 3 TUM, LIO KIHKU-BIHCHhKOBOCIYKOOBHIII MalOTh OLIBLII MPOOJIEMH B POANHAX,
HIXK IIMBUIbHI JKIHKU. 3arajioM, 40JIOBIKH MEHII CXUJIbHI BOAYATH JUCKPUMIHAIIIIO
Ta HepiBHICT, MiK uosoBikamu 1 xinkamu B 3CVY. Ti, xT0 miarpumye «Tpa-
JUIIAHD) IHHOCTI, YacTillle CXWIbHI IO CTEPEOTHUINB MO0 KIHOK, BBAKAIOTH 32
moTpiOHE MPOBOMUTH TMO3UTHUBHY TUCKPUMIHAILNIO Ta PO3AUIATH POJIb XKIHOK Y
apMii, 3aJHIIar0uu iM <OKiHOYD» 00O0B'SI3KH, TI03a OOWOBHM IOCBimoM. BomHouac
cepel ONMMTYBaHUX He OyJo BHUSABJICHO SIBHUX CEeKCUCTiB. OMHAK eeKT «3011pIry-
BaHOTO CKJIa» (KOJIM BIJIMIHHOCTI MK YOJIOBIKAMH Ta XKIHKAMH CHPUHMAFOTHCS
OUTBIIMMU, HIXK BOHH € HACTIpaBJi) Bce me Mae Mictie (Auckpuminaris, 2023).

BiiiHa BHecna 3MiHM 10 TeHJepHOI naputeTHocTi B apMmii. Ha choromHi cka-
coBaHO OQiliiHI 0OMeXeHHs ISl BIChKOBOCTYKOOBIIB II0JI0 JAOCTYIY A0 BCIiX
nocan. JKiHKM MaloTh MOXJIMBICT CIY)XUTH y OOMOBMX CIIEIiaJbHOCTSIX, TAKUX
SIK TPaHaTOMETHHUIIS, CHaiinepka, apTuiepuctka. [IpoTe iCHYIOTh 0OMEXEHHs Ha
mpuitoM Ha o(inepchki mocaay, MoB’A3aHi 3 BUKOPHCTAaHHIM OOHOBHX ITaTPOHIB
Ta BUKOHAHHSAM BOZOJIA3HUX POOIT, MOCaaM Ha IiJBOJHHUX YOBHAX 1 HA/JBOJHHX
Kopabisax, y KepiBHHUITBI OpHrajaMu HaJBOJHUX KOpaOJiB, y Migpo3Jiiax MHo-
KEXKOTaCiHHS, Jie HeoOXiJHe HempsMe raciHHA MOXKEeX, a TaKoX Y IiJpo3aiitax
THJIOBOTO 3a0e3nedeHHs, /e nependaueHe BUKOPHUCTaHHS BHOYXOHEOE3NeuHHX
MmarepianiB  (Bonmapuyx H.B., Kpasuyx 1.1, 2024). TIlpore, xiHKH-
BIHCHKOBOCITY>KOOBHIII HApiKarOTh Ha BIACYTHICTH CHeLiaJbHOI XKiHOUOi (opmu
(timeku cepriai 2024 p. MinicTepcTBO 000pOoHNM YKpaiHH 3aTBEPIHIO 3pa30K-
€TaJIOH JITHROTO MOJIBOBOTO KOCTIOMA JUTA BIHCHKOBOCITY KOOBHIIB), B3yTTs, KACOK



Ta OpPOHEXWIETIB, a TaKOXK MPOOJIEMH, IO BHHUKAIOTH Yy BIHCHKOBHX YMOBaX,
30KpeMa, BiICYTHICTh 3pydHOCTEH st ocoOucToi ririenu (Juckpuminayis, 2023).

Jis mpocyBaHHS TeHIEPHOI NApUTETHOCTI ¥ CEKTOPi 00OPOHHU MPOMOHY €MO:
IHTETpyBaTH TeHAEPHUH KOMIIOHEHT B yCi PiBHI OCBITH; 3aIl0YaTKyBaTH MOCAIy
YTIOBHOBaXKEHOI y cIIpaBax BiHCHKOBOI CITy>KOH JKIHOK (32 OCHOBY B3SITH JTOCBIJ
36pottanx Cun Pecry6miku [lonbpmia); BUBYAaTH TOCBI AEprkaB, IO MAIOTh TaBHIO
ICTOPIIO BKIIIOUEHHs *KiHOK B apmito ([lanis, Hopgeris, [Tonbima, Typeuunna, Ka-
Hana, CIIIA, I3pains).
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MHOHATTA PO TEHAEPHI CTEPEOTUIIN TAjX BIIJIUB
HA NOBCAKJAEHHE KUTTA JIOAEU

Poman APEMKO
Oxcana TKAYHK
Kageopa npakmuunoi ncuxonozii ma neoazozixu Jlveiecokuii oeprcagnuil
YHigepcumem 0e3nexu ycummeoianvHocmi, m. JIveis, Yxpaina.

Abstract. These theses explore the nature of gender stereotypes and their impact on
various aspects of social and personal life. They examine key types of gender stereotypes
and their role in sustaining social hierarchies, fostering discrimination, and contributing to
gender-based violence. Special attention is given to how stereotypical thinking affects
mental health and influences individual behavior in society. The theses also discuss
practical ways to challenge and overcome gender stereotypes, aiming to create a more
equitable society and improve the well-being of all its members.

Keywords: gender stereotypes, gender equality, social roles, discrimination, societal
norms.
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Anomauia. Tezu npucesueni ananizy npupoou 2eHOEPHUX CMepeomunie ma ixHb02o
6NIUBY HA PI3HI ACNEKMU CYCRIIbHO20 [ 0cobucmozo scumms. Poszensanymo ocrnosni munu
2EHOEPHUX CMEPeomunie ma GUCGINICHO IXHE 3HAYEHHSI 6 KOHMEKCMI 3aKpInIeHHs coyia-
JIbHOT i€papxii, OUCKpuMiHayii ma 2eHOepHO 3yMO6ieH020 Hacutbemea. Okpemy yeazy npu-
OileHo HACIOKaM CMepeomunHo20 MUCIEHHA 0I5l NCUXOJI02IYH020 300p08 sl ma 6NIUey Ha
Nn068e0iHKY iHousioa y coyiymi. Takodwc, npoananizoeano wiiaxu noOOJAHHs 2eHOEPHUX Ce-
peomunie 3a01s 3MiH Y CYCRINbCMEI Ha Kpawe ma 000podymy 0714 8Cix 11020 UeHis.

Knrouosi cnosa: eemoepni cmepeomunu, eeHOepHa pigHicmb, coyianvHi poni, ouc-
KpumiHayis, CyCniibHi HOpMU.

I'eHnpepHi cTepeoTHIN 3a3BU4ail pO3MIIAAAIOTECSA B HETATHBHOMY KOHTEKCTI,
OCKIJIbKM BOHHU BIUIMBAIOTh Ha ()OPMYBAHHS ITOMIJIKOBHX IIEPEKOHAHb Ta HACTa-
HOB, SKi CIPHAIOTH AUCKPUMIiHAIIi # HacWIbCcTBY. 3a BH3Ha4deHHsAM JlimmMaHna,
CTepeoTHNH € «o0pa3aMu B Hamii rojosi» [1, 317 cr.], mo popmyroTh cripwmii-
HATTS PEANBbHOCTI Ta BU3HAYAIOTh OUYIKYBAaHHS BiJ MOBEMIHKH JIFOICH. Y TiM, X0da
CTEPEOTHUIH BUKOHYIOTh (DYHKIIIFO KOTHITUBHOTO CIIPOIIEHHS, MOJETTIYI0UH 1pOo-
LIEC OCMUCIICHHSI CKJIIHOT PEeaJIbHOCTI, BOHH MPHU3BOISTH 10 CEPHO3HUX HETaTUB-
HUX HACJIJKIB Ha COI[IaIbHOMY Ta 1HHMBIIyaJbHOMY PIBHSX. 3aBISKU CIPOIICH-
HIO KOTHITUBHHX IPOLECIB CTEPEOTHIN CIPHUIMAIOTHCSI aBTOMATHYHO, 110 J03BO-
JIsi€ YHUKHYTH CKJIJHOTO aHaiizy. Lle 3HIKye roToBHICTH 1HAMBIZA 1O KPUTHY-
HOTO TEPEOCMUCIICHHSI NIEPEKOHAHb 1 BeJle O 3aKPIIUICHHSI CTEPEOTUITHOTO MHC-
JICHHS, poOIIsTIM HoTo MaiiKe «He MiABIaIHIM) CBIIOMOMY KOHTPOJIIO.

3HaueHHS TeHJEPHHUX CTEPEOTHIIB € OCOOIMBO Ba)KIIMBUM, OCKUIBKH BOHHU
BH3HAYAIOTh COIaJbHI POJIi Ta MOJEI MOBEIIHKH, 3aKPIILTIOIOTh COIialIbHY i€pa-
PXi0 Ta PO3MOAUISIOTE PECYpPCH W MOMIIMBOCTI MK YOJIOBIKAMH Ta KIHKaAMH.
l'ernepHi crepeoTunn GOPMYIOTh OYiKYBaHHS BiJ YOJIOBIKIB i IHOK y PI3HHX
comianbHUX, MPo(eciiiHuX 1 CiMeHHNX KOHTEKCTaxX [4, 70 cT.]. B ocHOBI IUX ysB-
JICHb JIeKaTh IITYYHI KOHCTPYKIIl, 3yMOBJICHI ICTOPUYHHMH, KyJIbTYPHUMH K
perniriiHuMN YMHHAKAMH, SIKi 9aCTO CIIPUHMAIOTBCS SIK «IIPUPOJIHID» XapakTepuc-
TUKU crari. CTepeoTuny yKOPIHIOIOTHCS Yepe3 BIUIMB CIMEHHOro cepeoBHIIa,
OCBITHIX yCTaHOB, 3ac00iB MacoBol iH(pOpPMAIIii Ta KyJIbTypH 3arajioM, CTBOPIOIO-
YM TBEPJIi O4iKyBaHHS L1010 TOBEAIHKH YOJIOBIKIB 1 XKiHOK.

BuaisisioTs KiJibka OCHOBHUX TPYI I'eHAEPHUX CTEPEOTHIB [2]:

— CTEpEOTHITH MacKyJIiHHOCTI Ta peMiHIHHOCTI;

— CTEpEOTHIIH 11010 PO3IOUTY CIMEHHHX Ta MpodeciiHuX poJIei;

— CTEpEOTHITH 1010 3MICTY Tpalrli.

Hamnpuknan, crepeotuny, 1mo 300pakaroTh KIHOK SIK 00’€KTH IS 3310BO-
JICHHSI 4OJIOBIUMX Oa)<aHb, (POPMYIOTh KYJIBTYpy 00’€KTHBamlii Ta NMPHUHIKCHHS
XiHO4Oi ocobucrocti. Ile 0cobanBO XapakTepHO Uil MeliiiHnX o0pasiB, mpea-
CTaBJIEHUX y peKiIaMi, KiHO Ta TereOadeHHi, Jie )KiHOK 9acTo 300paKyroTh K «Ia-
CHBHHX 00'€KTiB». YHACIIZOK I[FOTO MOMIMPIOETHCA KyJIbTYpa 3HELIHEHHS KIHOK 1
BHIPABJaHHS HACHUJIBHUIIPKOT MOBEIIHKM WIOAO HHUX, a CYCHJIBCTBO HEPITKO
CIpuiiMae ceKCcyasbHi JoMaraHHs abo iHir GopMU HACHIIBCTBA SIK TPUPOHY TIO-



BEIIHKY YOJIOBIKiB IIOJI0 XKIiHOK. A0O, IJIs MPHUKIIAAY, CTEPEOTHII PO «IOIOBIKH
HE IUIA9yTh» (OpPMY€ B CYCIIJIBCTBI HEOE3MEeUHy yCTAaHOBKY, Ska TaOyroe IposiB
€MOIIill Y0JIOBiKaMH, OCOONBO TaKWX, K CYM, CTpPax, Bpa3lMBICTh. Ines mpo Te,
10 CJIBO3HW Ta EMOIIiifHA BUPA3HICTh € O3HAKaMHU CIIa0KOCTi, IPUMYIITY€ YOIOBIKIB
JI0 eMOLIMHOTO MPUIYIICHHS 3 PAaHHBOTO BiKy, IO HETaTHBHO IO3HAYAETHCS Ha
IXHROMY MICHUXIYHOMY 370POB'i Ta COLiANbHIN TTOBEMIHIII.

VYkpaina, nparayuu iHrerpauii 1o €Bpomneiickkoro Corosy, 3000B’s13aHa J10-
TPUMYBATHCh NPUHIUIIB T'€HAEPHOI PIBHOCTI, IO € ONHIEI0 3 KIIOYOBUX 3acay
noxituku €C [5]. BaxiauBuM KpOKOM Yy IIbOMY HAIpsMKy € YCYHEHHs IeHAEPHUX
CTepeoTUIiB Ta (JOPMyBaHHS KyJIbTYPH PIBHOIPAB s

I'enyiepHi CTEPEOTUIH CTBOPIOIOTH (DYHIAMEHT JUISl HEPIBHOCTI Ta TE€HICPHO
3yMOBJICHOTO HaCHJILCTBA. BOHH 0OMEXyrOTh CBOOOLY BHOOPY, CIPHYMHSIOTH
THCK Ha 1HOWBIAIB JUIA BIIIOBITHOCTI COMiaJbHAM POJISIM Ta CTAIOTh OCHOBOKO IS
JUCKpUMIHAIMHUX MPAKTHK, [0 MAIOTh CEPHO3HI NCUXONOTiuHI i (i3myHi Hac-
nigku. [logonaHHs TeHACPHUX CTEPEOTHITIB TOTPeOye 3yCHiIb K HA PiBHI OKpeMOi
JIOAWHU, TaK 1 Ha PiBHI CYCIIJILCTBA, IS TOTO, II00 KOKEH MaB CBOOOIY BHOODY
1 MOXKJTHBICTB IJISI cCaMOpeatizartii.

KirouoBuMH UIIXaMU 1OJI0JIAHHS TEHIEPHUX CTEPEOTHUIIB € OCBITa Ta Mij-
BHUIIICHHS 0013HAHOCTI, 30KpeMa yepe3 MPOorpaMu 3 TeHICPHOI PIBHOCTI y HIKOJIAX
Ta iH(popMaIiliHI KaMIaHii B CyCIUIbCTBI. Ba)XJIMBO 3MIHUTH MIAX01 Y BUXOBaH-
Hi JiTel, MATPUMYIOUH IXHI IHTEpECH He3aleXHO Bij ctaTi. Y npodeciitniii chepi
HEOoOXI1THO 3a0e3Me4nTH PiBHI MOXKIIMBOCTI, CIIpABEIMBUI HalM 1 rHy4Ki rpadi-
ku. HeoOxijHa 3MiHa KyJIbTYpHUX CTaHIAPTIB, & TAKOX aHAII3 JaHUX IIPO TeHJie-
PHY PiBHICTH U KOHTPOJIO CHUTYAIIIl.
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IFEHAEPHI BIIMIHHOCTI Y IIIATOTOBLI PATYBAJIbHUKIB
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Abstract. The article examines the issue of gender equality in the field of civil
protection, focusing on stereotypes that limit women's participation in this profession. It
emphasizes that overcoming stereotypes and integrating gender equality contribute to
enhancing professional competence, improving team interaction efficiency, and increasing
societal trust in rescue services. The integration of gender equality in rescue services is
highlighted as a strategic step toward strengthening the professional capabilities and
resilience of the State Emergency Service of Ukraine.

Keywords: stereotype, gender differences, training, rescuers, equality.

Anomauia. Y cmammi 0ocnioscyemucs npobnema eendeproi pisnocmi' y cgepi yugi-
JILHO20 3aXUCHY, 30KpeMd CIMEPeomunu, sKi 0OMedNCcyroms yuacmo JHCIHOK Y yill npogeci.
Hazonoweno, wo nooonanna cmepeomunie ma inmezpayis 2eHOepHOI pi6HOCMI CHPUAIOb
niosuweHno npogeciunoi KomnemeHmrocmi, egheKmueHocmi KOMAHOHOI 63a€EMOOIi ma
3a2a1bHO20 PiGHA 008IPU CYCRITbCMBA 00 PAMYBANbHUX Cyxcd. Brasano, wo inmespayis
2eHOepHOl pIBHOCMI Y PAMYBANLHUX CIYHCOAX € CMPAmeiuHuM KPOKOM Olsl 3MIYHEHHs
npoeciiinoi cnpomoscnocmi ma cmitikocmi JJCHC Ykpainu.

Kniouoei cnosa: cmepeomun, eenoepHi 8i0MiHHOCTI, RIO20MOGKA, PAMYSATbHUKU, Di-
6HiCMb.

CrepeoTnnt mpo Te, IO PATYBAILHHUKAMH MOXYTh OYTH TUIbKH (i3HYHO
CUIIbHI YOJIOBIKH, 0OMEKYE IOCTYI XKIHOK 10 1i€i mpodecii. Lle irHopye Baximsi
SIKOCTI, SIKI MOXKYTh OyTH NPUTaMaHHI JKIHKaM, HalpUKJIaJ], eMOLIHHUN IHTEJIeKT,
YB@XHICTh 1 3MaTHICTh 10 cmiBmpaili. Po3nogin npodeciiinux poseii 4yacto mij-
JIA€THCS TEHIEPHUM CTEPEOTHIIAM: JKIHKH PO3IIISAAIOTHCS SIK «HDKHI», a YOIOBIKH
— SIK «CHJIBHI», TII0 TIPU3BOIUTH 10 TUCOAIaHCY B pO3MOIiIi 00OB'I3KIB i 00MEXY€
MOJKJIMBOCTI XIHOK Y PU3MKOBAaHUX orepanisx. Taki cycmijbHI 04iKyBaHHS MTOCH-
JIIOIOTH THUCK Ha >KIHOK-PATYBAJIBHHIG 1 BIUIMBAIOTh HA IXHIH craH. Y 3B'3KY 3
LM, BIIPOBAPKEHHS TeHIEPHOI PIBHOCTI 1 6e30ap'epHOCTI € KIFOYOBUMH NPiOpH-
Tetamu Jlep>kaBHOI CiTy>kOM YKpaiHu 3 Ha3BHYAWHUX cUTYyarlii [1].

ColiajibHI BUKIIMKH, 3 SIKUMH CTHUKAIOTHCS YOJIOBIKHM 1 JKIHKH, 3aJIe’KaTh Bij
6aratbox pi3HHX (PaKTOPiB: KYJIBTYPH, COLIATBHUX YMOB, €EKOHOMIYHOI CHTYyaIii,
BiKy 1 piBHS ocBiTH. OJHAK, OKpIM 3arajdbHUX TPYIHOIIIB, TAKUX 5K COIaJIbHI
OYiKYBaHHsI, HACHJILCTBO, TUCKPUMIiHAIiS, OasaHC poOOTH 1 OCOOMCTOTO KUTTS,
3/I0pOB'A 1 €KOHOMIUHI HHUTaHHS, € 1 crerudiuni mpobireMn A KOXKHOI CTaTi.
JKiHKM 4acTo CTHKAIOThCA 3 TEHJIEPHOIO HEPIBHICTIO, IO MPOSIBISIETHCS B HUKYIH



omati mpartii, 0OMeKeHii MPenCTaBIeHOCTI Ha KePiBHUX MOCAAaX i CEKCYaIbHUX
noMaraHHsax. Kpim Toro, Ha jKiHOK 9acTo JiATae MOJBIHE HaBaHTAXCHHS Uepes
HEBpaxyBaHHS iXHIX JAoMamrHiX 000B'I3KiB. [ 4ONOBIKiB XapaKTepHi BHKIIHKH,
TIOB'sI3aH1 3 THCKOM Ha JOCATHEHHS YCIIXY 1 YTpUMaHHA CiM'i, a TaKOX 3 TPyIHO-
IaMy BU3HAHHS NOTPEOH Y IICHXOJIOTIYHIH JOTIOMO3i.

Jis pATYBaNbHUKIB BaXIMBY pOJb BINIrpa€ MiATOTOBKA, fKa BKIIOYAE
(bi3uuHy, TEXHIYHY, ICUXOJIOTIYHY MiArOTOBKY Ta poOOTYy B KoMaH/i [2, 3]. OcHo-
BOIO € (hi3UYHA BUTPUBAIICTD 1 CHJIA, a/PKE 4aCTO JOBOJUTHCS NPAIIOBATH B €KC-
TpeMaJIbHUX YMOBax i IiJi 3HAYHUM HaBaHTa)KCHHsAM. Takoxk HeoOXiJHA MCHXO-
JIOTIYHA MiATOTOBKA 1 3MATHICTh MIBUJIKO MPUHAMATH PIICHHS il THCKOM, aJ[)Ke B
poOOTI pATYBaJbHUKIB MOCTIHHO NMPUCYTHI CTPECOBI Ta TpaBMAaTH4HI CHUTYallil.
KirouoBuM y Taknx ymoBax € ONepaTHBHE CIIUIKYBaHHS B KOMaHII, IO JOIIOMa-
ra€ YHUKATH MOMHIOK Y KPUTHYHHUX CUTYaIlisIX.

CTBOpEHHSI 1HKIIO3UBHOTO CEPENOBHUIA B PATYBAIBHUX CIIyk0ax mependa-
4ae TeHICPHY IHTETpallifo, AKa 3a0e3edye piBHI MOMIIMBOCTI IS PO3BHUTKY 1 IS
YOJIOBIKiB, 1 A >KiHOK. Di3WYHa MiArOTOBKAa MOBHHHA BPaxOBYBAaTH (i3W4HI
OCOOJMBOCTI MPEACTaBHUKIB 000X CcTaTe, 00 HaBYAIBHI MporpamMu Oymu edek-
TUBHMMH JUIs BCiX. JKIHKM MalOTh OTpPUMYBATH JOCTYI JO CIIEIiajIbHOTO 00Jaj-
HaHHA, 10 BIAMOBIAa€E IXHIM (I3MYHUM MOXJIHUBOCTAM. KpiM TOro, Ba)KJIHBO 3a-
0e3MeYnTH TeHICPHY PIBHICTh y IOCTYII 10 KEPIBHHX IOCAJ, IO JI03BOJIE
KIHKaM IPOCYBaTUCS Kap'€pHUMHU CXOAaMH i 10JaTh 6ap’€pu «CKIITHOT CTeliy.

[TpoGniema reHiepHOi PIBHOCTI y PATYBaIbHHUX CIIyK0ax € Ba)IIHBOIO CKJa-
JI0BOIO MOOYI0BH €()EKTHBHOTO, IHKJIFO3UBHOTO Ta CyYacHOTO CyCHiJbCTBA. YCY-
HEHHS TeHJIepHUX Oap'epiB i HAaZaHHS PIBHOTO JOCTYNy OO PATYBAJIbHHUX IIPO-
deciif UIT YONOBIKIB 1 KIHOK JO3BOJIIE MAaKCHMI3YBaTH IIOTEHIAN YCiX
MIPAIiBHUKIB, 3JIy4eHNX [0 PATYBAIBHUX omnepariid. JlocBig nokasye, mo KOMaH-
I, y SIKAX BPaxOBAaHO Pi3HI HABWYKH, MOTIIAIM 1 IiIXOIH, 31aTHI e(EeKTHUBHIIIe
pearyBaTu Ha Ha/I3BHYaifHI CUTYyalii Ta JOCATaTH Kpalux pe3yiabraTis. ['ennepHa
PI3HOMAHITHICT HE JIUIIE IMOKPANly€e KOMYHIKAIIFO i KOMaHIHY B3a€EMOJII0, aje i
crpusie 30UIbIICHHIO COLaJIbHOI IOBIPH JI0 PATYBAIBHHUX CIYXKO0, ajKe CyCHiib-
cTBO 0auuTh BijloOpaxkeHHs ceOe B KX Mmpodecisx.

CrpsiMOBaHICTh Ha IOJOJIAHHA CTEPEOTHINIB Ta BpaxyBaHHSA T'eHICPHUX
BiAMIHHOCTEH y (i3WYHIN i ICHXOIOTIYHIA MATOTOBII CHpPHSAE 3HWKEHHIO CTPECY
Ta MiJBUINEHHIO CTiMKOCTI PATYBAIBHHUKIB TEpel CKIAAHUMHU BHKIHKamMH. Kpim
TOTO, BIPOBA/UKEHHS PIBHUX MOXKJIMBOCTEH Ha KEpIBHUX MOcajgax J03BOJISIE
KIHKaM pO3BUBATUCS MPOQEciiiHO 1 He 3YNMUHATHCS Ha IUIIXY JI0 OCOOMCTHX 1
Kap'epHUX JOCSTHEHB, 10 BXIMBO JUIS MIATPUMKH BHCOKHX MOpAIbHHX CTaH-
JIApTIB Y KOMaHI.

3abe3nedeH st piBHOTO JOCTYIY 10 HAaBYAIBHHUX IPOTpaM, aJarTOBaHHUX IS
YOJIOBIKIB 1 J)KIHOK, @ TAKOX CTBOPEHHS CIIEIiaTi30BaHMUX MPOrpaM MiATPUMKH ITij
Yac 1 miCHs CTPECOBHX MOIH, MAIOTh MOXJIMBICTH PO3KPHUTH MOBHUH MOTEHIIANT
KOXKHOTO pATyBalbHUKA. lle TakoX MmiIBHINYy€E 3aralbHUN piBeHb Mpodecionais-
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My, IO € KpUTHYHO BaknuBuM s fistibHOCTI JJCHC Ykpainu i popmyBaHHS
MTO3UTHBHOTO NPHUKJIALY JJIS CYCIiIbCcTBa. PATYBaNmbHI CIIy>kO0H, 110 IPUAMAIOTH 1
BIIPOBA/IKYIOTh T€HACPHY iHTETPAIlif0, CTAIOTh MOJEIUIIO I iHIIUX cdep, MmoKa-
3yI0YH, III0 TeHIEepHA PIBHICTH — IIe HE TIJIbKU COIiajibHa CIPABEIUBICTD, alle i
croci6 miaBUIIEHAS e(peKTUBHOCTI Ta MPodeciitHol KOMIIETEHTHOCTI.

OTxe, iHTETpaLlis TeHAEPHOI PIBHOCTI Y pATYBaJbHHX CIIy)K0ax € HE MPOCTO
MIPAarHeHHSM JI0 CIIPaBEIJIMBOCTI, @ CTPATEriYHUM KPOKOM J10 3MIiI[HEHHS Oe3NeKH,
CTIMKOCTI Ta MpodeciifHOro PO3BUTKY SIK PATYBAIBHUX CIIYKO, TaK i CYCHiJIbCTBa
B ILIIOMY.
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THE MECHANISM OF GENERATING FIBONACCI
AND LUCAS POLYNOMIALS

Pavlo GRYTSIUK
Lyubomyr SIKORA
National University ""Lviv Polytechnic™, Lviv, Ukraine.

Abstract. A mechanism for generating Fibonacci and Lucas polynomials is proposed.
The feature of its implementation lies in the use of a corresponding recurrence relation,
according to which the variable x must first be successively multiplied by the elements of
the given polynomial, then it is necessary to group similar terms with the elements of the
previous polynomial, as a result of which we obtain the elements of the next polynomial.
Keywords: recurrence relation; lower triangular matrix; encryption.

Anomauis. 3anpononoeano mexamizm eenepysanns noxinomie @ivonauui ma Jhoka,
ocobusicmo peanizayii K020 noasieae y UKOPUCAHKE 6I0N0GIOHO20 PEKYPEHMHO20 CNiG-
BIOHOWIEHHS, 32I0HO 3 AKUM CHOYAMKY HEOOXIOHO 3MIHHY X NOCAIO08HO NOMHONCUMU HA
efleMeHmu 0aH020 NOJTHOMA, NOMIM NOMPIOHO 32PYNY8AMU CX0HCT O0OAHKU 3 eleMeHMAMU
nonepeoHbo20 NOAHOMA, BHACTIOOK Y020 OMPUMAEMO eleMeHmMU HACMYNHO20 NOIHOMA.

Knrwwuoei cnosa: pexypenmue Cnie8iOHOWEHHS, HUNCHA MPUKYMHA MAMpuys, wug-
PpyeamHs.

Fibonacci and Lucas Numbers. Fibonacci numbers are a fundamental
mathematical concept that plays an important role in modern computer science
and information technologies. Their universality is evident in various fields —
from software development to cryptography and financial technologies.
Understanding this sequence helps programmers deepen their knowledge in
algorithms and data structures, improve their programming skills, and develop
more efficient programs.

The Fibonacci sequence is defined by the following recurrence relation:

Fn+1(X) = XFn(X) + Fna(X), (1)

where: Fo(x) = 0, F1(x) = 1 for n > 2. The sequence of Fibonacci numbers for
x =1 has the form 0, 1, 1, 2, 3, 5, 8, 13, 21, 34, 55, 89, 144, 233, 377, 610, 987,
1597, 2584, 4181, 6765, 10916...
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Lucas numbers or the Lucas series is an integer sequence named after the
mathematician Francgois Edouard Anatole Lucas (1842-1891), who studied both
their sequence and the closely related Fibonacci numbers. Lucas numbers and
Fibonacci numbers form complementary cases of Lucas sequences.

The Lucas sequence has a similar recurrence relation to the Fibonacci
sequence, where each term is the sum of the two preceding terms, but with
different initial values. Lucas numbers also have various interrelations with
Fibonacci numbers. For example, adding any two Fibonacci numbers separated by
two terms in the Fibonacci sequence yields the Lucas number between them.

The Lucas sequence uses the following recurrence relation with different
initial values:

Ln+1(X) = XLn(X) + Lna(x), (2)

where Lo(x) = 2, Li(x) = x for n > 2 i Ly(X) = Fnsa(X) + Fna(X) forn € [ . The
Lucas sequence for x = 1 looks like: 2, 1, 3, 4, 7, 11, 18, 29, 47, 76, 123, 199, 322,
521, 843, 1364, 2207, 3571, 5778, 9349, 15127, 24476, 39603, 64079, 103682,
167761,271443....

Fibonacci and Lucas Polynomials. Fibonacci and Lucas numbers are a
popular topic for mathematical enrichment among researchers and their
popularization among them. At the same time, various sequences of polynomials
called Fibonacci and Lucas polynomials have been in the scientific literature for a
long time, as they are closely related, but they have not been as widely studied.
These polynomials appear in various areas of application, including data
encryption, primarily by the matrix method.

In mathematics, Fibonacci polynomials are a polynomial sequence that can
be considered as a generalization of Fibonacci numbers. Polynomials derived
analogously from Lucas numbers are called Lucas polynomials [6].

The mechanism for generating Fibonacci or Lucas polynomials involves
using the recurrence relation (1) or (2), according to which the variable x must
first be multiplied successively by the elements of the given polynomial, then it is
necessary to group similar terms with the elements of the previous polynomial, as
a result of which we obtain the elements of the next polynomial. For example,
given the input polynomials Fs(x) = x° + 4x3+3x and F7(x) = x® + 5x*+6x% + 1 the
next polynomial will be: Fg(x) = XF7(X) + Fe(X) = X(x® + 5x*+6x% + 1) + (x° +
4x34+3x) = X7+ 5x54+6x3 + X + X%+ 4x3+3x = X7 + 6x5+10x3 + 4x.

The first few Fibonacci polynomials are:



F()=0;  FR(x)=L F(x)=x;
Fa(X) = X% +1;

F () =x3+2x;

Fs(x) = x* +3x2 +1;

Fs(x) = x° +4x% +3x;

F(x) = x° +5x* +6x% +1;

Fo(x) = X7 +6x° +10x% + 4x;

Fo(x) = x®+7x% +15x* +10x% +1;
Flo(x) = %% +8x +21x5 + 20x® +5x.

F15(x) x +13x12+66x1°+165x +210x8 +126x* +28x% +1;

Foo(X) = x19+18x17+136x15+560x13+1365x11+2002x +1716x" +792x° +165x° +10x.

The first few Lucas polynomials are:
L(¥)=2  LX=x
L, (x) = X2 +2;
Ly(x) = X% +3x;
Ly(x) = x* +4x% +2;
L (x) = x° +5x% +5x;
Lg(x) = x® +6x* +9x% +2;
L (x) = X" +7x° +14x3 + 7x;
Lg(x) = x2 +8x° +20x* +16x% + 2;
Lo (x) = x® +9x” +27x° +30x% +9x;
Lyo(x) = x™ +10x® +35x° + 50x* + 25x% + 2.

2

X

X2 +2
x3 +3x
x4 +4x% 42
Lo_10(X) = x° +5x% +5x
X% +6x% +9x% +2
X +7x° +14x3 + 7x
x® +8x8 +20x* +16x% +2
x? +9x” +27x° +30x> +9x

X +10x® +35x° +50x* + 25x% + 2

Thus, the Fibonacci and Lucas polynomials [2] are a natural extension of the
corresponding Fibonacci and Lucas numbers, and therefore many of their
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properties allow direct proof. The sequence of Fibonacci polynomials and the
golden ratio have appeared in many fields of science, including high-energy
physics, cryptography, and data coding [1, 5].

Matrix Representation of Lucas Polynomials. Often in mathematical
calculations, particularly in the fields of cryptography and data encoding, one has
to deal with the matrix representation of Lucas polynomials for the forward
process and their inverse form for the reverse process. For this purpose, it is
necessary to multiply a special n-th order matrix with the appropriate coefficients
by an n-th degree polynomial, resulting in a set of Lucas polynomials L,(x) of the
corresponding degree. Typically, the special matrix is a lower triangular matrix,
all elements of the main diagonal of which are unitary, except for the first one.

To generate Lucas polynomials and their inverse equivalents, a special n-th
order matrix with appropriate coefficients and an n-th degree polynomial must be
used. The mechanism for generating Lucas polynomials involves performing a
matrix operation of multiplying the special n-th order matrix by the n-th degree
polynomial, resulting in a set of Lucas polynomials from 0-th to n-th degree. The
mechanism for generating the inverse equivalents of Lucas polynomials involves
finding the matrix inverse to the special n-th order matrix, and performing the
matrix operation of multiplying the inverse n-th order matrix by the n-th degree
polynomial, resulting in a set of inverse Lucas polynomials from O-th to n-th

degree.
Below is a set of Lucas polynomials Ln(x) from 0-th to 6-th degree, namely:
2000000} 2
0100000 7% 5
2010000( % X2
Lg(x)=/0301000| x°|= X3 +3x
Sggg(l)(l)g x* Xt +4x2 42
5 5 3
X X7 +5x7 +5x
209060 1)1y6 ) |40 px4ox2+2

To obtain the inverse Lucas polynomials, it is necessary to multiply the
inverse coefficient matrix by the polynomial, resulting in a set of inverse Lucas

polynomials of the corresponding degree Lﬁl(x) as follows:

20000001 % 000000l 12
2528888 X2 0 100 000 x? X2 1
Lt()={0301000]| |%° =‘3 %é 2 888 X3 |= X3 - 3x
4 - 4 4 2
52005001 [%] |3 040 1oo|X| | X4ss
2090601 X 0 10 0 =5 0 101 X x> —5x° +10x
x) (=10 0 15 0 =60 1)(x®) | x®—6x*+15x2-10



Below is a set of squares of Lucas polynomials LA(X) and their inverse

equivalents L2(X) from 0-th to 6-th degree, as follows:

2000000f[%) (40000001 :
0100000|| Xl |o100000[2X )
2010000| (X, | |6 010 000X X" +6
L5 s(x)={0301000||[X|=|0 6 0 1 000|X |= X3 + 6
2040100 |x*| |14 0 8 0 100/ x* x4 +8x% +14
0505010 |45| | 0250100 105 & +10%° + 25x
2090601 | 6| (360 4201201)[ 6| | 6. 1001400 236
1400 0 000 14
2000000y* 1) [0 10 0 o0o00|l o 3
0100000 3 —
2010000| [X| |5 01 0 000F J2
15%(0=[ 0301000 [x|=| ¢ 60 1 0 00|x| =
2040100] |x 17 X 2x* ~16x% +17
0505010]| |5 |5 080 1000 B —
2090601) |~ 2 X 2
)1 6% oh 0 doo x* ~10¢° + 35x
- - x8 —12x* +54x% — 48
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YK 004.838 )
KPUIITOTPA®IYHI METOAU AJIs1 3AXUCTY IHOOPMAILIIL

Cuixxcana YOPHEHbBKA
Onexcanop MAHKAH
Xapxiscokuii  HayionanvHuil  yHigepcumem  GHYmMPIWIHIX  CHPAs,
M. Kam’aneyn-Iloodinvcokuii, Ykpaina.

Abstract. The work examines modern cryptographic methods of information
protection, their main principles and characteristics. The advantages and disadvantages of
various types of encryption are analyzed, including symmetric and asymmetric
cryptosystems, digital signatures, hashing, and key management. The relevance of using
cryptography to ensure the integrity, confidentiality and authenticity of information in the
digital age is highlighted, as well as the latest challenges associated with the development
of quantum technologies are discussed. The work is aimed at improving the understanding
of data protection methods in the public, corporate and private spheres.

Keywords: cryptography, encryption, information security, symmetric encryption,
asymmetric encryption, digital signature, hash function, key management, data protection.

Anomauia. Y pobomi pozenanymo cyuachi kpunmozpagpiuui memoou saxucmy iHgo-

KU pI3HUX 8U0I8 WUDPYEAHHA, SKIIOYAIOYU CUMEMPUYHT MA ACUMEMPUYHI KPURTOCUCTe-
Mu, yugposi nionucu, Xeuly8anus ma YnpaeuiHHs Kuouamu. Buceimieno axmyanvHicmo
BUKOPUCANHS KpUNMo2pagii 0i1s 3abe3neyuenns yinicHocmi, KoHQIOeHyiiinocmi ma agme-
HmuyHocmi tHpopmayii' y yupposy enoxy, a maxoxc 062080peHO HOGIMHI GUKIUKU, NO8's-
3aHi 3 PO36UMKOM KEAHMOBUX mexHoaoz2il. Poboma cnpsamosana na nioguuyenns. po3ymin-
HsL Memo0i8 3aXuUcmy OaHUX Y OePHCABHUX, KOPNOPAMUBHUX | NPUBAMHUX Cepax.

Knrwuoei cnosa: xpunmoepagia, wugpysanns, ingpopmayitina 6e3nexa, cumempuine
wugpysanns, acumempuyre wudpyeanns, yugposui nionuc, xeul-QyHKyis, YnpaeiiHHs
KAROYAMU, 3AXUCT OAHUX.

B emoxy iHpOpMamiiHNX TEXHONOTiIH HHWTaHHS 3axUcTy iH(OpMarii crae
Ha/[3BUYANHO aKTyaJIbHUM. I3 MBHIKUM pO3BHTKOM IH(PPOBHX KOMYHIKaIii Ta
rio0aizaniero JaHMX, IO TepealoThCs Yepe3 Mepexy [HTepHeT, BUHUKAE 3Had-
Ha moTpeba y HamilHUX Meromax 3abesmeueHHs Oe3neku iHGopwmarii. Kpumro-
rpadist sk Hayka mpo muUdpPyBaHHS JaHUX BITITpae KIIOYOBY POJIb Y 3aXHCTI iH-
(dhopmariii, amxe BoOHA J03BOJIsIE 3a0€3MEUNTH IUTICHICTh, aBTEHTUIHICTh Ta HEJO-
CTYMHICTh JaHUX JJI1 HECAaHKI[IOHOBAHOTO JIOCTYITY.

Ha cporomni xpunrorpadidai METOIN € OCHOBOIO [UIS 3aXUCTy iH(poOpMamii B
pizHEX cepax: Big 6aHKIBCHKOI Ta (hiHAHCOBOI K0 BIHCHKOBOI Ta Jep:KaBHOI Oe3-
neku. OCHOBHI KpunTorpagivfi alrOpUTMH Ta Cy4acHI METOAM KBAaHTOBOI KPHII-
Torpadii, JO3BOJSAIOTE CTBOPIOBATH €(EKTUBHI PIMICHHS IS 3aXUCTy JNAHHUX Y
mudpoBoMy cepenoBuii. OnHaK CTPIMKHIA PO3BHTOK OOYHMCITIOBAIBHUX IOTYX-
HOCTEH Ta MOJJIMBE BIIPOBA/UKEHHS KBAHTOBUX KOMII'TOTEPIB CTaBUTbH IEPe KpHU-



nTorpadi€ro HOBI BUKJIHMKH, a/pKe TPAAWIHI METOTNM MOXYTh BTPATHTH CBOIO
HaAiHHICTh. MeToro 1i€i poboTH € aHami3 CydyacHHX KpHUOTOTrpadidHHUX METO.IB
3axucTy iH(popMaIIii.

Kpunrorpadiuni meromu 3axucty indopmarii — 1e cremiaabHi METOIH IIH-
¢pyBaHHA, KOAyBaHHS a00 IHIIOTO MEPETBOPEHHS iH(OpMAIlii, B pe3yIbTaTi IKO-
ro i 3MICT cTae HETOCTYITHUM 03 Mpe.'sBICHHS KII0Ya KPUITOTPAMHU i 3BOPOT-
HOro mneperBopeHHs. Kpunrorpadiunuii MeTosx 3axucTty, 0e3yMOBHO, caMHii Ha-
JIITHAN METOJI 3aXHCTY, TaK SIK OXOPOHAETHCS Oe3mocepeIHbo cama iHdopMmarris, a
He joctyn 1o Hel. JlaHuit MeTox 3axHCTy peanizyeThCs y BUINILAL MporpaM ado
nakeTiB nporpam [1].

Tabnuysa.l- ocnosni kpunmoepagiuni memoou 0ns 3axucmy ingopmayii

MeTtopn Onuc IlepeBaru Hepnoaikn
Cumerpuune BuxopucroBye Bucoka  mBun- | [Totpedba y 06e3-
mugpyBaHH OIMH KJII0Y [UIA | KicTh MmIMQpyBaH- | MEUHIA mepenadi

mmdpyBaHHS 1 Ie- | Hi. KIIF0Ya MK CTO-
mudpyBaHHS  Ja- poHaMu.
HUX.
AcuMeTpu4He BuxopucroBye ma- | IlimBumena 6e3- | CxiuamHimmit i
mugpyBaHH Py KJIIOUiB: BiIKpH- | TeKa nepenadi | MOBLTHHIITHA
THA a8 wudpy- | JaHMX. npouec  mudpy-
BaHHS 1 3aKpHUTHii BaHHSI.
st nemdpyBaH-
Hsl.
XelryBaHHS IepetBopioe nani B | 3axuct mapoiiB | HemoxnuBo Bij-
VHIKaIbHUH (ikCO- | Ta WIJICHICTh Ja- | HOBUTH OpHriHa-
BaHUU PANOK, KU | HHX. JIBHI JIaHi 3 XeIy.
HE MOXXHa Jemud-
pyBaTH Ha3a.
Enexrponnuii lapantye aBTeHTH- | 3abe3meuye mepe- | [lotpebye BHKO-
nudpoBHil mia- | YHICTP Ta OiTic- | BIpKY aBTEHTHY- | PHCTaHHA acHMe-
nmuc HICTh TOBIIOMJICHb | HOCTI Ta 3amo0i- | TPHYHOI KPHIITO-
yepe3 mudpyBaHHS | rae miapoOi. rpadii.
Xelry 3aKPUTHM
KITFOUEM.
KBanToBa BuxopucroBye 3a- | Teopetmuno ab6- | TexHomoris 3Ha-
kpunrorpagiss | KOHU KBaHTOBOI | COJIIOTHA Oe3rneka | XOIUThCS Ha CTa-

MEXaHIKH [UIsd IIe-
penadi KIoviB.

nepenadi KIroviB.

Iii pO3BUTKY 1 €
JIOPOTO0.

3axuct iHpopmalii — CyKyImHICTh METOJIB i 3aC00iB, 10 3a0€3MeUyIOTh IIiJTi-
CHiCTb, KOH(IAEHIIHHICTE 1 JOCTYNHICTH iH(pOpManii 32 yMOB BIUIMBY Ha Hei 3a-
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TpO3 MPUPOIHOTO ab0 MTYIHOTO XapaKTepy, peani3amis SKUX MOKe TIPU3BECTH 10
3aBJIaHHA [IKOJM BIACHWKAM 1 KopucTyBadaM iHdopmarii [3].

Kpunrorpadist BKirtogae CTBOPEHHS Ta aHaji3 MPOTOKOJIB, SKi 3a1mo0iraloTh
JOCTYITy TPETiX 0cid 1O NaHUX. Horo ocHOBHMMY iIAMH € KOH(]iIeHIIHICTB:
3a0e3neueHHs JOCTYIy A0 iH(popMarii Juie THM, XTO Mae Ha IIe MPaBo; IiTic-
HICTH: 320€3MeYeHHsI TOYHOCTI Ta MOBHOTH JaHUX; ayTeHTH(]IKaIis: mepeBipka
0co0M KOPHCTYBauiB Ta JOCTOBIPHOCTI MOBIIOMIJICHb YM JIaHWX; HEBIAMOBHICTh:
3armo0iraHHs 3anepeueHHs JTIIbMHU CBOIX il [2].

CyuacHa kpunrorpadist BKJIto4ae B cede OCHOBHI METOM [UISl 3aXUCTY 1H(O-
pMartii:

Kpunmocucmemu 3 giokpumum xmouem. OpUriHAIBHUH TEKCT IUPPYETHCS
BIIKpUTHM KJIIOYEM ajpecata i mepegaeTbcs HoMy. 3ammppoBaHUE TEKCT Y
TIPUHITAITL HE MOXKe OyTH po3mm(poBaHUil THM K€ BIAKpUTHM KirodeM. Jlemmd-
pYBaHHS THOBIZIOMJICHHS MOJJIMBE TUIBKM 3 BHUKOPHUCTAHHSM 3aKPHUTOTO KIIOYA,
SIKMHA BIOMUH TUTBKH camoMy aapecary. Kpunrorpadidai cucreMu 3 BiAKpUTHM
KITFOYEeM BHKOPHCTOBYIOTH TaK 3BaHI HE3BOPOTHI a00 OJHOCTOPOHHI (YHKIIi, SIKi
MAaloTh HaCTYIHY BJIACTHBICTh: IIPH 33JaHOMY 3HA4€HHI X BIJTHOCHO IIPOCTO 00YH-
cnuth 3HaYeHHs F(X), ognak skmo y = F(X), To HeMae mpoctoro nuisixy ajis o0-
YHCJICHHS 3HAYCHHAX. be3iu KiaciB He3BOPOTHUX (PYHKILH 1 MOPOIKYE BCE PO3-
MaiTTs CUCTEM 3 BIIKPUTUM KitoueM [1].

Cumempuuni kpunmocucmemu. B aaroputMax CUMETpUYHOTO MHU(PYBaHHS
BHUKOPUCTOBYETHCS OJIUH 1 TOM caMuil KJIkOY [T BUKOHAHHS (DYHKIN#H mudpysaH-
Hs Ta aemnpyBaHHs. 3aBASKH OLIBLIINA IIBUIKOCTI CUMETPUYHE MIM(PYBaHHS
4acTO BUKOPHCTOBYIOTH SIK CHOCIO 3aXMCTY AaHUX y 0araTbox Cy4acHHX KOMII'FO-
TepHUX cucTeMmax. Hampukian, po3mmperuii crapgapTt mmppysanas (AES) Bu-
KopuctoByeThes ypsinoMm Cromydenux IlratiB anst mudpyBaHHS TaeMHOI Ta
KoH(}imeHiiHOT iHpopMmarii. Panime BUKOPHCTOBYBABCS IHIIUI cTaHAApT MIH)-
pyBanHs nanux — DES, skuit 6yB po3poOnenuii y 1970-x pokax sk cTaHAapT IS
cuMeTpugHOro muppyBaHHs [4].

Acumempuune wugpysanns. B acMHMETpUYHUX CHCTEMax KJIOY, KUl BUKO-
PHUCTOBY€ETbCS IJIsl IU(PYBaHHS, BIIOMUI K mMyONiYHMI KIIOY, 1 HUM MOXKHA
MOITUTHUCS 3 IHIIMMHU. A KJIFOY, SIKH BUKOPUCTOBYETHCS Ui ACIIH(BPYBaHHS, €
MIPUBAaTHUM 1 HOoro HEOOXimHO TpUMaTH B CeKpeTi. AcuMmeTpuyHe HppyBaHHSI
MOJKE 3aCTOCOBYBATHCS B CHCTEMAX, JIe B 0araThb0X KOPUCTYBa4iB MOXKE BUHUKATH
norpeda muppyBaHHs Ta AemMppyBaHHs HOBIIOMICHHS Y1 HAO0Opy NaHMX, OCO-
OJIMBO KOJIM MIBHUAKICTH i OOYMCIIOBAJIbHA MMOTYXKHICTH HE € OCHOBHUMH TIPOOIIe-
Mamu. OJJHAM 13 IPHUKJIAIIB TAKOT CUCTEMH € 3alI(poBaHa €JIeKTPOHHA ITOIITa, B
SIKIH TMyOIIYHMN KIII0Y MOXKHA BHKOPHCTOBYBATH JUIA IIN(PYBaHHS MOBIIOMIICH-
H$, @ MPUBATHUH KJIr0Y — JuIs Horo nemmpyBanHs [4].

VY GaraTthOX BHIIQJIKaX CUMETPHYHE Ta aCHMETpPHYHE MHN(PPyBaHHSI BUKOpPHUC-
TOBYIOTBCSI pa3oM. THUIIOBMMH TPHKIIAAMH TaKHX TIOPUIHHUX CHUCTEM € KPHUITO-
rpa¢idHi TPOTOKOIH PIiBHA 3aXHIIEHUX COKETiB (SSL) i mpoTOKOIM 3aXUCTy Tpa-



HenoptHOTo piBHA (TLS), sxi Oymm po3pobneni mns 3abe3medeHHs Oe3medHOl
B3aemonii B [arepreri. [IpoTokomu SSL Bke HE BBa)KAIOTHCS HAMIMHUMHE, TOX IX
BHKOPHCTAHHSA CIiJ NPUIMHATH. A OChb y HamiifHOCTI mpoTokoniB TLS cymHiBiB
HE BHKOHAJIO, Ta BOHM IIUPOKO BHKOPUCTOBYIOTHCS B YCiX OCHOBHHX Opay3epax
[4].

Lugposuii nionuc. Ludposi mignucH, o0 BUKOPHUCTOBYIOTECS IUIS TIEPEBip-
KM aBTEHTHYHOCTI JaHUX, MiITBEPUKYIOTh, IO JIaHi BUXOAATH caMe BiJ MiAMUCY-
Baya i He OyJyin 3MiHEHI. BOHN BUKOPUCTOBYIOTHCS, HAIPUKIIA[, Y TTIOBITOMIICHHAX
€JICSKTPOHHOT HOIITH, ENEKTPOHHHUX JOKYMEHTaxX Ta OHJIalH-TuIaTexax. MixkHapo-
JHI CTaHIApTH, IO BHM3HAYAIOTh CXEMH IM(POBOrO MiAMKCY, BKIIOYAIOThH
ISO/IEC 9796, ISO/IEC 14888, ISO/IEC 18370 ta ISO/IEC 20008 [5].

Kpunmoepagiuna xew-ghynxyis. lle meron, SIKUi epeTBOPIOE PSIOK JAHUX
Oyap-sKO1 JOBKHHU Ha XCIIOBAHHWHA pe3yibTaT (XEII-CyMa BXiTHHUX NaHUX) (ik-
COBaHOI JOBXHHHU. Xem-(PyHKIIii MAalOTh O€3JiY 3aCTOCYBaHb, HAPHUKIIAM, V (-
posux mignucax, MAC (komax aBTeHTH(]IKaIlii IMOBIIOMIICHb) Ta KOHTPOIBHUX
cymax (U1 TepeBipKH MOIIKOMKEHHS NaHUX). MiXKHApOIHI CTaHOApTH, IO BHU-
3Ha4aroTh xem-QyHkuii, Bkmouators ISO/IEC 9797-2, ISO/IEC 9797-3 Ta
ISO/IEC10118 [5].

Ynpaeninna kuwouamu. e nporec cucteMu 00poOKu iHPOpMALii, SIKU mMO-
JISirae B CKJIaJIaHHI Ta PO3MOALII KIIF04iB MK KopucTyBauamu. OCHOBHI HaIlPSIMKH
BUKOPHCTAaHHS KpunrorpadidHUX METOJIB — nepenava KoHdineHuiitnoi inpopma-
il Mo KaHajax 3B'SI3Ky (HAIpPUKIAJ, eJeKTPOHHA IOIITa), BCTAHOBJICHHS aBTECH-
TUYHOCTI MEpeJaHuX MOBiIOMJICHb, 30epiranHs iH(opMarlli (IOKyMeHTIB, 0a3
JTAHWX) Ha HOCIAX Y 3amu(poBaHOMy BHTIIsI [1].

OTxe, Kpunrorpadis T03BOJSIE TOCATTH BICOKOTO PiBHS 3aXUCTy KOH(DiIeH-
LiHOCTI, MUTICHOCTI Ta aBTEHTUYHOCTI iH(pOpMaIlii, 110 € KPUTUIHUMH acIeKTa-
MU IS IePKABHUX 1 MPUBATHUX CTPYKTYP, & TAKOX JUISl IHAMBIAyallbHAX KOPHC-
TyBauiB. Cy4acHi kpunTorpadiqHi METOIH, BKIIOYAIOUH CHMETPHUYHE 1 acHMET-
pudHe mudpyBaHHA, TAQPOBI MiIMUCH, XEIIYBAaHHA Ta MOCTIHHO BIOCKOHAIIO-
FOTHCS JIJIsI BIIMIOBI/Ii HA HOBI 3arpo3Hu.
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Abstract. In today's digital environment, the volume of data transmitted and stored is
constantly growing, which creates new challenges in the field of information security. This
work highlights modern cryptographic methods of information protection, which ensure
confidentiality, integrity, authenticity and irrefutability of data.
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Anomauia. Y cyuacnomy yugposomy cepedosuwyi 06cse OaHux, wo nepeoaromscs
ma 36epiearombCst, HeGNUHHO 3POCMAE, WO CMEOPIOE HOBL GUKIUKU Y chepi iHghopmayitinoi
besnexu. /lana poboma 8uceimmoe Cyuachi Kpunmozpagpiuni memoou 3axucmy iHgopma-
yii, AKi 3abe3neuyroms KOHMIOeH-YilHICMb, YITICHICIb, A8MEHMUYHICIb | He3anepeuHicmy
OaHUX.

Kntrouoei cnosa: wugpysanus, kpunmoepaghis, docmyn, ingpopmayis.

udpyBanHs, sKe € OCHOBOIO Cy4acHOi iH(opmariiiHoi Oe3neku, HaOyBae
KPUTHYHOTO 3HAYEHHS B YMOBAaX CTPIMKOTO PO3BHTKY LH(POBUX TEXHOJOTii.
CyuacHi peastii BUMararmTh HaQIHHUX PilllCHb A5 3a0€3MeueHHs KOH(IICHITIHHO-
CTi, HUIICHOCTI Ta AOCTYMHOCTI JaHuX. OKpiM 3aXHCTy €JIEKTPOHHUX KOMYHIKallii
1 iHpopMaLiifiHUX cucTeM, MMPYBaHHS 3MIIHIOE JOBIpY MK y4acHHKaMH (-
poBoro cepeznosuina. OOCAT eIEKTPOHHOTO 00MiHY iH(MOPMAIII€I0 TOCTIHHO 3poc-
Ta€, TOMy KpUnrorpadiyi MpOTOKOJIH rapaHTYIOTh 3aXKHCT MEPCOHANBHUX aHUX,
(iHaHCOBY Oe3meKy Ta 30epeeHHsT KO-MEpUiHHOI TaeMHUII. 3aBISKH CY4acHUM
cucreMaM mU(pyBaHHSI MOKHA He JIMIIE 3a0e3Meun-TH 3aXUCT iHdopMarlii, ane i
nepea0aYnTH TMOTEHINHHI 3arpo3d, MIiHIMI3YIOUH pPHU3WKH HECaHK-I[IOHOBAHOTO
JOCTYIy 110 TaHHX.

Kpunrorpadis, sk Hayka mpo 3aXuCT iHpOpMalii, MOCTIHHO PO3BUBAETHCH,
pearyroouu Ha HOBi TEXHOJIOTIYHI BUKIUKHA. OJHUM 3 KIIFOYOBUX HAIPSIMKIB i1 eBO-
JIOIIIT CTaJI0 yAOCKOHAJIEHHS KIIACHYHUX METOJIIB MM(PYBaHHS, a cCaMe CUMETPH-
YHI Ta ACHMETPUYH] alTOPUTMH.

CHuMeTpHUYHI aNropuTMU MHU(PYyBaHHS — 1€ METOJH, ¥ SKAX OJUH 1 TOH ca-
MU K04 BUKOPUCTOBYEThCS SIK JUI IH(PyBaHHs, Tak 1 Juisd po3mnpyBaHHs
naaux. OCHOBHUM TPHUHIIMIIOM € CITiTbHE BOJIOJIIHHS KJIFOUEM MiXK BiJNpaBHUKOM
1 ofmepxyBadeM. J[0 OCHOBHHX CHMETPHYHMX aJTOPUTMIB INU(PYBaHHS BiJHO-
carees AES, DES, ta ChaCha20.




AES (Advanced Encryption Standard) craB Mi>KHApOJHHM CTaHIAPTOM He-
pe3 cBoro e(peKTUBHICTD i HAAIWHICTD, TaK SK BiH HIATPUMYE Pi3HY JOBKHHY KITIO-
ga: 128, 192, 1 256 6iT, o poOUTH iX CTIHKUME 70 370MYy.

DES (Data Encryption Standard) BBaskaeTbCsl 3acTapiliiM uepe3 HEBEIHKY
JOBXHUHY Kimoda (56 0iT).

ChaCha20 craB nomyJsipHUM y MOOUTPHHUX HOAATKaX 3aBISKH BUCOKIH IIBU-
JKOCTI Ta e(EeKTHBHOCTI B MPUCTPOSIX 13 HHU3BKMM EHEPrOCIIOKUBAHHSIM.
ChaCha20 ¢yHKIiIOHY€e HIIIXOM CTBOPEHHS KIFOUOBOT'O IOTOKY, SKUM TeHEepy-
€ThCSI 3 BUKOPUCTAHHAM 256-0iTHOTO KIto4a, 64-0iTHOro nonce (0JHOPa30BOrO
yrcia) Ta 64-0iTHOro JiunibHUKA. [lel KIF0UOBHI MOTIK KOM-OIHYETHCS 3 BifIK-
PUTHM TEKCTOM 3a J0MOoMOrorw moditoBoi omepamii XOR, 110 m03BoJsIE OTpH-
MaTH 3amudpoBannil TekcT (mmdporekct). [Iporec XOR monsrae y BUKOHaHHI
onepamii BU-KI0YHOr0 ABO MiX KIFOYOBHM MOTOKOM 1 BiTKPHTHM TEKCTOM, 3a-
Oe3medyoun HaailiHe MH-(QpyBaHHS Ta MOXKIIUBICTh 3BOPOTHOTO JCIIH(PYBaHHS.

3aBIsSIKM IPOCTOTI O0YHCIICHh CHUMETPHYHI aITOPUTMH € 3HAYHO IIBHIII, IO
€ 0CO0-MBO BOXJIMBUM Ul pOOOTH 3 BEIMKUMH OOCSTaMM JaHHX. Takok BOHU
MOTPeOyIOTh MEHIIE OOYHCITIOBAIBHUX PECYPCIB, MO POOHUTH X ONTUMAIBLHUMHU
U1l oOMekeHnX cepeloBuil, Takux sk [oT abo moOinbHI mpuctpoi. Cama peai-
3alisl CUMETPUYHMX aJrOPUTMIB BBAKAETHCS MEHII CKJIAJHOIO, IO 3MEHIIYE
WMOBIPHICTh TIOMHJIOK Y KOJI.

I[pore, nanHi MeToM MAtOTh CBOi OOMEXEHHsI TaK SIK OOMBI CTOPOHH OBHH-
HI MaTH JIOCTYI JO OJHOTO 1 TOrO CaMOro CEKPETHOro KI4Ya, L0 YCKIIAJHIOE
fioro OesmeuHy mnepemady Ta 30epiranHs. KoxHa mapa KOpHCTyBadiB moTpedye
OKpeMHMH KIFo4. Y BEJIMKHX CHCTEMax IIe CTBOPIOE 3HAUHY KUIBKICTh KIIOYIB, SIKi
MOTPiOHO YMPaBIATH dYepe3 IO BHHHUKAE CIa0KiCTh y MacimTaOyBaHHI ITaHOTO
MeToy. CHMETpHYHI aNrOpUTMH HE TO3BOJSIOTH peani3yBaTé (YHKIIIL, sIKi MiAT-
BEPKYIOTh aBTCHTHUYHICTh BINMpPaBHUKA, TaKi SK HMA(POBI MiANHCH 1 SKIIO CEK-
peTHHH K04 OyIe CKOMIIPOMETOBAHO, BCi JaHi, 3amm(poBaHi UM KITIOYEM,
CTaHYTh JOCTYIHUMH AJIS 3I0BMUCHUKA.

AcHMeTpUYHI aNropuT™My IKUGPYBaHHI — 1€ METOAHM, 1[0 BUKOPHUCTOBYIOTh
napy KJIOUiB: BIIKPUTHH KJII0Y JJIst IM(PYBaHHS AaHUX 1 3aKPUTHI KITIOY JUIs 1X
posumdpyBaHHs. Binkputuii Kiro4 MOXKHa BUIBHO MOIIMPIOBATH, TOJI SK 3aKpH-
THH Mae 3anumaTucs KoHiaeH-miianM. [lel miaxin Bupimrye nmpobiemy Oe3mned-
HOTO OOMIHY KIJIFOYaMH, BJIACTUBY CHMETPHUY-HUM MeToaaMm. Jlo acMMEeTpUYHHX
anropuT™MiB mudpysaHnHs BigHocaTees. RSA, ECC, DSA, tam Diffie-Hellman.

RSA (Rivest-Shamir-Adleman) € oauH i3 HARMOMIMPEHILIMX AITOPUTMIB, 3a-
CHOBaHMH Ha CKJIAJHOCTI (paKTOpH3allil BEJIMKNX YHCEI T BUKOPUCTOBYETHCS AJIS
mmpyBaHHs JaHUX, TUPPOBUX MiINHCIB 1 00MIHY KIIFOUaMH.

ECC (Elliptic Curve Cryptography) B CBOIO 4epry CIHpPaEeThCsl HA MaTeMaTH-
YHI BJIACTH-BOCTI eNMiNTHYHUX KpuBuX. el anroputm 3abe3nedye BUCOKY Oe3re-
Ky IIpH MEHIINX po3Mipax KIo4iB mopiBHAHO 3 RSA, mo pobuts #oro edexrns-
HIITUM JIJ151 OOMEKEHUX CepPEIOBHUIII.
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DSA (Digital Signature Algorithm) npusnadeHunit a1 cTBOpeHHS MU(YPOBHX
MAHACIB, M0 3a0e3nedye aBTeHTU(IKAIIIO Ta IUTICHICTD JaHUX.

Diffie-Hellman- BukopucToByeTECS 17151 6E3METHOTO OOMIHY KITFOYaMK uepe3
He3axXW-IIEH] KaHaJIH.

[Ipu BUKOpHCTAaHHI aCHMETPUYIHHX AJITOPUTMIB HE MOTPiOHO TIepenaBaTH 3a-
KPHUTHI KIFOY; BUKOPUCTOBY€ETHCS JIMIIE BIKPUTHH KIIOY, SIKUI MOXke OyTH HO-
cTynHuit myOmigHo. OMH BIIKPUTHH KJIFOY MOXKHa BHUKOPHUCTOBYBATH JUIS B3ae-
MoJii 3 6araTbMa KOpUCTYBa4aMH, LIO 3MEHIIY€E KUIbKICTh HEOOXITHHX KIIIOYIB.
Takox acMMETpUYHI aNrOpUTMH JI03BOJISIIOTH CTBOPIOBATH LU(POBI MiIMHUCH, SIKI
MATBEPAKYIOTh aBTEHTHYHICTh BiJlIPaBHUKA Ta LUTICHICTh JaHMX, IO BUKOPHC-
TOBYIOTBCSI B 0araTboX CIEHapisiX, TakuX sK MuppyBaHHs, aBTeHTH]IKaLisA, 00-
MiH KIIF0YaMH Ta TAPPOBI i ITHCH.

AcuMeTpHYHI anroOpUTMH MOTPEOYIOTH OiNBIIe OOYHCITIOBABHUX PECYpCiB
TaK SK OOYMCIICHHS B aCHMETPHYHMX AITOPUTMAX 3HAYHO CKJIAJIHIIII H MOBIIBHI-
I HIK y CHMETPHY-HUX, IO POOUTH iX MEHII e(peKTUBHUMH IS MUPPYBAHHS
BEJIMKHX OOCATIB AaHWX, IO MOXe OyTH MpoOIeMOI0 s MIPHUCTPOIB 13 HU3BKOIO
MOTYXHICTIO, TakuX sk loT. Besmeka maHWX anro-puTMiB IpsSMO IMPOMOPIIiifHA
JIOBXHHI Kitoua. J[yis 3a0e3nedeHHs CTIHKOCTI 10 aTak MOTPiOHI OB KITFOYi, 110
301IIbIIy€ OOYKCITIOBAIBHY CKJIAIHICTb.

I3 po3BUTKOM IH(PPOBHUX TEXHOJOTIH 1 3POCTAHHAM KiJIBKOCTI JaHUX, SIKi Te-
penaroThCs Ta 30epiraloThesl B €IEKTPOHHOMY BHUIVISAIL, MIH(PYBaHHS CTalo KpH-
TUYHO Ba)XXJIMBUM THCTPY-MEHTOM JiIs 3a0e3neueHHs] KOH(DIASHIIHHOCTI, HiTiCHO-
cti Ta moctymHOCTi iH(opMariii. Po6oTa Haj yI0CKOHAICHHSIM CHMETPUYHUX Ta
ACHMETPUYHUX aJTOPUTMIB € OCHOBOKO PO3BHUTKY LU(-poBOi Oe3mexu. BoHa mo-
3BOJISIE aIaNTyBaTH KPUNTOTpadiro 10 HOBUX BHKIHUKIB, 3aXUIIATH iHQOPMAIIIO B
yMOBax Tio0aimizalii Ta TEXHOJOTIYHOTO Mporpecy, 3ade3ledyrodn HaXiiHUHA
3aXUCT JaHUX JUIS CYCIIIBCTBA, Oi3HeCy it ypsIOBHX CTPYKTYD.
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Abstract. The paper reviews the principles of developing a system for hardware
generation of true random numbers. The structure of the hardware and the interaction
protocol between system elements are considered. The hardware and software of the
system have been developed. An analysis of the degree of randomness of sequences of
numbers obtained in different modes using a set of statistical and visual tests was carried
out. Recommendations are provided on the features and evaluation of the effectiveness of
the use of hardware generators as part of information protection systems.
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Anomauia. Y pobomi po3enamnymo npuHyunu po3pooxu cucmemu anapamuoi eeHepa-
yii sunaokosux yucen. Posensnyma cmpykmypa anapamuoi yacmuHu ma npomoko. 63dae-
MOOIi okpemux enemenmie cucmemu. Pospobieno anapamue ma npoepamue 3abe3neyenns
cucmemu. Ilposedeno ananiz cmynens unadko8ocmi nOCAi008HOCHell Yucel, OMPUMAHUX
V PI3HUX pedrcumax 3a 00nomo2olo Habopy cmamucmuynux i eizyanvHux mecmis. Hadarno
peromenoayii woodo ocobaugocmelt ma OYiHKU eheKMUEHOCI BUKOPUCAHHS ANaAPAMHUX
2eHepamopis y CKAadi cucmem 3axucmy iHgpopmayi.

Kntouosi cnosa: Anapamna cenepayis, 6unaoko8i ucia, 2eHepamop, CUCmemu 3axu-
cmy inghopmayii.

B cydacHuMX mpuKIaIHUX HayKax IIMPOKO 3aCTOCOBYIOTHCS BUII4IKOBI YMC-
na. e Taki ramysi, sik kpunrorpadisi, 3aXucT iHpopMallii, CTaTUCTHKA, YUCEIbHI
MeToH, rpadika, KOMIT' IOTEpHI irpu, TECTyBaHHs, iMiTalliiiHe MOJEIIOBAHHS 1 T.1.
[Tpu oMy, icCHy€ IBa OCHOBHHUX TiJIXOJH JJIsl OTPUMAaHHSI BUNAAKOBUX YHCE:

— 'eHepyBaHHs IICEBJIOBHIIAIKOBUX YMCEJ 32 JOMOMOIO0 CIElialbHUX al-
ropuTMiB abo Tabnuiub. [Ipu OIHAKOBOMY IOYAaTKOBOMY HAaJalITyBaHHI Oyxe
OTPHMaHO Ty CaMy IIOCIIJIOBHICTh uuceld. Tako, Taki MOCIiIOBHOCTI MOBTOPIO-
I0ThCS Yepe3 MEeBHUH mepio. J{i1s BUKOPUCTaHHS TaKHX aJITOPUTMIB He TIOTPiOHO
JIOZIaTKOBE arapaTHe 3a0e3ledeHHs, aJlTOPUTMH IMOPIBHAHO INBHAKI Ta (YHKII
reHepaii NpucyTHI y OLTBIIOCTI MOB ITPOTpaMyBaHHS BUCOKOTO PiBHS.

— Bukopucranss crienianbHUX anapaTHUX NPUCTPOIB, MO TeHEPYIOTh ICTHH-
HO BHITI3/IKOBI YHCJIa Ta MPOTPaMHOTO 3a0E3NeUeHHs, 1110 MOXE IPANIOBaTH 3 Ta-
KAMH TPUCTPOsIMU. J[isi reHepyBaHHSI TaKd HPUCTPOI, SIK MPABHJIO, BUKOPHCTO-
BYIOTH IIyMOBHII CUTHAJ BiJf OMHOTO UM IEKUTBKOX JDKEPEI, M0 Onnu(pPOBY€ETHC i
OTpUMaHe 3HAYCHHS BHKOPUCTOBYEThCS abO JUISi MOYATKOBOIO HaJAIITyBaHHS
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TTOCTITOBHOCTI IICEBAOBUIIAIKOBUX YHCEI, 200 Y SKOCTI 4ePrOBOTO BHITAJKOBOTO
qHcIna.

— Po3po0Oka Ta mociimkeHHs 3ac00iB U TeHepyBaHHS BUITAJKOBHUX Ta IICEB-
JOBUITAAKOBUX YHUCEN € JOCHTh AKTYaIbHOIO IPOOIEMOIO.

Memoto pobomu € NOCTIIHKEHHS SIKOCTI TTOCITITOBHOCTEH BUITAKOBHX YHCEII,
OTPUMYBaHHX 3a JOIOMOTOI0 allapaTHUX I'€HEPaTOpiB iICTHHHO BHUMAJKOBHX YH-
cell 3 BUKOPUCTaHHSM PI3HHUX JPKEpell IIyMy.

B po0oTi npoBeieHo aHaii3 Ta BUOIp JrKepera IIyMOBOTO CHTHAITY JUIs ara-
paTHOro reHepaTropa iCTHHHO BHIIAJKOBHX YMCEN. 3a HOTro pe3ysbTaTaMM IpOIo-
HYETBCSl BUKOPUCTaHHS JABUHHOTO Ta aTMOC(EpHOro Jpkepel mymy. JlaBuHHUI
mIyM y crabimiTpoHax abo crieniani3oBaHuX HIYMOBHX Ai0oJax € MOMYJSPHUM Ta
HEJIOPOTHM JDKEPEIoM eHTpomii. Take mkeperno myMy 4acTo BUKOPUCTOBYETHCS B
IIPOMHCIIOBUX 3pa3kax amapaTHUX I'€HepaTopiB BUITAJKOBHX YHCEN ad0 CHUTHAIB.
ATMocdepHe mKepero myMy, Uil OTpUMaHHS SKOTO MOKHAa BUKOPHCTaTH pajio-
mpuiiMad, € OUTBII TOPOTUM PIlICHHSIM, alle T03BOJIsE 30UTBIINTH IIBUAKICT Te-
Hepanii BUMaAKOBUX YHCEL.

[ToGynoBaHO CTPYKTypy amapaTHoOi Ta mHporpamHoi 4acTuH. Po3pobieHo
MIPOTOKOJI B3a€EMO/Iii OKPEMHUX EJIEMEHTIB CUCTEMHU, 3alPOIIOHOBAH] PEXXUMHU I'eHe-
PYBaHHS BUIIaJKOBUX YHCEJI, PEali30BaHO anapaTHe Ta MporpaMHe 3a0e3IeyeHHs
CUCTEMH.

B cucteMi MOXyTh BUKOPHUCTOBYBATHCS JIEKUIbKA PI3HHX amapaTHUX IpH-
CTpOiB, B T.4. OAHOYACHO. [IpHCTpOi MOXYTh BHUKOPHUCTOBYBaTH Di3HI JpKepela
mymy. KoxxHuil mpucTpiil miakiro4aeTbes A0 MOPTY KOMIT IOTEpa 3a I0IOMOrok0
mocTiToBHOTO iHTepdeiicy. B3aeMoito 3 KOKHIM MPHUCTPOEM TIO iHTEpdeiicy Ta
YOpaBIiHHS HOTO POOOTOI0 Ha 0Ol KOMIT FOTepa BUKOHYE CIIEIialbHO po3podie-
He TporpaMHe 3a0e3rnedeHHs — ciry>k0a reHepanii BUnaakoBux gyucen. [Ipuxmamni
MIPOTPaMHu JJIsl OTPUMaHHS BUIAIKOBHX YHCEJI 3BEPTAIOTHCS JI0 CIIYXKOH.

Jln1s OTpUMaHHs OHOTO ABIHKOBOTO PO3psiAy BHIIAJKOBOTO YMCIA, IPUCTPii
BUKOHY€ NEPETBOPEHHS aHAJIOTOBOI BEJIMYMHH aMILTITYH IIyMOBOT'O CHTHATY Ta
MOPIBHIOE OTPHMAaHE JIMCKPETHE 3HAYCHHS 3 BU3HAYCHUM 3a3]1aJIeTi/[b TOPOTOBHM.
SIKII0 3HAYeHHs OLIBIIE MOPOroBOro, TO MOTOYHHMU OIT BHUIAJKOBOTO YHMCIIA
npuiiMaeTsest piBHUM 1, iHakme — 0. TakuM yuHOM, 17151 POPMYBAHHS YUCIIA PO3-
PAAHICTIO N, TOTPIOHO BUKOHATH h Takux omepariii. [loporoBe 3HaueHHS BU3HA-
Ya€eThCsl eKCIIEPUMEHTAIBHO Ha eTalll TeCTyBaHHsI MPUCTPOIO.

I'enepyBaHHS ICTHHHO BHIQJIKOBHX YHCEN NMOTpeOye 3HAYHOTO yacy (3a Mi-
POIO KOMIT'IOTEPHOI cucTeMu). Y BHIAKy FeHepallii IOCIIiI0BHOCTI IICEBIOBUIIA-
JIKOBUX 4YHCEJ, B SKOCTI ITOYaTKOBOT'O HaJalITyBaHHS TeHeparopa Moxe OyTH
BUKOPHCTAaHE ICTHHHO BHIIQ/IKOBE YUCIIO. B 1IboMy BHIaAKy Ipoliec reHepyBaHHs
HACTYITHHX €JICMCHTIB ITOCIITOBHOCTI BiiOyBa€eThCs Ha Ooti ciayx0u reHeparii. B
CHCTEMI peai30oBaHO aJrOPUTMH T'e€HEPYBaHHs IICEBIOBHIAAKOBHX udncen BBS
(Blum-Blum-Shub) [1] ta LFSR (Linear Feedback Shift Register) [2]. Cucrema,
1LII0 BUKOPHCTOBYE anapaTHUI reHepaTop, MPaIfoe B HACTYITHUX PeXHUMaXx:



— TeHepyBaHHs YepProBOTO ICTHHHO BHITIAIKOBOTO YHCIIA;

— II0YaTKOBE HAJAIITYBaHHS TeHeparopa 3a airopurMom BBS;

— TeHepyBaHHs YeproBOro MCEBJOBUIIAAKOBOTO YHCTa 32 anroputMom BBS;

— IO0YaTKOBE HAJANITYBaHHS reHeparopa 3a anroputMoMm LFSR;

— TeHEepyBaHHS YeProBOTO IICEBOBUIIAIKOBOTO Yrcia 3a anroputMom LFSR.

IIpoBeneHO MOPIBHANBHUI aHANI3 SKOCTI HACTYITHUX IIOCIIJOBHOCTEH YHCEIT:

— NICHO BHIAJKOBUX YHCEJ, OTPUMaHHX 3a JOMOMOIOI0 IPHCTPOIO 3 JDKE-
pENIoM JIaBUHHOTO IIYMY Ha OCHOBI CTa0UITPOHY (L0 po3poOJIsSiEThCS B JaHii
pobori);

— NIHCHO BWITQJIKOBHX YHCEJ, OTPUMaHHUX 3 aTMOc(epHOro mymy 3a Jomo-
MOTo10 cepsicy [3];

— TIOCTIiIOBHOCTEH IICEBIOBHUIAIKOBHX YHCEN, OTPUMAHHUX 32 aITOPHTMAMHU
BBS i LFSR 3 mouaTKoOBUM HaJalITyBaHHSIM MiCHO BHIAJAKOBUMH YHCIAMH 32
JOTIOMOT OO TIPHCTPOIO (IO PO3POOIAETHCS B TaHiil poOOTi).

CryniHb BUITaZKOBOCTI IIOCIIITOBHOCTEH YHMCEN OIHIOBATACS 32 JIOTIOMOTOIO
keticy craructudanx TectiB NIST [4]. JIns mpoBeneHHs TeCTyBaHHS OTPHMAaHO
YOTHUPH MOCTITOBHOCTI (IT0 OJHIM KOKHOTO THIY, IO BKa3aHi BHIIE), SKi CKJIaaa-
toThest 3 20000 6IT KoXHA. 3a pe3ybTaTaMH TECTYBaHHs BHIHO, IO BCI BITHOCHO
KOPOTKI ITOCJIIIOBHOCTI MAlOTh XOPOIIi NOKa3HHUKH.

Takox, Ui Bi3yalbHOI OLIHKH CTYIEHIO BHIAJIKOBOCTI, 0yJI0 BUKOPHUCTaHO
rpadiuyHui TecT, 3a JOMOMOTOI0 SIKOTO MOXHA CHOCTEpIraTu HasBHICTH (a0 Bij-
CYTHICTb) Bi3yaJbHHUX MaTEPHIB B JIBINKOBHUX MOCIHIIIOBHOCTSX. B nanoMmy BHnajiky
300paxkeHHst ckianaeTbes 3 141*141 mikceniB. B pesynbraTi, HA OTpUMaHUX 30-
Opa’keHHSX ICTOTHHX HAaTEePHIB HE CIIOCTEPIraeThCsl. TaKUM YHHOM, BCI MTPECTaB-
JICHI MTOCTITOBHOCTI BHITQAKOBHX YHCEN YCITITHO IPOXOIATh Bi3yadbHHI TECT.

Bucnoseku. Pesynpratn mpoBeneHux TectTiB 3 Habopy NIST Ta BizyanpHHX
TECTIB TOKa3aJH, IO BCi OTPHMAaHi MOCTIJOBHOCTI YHCE]I MalOTh O3HAKH BHIIA[I-
KOBHX. TakuM YMHOM, B JI0JaTKax 3 IMiJBUIICHUMH BUMOTaMHM JI0 IIBUIKOMI1, BH-
KOpPHUCTaHHS 3aIIPOIIOHOBAHOI CHCTEMH B PEXHMMi IeHEPyBaHHS IICEBIOBHUIAIKO-
BUX 4Kcel (3 JiiiCHO BUIIaJKOBUM HaJalITyBaHHSIM) € BUNpaBaaHuM. OjHaK 3po-
3yMIJIO, IO JJIsl OTPUMAaHHS OUIbII MOBHHUX PE3YJIbTATIB OLIHKU CTYIECHIO BUMA/-
KOBOCTI, BAPTO OIEPYBATH MOCTIJOBHOCTSAMH OLTBIIOT JOBKHHH.
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IHTEr'PALIA KPUIITOTPA®II TA CTETAHOT'PA®IL'Y CYYACHHUX
IHOOPMANIMHUX CUCTEMAX: AHAJII3 TIPOT'PAMHUX PIIIIEHb

Tzop TAJTHI[bKHH
Temana JIABPUK
Cymcokuii /lepicasnuii Ynisepcumem, Cymu, Ykpaina.

Abstract. In a world where cyber threats are on the rise, new approaches to
information security are needed. One of the effective methods is the integration of
cryptography and steganography. This paper analyzes software solutions for crypto-
stegographic systems, investigates their capabilities and limitations.

Keywords: cryptography, steganography, analysis, LSB method, crypto-
steganographic system.

Anomauia. YV cyuacnomy ceimi 3pocmanns Kibep3azpo3 6UumMazae npoeaoNCcenHs Ho-
6ux nioxodig 015 3abesneuenuss besnexu iHgopmayii. OOHum i3 eghekmusHUX Memoodig €
inmezpayis kpunmoepaii ma cmezanocpagii. ¥ yiti pobomi npogedeno ananiz npoepam-
HUX pilleHb Ol KPUNMO-CMe2anoepapiuHux cucmem, OOCIHIONCEHO IX MONCIUBOCMI MA
0OMedcenHs.

Kntuoei cnoea: xpunmoecpaghia, cmezanoepaghia, awnaniz, memoo LSB, xpunmo-
cmezanozpagpiuna cucmema.

Kpurro-creranorpagivsi cucTeMH € CHHEPTeTHYHUM IIO€HAHHAM KPUIITO-
rpadivHuX 1 cTeraHorpadiuHUX METOIB T 3a0e3edeHHs] KOH(]iIeHIIHHOCTI Ta
3axucry iHpopmamii. Kpunrorpagis meperBoproe nmani y 3ammdpoBany dopmy,
HE3pO3yMLTy U CTOPOHHIX, TOAL K cTeraHorpadis MPUXOBYE iX y HOCIAX, TAKUX
sk 300paxkeHHs abo ayaio. Takuil miaxin 103BoOJIsiE CTBOPIOBATH OaraTopiBHEBHI
3aXHCT, 1€ HaBiTh y pa3i KOMIPOMETAIii OJTHOTO PIBHS 1HIIHIA 3aIUIIAETHCS eeK-
TUBHHM.

[Mpouec iHTEerpaii po3MOYMHAETHCS 13 MHU(PYBAHHS BIAKPUTOTO TEKCTY 32
JIOIIOMOT'0I0 CUMETPHYHHX 200 acuMeTpu4Hux anroputmis. [Ticis nporo 3ammd-
pOBaHMI TEKCT BOYIOBYETHCS y (alil-HOCIH 3a JOIOMOTOI0 METOMIB CTEraHOTpa-
¢ii. Hanpuknan, LSB-BcraBka 103BOIIsIE IHTETpYBATH JlaHi y HaMEHII 3HAUYIIi
OiTH miKcesiB 300pakeHHS, 110 POOUTH 3MiHM IMPAKTUYHO HETOMITHUMH IS
JIFOJICBKOTO OKa.

OcHOBHa IiepeBara Kpunro-creraHorpadii mossirae y 3abe3redeHHi ogHOYa-
CHOi TAEMHOCTI JaHHWX Ta iXHBOI HemoMiTHOCTI. Lle imeambHUI IHCTPYMEHT IS
nepenadi KoHpigeHmiHHOI iHQopMaIlii B yMOBaxX CydaCHHX 3arpo3, TaKHX SK Ie-
PEXOIUICHHS ITaHUX Y BIIKPUTUX Mepexax. [HTerpaiiisi uX JBOX METO/IB JI03BO-
JI€ CHCTEMaM alalTyBaTHCS 10 PI3SHOMaHITHUX CI€HapiiB Oe3neku, 30KpeMa IS
3aXUCTYy KOPIOPATHBHHUX 200 0OCOOMCTUX JTAaHUX.



PisHOManiTHHI Habip KpUNTO-cTerorpadigHMX CHCTEM, TOCTYIHUX ChHOTOJ-
Hi, CHIeNiaJIbHO PO3POOIICHNIA I 3aJ0BOJICHHS Pi3HUX CUTYaIliil i moTpeb Oe3me-
KM, KOXKHA 3 SKHX HPOIIOHYE YHIKaIbHI (YHKIIOHAJIbHI MOMJIHMBOCTI Ta MOTECH-
uiftai cdepm 3acrocyBaHHA. [ma aHamizy Oymno oOpaHO YOTHPU CHCTEMHU:
OpenPuff, Steganos Security Suite, SilentEye i DeepSound. Born nreMoHCTpyIOTH
pizHi miaxomu mo iHTerparnii kpunrorpadii Ta creraHorpadii, a TaKOX Opi€HTOBa-
Hi Ha pi3Hi cleHapii BAKOPUCTaHHS.

OpenPuff (puc. 1) miatpumye mmpokuit cnektp ¢opmariB HociiB (300pa-
JKCHHS, ayJIi0, BiZIcO, JOKYMEHTH) 1 3a0e3Ieuy€e BUCOKHIA PiBEHb OC3MEKU 3aBISIKH
OararopiBHeBiil apxiTekTypi. OCOOJIHUBICTIO € METOJ HEIOCIiIOBHOTO IPHXOBY-
BaHHs, J¢ 3alIu(poBaHi JaHI PO3MOIUIAIOTECS MK KinbkoMa daiimamu. Lle
YCKJIaTHIOE BiHOBIICHHS iH(pOpMaIii HaBiTh 32 YMOBH YaCTKOBOi KOMIIPOMETAIii
HOCISL.

o OpenPutt va,01 - Data Hiding %4
(1) It 3 unconelated data passwords (Mine B, Mac 32) | 1 (2) Data (Max 256Mb)
Cryplography A ) i| (8) T arget Blowie
Sciambing  (C] ] Enatle(B) ¥ € W See 0 bye

Pasewords check Paseveord (A (8] C | too shod

(4) D# salachion ophions

HEXY ) = Haming dtance (X )Y ) 2= 265

o 8 dgpp (Steam)

- 4 AN (Audio)
podachion |Oie W
Hl ) € ,:“-' ey l/ Ié’:" ": b;'l " Shalf o 5 “l'm“‘l lllllM)P'
(Name) Sort by name / [Bytes) Sort by byles S huillle I v B Fiv (Stroom)

N Jpog (Image)
+ k2 Mp3 (Audio)
8 Mp4 (Stoam)
8 Mpg 1211 {Stoam)
) Next/Sun [Audio)
+ N Pox [Image)
o I Pt (File)
5 Pog (Image)
‘. i Swl [Stoam)
% Tga (Image)
& Vob (Steam)
£ Wave (Audio)

[ Nare [ Bylos Chain Ordes |

(1) Move up selected / (+] Move down selected / [Del] Delets telected

AMd | Selected/ Tow Resol Options AddDecoyl | Hide Datal |

i’I/ICYHOK 1 — InTepoeiic mporpamu OpenPuff ams mpuxoByBaHHS JaHUX

Steganos Security Suite (puc. 2) NIponoHye KOMIDIEKCHUH MiAXiA 10 3aXHUCTY
inopmanii, noeaHytoun mudpysanns Ta creranorpadiro. i kmrouosi dymkiii
BKITIOYAlOTh CTBOPEHHS «BIPTyaNbHUX ceidiB» ans 30epiraHas KoHOIASHIIHHIX
JMAHWX 1 3HUMIEHHA (ailniB 3a gomomoroio nudposoro mpexaepa. OkpiM 1mboro,
Steganos m03BoJIsI€ BUIAIATH ITUPPOBI Cinian, 3a6e3meuyrodn KOHQiIeHIIHHICTh
KOpHUCTYBaya.
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5 Tagwen Frway e - »

steganos

Privacy Suite*

Safe Password Managet
a Q I : I
rredoe TucrOesrechor Copt &t
Frives Fowanen Portakie Sate Privaiy
° ey ? ey

PucyHok 2 — InTepdetic Steganos Security Suite 3 iHCTpyMEHTaMH 3aXHCTY

SilentEye (puc. 3) cnenianizyetbcs Ha 0a30Biif cTeranorpadii 3 BHKOpHC-
taHHsIM LSB-meronmy s 300paxkeHsb i aymiogaiiniB. [HCTpyMeHT Mae 3pydHUit
iHTepdeiic i mAXOIUTH U OCBITHIX Hijel a00 MOOYTOBOTO BUKOPHUCTAHHS, JIC HE
noTpibeH BHCOKMH piBeHb Oe3neku. IIpore, mpocToTa IBOTO MiAXOIY CTBOPIOE

BPA3JIMBOCTI IO Cy9aCHUX METOJIiB aHAJI3y.
A | e Encooe mescage  Cutenamivsraton 1161752320068, Preidalig %
Medlia's excodiong format 1 FES < W

ynare
Lemmance yene (k) e — (fe0
IPEG ausbty [ro0%
Heater pruton [eap -
Pangstennn (et yo TV hiw
Desmmanon 1[C Alsern/Aamsstrator/ o)
¥ 1 ity e m
Write & message av select a ik te hde, = 10031 £248 sctees swatats

TRTTIITOM P e Y 18103300008 Presde gy | Q) 1

° Decode ,? Property i Encode
-

ChwSat PR ol B | Dradde svrpin ¥ Compres ety Q. Ceed . Encode |

Pucynok 3 — Intepdeiic SilentEye muist kogyBaHHS OBIJOMIIEHb Y 300pa)KeHHS

DeepSound (puc. 4) cnenianizyeTbcs Ha NPUXOBYBaHHI JaHUX y ayniodaid-
nax i3 migrpuMkoro ¢opmarieB MP3 ta WAV. I'onoBHa nepeBara — MOKIIMBICTh
3axMIIaTH 3amudpoBaHi naHi 0e3 BIUIMBY Ha SIKiCTh 3BYKY. DeepSound minxo-
JIUTH JUTS 3aBJaHb, JI© BAXXIIMBA HEMOMITHICTh iH(OpMAIIii, ae METOAH CIIeKTpa-
JIBHOTO aHANi3y MOXKYTh CTAHOBHTH 3arpo3y.



I (e ar—

St amdey e bervihasmmeat)

it

AN

| |

Pucynok 4 — Iatepdeiic DeepSound amst BOymoByBaHHs (hailiiB y aymio

[TpoBenenuii MOpIBHAJIBHUI aHaNi3 BKa3aHWX BHINE CTeraHorpadiuHux i
KPHITO-CTeraHorpadivHuX cUcTeM 0a3yBaBcs Ha TaKHX KIFOYOBHX ACMEKTaX, K
MiATPUIMKa (opMaTiB, METOAN MU(PPYBAHHSI, 3PYIHICTh KOPUCTYBada Ta CICIHU-
¢iuHi BHNAJKM BHKOPHCTAaHHA. Y Ta0i. | HaBEIEGHO pe3yNbTaTd MPOBEACHOTO

aHamizy.

Tabnuys 1 — IopisnsieHuil ananiz cme2anocpapiunux cucmem 3 QYHKyiamu

wuppysanms
Cucrema | IlinTpumyBani Meroau mndpy- 3py4HICTh OcHoOBHHII cIte-
¢dbopmaru BaHHS JUIsL KOpHC- | Hapiil BUKopHc-
TyBaya TaHHS
OpenPuf | JPEG, MP3, | Bararoanroputmi- ITomipHa Brockonanene
f MP4, PDF, inmii | 4yne, Gararomiapose MPUXOBYBaHHS
¢dopmaru i pyBaHHs JaHUX Ha pi3-
HUX HOCISIX iH-
¢dopmarii
Steganos | Lupoknit 256-6itonit  AES, | Bucoka [loBHa koH(I-
Security | cmekTp, BKIIO- | ABO(aKTOpHAa  aB- JEHIIHHICTD 13
Suite Yaoyl  BJACHI | TeHTH]iKawis 3amm(ppoBaHu-
¢dopmaru MU ceiidamu
Silentey | JPEG, BMP, | AES-128, AES-256 | Bucoka Basosa crerano-
e WAV, obmexe- | (OIIioHaIbHO) rpadis Juis
Ha  MATPUMKA OCBITHIX LIIEH
BiZIe0
DeepSou | MP3, WAV, | AES-256, momat- | ITomipua Aynio creraHo-
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nd FLAC KOBUI 3axucT ma- rpadist 3 BuCO-
POIBHOIO (pazoro KAM CTYICHEM
mupyBaHHS

AHaiti3 IpoaeMOHCTPYBaB, M0 BUOIp CHCTEMH 3aJICKHUTh BiJl 3a7a4 KOPHUCTY-
Baga: OpenPuff 3a6e3meuye Brcokuii piBeHs O€3MEKH I KOPIIOPATHBHOTO BUKO-
pucranns, toni sk SilentEye i DeepSound miaxonsTe i mpuBaTHUX MOTped i3
MEHIIIUMH BHMOTaMH JI0 3aXHUCTy. Steganos Security Suite 3anmimaeTscs yHiBep-
CaJIbHUM 1HCTPYMEHTOM JUIS YIIpaBIiHHS KOH(]ieHIIITHOO iH(pOopMalli€eto.

Y nojanpOIoMy IJIaHYETHCS PO3POOHMTH BJIACHY KPHUITO-CTEraHorpadiyHa
cucteMa, 1o Oynae crmpatucs Ha iHTerparito muppysanas AES 3i creranorpa-
¢iero LSB.

V]IK [004.67/.021]:[004.056/.051]:004.421.5
JOCJIJJKEHHS EOGEKTUBHOCTI IPOCTUX
CTETAHOTPA®IYHUX METO/IB OBPOBKH [IU®POBUX
30BPAYKEHD I3 BAKOPUCTAHHSIM TEHEPATOPIB
MCEBJOBUIAJIKOBUX MOCIIIOBHOCTEN

Onez TOPAYHH
Izop KYPABEJIb
Hauyionanvuuii ynieepcumem «/Ivsiscoka nonimexuica», m. Jlveis, Yxpai-
Ha.

Abstract. Steganographic methods of replacing the least significant bits (LSB) of
digital images have several disadvantages that limit their application. A few simple
modifications of these methods are proposed based on steganocontainer analysis and key
size minimization using a pseudorandom sequence generator (PRSG). The efficiency of the
proposed methods is analyzed in terms of detection resistance, throughput, key length, and
algorithm performance.

Keywords: steganography, contrast, contours, coding, encryption, key.

Anomauia. Cmezanocpadiuni memoou 3aminu naimenwt snauywux oimie (H3b) yu-
@posux 306padicenb marome pso HeOONIKi8, Wo 06medlcylomsb iX 3acmocyéanhs. 3anpono-
HOBAHO KIIbKA NPOCMUX MOOUQDIKAYil yux Memooié Ha OCHOBI AHALIZY CMe2AHOKOHMeliHe-
pa ma MiHimizayii posmipy Kioua 3 GUKOPUCAHHAM 2eHepamopa nces008UnaoKosux noc-
nioosnocmeti (I'TIBII). Tlpoananizosana epexmueHicms 3anponoHO8aHux memooig ujooo
cmitkocmi 00 8UABNIEHHs, NPONYCKHOI 30aMHOCI, O0BAUCUHU KAHOHUA Ma WEUOKOOIT aneo-
pummie.

Knrwuosi cnosa: cmeeanocpaghis, xowmpacm, KOHMypu, KOOY8AHHS, WUDPYEAHHS,
KIHOY.




Beryn. Tpagumiiiai cteraHorpagivuai MeToau BOYAOBYBaHHS JaHUX B MOJIO-
ami pospsian nudposux 300paxkers (H3B) € Bce me 1ocHTs TOMYISIPHAMHE, 0CO0-
JIMBO B HABYAIIBHMX LUIAX, 3BAXKAIOYH HA IX IIPOCTOTY Ta BUCOKY IIPOITyCKHY 3/1a-
THICTh Takux creranocucteM [1; 2; 3]. Ilpore, Taki creranorpagiuai Metoau BOY-
JOBYBaHHS MArOTh DS CYTTEBHX HEHOINIKIB: HU3bKa CTIMKICTh HO aKTHBHHUX Ta
TIACHBHHX aTaK, BiICYTHICTh a00 3HAYHWHA PO3MIp CTETaHOKIOYa, BUCOKHHA CTY-
IiHb TOMITHOCTI, JIETKICTb BHUSBJICHHS HAa OCHOBI CTaTUCTUYHOIO aHaNi3y 4d 3
BUKOPHCTAaHHSIM Cy4YacHHX 3aco0iB creraHoanamizy [1; 4]. Inma npobiema — 3a-
XHCT IUTICHOCTI Ta KOH(MIIEHIIHOCTI iH(GOopMaIlil y BUNIAAKY, AKII0 (GakT BOYyI0-
ByBaHHsI OyB BHsIBJIECHHH [2; 5].

Mera i 3aBaaHHs qociaizkeHHs. MeToro po0oTH € po3poOKa Ta HOPiBHIHHS
MPOCTHX MoudiKaIiii creranorpadivHux MeToIiB Ha ocHOBI 3amian H3b Ha oc-
HOBI aHaJli3y BUCOKOKOHTPACTHHUX Ta KOHTYPHHUX IUISTHOK CTETaHOKOHTEHHepa Ta
BHKOPHCTAHHS KIIFOYiB MiHIMAJIBEHOTO PO3Mipy Ha OCHOBI T€HEpaTopa IICEBIOBH-
nmaakoBux nociigoBHocter (['TIBIT) [6]. EdexkTuBHICTE 3aporIOHOBaHUX METOIIB
OyzeMo OITiHIOBaTH Ha OCHOBI TaKMX IapaMeTpiB: CTIHKICTH IO BUSABJICHHS, IPO-
IyCKHA 37]aTHICTh, OBXXMWHA KJII0Ya Ta MIBUAKOIIS.

Metoan nocaimkenns. Po3risiHeMo 6a30By MOZENb CTEraHOCHCTEMH, LIO
HaBeJeHa Ha puc. 1. BOynoByBanHs iH(poOpMalil BinOyBa€eThcsl NUISIXOM 3aMiHU
oxHoro abo kimbkox H3b mikceniB konteiinepa C), € C OiTaMu CEKPETHOTO MOBi-
nomnennst M; € M. Tlepen BOyIOBYBaHHSM IOBIJOMIICHHS MOXE IIiJIaBATHUCH
NpoLeAypl MONEPeHBOr0 KOAYBaHHS, HAIIPUKIAZ apXiBalii JaHUX Ta 3aBajoC-
TIHKOTO KOIYBaHHs. 3 METO 3a0€3MEeUYCHHST HEMOMITHOCTI, BOYIOBYBaHHS IOIIi-
JIbHO BMKOHYBAaTH Y BHUCOKOKOHTPACTHI, TEKCTYpHI Y 3allyMJICHI JUISHKH 30-
Opaxxennst L [4], m0 oTpUMYIOThCSI OJIOKOM BpaxyBaHHs OCOOJIMBOCTEN KOHTEH-
HepiB. 3anexHo Bix ocobnmBocreii L Ta mapamerpa noporosoro 3nauenns k; Oy-
JIEMO JMHaMiYHO 3MiHIOBaTH Kinbkicts H3B |t s BOYyqOBYyBaHHS B KOXKHY 3 KO-
nipaux kommnoHeHT R, G Ta B xonteiinepa Cf, t = 1,3. [Ipu upoMy Bpaxyemo, 1o
JOAWHA OUTBII YyTJIMBA A0 3MiHHU SICKPABOCTI 3€JICHOTO KOJBOPY, HiXK YePBOHOTO,
Ta HalfiMEHII YyTIWBa 10 CHHBbOI KOMNOHEHTH [1]. Ockijpku JIrogMHA dacTilne
3BepTa€ yBary Ha NepeiHid IaH 300paKeHHs, MH OyJIeMO BHUKOHYBATH OOXia
KOHTEeWHepa MO CHipaii BiJl KpaiB 300pa)keHHsS J0 HOro IeHTpy. AJbTepHATHUBHI
MeToau BOyIOBYyBaHHS iH(pOpMAaIil — IpsSMHI 00Xij MIKCENB cTeraHOKOHTelHepa
YM BUIMAAKOBUH X BHOIp MOXKYTh CIIPUYMHHUTH Bi3yaJIbHI 3MiHH B KOHTEHHEPI.
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Puc. 1. ba3zoBa maTeMaTtuuHa MOACJIb CTEraHOCUCTEMU

Jnst Bu3HaueHHs1 oOnacTeil BOyJOBYBaHHs OyAeMO BHKOPHCTOBYBATH HACTY-
mHi popmymu:

1 1 3
L=-(L,+L)=- E Edge(Ct, E, e;)
2 6 =1
3

+ Contrast(C], Cg, Cr)), (1)
=1

ne L, ta L, — HOpMai3oBaHi OLIHKH KOHTYPHHX Ta KOHTPACTHHX IMiKCEINiB
koHTelnepa €} (11 NpuKmamy AuB. puc. 2) AHalli3 KOHTYPiB BUKOHYETHCS METO-
nom Edge 3 BukopucTaHHAM OHOTO 3 CTaHJAPTHHX ANTOPUTMIB BUSBIEHHS Eg,
Hanpukian Kenni un Cobens, Ta mopory €;. [y o04HCIeHHS KOHTPAcTy BHKO-
pucToByeThest MeTon Contrast Ha ocHOBI Gopmynn MixenbcoHa €y U KOXKHOTO
mikcens C; j Ta CEPETHBOT iHTEHCHBHOCTI 3HAYeHb L ij B 6JI0111 CYCIJTHIX CJIEMEHTIB

LOT'O MiKCeJIst po3Mipy 3X3 Ta MOpPOros

Or0 3HAYECHHSI KOHTPACTY Cy.




2 0 e
Puc. 2. Anani3 BxigHoro konteliHepa Cy,: & — 300paxkeHHs «cat.jpg»
(128x108 mikc., 14 Kb) 6, 6 — Bu3HaucHHs KOHTYpIB L, anropurmamu Cobens Ta
Kenni; 2, 0 — Bu3Hauenns kourpacty L. mpu ¢, = 0,2 ta ¢, = 0,15; e — 3aranbHa
ominka L mys anropurmy Kenni ta ¢, = 0,15

Kopotka xapakTepucTuka 3anponoHOBAHMX MeToOAiB. Y Meronax 1, 2a,
26 (aHaii3 KOHTYpHUX L, Ta KOHTpacTHHMX AiisiHOK L. KoHTeiiHepa, dikcoBa-
He 4YM AWHAMiYHe KOIYBAaHHS, CTHCHEHHSI KJII0Ya 3 BUKOPHCTAHHAM KOIiB
I'agdmana) xirovoBa MOCIIJOBHICTE (HOPMYETHCS il Yac BOYIOBYBaHHS JaHUX.
VY metonax 3a—3B (CTeraHOHE3aJICIKHHUN aHANI3 KOHTYPHUX L, Ta KOHTPACTHHX
ainsHok L. monudikoBanoro xonreiinepa, ¢gikcoBanmii po3mip kioua) me-
pen BU3HA4YCHHSIM obnacteil BOYJIOBYBaHHS L TEBHHUM YHHOM MOAU(IKYETHCS
BXiJHMI KOHTelHep CJ, HANPUKIAZ 3 BUKOPHCTaHHAM 6iToBoi Macku Ki Ha oc-
voBi I'TIBII. logaTkoBO MOXEMO 3aCTOCOBYBAaTH IIH(PYBAaHHS JaHUX METOIIOM
0JTHOPa30BOTO OJOKHOTY (MeTo[ 3B). B miif poOOTi sIK A MOOYAOBH MacKH Kf
CTEeraHOKOHTelHepa, TaK 1 s popMyBaHHs KpunrorpadiuHoro kioua K, Oyie-
MO BHKOPHCTOBYBATH HIBHJIKI TeHEpaTOpH i3 [6] Ha OCHOBI anpokcuMariii GpyHKIii
v = 1/4/X B apudMeTnIi 3 pyXoMoI0 KOMOI0, Hanpuknaf rsqrt2dc_everyBit (1/0).
JIJist CripOoIeHHs IPOrpaMHOl peatizaiii 3aIeKHO Bifl 64-pO3pSIHOrO MOYaTKOBO-
ro 3HadeHHs Xy ['TIBII nceBmoBHIaakoBy MHOCHIIZOBHICTH OyJeMO 3UMTYBATH 3
BIZITIOBIAHOTO OiHAPHOTO (haiiy.

Opnepaxani pesyabraTu. s o6pasoro npuknany C;, 0yio TOCHiKeHO pis-
Hi BapiaHTH peaJii3allii 3anpornoHOBAaHUX METOJIIB, 30KpeMa I0J0 KITBKOCTI BOY-
nosannx H3B 1 B 3anexnocti Bix L Ta noporosoro 3nadenns k;, popmyBaHHs
KJII040BO1 mociigoBHocTi K, ii KomyBaHHS Ta MeXaHi3MiB cTUCHeHHs. EdexTus-
HICTh PO3MIIAHYTHX CTeTaHOTpaivHUX ANITOPUTMIB aHaJi3yBajach, 30KpeMa, Ha
OCHOBi HACTYITHHUX NapaMeTpiB: CTIMKICTh 10 BUABICHHSA (Bi3yalbHa SKiCTb, MaK-
CcHUMallbHa pi3HMI, cepeaHboKBaapaTndHa rnoxubka (RMSE), mikose cmiBBigHO-
meHHs curHany 1o mymy (PSNR)); nmpomyckna 31aTHICTh (MakcUMaIbHA JTOBXKH-
Ha TOBIJIOMJICHHS); MOBKHHA Kito4a (MiHiMansHa nomkuHa K; Ta KoedirtieHT
CTHCKY); KUIBKICTh 3Tr€HEPOBAHUX TICEBIOBHUITAIKOBHUX OIT Ta MIBHUIKOJIIS alTOPU-
T™™y B cepemoBuil Matlab. ¥ Bunanky 368-6itHoro moBimomiieHHs M; OCHOBHI
pe3ysbTaTi HaBe/IeHI Ha puC. 3.
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Puc. 3. TlopiBHsSIHHS €(eKTHBHOCTI Pi3HUX CTEraHOrpadiyHUX METOIB JUIs
C, «cat.jpg» (anropurm Kenni, ¢, = 0,15, k. = 0,5, pisni snavenns /) y Bunaz-
Ky 368-6iTHOro noBinomieHHs M;: a — noxubku BOyJOBaHOTO KOHTelHepa &, 3a
MIKOBUM CHIBBITHOIIEHHSM CUTHAITY 10 IIYMY; O — peasibHi JIOBXKUHH CTEraHOK-
moua K

Bucnosku. Byno 3anpornoHoBaHO AeKiibKa MPOCTHX MoauGikaliid creraHor-
padiuanx MeToxiB Ha ocHOBI 3aMiHu H3B, 1110 BUKOHYIOTH aHaJi3 BHCOKOKOHTpA-
CTHHX Ta KOHTYPHUX [UISHOK CTETaHOKOHTEHHEpa Ta BHUKOPHUCTOBYIOThH KJIIOUi
MiHiManeHOTO po3mipy Ha ocHoBi ['TIBII. Byno npoBeaeHo aHaii3 Ta MOPiBHIHHS
3alpOIIOHOBAHMX METOIB 32 OCHOBHMMH IOKa3HMKaMH. Lli MeToan m03BOIAIOTH
JIMHAMIYHO PETYJIIOBATH IMOMITHICTh MoJH(IKalii cTeraHoKoHTelHHepa Ta o0csr
BOYZIOBaHMX JaHUX, MAKCUMAJIbHO 3MEHIIUTH PO3MIp CTEraHOKII0Ya IPH JJO0CTAT-
HBOMY PIiBHI 3aXHMCTy BOY/JIOBaHUX JaHHX.
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CTAH JOCIIAXKEHD Y COEPI HUPPOBOI'O MAPKYBAHHSA
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Onvea CMOTP
Jveiscokuii  Oepircasnuil  ynigepcumem 0e3neKu  HCUMMEOIANbHOCHI,
M. JIveis, Yrpaina.

Abstract. The paper aims to study the current state of the art in the field of digital
audio content marking and to outline promising areas of research in the field of digital
audio content watermarking. To achieve this goal, the paper uses a systematic review and
analysis of scientific articles on the practical implementation of existing digital
watermarking methods, a method of comparing results, and a method of synthesizing
results. Based on the conducted research, a comprehensive picture of the current state of
digital audio content labeling was obtained, the relevance of the research topic was
proved, and promising areas of application of these technologies were identified.

Keywords: digital watermark, audio content, security, information technology, digital
watermarking technologies, neural network.

Anomauia. Y pobomi nposedeno oocniodicenns cyuachoeo cmamny y cepi yugpogo-
20 MAPKYBAHHS AYOIOKOHMEHMY Md OKPeCIUmu NepcneKmueHi HanpamMKu O0CHiONCceHb 6
2anysi yugpoeozo 800AH020 MAPKY8aHHs aydiokonmenmy. s 00CsAeHeHHA NOCMABNeHO!
Memu 8 pobomi GUKOPUCTNIAHO CUCEMAMUYHUL 02180 MA AHANI3 HAYKO8UX cmamell, Wo0o
NPAKMUyHUX peanizayiii iCHylouux memooie yu@dposo2o 600aH020 MAPKYEAHHS, Memoo
NOPIGHAHHA pe3yabmamie ma memoo cunmesy pesynomamis. baszylouuce na nposedenux
OOCTIONCEHHSAX, OMPUMAHO KOMNIEKCHE YABNIEHHS NPO CYYACHULL CMAH MAPKYBAHHS Yudpo-
6020 AyOIOKOHMEHMY, 008€0€HO AKMYANIbHICMb MeMu OOCTIONCEHHSI MAa GUOLIEHO nepche-
KMUGHI HANPAMKU 3ACMOCYBAHHS YUX MEXHOLO2II.
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Knrwwuosi cnosa: yugposuii 600snuii 3Hak, ayoiokowmenm, 6esnexa, iHpopmayiini
MEeXHON02TT, MeXHON02I] YUuPPosuUX B0OAHUX 3HAKIE, HEUPOHHA Mepedicd.

Iudposizariisi CyTTeBO CIIPOCTHIIA CTBOPEHHS, PO3MOBCIOKEHHSI Ta OOMIH
ayniokoHTeHTOM. OJHAaK i3 3pOCTaHHAM JOCTYIHOCTI IM(POBHUX Melia moYacTi-
ITaJTM BUTIAIKH HECAHKI[IOHOBAHOTO KOIIOBAaHHS Ta MOMIMPEHHS ayaioQaiiiis, mo
MOPYIIYIOTH IPaBa iHTEIEKTyalnbHOI BIACHOCTI. L{e CTBOpIOE 3HAYHI BUKIIMKH IS
BJIACHUKIB KOHTEHTY, SIKi IParHyTh 3aXUCTUTHU CBOi TBOPH BiJ] MipaTCTBa Ta OTPH-
MYBAaTH CIIPAaBEJINBY BUHArOPOY 3a iX BUKOPHUCTAHHS.

Jlis 3aXuCTy ayJiOKOHTEHTY CHOTOHI 3aCTOCOBYIOTH Pi3HI METOIH, TaKi SK
mmdpyBanHs ¢aiinis, ynpaninas mudpoBumu npasamu (DRM), texHomorii mu-
(¢poBHUX BOASHUX 3HaKiB 1 Meronu ayreHTH(ikamii. Cepenq HUX 1M(GPOBI BOIsIHI
3HaKU MaloTh YHIKaJbHI NepeBary, 30KpemMa 3JaTHICTh BiJICTEXKYBaTH KOHTEHT i
BHU3HAYATH WOTO MoXo/pkeHHs. LI TexHOMOoril 1al0Th 3MOTy ieHTU(IKYBaTH Bia-
CHMKA Ta 3aXUILATH KOHTEHT HaBiTh MiCJsI HOJAJIBLIOTO PO3MOBCIOIKECHHS.

BonHouac icHYIOTh HH3Ka HEBUPIIEHUX NPOOJIeM, cepel IKUX 3a0e3nedeHHs
CTIMKOCTI BOISHHX 3HAKIB IO PI3HUX BHIIB aydio0OpOOKH, TaKMX SK CTUCHECHHS,
3MiHa IIBUAKOCTI BIATBOPEHHS a00 I0AaBaHHS LIyMy. Ba)kIMBUM 3aHIIA€THCS
3aBIaHHA 3pOOUTH BOISHI 3HAKH HEMOMITHIMH U CITyXadiB, 30epiraloun sKicTh
3BYKY, II0 € OCOOJIMBO aKTyaJbHUM Yy CYyYaCHHX IIOTOKOBHX cepBicax. Y JOCKOHA-
JICHHS HAJIHUX 1 yHIBEpCAIbHUX METOMIB 3aXHUCTY KOHTCHTY 3aJIHIIAETHCS TIPio-
PHUTETHUM HANpsIMOM JJIsI HAYKOBHX JOCIIKEHB 1 PO3POOOK.

CyuacHUii pO3BUTOK aITOPUTMIB IITYYHOTO IHTEJIEKTY Ta IX IOCTYIHICTh
CHPUSUTM aKTUBHOMY BHMKOPHUCTAHHIO HEWPOHHHUX MEpEXK Yy CHCTeMaxX BOJSHOTO
MapKyBaHHs ayjaiokoHTeHTy [1-6]. Hampuknan, y mocmimkenni Pengcheng Li,
Xulong Zhang, Jing Xiao ta Jianzong Wang [1] npencraBieHo MOzeb HOABIHHO-
ro BOYJOBYBaHHS BOJSIHMX 3HaKiB, sika MOKpallye eGeKTHBHICTh MapKyBaHHs Ta
I/IBUIILY€ CTIHKICTb JI0 aTak, aHaJi3yO4YH BIUIMB PIBHS aTak Ha IHBEPTOBaHY HEMi-
POHHY Mepexy IiJ yac HaBuaHHs. OHAK, SIK 1 paHille, 3aJMIIAETHCS aKTyaIbHUM
MMUTaHHS 3a0e3MeueHHs CTIHKOCTI IO HOBHX THIIIB aTak 0e3 BTPATH SKOCTI 3BYKY.
IHme nocmimkeHHs [2] MPONOHY€e BUKOPUCTAHHS TTTHOOKOI HEHPOHHOT Mepexki Ta
MIepLETITUBHUX BTPAT Uil BOYIOBYBaHHS BOASHUX 3HAKIB i3 BpaXyBaHHIM MCHXO-
aKyCTUYHUX E(PEKTIB.

YV pobori [3] HaBeeHO OIS CydacHUX METOJIB BOISHOTO MapKyBaHHS 3
BUKOPHCTAHHIM TJIMOOKHMX HEWPOHHUX MEPEXK, BKIIOYHO 3 HOBOK TAKCOHOMIEHO.
BogHouac aBTOpM HAroOJOUIYIOTh HAa BiICYTHOCTI €IMHOT METOIOJIOTI JIJISl OI[iHKH
e(eKTUBHOCTI TAKMX METO/IIB, IO TiAKPECITIOE HEOOXITHICTh CTaHAaPTH3AII].

Jocmipkenns [4] po3risiae 3acTOCYBaHHS 3TOPTKOBHX HEHPOHHHX MeEpPEex
JUTS TABUIEHHS CTIHKOCTI 10 aTak, a B po0oTi [5] mpeacTaBIeHO METO HaBYaH-
HS Ha OCHOBI KOHTp3axoiiB. BTiM, mi MeToaM He 3aBKAH € €()EeKTUBHUMU LIS
HOBHX 1 Henepe0auyBaHUX aTak.



VY3arajgpHeHy CXeMy CHUCTEMH, IO MOE€IHY€E TIMOOKe HaBYaHHS 3 MiIXOIOM
IT0 HAHECEHHsS BOSHUX 3HAKiB Ha ayIio HaBeleHO Ha pucyHKy 1. OkpecneHo oc-
HOBHI KOMIIOHEHTH CHCTEMH, BKIIFOYAIOYN BIIIyYeHHS O3HAK, KIachQikamiio 3a

JIOTIOMOTOI0 TTTHO0KMX HelipoHHnX Mepexk (DNN) Ta mpormec HaHeCEHHS BOASHUX
3HAKIB.
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PucyHok 1. Y3aranpHeHa cxeMa HaHECEHHS BOASHUX MapKepiB Ha ayJIOKOHTEHT
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3anpornoHoBaHa CHCTeMa BOYINOBY€ BOISHHH 3HAK 32 JONOMOIOI0 METOXY
DCT-MLP-LSB, npusnadeHoro misi Xapakrepm3amii Ta kiacudikamii aymio 3a
TaKUMHU KaTeropisiMH, SK My3HKa, MOBa, CTaTh Ta eMoIlii. ExcriepuMenTansHi pe-
3yJNbTaTH JIEMOHCTPYIOTh €(EKTHBHICTh CHCTEMHU K Ha BIIKPUTHX HabOpax ma-
HHX, TaK 1 CTIMKICTh BOASHHUX 3HaKiB. JIJIg TOAATKIB, 110 HE MOB'A13aHi 3 0€3MEKOI0,
CTIMKICTP O HAaBMHICHUX aTakK HE € KPUTHYHOIO, aje CTIMKICTh 70 0OpoOKHM cHr-
HaJly, HalpuKJaJ, CTUCHEHHS, € HEOOXIHOW. Y IbOMY BHITIQJIKy BOASHUH 3HAK
MICTUTh METaJiaHi, TaKi K iH(popMallisl IPO BUKOHABIS a00 Miclie peecTparii, o
JoriomMarae iHJeKCyBaTH CUTHAJL.

[orpu 3Ha4HMii porpec y BUKOPUCTaHHI HEMPOHHUX MEPEX sl BOJSHOTO
MapKyBaHHs ayJlIOKOHTEHTY, 3aJIMIIAEThCS 0araTo MUTaHb JUIS HOAAIBIINX JIOC-
JKeHb, 30KpeMa 3a0e3edeH s CTIHKOCTI IO aTak, ONTHMi3allis sIKOCTI 3ByKy Ta
CTBOPCHHS €IMHUX CTAHAAPTIB OI[IHKH €()SKTUBHOCTI METOIIB.
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Onez TOPIYHH
3axap APEMYYK
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Ha

Abstract. This paper explores the use of irrational numbers obtained by calculating
the square root of primes for pseudorandom number generators. The goal is to evaluate
their effectiveness in terms of generation speed and statistical characteristics by the NIST
STS standard. Algorithms and verification methods are developed.

Keywords: irrational numbers, square root, PRNG, NIST STS, prime numbers.

Anomauia. YV yiti pobomi 00cnioxncyemuvcss UKOPUCIAHHA IPPAYIOHATLHUX HUCeT,
OMPUMAHUX uepe3 OOUUCIeHHSI K8AOPAMHO20 KOPEHs. NPOCMmuX uuceu, OJs 2eHepamopie
nces008unadkosux nociioogHocmei. Mema — oyinumu ix epexmusHicms 3a wWEUOKICIIO
2eHepayii ma CMmamucCmudHuUMU Xapakmepucmukamu 6ionosiono oo cmandapmy NIST
STS. Po3pobreno aneopummu ma memoou nepesipku.

Kntouogi cnoea: ippayionanvhi yucna, keadpamuuti kopius, I'TIBY, NIST STS, npoc-
mi yucaa.

IceBnoBunankori uncina ([IBY) BimirparoTe KIIOYOBY pOJib y OaraThox ra-
Jy35X, 30KpeMa B Kpunrtorpadii, koM’ roTepHiit rpadili, YMCeIbHUX CUMYJISIIsX
Ta CTAaTUCTHYHOMY MozemoBaHHi. OCKIUIBKY 1ppaliioHa bHI YMCia MaloTh HECKiH-
YEeHHY HeperyJsipHy MOCHIIOBHICTh (P, BOHU MPHUBEPTAIOTH yBary sK IOTEH-
uiitne xepeno [1BY [1; 2]. OcobnuBuii iHTEpeC BUKIMKAIOTh KBAApaTHI KOPEHi

Y = \/E npocTux uucen P , ki MaOTh MaTeMaTHUHO NOBeEHY ippallioHalb-
HICTB 1 CKJIaJHY CTPYKTYypy. B maHiii poGoTi Oysio MpoTecTOBaHO Ta MOPiBHIHO
JIesIKi METO/IM OOUMCIICHHS KBaJIpaTHUX KOPEHIB 3a mBuakoiero. [Totim 3renepo-
BaHO ITOCIIOBHOCTI (P 00UHUCICHNX KOPEHIB BiJl IPOCTUX YUCET Ta JOCITIKe-
HO IX CTaTHCTH4YHI BJIACTHUBOCTI 3a Joromoroto Habopy TectiB NIST Statistical
Test Suite [1].

1. Anamni3 MeToiB reHeparii

Jist oniHkK epeKTUBHOCTI METO/IiB OOYHCIICHHS KBaJAPATHOTO KOPEHS IOBi-
JILHOT TOYHOCTI MPOBEJIEHO TecTyBaHHA s mpoctoro uucna P =294131 i3
HacTynmHUMH piBHssMu TouHOCTi: 10 000, 100 000, 1 000 000 i 10 000 000 GiTiB.
Jnst TecTyBaHHS BUKOPUCTOBYBAIIMCh TPH OCHOBHI MeToau: "mudpa 3a mudporo”
[2; 3], meron INanmest 3 AUHAMIYHOO TOYHICTIO [4] Ta iTepaTUBHHUIA METOJ i3 ABO-
Ma 3MiHHEMU [3].
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PesynbraT MOKa3yroTh, IO BUOIp METOMY 3aJeXKHUTh Bif mijen 3amadi. Me-
Tox "mudpa 3a mEdpor" € OMITFHUM i 3a/7ad i3 HU3BKHUMH BHMOTaMH [0
MIBAJKOCTI Ta BUCOKMMH BHMOTaMH 0 TOYHOCTI. Meton ["aiutest 3 QMHAMIYHOIO
TOYHICTIO € iTepaTHBHUM IIiXOJOM, IO BHKOPHCTOBYE PO3IIUpPEHY (OpMYITy
HeroTona ams mBuaKoi 301KHOCTI Ta TWHAMIYHY aJallTalil0 TOYHOCTI, 3abe3me-
YyIOYl BUCOKY NPOXYKTHBHICTH HABiTh NMPH BENHKHX obOcsrax oOumcieHs [4].
ITepaTuBHUIT MeTON 3 MBOMA 3MIHHHMMHU, IO Ma€ KBaJpaTHUHY 301KHICTh, MOXKE
OyTH KOPHCHUM Yy BY3bKOCIICIIiaTi30BaHUX 3a/1a4ax, JI¢ KIOYOBOIO € CTIHKICTh 10
MOXUOOK, & 4aC BUKOHAHHS HE € KPUTUIHUM.
PesynpraTtu nociipkeHp HaBeeHi B Ta0u. 1.
Tabnuys 1 — Pesynomamu wsuoKkooii Mmemooié 004UCIeH S K8AOPAMHO20

KOpeHsi

JIoB:KHHA 3reHepOBaHOI MOCTiTOBHOCTI
Merona 10 000 | 100 000 | 1 000 | 10 000

oiT oiT 000 6iT 000 6iT
“Iudpa 3a uudpoiw” 0,004c ] 0,25¢c 25¢ 4800 c
Metoa I'ajunest 0,008¢c | 0,45¢ 4c 90 ¢
Treparusnuii meron i3 1Bo- | o45 . | 44 830 ¢ 660 514 c
Ma 3MiHHUMH

OTmxe, Ui MOJANBIINX IOCTIDKEHb Oysio obpano meron ["amnest KyGiuHOT
30ixHOCTI. 1lell MeTo cTaB ONTUMAIBHUM pilieHHIM a1t renepaii [IBY, moen-
HYFOYH MIBUAKICT 1 TOYHICTb.

2. OuiHKa CTATMCTUYHUX BJIACTHBOCTEeH KOPEeHiB KBAJPATHUX MPOCTOr0
qHCcIa

Jis mpoBenieHHs JOCTiKeHHs OyIro 3reHepoBano 100 mocmimoBHOCTEH H0-
BKkuHOI0 108 6iT KOxxHa, siKi Oysu o6uucneHi sk kopeHi Big 100 pisHUX IPOCTHX
quces, 00paHUX BUIaJKOBO. Pe3ybraTn TecTyBaHHs HaBEeJEHO Ha pHC. 1.

Puc. 1 — I'icrorpama pe3yJspTatiB Mpoxo/pKeHHs nociifoBHocTel o NIST
STS



JIist OWiHKH SIKOCTi 3T€HEPOBAHUX IIOCIITOBHOCTEH OyJI0 BUKOPUCTAHO CTa-
tuctryHmi makeT NIST Statistical Test Suite, sskuit micTuTh 15 Tpym TecTiB s
TIepeBipKU BUIIAIKOBOCTI. Pe3ympTaTi mokasaiy, o MOCHiJOBHOCTI, 3TeHePOBaHi
Ha OCHOBI KBaJpaTHHUX KOPEHIB, MPOXOAATh Y cepeaHbomy e 186 3 188 Ttec-
TiB, III0 HE Bi/AMIOBi/Ia€ BUCOKUM CTaHIApTaM U KPUNTOTpadigHUX 3aCTOCYBaHb.

3. MeToa KoHKaTeHaIil MocaiIoBHOCTEH

Yepes moBuIbHICTh reHeparii [IBY, MOXIHBI CTAaTHCTUYHI HEMOJIKU Ta IO-
TEHLIHHY BPa3iMBICTh JIO ONEpalii PeBEpCHOro aHamizy, Jie¢ MOXKHa OTpUMAaTh
BXinHe 3HayeHHs P , 3 sKOro Gyno 3reHepoBaHO MOCIiNOBHICTE (a Ae-(hakTo mo-
gaTtkoBe 3HaueHH: 1t [IBU), Oymno 3ampormoHOBaHO METOA KOHKATEHAIl MOCITi-
nosHoBHOCTel [1BY. Lleit MeTon moenHye OeKiibKa MMOCTiTOBHOCTEH 3 KBaapaT-
HHUX KOPEHIB MPOCTHX YMCET MEHIIOi TOYHOCTI Ta MOBXHHHU. Byno chopmoBaHo
10 mociizoBHOCTEH moBxkuHOK 10° GiT, 3 SIKHX obparo M =10, 100 ta 1000
TeCTOBUX (pparMeHTiB joBxkuHow 10° Gir. Yci gparmentn nmpoiiuum nepesipky
NIST STS i3 BHCOKUMH PE3yJIbTaTaMH, 32 BUHSATKOM €IMHOTO MPOBAy TECTy Ha
36iru mabiouiB, mo He mepekpuBatoThes (Non-Overlapping Template Test).
OpnepxaHi pe3ynbTaTH TECTYBaHHS HaBeleHi B Tabi. 2. Sk 6aunmo, equHumi TecT,
oI0 JaB HETaTHMBHHUU pe3ynibTaT il mocaimoBHocTi Ne 7, crocyBaBcst Non-
Overlapping Template Test, y sxomy 3 148 BHKOpHCTaHHX MIATECTiB He OyB
npoiinenuit nume oxuH. Lle cBiUUTH Mpo MiHIMAaIbHI HEPETYIIPHOCTI, AKi HE
BIUIMBAIOTH CYTTEBO HA 3arajibHy BHIIAIKOBICTh ITOCTIJOBHOCTEH.

Tabnuya 2 — Pesynomamu cmamucmuyHo20 mecmy8aHHs KOHKAMeHO8AHUX
nocaioognocmeu [IBY

IIpoBaseni TecTn

Ho- | Konkarenauisi mocjinoBHocreii IIBU 3 kopenis NIST STS

Mep KBaJIpaTHHUX BI1J Haﬁopy MPOCTUX YHUCE] m= m=1 | m=1

10 | 00 000

1 277601, 32183, 372881, 290707, 29027, 404161, | O 0 0
579673, 373661, 321661, 211583

2 325051, 175141, 185711, 714797, 137341, 365591, | O 0 0
478843, 518911, 906767, 828119

3 347959, 386219, 736037, 399079, 891983, 733753, | O 0 0
243839, 646831, 294131, 886913

4 450917, 588779, 807493, 143053, 906133, 423061, | O 0 0
234733, 379123, 827693, 709351
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5 470689, 757633, 696937, 958849, 502543, 178643, | 0 0 0
264263, 77723, 95021, 896677

6 519067, 203431, 86959, 154933, 123493, 873643, | 0 0 0
385417, 279977, 935413, 820643

7 76387, 33377, 524681, 587131, 489179, 643373, | 0 0 1
374939, 318881, 889309, 28813

8 827599, 1451, 360551, 553351, 54673, 546677, | 0 0 0
514009, 410411, 685969, 166259

9 860861, 21313, 13093, 129539, 605987, 770057, | O 0 0
53269, 149561, 699529, 16981

10 900607, 756167, 629143, 795937, 855079, 867631, | O 0 0
746903, 124513, 237967, 244781

Sk Oymo moka3aHo B poOOTi, KBaIpaTHI KOPEHI MPOCTUX YHCEN MOTEHIIIHHO
MOXYTb OyTH BHKOpHCTaHi Ay reHepariii [IBY, mo BiAMOBiNaI0Th CTATUCTUYHIM
BAMOTaM IOJ0 BHMAIKOBOCTI [1]. 3ampormoHoBannii MeTO KOHKATEHAIl T03BO-
JIsl€ CYTTEBO MOKPALIMTH MIBUIKICTH Te€HEpalii, CTaTUCTHYHI XapaKTePUCTUKHU Ta
KpunrorpadigHy CTIHKICTh c()OpMOBaHUX TOCHiTOBHOCTEH. [IpoBan meskux cra-
TUCTHYHHUX TECTIB MOXE CBIIYUTH PO MiHIMaJbHI HEPETYIAPHOCTI, SIKi CYTTEBO
He BIUIMBAIOTh HA NpaKTUUHE BUKOpUcTaHHs. [lojanbuii mociifkeHHs OyIyTh
CHpsIMOBaHI Ha aHalli3 BIUIMBY napametpiB renepanii [IBY ta po3mupene tecty-
BaHHA 3 BUKOPHCTAHHSIM IHIIMX CTaTHCTHYHMX MakeTiB, 30kpema Diehard Ta

TestUO1.
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KIBEPBE3IIEKA IHOPACTPYKTYPHU

YK 004.056+621.396 )
CTPATETI'II PEAJII3ALIII 3AXO/IB KIBEPBE3IIEKHU B APXITEKTYPI
lloT HOJII'PA®IYHOI'O NIANIPUEMCTBA

Izop TAHYHH
Hauyionanvuuii ynieepcumem «/Ivgiecoka nonimexuikay», Jlveie, Ykpaina.

Abstract. On the basis of the determined levels of the layered architecture of the
industrial Internet of Things, the consequences of cyberattacks and identified
countermeasures for the implementation of a comprehensive cyber security strategy of a
modern printing company are investigated.

Keywords: cyber security of industrial infrastructure, 10T architecture, Industry 4.0,
telemetry, printing company.

Anomauia. Ha ocnogi 06yMo81eHUX Pi6HI8 Nowaposoi apximekmypu npoMuciogo2o
iHmepHemy peueti 00CHIONCEHO HACTIOKU KIOepamax ma GUOKPeMIIeHi KOHmP3axoou OJis
peanizayii Komniekchol cmpameeii Kibepbe3nexu cyuacHo2o noniepagiuno2o nionpuemMcnm-
6a.

Knrwwuosi crosa: xibepbesnexa npomucnosoi ingpacmpyxmypu, apximexmypa IloT,
Inoycmpis 4.0, menemempis, noniepaghiune nionpuemcmeo.

BnpoBamkennst npomucioBoro iHtepHery peueil (IIoT) crBoproe 3HauHi
MOXIJIMBOCTI ISl ONTUMI3alii nosirpadiyHoro BUpOOHMIITBA, ajie Pa3oM 3 TUM
miIBUIY€e piBeHb 3arpo3 (iznuHoi Oe3nexu. Pearnizauis 3axoniB Oe3neku norpe-
Oy€e KOMIUIEKCHOTO MiJIXOMy, SIKMH BKIIIOYA€ TEXHOJIOTIUHI PIllIEHHs, TaKi K M-
¢bpysanns i IDS, opranizamiiini 3ax01u, SK-OT CETMEHTAIlis] MEPEXK 1 MONITHKA
JIOCTYIIy, & TAKOXK PO3BUTOK KOPIIOPATHBHOI KyJIbTypH O€3NeKH yepe3 HaBYaHHS 1
IiIBUILEHHS 00i3HaHOCTI criBpoOiTHUKIB. HaniliHuii Kibep3axucT 103BOIISIE TTOTi-
rpadiyHAM MiANPUEMCTBAM MiHIMI3yBaTH BTPATH 1 MiABHIIUTH PEHTA0CIbHICTb.

Hacninku kibepatak Ha TexHomoril [loT Halikpaiie HoCIipKyBaTy Ha MoMIa-
poBaHiiif Mozeni [1], sika ckiafaeTbes 3 TPhOX OCHOBHHX PiBHIB: PiBHS CIIPUHHAT-
Ts, MEPEIKEBOTO PIBHSI Ta MPUKIAAHOTO piBHA. KoKeH i3 IMX piBHIB Mae CBiif Ha-
6ip Bpa3IMBOCTEH 1 THIIOBHX aTak, X04a JIEsIKi 3 aTaK MOKYTh OXOTUIIOBATH KiJIbKa
piBHIB ozmHouacHO. Ha pucyHKy moka3aHi oOyMOBJIEHI piBHI Ta OCHOBHI BHAH
aTak, XapaKkTepHi JUIs KOXKHOTO 3 HHX.

Iarepdeticom mMix ¢iznganMm cBitom Ta lloT-mpuctposmu mosirpadigaoro
MiATPHEMCTBA € PiBeHb cIpUAHATTS. Ha 11boMy piBHI BiIOYyBaIOTHCS BCi MPOIECH
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300py TeneMeTpii gepe3 CeHCOpH, a TAKOXK Jil, sIKi IPUCTPOi BHKOHYIOTH Ha OCHO-
Bi B3aemomii 3 moBKiUWIAM. 3i0paHi JaHi IepenaroThCs HA MEPEKEBHH pPiBEHB, a
KOMaHIU Ui BUKOHAHHS NPHAMAIOThCS 3 Hboro. Kareropis ¢ismyHmx arak Ha
IFOMY DPiBHI OXOIUTIOE BCi JECTPYKTHBHI Mii, CIIpsIMOBaHI Ha amaparHe 3a0e3rme-
yenHs [loT-mpuctpoiB. 3a3Buuail mependavgaeTsCs, MO 3JIOBMUCHUK Mae (iznd-
HUH JTOCTYHI A0 HPHCTPOIO, MOXKE 3aMIHMUTH 200 MOMIKOAWTH HOTO KOMITOHEHTH
JUISL OTPUMAaHHS JIOCTYIy 10 KoH(QiaeHIiHHOI iHdopMmanii (Hampukian, naposiB
KopucTyBaya) abo I BigkimoYeHHs neBHUX (yHkuiil. [Ipuknanamu inmoi xare-
ropii arak 3 miapoOKOI 0COOUCTOCTI € CIy(iHT (KOJIM 3TI0BMUCHUK BUKOPUCTOBYE
4y)Xy ieHTH4HicTh) abo araku CiOia (CTBOPEHHS BEJIMKOI KITbKOCTI (halbIIMBHX
inenTryHoCTei). Taki aTaky 4acTo MPOXOASATH YCHILIHO MPH BiJICYyTHOCTI MEXaHi-
3MiB aBTeHTHU(]iKaIil, ocobianBo Ha etami HamamTyBaHHS [loT-mpucTpois, Hampu-
KJ1a]], KOJIK 3I0BMHCHUK BHa€e cebe 3a miapobaeHy Touky gpoctymy Wi-Fi.
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