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VY 30ipHuky Te3 I MixHapogHOi HaykoBO-MpakTHUHOI KoH(pepeHuii «L{MBUIbHMIA 3axuCT B
yMOBax BIHM» BHUCBITJIEHO OCBIJ Cy4aCHUX TEHJICHIIM W BUKIMKIB B Opraizaiii IHUBIJILHOTO
3aXHCTYy B YMOBAaXx BiifHH, a TaKOX ()OPMyBaHHSI OCHOBHHMX HAIpSIMKiB BIIOCKOHAJICHHS Ta PO3BUTKY
CHCTEMH IUBUTFHOTO 3aXUCTY.

Jlis HayKOBUX, HAYKOBO-TIENAroriyHMX Ta MEJaroriyHUX TMpaIliBHUKIB 3aKIajiB OCBITH,
MpaliBHUKIB HAyKOBHUX, BUPOOHMUYMX ycTaHoB, miapo3autiB JICHC VYkpainu, mnpencTtaBHUKIB
Jiep>KaBHUX Ta MICIIEBUX OpraHiB BJIJM, TPOMAACHKHX 1 mpodeciiiHux opraHizamiil Ta 3100yBayiB
OCBITH.

Aemopu Hecymov o0coducmy 6i0OnoeioanvHiCmMb 3a 3MICH RPEOCHABIeHUX
nyonikayiii, 00cmogipHicmo pe3yabmamiec i OOMPUMAHHA BUMO2 AKAOEMIUHOT
0obpouecnocmi. Opzkomimem He Hece 8i0N0GIOATbHOCHI 3a NOPYUIEHHA NPAGUIL

npaeonucy é 0pyl<06auux aemopcbKux Mamepiaﬂax.
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3ABE3NIEYEHHS 3AXHUCTY TA ®YHKIIIOHYBAHHS OB’€EKTIB KPUTHUYHOI
TH®PACTPYKTYPU B YMOBAX CYUYACHOI BIMHHA

B. B. Puxsa, O. B. Jlnboseyvkuii, I'. C. bocak
Jlvgiscokuti Oeparcasnutl yHisepcumen 6e3neKu HCUmmeoisiibHOCmI

Biitna B VYkpaiHi CyTTeBO 3MiHWIA MiAXOAW A0 3a0e3MeueHHs HaIlOHAIBHOT OE3MeKH,
BHCYBAalOYM HOBI BHUMOTH JI0 3aXHUCTy KpUTUYHOI iH(pacTpykTypu. B ymoBax BiiiHM 00’€KTH
KPUTHYHOI 1H(QPACTPYKTypU CTAIOTh OCHOBHOIO MIIIEHHIO JUIsI BOPOTa, OCKUIBKH iX pyHHYBaHHS
IOPU3BOJUTH JO0 3HAYHUX COLIAJbHO-€KOHOMIYHMX BTpPAT, 3HIMKEHHS CTIHKOCTI JAep)kKaBU Ta
MOTiPIICHHS SKOCT1 KUTTS HACEICHHSI.

3a0e3neyeHHs HaAitHOTO (YHKI[IOHYBAaHHS TaKMX 00’ €KTIB MOTpeOy€e KOMIUIEKCHOTO MiJIXO0y,
0 BKJIIOYA€ SIK TEXHIYHI Ta iH)KEHEepHI pimeHHs. BpaxoByrounm pocBix Ykpaiam y mnportumii
BIHCBPKOBUM 3arpo3aM, AaKTyaJbHUM € JOCHIJKEHHS HOBITHIX TEXHOJIOTIH 3aXUCTy KpPUTHYHOI
iHppacTpyKTYpH, po3poOka MOAeNel yrmpaBliHHSI PU3UKAMH Ta aJanTallis iCHYIOUYHX CTpaTeriid 1o
YMOB TiOpUIHOI BiiHU.

B ymoBax BiifHM KpuTHYHa iH(]pacTpyKTypa, 30KpeMa EHEpPreTH4Hi, TpPaHCIOPTHI,
KOMYHIKalliiHi O0’€KTH Ta CHUCTEMH BOJOIIOCTaYaHHS, MepeOyBaloTh IiJ] MOCTIHHOI 3arpo30r0
pakeTHHX artak. Lle Bumarae He JniIe NOCHICHHS (i3WYHOT OXOPOHHM, a ¥ BIPOBAKEHHS CYyYaCHUX
CHCTEM MOHITOPHMHIY Ta pearyBaHHs, 3JaTHUX ONEPATUBHO BUABIATH Ta JIIKBIJIOBYBAaTH HACIIJIKU
aTax.

MeToro 1i€i poOOTH € aHalli3 YNHHUKIB PU3UKY IS 00 €KTIB KPUTHUYHOI 1HGPACTPYKTYPH B
yMOBaxX CydacHOi BiliHM, BUSIBJICHHS KJIIOYOBHUX BHUKIMKIB Yy 3a0e3leuyeHHl IXHbOi Oe3neku Ta
(dopMyBaHHS ePEKTUBHUX MIIXOIB 10 iX 3axucTy [1].

Takoxx HemMaslo BaXXJIMBUM € BiAOIp MEpBUHHOI iHpOpMaIli AUCIETYEPOM BiJ 3asiBHUKA PO
Ha/I3BUYAliHy CUTYyallil0 Ha 00’€KTI KPUTUYHOI 1HQPacTpyKTypH, a came: ajapeca, HaliMEHyBaHHS
o0’ekTa Ta MICUE BHUHUKHEHHSI TOXEXIi, 110 TOPUThb, UM € 3arpos3a JIJAiM, BHOyXy, OTpPY€EHHS
nepeaaTu KepiBHUKY 3 JIKBiAalii HaJ3BUYaiHOT cuTyalii (ctapiriii mocaaosiii 0cobi) onepaTuBHUMA
1aH (KapTKy) MOXEXKOTraclHHA Ha 00’€KT, HEralHO HalpaBUTH BU3HAUEHI CHJIM 1 3aCO0M 70 MicLs
HeOe3neyHoi moaii y pas3i OTpUMaHHS MOBIIOMJIEHHS MIPO IMOXKEXY Ha O00’€KTI KpUTHYHOI
1H(pacTpyKTypH, Ha SIKUU NeperdaueHo aBTOMATUYHE HaIpaBJeHHS CUII 1 3ac00iB 3a MIJBUIICHUM
HOMEpPOM (paHIoM) BUKJIUKY [2].

B Vkpaini 3anpoBampkyeTbcs OaraTopiBHEBa CHCTEMa 3aXHUCTy O00’€KTIB E€HEPreTUYHOL
1HPPaCTPyKTYpH, 110 HaOyBa€e KPUTHUYHOI BaXKIIMBOCTI B YMOBAxX BIHHU Ta peryssipHUx oOctpimis. s
CUCTEMa CKJIAJJA€ThCSl 3 KUIBKOX PIBHIB, KOXEH 13 SIKHX BUKOHY€E CBOIO YHIKAJbHY (YHKIIIO Ui
30epeXeHHsl JKUTTEBO BAXKJIMBUX EHEPreTUUHUX MOTYKHOCTEH Ta 3abe3neyeHHs CTalOlIbHOCTI
€JIEKTPOIIOCTAuYaHHS.

[epmmii piBeHb 3aXUCTy — L€ (Qi3W4HI 3aX0AMu Oe3NeKH, siKi MaloTh Ha METi OOMeXHUTH abo
MIHIMI3YBaTU NpsSMe YpaK€HHS KIIIOUOBUX €JIEMEHTIB eHepreTuyHoi cucremu. o Takux 3aco0iB
HaJIEeKaTh 1HKEHEPHI CIIOPY/IU: METaleBl CITKH, 3aXHCHI Ta0iOHU, MIIIKH 3 MICKOM, OETOHHI OJIOKH Ta
iHIT  KOHCTpYKIi. [li emeMeHTH po3MINIyIOThCS Oe3mocepeHhO HABKOJIO TpaHCHOPMATOPIB,
PO3MOIIIBYMX HIUTIB Ta IHIIUX KPUTHYHO BAKIMBUX 00'€KTIB HA TEPUTOPII MiACTAHINNH. 3a clioBaMu
OJIHOTO 3 TPEACTAaBHUKIB KOMIIaHIM, 10 3aliMalOThCS BIPOBA/HKEHHSM MOAIOHUX pillleHb, TaKHi
PiBEHb 3aXUCTY BUSBUBCS YaCTKOBO €(PEKTUBHUM — OCOOJIHMBO y MPOTHUIT aTakaM 3 OOKy IpOHIB, sIKi
HE MarOTh BEJIUKOI IPOHUKAYOI CUIIH.
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[Ipote ehekTUBHICTH IBOTO PiBHS OOMEKEHA HE JIUIIE TEXHIYHUMHU XapaKTePUCTUKAMHU CaMHUX
KOHCTPYKIIi, a i TUM, 1110 3HaYHA YaCTHHA TaKUX YKpiIuleHb Oyia 3BeaeHa mie y 2022-2023 pokax.
VYHacaioK TpuBaIux oOCTPLIIB, OaraTto 3 HUX YK€ MOIIKOIKEeH1 a00 MOBHICTIO 3HUIIECHI. KpiM Toro,
peaizaiito HOBHUX 00'€KTIB CTPUMYE BiJICYTHICTh O(DILIAHO 3aTBEPIKEHUX MPOEKTIB, IO YCKIATHIOE
IOPUANYHUIN TIpoLec 1 MPU3BOJUTH A0 3aTPUMOK y (iHAHCYBaHHI Ta HECIUIaTH 3a BXXE€ BUKOHaHI
pobotu. Ile, y cBOK uepry, 3HIKYE MOTHBAIIIO MiJIPSJAHUKIB 1 YIMOBUIBHIOE TEMIM 3MII[HEHHS
iH(}pacTpyKTypH.

Jlpyruii piBeHb — II€ MOTYXXHIII OETOHHI KOHCTPYKIi, 3JaTHI BUTPHUMATH YIapH JPOHIB-
Kamikajze, 30KkpeMa Takux TumiB, sk "[llaxen". Ha BigMiHy Bix mepiioro piBHs, 1€ OCHOBHHM aKIICHT
pOOUTHCS HAa CTPUMYBAHHS yJaMKiB a00 MiHIMI3aIlil0 MIKOJAW BiJ MaJOMOTYXHHUX aTak, TYT BXKe
WIEThCA TPO CEpHO3HI 3acO0M YKPHTTS, SKI MOXYTh PEaJIbHO TOTJIMHATH a00 HEWTpaii3yBaTu
yAapHy XBUIIO i BUOYXOBY if0.

Tperiii piBeHb — 116 HAWBHUINMK CTYIIHb 3aXHCTy, CHPSIMOBAaHUN Ha IOBHE MPOTUCTOSHHS
BHCOKOTOYHHM pakeTHUM yaapam. lle Bke He THMYacoBi criopynu, a (aKTUYHO HOBE IOKOJIHHS
EHEePreTUYHUX 00’ €KTIB, 30KpeMa CydacHi IMiJCTaHIi, K1 B IEIKUX BHUIAJKaX PO3TAIIOBYIOTHCS i
3emiiero. Taki 00’€kTu OyIyIOThCS 3 ypaxyBaHHSM HAKOPCTKIIIMX BUMOT 710 O€3MeKH W MPOXOAsTh
peasibHi BUMNPOOYBaHHS Ha CTIMKICTh JO PI3HUX THMIB YypakeHb. Pe3ynpTaTH TecTyBaHb
MiATBEPKYIOTh, IO LI CIIOPYAX 3[JaTHI BUTPUMYBATH HABITh yJlapy KPHJIATHUX 1 OaliCTHYHUX PAKET.
BaxxnuBo po3ymiTH, 110 3aXUCT €HEPreTUYHOI 1HGPACTPYKTYPU HE OOMEXKYEThCS Juile (i3HUHUMU
6ap’epamu. J[01aTKOBUM KOMIIOHEHTOM CHCTEMH O€3IEKH € 3aco0M pasioeNeKTPOHHOI 0OpoThOU
(PEB). BoHM [03BOJNSIOTH BHSIBISTH, TIYIIHUTH a00 MEPEHANpaBISITU BOPOXi OE3MUIOTHHUKH,
3HWKYIOUH PU3UK IXHBOTO MOCATHEHHs Imi. B YkpaiHi 3a ocTaHHI pOKM 3HAYHO aKTHBi3yBajach
pO3poOKa TaKWX TEXHOJOTIN: 3’SIBUJIOCS YHMAall0 HOBHMX MPHBAaTHUX KOMMAHIN, SKi 3aiiMarOThCs
BITPOB/KEHHSIM iHHOBamii y ramy3i PEB. bararo 3 mux pimieHs yxe mokas3ain CBOI0 €PeKTHBHICTh Yy
MOJIbOBUX YMOBAX.

TakuMm dYWHOM, cCydacHa CHCTEMa 3aXHCTy CHEPreTHYHUX O0’ekTiB B YKpaiHi €
0araTOKOMIIOHEHTHOIO 1 MOCTYNOBO BIOCKOHATIOEThCS. BOHA MoenHye 1H)XKEHEpHi, eNEeKTPOHHI Ta
opraHizamiifHi 3axX0/1, 10 J03BOJsI€ e()EKTUBHO pearyBaTH Ha 3MiHYy XapaKTepy 3arpo3 y XoJli BilHH.
3aBAsKM  3yCHJUISIM  JIep>KaBHM, Oi3HeCy Ta HAyKOBI[IB, €HEpPreTMYHa Trally3b MPOJOBKYE
(GYHKI[IOHYBATH HaBITh y HAWCKIAJHIIMX yMOBax [3].
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