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AHOTALIA

Emine BUK. "IocmimxeHHs cydacHUX 3aco0iB OINEPAaTUBHOTO OOMIiHY
iHpopmartiero Mk nigpozaiiaMmu JJCHC Vkpainu mig yac BUKOHaHHS 3aB/IaHb 3a
npuszHayeHHsaM". KaamiikauiitHa po0OoTa Marictpa 3a coemiaiabHICTIO 122
«Komr'toTepH1 Hayku» MICTUTh 4 po3nuid, 82 CTOPIHKH, 35 pUCYHKIB, 4 TaOuIll,
25 mxepenn.

OO6’exT mocmipKkeHHs — cydacHl nudposi miatdopmu Ta iHGOpMAIiTHI
CHUCTEMH, III0 3aCTOCOBYIOTHCS [IJII OIEPATUBHOTO OOMIHY 1HGOPMAIIIEID MIXK
nigposauiamu Jlep:xaBHoi cinyx0Ou Ykpainu 3 Hag3BuyaiiHux curyauii (JICHC).

[Ipenqmer mocHimpKeHHS — METOAM Ta IHCTPYMEHTH iHTerpaiii mudppoBux
atdopm, 3okpema Discord Ta Google Workspace, aiist nigBuiieHHs: €peKTUBHOCTI
koMyHikamii B mexax JJCHC.

Mera pobotu — aHali3 CydacHUX 3aco0iB OOMiHY 1HGOpPMAIIEID MiXK
nigpo3ainamu  JJICHC VYkpainu, oniHka iXxHbOi €(EKTHBHOCTI Ta po3poOKa
peKOMEeHaIii 1moa0 iHTerpamii MUGPOBUX IHCTPYMEHTIB ISl TOKpPAIICHHS
KOOpJMHALIL i PATYBAJIbHUX CIYXKO.

VY kBamiikamiiHiit poOoTi TOCTIHKYIOTbCS TEOPETUYHI aCTIEKTH OpraHi3arii
OTIEpaTUBHOTO OOMIHY 1H(OpPMAIlI€I0, PO3TIATAIOTECS CydacHI KOMYHIKaIliiH1
TexHouiorii, Taki sik Google Workspace, Discord, Microsoft Teams, Slack Ta Signal,
OIIIHIOETBCSA 1XHS €(EKTUBHICT, Yy 3a0€3MEeUeHHI IIBUJKOI B3aEMOMIT MIX
nigpo3ainamu JICHC. PoGoTta micTuTh aHami3 mepeBar Ta HEJOJIKIB ITU(PPOBUX
iatopm, 30KpemMa MOKIIMBOCTEN 1HTErpallii Ta aBToMaTH3a1lii poOOYHX MPOLIECIB,
TaKUX SK YOPaBIIHHS pecypcaMmu, KOOpJWHAILlS pPATYBaJIbHUX ONEpaiiil Ta
KOHTPOJIb BUKOHAHHSI 3aBJIaHb.

VY nporiect JOCHTIIKEHHS:

e JIOCHIiPKEHO TEOPETHUYHI OCHOBH OIEPAaTUBHOTO OOMIHY iHpOpMAIlIEI0 Ta

BU3HAYEHO MPUHIIUIK HOTO OpraHizallii y pAaTyBaJbHUX CITyX0ax.



e IlpoananizoBaHo (YHKIIIOHATBHI MOXJIHMBOCTI Ta pIBEHb MOMYJSPHOCTI
cydyacHuX Hu@poBux miaaTdhopM 1 MECEHDKEpIB JUisl KOMYHIKaIlll, TaKuX SK
Google Workspace, Discord, Microsoft Teams, Slack Ta Signal.

e Po3po0JICHO KOHIICMIII0 Ta peagi30BaHO CHCTEMY OIEPATUBHOTO OOMIHY
1H(pOpMaIll€r0 HA OCHOBI Cy4acHUX LU(PPOBHUX 1HCTPYMEHTIB.

e OrmineHo epeKTUBHICTh ICHYIOUUX HU(PPOBHUX IIATGOPM Ta 3ampONOHOBAHOTO
pIILIEHHs 1J1 onlepaTuBHOrO 0OMiHy iH(MopMariero Mix miaposainamu JJCHC.

Ha ocHOBI1 poBeI€HOI0 TOCIAKEHHS 3alPOIIOHOBAHO ONTUMAJIbHI CTPATET 1]

BIIPOBADKCHHS 1MdpoBux pimenb y nisubHicTh JCHC, Bu3HaueHO KITIOUYOBI

acriekTu 1HGOpMaIIiHOI Oe3MeKu, a TakoX po3poOJIEHO peKOMEHJallii 00

aBTOMaTu3alii mporeciB 300py Ta aHamizy iHpopMalli y Mexax pITyBaJIbHHX

CITy k0.

Kirouoi cnosa: OITEPATUBHUM OBMIH IHOOPMALIIEIO, JCHC, GOOGLE
WORKSPACE, DISCORD, IHTEIPAILIS, THO®OPMALIMHI CUCTEMU,
OIITUMIZALIA, KOMYHIKAILLA.



ABSTRACT

Emil BYK. "Research of Modern Tools for Operational Information
Exchange Between Units of the State Emergency Service of Ukraine (SES) During
Mission Execution." The qualification thesis in the specialty 122 "Computer
Science" consists of a textual part containing 4 chapters, 82 pages, 35 figures, 4
tables, and 25 sources.

Object of the research — modern digital platforms and information systems
used for operational information exchange between units of the State Emergency
Service of Ukraine (SES).

Subject of the research — methods and tools for integrating digital platforms,
particularly Discord and Google Workspace, to enhance communication efficiency
within the SES.

Objective of the study — to analyze modern means of information exchange
between SES units, assess their effectiveness, and develop recommendations for
integrating digital tools to improve the coordination of emergency services' actions.
The thesis explores the theoretical aspects of organizing operational information
exchange and examines modern communication technologies such as Google
Workspace, Discord, Microsoft Teams, Slack, and Signal, assessing their efficiency
in ensuring fast interaction between SES units. The study includes an analysis of the
advantages and disadvantages of digital platforms, particularly their integration
capabilities and process automation, such as resource management, coordination of
rescue operations, and task execution control.

During the research process:
e Theoretical foundations of operational information exchange were explored,
and the principles of its organization in rescue services were defined.
e The functional capabilities and popularity levels of modern digital platforms
and messengers for communication, such as Google Workspace, Discord,

Microsoft Teams, Slack, and Signal, were analyzed.



e A concept was developed, and a system for operational information exchange
based on modern digital tools was implemented.
e The effectiveness of existing digital platforms and the proposed solution for
operational information exchange between SES units was evaluated.
Based on the conducted research, optimal strategies for implementing digital
solutions in SES activities are proposed, key aspects of information security are
identified, and recommendations for automating the processes of data collection and

analysis within emergency services are developed.

Keywords: OPERATIONAL INFORMATION EXCHANGE, SES, GOOGLE
WORKSPACE, DISCORD, INTEGRATION, INFORMATION SYSTEMS,
OPTIMIZATION, COMMUNICATION.



INEPEJIIK YMOBHMUX ITO3HAYEHb

Google Workspace — HabOip iHcTpyMeHTIB Jutst Oi3Hecy Bix Google
Google Meet — miardopma ais BigeokoHdepeniiit Bix Google
Google Drive — xmapae cxoBuiie nanux Google

Google Chat — yaT s 0OMiHY MOBIIOMJICHHSIMHU

API — inTep@deiic nporpaMmyBaHHs 10JAaTKIB

VPN — BipTyasibHa IpUBAaTHA MEpexka

TLS — npoTokoi 3aXUCTy nepefaBaHHs JaHUX

OAuth — cranaapt aBTopu3allii s 6€31MeYHOr0 JOCTYITY

SMS — cucrema KOPOTKUX TTOB1JOMIICHb

JCHC — JlepxaBHa cinyx0a YKpainu 3 HaA3BUYallHUX CUTYaIlii
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BCTYII

VY cydyacHOMy CBIiTI oniepatuBHUI 00MIH 1H(OPMAITIEIO BiAIrpae BUPIIIATbHY
poiib 'y 3a0e3neyeHHl €(QEeKTUBHOro (YHKLUIOHYBAHHSA PATYBAIbHUX CIYXKO.
HepxxaBHa ciyx0a Ykpainu 3 HaazBuuaiinux curyauiit (nami — JICHC) 3niiicHioe
pearyBaHHs Ha IIMPOKE KOJIO HAA3BMYAWHUX CHUTYyaIlli, 1m0 morpedye BHCOKOI
HIBUAKOCTI KOMYHIKalli Ta TOYHOTO Y3TO/UKEHHS M1 MDK HIIpO3AUIaMU.
BnpoBamxenns cygyacHux nupoBux miatGopm Ta MECEHDKEPIB A€ 3MOTY 3HAYHO
MOKPAIIUTA B3a€EMOJIII0, MIHIMI3YBaTH dYac MPUUHITTSA PIlleHb 1 MiABUIIATH
3arajabHy e(PeKTUBHICTh BUKOHAHHS 3aBaHb.

3aBAsSKU PO3BUTKY 1HPOPMALITHIX TEXHOJIOTIH, pATYBaIbHI CITYy>KOU MOXKYTh
BUKOPUCTOBYBAaTH CIEliali30BaHl IIaTGOpMU [Jsi  ONEpPaTUBHOIO OOMIHY
iHdopmartiero, Brmouatoun Google Workspace, Discord, Microsoft Teams, Slack ta
. [IpoTe 3anumaeTbes BIAKPUTHUM MUTAHHS BUOOPY HAMOUIBII ONTHMAIbHUX
IHCTPYMEHTIB Ta iX iHTerpauii y npouecu ynpasminas JCHC.

AKTyanbHICTh 1€l poOOTH BHU3HAYAETHCS HEOOXITHICTIO JOCIIIKCHHS
CydyacHHX 3ac00iB KOMYHiKalli Ta po3poOKM e(QEeKTUBHUX pilIeHb s
omnepaTuBHOro oominy iHdopmaniero Mix miaposauiamu JICHC, mo 103BOauTH
MIJBUIIWTH IIBUJKICTh pearyBaHHs Ta IMOKPAIUTH KOOPAMHAINIO IA T 4ac
BUKOHAHHSI 3aBJIaHb 32 MPU3HAYCHHSM.

Mera pociaigakeHHsl — aHali3 Cy4aCHUX 3aco0iB OMEPaTHBHOrO OOMIHY
iHopmariero mix maposauiamu JJCHC Ykpainu, oriHka iXHbOi €(heKTHUBHOCTI Ta
po3poOKka pekoMeHAariii moao iHTerpamii U@POBUX IHCTPYMEHTIB A

MOKPAIICHHS] KOOPAMHAIT A1 pITYBaIbHUX CITYXKO.
3aBaaHHA 1OCTIIKEeHHS:

® JIOCTIANTH TEOPETUYHI OCHOBH ONEPATHUBHOTO OOMiHY iH(OpMAIE Ta
MPUHIIUAIK HOT0 opraHizalii y paTyBadbHuUX ciyx6ax (Po3air 1);
® qpoaHaiizyBaTh (YHKIIOHAJIbHI MOXJIMBOCTI Ta pIBEHb MOMYJSIPHOCTI

cydacHUX IUpoBUX MIaTdopM 1 MeceHKepiB sl komyHikaiii (Po3nin 2);
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® pO3pOOHUTH KOHIEMIII0 Ta peai3yBaTH CHUCTEMY OIEPATUBHOTO OOMIHY
1H(pOopMaIli€r0 HA OCHOBI cydacHUX HUPPoBUX 1HCTpYMEHTIB (Po3zain 3);

® OIiHUTH €(EKTUBHICT ICHYIOUUX IIUPPOBUX TIAT(HOPM Ta 3alIPOIIOHOBAHOTO
pILIEHHS 711 OTIepaTUBHOTO 00MiHY 1H(}opMalriero M miapo3aitamu JCHC

(Pozmin 4).

O0’exkT nociaimkeHHsi — cydacHi nudposi miathopmu Ta iHGOpMAIIiiTHI
CHUCTEMH, III0 3aCTOCOBYIOTBCS [IJII OIEPATUBHOTO OOMIHY 1HGOPMAIIEID MIX
nigposautamMu JICHC Ykpainu.

IIpeamer aocaixKeHHS — METOAM Ta THCTPYMEHTH IHTerparli mudpoBUxX
atdopm, 3okpema Discord Ta Google Workspace, aiist nigBuiieHHs: €peKTUBHOCTI
koMyHikaii B Mmexax JJCHC.

HaykoBa HOBHM3Ha po0OTH MOJSTae y KOMIUIEKCHOMY aHaji3l HMU(PPOBHUX
mwiatgopM Ta owiHIl iXHbOI edexTuBHOCTI B ymMoBax JJCHC, a Ttakox y po3poOiii
pEeKOMEHJAIIA IMoJ0 iXHBOT 1HTErpamii y CHCTeMy KOMYHIKAIlli psATyBaJIbHUX
cITy k0.

IIpakTHyHe 3HAYEHHS AOCTiKEHHS TTOJIATAE Y MOKIIMBOCTI BUKOPUCTAHHS
OTPUMAaHUX PE3YJbTATIB JJIs MOKPAIICHHS KoopauHalii Mk migpo3aiiamu JJCHC,
10 COPUATHME MIJBUILIEHHIO ONEPAaTUBHOCTI pearyBaHHs, 3SMEHIIEHHIO pPU3UKIB Ta

e(eKTUBHIIIIOMY BUKOHAHHIO PSITYBAJIbHUX 3aB/IaHb.
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BUCHOBOK

Ha ocHOBI TpOBENEHOTO OCHIKEHHS OTPUMAHO MiATBEPKEHHS
BAYKJIMBOCTI €()eKTUBHOTO BUKOPUCTAHHS IIU(PPOBUX MIAT(HOPM ISl OTIEPATUBHOTO
oOMiHy iH(oOpMariero MK migposaitamu JlepkaBHoi cnyx6um VYkpainu 3
HAJ3BUYAHMUX CUTYalll MiJl Yac BUKOHAHHS 3aBJaHb 3a MPU3HAYEHHSM. AHaI3
GYHKIIOHATPHUX MOMIJIMBOCTCH TOMYJISIPHUX MECCHKEPIB Ta KOPHOPATHBHHX
miatdopm, 30kpema Discord, Google Workspace, Microsoft Teams, Slack, Signal
ta WhatsApp, miAKpecIuB HEOOXIAHICTh BHU3HAYEHHS iXHbOI'O BHECKY Y
NOKpAIlCHHS] KOOpJAMHALlI pATYBaJbHUX OIepauiid, 30UIbIIEHHS I[IBHUJKOCTI
pearyBaHHS Ta IIBUIIEHHS PIBHS CUTYaIIHOI 0013HaHOCTI cepe/l IepCoHay.

Pesynbratu aHamizy mokasajid, II0 BUKOPUCTAHHS IIU(PPOBUX IHCTPYMEHTIB
s oOMiHy 1H(OpPMALi€l0 CTAaHOBUTH KIIOUOBUN YHMHHHUK YCIIIIHOI poOOTH
excTpeHux cayx0. Lle 0cobmmBo BaxanBO s 3a0€3MeUeHHs IBUIKOI peakilii Ta
e(eKTUBHOI opraizamii i y HaA3BUYAMHUX CUTyalisX. BapTto BiAMITUTH, IO
OJTHUM 13 HaWOUIBII MiAXOIAINX PIllIEHb € TOE€IHaHHSA MOXuBocTe Discord Ta
Google Workspace, OCKUIbKM 1I¢ JO3BOJUTH 3a0€3MEYUTH THYUKICTb,
MacIITabOBaHICTh, IIEHTPAIi30BaHE YIPABIIHHA MepeAaudeto iHpopMmarii Ta
aBTOMAaTHU3alLlII0 KIIOYOBUX MPOIIECIB.

[Mudposi mnatdopmMu BIOITpalOTh BaXJIUBY poib Yy 3a0e3MeyeHH]
e(eKTUBHOTO YMPaBIIHHI KOMYHIKAII€I0 Y peXUMI eKCTpeHoi mii. Pesymbratn
HAIIOTO JOCIIKEHHS MMiJAKPECTIOTh, 0 MBHUAKICTh Nepeaadi iHopmarlii Ta
MOXJIMBICTh IIEHTpadi3aiii JaHUX € KPUTUYHO BAXKIMUBUMU B PITYBaIbHIN
nisimeHOCTI. Discord 1 Google Workspace neMoHCTpYIOTh CBOIO €(heKTHUBHICTD Y ITUX
acrekTax, 3a0e3rneuyroy MUTTEBUI OOMIH JaHUMU Ta Oe3MeKy 1H(opmarii.

['ayukicTh Ta amanTUBHICTH MUPPOBHUX TUIAT(HOPM TEMOHCTPYIOTHCS B TXHIH
3IaTHOCT1 IIBUJKO TEPEKII0YaTUCA MDK PI3HUMHM KaHaJlaMM KOMYHIKaIlii Ta
IHTErpyBaTUCA 3 IHIIMMHU CEpBICAaMU ISl ONTUMAIBHOTO YHPABIIHHS CUTYallisMU
HAJ3BUYAHOTO pearyBaHHSA. bijgblle TOTro, B MOJAJIBIIOMY 3aCTOCYBaHHS

IHTETPOBAaHUX KapTorpadiuHUX pillieHb pa3oM 13 Mu(PpoBUMH MIaTGPOopMaMU MOKE
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BIJIKPUTH HOB1 MOXJIMBOCTI JUISl IIJBHUINCHHS €(PEKTUBHOCTI Ta ONEPATHBHOCTI
JUSTIBHOCT1 PATYBAJIbHUX CITYXKO.

Buxopucranas tumargopm Discord Ta Google Workspace y cdepi
HAJ3BUYAHUX CUTYAllll CIPUSIE PO3BUTKY CUCTEMH ONIEPATUBHOTO YIIPABIIIHHS, IO
JI03BOJISIE€ 3pOOUTH TpoIecH O1IbII €(heKTUBHUMU Ta OE3MEUHUMU. TakuM YMHOM,
BIIPOBA/KCHHS CydyacHUX U(poBux iHCTpyMeHTIB y AistibHICTh JJCHC BigkpuBae
NUISIX 0 TOKpaIeHHs KOOPAUHAIT Aii y HaA3BUUAMHUX CUTYAIlISIX 1 MiIBUIICHHS
PiBHS TOTOBHOCTI OCOOOBOTO CKJIaly 1O pearyBaHHS Ha BUKJIUKA HEOE3MEYHUX
00CTaBUH.

[Toganpiri HayKoBI JOCHIIKEHHS MOXYTh OyTH CHpSIMOBaHI Ha PO3pPOOKY
IHHOBAIITHUX METOAIB iHTerpauii nudpoBux MmIaTHoOpM 3 MITYYHUM IHTEIEKTOM
JUIsl TIPOTHO3YBAaHHS HAJ3BMYAHUX CHUTyallid, a TaKoXX Ha BJOCKOHAJIECHHS
BUKOPUCTAaHHS Te€OIHQOpPMALIMHUX CEpBICIB JI MOJIMIIEHHS ONEePaTUBHOCTI
pearyBaHHsS Ha eKCcTpeMaibHi cutyallii. [lepcrnekTuBr po3BUTKY CIIEliali30BaHOTO
nporpaMHoro 3abesnedeHHsi Ha 0a3zi Google Workspace API Ta Discord-60TiB
BIJIKDUBAIOTh HOBI TOPHU30HTH AaBTOMAaTH3alli YIPaBIIHCBKUX IPOIECIB Ta
NIJBUINCHHS ©(PEKTUBHOCTI JIsJIBHOCTI  PATYBAIBHUX CIY)KO B  yMoOBax
HaI3BUYAHUX 0OCTaBUH.

VY niicyMKy, BOKIIUBO MiIKPECTUTH, 10 3aCTOCYBAaHHS TU(DPOBUX TIaTHOPM,
takux sk Discord ta Google Workspace, B kontekcti aisuibHOCTI JICHC Mmae
BUpIINIANIbHE 3HAYCHHS I IMIJIBHUINCHHS €(QEKTUBHOCTI, OMNEPATHUBHOCTI Ta
KOOpJIMHAIl i y CHUTyalisiX HaA3BHuYaiiHOi HeoOximHocTi. Ili iHCTpyMeHTH
JEMOHCTPYIOTh CBIM MOTEHIIaN JJIs MOKpAUIEHHS 0€3MeKu, MBUAKOCTI pearyBaHHs

Ta SIKOCT1 B3a€EMO/I1T MK yCiMa JIJaHKaMH CHCTEMU Ha/I3BUYaHOTO pearyBaHH1.
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