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real-world mobility spectrum of building occupants—particularly in post-war contexts like Ukraine.
By combining simulation, field data, and Al, we can develop proactive strategies that make
environments safer for everyone, including those using prosthetic devices. This approach not only
addresses current accessibility gaps but also contributes to the long-term resilience and equity of
emergency response systems.
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MODERN DATA PROCESSING METHODS IN AUTOMATED SYSTEMS

D. D. Smyk, N. Ye. Burak
Lviv State University of Life Safety

Automated systems are an integral part of modern information technologies and play a key
role in various fields of activity. They are used for collecting, storing, processing, and analyzing
data, which ensures efficient management of information flows and optimal decision-making. In
scientific literature, automated systems are defined as software-hardware complexes that enable
control, management, and data processing using algorithmic methods and artificial intelligence [1].
Automated systems provide efficient processing of large volumes of data. One of the central aspects
of such systems is data processing methods, which include statistical approaches, machine learning,
and big data processing technologies.

Data processing in modern automated systems performs an important function, ensuring the
transformation of input information into a form convenient for further analysis and decision-
making. With the development of information technologies, the need for high-performance methods
of analyzing large volumes of data has increased, which is reflected in the concepts of Big Data,
Data Mining, and machine learning. Data processing may involve various stages, such as filtering,
clustering, normalization, and modeling, each of which requires the application of specific
algorithms and software tools.

One of the most important challenges in the field of data processing is ensuring the security
and confidentiality of information. Protection against unauthorized access, data encryption, and
ensuring user anonymity are critical aspects of modern automated systems.

One of the primary methods of data processing is statistical analysis, which allows obtaining
generalized characteristics of a sample, identifying patterns, and predicting future values.
Traditional statistical methods include correlation analysis, variance analysis, and regression
modeling. These methods are widely used in financial analytics, marketing research, and sociology
[1].

Moreover, hybrid approaches that combine statistical models with machine learning
algorithms are becoming increasingly popular. This integration allows for adaptive models that
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improve over time based on new data inputs. Such synergy enhances the accuracy and reliability of
forecasts, particularly in dynamic environments such as e-commerce and smart logistics systems.

In addition to statistical approaches, artificial intelligence methods, particularly neural
networks and machine learning algorithms, are actively used. Neural networks, such as multilayer
perceptrons, recurrent, and convolutional networks, provide the ability for automatic learning and
data classification. For example, deep learning algorithms are successfully applied in pattern
recognition, speech processing, and predicting user behavior in digital environments [2].

In the field of big data processing, significant attention is given to distributed computing,
which enables data processing in parallel mode. One of the most widespread platforms for
distributed processing is Hadoop, which uses the MapReduce model to efficiently distribute tasks
across server clusters [1]. NoSQL databases are also popular, providing scalability and high-speed
access to unstructured data.

Predictive analytics methods, based on multifactor analysis and forecasting models, have also
seen significant development. These methods are widely applied in the financial sector, particularly
for risk assessment and predicting market trends. For example, deep learning algorithms utilizing
recurrent neural networks can improve the accuracy of financial indicator predictions by 30%
compared to traditional statistical models [3].

Special attention should be given to data streaming technologies, which enable real-time
analysis. The implementation of solutions such as Apache Katka and Apache Flink significantly
enhances the efficiency of monitoring and analytics systems in high-load environments, such as
cybersecurity and the Industrial Internet of Things (IloT) [4].

An important trend in recent years is the integration of edge computing into data processing
pipelines. This approach shifts part of the computational load from centralized cloud systems to
local devices, thereby reducing latency and bandwidth usage. Edge computing is particularly
relevant for applications that require real-time responsiveness, such as autonomous vehicles and
remote medical monitoring.

Furthermore, an increasing number of companies are adopting federated learning methods,
which enable machine learning without the need for centralized data storage, thereby enhancing the
privacy and security of processed information. This approach is actively used in the medical field,
where maintaining the confidentiality of patient data is crucial while processing large datasets for
medical research [5].

Significant advancements are also observed in the field of data security. Modern
cryptographic protocols, particularly homomorphic encryption, enable computations on encrypted
data without decrypting it. This opens up opportunities for implementing secure distributed
computing in cloud environments.

The future of data processing is also closely tied to the development of quantum computing,
which could potentially provide exponential acceleration for optimization algorithms and big data
processing. Leading research centers, such as IBM Quantum and Google Quantum Al, are actively
working on developing quantum algorithms capable of processing complex models that are
currently limited by classical computing architectures.

The application of data processing methods spans various industries, including medicine,
finance, industry, and public administration. For example, in medicine, the analysis of large
volumes of data enables improved disease diagnosis and the development of personalized treatment
approaches [2]. In the financial sector, data analysis methods are used for risk assessment, fraud
detection, and optimization of investment strategies [1].

Therefore, the methods and tools of data processing in modern automated systems ensure
efficient management of information resources and contribute to the development of digital
technologies. The implementation of cutting-edge algorithms for analyzing and processing big data
opens up broad opportunities for improving service quality, automating processes, and making
informed decisions across various fields of activity.
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DEEP LEARNING-DRIVEN AUDIO STEGANOGRAPHY FOR SECURE STATE-LEVEL
COMMUNICATION: CHALLENGES AND STRATEGIC POTENTIAL

0O.-S. I. Maletsl, O. O. Smotr
Lviv State University of Life Safety, Lviv

The integration of deep learning into audio steganography presents transformative
possibilities for secure state-level communication, particularly in domains such as military
operations and critical infrastructure systems. Audio steganography refers to the technique of
concealing information within an audio carrier in such a way that the presence of the hidden
message is undetectable to the human auditory system. Unlike encryption, which protects the
content of a message but reveals its existence, steganography provides a complementary form of
security by ensuring that sensitive data transmission remains covert. Traditional audio
steganographic methods, such as Least Significant Bit (LSB) embedding, have been widely used
due to their simplicity and minimal computational requirements. These approaches typically allow
embedding of approximately 176 kB of hidden data per minute in a 44.1 kHz, 16-bit stereo audio
file, depending on the compression ratio and embedding density. However, they suffer from
significant vulnerabilities, including low robustness to signal manipulation (e.g., filtering,
compression), limited payload capacity, and an inability to adapt dynamically to changes in the
communication environment [1,2].

Deep learning offers a paradigm shift in this space by enabling intelligent, context-aware
audio embedding and extraction mechanisms. Neural network architectures—such as convolutional
neural networks (CNNSs), recurrent neural networks (RNNs), and transformers—allow the model to
analyze both local and global signal characteristics to identify optimal regions for data insertion.
For instance, CNNs are particularly effective at learning spectral features of audio signals in the
frequency domain, making them suitable for embedding data in perceptually insignificant regions.
RNNs and LSTMs (Long Short-Term Memory networks) can exploit temporal dependencies to
maintain consistency and coherence in the steganographic signal across time. More recently,
transformer-based models, originally developed for natural language processing, have been adapted
to audio due to their ability to capture long-range dependencies and dynamically reweight feature
importance using attention mechanisms [3,4]. These advancements not only increase embedding
efficiency and reduce signal degradation but also facilitate training of highly generalizable models
capable of operating across a variety of audio formats and signal types.

An emerging trend in this field is the use of generative adversarial networks (GANS) to create
more robust steganographic systems. In such setups, a generator network encodes data into an audio
file while a discriminator attempts to detect the presence of hidden information. By training both
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