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STRIDE-based threat Modeling of Cybersecurity Risks
in Local Computer Networks

The article examines the problem of ensuring LAN cybersecurity under conditions of increasing threat
volume and complexity. Accordingly, the study focuses on developing a generalised adaptive method for threat
modelling in LANs based on the STRIDE framework. To this end, the paper analyses current scientific sources
on the application of STRIDE in the field of information security and identifies a gap between theoretical threat
models and their practical implementation in the context of local networks. Based on a constructed DFD model,
a structured representation of typical LAN components, external entities, network processes and data flows is
formed. The STRIDE threat classification is applied to each model element, enabling the systematisation of
potential risks and the development of a threat matrix for further analysis. An adaptive threat-modelling method is
formulated, comprising network architecture analysis, automated generation of a threat list, selection of relevant
countermeasures, modelling of a secure network architecture, and verification in a simulation environment. The
effectiveness of the method is evaluated according to criteria such as completeness of threat coverage, adaptability,
practical feasibility, and the degree of automation. The research findings demonstrate that the use of STRIDE in
combination with DFD modelling enhances the structural consistency of cybersecurity analysis and provides a
systematic approach to designing a LAN protection model.
cybersecurity, LAN, STRIDE, threat modelling, network protection, system vulnerability, risk analysis

Problem Statement. In the current era of digital transformation, local area networks
(LANs) constitute a critically important component of the information infrastructure of
enterprises, institutions, government agencies and other organisations. At the same time, both
the number and complexity of cyber threats continue to grow. Ensuring an adequate level of
LAN security therefore requires not only the deployment of technical safeguards, but also the
application of effective threat-modelling and risk-analysis methods. One such approach is the
STRIDE framework, which enables the systematic classification of potential threats based on
a trust model. However, the practical use of STRIDE for analysing the security of local
computer networks remains insufficiently explored. This is largely due to the difficulty of
adapting the model to the specific characteristics of LANs, including topology,
communication protocols, user privilege levels and the structure of interactions between
network nodes. These factors highlight the need for a critical analysis of how STRIDE can be
applied effectively in addressing LAN security tasks.

Analysis of Recent Research and Publications. The STRIDE framework enables a
systematic analysis of system components (including LAN elements) for vulnerabilities
across all defined threat categories. At present, STRIDE is widely discussed in the scientific
literature as an effective tool for classifying threats in information systems. Publications [1, 2]
consider STRIDE as a foundation for constructing threat models with a clear distinction
between its six categories: Spoofing, Tampering, Repudiation, Information Disclosure, Denial
of Service, and Elevation of Privilege. These studies primarily focus on applying the method

© O. 1. IToaoraii, O. I1. lopencbkuii, A. C. Kopanenko, K. O. Bypapuenko, 2025

62



ISSN 2664-262X IlenTpansHOyKpainchkuil HaykoBHil BicHuK. Texuiuni Hayku. 2025. Bun. 12(43), 4. Il

in a general information security context, without a detailed consideration of the specific
characteristics of local computer networks.

Scientific publications devoted to computer network security and information security
(in particular, [3-5, 7]) emphasise vulnerability detection, analysis of data leakage channels,
and methods for protecting information across different layers of network architecture.
However, most of these works lack the application of formalised threat models, which limits
the ability to adopt a systematic approach to risk assessment.

Some researchers (e.g., [6, 5]) propose simplified practical guidelines for building
threat models using STRIDE. Nonetheless, these approaches require adaptation to real-world
LAN scenarios, where numerous internal interactions, specific access restrictions, and non-
standard topologies are present. Publication [2] describes the use of STRIDE in cloud
environments, [oT infrastructures, and web applications. However, the issue of adapting this
approach to security modelling specifically within local networks remains insufficiently
addressed. Individual researchers, such as [7], highlight the importance of context-aware
threat modelling, yet applied methodologies for LANs remain fragmented.

Therefore, a gap exists between the theoretical foundation of STRIDE and its practical
application in securing local area networks. This gap underscores the relevance, novelty, and
scientific value of the present study.

Tasks Statement. The aim of this study is to develop a generalised STRIDE-based
approach (an adaptive method) for analysing the security model of a local area network. To
achieve this aim, the following research objectives must be addressed: 1) identify the typical
components and data flows within a local network; 2) apply the STRIDE method to the
constructed trust model; 3) develop a method (approach) for identifying and mitigating
threats; 4) evaluate the effectiveness of the proposed method.

Main Results. The process of applying STRIDE typically begins with constructing a
system model in the form of a Data Flow Diagram (DFD), which serves as the key artefact in
STRIDE-based threat modelling. The diagram identifies processes, data stores, external
entities and information flows. Each system element is then analysed through the lens of the
six STRIDE threat categories, allowing specific risks to be identified for each component.

To construct a threat model for a local area network, a DFD is used that incorporates
user nodes, servers, access points and external interactions. This diagram functions as a
security model of the LAN, taking into account the key components that ensure secure
information exchange between external sources and internal resources. The external source is
represented by an abstract “external entity” that communicates with the network via the
Internet. At the boundary of the LAN is a firewall, which performs packet filtering for
inbound and outbound traffic, blocking unwanted or potentially malicious connections.

Once traffic passes through the firewall, it reaches the router, which routes packets
according to the internal network configuration. The router directs data along two possible
paths: one towards the internal network, where the resources accessed by users are located,
and the other towards the Network Intrusion Detection System (NIDS), which analyses traffic
to identify anomalous or malicious activity.

The intrusion detection system, in turn, also interacts with the internal network and
sends the results of its operation to a log storage repository, where the data are preserved for
further analysis, auditing or incident response. The final participant in the internal network is
the user, who interacts with the resources within the system, and whose activity may also be
monitored to detect potential threats. Overall, this diagram illustrates a typical secure LAN
architecture based on a multilayered approach to threat detection and prevention, in which
each component performs a specific role in ensuring information security.
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After the DFD is constructed, the process proceeds to threat identification, which is
presented in Table 1.

Table 1 — Identification of Threats in the Local Network

Name Description

Spoofing the possibility of spoofing IP addresses or MAC identifiers
Tampering modification of data within network packets

Repudiation users denying actions performed due to lack of proper logging
Information Disclosure information leakage through unencrypted channels

Denial of Service flooding attacks or ARP spoofing

Elevation of Privilege escalation to administrative privileges via exploits

Source: developed on the basis of [10]

Based on this classification, a risk matrix (Table 2) is constructed and subsequently
used for the development of the protection algorithm.

Table 2 — Risk Matrix and Threats of the Local Network

STRIDE Threat Potential Target Risk Level Countermeasures
Category Component
IP/MAC address Workstations, . MAC filtering, DHCP
S High .
spoofing gateways snooping, 802.1X
Traffic modification . . Encryption (IPSec), access
T (MITM) Switches, routers High control (ACL)
R Repu.dlatlo.n of actior Servqs, guest Medium S.ystern logging, digital
(logging disabled) | terminals signatures
y | Interception of Wi-Fi access points | High SSL/TLS, WPA3, VPN
unencrypted data
Traffic flooding, . Traffic limiting, IDS/IPS,
D ARP-based attacks Servers, routers High QoS
Obtaining .
E administrative Nodes with software High Software updates, RBAC,
L. or OS vulnerabilities multi-factor authentication
privileges

Source: developed on the basis of [8, 9]

Thus, the presented matrix serves as the analytical foundation for constructing an
adaptive protection algorithm for a local network, taking into account contemporary threats.

The method involves the following stages (tasks):

— analysis of the DFD model;

— automated generation of a list of threats using STRIDE;

— development of countermeasure recommendations (authentication, encryption,
traffic monitoring, etc.);

— verification within a simulation environment (e.g., Cisco Packet Tracer or GNS3).
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The method (adaptive approach) for protecting a local computer network in light of
identified threats is structured according to the UML Sequence Diagram shown in Fig. 1.

The generalised (adaptive) method for LAN protection follows the following sequence
of actions: ‘Start Event’ — ‘Tasks’: Analyse DFD Model, Identify Model Elements, Generate
Threat List (STRIDE), Select Countermeasure, Model Secure Network, Verify via Simulation
— ‘Exclusive Gateway (XOR)’: Threat Identified? Is Analysis Completed? — ‘End Event’.

The method begins with the initiation of the analysis of the network structure. The
first step is the examination of the DFD, which serves as the basis for identifying the main
components and data flows within the local network. This is followed by the identification of
model elements (external entities, processes, data stores and the data flows between them).
The next step is to check whether threats have been identified for each element of the model.
If a threat has not yet been detected, a list of threats is generated using the STRIDE
framework (the six threat categories: Spoofing, Tampering, Repudiation, Information
Disclosure, Denial of Service, Elevation of Privilege).
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Figure 1 — Sequence Diagram of LAN Protection
Source: developed by the authors

Once the threat list has been produced, appropriate countermeasures are selected,
ensuring they correspond to the specific threat type. For example, authentication is applied
against spoofing, while encryption mitigates information disclosure. The next stage involves
modelling a secure network architecture that incorporates these countermeasures. This step
enables the creation of a solution design that accounts for the protection of all critical
components.

The subsequent stage of the method is the verification of the model within a
simulation environment. This allows the effectiveness of the proposed security architecture to
be tested under conditions close to real-world operation. If the verification is successful (and
the analysis is complete), the process reaches the final stage—completion. At this point, the
security model is deemed ready for implementation. If vulnerabilities or ineffective measures
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are discovered during simulation, the cycle is repeated starting from the analysis stage, until
an optimal security configuration is achieved.

The effectiveness of the STRIDE-based LAN protection algorithm can be assessed
according to several key criteria: completeness of threat coverage, adaptability to changes,
practical feasibility of implementation, level of automation and the ability to verify the model
(Table 3).

In summary, the following key points should be emphasised. The identification of
typical components and data flows within a local network made it possible to construct a
basic trust model in which nodes (servers, workstations, network devices), users and the
directions of information exchange between them are clearly defined. This approach enabled
the specific characteristics of LAN operation within typical organisational structures to be
taken into account.

Table 3 — Criteria for Assessing the Effectiveness of LAN Protection

Effect Description

STRIDE provides a comprehensive approach to threat classification,
covering six primary attack vectors: spoofing, tampering, repudiation,
information disclosure, denial of service and elevation of privilege. As a
result, the developed algorithm enables the identification of critical risks at
all levels of interaction between elements within the DFD model.

Completeness of
threat coverage

The algorithm is flexible and suitable for application across various
network structures, ranging from small office environments to large
corporate infrastructures. It supports iterative re-analysis in cases where
shortcomings are identified or new threats emerge.

Adaptability

The use of DFD diagrams, the STRIDE methodology and simulation tools
Practical feasibility (such as GNS3 and Cisco Packet Tracer) makes the algorithm applicable
of implementation both in educational contexts and real-world projects. Each stage is
logically justified and grounded in solid technical principles.

The algorithm can be partially automated — including threat generation
based on the model, selection of countermeasures and creation of policies.
This enables integration into CI/CD pipelines or information security
management systems.

Level of automation

The final stage involves testing the model in a simulation environment.
This not only verifies the correctness of the implemented security
measures but also helps identify potential conflicts or shortcomings prior
to deployment in a production network.

Verification

Source: developed by the authors

An algorithm for identifying and eliminating threats was developed, based on the
application of STRIDE principles to real-world LAN operation scenarios. The algorithm
considers user context, communication protocol, and trust level associated with each node,
allowing not only the identification of threats but also the formulation of appropriate
recommendations for their mitigation (for example, the implementation of authentication,
encryption, access auditing, and so forth).

Conclusions. The article presents the results of developing a STRIDE-based adaptive
threat-modelling method for the cybersecurity of local computer networks. Specifically, the
study identifies typical LAN components and data flows; applies STRIDE to the trust model;
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develops an approach for identifying and mitigating threats; and evaluates the effectiveness of
the generalised (adaptive) STRIDE-based method for LAN cybersecurity threat modelling.
Thus, the research objectives have been achieved, confirming the effectiveness of a
systematic approach to identifying and classifying threats within a networked environment
while taking into account the specific interactions between its components.

The application of STRIDE to the trust model enabled the systematisation of threats
across the categories of Spoofing, Tampering, Repudiation, Information Disclosure, Denial of
Service and Elevation of Privilege. This approach made it possible to identify potential
vulnerabilities in each direction of data exchange and for every object within the model.

The effectiveness of the proposed method was assessed through expert evaluation
using a hypothetical corporate LAN. The results demonstrated that the model is capable of
identifying most common threats that are often overlooked in traditional security assessments.
The structured and adaptive nature of the algorithm confirms its practical applicability.

Thus, the findings of this study indicate the feasibility and value of using STRIDE as a
tool for developing LAN protection models. Future research may focus on automating the
modelling process and developing software tools for integrating STRIDE into the information
security policies of organisations, institutions and enterprises. Furthermore, practical results
from studies [11, 12] suggest the potential for exploring the integration of artificial
intelligence capabilities into the proposed method, which may significantly enhance the
cybersecurity of LAN environments.
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STRIDE-monentoBanHs 3arpo3 kidepOe3neni JOKATbHUX KOMIT' IOTEPHUX Mepex

Ipans npucesiuena npobnemMi 3abe3meueHHs kidepOesrmekn LAN B ymMoBax 3pocTaHHS KiIBKOCTI Ta
CKJIQTHOCTI 3arpo3, JUIsl BUPIIIEHHS sIKOi chOpMYyBaHO y3araJbHEHWH aJanTHBHHUN CIIOCIO MOJIETIOBAHHS 3arpo3
LAN na ocHoBi STRIDE. 3a pe3ynsraTtamu T0CIiPKEHHST BU3HAYCHO HAsBHUHN PO3PUB MK TEOPETUIHUMH MOJICISIMU
3arpo3 i ix NpaKTUYHOIO pealti3ami€lo y KOHTEKCTI JIOKAILHUX KOMIT IOTepHUX Mepex. Ha ocHOBI mo0OyioBr Mozerni
DFD cdopMoBaHO CTPYKTypOBaHE INpEACTABJICHHS THIOBHUX KOMIOHEHT LAN, 30BHIIIHI CYTHOCTi, MepexeBi
MPOIIECH Ta TOTOKHW JaHWX. [0 KOXKHOrO eIeMEHTy MOJElN 3acTocoBaHo Kiacudikamito 3arpo3 STRIDE, mo
JIO3BOJIMIJIO CHCTEMATH3YBATH MOTEHIIHHI pHU3HKH, CHOPMYBATH MATPHIIIO 3arPO3 IS MTOAANIBIIOTO aHAI3Y.

AnanTUBHMN METOA MOJEIIOBAHHS 3arpo3 BKJIOYAE TIPOLECH aHA3y apXiTEeKTypH Mepexi,
aBTOMAaTH30BAaHOTO (hOpMyBaHHS IMEPENiKy 3arpo3, BUOOPY peleBaHTHUX KOHTP3aXO/iB, MOJICITIOBAHHS 3aXHUIEHOT
Mepexi, Bepudikamii B cuMynsLiiiHoMy cepenoBuiii. OIiHIOBaHHS HOro e(eKTUBHOCTI 3/1iHICHEHO 32 KpUTEPisIMU
MIOBHOTH TTOKPHTTS 3arpo3, aAAITUBHOCTI, MPAKTUIHOCTI BIIPOBAKEHHS T4 MOXIIMBOCTI aBTOMATH3ALII1.

Pesynbratin mocmimkenHs nokasand, mo 3acrocyBaHHs STRIDE y moemnanni 3 DFD-monemoBanHM
JIO3BOJISIE TABMIIUTH DPIBEHb CTPYKTYPOBAHOCTI aHANi3y KiOep3arpos, peami3yBaTH CHCTEMHHHM MigXix 0
(dhopMyBaHHS MOZEINI 3aXHCTY JIOKATbHOI Mepexi. Lle mae MOXIHBICTE iMeHTH(]IKYBATH MOTEHINHHI Bpa3IUBOCTI,
SIKI 9acTO 3aJIMINAIOTHCS 110332 YBAarolo INpW TPaJULiHHUX migxomax. [lepcreKkThBaMu MOJANBIINX PO3BIIOK €
po3pobiieHHsT TporpamMHuX 3aco0iB i aBromatm3anii STRIDE-mopmentoBaHHS Ta iHTerparlis iHCTPYMCHTIB
LITYYHOT'O IHTEJIEKTY JUTsl TiIBUIIEHHS e(heKTUBHOCTI 3axucTy LAN.
kibep0Oe3nexa, 1oxanbHa Mepe:ka, STRIDE, MmonenioBanHst 3arpo3, 3aXucT Mepe:ki, Bpa3InBiCTh, AHATI3 PH3HKIB
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