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PREFACE

In today’s interconnected and rapidly changing world, sustainable development 
has become one of the most pressing global priorities, encompassing economic 
growth, environmental preservation, technological progress, and social well-being. 
The accelerating climate crisis, growing inequality, depletion of natural resources, 
and demographic shifts highlight the urgent need to identify balanced and effective 
strategies for achieving sustainability. In this context, the presented monograph 
aims to explore both the fundamental challenges facing sustainable development 
and the possible solutions that can ensure a harmonious future for humanity.

The scientific value of this work lies in the interdisciplinary approach to analyz-
ing sustainability issues. The monograph presents studies that conceptualize sus-
tainable development in three main dimensions: environmental, economic, and 
social. Each article contributes to a deeper understanding of the complexity of 
these challenges while offering practical mechanisms for their resolution.

A particularly important place in the monograph is occupied by research dedi-
cated to the transition towards renewable energy, circular economy models, and 
green innovations. These studies outline theoretical and methodological founda-
tions for reshaping production and consumption patterns, emphasizing techno-
logical and institutional solutions. Another significant contribution of the book 
is the analysis of governance models, stakeholder cooperation, and community 
engagement, which are crucial for ensuring the effective implementation of sus-
tainability policies.

The monograph also highlights the role of education, awareness, and cultural 
transformation in achieving sustainable development goals. By stressing the inter-
connection of global and local initiatives, it demonstrates how individual, corpo-
rate, and governmental actions can converge to create long-term positive change.

This book is intended for scientists, policymakers, educators, entrepreneurs, 
students, and all those interested in the multifaceted problems and solutions of 
sustainable development. 
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AI-BASED TREND MODELING  
FOR MANAGING EDUCATIONAL RESOURCES  
IN TRAINING CIVIL  PROTECTION SPECIALISTS

Taras Rak1, Olga Smotr2

1IT STEP University, Ukraine, 2Lviv State University of Life Safety, Ukraine
JEL classification: I23, O33, C61

There is a consistently high number of natural and man-made emergencies in 
the world and in Ukraine (https://files.emdat.be/reports/2024_EMDAT_report.pdf). 
Their consequences often extend beyond individual countries, causing significant 
human and economic losses. Effective response requires civil protection specialists 
to be able to make decisions under time constraints and with incomplete 
information, which necessitates the updating of educational programs. Such 
programs should integrate modern technologies, be adaptable to the dynamics of 
social and technological change, and prepare specialists to deal with new risks.

One of the defining factors in the transformation of education has been generative 
artificial intelligence (GAI), which spread rapidly after the emergence of models such 
as ChatGPT in 2022. By 2023, a significant proportion of students and teachers were 
already using it Coffey (2023). GAI creates learning materials, automates routine tasks, 
and changes teaching methods Tracey (2024), Smotr, Karabyn, Loza (2024).

Along with the advantages, there are also challenges: threats to academic integ-
rity, risks of reduced critical thinking, and problems of data bias Batista, Mesquita, & 
Carnaz (2024). The response of educational institutions varies, but the global trend 
is not to ban AI, but to develop skills for its responsible use. Most teachers recognize 
that mastering such tools is an important part of professional training Coffey (2023).

For the field of civil protection, AI opens up new opportunities: personalized 
learning, modeling rare or dangerous scenarios, VR training, and serious games 
Smotr, Karabyn, Malets & Golovatyi (2024). This enhances the practical compo-
nent of education, allowing students to practice actions in safe virtual environ-
ments and receive instant feedback. At the same time, it is critically important to 
teach students to verify data and not rely on algorithms unconditionally, because 
in the field of rescue operations, the price of error is too high.

Therefore, integrating AI into civil protection training requires updating curricula to 
include topics such as emergency prediction and response, data analysis, cybersecurity, 
and expanding interdisciplinary training. In the context of growing natural, man-made, 
and military threats, especially in Ukraine, AI can significantly improve the quality of 
rescue worker training, but ethical and security issues need to be addressed.
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A decision was made to conduct a systematic review and analysis of scientific 
articles, industry reports, and the regulatory framework that study and regulate the 
implementation of AI technologies in the civil protection sector.

L i t e r a t u r e  r e v i e w

International experience in integrating AI into rescue training covers both 
the acquisition of new knowledge and the improvement of skills, expanding 
the capabilities of emergency response services. Key areas of research include 
the use of AI in emergency rescue equipment, humanitarian missions, training 
programmes, water rescue operations and strategic initiatives.

The International Committee of the Red Cross (ICRC) in article Beduschi (2022) 
demonstrated the role of AI in the humanitarian sphere: from predicting population 
movements (Project Jetson) to funding programmes based on forecasts. These 
approaches confirm the potential of AI to improve response efficiency. Similar 
conclusions are drawn by Switchboard (https://www.switchboardta.org/insights-
from-the-field-the-use-of-artificial-intelligence-in-resettlement-work/), Batcher 
(2025), which highlights the use of AI for automation, decision-making and 
personalised learning, as well as the IRC’s experience in implementing innovative 
programmes to support displaced persons.

The OECD report Senarath, Pandey, Peterson, & Purohit (2022) on healthcare 
emphasises the importance of continuous training to acquire AI skills. Although 
the document focuses on medicine, its conclusions are relevant to emergency 
services, especially in the areas of predictive analytics and decision-making. 
Similarly, a project Gözalan et al. (2020) for maritime rescue services showed how 
user-oriented AI systems can improve operational efficiency and safety. The use 
of modern information technology in healthcare has been studied by scientists in 
works Tupá, Kordoš, & Mozolová (2024).

Work Hui et al. (2024) presents the results of the STEAMxD seminar attended by 
95 people, which explored the training of specialists to work with robotic technology 
and respond to natural disasters. The emphasis is on ethical aspects, image recognition 
and the use of rescue robots. Practical exercises, such as robot navigation in simulated 
areas, demonstrated the potential of AI in training future rescuers.

A global survey of 2,525 executives Ångström et al. (2023) identified best practices 
for applying AI in industry and emergency services, while emphasising the importance 
of ethics and context-specific approaches to its implementation in specialist training.

Studies Kohler (2020), Hauri et al. (2020), Kohler (2021) conducted by the 
ETH Zurich Centre for Security Studies analysed social, technological and 
environmental trends that will influence civil protection in Switzerland until 2030. 
The authors emphasise the need to adapt systems to the growing complexity and 
interdependence of social processes, flexibility and adequate training of personnel.
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A number of authors in their publications consider the possibilities of modern 
IT technologies, in particular 5G communication, in terms of national security, 
emphasising the need for comprehensive digitalisation of state departments Anna, 
Z. (2023), Akpan, Ibidunni, (2021), Simonavičiūtė, Navickas (2022),

The Erasmus+ project ‘TeleTraining in Crisis Management’ Berntzen et al. 
(2025) focused on the use of ChatGPT in crisis management training. Simulating 
an emergency landing of an aircraft on water demonstrated the potential of AI in 
creating dynamic cross-border learning environments. The work Smotr, Karabyn, 
Malets & Golovatyi (2024) emphasises the gamification of the educational process 
using modern IT and AI to increase student motivation.

T h e  f o c u s  o f  t h e  r e s e a r c h 

Obviously, promising areas for further research include: - developing ethical 
standards for AI in civil protection (in particular, prioritizing safety over efficien-
cy); - creation of multimodal training systems (VR + real simulators); - research into 
the interaction of AI with social networks to combat panic during disasters, etc.

In summary, we can say that the analysis confirms the significant potential of AI 
to transform civil protection training: from integration into educational programs to 
use in simulations, forecasting, and operational processes. At the same time, there 
is a need to develop a clear strategy for implementing AI in civil protection training.

The aim of this article is to analyze strategies for integrating artificial intelligence 
into the civil protection specialist training system and to develop scientifically sound 
recommendations that will improve the process of developing the necessary compe-
tencies, taking into account current challenges and emergency scenarios.

The object of this research is the process of professional training of civil protec-
tion specialists in the higher education system of Ukraine.

The subject of the analysis is the methods, mechanisms, and tools for integrat-
ing artificial intelligence into the educational process of training civil protection 
specialists, in particular adaptive learning models, simulation exercises, and per-
sonalized educational trajectory technologies.

The study was conducted in 2023–2025 with the involvement of scientific ex-
perts in the fields of civil protection, artificial intelligence, and education. The 
article uses the following methods of analysis: a systematic review of scientific 
publications and industry reports, analysis of the regulatory framework, SWOT 
analysis, foresight analysis, and scenario modeling. 

Based on the analysis of literary sources and applied research on the implemen-
tation of AI in education and civil protection, the need for a systematic approach 
was identified, which would allow for a deeper understanding of the key trends 
that will shape civil protection in the future and their impact on the training of civil 
protection specialists.
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It is evident that adapting the process of training civil protection specialists to 
new challenges in the field, shaped by key global trends, must be strategic and 
comprehensive, with an emphasis on training, the regulatory framework, inter-
agency communication, and digital infrastructure.

As a result, Table 1 has been created, which can serve as a practical tool for 
structuring the educational process. This table links key trends, such as artificial intel-
ligence, digitalization, and climate change, with the corresponding types (techno-
logical, social, environmental) and competencies that need to be developed in civil 
protection specialists, including basic knowledge of machine learning, scenario plan-
ning, and resource coordination. The development is based on an interdisciplinary 
approach that allows training programs to be adapted to current challenges, in partic-
ular the military realities of Ukraine, providing a clear guideline for developing skills 
in the areas of evacuation, infrastructure protection, and international cooperation.

Table 1. Correspondence between civil protection trends and the competencies of 
civil protection specialists

Trend Type Competencies

Artificial Intelligence Technological ML basics, data analysis, ethics, 
digital indicators

Digitalization Technological Digital platforms, cybersecurity, 
digital resilience, GIS

Convergent Technologies Technological Interdisciplinary thinking, biosecurity, 
digital epidemics

Unmanned Systems Technological Drone operation, sensor data, search 
tactics, legal aspects

Mobility Technological Evacuation planning, energy systems, 
transport data

Changing Demographics and Social 
Norms

Social Vulnerable groups, inclusiveness, 
volunteer motivation

Social Media Social Crisis communication, disinformation, 
public engagement

Urbanization and Metropolization Social Urban evacuation, social 
vulnerability, infrastructure protection

Geopolitical Change Social Global risk analysis, strategic 
thinking, international cooperation

Sharing Economy Social Resource coordination, 
intermunicipal cooperation, logistics

Climate Change Environmental Scenario planning, vulnerability 
assessment, environmental 
management

Governance of Critical Infrastructure Environmental Systems thinking, cross-sector risk 
analysis, infrastructure protection
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For example, the “Artificial Intelligence” trend emphasizes the need for basic 
knowledge of machine learning (ML), data analysis, and ethical aspects, reflecting 
the need to integrate AI for risk prediction, while “Climate Change” requires sce-
nario planning and vulnerability assessment skills, which are critical for respond-
ing to natural disasters. 

In order to justify decisions on the integration of AI into educational programs, 
a mathematical model was developed that allows for the adaptability of training 
modules, the effectiveness of their impact on the formation of competencies, and 
the prediction of training needs depending on changes in the risk profile. 

M a t h e m a t i c a l  M o d e l  D e s c r i p t i o n

The developed mathematical model for integrating artificial intelligence into 
the training of civil protection specialists is based on the concept of multifactor 
evaluation with elements of adaptive learning and forecasting of needs based on 
trend changes. The model is presented as a system that optimizes the selection 
of content modules, methods, and digital tools based on changes in the security 
environment, as well as alignment with the graduate’s competence profile.

The input parameters of the model include: trends (T), risk level (R), available 
educational resources (E), competence profile (C), and forecast time horizon (τ).

The objective function aims to maximize the correspondence between trends 
and established competencies (F), taking into account resource and time constraints:

𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚 = ∑ ∑ 𝑤𝑤𝑖𝑖,𝑗𝑗 ∙ 𝑥𝑥𝑖𝑖,𝑗𝑗

𝑚𝑚

𝑗𝑗=1

𝑛𝑛

𝑖𝑖=1
   (1) 

where: 𝑤𝑤𝑖𝑖,𝑗𝑗   is the weight of trend i’s influence on competency j, xi,j is level of 
competency development j in the context of trend i.

The model allows you to vary the composition of educational content depend-
ing on: 

•	 changes in geopolitical, social, or technological trends (dynamic trend 
module T(τ));

•	 the level of training of a specific target audience (adaptive complexity 
scale);

•	 emergency scenarios (simulation of situational cases).
Based on trend coefficients (αі) and historical data on threats, the model 

generates a forecast of the required level of training for each competency
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𝐷𝐷𝑗𝑗(𝜏𝜏) = ∑ 𝛼𝛼𝑡𝑡

𝑘𝑘

𝑡𝑡=1
∙ 𝑃𝑃𝑗𝑗𝑗𝑗(𝜏𝜏)     (2) 

 

where: Dj is expected need for competence j, Pjt is probability of trend t occurring, 
requiring competence j.

The model takes into account a number of limitations, namely: 
•	 resource constraints (number of hours, teachers, access to GenAI tools);
•	 compliance with regulatory requirements (state education standards, ethi-

cal limits on the use of AI);
•	 risks of misuse of GenAI in simulations or analysis of real events.
Thus, the proposed model allows not only to formulate a sound educational 

strategy, but also to quickly adapt it to new threats, the dynamics of combat op-
erations, or changes in the regulatory environment. It also serves as a basis for 
the creation of a digital educational dashboard or a decision support platform in 
educational management.

R e s u l t s  a n d  d i s c u s s i o n

As an example, let us give a mathematical description of the application of the 
above model: the formation of the competence “Skills in working with drones and 
sensors” in the context of the growing use of unmanned systems (UAV/UGV) in 
civil protection.

During periods of active combat or natural disasters (e.g., earthquakes, mass fires, 
etc.), there is a need to use unmanned aerial vehicles (UAVs) and ground robots (UGVs) 
to monitor dangerous areas, locate victims, and map damage. In response to this trend, 
educational institutions must adapt the training of civil protection specialists.

Let us formalize the task as the optimization of the level of competence C_UAV 
in the context of the trend T_UAV.

𝑚𝑚𝑚𝑚𝑚𝑚𝐹𝐹𝑈𝑈𝑈𝑈𝑈𝑈 = 𝑤𝑤𝑇𝑇𝑈𝑈𝐴𝐴𝐴𝐴,𝐶𝐶𝑈𝑈𝐴𝐴𝐴𝐴 ∙ 𝑥𝑥𝑇𝑇𝑈𝑈𝐴𝐴𝐴𝐴,𝐶𝐶𝑈𝑈𝐴𝐴𝐴𝐴   (3) 

 
where: 𝑤𝑤𝑇𝑇𝑈𝑈𝐴𝐴𝐴𝐴,𝐶𝐶𝑈𝑈𝐴𝐴𝐴𝐴  = 0.95 - weight of correspondence between trend UAV and 
competence;

 
𝑥𝑥𝑇𝑇𝑈𝑈𝐴𝐴𝐴𝐴,𝐶𝐶𝑈𝑈𝐴𝐴𝐴𝐴 ∈  [0,1]  - level of competence development after mod-

ule implementation.
The model takes into account restrictions on:
•	 resource constraints (number of hours, teachers, access to GAI tools);
•	 compliance with regulatory requirements (state education standards, ethi-

cal limits on the use of AI);
•	 risks of misuse of GAI in simulations or analysis of real events.
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Thus, the proposed model allows not only to formulate a sound educational 
strategy, but also to quickly adapt it to new threats, the dynamics of combat op-
erations, or changes in the regulatory environment. It also serves as a basis for 
the creation of a digital educational dashboard or a decision support platform in 
educational management.

R e s u l t s  a n d  d i s c u s s i o n

As an example of the application of the above model, let us consider the case of 
developing competence in ‘Drone and Sensor Skills’ in the context of the growing 
use of unmanned systems (UAV/UGV) in civil defence. This is relevant for Ukraine 
during periods of active combat operations or natural disasters (e.g., earthquakes, 
mass fires, etc.), where unmanned aerial vehicles (UAVs) and ground robots 
(UGVs) monitor dangerous areas, locate victims, and map damage. In response 
to this trend, educational institutions must adapt the training of civil protection 
specialists.

Let us formalise the task as optimising the level of C_UAV competence formation 
in the context of the T_UAV trend. We need to maximise the function: 

𝑚𝑚𝑚𝑚𝑚𝑚𝐹𝐹𝑈𝑈𝑈𝑈𝑈𝑈 = 𝑤𝑤𝑇𝑇𝑈𝑈𝐴𝐴𝐴𝐴,𝐶𝐶𝑈𝑈𝐴𝐴𝐴𝐴 ∙ 𝑥𝑥𝑇𝑇𝑈𝑈𝐴𝐴𝐴𝐴,𝐶𝐶𝑈𝑈𝐴𝐴𝐴𝐴  (4) 

 
where: 𝑤𝑤𝑇𝑇𝑈𝑈𝐴𝐴𝐴𝐴,𝐶𝐶𝑈𝑈𝐴𝐴𝐴𝐴   = 0.95 - the weight of correspondence between the UAV 
trend and competence; 𝑥𝑥𝑇𝑇𝑈𝑈𝐴𝐴𝐴𝐴,𝐶𝐶𝑈𝑈𝐴𝐴𝐴𝐴 ∈  [0,1]  - level of competence development 
after module implementation.

The model takes into account restrictions on:
•	 time: t ≤ tmax = 16  hours per module
•	 material and technical resources: the number of available simulators or 

drones 𝑑𝑑 ≥ 𝑛𝑛/𝑟𝑟 , where: n – is the number of students in the group, r – is 
the optimal ratio of students to one drone;

•	 budget: 

∑ 𝑐𝑐𝑖𝑖 ∙ 𝑚𝑚𝑖𝑖 ≤ 𝐵𝐵   (5)
𝑘𝑘

𝑖𝑖=1
 

 
where: ci - is the cost of element i (simulator, drone, software), mi - is the number 
of units; B - is the allocated budget.

Expected competence requirement 𝐷𝐷𝐶𝐶𝑈𝑈𝐴𝐴𝐴𝐴(𝜏𝜏) . Over a time horizon of τ = 1 
year.
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𝐷𝐷𝐶𝐶𝑈𝑈𝐴𝐴𝐴𝐴(1) = 𝛼𝛼𝑈𝑈𝑈𝑈𝑈𝑈 ∙ 𝑃𝑃𝐶𝐶𝑈𝑈𝐴𝐴𝐴𝐴(1)  (6) 

 
where:

 
𝛼𝛼𝑈𝑈𝐴𝐴𝐴𝐴= 0,85  - intensity of the UAV trend according to national/international 

reports; 𝑃𝑃𝐶𝐶𝑈𝑈𝐴𝐴𝐴𝐴(1)=0,9 
 
probability that the competency will be in demand over the 

next year.
Thus:

𝐷𝐷𝐶𝐶𝑈𝑈𝐴𝐴𝐴𝐴(1) = 0,85 ∙ 0,9=0,765 

 
Based on the forecast of competency requirements, we present a model for 

adapting the educational module.
The module will include:
•	 theoretical block (4 hours): basics of UAV/UGV, flight rules, civil defence 

scenarios;
•	 practical block (8 hours): working with a flight simulator plus search and 

rescue missions;
•	 multi-agent modelling simulation (4 hours): analysis of data from drones 

and decision-making in situations.
Implementation of this module ensures an increase in 𝑥𝑥𝑇𝑇𝑈𝑈𝐴𝐴𝐴𝐴,𝐶𝐶𝑈𝑈𝐴𝐴𝐴𝐴   to a level 

>0.8, which at 𝑤𝑤 = 0,95  ensures 𝐹𝐹𝑈𝑈𝑈𝑈𝑈𝑈 ≈ 0,76 , which is in full compliance with 
the projected demand D=0.765.

Thus, the model allows us to quantitatively justify that the implementation 
of the training module «Skills in working with drones and sensors» (UAV/UGV) 
is expedient from the point of view of strategic relevance, resource realism and 
adaptive efficiency.

This approach creates the conditions for the formation of a flexible and resilient 
educational ecosystem capable of responding to the challenges of war, humanitarian 
crises and climate risks, drawing on the potential of artificial intelligence.

C o n c l u s i o n s

Artificial intelligence has become one of the primary drivers of educational 
transformation, and its integration into civil protection training creates opportuni-
ties for adaptive programs capable of responding effectively to modern challenges. 
The proposed conceptual and mathematical model enables the optimization of 
learning processes, the prediction of competency needs, and the design of person-
alized training trajectories based on potential emergency scenarios. Its application 
through training modules that incorporate simulations, VR, and automated data 
analysis systems demonstrates the capacity of AI to increase both the efficiency 
and resilience of professional education.
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However, successful implementation requires clear regulatory frameworks that 
address ethical concerns, including data protection, equal access to digital re-
sources, and the establishment of new standards of academic integrity. Equally 
important is the cultivation of critical thinking and professional responsibility to 
prevent excessive reliance on algorithmic decisions in life-critical situations.

Future research should focus on the experimental validation of the model in 
real educational environments, pilot testing across institutions, the development 
of evaluation standards for AI-enhanced learning, and the creation of interdisci-
plinary collaboration frameworks. Engaging experts from technical, pedagogical, 
and social sciences will help align training modules with the actual operational 
needs of civil protection. Another promising direction is the development of uni-
fied metrics for assessing the accuracy of educational demand forecasting and 
the effectiveness of competency formation. Such steps will provide a scientifically 
grounded basis for large-scale implementation of AI in civil protection education 
and will strengthen the capacity of future professionals to respond to complex and 
unpredictable crises. 
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