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OctanHiM 4YacoM Bce OLIbII aKTyaJBbHOI0 cTa€ mpodjgemMa 3axucty indopmanii. Yum OGiabiie
KOMI'IOTePU3YIOThCsl pi3HI cepH HAIIOrO KUTTA, THUM OliblIe cTa€ 00JacTell MOKJIMBOrO NMPOHHMKHEHHS
3J10BMHCHUKIB, KOHKYPEHTIB i MpocTo KoM 'l0TepHUX XyJiranis. /[iis mporuaii 30BHilIHIM aTakaM HeoO0XiTHO He
TiJIbKM MaTH 3aco0u 3axucTy iHdopmauii, a il po3ymMiTH npuHUMNHU iX QYHKIIOHYBaHHS, BMiTH NMPaBUWILHO iX
HAJALITYBATH, PO3YMITH CJIA0Ki Micus onepaniiiHux cucrem.

Recently, the problem of information security has become increasingly relevant. The more computerized
different areas of our lives, the more areas of possible intrusion of intruders, competitors, and just computer
bullies. To counteract external attacks, it is necessary not only to have information security tools, but also to
understand the principles of their functioning, to be able to configure them correctly, to understand the weaknesses
of operating systems.

KurouoBi cioBa: 3axuct indopmanii, koM’ 10TepHi Mepe:xi.
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As general observations computers become better understood and more economical, every day
brings new applications. Many of these new applications involve both storing information and
simultaneous use by several individuals. The key concern in this paper is multiple use [1, 2].

For those applications in which all users should not have identical authority, some scheme is
needed to ensure that the computer system implements the desired authority structure.

There are a variety of specialized techniques and types of network security you will want to roll
out. Cisco, a networking infrastructure company, uses the following schema to break down the
different types of network security, and while some of it is informed by their product categories, it's
a useful way to think about the different ways to secure a network. Here they are [3]:

« Access control: You should be able to block unauthorized users and devices from accessing
your network. Users that are permitted network access should only be able to work with the
limited set of resources for which they've been authorized.

o Anti-malware: Viruses, worms, and trojans by definition attempt to spread across a network,
and can lurk dormant on infected machines for days or weeks. Your security effort should
do its best to prevent initial infection and also root out malware that does make its way onto
your network.

« Application security: Insecure applications are often the vectors by which attackers get access
to your network. You need to employ hardware, software, and security processes to lock
those apps down.

« Behavioral analytics: You should know what normal network behavior looks like so that you
can spot anomalies or breaches as they happen.

« Data loss prevention: Human beings are inevitably the weakest security link. You need to
implement technologies and processes to ensure that staffers don't deliberately or
inadvertently send sensitive data outside the network.

« Firewalls: Perhaps the granddaddy of the network security world, they follow the rules you
define to permit or deny traffic at the border between your network and the internet,
establishing a barrier between your trusted zone and the wild west outside. They don't
preclude the need for a defense-in-depth strategy, but they're still a must-have.

« VPN: Atool (typically based on IPsec or SSL) that authenticates the communication between
a device and a secure network, creating a secure, encrypted "tunnel™ across the open
internet.

« Web security: You need to be able to control internal staff's web use in order to block web-
based threats from using browsers as a vector to infect your network. And others network
security methods.

In reviewing the extent to which protection mechanisms are systematically understood (which

is not a large extent) and the current state of the art [4, 5]. As in the case of all programming systems,



it will be necessary for protection systems to be used and analyzed and for their users to propose
different, better views of the necessary and sufficient semantics to support information protection.

Finally, one may wish to extend dynamically the range of objects protected [6, 7]. Such a goal
might be reached by making the type field large enough to contain an additional unique identifier,
and allowing for software interpretation of the access to typed objects. This observation brings us to
the subject of user-programmed controls on sharing and the implementation of protected objects and
protected subsystems. We shall not attempt to examine this topic in depth, but rather only enough to
learn what problems are encountered.

Reference:

1. Fruhlinger J. What is network security? Definition, methods, jobs & salaries [Enexrponnwuii pecype] / Josh

Fruhlinger I CSOonline. - 2018. - Pexxum JOCTYITY JI0 pecypcy:
https://www.csoonline.com/article/3285651/what-is-network-security-definition-methods-jobs-and-
salaries.html.

2. 3auxo O. B. ImiTamiiiHe Mo/eIFOBaHHS IOTOKY BiJ[BiyBadiB TOProBo-po3Bakanbroro neHrpy / O. b. 3auko, P.
P. T'onoBatuii / YrpaBiiHHS NpOEKTaMU: CTaH Ta MepcrekTuBu: marep. XII MiKHap. Hayk.-mpak. KOHQ. —
Muxkonais: MHYK, 2016 - C. 96 — 98.

3. Jerome S. the protection of information in computer systems [Enexkrponnuii pecypc] / Saltzer Jerome. — 1975. —
Pexxum noctyny 1o pecypey: http://web.cs.wpi.edu/~guttman/cs557 website/papers/saltzer1975.pdf.

4. 3auxo O. b. Ynpasninasa Oe3nexoro Ha cTafii IUIAHYBaHHS IPOEKTIB 3 MAacOBMM IepeOyBaHHAM JIIOIEH 3
BpaxyBaHHsAM Kateropii cknagaocti / O. B. 3auxo, [I. C. Kobunkin, P. P. T'onosarnii // Bicauk HTY «XIII».
Cepis: Ctpareriune ynpaBiIiHHS, YIPaBIiHHSA MOPTHEIIMH, TporpaMaMu Ta mpoekramu. — X. : HTY «XTIIDy,
2018. — Ne 2 (1278). — C. 53-58. — bi6miorp.: 17 na3s. — ISSN 2311-4738.

5. Kymuak M. I, Cmotp O. O., Kymuak M. S. Tenpentii Ta npoOieMu BIIpoBaKEHHS iHPOPMAITi HHIX TEXHOIOT1H
B YOPaBIIHHSA WiApO3IiTaMu yHiBepcuTeTy. BicHuk JIBBIBCBKOTO Jep:KaBHOTO YHIBEpCHUTETYy Oe€3meKu
skurrenisipHocTi. 2013. Ne 7. C. 28-32.

6. PaxkIO. [1. ®opmyBaHHSs IPOEKTIB METOAOM Bi3yasizaril iHpopMaLil JJ1sl MiABUILIEHHS CTaHy Oe3IeKH TOProBo-
posBaxanbHux neHrpis / 123 0. I1. Pak, P. P. [onoBaTuii // YnpaBiiHHsS NPOEKTaMU Y PO3BHUTKY CYCHIIBCTBA!
30. Te3 ponosiner XII Mixuap. koud. — Kui: KHYBA, 2015. — C. 226 — 228

7. Pax 1O.II., T'onosarwuii P. P. CepBicHa MoJeb IPOEKTIB CTBOPEHHS 00’ €KTIB 3 MACOBUM TIepeOyBaHHAM
Jro7IeH. YpaBIiHHSA MIPOCKTaAMH Y PO3BUTKY CycmiibcTBa: 30. Te3 pomnorinei XIII Mixuap. koud. Kuis:
KHYVYBA, 2016. C. 207 — 208.



