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JOCJIPKEHHS KOMII'IOTEPHOI MEPEKI CKAHEPOM BPA3JIMBOCTI
NESSUS

Ha cphoromHinHiii 1eHb KOMIT IOTEpHI MEpEeXi € HEeBiJl’€MHOI0 YaCTHHOIO y HAlllOMY MOBCSKICHHOMY JKUTTI. SIK
CBIIYMTH NPOBENCHUH aHaNi3 Mepeka HaJ3BHUYAiHO Bpa3iiMBa, BOHA MOXKE CIYryBaTH MicLeM BHTOKY iH(popmarlii,
3MiHM KOH(Irypamii HamamTyBaHs Ta MoAudikaiii JaHUX 3TOBMHUCHUKAMHU. [CHye HabaraTo OiIblle 3arpo3 TOMY CTaH
3aXHUIICHOCTI MepeXi BUMarae 3HAYHOI yBard IMOJO 3a0€3IMEUCHHs PIBHS 3aXHCTy MEpEeXi 3 METOIO MiATPUMYyBaHHSI
KOH(IISHITIHHOCTI Ta IUTICHOCTI AaHux. J[7s mepeBipku piBHS Oe3IMekH Ta 3MIITHSHHS Mepeki opraHizamii HeoOXiTHO
PeryiIspHO TPOBOAMTH OILIHKY BPAa3MBOCTI BeCiel Mepexi. s MOmyKy cilaOKux MICIlb BUKOPHCTOBYIOTH CKaHEpH
BPA3JIMBOCTI, SIKi KOPHUCHI JJIS BUSIBIICHHS BaJ] O€3MEeKH Y KOKHiM OKpeMil CHCTeMi, a TAKOXK Y BCI Mepeski 3arajioM.

Meta poboTH — JOCHITUTH KOMIT IOTEPHY MEpeXy Ha HasBHICTh BPa3MUBUX MICI(b 3a JOIIOMOTOI0 CKaHEpa
Nessus Professional.

MeToau AOCTiKeHHST — CKaHYBaHHS Mepexi ckaHepom Bpasnueocti Nessus Professional.

Jlns mpoBeleHHS JOCTIKEHb OyJio BHKOPUCTAHO ckaHep BpasiamBocTi Nessus Professional Bim kommanii
Tenable Network Security, sixkuii € y BineHOMY moctymi. 3’sicoBano, mo ckaHep Nessus Professional mae xpamrmii
(hyHKIIOHAT 1 TEXHIYHI XapaKTEPUCTUKH Y MOPIBHAHHI 3 IHIIUMH JOCTYITHUMHU CKaHepaMH. €JIMHUM MiHYCOM CKaHepa €
HOro BapTiCTh KOPUCTYBAHHS MPOTITOM POKY, @ TAKOXK CKaHYBaHHS MaJioi KUTbKOCTI XOCTIB Y MEpPEXi BOAHOYAC (TIOHA]
100 xocrtiB). Ilicas yCHIIIHOTO BCTAHOBJICHHS CKaHEpa, 3MIMCHIOBABCSA WOTO OIJISAN BiJi MOMEHTY 3aIlyCKy 0
(opmyBaHHS 3BITIB MPO pPE3yJIbTATH TECTYBAHHS XOCTIB. Y pPOOOTI TecTyBallach Mepeka JIbBIBCBKOTO Jep KaBHOTO
YHIBEPCHUTETY O€3MEKH JKUTTEMISIIBHOCTI. Y 3BITI MichsA CKaHyBaHHSA, o BigoOpaxkaeTbcss y HTML dopmari, MoxxHa
MOoOAaYUTH: IeTall CKaHyBaHHS MO KOXKHOMY XOCTY; KUIBKICTh Ta XapakTep Bpa3IMBOCTEH; iHPOpMAIliliHy MaHe b 010
BUIIPABICHHIO TIOMHJIOK. 3a pe3yJbTaTaMH TECTYBaHHS OyJO BHSBICHO BPAa3JUBOCTI HHU3bKOTO, CEPEIHBOTO Ta
BHCOKOTO DiBHIB HeOe3mek, y cyMi — 376. [IpoBoauBes aHami3 Bpa3IMBOCTEH Ha MiJCTaBi OTPUMAHUX PE3yNbTaTiB, a
caMme: KOPOTKHIA OMHUC Ta CIOCIO BUPIMICHHS IPOOICMHU.

Kiio4oBi ci1oBa — KOMIT'I0TepHa Meperka, BpasiuBicTh, ckanep BpasmuBocTi, Nessus Professional, ckanysanust
HOPTIB.

V.S.Balatska, M.M. Shabatura
(Lviv State University of Life Safety)
EXPLORATION OF COMPUTER NETWORK BY VULNERABILITY SCANNER
NESSUS

For today, computer networks are an integral part of our daily lives. As the analysis shows, the network is
extremely vulnerable, it can serve as a place of information leakage, changes of configuration of settings and
modification of data by the attackers. There are many more threats, and the security of the network requires a great deal
of attention to ensure the security of the network in order to maintain the confidentiality and integrity of the data.
Organizations must regularly assess the vulnerability of the entire network to test the security level and strengthen the
network. We use vulnerability scanners to find weaknesses, which are useful for detecting security vulnerabilities on a
case-by-case basis and across the network as a whole.

The purpose of the work is to explore the computer network for vulnerabilities using the Nessus Professional
scanner.

Research Methods — network scanning by Nessus Professional vulnerability scanner.

The Nessus Professional vulnerability scanner from Tenable Network Security, which is freely available, was
used for the research. The Nessus Professional scanner has been found to have better functionality and performance
than other available scanners. The only downside to the scanner is its cost per year, as well as scanning a large number
of hosts on the network at a time (over 100 hosts). After the scanner was successfully installed, carried out it was
inspected from the moment it was launched to the generation of host test reports. For the work, the Lviv State
University of Life Safety network was tested. In the post-scan report, which is displayed in HTML format, you can see
scan details for each host; the number and nature of vulnerabilities; the error correction dashboard. According to the
results of testing, vulnerabilities of low, medium and high levels of hazards were identified, totaling 376. Vulnerabilities
were analyzed based on the obtained results, namely: a brief description and a way to solve the problem.

Keywords — computer network, vulnerability, vulnerability scanner, Nessus Professional, port scanning.



Beryn. 3 3pocraHHsM mporpecy B ramy3i  iH(OpMaIliiHUX TEXHOJOTiH Oe3reka
KOMIT FOTEPHUX CHUCTEM BHWKJIMKA€ OUIBII CEepHO3HE 3aHETIOKOEHHs. 3a3BHWYail OUIBIIICTh Tally3ei
IPOTPAMHOTO 3a0e3MeUeHHs], [0 PO3BUBAIOTHCS, HE 3HAIOTh MPO Pi3HI MOMUIIKOBI YSBICHHS PO
0e3rneKy, SKi aBTOMaTUYHO ICHYIOTh Y CUCTEMI 3aBJSKH MOBaM MPOTrpaMyBaHHs, OCKIJIBKH iX HaMIp
3pOOUTH XOpOIlle MporpaMHe 3a0e3MeUeHHsI, IKe Mpaloe 0e3nepediifHo 1 Jae 0akaHWi pe3yJbTar,
HE BPaxOBYIOUH HEIOJIKHA OC3IEeKH; s 3a0e3MeueHHs Oe3MeKH Ta Oe3MeKH KOXKHOI JIIOIMHH JTyKe
BOXJIMBO TUIAHYBAaTH HOBI cTpaTerii Ta meromojorii [l], sfki BpaxoByBaTUMYTh IMOPYIIECHHS
0e3meku, 10 SKUX CXWIbHMHA KopHucTyBad. He TinbKM mporpamue 3abesnedeHHs, po3polieHe 3
HEJI0JIiIKaMHU, pOOUTh KOPHCTYBaya BPa3JIMBUM JI0 aTaK, HAWYACTIIIE MEpeka TAKOXK CTa€ KIIFOYOBUM
(GakTOpOM 3a paxyHOK TIOTIPIICHHS aclekTy Oe3meku KopucryBadiB. OIliHKAa Ta YCYHCHHS
Bpa3JIMBUX MICI[b BUMAara€ 3HaHHS Ta TIHMOOKE PO3YMIHHS LMX BPA3IMBOCTEH YM HEAOJNIKIB Y
Oc3mneni. BpasnmuBicTe y Oesmemni CHUCTEMH, sIKa MOXXE TPHU3BECTH IO TOTO, IO 3JIOBMHCHHKHU
eKCILUTyaTyIOTh CHCTEMY IHIIMMH criocobamu [2]. Byno BpoBamkeHO OaraTo iHIIMX METOIIB IS
BUSIBJICHHS [IUX BPA3JIMBUX MICIb Ta Pi3HUX MiIXOAIB A0 YCYHEHHS Ili€l Bpa3nuBocTi. JlesKi 3 HUX €
METOJIOM TeHeparii rpadikiB arak, METOAM CTATHYHOTO AaHATI3y IS BHSBIICHHS BpPAa3JIMBUX
CHUTYaIlii, SKi € TOCUTh MOMYIIPHIUMH 1 BIJOMUMH CHOTOJTHI.

O0’ekT TecTyBaHHSA

Jns  BUKOHaHHS poOOTH BHOPAHO KOMIT'IOTEpHY Mepexy JIbBIBCHKOTO JIep>KaBHOTO
YHIBEpCUTETY O€3IeKH JKUTTEASUIBHOCTI. Mepekero OXOIUIeHI TpU KOPIyCH: TOJIOBHUH Ta
HaBYaJIbHO-HAYKOBUH 1HCTUTYT ICHXOJIOTi Ta COLialbHOro 3a0e3NedyeHHs, 110 pPO3TalloBaHI Ha
KrnenapiBcbkiid, 35, a Takok KOPIycC, 10 3HAXOAUThCs Ha KiienapiBebkiid, 22.

[Ipu Takiif cTpykTypi Mepexi, Oyab-aKuil 3anuT pecypcy 3 Internet mpoxoAauTh JOTTYHUN
JIAHITFOXKOK:

1. 3anuT 3 i Mepesxi KOpImycy J0 HiAJerioro MapIpyTu3aTopa;

2. 3anuT BiJ MiJJIETSIOTO MapIIPpyTH3aTOpa 10 TOJIOBHOTO MapIIpyTHU3aTOPa;

3. Sxmo ne HTTP-3anuT, TO BiH nepeaapecoByeThCs 10 MPOKCi-CepBepa;

4. SIk1o pe3yabTaTiB JAaHOTO 3aIIUTY HEMAE B Kellll IPOKCi-CepBepa, TO BIAMPABISIEMO 3aMUT
IPOKCi-CEpBEPOM 3HOBY JI0 TOJIOBHOI'O MapIIpyTH3aTOPa;

5. I[lepecunaemo 3anuT Ha Haml ocHOBHUH U103 Internet Y APHET.

6. [IpuxoauTh BIAMOBI/Ib;

7. BinnoBiap mepecuiiaeThCs Ha MPOKCI cepBep;

8. IIpokci cepBep nepecusae BiJMOBIIb Ha TOJIOBHUI MapLIpyTHU3aTOP;

9. lNosmoBHUIA MapIIPYTHU3ATOP MEPECUIIAE BIAMOBIIb Ha MIJIETINNH MapIIpyTH3aTOD;

10. ITianernuit MapuIpyTHU3aTOp NEpECUiIae 3aluT Ha By30J1, IO 3allMTaB JaHUI pecypc.

®i3U4HO KOMIT'IOTEpHA MepeXka € CYTTEBO 3aBaHTa)kK€Ha, TOMY IO BOHA peasli3oBaHa Ha
OCHOBI TEXHOJIOT1i ONTOBOJIOKOHHOTO 3B'S3KY 1 Ma€ JIOCTAaTHIO NMPOMYCKHY LIMPUHY KaHAIy — J0
1T'6it/c. Tlpu nboMy, y 3B'A3Ky 3 MOAIOHOIO peaii3alli€l0 MaplIpyTH3alii MakeTiB MK By3JIaMu
BHYTPIIIHBOI MEPEXKi, 3alUT 1 BIAMOBIIb MPOXOAATh MO KaHalax 3B'SI3KY Y PI3HUX HaIPSIMKaXx.

AHaJui3 pyHkuionany ckanepa Nessus

Nessus Professional — ckanep Bpa3nuBocTel Al HEBEUKUX OpraHi3aliil, ki BKIIOYAIOTh B



cebe 10 50 pobouMx MamMH, a TaKOX IS ayJIUTOPIB, K1 3IHMCHIOIOTh aHAI3 OE3MEeKH CBOIX
3aMOBHHKIB. [IpomykT mae 3Mory oOIliHIOBaTH KOHIryparii, 3HaXOIWTH YpPa3jIuBOCTI 1, B pasi
BUABJICHHS IIPOOJIEM ITijl Yac HaIAIITYyBaHHS iHQPACTPYKTYPH, 3a1100iratu Mepe:keBuM atakam [3].

o ocnoenux moxncnueocmeit Nessus Professional moicna eionecmu:

® IIUPOKUI BHOIp PEKUMIB aHATI3y 3aXHUILEHOCTI;

® THYYKI HAJIAIITYBaHHS MTApaMETPiB aHaJI3y BPa3IMBOCTEH;

e YIpaBJIiHHSI OHOBJICHHSIMHU MIPOJIYKTY Ta KOHTEHTY;

e CKJIaJ]aHHS 3BITiB M0 3aJJaHUM KPHUTEPIsIM;

e cyMmicHicTb 3 tutarinamu Nessus;

® ABTOMATHUYHI IIOJCHHI OHOBJICHHS CUCTEMH.

Moowcnuei munu aumanizy 3axuuwgenocmi. Nessus Professional Hamae MOXIUBICTD
MIPOBEJICHHS MEPEBIPOK I 3a0e3medeH s BinmoBigqHocTi HopmatuBHUM BuMoram FFIEC, HIPAA,
NERC, PCI DSS, a Takox ramy3esum crangapram CERT, CIS, COBIT / ITIL, DISA STIG. Take
OXOIUTICHHS 3a0e3meuytoTh MoHa | 450 BCTaHOBICHUX 1a0JIOHIB [4].

e ckaHyBaHHS BpaznmBocred. OIliHKa cHUCTEM, MEpeX 1 JOJaTKiB Ha HasIBHICTh
Bpa3JIMBOCTEH;

e aymutr koH(irypamii. IlepeBipka BIAMOBIZHOCTI MEpPEKEBHX aKTHUBIB TOJITHKAM 1
rajiy3eBUM CTaHAapTaMm;

e BUMBJICHHS UIKNIMBUX TMporpamM. TakoX BHUSBICHHSA IOTCHUIHHO HeOaXaHOro 1
HEKEPOBAHOT'O IPOrPaMHOT0 3a0€3MeUeHHS;

e ckaHyBaHHS BeO-7onaTKiB. BusBieHHs Bpa3nmmBocTed  BeO-cepBepiB, CiIyx0 i1
BpasznuBocteir OWASP;

® THYYKI IOIIYKOBI 3anUTH. BU3HaueHHs 3akpuToi iHPOopMaIlii B cucTeMax abo TOKyMEHTAaX;

e ayaur cuctemu ynpaniiHHs. CkanyBaHHs cucteM SCADA, BOyIOBaHUX NPHUCTPOIB 1
nonatkis ICS;

e MiATPUMKA XMapHHUX oOuncieHb. O1iHka caabKux Miclb KOHGIrypamii XMapHHUX pillIeHb,

takux ssk Amazon Web Services, Microsoft Azure i Rackspace.

Mosicnueocmi  ananizy 3axuwgenocmi [5]. Cucrema miATpUMye Kijbka BapiaHTIB
CKaHyBaHHS, TaKUX SIK MIATPUMKA BIJJaJICHOIO 1 JIOKAIbHOIO CKAHYBaHHS aKTHBIB, CKAHYBaHHS 3
ayTeHTH(DIKalli€l0, peXXUM aBTOHOMHOTO ayTUTy KOH(]Irypaii MepexeBIX IpUCcTpoOiB.

e BUSBJICHHS 1 CKAaHYBaHHS aKTUBIB. MepekeBi MPUCTPO1, BKIIOUAIOYU OpaHAMayepu HOBOTO
MOKOJIIHHSA, OTepaliiiHi cucteMu, 6a3u JaHuX, BeO-T0JaTKH, BIPTYalIbHI 1 XMapH1 CepeI0BHILA;

e ckanyBaHHsS Mepex. CkanyBaHHs Ha [Pv4, IPv6 1 ribpuaHux mepexax;

e CKaHyBaHH 3a po3kiazgoM. CkaHyBaHHS 3 HAJAIITYBaHHSIM 32 YaCOM 1 YaCTOTI 3aITyCKYy;

e BHOIpKOBE MOBTOPHE CKaHYBaHHsS XocTa. BUKOHaHHS MOBTOPHOTO CKaHYBaHHS BCiX abo
BUOIPKOBUX XOCTIB;

e aBTOMATUYHMI aHaji3 CKaHyBaHHA. PexoMeHpalii MO BiJHOBJIEHHIO Ta HAJIAroKEHHIO

CKaHyBaHHA.



CranyBaHHS Mepexi

3aco0u TOIIYKY Bpa3duBOCTEH MOXYTh (YHKIIOHYBAaTH Ha MepekeBomy piBHI (network-
based), piBHi onepariiitHoi cucremu (host-based) 1 piBHi qogaTky (application-based). HaiiGinbmioro
MOIIMPEHHS HAOYy/IM 3aco0M aHaI3y 3aXMINEHOCTI MEPEKEBHUX CepBicCiB 1 mpoTokoiiB. [ToB’s3aH0
11e, B MMEpIIy Yepry, 3 YHIBEPCAIBHICTIO BUKOPHCTOBYBAaHUX MPOTOKOIIB. BUBYEHICTH 1 MTOBCIO/IHE
BUKOPUCTaHHS Takux nportokonis, sk [P, TCP, HTTP, FTP, SMTP natote 3Mory nepesipsTu
3aXHUIIEHICTh 1H(QOpPMaIIHHOI CHCTEMHU 3 BUCOKUM CTymeHeM eekTuBHOCTI. [Iporpama Nessus gae
3MOTy MOOAYUTH «IIPKW» MEpexi, «cinadki» xoctH, Tomo [6]. Burisa nporpamu Nessus mig yac

CKaHyBaHHS HaBEJIEHO puc. 1.

Second scan
< Back to My Scans

Configure Audit Trail Launch =~ Report ~ Export ~

Hosts & Wulnerabilities | 41 Notes 2 History |1
Filter =
Host Vulnerabilities @ Notice: Your scanning limit of 16 was reached,
——————————————————————— 1 and 4 hosts were removed from this scan.
10.100.1007 I I License more
—————————————————————— -4

10.100.100.9 27

Scan Details
10.100.100.1 24 Paolicy: Basic Network Scan

Status: Completed
10.100.100.13 24 Scanner: Local Scanner

Start: October 17 at 12:42 BM
10.100.100.14 24 End: October 17 at 1:03 PM

Elapsed: 21 minutes
10,100,10015 24

Vulnerabilities
10.100.100.16 B 24

@ Critical
10.100.100.17 B 24 High
= Medium
10.100.100.18 B 24 ® Low
® Info

10.100.100.19 B 24
10.100.100.20 B 24
10,100.100.21 B 24
10,100.100.10 B 23

Pucynox 1 — 306pasicenns npoepamu nio yac ckamyeamums

Sk BuaHO 13 puc. 1 gocnipkyBaHa Mepexa HeMae 5KO0/IHO1 BPa3IMBOCTI KPUTHYHOTO piBHS, 3
Bpa3JIMBOCTEHl — BHMCOKOIO PiBHA, 33 — CEpelHbOro, 25 — HM3bKOro piBHIB Ta 310 — 3aranbHi
BPA3JIMBOCTI iHPOPMATUBHOTO PiBHS, BCHOTO BHUSBIICHO BpazIuBoCTeH — 376.

VY 3BiTi MicHs CKaHyBaHHSA, B1IOOpaXKaeThCs PE3yNbTaT MO KOXKHOMY XOCTi, KUIBKICTH Ta
XapakTep BpaszMBOCTEH, 1H(pOpMAaIliifHA TaHeIh 3 BUIIPABICHHSM MOMMIOK. PO3ristHEMO Kijbka

BPA3JIMBOCTEH, SIKi OTPUMAITH Y PE3YJIbTaTi CKaHyBaHHs (pHcC. 2)



CRITICAL HIGH MEDIUM Low INFO

n
=
=

Plugin Name

— o e e o e e e e
Im 75 41028 SNMP Agent Default Community Name (public) l

50 76474 SNIMP 'GETBULK' Reflection DDoS
/A 10114 ICMP Timestamp Request Remote Date Disclosure
N/A 35716 Ethernet Card Manufacturer Detection
N/A 86420 Ethernet MAC Addresses
N/A 23111 HTTP Methods Allowed [per directory)
N/A 10107 HTTP Server Type and Version
/A 24280 HyperText Transfer Protocol (HTTP) Information
MN/A 11219 Messus SYM scanner
N/& 19306 Messus Scan Information
N/A 50350 S Identification Failed

Pucynok 2 — Onuc Bpaznusocteit xocta 10.100.100.7

Ha puc. 2 nmyHKTHpOM BHJiICHO BpasiuBicTh 3 HaiiBuiiuM piBHeM — SNMP Agent Default
Community Name (public) (Im's crinsHOTH my1s1 arenta SNMP (3aransHogoctynae)). JleranbHuit

OIHUC I1i€1 Bpa3JIMBOCTI HaBEIEHO Ha pucC. 3

SNMP Agent Default Community Name (public)

B  Nessus Plugin 1D 41028

Synopsis Plugin Details
The community name of the remote SNMP server can be guessed. Severity: High
.. ID: 41028
Description File Name:
It is possible to obtain the default community name of the remote SNMP server. snmp_default_public_community.nasl
Version: 113

An attacker may use this information to gain more knowledge about the remote host, or to change
the configuration of the remote system (if the default community allows such modifications). Type: remote

Family: SNMP
Published: 2002/11/25
Updated: 2018/08/22

Solution
Disable the SNMP service on the remote host if you do not use it.
Either filter incoming UDP packets going to this port, or change the default community string.
Dependencies: 10264
Risk Information
Risk Factor: High
CVsSS v2.0
Base Score: 7.5
Temporal Score: 5.5
Vector: CVSS2HAV:N JACL/Au:N/C:P/1:P/A:P
Temporal Vector: CVSS24E:U/RL:OF/RC:C

Vulnerability Information
Exploit Available: false
Exploit Ease: No exploit is required

Vulnerability Publication Date: 1998/11/17

Pucynox 3 — Jlemanvruti onuc épaznusocmilD 41028

s BpasznuBiCTh Aa€ 3MOTY OTPUMATH iM'S CHUTBHOTH 3a 3aMOBYYBAaHHSM BiJIJAJIEHOTO
cepepa SNMP. 310BMHCHMK MOXXE€ BHUKOPHUCTOBYBAaTH If0 I1H(OpMAIIO [JIs OTPUMaHHS
BIJIOMOCTEH TpO BiAJgajdeHU XOCT abo I 3MiHM KOHIrypaii BiIaaeHoi CHCTEMH (SIKIIO
CIUTHHOTA 32 3aMOBYYBAHHSM J03BOJISIE TaKl 3MIHH).

Hacrymnua Bpasnusicts cepentboro piBas — SNMP 'GETBULK' Biooumms DDoS (puc. 4).



'GETBULK' Reflection DDoS

Nessus Plugin 1D 76474

SNMP

Synopsis

The remote SNMP daemon is affected by a vulnerability that allows a reflected distributed denial
of service attack.

Description

The remote SNMP daemon is responding with a large amount of data to a 'GETBULK' request with a
larger than normal value for 'max-repetitions’. A remote attacker can use this SNMP server to
conduct a reflected distributed denial of service attack on an arbitrary remote host.

Solution
Disable the SNMP service on the remote host if you do not use it.

Otherwise, restrict and monitor access to this service, and consider changing the default ‘public
community string.

See Also

http: ssus.org/u?8bs51b5c

http: ssus.org/uzbdbs3cfc

Plugin Details

Severity: Medium

1D: 76474

File Name: snmp_getbulk_reflection_ddos.nasl
Version: 1.7

Type: remote

Family: SNMP

Published: 2014/07/11

Updated: 2018/08/08

Dependencies: 19762, 11153

Risk Information

Risk Factor: Medium

CVssv2.0

Base Score: 5

Temporal Score: 3.7

Vector: CVSS2EAV:N [AC:L/ AN/ C:N/ 1N/ A:P
Temporal Vector: CV5524E:U/RL:OF/RC:C

Vulnerability Information
Required KB Items: SNMP/community

Exploited by Nessus: true

Pucynox 4 — Jlemanvruti onuc epasnueocmi |D76474

Omnuc BpazmuBocti: SNMP '"GETBULK' BiamoBigae 3 BEIMKO KUTBKICTIO JAaHUX Ha 3aIUT
"GETBULK" 3

noBTOpiB". Binnanenuii 3M0BMUCHUK MOKe€ BUKOPUCTOBYBaTH Iieit SNMP-cepBep ains 3ailicHeHHs

BCIMKHMM 3HA4YCHHAM, HIDK HOpMAJIbHC 3HAUYCHHA, IOJIA "MaKCUMaJIbHUX

BiJT0OpakeHOT PO3IMOAUICHOT aTaKH BiIMOBH B CITY>KO1 Ha TOBUTBHOMY Bi/IJITaJICHOMY XOCTI.

Bpasnugicts Hu3bkoro pisas Ty SSH Weak Algorithms Supported, maBeaeno Ha puc. 5.

SSH Server CBC Mode Ciphers Enabled

Nessus Plugin ID 70658

Synopsis
The SSH server is configured to use Cipher Block Chaining.

Description

The SSH server is configured to suppart Cipher Block Chaining (CBC) encryption. This may allow an

Plugin Details

severity: Low

1D: 70658

File Name: ssh_chc_supported_ciphers.nasl

Version: 1.4

attacker to recover the plaintext message from the ciphertext.
Type: remote
Note that this plugin only checks for the options of the SSH server and does not check for L
H Family: Misc.
vulnerable software versions.
Published: 2013/10/28

Solution

Contact the vendor or consult product documentation to disable CBC mode cipher encryption, and
enable CTR or GCM cipher mode encryption.

Updated: 2018/07/30

Dependencies: 70657
Risk Information
Risk Factor: Low

CVSS v2.0

Base Score: 2.6

Temporal Score: 1.9

Vector: CVSS2#AV:N [AC:H/AW:N[C:P/EN AN
Temporal Vector: CVSS2#E:U/RL:OF/RC:C

Vulnerability Information
Exploit Available: false
Exploit Ease: No known exploits are available

Vulnerability Publication Date: 2008/11/24

Pucynox 5 — Onuc epaznusocmi npo sukopucmauts 1anyroea 010K wugpis

3 miero BpasnuBicTio, Nessus BusiBuB, mo BigmganeHuid cepBep SSH HamamToBaHuii Ha
BUKOpUCTaHHS mHUQpy noToky Arcfour abo B3arami Hemae mudpy. RFC 4253 He pexomenmye
BUKOpUCTOBYBaTH Arcfour uepes mpobiiemy 31 ciabKkuMH KiaBimamMu. PimeHHsSM 1aHOi Bpa3IMBOCTI
€, 0 Mix yac mupyBaHHSI HEOOXIAHO Y3TOAWUTH AITOPUTM IIU(PYBaHHS Ta KiIo4y-oOMiH. Komn

IJ_II/I(ppyBaHHSI I[i€, JOBXXHWHA MAaKETYy, JOBXHWHA IO0JIsI, KOPUCHEC HABAHTAKCHHA Ta 3aJIMBKa KOKHOI'O



MakeTy, MaloTh OyTH 3amupoBaHi 3a 3aJJaHUM AITOPUTMOM. 3amudpoBaHi JaHl y BCIX MaKeTax,
10 HAJCWIAIOTBCS B OJHOMY HAIPSIMKYy, MalOTh OyTH €IMHHUM IOTOKOM JaaHuX. Hanpukian,
BEKTOpH iHiIliani3amii noBUHEH OyTH MepeJaHuM BiJl KiHIS OJHOTO MaKeTa JI0 MOYaTKy HACTYITHOTO
nakery. Yci mudpu moTtpiOHO BHKOPHCTOBYBATH 3 €(DEKTUBHMM KJIIOYeM JOBXKHHU 128 OIT 1
oinpire. [ndpu B K0’)KHOMY HaPSMKY O0OOB'SI3KOBO MPAIIOBATUMYTh HE3AJIEKHO OJUH BiJl OJJHOTO.

BuCHOBOK: y poOOTi 3/iiiCHIOBAIOCH OCHIIKEHHS KOMII IOTEpHOI Mepexki JIbBIBCHKOTO
JIEP’)KaBHOTO YHIBEPCUTETY O€3IEKH KUTTEIISIIBHOCTI CKaHepoM BpazmBocTi Nessus. ¥V pesynbrati
CKaHYBaHHS BHSIBIICHO DA BPA3JIMBOCTEH, SIKI MOXYTh CIPHUYMHHUTU CEPHO3HI HACTIAKH, Taki sK
BUTIK iHopMarii, Momudikaliis JaHUX, 3MiHA HAJIAMTYBAaHHA MEPEXKi, a HAUKPUTHYHIIIE —
3ynuHKa (QYHKIIOHYBaHHS Mepexi. OTpuMaHi pe3yiabTaTH MOXYTh OyTH BHUKOPHCTaHI
aIMIHICTPAaTOPOM Oe3MeKH Mepexi Ui poOOTH LIOJ0 JIKBIAYBaHHS BHU3HAYCHHX BPA3JIMBOCTEH Ta
oprasizarii 3aXucTy Mepexi.

Chnucok Jitepatypu:

1. Common Vulnerabilities and Exposures (CVE) [Enektponnmii pecypc] — Pexum
JOCTyIy 10 pecypcy: https://cve.mitre.org

2. Golnaz Elahi, Eric Yu, and Nicola Zannone, “Security Risk Management by Qualitative
Vulnerability Analysis”, IEEE, Third International Workshop on Security Measurements and
Metrics, 2011.

3. Nessus professional [Enexktponnuii pecypc] — Pexum goctymy g0 pecypcy:
http://www.tenable.com/products/nessus-vulnerability-scanner

4. A Brief Introduction to the Nessus Vulnerability Scanner [Enexrtponnuii pecypc] —
Pexum poctynmy mo pecypey: https://resources.infosecinstitute.com/a-brief-introduction-to-the-
nessus-vulnerability-scanner/#gref\

5. Tenable community [Enektponnmii pecypc] — Pexum mgoctymy g0 pecypcy:
https://community.tenable.com/s/article/Operating-System-identification-using-Plugin-11936

6. Bukopucranus ckanepa Oesmeku Nessus [Enexrponnuii pecypc] — Pexum mocrymy 1o
pecypcy: http://system-repair.net/2012/05/ispolzovanie-skanera-bezopasnosti-nessus/

References:

1. Common Vulnerabilities and Exposures (CVE) [Elektronnyi resurs] — Rezhym
dostupu do resursu: https://cve.mitre.org

2. Golnaz Elahi, Eric Yu, and Nicola Zannone, “Security Risk Management by Qualitative
Vulnerability Analysis”, IEEE, Third International Workshop on Security Measurements and
Metrics, 2011.

3. Nessus professional [Elektronnyi resurs] — Rezhym dostupu do resursu:
http://www.tenable.com/products/nessus-vulnerability-scanner

4. A Brief Introduction to the Nessus Vulnerability Scanner [Elektronnyi resurs] — Rezhym
dostupu do resursu: https://resources.infosecinstitute.com/a-brief-introduction-to-the-nessus-
vulnerability-scanner/#gref\

5. Tenable community [Elektronnyi resurs] — Rezhym dostupu do resursu:
https://community.tenable.com/s/article/Operating-System-identification-using-Plugin-11936

6. Vykorystannia skanera Nessus [Elektronnyi resurs] — Rezhym dostupu do resursu:
http://system-repair.net/2012/05/ispolzovanie-skanera-bezopasnosti-nessus/
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