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AHOTANIA

[Mymkap B.Sl.  «YaockoHajgeHHS ~ CHUCTEMH  3aXHCTy  KOMIT IOTEPHUX
iHopmariiinux mepex». Jummomua pobota 3a cremianbHicTioO 122 «KomrmtoTepHi
HayKu Ta iH(OpMAIlIiHI TEXHOJIOT1» CKIIaIa€ThCs 3 OCHOBHOI YAaCTHHM, III0 MICTHUTH 5
po3ainiB, oocsirom 70 cTopiHok 1 Mictuth 18 imoctpariid, 1 tabnuio ta 22 mxepen
BUKOPUCTAHOI JIITEpPATypPH.

MeTtoro poboTH € po3poOKa MPOrpamMHOTO PIMICHHS KJIaCy MEPEKEBHH €KpaH,
AKUM TpPU3HAUEHUW U1 OpraHizaiii 3axWIIEHUX KOMYHIKAIid y KOMIT IOTEPHHUX
1H(pOpMaIIHHUX CUCTEMaX.

OO0'eKTOM AOCIIIKEHHS € KOMYHIKallli{HI MPOLIECH y KOMII' FOTEHUX MEpEeXkKax.

OcHOBHI 3aBJIaHHS JUIIJIOMHOTO MPOEKTY € TakKi:

e AHaii3 poOOTH KOMYHIKAI[IHHUX MPOTOKOJIIB

e AmHai3 poboTu MepexeBux miacucrem miardopmu Windows.

e Amnani3 poooru miacucrem WinSocket ta Berkeley Sockets.

e BuBueHHS TEXHOJIOTIH

o [IpoexTyBaHHS MEpPEKEBOTO EKPaHy.

e Po3poOka CTpyKTyp AaHuX JIs 3a0€31eUeHHs] pOOOTH MEPEKEBOIO EKpaHy.

e Po3po6ka MOTOKY yIpaBiIiHHS KOMyHIKalliHHUMHU TTOTOKaMHU

e Po3po06ka 3aBepIIeHOr0 MPOrpaMaHoro pilieHHs

OpHuUM 3 TpaJUIIHHUX CIIOCOO1B HECAHKIIOHOBAHOTO JIOCTYIY € MEPETOIUICHHS

MEpPEKEBUX TMAaKETIB JIJIs MOAANbIIOoI 00poOKK Ta aHamizy. ToMy BaXJIMBO 1 HaraJIbHUM
3aBJIaHHSAM € CTBOPEHHS MPOCTUX MPOTPAMHUX CHCTEM, SIKI aBTOMAaTUYHO 3abe3medarh
Oe3MeYHuil ceaHc 3B'A3KY.

KnrouoBi  cnoa:  iHpopMmauiifHi  TexHojorii, iHpopMauliiiHa  Oe3mneka,
aBTOMAaTU30BaHA CUCTEMa, KOMYHIKAlIHHUA MPOTOKOJ, MEPEXKEBUI €KpaH, BipTyallbHa

pUBaTHa MepexKa.



SUMMARY

V. Pushkar “Improvement of the system of protection of computer information
networks”. Thesis specialty 122 “Computer Science and Information Technology*
consists of main body containing 5 chapters of 70 pages, 18 illustrations, 1 table and 22
sources of information.

The aim of the diploma project is to develop a software solution class firewall
that is designed for organizations secure communications in computer information
systems.

Therefore, the main object of the diploma project is communication processes in
komp'yutenyh networks.

The main objectives of the diploma project are:

* Analysis of communication protocols

* Analysis of network subsystems platform Windows.

* Analysis of the subsystems WinSocket and Berkeley Sockets.

* Learning Technologies

* Designing firewall.

* Development of data structures to support the work firewall.

* Design flow management communication flows

* Develop a complete prohramanoho decision.

One of the traditional methods of unauthorized access is merehoplennya network
packets for further processing and analysis. Therefore it is important and urgent task is
to build a simple software systems that would automatically would provide secure
communication session.

Key words: IT (information technology), information security, automated

systems, communication protocol, network screen, VPN ( Virtual Private Network).
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BucHoBkn

3a pesynabraramMu AUIUIOMHOTO MPOEKTYBaHHA MOKHA 3pOOUTH TaKl BHUCHOBKH.
OTpuMane porpaMHe pillleHHs Ja€ MOXKJIMBICTh 3a0€3MEUNTH 3aXHUIIeH] KOMYyHIKaIliiHI
CEaHCHU 3 JIOCTAaTHbO BUCOKUM CTYTIEHEM 3aXMCTy B MOBHICTIO aBTOMAaTUYHOMY PEKHUMI.
@dakTUYHO BiJ KOpHUCTyBadya MOTPeOye€TbCcs BHUKOHAHHA JUINE OAHIET 1ii, a came
BCTAHOBJICHHS pEXUMYy (QYHKI[IOHYBaHHs. Taka peamizaifisi J1a€ MOMJIHMBICTh
BUKOPUCTAHHS MPOTPAMHOTO MPOAYKTY y OpraHizaiisx 3 AyKe 0OMEKEHUM OIOIKETOM.
Tenep 3HUKAIOTH MOTPEOM HA PO3TOPTAHHS BAXKKUX CHCTEM TYHEJIOBAHHS, SIKI TATHYTh
3a COOOI0 BUTPATH Ha MIATPUMKY Ta aJIMIHICTpyBaHHS.

PosropranHs po3po0iaeHol CHCTEeMH € TIOBHICTIO aBTOMAaTHYHHUM 1 TaKOX HeE
noTpedye SkuX HeOyIb 0COOIMBHUX 3HAHb B 00J1aCTI iHPOPMALIHHUX TEXHOJIOTIH.

[Ile ommi€ro mepeBaror PO3pOOJICHOTO MPOTPAMHOTO PIMICHHS € MOXKIHUBOCTI
JUHAMIYHOTO PO3IIMPEHHS] METOAIB IH(ppyBaHHs. s MiAMUKAaHHSA B IPOrpamMy HOBHUX
METO/1IB HEOOXIJIHO JIMIIE B KaTajJor MPOrpaMu PO3MICTUTH HOBY Bepcito 010110TeKH
encrypt.dll. Crpykrypa Oi0NOTeKH € JOCTAaTHHO MPOCTOI 1 CKIQJAEThCA 13 JIBOX
GyHKUIA MeToAy 1HILIamizamii Ta MeToAy MM@pyBaHHA. JoTpuMaHHS LMX MOpaBHII
JI03BOJIUTH MPUBHECTH B MpOrpamy HOBI METOAM MM(ppyBaHHsS Oe3 nepepoOseHHs yclel
IpOrpamMu.

[Toganpmuii pO3BUTOK MPOTPAMHOTO MPOAYKTY Ma€ JABa NUIAXH. 3a MEPIIUM
IIJISIXOM II€ TIOpTallis MporpaMHoro nponaykry Ha miardgopmy Windows. Lle He myxe
PO3IIUPUTH PUHOK BUKOPUCTAHHS, OCKIJIBKU OUIBIIICTh MAJIMX 1 CEPEAHIX MIAMPUEMCTB
Ha CBOTOAHI poO3roprailoTh cBoi cuctemu Ha targopmi WINTEL. Ilpore vy
MalOyTHBOMY II€ J1aCTh MOKJIMBICTh BUKOPHUCTAHHS MPOTpamMu B KPOCILIAT(HOPMEHHHUX
MEPEKEBUX CUCTEMAX.

3a apyrdM HampsiMOM DO3BUTOK MOJIATa€ B 3aXOIUICHHAX i 3axucty Web-
nopTiB. B KOMyHIKaIliHHUX ceaHCax IHTEPHETY BIJICYTHICTh MIIATPUMKH ITUX TMTPOTOKOIIB
HE € MPOoOJIEMOI0, OCKIJIbKU ICHY€E 3axHIeHUIH MpoTokoi hitps, skwuii mpairoe momioHo

no wHamoi nporpamu. I[linrpumka Web-mporokosiB Moke gatu mepeBary y BHUIAIKy



9

BUKOPHCTAHHS KOPUCTYBAI[bKUX TYHEJIB Ha 0a3i mporokoy http. OckinbKu Ha MPAKTHUII
TaKi TEXHOJOTil BUKOPHCTOBYIOTHCS PiAKo (IepeBara BigHacTbCs CTaHAAPTH30BAHUM

TYHEJISIM), TO IPOTOKOJ hitp He po3rIsaaBcs K MPOTOKOJ, IKUK OTPEeOye 3aXUCTY
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